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Abstract 
‘Digital Rights Management systems’, or ‘DRM systems’, is an umbrella term usually 

referring to a wide set of technologies, whose primary use is to enforce the pre-defined 

policies (e.g. copyrights) that a given digital content is published under. The basic goal of the 

technology is to control access to the content, and so prevent copyright infringement such as 

illegal file sharing. Using technology to control technology and content is not likely to 

succeed, for three main reasons; Firstly, history shows that most, if not all, attempts at 

controlling information technology has failed. More advanced technology is even more likely 

to fail, because of its increased complexity. Secondly, copyright law is constantly changing, 

and DRM systems are dependent on strong copyright protection to be effective. Any changes 

in the ‘wrong’ direction will weaken it considerably. Thirdly, the public is unpredictable and 

uncontrollable, and will always find ways around obstacles that are not wanted. It is, however, 

not likely that the DRM supporters will acknowledge that their strategy has failed, partly 

because they have found a small niche where the technology can be applied without 

controversy, but mostly because it is bad for business to admit defeat. 
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to the exact time the elements occurred. 
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Introduction 
This thesis is about a technological attempt to gain control over digital content, and why that 

attempt has failed to succeed. The amount of digital content available on the Internet1 is 

increasing rapidly, both because new content is being created and because old content is being 

digitized. This is causing a lot of legal issues, as quite a lot of the content in question is 

protected by copyright law. As long as the copyright holder has not waived the right to 

produce new copies of the work no one else is legally allowed to do so. However, because of 

several reasons, including the ease with which digital content can be copied, mixed, sampled 

and distributed and a lack of familiarity with or knowledge of copyright law, widespread 

sharing of both copyrighted and non-copyrighted content is being done over the Internet. One 

of the responses the content industry made to the illegal file sharing was the development and 

use of Digital Rights Management (DRM) systems, technology designed to control access to 

and use of the digital content after the consumer had obtained it. This approach has failed to 

achieve noticeably success, and this thesis will discuss the reasons why. 

Literature review 

DRM systems still play a key part in distributing digital content, both on the Internet and on 

physical media. While the recording industry appears to move away from widespread use of it 

both the movie and proprietary software industry seems to continue relying on it as a security 

measure. With the coming of e-books the publishing industry has also indicated that it will 

look at DRM as a possible solution against copyright infringement. 

A system designed to control a product after the customer has obtained it is bound to 

attract attention from the public, civil rights and free speech organisations and researchers, 

and DRM has indeed received its share of negative public responses, critique from consumer 

organisations and scientific scrutiny. Researchers have mainly approached the subject from a 

legal or technical point of view, at least initially. Though many articles and a number of books 
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1 In this thesis I distinguish between the Internet and the World Wide Web (WWW). The former is the series of 

interconnected networks using the TCP/IP-protocol for transmitting data, and includes such services as file 

transfer, e-mail and instant messaging. It also includes the WWW which is a service running on top of the 

Internet like the other examples mentioned. 

 



 

have been written about it there are few that stand out as ground breaking or particularly 

relevant, possibly because a complete understanding of DRM requires good insight into both 

the legal, technical, social and business area. Ianellas (2001) article in D-Lib Magazine gave a 

good introduction to DRM architectures, and Guths (2003) evaluation of DRM systems 

provided technical insight into both architecture and other technical aspects of several widely 

used solutions. More to the point Halderman (2002) gave an evaluation of copy protection 

schemes for CDs, which are no longer available on the marked. More recently Subramanya 

and Yi (2006) provided a good and updated summary of DRM systems and architecture. 

Coyle (2004) presented the technical and business aspects of Rights Expression Languages, 

with practical examples of the most relevant solutions. Of the literature focused on DRM and 

law Bechtold (2006) provided a thorough presentation of both existing and emerging legal 

issues, and urged the debate to move away from the discussion about extremes. Lessig (2004) 

have also given insight into the legal field, though with less focus on DRM and more on 

copyright. The INDICARE project published two reports from two different but related 

consumer surveys, conducted by Dufft et al. (2005; 2006),  both of which gave good insight 

into the European publics knowledge of and views on DRM. Apart from the ones mentioned 

here there exists a large number of articles and web sites that helped nuance and broaden the 

knowledge base, including Biddle et al. (2002), who wrote about the future of file sharing and 

content protection, Camp (2003) and his basics for DRM design, the less formal but very 

serious Doctorow (2004) who argued against DRM to Microsoft, Schneider and Henten 

(2005) and their examination of the relationship between technology and the law, and last but 

not least Zittrain (2006) and his account of the generative Internet. 

Motivation 

One of the interesting things about DRM is that while most people have never heard of it, or if 

they have, have no clear understanding of what it is, many voice a surprisingly strong opinion 

about it once the concept is properly explained. Because many people are concerned about 

issues that are connected to DRM, such as consumer and privacy rights, a greater effort to 

clarify what it is and how it is used should be made. Contributing to this is part of the 

motivation behind writing this thesis. Another motivator is to document the history and 

development of DRM, and putting it in context with timelines of copyright and the Internet. 

This will give a better understanding of how and why DRM development has occurred the 
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way it has, in addition to contributing to an angle that has been under-researched up until 

now. Using actor-network theory to describe how the DRM strategy is working is an approach 

that seems to be fairly untested, and may provide further basis for a deeper understanding of 

how the content industry attempts to regulate the public, and how the public responds. The 

ANT approach can also easily be used with focus on other technologies than DRM. 

Purpose statement 

The primary purpose of this study is to provide an easily understandable but thorough 

presentation of the DRM concept, its connection to copyright and the Internet, and explain 

why the use of DRM systems will never achieve the success it is meant to. The secondary 

purpose is to produce a rough timeline of the history and development of DRM. 

Research questions 

The purpose statement yields two primary research questions, which again can be divided into 

lesser parts. The first question is: 

 

What is Digital Rights Management? 

 

There are several aspects of DRM that need to be covered in order to answer this question. 

The initial and intuitive one is a presentation of the technical aspects of DRM systems, its 

functionality, architecture and a presentation of other, closely related technology. Following 

this is an introduction to how it is connected to copyright law. In order to gain a deeper 

understanding of how and why DRM was developed it is necessary to look at it in a historical 

context with both copyright and the Internet. Thus the answer to the first question is given by 

covering the following subjects: 

 

• The technical aspects of DRM 

• The relation between DRM and copyright law 

• The history and development of copyright law 

• The history and development of the Internet 

• The history and development of DRM 
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These subjects will also cover the secondary purpose; the historical overview and timeline of 

DRM. 

 

The second question deducted from the purpose statement is: 

 

Why does the DRM strategy fail to achieve success? 

 

The DRM strategy is a technical solution to a legal problem, thus it is essential to include both 

aspects as parts of the answer. In addition the approach is attempting to control social 

behaviour, by forcing users to follow a given set of rules, so it is also necessary to provide a 

presentation of the user aspect. The second question can then be answered by addressing the 

following list of questions: 

 

• Can technology be used to control technology? 

• How does the law affect DRM? 

• How do the users and consumers react to DRM? 

 

In addition to covering the two main questions the thesis attempts to give a short explanation 

as to why advocates of DRM denies that it has failed to achieve success, and predict how the 

near future of DRM looks like. 

Outline 

The thesis starts with presenting the theoretical frameworks that are used, both to lay out the 

background on which the thesis is written and to introduce a vocabulary that is used 

throughout the text. This is followed by a chapter describing the research methods used, as 

well as how the data was collected. Then the DRM concept as it is used in the thesis is 

explained. The next part covers the historical background of copyright, the Internet and DRM 

in order to gain a deeper understanding of how and why DRM was created. Following this is a 

series of short examples meant to illustrate the difficulties involved in attempting to control 

the access to and use of new technology. This is succeeded by one chapter going in more 

detail about the legal issues, and one about the user related issues such difficulties may 
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include. Finally the empirical background is discussed based on the theoretical frameworks, 

and a conclusion is offered. 

8 

 

 



 

1 Theory 
This chapter provides short presentations of the four theoretical frameworks used in the thesis. 

It begins with an introduction to the concept of Information System failure (IS failure), which 

is used to evaluate the success of the DRM-approach as an IT project in section 8.2. The 

second part is a short introduction to regulation theory in general and regulation in 

Cyberspace in particular. This is included to measure the success of the DRM strategy as 

something more than merely an IT project, which is done in section 8.4. Next, a summary of 

technological and social determinism is given, which are used in section 8.1 in an attempt to 

explain why the content industry chose DRM as the preferred tool against piracy, and also 

why DRM is not abandoned. Finally, a simplified version of actor-network theory (ANT) is 

presented. ANT is used to provide a theoretical vocabulary throughout the thesis, as well as a 

framework for illustrating an alternative approach to the DRM-network in section 8.3. 

1.1 IS failure 

It is a well known and well documented fact that a large number of information system 

projects have failed since IT became an industry. According to Darren Dalcher (2003) 31.1 % 

of all US software projects were cancelled in 1995, and 52.7 % were delayed, cost more than 

planned and/or lacked essential functionality. In 1996 the cancellation percentage rose to 40 

%, in 1998 it was down to 28 %. The numbers are drawn from several reports made by the 

Standish Group, and does not offer an explanation as to why the failure rate is as high as this. 

Frode Løbersli (2008) categorizes three classes of conclusions made by researchers 

attempting to account for it, and ascribes at least part of the explanations to the background of 

the researchers giving them. Scholars with technical background have a tendency to claim that 

the projects would have either succeeded or been stopped earlier with less losses if they had 

used methods described in textbooks, or at least followed them more closely than they did. 

Løbersli argues that these conclusions are flawed because a lot of projects that deviates from 

textbook methods also succeed. The second set of conclusions is made by managers, who 

often claim that better management techniques would have yielded better results. One 

problem with this explanation is that the cause of the failure may originate from an external 

factor, outside of the control of the management. Social scientists make up for the third class 

of conclusions. They often hold the causes for failures to be ‘complicated and complex causes 
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and effects relationships on both micro and macro level’ (Løbersli, 2008), giving the 

impression that success or failure is strongly affected by chance. Aside from the debatable 

benefits achieved from the three explanations, luck does indeed seem to be a factor in the 

success or failure of a number of IS projects. The conclusion offered by Løbersli is that an IS 

failure may be explained with several ‘academic glasses’ offering different reasons for the 

failure. This applies particularly well to DRM systems, because they are closely related to 

several different academic fields, and failure may have been caused by elements from all of 

them. 

Project failures may manifest in several different ways. Løbersli identifies five 

categories from IS failure literature. 

 

1. Disasters or breakdowns 

o System failure is manifested through disasters 

2. Product failure 

o Unrealistic assumptions about the technology, or 

o Unrealistic assumptions about the technology’s effect ‘meet the real 

world’ 

3. Projects failure 

o Cost and time overrun, or mismatch compared to specifications 

4. Competition failure 

o Another technology becomes the standard 

5. Diffusion failure 

o The technology fails to enrol a critical mass of users 

 

Yet more importantly than manifestations is what actually constitutes an IS failure, as the 

term is used differently by separate authors. As with manifestations he recognizes five 

classifications of IS failures, the four first identified by Lyytinen and Hirschheim and the last 

by Sauer (Løbersli, 2008). 
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1. Correspondence failure 

o The requirements are not met 

2. Process failure 

o The project runs over time or budget, and performance is unsatisfactory 

3. Interaction failure 

o There are problems related to the use of the system, or the system is 

hardly used 

4. Expectation failure 

o A superset of the three mentioned above, when stakeholders’ 

expectations are not met 

5. Termination failure 

o The project must terminate because of lacking support 

 

Identifying problems with all five categories Løbersli introduces a sixth, what he calls 

‘belated wisdom-failure’, and places it between number 4 and 5. The criterion for this 

category is whether or not the supporters regret that they initiated the project. This way a 

project can both fail to meet the requirements and fail to attract a satisfactory number of users 

and still be deemed a success, e.g. if it has produced valuable knowledge that otherwise would 

have remained hidden. A problem with this category is that supporters, e.g. company 

representatives, may deny any regret out of political or economical reasons. Sony BMG has, 

for example, never expressed public regret concerning the DRM controversy caused by the 

XCP system, as described in section 5.2.2, even though the scandal both cost a lot of money 

and damaged Sony’s reputation. 

He also emphasizes that the goal of researching IS failures should be to make as 

complete an understanding of the complexity of IS projects (and failures) as possible. To 

achieve this goal he identifies three aspects that the researcher must be particularly specific 

on. 

 

“First, the researchers must be specific on the assumptions their research 

methods are built upon. Second, I will argue for the importance of being 

specific about the researchers, the informants and the projects assumptions 

about technology and change. […] Third, the researcher must be specific on 
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the project/implementation context that is studied. The researchers must 

give the reader a rich description of the context such that he can assess 

whether the experiences can be transferred to other projects or situations.” 

(Løbersli, 2008) 

 

A major point he is making is that both the IS project that failed and the failure story itself is 

inherently complex, with many hidden assumptions and relationships. The reader should 

therefore be aware of both the heterogeneous network in the case story and the network where 

the story is written in order to gain a more complete understanding of why the project failed, 

and what can be learned from it. 

1.2 Regulation 

While DRM systems in themselves can be viewed as IS projects their social task is to regulate 

the behaviour of the public. According to Julia Black (2002) three definitions of regulation 

can be identified within the main textbooks on the subject. The first gives regulation as the 

announcement of government rules, aided by mechanisms to monitor and enforce them, 

usually performed by a public agency. The second defines it as any form of direct government 

or state intervention in the economy. It is only the third definition that breaks the connection 

between regulation and state, as it defines it to be ‘all mechanisms of social control or 

influence affecting all aspects of behaviour from whatever source, whether they are 

intentional or not’ (Black, 2002). The first two falls in the category of ‘centred’ regulation, 

while the last is a ‘decentred’ definition. While governments seem to favour the first two 

definitions, and in some cases even narrower ones, researchers and academics adopt all three, 

depending on the point of view they take. The latter is the most useful in the context of this 

thesis as it includes the regulatory effect DRM has on consumers, but it is also the least 

restricted one, because it gives no clear boundaries as to where regulation ends and other 

influences begin. In order to gain a better understanding of how regulation theory can be 

applied to the digital world it is advantageous to briefly examine regulation at a more general 

level. 

1.2.1 Decentred regulation 

Black gives five central notions to the conceptual core of a decentred understanding of 

regulation: ‘complexity, fragmentation, ungovernability, interdependencies, and the rejection 
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of a clear distinction between public and private’ (Black, 2002). Complexity reflects the 

increasing recognition of the complexity of social interactions and problems. Fragmentation 

refers to fragmentation of power, control and knowledge. Fragmentation of knowledge is also 

known as the information asymmetry between the regulator and the regulated; the latter has 

more knowledge about itself than the former. Ungovernability is linked to the concept of 

autonomy, as in that actors or systems will continue to act or develop when there is no 

external intervention. Interdependencies and interaction are related to both complexity and 

fragmentation, and are parts of the core of a decentring analysis. Finally, the decentred view 

sees regulation as a product of interactions, and not the exercise of the formal authority of 

government, leading to the collapse of the distinction between public and private. The 

ungovernability of actors and systems is of particular interest. Black states that regulation is 

the ‘conduct of conduct’, or ‘to act upon action’, and that this has several implications: 

 

“[F]irst and most obviously that regulation will produce changes in 

behaviour and outcomes that are unintended (though not necessarily 

adverse), a well recognised empirical phenomenon in regulation. Second, 

that its form may have to vary depending on the attitude of the regulatee 

towards compliance, an attitude which it can itself affect, again recognised 

in practice in regulatory literature. Third, that no single actor can hope to 

dominate the regulatory process unilaterally as all actors can be severely 

restricted in reaching their own objectives not just by limitations in their 

own knowledge but also by the autonomy of others” 

(Black, 2002) 

 

She also emphasizes that the autonomy of actors, as viewed by autopoeticists2, means that ‘no 

system can act directly upon another’, and that any attempt to do this will fail: 
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2 Autopoiesis, from Greek: auto = self, and poiesis = creation or production, can very simplified be described as 

a system composed of bits and pieces who interact with each other in a manner that continually produce and 

maintain that set of bits and pieces and the relationships between them (Quick, 2003). 

 



 

‘Attempts to do so will result in Teubner’s well known regulatory trilemma: 

the indifference of the ‘target’ system to the intervention, the destruction of 

the ‘target’ system itself, or the destruction of the intervening system” 

(Black, 2002) 

 

The difficulty involved in regulating a complex environment or system, such as the Internet, 

is illustrated aptly in the problem known as ‘The gardener’s dilemma’, as described by 

Murray (2007). A garden is filled with many different plants, and a gardener is set to manage 

it with the task of maximizing a number of variables over the garden as a whole. The garden 

has a few characteristics that can be applied generally. First, the plants are heterogeneous, in 

that every individual plants relationship between state and development is unique. Second, the 

plants react significantly to each other, so that one plants development can be affected 

positively or negatively according to the state of the plants around it. Third, every single 

plants response to being in one state or another is a function of the state of a number of other 

plants. The dilemma lies in that every single action taken to improve one variable generates a 

number of reactions which affects the other variables, in turn generating even more reactions, 

and so on. A single intervention may therefore spawn a wave of reactions across the garden. 

Each configuration of plants presents its own set of problems and advantages, and the number 

of configurations can be enormous depending on the number of plants and possible states. A 

system with N plants, each of which can be in S different states yields SN possible 

configurations. A garden with ten plants capable of three states has 59 049 configurations, add 

one plant and the number is 117 147. A ten-plant garden were the plants have four possible 

states yields 1 048 576 unique configurations (Murray, 2007). Attempts to calculate every 

single configuration and the state of the variables will only work for very simple systems were 

all the factors are known, in effect stating that it is impossible to foresee the exact result of 

trying to regulate complex systems, as stated in the ‘law of requisite variety’, developed by 

W. Ross Ashby. Presented with the impossibility of mapping all possible variables and their 

configurations regulatory theorists have focused on strategies and structures rather than 

detailed control. Mark Thatcher suggests that there are four families of regulatory 

interpretations: 
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• Classical economies 

Regulation is an interference in the marked that may be necessary 

• Political economy 

Regulation is inherent to society, and is used by the state to ensure that the 

marked is functioning 

• Political science and law 

Regulation steers public activity and is concerned with control over private 

activity 

• Sociological 

Regulation is achieved through informational norms that guide behaviour. 

(Murray, 2007) 

 

While this can be viewed as a simplified summary of a number of more complex and detailed 

regulation strategies, it nonetheless provides a rather good overview of the different ways 

regulators seek to influence the behaviour of others. 

1.2.2 Regulation in Cyberspace 

In ‘Code and Other Laws of Cyberspace’ Lawrence Lessig made an attempt to extend classic 

regulation theory into the cyberspace environment and he revisited the model in ‘Free 

Culture’. The model is illustrated in figure 1. 

 

 
Figure 1 – Lessig’s regulation model 
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He identifies four ways of regulating an individual or a group: 

 

• Law 

Regulates by threatening with formal and public punishment if it is broken 

• Norm 

Regulates by showing what is acceptable, and may result in informal punishment 

if it is broken 

• Marked 

Regulates through economical incentives 

• Architecture 

Regulates through physical aspects 

(Lessig, 2004) 

 

While the four are initially independent, law is able to affect the three others. The law can be 

used to change the norms of society, e.g. by banning commercials for alcohol and tobacco, or 

require age verification systems on web sites containing pornography. It may also be used to 

regulate the economy, e.g. by establishing or increasing taxes on fuel or domain name 

registration. Finally it may be used to change the physical architecture, e.g. by requiring speed 

bumps on particular roads, or internet access with a fixed minimum capacity on schools. Thus 

his model can be used both in cyberspace and the ‘real’ world. 

Andrew D. Murray has taken a closer look on the challenges of control and the Internet 

in his book ‘The Regulation of Cyberspace’. He suggests that in a complex and extremely 

plastic environment such as Cyberspace almost all forms of regulation imposed from an 

external source will fail to achieve its goal, and will probably cause a fair amount of damage 

as well. The damage may be caused by unintended side effects of the intervention, such as 

loosing legally bought content when a computer crashes, because the DRM system removes 

the ability to create backups. Murray claims that one cannot differentiate between regulators 

and regulatees, as ‘all actors act in both roles simultaneously and concurrently’ (Murray, 

2007). This leads to a complex three dimensional regulatory model where every actor affects 

a large number of other actors. A consequence of this is that it is exceedingly difficult to 
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predict how the matrix will react to attempts at regulation, and that it will change with each 

attempt. To overcome these challenges Murray proposes a three step strategy: 

 

“First, regulators must produce a dynamic model of the regulatory matrix 

surrounding the action they wish to regulate (including a map of the 

communications networks already in place). From this they may design a 

regulatory intervention intended to harnesses the natural communications 

flow by offering to the subsystems, or nodes, within the matrix, a positive 

communication that encourages them to support the regulatory intervention. 

Finally they must monitor the feedback that follows this intervention.” 

(Murray, 2007) 

 

If the feedback is initially negative the regulators may decide to modify their regulation 

method to adjust. If it is positive the feedback will not only be a confirmation that the 

regulation is working as hoped, it will also have an encouraging and strengthening effect upon 

the regulation itself. Murray claims that this strategy is likely to succeed in almost any 

complex environment, though he acknowledges that the complexity of applying it, and the 

amount of work required to monitor and update the process may present a problem. In 

addition the regulators may achieve the results they are after without knowing exactly why, 

and as such are required to embrace uncertainty as part of the regulatory matrix, though he 

argues that this may be used to the regulators advantage; ‘[f]or knowing what you do not 

know is as important as knowing what you do’ (Murray, 2007). 

1.3 Determinism 

Regulatory theorists may have moved their focus from trying to gain a complete 

understanding of why regulatory interventions work towards gaining a better understanding of 

which methods produces the desired effect on which environments. The importance of 

understanding the changes in society, however, have not diminished. One of the philosophical 

doctrines used to explain why things happen the way they do is ‘determinism’. A 

deterministic approach is to assume that every social or historical phenomenon, including 

human events and decisions, is the result of a single determining factor. A majority of 

scholars have expressed that an approach placed somewhere between the extreme 
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deterministic positions gives a better understanding of how society and technology 

interoperate (Ciborra et al., 2000). 

1.3.1 Technological determinism 

There are a number of different deterministic approaches used in social science. Biological 

determinism argues that this factor is biological or genetic, while linguistic determinism is 

based on the idea that language shapes thought, and thus our thoughts and actions are 

determined by it. A strong belief in that technology has the ability to shape and control society 

is the basis of the theory of technological determinism. It is also coined ‘technology push’ in 

the world of economics, as opposed to a ‘demand pull’ or a ‘marked pull’ (Chandler, 1995). 

Technological determinists claim that new inventions and technological improvements have 

changed the society, or at the very least shaped it. They also hold the ‘human factor’ and 

social arrangements to be secondary to it. Followers of the doctrine can be divided in two 

categories; strong and weak (Murray, 2007). Followers of strong technological determinism 

argue that a specific technology is the only factor needed to spur social change, such as using 

DRM technology in order to solve the social problem of copyright infringement. Daniel 

Chandler puts it like this: 

 

“Strong (or hard) technological determinism is the extreme stance that a 

particular communication technology is either a sufficient condition (sole 

cause) determining social organization and development, or at least a 

necessary condition (requiring additional preconditions). Either way, 

certain consequences are seen as inevitable or at least highly probable.” 

(Chandler, 1995) 

 

Weak technological determinism is the more moderate approach that technology can be one 

of the factors leading to an opportunity that might be taken, or its absence can be a constraint 

for it. The former is widely rejected by social scientists as being too strict, the latter is more 

readily accepted. 
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Closely related to technological determinism is the use of reification. In order to use 

the concept ‘technology’ in a deterministic approach one need to treat it as if it is a single 

material thing; to reify it. The specific challenge in reifying ‘technology’ is that it covers a 

huge number of, well, technologies, and thus is rather subjected to being too generalized when 

 



 

used in arguments. This obviously applies to concepts such as ‘society’ as well, and 

reification is therefore at least as difficult to avoid as it is to use. An argument referring 

loosely to both concepts, such as trying to explain the evolution of ‘society’ with the 

development of new ‘technology,’ is therefore less than convincing. In order to convincingly 

apply the term in an argument it is necessary to at least narrow down the scope of the 

reification to something more tangible. 

Another aspect of technological determinism is that technology often is presented as 

being autonomous, or outside of the rest of society (Chandler, 1995). It is an independent 

force, out of human control, changing and acting on its own. This notion is often encountered 

and validated in everyday life, particularly when it comes to the use of complicated 

machinery, computers or computerized equipment3. Technology is given animistic traits when 

people claim that specific devices and artefacts have personalities, a claim that while often 

described in a humorous manner nonetheless can be encountered frequently in a wide variety 

of settings. One of the social scientists who has adapted this view is Jacque Ellul, who 

claimed that ‘Technique has become autonomous; it has fashioned an omnivorous world 

which obeys its own laws and which has renounced all tradition’ (Chandler, 1995). One of the 

more famous versions of the autonomy of technologies lies in the statement of one Pierre-

Marie Ventre, declared by the humorist Paul Jennings to be the leading figure of the 

philosophy he called ‘resistentialism’. The statement was simply ‘Les choses sont contre 

nous’: ‘Things are against us’ (Jennings, 1948). Both the philosophy and the person are, of 

course, parodies created by Jennings, playing upon existentialism and Jean-Paul Sartre. 

 The term ‘Technological imperative’ is also related to technological autonomy. It is 

the belief that once a new development is under way it becomes unstoppable. In effect it 

means that if something can be done it will be done, sooner or later (Chandler, 1995). One of 

the examples that can be interpreted to support this view is ‘Moore’s law’, after Gordon 

Moore, co-founder of Intel Corporation. In 1965 he published a paper in which he noted that 

the calculating power of computers, represented by the number of transistors that could be 
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3 One of the most common claims the customers made when calling the IT support centre at Telenor when I 

worked there in the late 1990s was that ‘the problem appeared on its own’, or that  ‘the computer did it all by 

itself’ and that they had done nothing to provoke it. Even though I have no other sources confirming it, my 

impression is that this particular sentiment still prevails when users experience computer problems. 

 



 

placed on an integrated circuit, had doubled every year since the invention of the integrated 

circuits. He also predicted that the trend would continue. While the ‘law’ was simply an 

observation of the progress made in the six years the integrated circuit had been around it 

nevertheless proved more accurate that anyone could have imagined. The interval was later 

expanded for the doubling of performance from twelve to eighteen months, and for the 

doubling of the number of transistors from twelve to twenty-four months (Intel, 2005). It is 

difficult not to agree with a claim that the increasing computational power affects other parts 

of society to a lesser or greater extent, and the fact that Moore’s law still holds more than 40 

years after the original observation, with all the social, cultural and political events that has 

occurred in those years, can rather easily be interpreted as evidence that technological 

determinism is at work at least in this field. 

1.3.2 Social shaping of technology 

It is argued that the opposite of technological determinism is strong social constructivism, or 

social determinism. From a social determinists point of view technological advancements are 

the results of a single aspect of the society in which they were developed, e.g. an economic or 

political imperative (Williams and Edge, 1996). This favours the ‘marked pull’ over the 

‘technological push’, opposing the technological deterministic view. The strong social 

deterministic approach is usually deemed to be too narrow, much in the same way that strong 

technological determinism is considered too strict. A generally more accepted view is named 

the social shaping of technology (SST) by Williams and Edge (1996). It is more moderate in 

its approach, as it acknowledges that both society and technology is shaping and being shaped 

by the other at the same time. One important concern that several writers of SST have is to 

weaken or fully remove the idea that science and technology are autonomous and inevitable 

forces, a view that dominated British government and industry in the late 1970s and early 

1980s. The SST perspective did indeed emerge from critique of several forms of 

technological determinism. Rather than trying to explain the ‘impact’ of technology upon 

society SST scholars sought to examine the direction as well as the rate of innovation, the 

form or content of technology and the outcome of technological change for different groups in 

society (Williams and Edge, 1996). 
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The innovation process is considered an important concept in SST, as it is through this 

process that new technology is being created. Initially viewed as a rational-technical process 

with problem-solving as its only goal, it emerges as more than that when analysed with 

 



 

economic and social tools. Different approaches to this have, with greater or lesser force, 

established that ‘the form and content of technology are important, and are amenable to (and 

require) social analysis’ (Williams and Edge, 1996). When the innovation process is described 

as building socio-technical systems, constituencies or ensembles it weakens the concept of 

technology as an autonomous force, and strengthens the social deterministic approach to it. 

Seen as an interactive rather than linear model innovation includes a transformation from 

prototypes and laboratory technologies to a more consumer oriented product, and an 

implementation of it into the marked. The latter is done through a determinate process of 

design, trial and also feedback from the users themselves. 

1.4 Actor-network theory (ANT) 

One of the frameworks found in the diverse landscape between the extreme positions of social 

and technological determinism is ANT; an approach to social science in general, and 

particularly relevant for the study of science and technology. It was developed through the 

work of a number of people, with Bruno Latour, Michel Callon and John Law prominent 

among them. Despite its name ANT is more of a tool than a theory, as its focus can be argued 

to be more on how networks operate than why. It is nonetheless a valuable tool, especially 

when used to map socio-technical networks to better understand how they work as they do. 

There are numerous approaches to and descriptions of ANT, many of which are both complex 

and extensive. The approach taken in this thesis is a fairly simplified version, intended to 

provide a usable framework and vocabulary for describing DRM in a social and technical 

context. 

ANT is probably most known for not distinguishing between human and non-human 

participants in a network. It uses the term actors (or actants) for all elements influencing the 

network, and grants all the actors the same explanatory status. This encourages scholars to 

make ‘a detailed description of the concrete mechanisms that combine to glue the network 

together’ (Ciborra et al., 2000), while at the same time minimizing the focus on the technical 

and non-technical means to do so. An important aspect of actor-network theory is to identify 

and define the actor-network itself. Mapping a heterogeneous network of actors without any 

boundaries will eventually include everything in the universe. As the network grows in size 

and complexity its borders will touch upon an increasing variety of factors affecting it, 
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making it even bigger and more complex. Thus it is up to the researcher to define and separate 

the object of research from the background. 

Some of the concepts of ANT are more relevant to this thesis than others. Inscription 

refers to how a technical object embodies a pattern of use. That is, how the object conveys the 

way it is designed to be used. The inscription of an artefact can be weak or strong; its usage is 

not hard-coded into the design. An object with strong inscription will enforce a certain 

behaviour giving the user few or no opportunities to use it differently than the designer 

intended. The DRM system on a DVD will e.g. not allow the content to be copied to a hard-

disk drive, and can arguably be considered a strong inscription. A weakly inscribed object 

will not only allow users to apply it to other purposes than originally intended, it may never 

be used as the designer predicted. The act of making an inscription is part of a translation, an 

attempt at giving the network a metaphorical direction towards which it is moving. Thus 

translation can be said to be the act of aligning other actors’ interests according to that of the 

actor doing it, even to the point of creating an entirely new actor-network. A designer may 

make a translation by envisioning how his system will be used and inscribing his vision into 

it. By inscribing a program of action into the system it becomes an actor in the network, 

working to align other actors towards the designer’s interests. The success is dependent on 

how strong the inscription is, and the result of the negotiation that takes place when actors 

attempt to use the system. The users may deviate from the inscribed program of action by 

following an anti-program, such as developing and using tools for circumventing the DRM 

system on the DVD in order to copy the content to a hard disk drive, and so align themselves 

towards different interests than anticipated. The response may be to make more translations, 

e.g. by providing the users with training in using the system or a written manual, or both. An 

excellent and fairly known illustration of how ANT works, intended for pedagogic purposes, 

is provided by Latour: A hotel manager seeks to ensure that the hotel guests leave the key to 

their room before they leave. He tries to inscribe this pattern of behaviour into an actor 

network, initially by hanging a sign behind the counter requesting all guests to do as he 

wishes. This inscription proves to be too weak, and the manager must strengthen the 

inscription with another translation; a metal knob attached to the key. By gradually increasing 

the size and weight of the knob the manager eventually achieves his goal. Thus, through a 

series of translations the inscription finally gathers enough strength to inscribe the desired 
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behaviour on the guests. It is worth noting that it is the combined strength of the inscriptions 

that causes the behaviour, not the particular order in which they were inscribed. 

When an actor-network is aligned it may acquire a degree of irreversibility. The level of 

irreversibility depends, firstly, on ‘the extent to which it is subsequently impossible to go back 

to a point where that translation was only one amongst others’ (Ciborra et al., 2000) and, 

secondly, the networks ability to shape and determine succeeding translations. A networks 

degree of irreversibility may be regarded in terms of its institutionalization; the firmer the 

institutionalization the higher degree of irreversibility. This also works as a self-reinforcing 

process, as more institutions will help aligning the network and thus create more 

irreversibility. It is important to notice that while the dictionary definition of the phrase is 

‘Impossible to reverse’ (TheFreeDictionary, 2008) the ANT meaning of it is one of difficulty 

rather than impossibility, though the difficulty may climb so high that reversibility is 

practically impossible. 

Finally, the concept of black-boxing is important, as it provides the opportunity to zoom 

in and out of an actor-network. Making a black-box means to regard a process primarily in 

terms of its input and output, so that the details of the process itself is hidden. One of the 

problems with modelling large and complex structures is that it often leads to a macro-level 

analysis, where only entire companies, governmental bodies and large organizations have 

enough influence to be considered relevant actors. One of the strengths of ANT is that it does 

not distinguish between large and small networks. This means that it can be used to describe 

the same network on both a micro and a macro level, by opening and closing black-boxes 

depending on the level of analysis chosen. 

1.5 Summary 

This thesis is using four theoretical frameworks. IS failure theory is applied in order to 

examine how and why DRM systems are failing as an IS technology. Regulation theory is 

used to analyse the impact that the DRM strategy has upon society in general and Cyberspace 

in particular, in order to understand why the strategy as a whole is failing. Technological and 

social determinism are used in an attempt to explain why DRM was initially chosen as a tool, 

and why it has not been abandoned. Finally, actor-network theory gives a vocabulary used 

throughout the thesis, and is also used to present the DRM network in section 8.3. 
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2 Methods 
The studies of informatics span across both natural and social science. Research on e.g. 

programming algorithms or hardware development is usually based on mathematics or 

physics, but studying e.g. how people use and respond to computer programs and web 

services can be more oriented towards anthropology or psychology. Thus the choice of 

methodology and methods are dependent on how the researcher conducts the study in 

question, and what the subject is. The choice of methodologies can be divided into qualitative 

and quantitative research, both of which are suitable for a study of DRM. According to 

Silverman (2005) quantitative research methods are well suited for collecting large amounts 

of data in order to calculate relationships between different variables, e.g. by conducting 

surveys or analyze official statistics. Other methods include experiments with control groups, 

structured observation and analysing content with predetermined categories. One of the 

challenges with using quantitative methods is that they are better suited for determining the 

actual relationships than the underlying reasons causing them. Because this thesis is aimed at 

determining why rather than how the DRM approach is failing it was considered appropriate 

to lean more towards qualitative than quantitative research methods. 

2.1 Choosing methods 

Qualitative research is a rather big umbrella term covering a variety of methods, which can be 

divided into four main groups: 

 

1. Observation 

2. Analyzing texts and documents 

3. Interviews 

4. Recording and transcribing 

 

It became clear from an early stage that the study would primarily use text analysis as 

method, with interviews as a second source of info. The first goal was to build a broad 

knowledge base about the subject before focusing on the chosen approach to it. The initial 

document gathering included two extensive quantitative surveys about DRM recently 

conducted by the INDICARE project ((Dufft et al., 2005) (Dufft et al., 2006)), which were 
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statistically far more robust than a survey conducted in the work with this thesis would have 

been, and which covered several relevant issues. Reading and interpreting text is usually 

denoted as hermeneutics, a concept which, though the word itself was coined in the 17th 

century, can be traced back to the ancient Greeks study of literature. According to Mallery 

(1986) it is quite applicable to informatics as well, particularly in the field of Artificial 

Intelligence. One of the important challenges in using hermeneutics as the main method is that 

the researcher can never be entirely neutral. Thus, as the interpretations always will be biased 

so will the conclusions, and this might threaten the integrity of the study. However, a varied 

and sound reference list may counter this effect. Another challenge is that the researcher has 

to pay attention to and comprehend the context the text was written in, such as the time of 

writing, the author, the audience, etc, in order to understand it better. Interviews also seemed a 

reasonably useful method to attempt, either in person if this was possible or via e-mail or 

phone. One of the challenges of using interviews was that they would have to be open-ended 

or semi-structured interviews with a select few people, and as such the result would be rather 

subjective. In addition representatives from companies would probably present its official 

point of view rather than the representatives personal opinion, which may or may not produce 

a variation of the ‘say/do’ problem as described by Silverman (2005). Interviews would 

therefore have to be carefully used in factual contexts, and would probably contribute more to 

a general understanding rather than accurate information. Using observation not only required 

finding someone to observe, it was also not apparent if this would produce any useful 

information at all. The same argument could be applied to recording and transcribing, leaving 

these methods as less useful approaches. 

2.2 Collecting and using data 

It was natural to use the Internet as the primary tool for gathering documents and texts. The 

primary sources for finding published articles online have been X-port, a library portal 

developed and run by the University of Oslo, BIBSYS, a Norwegian library resource, and 

Google Scholar. Once the list of documents started to grow it was also natural to look up 

relevant references mentioned in articles and texts. Focus has been on gathering articles from 

scientific journals, which constitutes the second biggest group of sources after web sites, but a 

number of relevant books have also been read. Almost all sources are available online, with 

the exception of most of the books. 
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When the primary source of information is the Internet it is tempting to use any source 

that supports the point the thesis is trying to make, particularly if it is well written, though as 

the work has progressed it has become increasingly important to base the factual content on 

published material such as journal articles or books. Personal or semi-official web pages 

along with online newspapers and -services have primarily been used to confirm dates or 

events. Online magazines, in particular ‘DRM Watch’, have given insight into recent and past 

DRM issues, and are occasionally cited as trustworthy sources of information. The list of 

references span across a broad field of information, perhaps broader than strictly necessary, in 

order to verify factual claims as much as possible. While the majority of DRM-related sources 

to a greater or lesser extent support the thesis’ view that the DRM strategy is failing a few 

also oppose it. It has been somewhat difficult to obtain reliable sources of the latter category, 

aside from more or less documented claims from the content industry, copy protection 

vendors and similar. 

Interviews initially seemed like a good source of information, but only two have been 

conducted during the process. The first was a semi-structured interview with a few prepared 

questions (Tøndel, 2007), conducted together with another master student. The interview 

object, Espen Tøndel, was chosen because he has been involved in several major legal issues 

concerning DRM in Norway, and because he frequently appears in the media with comments 

and viewpoints about it. The second interview was done via e-mail (Jacob, 2007), and 

consisted of a set of initial questions, and then a set of follow-up questions to the answers. 

The interview object, Alex Jacob from the International Federation of the Phonographic 

Industry (IFPI), was contacted because Tøndel referred to IFPI on a question he could not 

answer, and because he is listed as contact person on IFPI’s response to Steve Jobs ‘Thoughts 

on Music’ (Kennedy, 2007). Further interviews proved to be unnecessary in part because the 

majority of institutions have extensive FAQ’s on their websites, which have provided 

sufficient answers to most of the relevant questions. 

2.3 Summary 

The primary research method used in the work with this thesis is qualitative interpretation of 

text, or hermeneutics. The text analysed mainly comes from books and journal articles found 

online. Another method that has been used is interviews. An effort to make the reference list 

fairly extensive and varied is meant to counter the inherent bias that all researchers 
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experience, as well as building a broad knowledge base in order to understand and explain the 

subject as thoroughly as possible. 
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3 DRM explained 
‘Digital Rights Management systems’, or ‘DRM systems’, is an umbrella term usually 

referring to a wide set of technologies, whose primary use is to enforce the pre-defined 

policies (e.g. copyrights) that a given digital content is published under. It is important to 

notice that DRM means digital management of rights, and not management of digital rights. 

Thus it is managing all rights, not just the ones that can be applied to digital content (Iannella, 

2001). Because of the wide range of the term it is difficult to establish an exact definition of 

it. This is demonstrated by the fact that although the International Organization for 

Standardization (ISO) has made an effort to create one, they have yet to agree on an 

international standard for DRM systems. To properly understand DRM it is necessary to 

understand its purpose, and the mechanisms used to obtain it. This requires an examination of 

both the technical solutions and its connection to the law it is enacting. While the term DRM 

usually refers to the technological solutions designed to control access to a given content it 

might be advantageous to separate between DRM systems, referring to the technological part, 

and the DRM network, implying all elements connected to and assisting in reaching its 

purpose. The DRM network will be discussed in section 8.3. 

This chapter begins with a presentation of the technical aspects of DRM, without going 

in too much detail. Then it follows up with an introduction to how DRM is connected to law 

and the consequences that follows this. 

3.1 Technical 

Due to the wide technological area covered by the term DRM it is, as mentioned, difficult to 

present a single explanation of what a DRM system is. In addition they have evolved quite a 

lot since they first appeared, and systems that might have been included in the DRM category 

yesterday are not guaranteed to be included today. The earliest versions, such as the Serial 

Copy Management System (SCMS) for Digital Audio Tape (DAT) and Copy Control for 

CDs, focused solely on preventing or controlling copying. Because many were primarily 

aimed at computer use several were dependent on an ‘autorun’ function found in the operating 

systems dominating the marked, particularly Microsoft Windows. Also, the earliest DRM 

systems rarely included encryption. These factors made them fairly easy to circumvent in 

order to gain unrestricted access to the content. In addition a number of CD-releases with 
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copy prevention systems did not follow the standards given in The Red Book, containing the 

technical specifications of all CDs and CD-ROMs as defined by Phillips, and were not 

guaranteed to work in all CD-players. This particular problem persisted until EMI stopped 

releasing CDs with copy protection in 2007, the last of the major label companies to do so 

(Marechal, 2007). As DRM systems evolved they became more advanced and with a broader 

scope of functionality. Rather than focusing solely on copying they began to include other 

possible restrictions, such as limiting the number of times the content could be accessed, 

denying the possibility for sampling and preventing or restricting printing. In addition 

encryption of the content became more common, rendering it unreadable unless decrypted 

with the appropriate decryption key. Today the technical solutions are sufficiently advanced 

that attacks made upon them are often directed towards the software and hardware used to 

play back the content rather than the DRM system itself (Gillespie, 2006). 

3.1.1 Functionality 

The functionality of a DRM system has to meet the demands of (at least) two actors, namely 

the content provider and the consumer. The provider may ask that the system converts the 

content to a suitable format for distribution and possibly tracking, and that the transmission 

should be tamper proof or, at the very least, tamper resistant. From the providers point of view 

the system should also hinder unauthorized use, enabling only the modes of consumption that 

is defined in the license. If the content is shipped on offline media such as CDs or DVDs it 

should handle and facilitate this, online content should be delivered on-demand with support 

for payment. Both content and rendering devices needs to be authenticated, and the usage 

might be monitored. Everyone, content creators, producers and consumers alike want the 

system to be easy to use and hard to circumvent, and the consumer in particular may desire 

that that content usage policies are fair (Subramanya and Yi, 2006). Other aspects may also be 

desirable from both vendor and consumer. 
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The key feature of a DRM system is its ability to restrict access to the content. This 

can primarily be achieved in two ways; either by hiding it or encrypting it (Syversen, 2004). 

Merely hiding it has proven to be a small challenge to overcome, so today most DRM 

developers use encryption. While early systems used weak encryption, vulnerable to brute 

force attacks, more modern systems such as Windows Media DRM and others based on the 

Advanced Access Content System (AACS) standard are so complex that attacks of this kind 

would take far too long to be effective. In addition many systems are designed on the 

 



 

assumption that they will be circumvented, and will need updates regularly to seal security 

breaches. Thus, in order to view legally bought content, the user must have access to the 

decryption key. This is done in several different ways depending on the format of the content 

and the sales model of the vendor. If the content resides on a physical media such as an 

optical disc the decryption key must be located in the playback system. Most DVD players are 

equipped with a decryption module that contains it, and DVD playback software has similar 

functions programmed. The content may also be sold online, either as a downloadable file or 

as a streaming service. The download option is essentially the same as the physical media 

solution; a file is encrypted before it is downloaded and the consumer is dependent on having 

access to the decryption key in order to view the content. The decryption key is provided to 

appropriate software vendors who include it in their playback programs, or downloaded from 

a server to the local computer after the user has confirmed that the content is legally obtained. 

Streaming the content to the customer is often considered to be different than allowing it to be 

downloaded as a file. Technically, however, a streaming service does indeed let the customer 

download the content, it is simply stored in the computers short term memory rather than on 

its hard disk drive. The DRM system protecting it works to ensure that the content is not 

stored in the process, e.g. by third party software. The decryption key for a streaming service 

is usually obtained from an online server after the transaction and payment is completed 

(Guth, 2003). 

One of the great weaknesses of the encryption model is that the content provider is 

forced to provide the decryption key, one way or another, to anyone who obtains the content 

legally, including people who intent to break the security measures (Doctorow, 2004). This 

gives crackers a huge advantage, and makes it at least as important to protect the keys 

themselves as to protect the content. This is often done by encrypting the decryption keys. 

Another related problem faced by the DRM vendors is that they do not have direct influence 

upon the manufacturing of playback software, and as such cannot guarantee that the playback 

systems are as secure as the DRM system itself. Because the playback systems must decrypt 

and handle the disk decryption keys to be able to play the content they are also favoured 

targets of crackers. 

Lately the functionality requests from the content vendors have moved towards more 

advanced access control, such as limiting the number of times the content can be accessed, or 

limiting the access to a fixed period of time. This enables the industry to offer products in a 
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variety of business models with variable prices based on the usage of the content (Jacob, 

2007). 

3.1.2 Rights Expression Languages 

Rights Expression Languages (RELs) have become an important element in creating better 

DRM systems. As the name implies a REL is a language meant to express the rights following 

a work, primarily in a machine readable manner. Initially developed in the late 1990s their 

purposes can be generally described as: 

 

• Expressing copyright 

• Expressing contract or license agreements 

• Control access and/or use 

(Coyle, 2004) 

 

It is not possible for a language alone to enforce access or use of a given content; this has to 

be done in cooperation with the executive part of the system. The REL is therefore used to 

articulate the restrictions that should be enforced by the DRM system. 

There are many different RELs, with many different underlying goals and purposes. 

Some are designed to express the rights rather than provide a means to control, while others 

are meant to precisely and unambiguously set the conditions so that they can be effectively 

enforced by a system. Two languages are argued to be the main contenders for a generalized 

REL: The MPEG-21/5 and the Open Digital Rights Language (ODRL) (Coyle, 2004).  The 

former is part of the MPEG-21 standard, accepted as ISO 21000, and is at the time of writing 

the only ISO-standardized REL. It was developed by the Motion Pictures Experts Group 

(MPEG), using XrML, owned by the DRM vendor ContentGuard, as its basis. The language 

is specifically designed to interact with software and hardware that will enforce the rights 

expressed by it, and is customized to be applicable in a trusted systems environment. It does 

not, however, describe or define the system that will make use of it. ODRL is developed and 

managed by the ODRL Initiative, an organization open for public participation. The initiatives 

goal is ‘to provide flexible and interoperable mechanisms to support transparent and 

innovative use of digital content in publishing, distributing and consuming of digital media 

across all sectors and communities’ (odrl.net, 2008). It is adopted as the standard REL for the 
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DRM system developed by the Open Mobile Alliance (OMA). Like MPEG-21/5 ODRL does 

not provide a description of a system able to enforce the rights it express, it is meant to 

provide the semantics only. Another language that deserves to be mentioned is Creative 

Commons (CC), a licensing system for open access web services. The language is machine-

readable, but is not designed to work with systems enforcing the rights (Brown, 2002). 

Rather, it is based upon trust and existing copyright law. CC will be discussed in more detail 

in section 6.3. 

There are several advantages to using a well developed language as part of a DRM 

system. One of the most obvious is that the rights following a given content can be written in 

plain text as meta-information on the content itself, separated from the system that protects it. 

This way the language does not have to be changed if the system is compromised. This 

encourages interoperability, as any DRM system may be programmed to look for that 

particular language when accessing content (Xin et al., 2005). The challenge lies in 

developing a language that is complex and complete enough to satisfy every need, while at 

the same time precise enough to be machine-readable (LaMacchia, 2002). Because social and 

legal concepts such as the ‘fair use’ doctrine of the U.S. can be applied differently depending 

on the situation and the content it is very unlikely that a standardized, fully machine-readable 

REL will ever be able to support this. As a consequence no machine-actionable REL are 

designed to implement copyright, as it is practised in the courtroom (Coyle, 2004). They may 

be able to express certain parts of it, but copyright law in general, and ‘fair use’ doctrines in 

particular, is simply too vague to be expressed in the algorithmic form demanded for 

computers to work. An example is that although the copyright holder has the exclusive right 

to make reproductions of his work, a person who has legally obtained such a copy is in many 

countries allowed to make his own copies e.g. for creating a backup. A REL will not be able 

to tell the difference between making a copy with the intent of illegal distribution or one made 

within the legal rights of the consumer. 

3.1.3 Architecture 

While there are numerous technical solutions to how different DRM systems are implemented 

and executed the basic architecture behind them usually includes at least three universal 

components: a content server, a license server and the client (Rosset et al., 2005). A simple 

illustration of how it might work is depicted in figure 2.  
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Figure 2 – The basics elements of a DRM architecture 

 

(1) The client attempts to access content from the content server and is (2) met with a demand 

for a license. (3) The correct license is requested by the client and (4) acquired from the 

license server. (5) Presented with the license the content server allows the content to (6) be 

downloaded to the client. This architecture implies that a potential financial transaction is 

handled by the license server. A different approach describes five elements: the DRM 

platform, the content provider, the e-commerce system, the clearing house and the 

client/customer (Guth, 2003). One approach as to how this works is illustrated in figure 3. 
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Figure 3 - A simple DRM architecture 

 

(1) The DRM platform protects and packages the content, and (2) sends it to the content 

provider. The process includes setting the license requirements. The client attempts to (3) 

access content on the content server, and is (4) met with a demand for a license. When the 

client (5) approaches the e-commerce system requesting a license the financial transaction is 

(6) verified by a clearing house before (7) notification is sent to the DRM platform. The 

license is then (8) provided to the client by the DRM platform. After the license is obtained 

and (9) presented to the content provider the content is (10) transferred to the client. Even this 

fairly basic generalization already differs partly from the actual functionality of several DRM 

implementations, and going into more detail greatly emphasises the differences in the 

architectural design of different existing systems (Guth, 2003). These descriptions nonetheless 

give a decent introduction to how DRM architectures are commonly designed and how the 

workflow goes. 
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3.1.4 Watermarking 

A technique that is frequently mentioned alongside DRM is watermarking. Digital 

watermarking is in many ways similar to the analogue version; marking something with a 

recognizable pattern or image. The digital watermark can be visible, hidden or both.  Visible 

content such as image-files or text may be marked with a logo in slightly different colour 

shades than the background it is printed on, as illustrated in figure 4. 

 
Figure 4 - A visible watermark 

 

Hidden watermarks are usually embedded into the content in such a way that it is not 

immediately detectable though if someone locates and attempts to remove it the process will 

destroy or at least significantly lower the quality of the content. Another important point is 

making the mark robust, that is, ensuring that it does not disappear if the original format is 

converted to another, such as converting a CD track to an mp3-file, or a JPEG-image to a 

GIF-image (Wallach, 2001). Watermarking is primarily used for recognition purposes, but the 

psychological effect of knowing the content is marked may prevent would-be infringers to 

distribute the content. The mark itself may or may not contain actual information, such as an 

identification of the customer who initially bought it (Syversen, 2004). If content marked with 

this information is discovered being illegally distributed the content owner will know who the 
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buyer is. Critics have argued that though the buyer may be identified it is not necessarily this 

person who has distributed the content, as it e.g. may have been legally transferred to 

someone else. Legal distribution services may use watermark identification systems to 

identify copyrighted material and use filter mechanisms to block it. DRM systems can also 

implement similar systems to prevent illegal material from being accessed. While digital 

watermarking in itself should be categorized as a stand-alone method independent of DRM, it 

can nonetheless be used either as part of or in addition to a DRM system in order to create a 

stronger protection for the content. 

3.2 Legal 

 According to L. Jean Camp (2003) ‘[DRM] systems are explicitly modelled on the copyright 

system’. Copyright law itself has always been closely intertwined with technology, and 

technological advances are still one of its primary drivers. While some have argued that the 

introduction of digital material have changed the foundation for traditional copyright law 

(Hudson and Kenyon, 2005), Camp identifies only two critical distinctions between analogue 

and digital mass-printed content: reputation and the price of copying (Camp, 2003). Mass-

produced analogue material is difficult to alter after it has been distributed, and so it is hard to 

claim that it originated from other sources than the ones following the physical media. Digital 

material, however, may not only be easily modified to hide or change the original author, it is 

also easy and non-expensive to distribute the new version so widely that it is difficult to 

determine which version is the authentic one. A small example of this is a fairly widely 

distributed amusing story about how the standard distance between the rails in the USA is 

connected to war-chariots of the Roman Empire4. Searching for part of the punch line of one 

particular version of the story on the WWW yields about 125 000 hits5, many of which differs 

slightly from each other. Several different explanations as to the origin and authenticity of it 

are also presented, and it is close to impossible to determine which the original is. The 

reputation of the actual author is thus more or less entirely non-existent. It can be argued that 

the low price of copying and distribution is enhancing this effect. 
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4 One version of the story can be found at http://www.spilhaug.net/dok/railroad.htm 
5 The search string used: 

http://www.google.no/search?q=a+specification+and+wonder+what+horse's+ass+came+up+with+it 

 



 

Whether or not digital content have changed copyright law it is clear that copyright 

law has affected DRM, both from within and without. Their association can be viewed as a 

mutually beneficent arrangement where DRM protects the law from being broken and the law 

protects DRM from being circumvented. 

3.2.1 The laws DRM protect 

As mentioned above it is extremely difficult, if not impossible to create a DRM system that 

enforces copyright law flawlessly, in particular when it comes to the consumer’s legal right to 

produce copies. The right to make copies of the work in question is probably the most basic 

right of copyright law, as the word itself suggests. Before digital content was invented this 

right was fairly easy to enforce. Although new technology constantly improved upon the 

speed and quality of reproducing material it still took a fair amount of money, time and effort 

to produce a substantial number of books, music recordings or images, and the number of 

copyright infringers was tolerably small. This changed with the development of modern 

computers. A computer is designed to make copies. Data is constantly copied from device to 

device inside it as it works, as figure 5 gives a simplified illustration of. 

 
Figure 5 - Content copying inside a computer 
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(1) A CD with content is placed in the CD-ROM. (2) The content is copied to the computers 

memory. (3) The content is copied to the computers graphics card. (4) The content is copied 

as a visual representation on the monitor. (5) The user decides to save the content to the 

computers hard disk drive. In this simple system the user’s copy would be copy number four, 

in reality the number of copies would be higher. This also applies to the Internet; every time a 

website, an image, an audio file or any other digital content available online is viewed it is 

also copied. And because the act of making a copy is covered by copyright law the action can 

be regulated. This is in essence the reason why copyright holders argue that they have the 

legal right to decide how many times a user can access the content, even after it is sold and 

transferred: The user creates a copy every time it is opened. This is also the basic right that 

DRM systems are designed to protect, every other functionality is simply a derivative 

function of it. 

Once the public gained access to digital content, and the means to create flawless 

copies of it with personal computers, the number of infringers increased radically, and it 

became more or less impossible to legally prosecute all of them. So the content industry tried 

to use technological tools in order to enforce their copyrights, placing their trust in code rather 

than the law alone (Schneider and Henten, 2005). As mentioned the primary goal was simply 

to prevent the act of making a copy, while still allowing consumers to play back the content. 

Achieving this would not only protect the most basic of copyrights, it would also protect other 

rights that depend on being able to produce a copy or extract parts of the content, such as 

sampling. This created the foundation for the public’s resentment against DRM, as it at the 

same time affected the public’s right to create legal copies (eff.org, 2008b). The greatly 

increased range of actions that copyright law could be applied to stood in sharp contrast to the 

traditional use of analogue content. Books do not have restrictions as to how many times they 

can be read, vinyl records and cassettes can be played as long as they are not worn out and 

paintings and pictures can be viewed an indefinite number of times. Lessig (2004) argues that 

this puts ‘an extraordinary burden’ on consumer rights/fair use, as it is these principles that 

are used against excessive use of DRM and copyright in court. 

Today, the installation process of software more or less always begins with a 

presentation of the contract the software is distributed under, also known as the End User 

License Agreement (EULA). The consumer is asked to read the license and confirm that the 

given terms are understood and accepted, often by clicking on a button marked ‘I agree’, or 
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similar. It is not unusual for EULAs to be more than 6000 words long, written in a quite 

complex legal language, making it both difficult and time consuming to achieve a thorough 

understanding of both content and terms (Boldt and Carlsson, 2006). If the consumer rejects 

the EULA the software is not installed. The use of license agreements has also become 

common for other content than software, and DRM systems are used to protect the given 

terms, such as limiting the number of times the content can be accessed, or ensuring that the 

content can only be played on particular software or hardware players, even if the media 

format itself is interoperable. While the EULAs almost always appear to be binding legal 

documents, the legality is nonetheless always dependent of the actual law where the 

transaction takes place. If the contract terms are in violation of the local (national) law it is the 

local law that prevails. A challenge concerning sale over the Internet is to determine which 

law that applies, the sellers or the buyers. In 2006 the Norwegian Consumer Ombudsman 

(Forbrukerombudet) claimed that because Apple offered digital music files to Norwegian 

consumers through the iStore service Norwegian law should be applied to the transaction. The 

case is presented in more detail in section 6.4. As a consequence they also claimed that the 

contract offered by Apple violated the Norwegian consumer rights, and that Apple should 

modify their contract terms to comply. While the case never reached a court of law its 

consequence nonetheless indicated that vendors who use internet as their retail place should 

offer terms in accordance with the nations they ship to. Some EULAs acknowledges this 

problem by e.g. stating which laws ought to be applied to the contract in case of a legal 

conflict, or explicitly state that if some terms cannot be enforced as they are written they will 

be replaced by a set of other terms within the scope of law, that as closely as possible matches 

the intention of the original ones6. It is, however, legal to sell digital content bound by a 

license that restrict the use and access more than copyright law as applied to analogue content 

does, as long as the terms does not violate the law protecting the consumers legal rights, and 

DRM systems are usually configured to enforce the license terms. 

3.2.2 The laws that protects DRM 

In the early days of DRM it was not illegal to circumvent technological protection measures. 

They were usually included on a physical medium that the customer had legally obtained, and 
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what the customer did with it in the privacy of his home was none of the vendors concern. So 

ingenious people who wanted to gain unrestricted access to the content bought it in the store 

and found ways around the systems at home. They also distributed the methods they used on 

the Internet, in effect making it possible for anyone to make use of their technological 

expertise and effort in order to obtain the same result. Some who used the methods distributed 

the content illegally afterwards, others did not. This led DRM designers to develop more 

effective, secure and complex systems in order to prevent further circumvention. With more 

complexity came more functionality, such as being able to control when and how the content 

could be viewed. The DRM systems were usually set to enforce the terms given in the 

EULAs, which, as mentioned, often extended the traditional scope of copyrights as applied to 

analogue content. However, the ingenious people still managed to bypass the protections and 

continued to distribute the bypass methods on the Internet. As long as the methods were 

developed and distributed with the intention of legal use, within the consumers’ rights, it was 

not against the law, as demonstrated by the case against Jon Lech Johansen, which will be 

discussed in more detail in section 7.2. The current set of laws only prohibited distribution of 

the copyrighted content, not the actual circumvention of the protection systems. The principle 

can in a simplified manner be compared to distributing methods for opening padlocks; it is not 

forbidden to do so even though the methods can be used both legally and illegally. The 

content industry then began to lobby for legal protection of the DRM systems themselves, 

arguing that the act of bypassing a technical protection system should be illegal in itself, in 

much the same way that breaking into a store is illegal even if nothing is stolen. They 

succeeded in their lobbying efforts with the adoption of the World Intellectual Property 

Organisation (WIPO) Copyright Treaty in 1996, which stated that ‘Contracting Parties shall 

provide adequate legal protection and effective legal remedies against the circumvention of 

effective technological measures that are used by authors in connection with the exercise of 

their rights’ (WIPO, 2008a). It also prohibited development and distribution of tools created 

with that purpose in mind (Sensarkar, 2007), and gave software the same protection as literary 

work. The implementation of the treaty into law was left to the contracting parties own 

discretion, which led to some nations laws being stricter than others. The Norwegian 

copyright law allows circumvention with the intent of playing back the content on what is 

normally considered ‘relevant’ playback equipment (lovdata.no, 2008), and the U.S. copyright 

law allows it if the user is ‘adversely affected by virtue of [the] prohibition’ (copyright.gov, 
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2008). Generally, however, the legal frameworks of the contracting parties of WIPO forbid 

users to circumvent DRM systems, even if the system restricts their consumer rights. 

3.2.3 Consequences 

An important consequence of the legal changes was that DRM systems now could be used to 

enforce restrictions that exceeded the rights granted by copyright law, and it would be illegal 

to bypass the protection measures, in effect giving the content providers the opportunity to 

make and enforce their own law. The ingenious people could no longer distribute their 

methods freely, as they risked legal prosecution if they did, even if their intention was to 

ensure that they were able to exercise their legal rights (fair use) as customers. The only legal 

way of ensuring this now would be to file lawsuits against the company protecting their 

content with the DRM system in question, and attempt to force them to ease the restrictions 

on the customers’ rights. Such a lawsuit would probably take a lot of time and cost a 

significant amount of money, as any company would fight to protect their products as they see 

fit. It is also likely that the verdict will be unable to set a legal precedence, as the variations in 

licenses and DRM systems can differ greatly from each other. Thus one would have to run 

several such cases in order to establish a clear set of guidelines. 

Another consequence is that enforcing copyright law in the digital environment often 

conflicts with laws governing civil rights and privacy. Some DRM systems have attempted to 

track how and when the content is used and reported back to the vendor. Others include the 

opportunity to remove the content if it discovers that the license has been breached (indieloo, 

2007). The only way of establishing where the line between the two should be drawn is, 

again, with landmark cases in a courtroom, with all the time, resources and insecurity that 

follows. A quote from the filmmaker Jon Else serves as a good summary of what this means 

in reality. 

 

“[It all] boil[s] down to who [has] the bigger legal department and the 

deeper pockets” 

(Lessig, 2004) 

3.3 Summary 

Digital Rights Management is an umbrella term covering several different concepts and 

technologies. Technical solutions include, but are not limited to, the software that enforces the 
41 

 

 



 

restrictions (the DRM system), Rights Expression Languages that expresses the restrictions 

and watermarking and fingerprinting techniques that help identify the content. DRM is also 

closely connected to copyright law, both as an enforcer of it and because it is protected by it. 

The primary goal that DRM is trying to achieve is to control access to the content it is 

protecting, and through this to prevent copyright infringement. Both the intricacies of 

copyright law and the advanced technological solutions contribute to making DRM a very 

complex system, and thus also a system that is difficult to control (Hanseth and Ciborra, 

2007). 
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4 A historical overview 
The history of DRM is obviously part of the history of the Internet, but being fundamentally 

built upon the copyright system (Camp, 2003) it is also a part of the history of copyright. 

Thus, to properly understand the development of DRM, one should begin by briefly 

examining the history and development of copyright. It is equally important to do a quick 

survey of the Internet and its evolution, before focusing on DRM itself. The following is, of 

course, simplifications of the far more detailed actual histories, but illustrates the progress and 

evolution to a satisfactory degree. 

4.1 A brief history of copyright 

Long before there were copyright laws there were arguments over the illegitimate copying of 

content. One of the better known stories tells of an Irish monk named Columcille, who during 

a visit to the monastery of Finian at Moville around 560 A.D. secretly made a copy of a 

famous manuscript kept there. When his actions were discovered the case was brought before 

the local authority, king Diarmaid, who ruled that the copy was to be returned to Finian, and 

uttered the famous words: 

 

“To each cow its calf; 

To each book its copy.” 

(Baoill, 2006) 

 

Columcille refused to give up his copy, and the conflict escalated into the battle of 

Culdreimne, were around three thousand men were killed. As penance for the consequences 

of his actions Columcille was exiled to the isle of Iona, either of his own choice or by force. 

He was later canonised as St. Columba, and became among other things patron saint for 

bookbinders. While there did not exist any copyright law at the time, the ruling made by 

Diarmaid nonetheless addressed a copyright issue, possibly one of the very first of its kind 

(Cornish, 2001). The story also illustrates that intellectual property, although not given that 

particular name until over a thousand years later, was considered to have value beyond that of 

the physical media it was bound in and the work laid into producing it. 
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Many historians agree that The Statute of Anne7, enacted on the 10th of April 1710, 

was the first actual copyright law in the western world, but even though the Statute was the 

first law to mention the word ‘copyright’ it was created in the vacuum after a number of 

earlier laws governing the copying and distribution of books and texts had expired. In 1476 

the Crown of England passed a law that required all printers to inscribe their names, locations 

and the titles of the books they wanted to print in a government register. In exchange for the 

inconvenience the printers received the exclusive rights to the works, and so the practise of 

granting exclusive rights was started. A printer named William Facques was e.g. fortunate 

enough to receive an exclusive right to print official documents in 1504. In 1538 Henry VIII 

ordered that ‘all new books [should be] approved by the Privy Council before publication’ 

(Patry, 1994), allowing the government to follow up a proclamation given in 1530, that gave 

the Church pre-emptive censorship over new theological books (Murray, 2007). In 1557 both 

the Crowns and the printers control was further tightened when Queen Mary gave the Royal 

Stationers Company a monopoly on publishing. The Royal Stationers enjoyed this privilege 

for nearly 140 years, until Parliament toppled James II in the Glorious Revolution in 1688, (at 

least in part due to the Crowns habit of selling monopolies to increase funds), and allowed for 

the licenses to expire in 1695. This created chaos in the publishers marked, because without 

laws to govern publishing independent printers, particularly Scottish ones, flooded the marked 

with cheap books (Gantz and Rochester, 2005). The publishers of London demanded that 

Parliament passed a law that gave them exclusive control over the publishing of books again, 

and lobbied for the restoration of the Licensing Act no less than 10 times (Murray, 2007). 

When the Parliament finally acted it resulted in The Statute of Anne (Lessig, 2004), doing 

rather the opposite of what the printers desired. It was created as ‘an act for the 

encouragement of learning’, and changed the scene of copyright by transferring most of the 

rights from the printers and publishers to the authors (Speck, 2002). It also limited the period 

of copyright from indefinitely to 21 years for work already in print and 14 years for work 

published subsequently. Several publishers tried to fight the new law, but their struggle was 

finally put to an end in 1774 in the case of ‘Donaldson v. Beckett’, where the copyright term 
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purchasers of such Copies, during the Times therein mentioned” 

 



 

was affirmed and the so called ‘public domain’ was first mentioned and established (Bennett, 

1999). 

The Constitution of the United States was signed by George Washington in 1787. It 

included a copyright-clause that was essentially the same as the new English one, with a 

significant exception; the text granted Congress the right ‘to promote the Progress of Science 

and useful Arts, by securing for limited Times to Authors and Inventors the exclusive Right to 

their respective Writings and Discoveries’ (Jefferson, 1787). USA thus became the second 

nation to embrace the concept that a creator should have exclusive use of his own idea, but the 

first to explicitly state that the reason behind this was to promote science and arts, and so 

create value for the society. The constitution also stated that the right should be granted for a 

limited period of time, and it was set to fourteen years for works that was registered with the 

officials. Unregistered work did not receive any protection. 

Almost a hundred years passed before copyright was addressed on the international 

scene. In 1883 eleven nations signed the Paris Convention for the Protection of Industrial 

Property, each thus granting industrial property from other member states the same 

protections as it granted to its own (WIPO, 2004). In 1887 eight nations followed up by 

signing the Berne Convention for the Protection of Literary and Artistic Works (Berne 

Convention), which did the same for intellectual property. Two international bureaus were 

established to handle the administrative tasks following the conventions, and they were united 

in 1893 to form the United International Bureaux for the Protection of Intellectual Property 

(BIRPI). A number of revisions to the conventions have been executed since, primarily with 

the purpose of expanding the scope of the law, and extending the term of the protection. 

Today the Berne Convention grants protection to a wide range of intellectual property for a 

minimum of 50 years after the originators death (WIPO), but many member states grants 

protection for terms longer than this. 

Only a limited number of nations chose to sign it at first, and nations outside of the 

treaty usually revised their laws to include protection for foreign authors. While the number of 

contracting parties to the convention increased steadily a number of nations still found the 

treaty disagreeable enough to stay outside. In Geneva in 1952 the Universal Copyright 

Convention (UCC) was established to create an alternative for states which disagreed with the 

Berne Convention, but still wanted to participate in a multilateral copyright agreement. In 

2001 the number of member states was 62 (unesco.org, 2008), though in recent years with the 
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large number of states having joined the Berne Convention, and the Agreement on Trade-

Related Aspects of Intellectual Property Rights (TRIPS) in 1994, the UCC has largely lost its 

significance. 

In 1970 BIRPI was renamed to the World Intellectual Property Organization, and four 

years later it became a specialized agency of the United Nations (UN). Its mandate is ‘to 

promote the protection of intellectual property throughout the world’, through cooperation 

and collaboration with member states and international organizations. As of July 2008 there 

are 184 member states, i.e. over 90 percent of the world’s nations (WIPO, 2008b). 

The WIPO Copyright Treaty was adopted by the member states in 1996. It was 

designed to address the rising challenges following the technological developments of the 

times, particularly the development of the Internet. The treaty included computer programs 

and databases into the list of copyright-protected works, and also provided legal remedies 

against circumvention of technological measures designed to protect content. It entered into 

force on March 6th, 2002, and has been enacted in all the member states, though with a 

number of individual varieties. 

There are few copyright holders who benefit from work published 70 years ago, but 

some of these are influential. The Recording Industry Association of America (RIAA) and the 

Motion Picture Association of America (MPAA) are obviously two of the most powerful 

actors, but also mentioned as prominent are the Disney company and the Gershwin estate, 

both of which has spent a great amount of resources on lobbying for extended copyright 

protection. With the Copyright Term Extension Act (CTEA), also known as the Sonny Bono 

Act after the late Congressman Sonny Bono, granted an additional 20 years of income from 

exclusive copyrights that would otherwise have passed into the public domain. It also 

extended the protection of works of corporate authorship from 75 years to 95 years after 

publication or 120 years after creation, whichever is the shortest. The act was resisted in the 

case of ‘Eldred v Ashcroft’, where the plaintiffs argued that the extension was 

unconstitutional, but the Supreme Court ruled that the CTEA was constitutional with a 7-2 

vote (Lessig, 2004). The Eldred case will be dwelled more upon in section 6.3. Recently the 

EU Internal Market Commissioner Charlie McCreevy has proposed that the copyright 

protection for musicians should be extended from 50 to 95 years (Anderson, 2008). A similar 

proposal was made in the United Kingdom in 2007, but did not pass into law (Bangeman, 

2007). 
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Copyright has always been about protecting the rights of the content owner. If you 

created something that could be identified as intellectual property you automatically owned 

the copyright to it once you finished it. This also meant that anyone interested in using your 

work had to ask your permission, regardless of whether you approved or not. The only way of 

sharing something with others was to release the work into the public domain, thus 

relinquishing all control over it. When Richard Stallman initiated what he named ‘the GNU 

Project’ in 1983 his objective was to create ‘a sufficient body of free software […] to get 

along without any software that is not free’ (Stallman, 1985). In order to both protect the 

software and releasing it to everyone Stallman announced that modification and redistribution 

would be freely allowed and encouraged, but restrictions upon further distributions would be 

prohibited. This was achieved by releasing all new software with a license stating just that. 

Some years later, in 1989, Stallman realized that it would be possible to make a single license 

for all software released, and so the GNU General Public License (GPL) was written. The 

license specified that all work based upon a GPL protected work should be released with a 

license at least as open as the original license. 

The idea that Stallman came up with was further developed when the Creative 

Commons (CC) was founded by Lawrence Lessig in 2001. Its purpose was and is ‘to build a 

layer of reasonable, flexible copyright in the face of increasingly restrictive default rules’ 

(creativecommons.org, 2008a). CC differs from GPL by offering licenses for other work than 

software, such as websites, literature, music, films and more. The licenses themselves have a 

span from allowing all kinds of use to allowing only redistribution, but all demand that the 

original copyright owner is credited. The CC will be discussed in more detail in section 6.3. 

4.2 A simple timeline of the Internet 

The history of the Internet began in earnest with the creation of ARPANET (Advanced 

Research Projects Agency Network). In October 1965 Lawrence G. Roberts successfully 

connected two computers together in a network, enabling them to communicate with each 

other (Norman, 2005). The project was primarily funded by ARPA (Today: Defence 

Advanced Research Projects Agency, DARPA), a U.S. agency established in 1958 as a 

response to the launch of the Soviet satellite ‘Sputnik’ on October 4th 1957. ARPAs mission 

was, and is, to provide the U.S. military with a lead in applying technological advancements 

to military needs. Computer networking had already been researched for a number of years, 

47 

 

 



 

and was a rapidly expanding field. By 1967 the study of computer science had in effect been 

created, due to the fact that most of the research was done at universities (Okin, 2005), and in 

March the same year the first hearings on computer privacy was held in the U.S. Senate. 

Stanley Kubrick captured the far-seeing visions of the time with the movie ‘2001: A Space 

Odyssey’, released in 1968. It presented an intelligent computer, HAL 9000, which could see, 

speak, hear and think. The first two nodes of the ARPANET were installed the following 

year, and on October 29th a simple message was transmitted between the two: ‘Lo’. 

The network expanded further, (15 nodes and 23 hosts in 1972), and the work also led to the 

development of the e-mail. The inventor was Ray Tomlinson, an employee at BBN 

Technologies, and it was he who selected the ‘@’-symbol as a separator between the user 

name and the computer name. This proved to be one of the singular most important additions 

to the network, though it was not regarded as such in the beginning. A few years after its 

introduction the majority of the traffic over the ARPANET consisted of e-mail transfers 

(Okin, 2005:71). 

Two major happenings expanded the network in two different directions. In 1973 the 

network went international, by connecting to nodes in London and Norway. The network was 

demonstrated fully in 1977, when an experiment sent data packets from a moving van on the 

Golden Gate Bridge in San Francisco, via the Packet Radio Network (PRNET), to an 

ARPANET gateway. The packets were transmitted on through Interface Message Processors 

(IMPs) to Norway and London, and further on via the Satellite Network (SATNET) to West 

Virginia, back to the ARPANET via Massachusetts, and ended in California (Okin, 2005:81). 

Around the same time the network expanded overseas it also expanded locally. Users at MIT 

found a way to connect to each other through their IMP, thus creating the worlds first Local 

Area Network (LAN). By 1975 almost a third of the ARPANET traffic was LAN-based; 

traffic between computers placed at a single location. 

The history so far had been heavily funded by the military and now the time had come 

to establish a separate military network, by splitting the existing one in two. The decision was 

made in part due to the increasing security issues following the introduction of the personal 

computer in 1975. With this kind of computer technology available to everyone the possibility 

for a hacker subculture increased dramatically. Before the splitting, however, another 

important change took place. During the last few years network sites had been encouraged to 

migrate from the old protocols, which included a number of home made solutions along with 
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the Network Control Program (NPC), to the newer and better combination of the 

Transmission Control Protocol and the Internet Protocol (TCP/IP). This demanded a lot of 

work, on both software and hardware, and most sites kept the old protocol for as long as 

possible, but a final cutover date was set to January 1st 1983. When the date arrived only 

about half the sites were ready, and most of the rest lost their network connection. A hectic 

period followed, and by June all hosts were running TCP/IP (Okin, 2005:83). After this 

important upgrade the net was split into ARPANET and MILNET. The Department of 

Defence continued to support both networks with funding. 

The following years saw the coming of many elements that are well known in today’s 

internet; the Domain Name System (DNS), USENET, bulletin boards, web servers and 

commercial internet connections, among others. The growth in both technology and usage 

was so substantial that by 1988 the original ARPANET was hard pressed deliver enough 

bandwidth. Other networks had emerged, and among them was the network of the National 

Science Foundation (NSF), the NSFNET. This was already tightly linked to the ARPANET, 

as it had been used as a backup during the earlier mentioned upgrade to TCP/IP, and so the 

decision to switch to this newer and faster backbone was made. The transaction took place 

from 1988 to 1990, and it went so smooth that most users never noticed the change. The 

ARPANET was officially shut down in February 1990. 

Even though many essential and well known internet elements were established at this 

point, most of the web users of today would probably have trouble recognizing the network of 

1990. The feature most people associate with the Internet today, the World Wide Web 

(WWW), did not appear until 1991. Sir Tim Berners-Lee had developed the Hypertext 

Markup-Language (HTML) in the preceding years, based on the existing Standard 

Generalized Markup Language (SGML). Together with Robert Cailliau at Conseil Européen 

pour la Recherche Nucléaire, (the European Council for Nuclear Research, CERN), he 

continued by writing the first WWW browser (called WorldWideWeb) and server software, 

and by the end of 1990 the system was more or less ready (Hameri and Nordberg, 1998). The 

basic idea was to create a tool for publication and sharing of documents with the possibility 

for creating connections between documents through the use of hyperlinks, but the usage was 

quickly expanded. From the very beginning the source code and applications were given away 

freely, in part because Berners-Lee believed that the nature of WWW demanded it, but also 

because resources were running low due to the increasing interest and activity. By releasing 
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the code to the public domain the originators hoped that development would receive a boost 

from other interested actors, which proved to be the case. In 1993 the annual service traffic 

growth on the WWW was allegedly at a staggering 341,634 %8, largely thanks to the Mosaic 

web browser released the same year (Okin, 2005:110). 

1991 also saw the disappearance of the commercial restrictions on the NSFNET, 

which opened the marked to private actors, and, incidentally, began the process of shutting 

down the NSFNET itself. Because of the restrictions the commercial actors had to create 

separate networks, and over time these grew bigger as some merged and others routed traffic 

between them. When the new Project Development Plan from NSF came in November 1991 it 

called for independent Internet Service Providers (ISPs) to provide internet service rather than 

the NSF backbone. ISPs would operate separate networks, which would be interconnected 

with gateways. The following years saw the implementation of the plan, and on April 30th 

1995 the NSFNET was officially shut down. 

The progress witnessed so far did not abate. Wireless internet access had been 

demonstrated at Bell Labs in 1994, and the number of e-mail sent surpassed the number of 

regular paper mail in 1996. June 1997 saw the establishment of Wireless Application Protocol 

(WAP) for handheld wireless devices such as cell phones. An average person in 1998 

received 733 e-mails a year, half of which was spam; unsolicited messages often containing 

advertisements or compromising code. More than 25 million websites was identified in 2000, 

and over 10 million domain names had been registered (Norman, 2005). 

In June 1999 a young student attending Northeastern University in Boston, Shawn 

Fanning, and his friend Sean Parker released a program called Napster, designed to attempt to 

simplify file-sharing over the Internet, particularly music in the form of mp3-files. This was 

one of the first programs that enabled file-sharing directly between computers running it, 

called Peer-to-Peer (P2P) sharing. It quickly gained popularity, and in nine months the 

network of users had grown to more than 10 million (Lessig, 2004). In addition to the growth 

of Napster other, similar programs and services were created and launched, centred round the 
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8 Note that this number expresses the service traffic growth on the World Wide Web alone, and does not reflect 

the growth on the Internet in general. Because the traffic on the WWW was next to non-existent before 1993 the 

percentage suggested may actually reflect the truth, though it may seem unbelievably high. I have been unable to 

find the original source for this rather precise figure, and so do not know how it was calculated.  

 



 

same basic principle of sharing files. Most of the files that were shared were copyright 

protected music files, and the music industry quickly took legal actions against the threat. In 

2002 the Napster servers and services were shut down. This did not, however, prevent other 

services and programs from being launched, and P2P file-sharing is a thriving part of modern 

internet use. The majority of the content shared over these channels is protected by copyright, 

and though some surveys indicate that file-sharing is decreasing others point in the opposite 

direction. 
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With the increasing number of people gaining broadband access to the Internet, and 

the ever rapidly developing software and hardware internet has retained its status as an 

environment with high plasticity. One of the biggest trends at the time of writing is user 

generated content and media (UGC/UGM); web services where the content is added by the 

users rather than the editors and owners. Examples are services such as Blogs9, YouTube10, 

MySpace11, Wikipedia12, Facebook13, eBay14 and Digg15. Besides encouraging a more

interactive way of using the Internet UGC has also provided both advocates and opponents of 

strong intellectual property rights with arguments. Opponents argue that stronger protection 

will hinder the creativity and innovation that UGC encourages, while advocates argue that the 

uncritical use of digital content is illegal and leads to huge losses for the content industry. 

 

 
9 A Blog, (short for Web log), is a usually private web site where the owner writes and publishes content. The 

user can normally edit the content through a web interface. 
10 YouTube allows users to upload and view movies. 
11 MySpace is a social networking service, allowing users to create a profile and create networks with other 

users. It has become a widely used social arena for musicians and bands. 
12 Wikipedia is an online encyclopaedia, where anyone can edit the content. It contains more articles than 

Encyclopaedia Britannica, though it has been criticised for being less reliable. 
13 Facebook is an online social networking service, where users can create profiles, announce happenings and 

leave messages at each others profiles. 
14 eBay is a web service that allows its users to buy and sell goods and services. 
15 Digg is a community based service that ranks other websites through a system of recommendations known as 

‘Diggs’. It also provides services such as blogging. 

 



 

4.3 A short history of DRM 

Creators of content have wanted to protect their content since before there were laws about 

copyright. For a long period of time this protection consisted only of the law itself, mainly 

because the act of making a copy demanded arduous and expensive labour. Copyright law 

was, in fact, created because a new technical invention made copying easier and less 

expensive, namely the movable type printing press (Rose, 2005), reinvented16 by Johannes 

Gutenberg around 1440. Eventually one of the very first technical copy-protections appeared 

in the late 1960’s. Actors in the recording industry supposedly introduced a technology called 

a ‘Spoiler Signal’ to the production of vinyl LP’s (Penenberg, 2005), to prevent the music 

from being copied to compact cassettes. The ‘Spoiler Signal’ will be dwelled more upon in 

section 5.1.7. 

In 1984 the Supreme Court of the United States ruled that making copies of TV-shows 

or movies for the purpose of time-shifting was fair use, and thus not an infringement of 

copyright (findlaw.com, 1984). At about the same time the company Macrovision launched a 

copy-control system for VHS, which rendered home-made copies of protected video-cassettes 

more or less useless by severely reducing the quality of the copy. The system was widely 

implemented in the USA and the North-Americas, but less in the rest of the world, partly due 

to the different formats used in the different regions. With the legislation of the Digital 

Millennium Copyright Act (DMCA) in 2002 all video-recorders produced in the USA were 

required to include an Automatic gain control (AGC) system, without which the Macrovision 

system will not work (USCO, 1998). 

1992 saw the introduction of the first digital copy management system, when the 

RIAA and Sony agreed that Sony’s DAT format, released in 1987, should be protected with 

the SCMS. Other systems for restricting the copying of digital content were developed to 

protect CDs during the early 1990s. These attempts were resisted by individuals and groups, 

circumventing the systems and distributing the methods as well as the unprotected content. 

The struggle between the music industry and the other actors continued until all four major 

record companies, Sony BMG, Universal Music Group (UMG), Warner Music Group and 
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16 Movable type printing was invented in Asia some hundred years before Gutenberg made his version (Last, 

1998). 

 



 

EMI, which together controls more than 80 % of the U.S. music marked (Lessig, 2004) and 

about 70 % of the worlds (Jobs, 2007), eventually abandoned DRM systems on audio CD 

releases. EMI was the last, announcing it through the web pages of NVPI, the Dutch branch 

association of the entertainment industry in January 2007 (Marechal, 2007). 

While DRM more often than not is associated with music, either on CD-plates or as 

computer files, it can be applied to all forms of digital content. With the increased scope of 

what was considered intellectual property, and the legal protection of the DRM itself received 

through the WIPO Copyright Treaty of 1996, it was also used to protect copyrighted software. 

A number of commercial vendors were established in the 1990s, producing DRM-systems for 

documents, images, video, audio, software, mobile content, e-mail, e-books and other web-

based content. Some went bankrupt rather quickly, were discontinued or bought by larger 

companies, others are still active (Larose, 2008). 

The large corporations that grew to dominate the marked can be divided into three 

categories: Big companies who produce both content and DRM-systems to protect it (e.g. 

Microsoft), big content providers who buy protection systems from other companies (e.g. 

Sony BMG) and big companies who sell content bought from others and provide DRM-

systems themselves (e.g. Apple). The content providers of USA were and are usually 

represented by RIAA, MPAA or other trade groups. A number of alliances and coalitions also 

appeared, with both big and small companies as members, both advocating and opposing the 

benefits of DRM. The increasing focus and efforts on protecting content led to a growing 

number of concerns for the rights of the customer, and open conflicts soon followed. 

4.3.1 Associations and alliances 
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The trade group named Business Software Alliance (BSA) was established in 1988, by a 

number of the world’s largest software producers. Its member list includes companies like 

Microsoft, Apple Inc., Adobe Systems, Dell, Hewlett-Packard, IBM and Intel Corporation. Its 

primary function is trying to reduce the use of pirated software worldwide (BSA, 2008a). 

BSA offers free and anonymous ‘health check’ guides that will assist companies in 

determining whether or not they are using pirated software. It also runs campaigns, the latest 

called ‘Risk Awareness’, that focuses on how easy it is for a company to unknowingly run 

pirated software, and the risks of doing so. In addition to this BSA offer rewards for reporting 

piracy. In the USA informants may receive up to US$ 1.000.000 if the settlement paid by the 

accused company is more than US$ 15.000.000 (BSA, 2008b). According to themselves their 

 



 

enforcement program has been ‘instrumental in bringing thousands of organizations into 

software compliance with software copyright compliance’ (BSA, 2008a). BSA has been 

criticized for being too strict regarding what ‘piracy’ actually is, the substantial reward 

offered for reporting piracy and creating unnecessary problems for small and medium sized 

businesses (Gaskin, 2006). A Texas based law firm has even created an entire practice group 

dedicated to legal defence against them (Scott&Scott, 2006). While BSA does not directly 

deal with DRM systems it is nonetheless a major actor in battling piracy, and a strong 

supporter of DRM. 

The Secure Digital Music Initiative (SDMI) was formed in 1998. It was a forum 

comprised of more than 200 companies and organizations, dealing in IT, consumer 

electronics, security technology, ISP and recording. Its purpose was to promote and develop 

technology specifications that protected playing, storing and distribution of digital music. In 

October 1999 Eric Scheirer, a digital music analyst at the web page mp3.com, wrote an article 

called ‘The End of SDMI’, arguing that the fairly visible internal conflicts and disagreements 

between members of the forum, in particular between members from the music and the 

technology industry, would eventually lead to its demise (Scheirer, 1999). The executive 

director of SDMI, Dr. Leonardo Chiariglione, answered his article the following November 

with a letter arguing against him, and asking for patience as to what the forum would produce 

in the future (Chiariglione, 1999). On September 6th 2000 SDMI announced a letter to ‘the 

Digital Community’ challenging anyone to try to crack some of their security technologies, 

among them a watermarking system. The challenge was among others accepted by a group of 

researchers from the universities of Princeton and Rice, including Professor Edward Felten. 

The group discovered such fundamental flaws in the design of the technologies that any 

security measures built upon the same line of thinking would inevitably be cracked, and 

planned to publish their results with a conference paper on the 4th International Information 

Hiding Workshop in 2001. The response came from RIAA with the support of SDMI in the 

form of a letter threatening legal action based on DMCA should Felten publish his paper 

(Oppenheim, 2001). He withdrew his papers from the conference, but they were published 

later the same year, after the statements in the initial letter from RIAA was withdrawn. The 

situation culminated into a lawsuit from Felten, supported by the Electronic Frontier 

Foundation (EFF) against RIAA and SDMI. This case was dismissed for a lack of standing 

(Hartmann, 2001), mainly because RIAA and SDMI had withdrawn the statements in the 
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letter shortly after it was published. At this point the SDMI website was rather passive; the 

most recent update was made in May 2001. This was to be the last update on the site, apart 

from a short message that SDMI was on Hiatus, and the entire site went offline in 2007. 

Today it seems that the forum is disbanded. 

A more recent coalition is the Trusted Computing Group (TCG), the successor to the 

Trusted Computing Platform Alliance formed in 1999 (Weiss, 2006). The non-profit 

organization TCG was founded in 2003 with 14 members, including Microsoft, Hewlett-

Packard, IBM, Intel and others (TCG, 2007a). One of its main purposes is to ‘develop, define 

and promote open specifications for trusted computing’ (TCG, 2007b). TCG does not develop 

DRM systems themselves, but their Trusted Platform Module (TPM) is believed to build a 

foundation for DRM vendors to create far more secure systems than exists to date. The group 

has received criticism from several free software communities and organizations, such as the 

Free Software Foundation (FSF), arguing that Trusted Computing, especially in combination 

with DRM, can be made to force end users to use certain types of software and prohibiting 

others. The TPM will be discussed in more detail in section 5.2.5. 

Not only advocates of DRM made coalitions. In 1983 Richard Stallman announced the 

launch of the GNU17 project, as mentioned earlier. This act has been credited by many as the 

beginning of ‘The free software movement’. The intention behind using the word ‘free’ was 

that nobody would have to pay for permission to use this kind of software, and not that 

distribution should always be free of charge. As explained on the GNU home page: 

 

“Free software is a matter of liberty, not price. To understand the concept, 

you should think of free as in free speech, not as in free beer.” 

(gnu.org, 2008) 
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In October 1985 Stallman followed up his initiative by founding the Free Software 

Foundation, in order to support the free software movement. Its mission is ‘to promote 

computer user freedom and to defend the rights of all free software users’ (fsf.org, 2008). An 

organization designed to promote and protect freedom on the Internet would naturally be 

skeptical to anything that restricts that freedom, including DRM. The GNU General Public 
 

 
17 ‘GNU’ is a recursive acronym for ‘GNU’s Not Unix’ 

 



 

License version 3 (GPLv3) published by the FSF attempts to prevent the use of DRM in 

combination with software licensed under the GPL. 

In 1990 the U.S. Secret Service performed a series of raids tracking the illegal 

distribution of a document describing how the emergency 911 system worked. One of the 

targets was the company named Steve Jackson Games, located in Austin, Texas. The Secret 

Service confiscated all the computers belonging to the company, as well as other equipment 

from the premises. Jackson was promised that he would be allowed to make copies of his 

company’s files the next day, including the files for his upcoming book, but when he showed 

up with his attorney this proved not to be the case. About four months after the raid the 

Service had returned nearly all of the files and hardware they had taken. The delay caused 

Steve Jackson Games economical damage to the point of bankruptcy, and almost half the staff 

had been forced to go (sjgames.com, 2008). Jackson tried to find a civil liberties group that 

could help him in a legal action against the state, but no existing group would assist him. The 

lack of support for Jackson’s case illuminated the need for an organisation that focused on this 

area, and in July 1990 Mitch Kapor, John Gilmore and John Perry Barlow formed the 

Electronic Frontier Foundation and announced that they would support him in his efforts 

(eff.org, 2008a). With the financial backing of EFF Jackson was able to file a lawsuit against 

the Secret Service, and they won on two of three charges, making a landmark case in 

protecting e-mail. The EFF has continued to support legal cases concerning rights in 

cyberspace, and has won a number of significant victories in court. The organisation is firmly 

against the use of DRM systems. 

4.4 Summary 

History shows that immaterial property has been regarded as valuable beyond the price of the 

medium carrying it and the amount of work laid into it for a surprisingly long period. The 

development of copyright law, however, has always been closely connected to the technical 

developments of the media rather than the content itself. Early copyright law was created to 

regulate distribution of political content, and so granting the government more power. This 

changed in the 16th and 17th century, where the intention of the law was changed towards 

rewarding both the creator and the society, thus encouraging the creation of more content. The 

intention behind copyright law in most nations is usually still ‘to promote the Progress of 

Science and useful Arts’, as it is expressed in the U.S. constitution, though it is also often used 
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by large corporations to secure their profit and further their interests rather than contributing 

to the creative progress of the public in general.  

Many of the scientists that played prominent roles in the early development of the 

Internet shared a philosophy encouraging free sharing of software and ideas, and this was 

reflected in the technological solutions chosen, particularly in the end-to-end architecture. 

While the Internet greatly enhanced the possibilities of sharing it also gave copyright holders 

both more legal influence, as described in section 3.2.3, and less physical control over their 

content, both of which instigated the development of DRM systems. The attempts at 

controlling the use of content after it had been sold has been enthusiastically applauded but 

also vigorously attacked, and strong organizations have formed on both sides. 

DRM does not exist in a vacuum; it is closely connected to both copyright and the 

Internet. Any change in either is likely to affect it, in both strengthening and weakening ways. 

Its dependence on strong copyright protection and secure technology makes it likely to be 

affected ‘negatively’ than ‘positively’.  
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5 The socio-technical dilemma 
This chapter gives the background for the first part of the three part answer to why the DRM 

strategy seems to be failing. It presents a number of examples of how achievements in 

technology opens new possibilities for the society, and shows that attempts at controlling the 

use of technology more often than not leads to less control. Scholars have long disputed 

whether society adjusts to technology or vice versa, and the discussion still rages on. The 

main focus of the following case descriptions is not to argue in favour of one view or the 

other, but to emphasize the fact that both technology and society is changing, and change 

within one affects the other. Neither can be seen as static, and it is obvious that some events 

encourage more change than others. Another important point is to accentuate that throughout 

history actors have always attempted to control these events and the changes they have 

induced. The success of these attempts vary greatly, from almost non-existent to almost 

complete, though the consequences of the attempts are rarely what was intended or predicted. 

The case descriptions in this chapter are centred round new inventions that at least 

partly fell outside of the scope of existing law in general, and copyright law in particular. 

5.1 New inventions 

History shows that the idea of regulating the access to and use of new information technology 

is far from new. This section presents some examples of attempts to regulate non-digital 

content. 

5.1.1 Movable type printing press 

The earliest instance in the attached timelines is the re-invention of the movable type printing 

press in the 1440s. Gutenberg’s invention was arguably the first ‘real’ paradigm shift in 

information technology. Before it arrived books had to be copied by hand, a slow and 

laborious process18. In 1480 it had become common to make a thousand copies of one edition, 

and by the early 1500s the number was three to four times higher than that again (Needham 

and Arcas, 2005). In 1474 eight European countries had printers at work in at least seventy 
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18 A single monk could use as much as 20 years to produce a single handwritten Bible. Scribes thus worked in 

teams in order to increase the production of complete works (Murray, 2007). 

 



 

towns (Ward et al., 2000), but no books had yet been printed in English, much less in 

England, and no laws governed the use of the printing press even in the countries in Europe 

with active printers. The first book ever printed in English was issued in about 1475 at 

Bruges. It was translated from French by William Caxton, and bore the title ‘Recuyell of the 

Histories of Troy’. He had finished the translation in 1471, and as it became popular at the 

Burgundian court he got an increasing number of requests for copies. Caxton had seen a 

printing press in work in Cologne in 1471, and had more than likely also assisted in the 

printing of a book there, so he decided to make use of this new technology in order to meet 

the demands of the marked. The first issue was soon followed by two other products, one of 

which was the fairly known ‘Game and playe of the Chesse’, a translation from two separate 

French versions of the ‘Liber de ludo scacchorum’. In 1476 Caxton went back to England and 

set up a press in Westminster, the first of its kind in the country (Ward et al., 2000). 

The crown reacted quickly to this new type of ‘mass distribution’ with a demand that 

all printers and publishers should be registered with the government. In the aftermath of this 

legal reaction to the technological evolution the law evolved more rapidly than the 

technology. It was, as explained in more detail further up, strengthened with the passing of 

other laws, creating an effective state-controlled monopoly for printers and publishers. The 

government’s efforts at controlling the printing industry increased with the growing literacy 

percentage, and subsequently the growing importance of printed text in a political context. 

The preamble of the Royal Charter that granted the monopoly to the Stationers Company 

stated that ‘certain seditious and heretical books rhymes and treatises are daily published and 

printed by divers scandalous malicious schismatical and heretical persons, not only moving 

our subjects and lieges to sedition and disobedience against us, our crown and dignity, but 

also to renew and move the very great and detestable heresies against the faith and sound 

catholic doctrine of Holy Mother Church’ (Murray, 2007). When the monopoly finally ended 

in 1695 England stood for a period without any laws governing exclusive rights to textual 

works, and was promptly flooded with cheap books from printers outside of the Stationers, 

particularly from Scotland (Lessig, 2004). While this situation might have been beneficial for 

the public the anarchy caused harm to both English printers and writers. The new law, The 

Statute of Anne, restored order by rewarding the authors with the copyright for a limited 

period of time. Though the printers, desperate to retain their old perpetual monopoly, tested 

the new law in court, they met with their final defeat in the case of Donaldson v. Beckett in 
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1774, which also rewarded the society at large with the establishment of the public domain for 

work whose copyright period had expired. 

The next major step in printing technology was lithography, invented by Johann Alois 

Senefelder in 1798 (Wouters and Schubert, 2004), about 350 years after the Gutenberg press 

entered the European marked. It was an improved method for printing images, such as maps, 

and was the first radically new printing method since movable type (Norman, 2005). The first 

paper-making machine was invented about the same time by Louis-Nicolas Roberts, and in 

1800 about 11,000 tons of paper was produced in the U.K. In 1847 Richard March Hoe 

improved the design of the printing press with a patent for the rotary press (Hoe, 1847), able 

to print much faster than the old technique. None of these improvements, however, demanded 

augmentation of the existing law or the creation of new ones, as maps were already protected 

by copyright, and faster printing merely increased the production of printed text. 

5.1.2 Photography 
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When Louis Daguerre invented his ‘Daguerreotypes’ in 1839 he built upon the work of 

Nicéphore Niépce, the Frenchman who produced the world’s first permanent photograph in 

1826. Daguerres method was far more practical and useful than Niépches, but it was still 

complicated and expensive. Nevertheless, the Daguerreotypes became popular, and as the 

demand for photographic plates increased other inventors sought after even more practical 

and cheap methods of making images. A series of improvements eventually led to the 

discovery of photographic film by George Eastman in 1888, and it rapidly became immensely 

popular, illustrated by the fact that his company Kodak produced more than six thousand 

negatives a day one year after the camera became available on the marked (Lessig, 2004). 

United States copyright law was expanded to include photographs as early as in the 1870 

revision (ellengwhite.info, 2008), and in the international scene the Berne Convention was 

extended to include photography, sound recordings and cinematography in the revision made 

in Berlin in 1908. Maps and printed images were already included, so the step from printed 

pictures to photographs was not a big one. But another copyright related question remained 

unanswered at the time Eastman introduced his Kodak camera; was the object of the 

photograph also protected by copyright? Should the photographer obtain permission from the 

objects owner or the object itself if it was a person, before taking a picture? Some people 

thought so, and sought to control the use of the invention by testing their claim in the U.S. 

court. Through several legal cases it was established that photographers did not have to ask 

 



 

permission before they captured a real object on film (Lessig, 2004). It is hard to say what the 

result would have been if the decision had gone the other way, regulating the use of cameras 

by demanding that almost every picture taken was to be pre-approved, but it is nonetheless 

fair to assume that it would have had a negative impact on the development of the technology, 

not to mention its distribution as a hobby and occupation. 

5.1.3 Sound recordings 

Thomas Alva Edison invented a device for recording and replaying sound in 1876 (Norman, 

2005). He called it a ‘phonograph’ and it was patented in 1878. Five years later a U.S. patent 

for music rolls for mechanical pianos was given to Emil Welte (Welte, 1883) Mechanical 

pianos had been in the development for some time, including the 1863 version made by Henri 

Fourneaux, but it was not until the late 1800 that production and distribution of them began in 

earnest (pianola.org, 2008). At the time the law did not cover mechanical reproductions of 

music, it only regulated physical copies of notepapers and public performances (Lessig, 

2004). With these inventions anyone could record a piece of music in the privacy of their 

home, and then produce more copies of it for sale without paying the composer anything. It 

was an obvious hole in the legal protection of music, and it created a rather heated debate 

between the music publishing industry and the producers of the new technology. The 

composers argued that they were being stolen from, and the gramophone and piano producers 

argued that there was nothing to steal and that their products enhanced the sale of music. 

Eventually the Congress changed the law in order to adapt to the new technological situation 

and to regulate the use of recording devices. The changes prohibited unlicensed distribution of 

mechanical recordings of music, though they gave the composers less control over their work 

than authors of text; the payment they received for recorded music was to be determined by 

law rather than by themselves (Lessig, 2004). The field of sound recording continued to 

evolve, creating such techniques as gramophone records (1895), wire recording (1898) and 

magnetic tape (1930), but new methods of mechanical reproductions did not prompt further 

changes in the law. They did, however, encourage further interest and growth in the field of 

recorded sound. 
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The recording industry eventually felt the need for a dedicated actor to look after their 

rights, and so the International Federation of the Phonographic Industry was formed in 1933. 

Another major actor, the RIAA was formed in 1952. Both organizations represent a large 

number of recording companies, though the RIAA is U.S. based only. 

 



 

5.1.4 Movies 

The early years of movie making was characterized by conflicts, accusations and patent wars. 

Thomas Alva Edison was heavily involved in this, as he owned a number of important patents 

related to the industry, including a patent for raw film. In December 1908 his company joined 

forces with other patent owners, among them most of the major film companies, the leading 

distributor and the biggest supplier of raw film. Together they founded a trust named Motion 

Picture Patents Company (MPPC), and announced that all film producers, distributors, and 

exhibitors should pay a licensing fee for using a film camera (Wanamaker, 2001). The MPPC 

were to enforce the license, and the deadline for complying was set to January 1909. If a 

company did not pay the fee they were not allowed to use Edison’s cameras. In this way they 

attempted to seize control of the growing industry. A number of actors within the industry 

resisted the attempt, among them William Fox, head of the film company called Fox Film 

Corporation, the predecessor to the powerful Fox Entertainment Group of today. Those who 

did not comply referred to themselves as ‘independents’, and defied the monopoly by 

continuing to produce and exhibit movies without paying the license fee. The conflict 

escalated to a point where ‘independent’ movie makers not only risked being fined and having 

their equipment confiscated, but coming to actual physical harm (Lessig, 2004). Even if the 

enforcement of it occasionally was more aggressive than necessary the monopoly was 

apparently sanctioned by law, through the patents. The ‘independents’ attempted to escape by 

moving their productions from the East Coast to the West Coast, more specifically to 

Hollywood in California, where the distance to MPPC was great enough to hinder effective 

control and enforcement, and the authorities were less strict on enforcing the monopoly. In 

1915 the claim that the patents granted control over the use of the invention was tested in the 

U.S. Supreme Court, which ruled that the MPPC acted as a monopoly in restraint of trade. 

Thus the Independents or Indies as they were to be known, were legally allowed to continue 

producing movies, enhancing the movie industry with greater variety, including a number of 

enormously popular and famous motion pictures. 

The demise of the MPPC following these events left the movie industry without an 

organization to further its cause, but a few years later, in 1922, the Motion Picture Producers 

and Distributors Association of America (MPPDAA), later renamed the Motion Picture 

Association of America (MPAA), was established. Its international counterpart Motion 
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Picture Association (MPA), dedicated to further American movie interests internationally, 

was formed in 1945. 

5.1.5 FM radio 

From the 1920s radio broadcasting expanded rapidly across the world. The broadcasting 

stations used Amplitude Modulation (AM), because no other alternative was available. The 

AM technique can carry a signal a long way, particularly at nighttime, but because it is 

susceptible to atmospheric and electrical interference the quality of the signal can be rather 

poor. The Radio Corporation of America (RCA) was obviously interested in reducing the 

amount of static from the signal, and when their employee Edwin Howard Armstrong 

appeared to have come up with a solution the president, David Sarnoff, expressed high hopes 

for it. In 1933 Armstrong had four patents issued to himself for his invention designed to 

solve the problem, the Frequency Modulated (FM) radio signal. This new technique enabled 

radio broadcasting with significantly improved sound quality and less static, but it was more 

than a mere correction of the AM system; it was a whole new system. The RCA, being the 

dominant actor in the radio business based on AM, perceived the FM radio as a threat, and 

consequently took steps to protect their business (Lessig, 2004). Their initial action was to 

prevent the technology from the consumers, by insisting on more tests. Then they started with 

a lobbying campaign to make the Federal Communications Commission (FCC) move the FM 

radio spectrum from 42–50 MHz to 88–108 MHz to give room to television, and in 1945 the 

FCC agreed to the request, along with a number of other restrictions for FM radio stations, 

including a cut in power. The frequency changes gave FM room to grow, but made all 

existing receivers and some transmitters obsolete (Morton, 1999). The power cut restricted the 

area coverage of the FM broadcasts, forcing stations to buy access to wired links from AT&T 

in order to reach the listeners. The RCA continued the campaign by resisting Armstrong’s 

claim to the patents, denying him income from royalties. In 1954, shortly before his patents 

expired and still fighting the RCA, Armstrong took his own life (Lessig, 2004). The RCA-

induced regulations of the use of FM radio were one of the reasons why the technology 

stagnated for several decades. In the 1970s it finally achieved success, particularly because of 

the automobile radio, and today it makes up for the majority of radio broadcasting (Morton, 

1999). 
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5.1.6 Cable TV 

In 1923 a Russian immigrant to the U.S. named Vladimir Zworykin filed a patent for the so 

called ‘iconoscope’, an early television camera. Five years later, in 1928, he demonstrated an 

all-electronic camera and receiver. Zworykin was not the only one to research this type of 

technology. On April 9th 1927 Bell Labs and the U.S. Department of Commerce conducted 

the first long distance test of television. During the tests they transmitted images of the then 

Secretary of Commerce later President Hoover 200 miles over telephone lines (Norman, 

2005). The technology was quickly released on to the marked and gained popularity equally 

fast. Less than a decade later the world’s first live coverage of a sports event was conducted, 

with the 1936 Summer Olympics in Berlin. So far the signals had been broadcasted 

wirelessly, but in 1948, either in June or November19, a radio transmitted signal was 

transferred through a coaxial cable for the first time. The first cable systems were created so 

that the antenna could be located at a more favorable location for receiving the TV signal, and 

it was soon established that several cables could be attached to it. This opened the marked for 

cable companies, who simply set up their own, large antennas and echoed the content that was 

broadcasted via cable to their customers. And so a new, yet also familiar conflict had to be 

solved in the U.S. The frustrated broadcasting companies that owned the copyrights to the 

content claimed that the cable companies were stealing from them, and demanded that they 

should either be compensated for the use or that the cable companies should stop echoing the 

content. The cable companies resisted their efforts, claiming that the copyright holders were 

already being compensated for their content, and that they should not be allowed to extend the 

reach of their already existing monopoly by controlling the use of their content after it had 

been received by an antenna. Almost thirty years later, and after two Supreme Court 

Decisions that acquitted the cable companies of any guilt regarding this practice, the Congress 

finally came up with a solution: The cable companies should pay for the content, but the price 

should be set by law and not by the broadcasting companies (Lessig, 2004).  
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19 A number of sources, such as (Norman, 2005) credits John Walston for introducing cable television, though 

this claim is disputed and likely disproved by Parsons (1996). Other sources, e.g. cablecenter.org (2008) name 

Ed Parsons as the one who transmitted broadcasted TV-signals through a coaxial cable first. 

 



 

5.1.7 The Spoiler Signal 

When the compact cassette arrived in 1963 it allowed for easy copying from most of the other 

existing formats, and it created another threat to the recording industry. One self-proclaimed 

pirate puts it like this: 

 

“Piracy got its big break in the 1960s when Philips launched the first cheap 

audio cassette. Before that, tape only came on bulky spools and had to be 

laced through the complicated mechanism of a tape recorder. Philips's 

compact cassette did away with all that and, overnight, copying music 

became a doddle.” 

(Fox, 1999) 

 

The 1970s allegedly saw an interesting turn of events as the recording industry tried to 

prevent copying with a technological solution, namely the Spoiler Signal20. This was possibly 

the first attempt at battling a technological advance, the cassette recorder, with technology 

rather than a legal measure. If an LP was copied to a cassette the idea was that the spoiler 

signal added a high-pitched noise to the copy, which partly overwhelmed the music. During 

normal playback the signal was not heard due to its high frequency. The system was 

apparently abandoned, arguably because the public and a number of artists opposed it 

(Guterman, 1997), or because it was less effective than the industry would have liked (Neset, 

2001). The introduction of the Walkman in 1979 did nothing to diminish the interest in the 
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20 While one can find a fairly large number of online references to the so called ‘Spoiler Signal’ I have as yet 

been unable to find reliable and scientific sources confirming that such a system was even tested, much less 

actively used. A number of internet sources attribute this invention to Yanni Alexis ‘Magic Alex’ Mardas, who, 

it is claimed, designed it to be used on the famous record ‘Sgt. Pepper's Lonely Hearts Club Band” in 1967. This 

is probably a misunderstanding caused by mixture of a high frequency tone added to the end of the record on a 

limited number of non-US pressings and ‘Magic Alex’ promised inventions, including sound insulators using 

opposing sound waves. Another unverified claim is that Elvis Costello objected to the technology by placing a 

sticker labeled ‘No Spoiler Signal’ on his album ‘Almost Blue” in 1981. It did come with a sticker, though the 

label read ‘Warning: This album contains country & western music, and may be harmful to narrow minds.’ The 

only sources I can find giving a description of the Spoiler Signal system are a few online patents, the earliest of 

which was filed 29th of June, 1988 (Keen, 1988).  

 



 

handy cassette-format, and probably increased the amount of unlicensed copying. It was 

estimated that as much as 90 % of all tape sales in India in 1985 were made on pirate cassettes 

(Manuel, 1991). Whether or not there actually was conducted a serious attempt at preventing 

copying from LPs to cassettes the idea of creating a functional technological solution to the 

pirate problem may have originated in this period. 

5.1.8 Summary 

New technologies have often been the target of regulation attempts, with the purpose of 

controlling the use and distribution. This is particularly relevant for technology carrying or 

distributing content, including analogue technology. While the attempts have achieved 

variable degrees of short term success history shows that most technologies either eventually 

escape the control of whoever tries to enforce it, or becomes obsolete because other 

technologies are developed outside of the aspiring controllers reach. The result is that any 

attempt at controlling a medium is likely to fail. 

5.2 Digital media 

With digital media came the opportunity to create practically lossless copies of content, 

though it also provided the content industry with more sophisticated ways of protecting it. 

This section gives a few examples of attempts to regulate digital media. 

5.2.1 Digital Audio Tape 

Sony and the release of their Digital Audio Tape in 1987 was the preamble of the first well 

documented attempt at creating a technology designed to regulate the use of a product after it 

was sold. The new medium gave the public an opportunity to make perfect copies of music, 

with no loss of quality, which did not fall particularly well with the music industry. Up until 

that point large-scale copying of music in particular was physically limited by the fact that the 

quality of the content was reduced for every step in the chain of copying. A copy of a copy of 

a copy was hardly worth copying again. With DAT every copy could produce a new set of 

perfect copies. The RIAA vigorously attacked the perceived threat publicly and through state 

channels. In a Congressional hearing in April the same year as the release the president of the 

RIAA, Jason S. Berman, stated that there was ‘no distinction between commercial and home 

personal taping’, and that the existing home taping on analog media already ‘cost the 

[recording] industry $1.5 billion annually’ (Patry, 2008). This particular hearing was an 
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oversight hearing, the issue was the existential threat the industry claimed that DAT posed, 

rather than a proposed bill, but Berman encouraged Congress to use this opportunity to create 

a ‘timely and uniquely suitable legislative response’. The RIAA soon proposed several new 

bills for Congress, each one requiring that all digital recording equipment on the U.S. marked 

should be equipped with a copy-code scanner. The scanner would be able to read the copy 

restrictions implemented in a copy-code chip on the medium. This would effectively prevent 

the reproduction of copyrighted material if the chip was programmed to do so. The proposals 

were judged by many to be overly strict. Critics called them an invasion of the privacy and 

claimed that they ignored the fair use principle. Some even believed them to be 

unconstitutional (Ehlke, 1988). They were severely attacked by a number of actors, including 

the Home Recording Rights Coalition and several music-magazine editors, and none of the 

proposed bills passed into law. When this approach failed the RIAA loudly threatened to sue 

anyone manufacturing DAT equipment in the U.S. marked (Kellogg et al., 2005). The legal 

threats effectively delayed the introduction of the technology by several years, and 

subsequently also more research and development. 

Seeking a solution hardware and software manufacturers initiated talks with the 

RIAA, trying to come up with something that might resolve the locked situation. A 

compromise was reached with the first DRM-system for digital content, the SCMS, and it was 

implemented into every DAT-compatible player. The system is simple: When someone tries 

to make a copy the player looks for a special bit in the metadata. If the bit is set to 00 copying 

is allowed without restriction. When the bit is set to 11 copying is allowed, but the bit on the 

copies will be set to 10, which denies further copying. This is because the system is intended 

to prevent serial copying, but not single copying of a legally bought tape (Lavalette, 1991). 

The DAT-format, protected by the SCMS-system, was released in 1992. About the same time 

the Audio Home Recording Act (AHRA) was passed, which required all digital recording 

devices sold in the U.S. to include SCMS. The media format failed to win the commercial 

marked, possibly in part due to the SCMS-system, but mainly because the CD-ROM already 

was becoming a standard for computers, and it would be too expensive to develop and 

introduce DAT-compatible equipment. Sony ended the domestic shipment of DAT recorders 

on November 15th 2005 (animenewsservice.com, 2005). 
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5.2.2 Writable CDs 

In 1988, while Sony and the RIAA worked on the DAT-issue, a CD with recording ability 

was invented; the CD-Write Once (CD-WO), later renamed CD-Recordable (CD-R). A few 

years later the first copy management solutions for CDs appeared, more or less at the same 

time that the SCMS was created. Adding copy prevention technologies to commercial audio-

CD releases proved to be, literally, a flawed approach. A number of widely adopted copy 

prevention schemes used flaws in weak, non-robust and buggy software and hardware by 

intentionally adding errors, e.g. to the table of content (TOC). This did not affect the simple 

audio CD-drives, but led the more complex players, like computer CD-ROMs and DVD-

players to abort the playback. Thus they were usually both hardware- and software 

independent. Yet a number of them caused playback problems on regular players as well as 

the CD-ROMs they were supposed to, particularly CD-players for cars. Philips, who owns the 

trademarked Compact Disc Digital Audio-logo, stated that releases that did not follow the 

specifications given in the so called ‘Red Book’ were not allowed to bear the logo. Most CDs 

with protection diverted more or less deliberately from these specifications, and so the record 

companies were forced to comply. Additionally, several copy prevention systems could be 

defeated by obscuring the TOC with a felt pen or non-transparent tape. Once discovered this 

information was quickly distributed on the Internet (Halderman, 2002). Even more, the more 

robustly designed hardware and software that appeared were able to both play and record 

from the allegedly protected disks. The attempts thus created disadvantages for the legal 

customer, e.g. in the forms of less interoperability and no possibility for creating back-ups, 

while at the same time failing to effectively prevent unauthorized copying and distribution. 

One specific attempt deserves a little extra attention. In 2005 Sony BMG shipped a 

number of CD releases with a copy prevention system called ‘eXtended Copy Protection’ 

(XCP), developed by a British software company then called First 4 Internet, now Fortium 

Technologies. XCP protected the content by preventing all other software than the included 

program ‘XCP-Aurora’ from accessing the protected CD. ‘XCP-Aurora’ could be used to play 

the music and create a limited number of copies. The copies could not be copied further, so 

following the line of thought that resulted in the older SCMS-system. In order to achieve its 

purpose XCP had to install software that enabled it to monitor the computer constantly, and 

this software was installed without user approval, or even notice, and with no obvious way of 

uninstalling it. Furthermore it attempted to conceal its files and activity, much in the manner 
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of hacker tools known as rootkits (Maurud, 2007). This was discovered by Mark Russinovich, 

a programmer and writer, and published on his blog in October 2005 (Russinovich, 2005). 

The news quickly made world wide headlines, among others at BBC (Ward, 2005) and USA 

Today (Fordahl, 2005). After initially denying that the system was problematic Sony soon 

released a software utility said to remove it. Again they received critique, because not only 

was the users required to register their name and e-mail in order to obtain it from a website 

with known weaknesses in the code, the utility itself proved only to unmask the hidden files 

and processes, not remove the system. Sony released other utilities to uninstall XCP, which 

again proved to contain other security flaws, and was finally forced to withdraw the releases 

from the marked. Lawsuits soon followed, and some recompense was subsequently made 

(Maurud, 2007). 

It seemed that the copy protection systems for CDs would be a short lived affair, but 

the recording industry tried to rise to the challenge. The marked for DRM systems grew as the 

industry poured money and resources into it, encouraging and requesting more advanced and 

secure products. But in the ongoing battle against the infringers the industry did not only fail 

to achieve success, they also criminalized the buyers who did not plan to infringe the 

copyright, thus alienating themselves from their primary customers. With the increasing 

number of complaints from the regular customers, the negative publicity following the Sony 

BMG ‘rootkit’ scandal and other, similar occurrences, and adding the fact that the systems 

failed to prevent criminals from copying the content and distributing it unprotected on the 

Internet, the cost of continuing with DRM systems for CDs apparently became too high 

compared to the results (Marechal, 2007). 

5.2.3 Attempts at legal online distribution 
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Somewhat surprisingly, what may have been the very first attempt at creating a commercial 

business model based upon online distribution of music originated at the University College 

in Sogndal, Norway. According to Hendrik Storstein Spilker (2004) the story began in 1988, 

when lector Dagfinn Bach joined an initiative aimed to work with IT and music. They did 

research on digital organization and storage of music, and started experimenting with the 

mp3-format developed by Fraunhofer Institute for Integrated Circuits. Thus, as early as 1991 

and possibly for the first time in the world they recorded an mp3-file in Sogndal and 

transferred it over the Internet to Oslo where it was included on a record. Soon after this 

Fraunhofer and Vestlandsforskning began working on the joint project Musicfinder, and the 

 



 

cooperation led, among other, to the development of the mp3-player Winplay. It was fairly 

obvious that the technologies had commercial possibilities, and the group considered and 

tested several different approaches to realizing its potential. In 1992 they attempted to 

produce and sell CDs with presentations of Norwegian composers and the opportunity to hear 

samples of music. The ministry of foreign affairs bought the first shipment for promotional 

purposes, and there never was produced a second due to the amount of work connected to 

copyright issues, ‘far greater than what was assumed in advance’(Spilker, 2004). Research 

and development on distribution over the Internet continued, though, and Bach gathered IT 

and record companies from seven different European countries, including Fraunhofer, and 

started the project Music on Demand (MODE) in 1995. The purpose of MODE was to 

‘develop, test, evaluate and implement a viable commercial service for the promotion of the 

European music industry’ (Spilker, 2004). After the research program ended in 1997 the 

commercial part took over, and a web service was announced to be launched on March 1st 

1999. However, while the work on MODE was conducted the rest of the world moved as 

well. Among other events the web page mp3.com was launched in 1997, distributing mp3-

files legally, and the media player WinAmp, with functionality to create mp3-files from CD 

tracks, was released the same year. The media focus on illegal distribution of mp3-files grew, 

particularly from November 1998. In February 1999 the launch of the MODE service was 

postponed, and the homepage was changed to a message saying that it would be updated 

again soon (Spilker, 2004). In the meantime Napster was released, and illegal sharing of mp3-

files began in earnest. MODE reappeared in the fall of 1999, selling technology solutions for 

secure distribution of digital content, apparently with some initial success, but the company 

went bankrupt in 2001. 

Another attempt at making a commercial business was made by Michael Robertson in 

1997 (web.archive.org, 2008), when he founded the website mp3.com as part of Z Company. 

Initially the service offered content that was posted by unsigned or independent musicians and 

producers, and at the end of 1999 the owners decided to compensate the artists based on the 

popularity of the content. The activity peaked with more than 4 million audio files delivered 

per day to over 800 000 unique users (wikipedia.org, 2008a). Then, in January 2000, a new 

service called ‘My.mp3.com’ was launched. The idea was to give users online access to music 

they had bought on CD. If a user proved that he or she owned (or at least had access to) a 

specific CD by logging on to the service and inserting the physical CD into the CD-ROM on 
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the local computer, he or she would gain access to the corresponding mp3-files from any 

computer used to log into mp3.com (Lessig, 2004). The service was promptly sued by the 

RIAA on behalf of the then five major record companies. The outcome of the landmark case 

was a ruling against the web service, leading to a settlement with four of the five for more 

than $ 200 million. The fifth, UMG, did not accept a settlement, and mp3.com was sentenced 

with a fine of another $ 118 million. This eventually led to another settlement of more than $ 

54 million, and the subsequent end of the website. The fifth company’s owner, Vivendi 

Universal, then bought the site and launched a commercial service (Koman, 2001). The new 

service failed to make an acceptable profit and the site and logo was sold to CNET in 2003. 

5.2.4 Legal online distribution 

Even though mp3.com was legally prosecuted and shut down the concept of selling music 

over the Internet presented the record companies with a new marked to conquer. Sony was 

first to launch an online music service with ‘The Store’ in 2000, though it became less popular 

than anticipated, possibly due to user interface problems and high prices. The music files one 

could buy were also equipped with a DRM system that rendered them unusable after a period 

of time, in effect making the transaction a rental rather than a purchase (wikipedia.org, 

2008b). A number of other online stores also appeared in the couple of years to come, but 

none of them won the marked. The RIAA also announced that the number of CDs shipped 

had dropped with 15 % from 940 million to 800 million in the period from 2000 to 2002, and 

largely blamed illegal online file-sharing for the loss (Oberholzer-Gee and Strumpf, 2007). 

Others held that the lack of success with online stores was caused by the stores themselves 

being less than user-friendly, the prizes relatively high and the music files equipped with 

DRM that restricted the use. 
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The first store to achieve an acceptable degree of success was iTunes Music Store, 

launched by Apple in 2003. Apples strategy was to make strong connections between all their 

products, so that one success enhanced another. The iTunes, Apples audio/media software, 

was released early in 2001. When the portable media player iPod was released in October 

2001 it corresponded with the release of iTunes version 2, with the ability to interact closely 

with the player. And when the iTunes Music Store, later iTunes Store, was launched in April 

2003 it could be accessed directly through iTunes. The interaction between these three 

products was probably important factors for the increase in popularity that was marked by the 

rising sales curve of the iPod from 2004. The connection between them, however, did not 

 



 

limit itself to easy handling and interaction. The music files sold online was protected by 

Apples DRM system called FairPlay, and it prevented the files from being played on any 

other portable players than the iPod. These particular features were challenged by the 

Norwegian Consumer Ombudsman in 2006, and it will be discussed in section 6.4. 

Though the online music stores initially failed to succeed the legal sale of music over 

the Internet has grown substantially since the beginning. Today stores like Wall Mart 

(drmwatch.com, 2003) and Amazon (Rosenblatt, 2007a) sell digital music online, and IFPI 

estimated the online sale of 2007 to be $ 2.9 billion, 15 % of the total industry sales (ifpi.org, 

2008). All the four major music companies offer audio files both with and without DRM. 

5.2.5 Trusted Computing 

From the very beginning of computers there has been a separation between hardware and 

software. This separation is not necessary, because both hardware and software are made up 

with the same kind of instructions, which respond to the same kind of input generating the 

same kind of output. A software program can be implemented into a piece of hardware; the 

difference is simply that it is more difficult to change the hardware program once it has been 

implemented. Mechanical and simple digital calculators are good examples of objects 

containing hardware programs. Modern computers are more advanced. They run software 

programs on top of hardware programs, and are designed to be able to run any software 

program that provides the correct input. This makes computers extremely flexible, and it is 

simultaneously their greatest strength and weakness. The strength comes from allowing 

anyone to create software that can be executed by the hardware, or modify existing software 

to behave differently, which is the main reason why there exists such a huge variety of 

programs today (Zittrain, 2006). The weakness comes from the very same foundation: The 

hardware will execute any software input as long as its syntax is correct, even software that is 

designed to cause harm, such as deleting important data, or corrupting files needed for the 

computer to work properly (Weiss, 2006). So far the battle against such malicious software 

has primarily been conducted by developing more software, designed to detect and hinder it. 
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The Trusted Computing Group is attempting a different approach, a specification called 

the Trusted Platform Module. The basic idea is to equip computers with hardware programs, 

in the form of a chip placed on the motherboard, that are used to authenticate that the system 

is what it claims to be, thus checking whether any security breaches has occurred. The chip 

would have three main groups of functions: 

 



 

 

• Public key functions 

• Trusted boot functions 

• Initialization and management functions 

 

The public key functions include key generation, signature, verification, encryption and 

decryption. The boot functions provide the ability to watch the boot sequence, generating 

information as it proceeds and storing it securely. Once the computer is booted data may be 

‘sealed’ under it, so that access will only be granted if the boot sequence value is the same. 

Thus, if the boot sequence has been tampered with e.g. by a virus, the data will not be 

unlocked and is kept safe. The initialization and management functions allow the user to 

operate the chip, turning functionality on and off, and resetting it (Safford, 2002). Because 

these elements are implemented onto hardware they cannot be modified by software, making 

it more difficult to circumvent or breach the security of the computer. A hardware-based 

attack may still succeed in circumventing the security, but this demands that the attacker has 

access to the physical computer. The TCG emphasizes that the TPM cannot control the 

software that runs on the computer, only provide more secure storage and key generation 

capabilities (TCG, 2008b); it is in itself a passive technology that other applications may use. 

Thus it is important to separate between what the TPM does, and how other projects may use 

the TPM functionality. ‘Trusted Computing’ can be interpreted as an umbrella term for the 

use of software combined with the TCG technologies in order to create a more secure 

computer environment, though Microsoft seems to prefer ‘trustworthy computing’ 

(microsoft.com, 2008a). ‘Trusted Computing’ is meant to provide the user with more security, 

but a side effect is that it can also remove part of the users control over the computer. The 

system is based on trust, but what and who is trustworthy is decided by the system and not the 

user. The control of what is allowed to run is transferred to the system designer (Weiss, 2006). 

Critics have argued that this may lead to software vendors locking the users to their products, 

e.g. by not trusting applications created by competitors (Anderson, 2003), and that it will 

reduce the flexibility that has been one of the primary driving forces behind the rapid 

development in the field of IT. 

One system that tried to make use of the TPM is Microsoft’s Next-Generation Secure 

Computing Base (NGSCB) project, originally named Palladium when the project started in 
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2002. It is a software architecture designed to create a secure, or ‘trusted’, mode the computer 

may use, in addition to the regular ‘un-trusted’ mode that is similar to the way most 

computers are running today, as illustrated in figure 6. 

 
Figure 6 - The NGSCB layout 

 

The ‘trusted’ mode will only use hardware and software that is authenticated through the 

TPM, and all storage, memory use and I/O will be encrypted for maximum security. Initially 

NGSCB was believed to be able to solve almost any security issue related to computers. If a 

computer only runs software and hardware that is authenticated as ‘safe’ it cannot be 

compromised. A consequence of this would be that all anti-virus systems, firewalls and other 

security systems would be obsolete, which would collapse an entire marked and leave a great 

many people unemployed. Fortunately for them the designers of Trusted Computing 

encountered a problem that made this scenario unlikely. In order to create an entirely safe 

environment for a computer to run the system must be entirely trustworthy. If it contains 

weaknesses malicious software may exploit these to run undesired code whether the system is 

implemented in hardware or software. This means either to create an entirely new system that 

is proven safe, or find and remove all security bugs in an existing one. Microsoft Windows is 

by far the most widely used OS-series in the world, several surveys indicates that more than 

90 % of the worlds computers run one of the Windows versions (marketshare.hitslink.com, 
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2008) (onestat.com, 2008) (xitimonitor.com, 2008). This functions as an installed base, as 

described by Hanseth and Lyytinen (2005), and the network externalities resulting from it is 

part of the reason why Microsoft remains the dominant player in the OS marked. In order to 

keep this base, and the marked share, it is important that new systems and programs are 

backward compatible, so that users can continue reading old documents and running old 

programs. And here lies the problem: Not only do old systems usually contain a number of 

known and unknown security bugs, due to the increasing complexity it is practically 

impossible to find and correct them all. One example of this is the Windows Application 

Programming Interface (API), which has been developed over the course of many years, and 

as a result has become extensive, complicated and very, very settled. Most of the Windows-

based applications of today are dependent on Windows API to run. It is unlikely that 

Microsoft would decide to stop supporting it in the foreseeable future; they have actually 

made steps in the opposite direction (Gustavson, 2005). Nevertheless, in order to take 

advantage of the TPM a new API would have to be created, in effect both creating an entirely 

new and more secure system while at the same time keeping the old and less secure one. 

Users would have access to both in the unsafe mode, and just the new one in the safe mode. 

Software meant to run in the safe mode would have to be re-written according to the 

specifications, which would generate massive amounts of work for software companies with 

existing programs. In May 2004 Microsoft executives announced that the NGSCB project 

would be discontinued, mostly because ‘customers and [independent software vendor] 

partners didn't want to rewrite their applications using the NGSCB API set’ (Rooney, 2004). 

In a matter of days product manager Mario Juarez denounced this, saying that rather than 

shelving the project Microsoft was reworking the framework so that existing applications 

could take advantage of it without having to be rewritten (Foley, 2004). A full featured 

product is still not released, though Windows Vista includes an encryption feature called 

‘BitLocker’, which can make use of the TPM. 

5.2.6 Summary 
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When technology is used in attempts to control technology the result is often an increase in 

complexity, which leads to less overview and less control (Hanseth and Ciborra, 2007). The 

use of legal action is often the most effective method of regulating digital technology (Biddle 

et al., 2002), though the effect is usually temporary at best. Both technological and legal 

control measures are prone to become obsolete in time, either because they are circumvented 

 



 

or because newer technology replace the existing one. Any attempt at controlling digital 

media is therefore likely to fail. 
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6 Legal issues 
In his book ‘Free Culture’ Lawrence Lessig opens his introduction with telling how the birth 

of the modern airline industry created an unforeseen conflict with American property law 

(Lessig, 2004). The law stated that a property owner not only owned the land on the surface, 

but all the way down to the core of the earth and additionally all the space above to ‘an 

infinitive extent, upwards’. According to this law airplanes trespassed upon private property 

when they passed over privately owned land, but the Congress had nonetheless declared the 

airways to be public. This was an obvious conflict, and it was settled in the Supreme Court in 

1945. Lessig recites a paragraph from the text that erased the old property law, written by 

Justice Douglas, and emphasizes the sentence ‘Common sense revolts at the idea.’ Common 

sense prevailed, and the obvious public gain from the airplanes weighted heavier than the 

private interests of the complaining farmers, whose chickens flew into the barn walls in panic 

and died when low-flying military aircrafts passed over their farm. ‘This is how the law 

usually works’, Lessig tells us, ‘[T]he law adjusts to the technologies of the time.’ 

The legal system of any governing body dictates and regulates the society to which it 

is applied. Thus, in the extension of Lessigs statement, it can be argued that society usually 

adjusts to the technologies of the time, by restricting or encouraging it with law. If the law 

cannot be applied to new inventions new laws are made or old laws are revised. To accurately 

and convincingly determine the purpose of law would be far outside the scope of this thesis, 

suffice to say that it is a formalisation of a set of moral and ethical rules. The intension of the 

law is arguably to ensure the stability and prosperity of the society, while at the same time to 

provide a reasonable degree of freedom of choice and action to the inhabitants (Gibbons, 

2008). These subjective values are interpreted differently throughout the world, and so the law 

changes according to the value-set of the lawmakers of the time. Section 4.1 shows that the 

law can change rapidly and dramatically, depending on the leading actors of the society, but it 

also shows that these may be swayed by other actors. 

This chapter gives the background for the second part of the three part answer to why 

the DRM strategy seems to be failing. It presents a few case descriptions of how the law shifts 

between strong and weak copyright protection and enforcement, and what consequences this 

has for the use of DRM. 
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6.1 Legalizing time-shifting 

Since the introduction of the VCR to the U.S. marked in 1972 everyone who had a TV and a 

video recorder was able to tape every program and film that was broadcasted. Those who 

owned two recorders were able to make copies of existing tapes. The upcoming conflict with 

the content industry was more or less inevitable, and in 1984 it culminated in a Supreme 

Court decision called ‘Sony Corp. of America v. Universal City Studios, Inc.’, or just the 

‘Betamax case’. The case and its implications is described in detail by Samuelson (2006). In 

1976, in the District Court of California, Universal studios with co-plaintiff Walt Disney 

Company filed a lawsuit against Sony for making and selling a device, the Betamax video 

recorder, which could be used for copyright infringement. They argued that the advertisement, 

which included phrases like ‘record [your] favorite shows’ and ‘build a library’ showed that 

Sony not only knew the machines would be used to make copies of copyrighted content, but 

encouraged it as well. Evidence presented showed that over 40 % of the Betamax users had 

created personal libraries of recorded content. Sony argued that the recorder had many non-

infringing uses as well, such as recording content whose copyright holders did not object, or 

publicly available content. It also claimed that copying with the purpose of time-shifting 

could be considered fair use. The initial ruling in the case went in favor of Sony, but was 

appealed. The second ruling in the Ninth Circuit in 1981 partly reversed the first. The court 

found that time-shifting was a consumptive rather than productive activity, and that this 

constituted as copyright infringement. Sony appealed to the Supreme Court, and the petition 

was accepted in 1982. The final ruling appeared at first to lean with a 6-3 vote in favor of 

Universal, but then Justice John Paul Stevens circulated a draft dissent that convinced two 

other judges to change their point of view. The end vote in 1984 reversed the second ruling 

with a 5-4 majority, stating that copying with the purpose of ‘time-shifting’ should be 

considered ‘fair use’ and therefore legal. The majority opinion also said that the Betamax’ 

substantial non-infringing uses and functions exempted it from contributory liability if the 

consumers chose to use it to infringe copyrights, not only paving the way for ‘the 

untrammeled introduction into the market of iPods, mp3 players, digital video recorders, CD 

ripping software, CD burners, peer to peer technologies, and many others’ but also confirming 

‘that use of such technologies for private and noncommercial purposes generally does not 

harm the interests of copyright owners’ (Samuelson, 2006). The Betamax ruling also laid the 
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framework for the recognition of how digital use of content inevitably creates copies of the 

entire work, thus mitigating the significance of this particular type of reproduction. 

A side effect of the ruling was that the marked for DRM systems grew. After failing to 

stop the video recorders from entering the U.S. marked the movie industry adopted the 

technology as part of their business model, releasing cinema movies on video cassettes. The 

new problem was that anyone with two video recorders could make illegal copies of the 

videos sold. The first actor to offer a solution was the recently established company 

Macrovision, who announced its copy-protection system for video the same year the verdict 

of ‘Sony v. Universal’ fell. The first video release protected by it, ‘The Cotton Club’, arrived 

on the marked as early as the following year. Other movie studios followed, and Macrovision 

rapidly became the de facto copy-protection-standard for video releases in the USA. 

Unfortunately for the movie industry the public found ways to circumvent the system, and 

small electronic devices that did just this appeared on the commercial marked. When the 

DMCA was enacted it not only required all U.S. video players to be equipped with the AGC 

system, it also prohibited devices that circumvented technical protection mechanisms. 

6.2 Using the law to tighten copyright 

Because the law develops both with actual changes in the law text and through the precedence 

of landmark decisions both the ‘Betamax case’ and ‘UMG v. MP3.com’ can be said to have 

changed the law. But even lawsuits without a verdict can change the legal landscape, simply 

because the prosecutor is demonstrating that he is willing to take the case to court. As 

mentioned earlier the web service mp3.com was forced to shut down because of the lawsuits 

filed against it by the five major music labels, and Vivendi Universal acquired it about half a 

year later (Koman, 2001). Another six months later mp3.com, now under the control of 

Vivendi Universal, filed a malpractice lawsuit against Cooley Godward, the law firm that had 

advised them that my.mp3.com would be within the scope of fair use. The lawsuit held that 

the service would never have been launched if the lawyers had realized that the courts would 

find it illegal, and claimed $ 175 million in compensation (Katyal, 2002). Underlying the 

lawsuit was the question of whether legal advisors could be held accountable for 

recommending a course of action that proved to be illegal when tested in the courtroom. The 

case ended in an unspecified settlement, thus not giving an answer either way, but an 

important point behind the suit was demonstrated clearly: If lawyers advised their clients 
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about the legality of services in Cyberspace and it proved to infringe copyright Vivendi 

Universal was willing to take steps to prosecute the lawyers as well as the service providers 

(Lessig, 2004). The desired effect was to push the legal advisors towards a more restrictive 

practice, or at least prevent them from challenging the existing one, but it may not have been 

received as well as Vivendi hoped. As one attorney put it: 

 

“No cyberspace lawyer should issue advice without a caveat about judicial 

conservatism, and the possibility that the old copyright rules will simply be 

applied mechanistically to cyberspace. Still, this possibility is not a 

certainty - and malpractice suits should not force lawyers to become eternal 

pessimists, shutting down companies before they start on the theory that the 

new arguments, and way of thinking, will never win in court. No one has a 

crystal ball in this area - and we need not all use one that affords only the 

bleakest view.” 

(Katyal, 2002) 

 

This strategy also led Vivendi and EMI to file lawsuits against the venture capital firm 

Hummer Winblad and Bertelsmann AG, who had funded the Napster service in its early 

stages (wired.com, 2004). The plaintiffs claimed that the investments kept Napster going, 

causing great financial harm to the music industry. Again the suit ended in a settlement 

(Butler, 2006), and again the underlying message was aimed at Venture Capital (VC) firms in 

general: Funding companies that turns out to infringe copyright will put the VC at risk of 

being legally prosecuted. The desired effect is to make it more difficult and risky for new 

companies that operate in the borders of the existing copyright practice, thus securing the 

established companies dominance. 

Using lawsuits to stop copyright infringement and at the same time demonstrating that 

the risk of getting caught is very real has become an important part of the RIAAs modus 

operandi, so important that the group has taken or threatened legal action against more than 

20 000 individuals in the period from 2003 to 2006 (eff.org, 2008c). Though the act of 

circumventing technical protection measures is illegal, this has rarely been the cause of 

lawsuits. In the media the most featured legal action taken against DRM-related activity has 

been the sending of ‘cease and desist’-letters to web services distributing methods of 
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circumvention, though they are greatly outnumbered by letters sent to stop illegal distribution. 

Espen Tøndel, partner in the Norwegian law firm SIMONSEN, explained the priority like 

this: 

 

“It is easier, more effective and more purposeful to prosecute illegal 

distribution (and downloading) than to file principal lawsuits about 

circumvention of DRM systems. Circumventing DRM systems with reverse 

engineering are also legal in certain circumstances, so that kind of case is 

far from given.” 

(Tøndel, 2007) 

6.3 Using the law to loosen copyright 

The main trend within copyright law in the last 30-35 years, particularly in the USA but also 

throughout the world, is that intellectual property rights have been strengthened and expanded 

through changes in the law and legal action. There are, however, also a number of cases that 

limited the scope of copyright, in particular in the recent 15-20 years (Samuelson, 2006). One 

notable case that sought to do the latter was ‘Eldred v. Ashcroft’, where the plaintiffs tried to 

prove that the Copyright Term Extension Act of 1998, that extended the copyright terms of 

the U.S. with 20 years, was unconstitutional (Lessig, 2004). While the plaintiffs lost the case 

it was nonetheless part of the background for the establishment of the non-profit organisation 

Creative Commons. CC is meant to fill the gap between full copyright (all rights reserved) 

and the public domain (no rights reserved), as illustrated in figure 7. 

 
Figure 7 - Creative Commons' place in the copyright domain 

 

The stated goal of CC is ‘not only to increase the sum of raw source material online, but also 

to make access to that material cheaper and easier’ (creativecommons.org, 2008a). They seek 

to obtain this by creating copyright licenses based on three elements: a legal license, a human-

readable description, and machine-readable tags. Together the three elements ensure that 

anyone can use the licenses, and they are also offered for free. The CC licenses range from 

releasing work directly to the public domain, to denying others to modify it or create 
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derivative work based on it. All licenses allow free distribution, and all require that the 

original creator is credited for the original work. It is important to notice that the point is not 

to fight the ‘All rights reserved’-licenses but to complement them. By creating copyright that 

provides the public with the freedom to access, distribute and use content before the copyright 

period is over, CC is encouraging the world towards the goals that ‘Eldred v. Ashcroft’ failed 

to obtain; a strong and growing public domain that everyone can use to promote creativity and 

innovation (Lessig, 2004). The organisation is actively moving copyright towards a less strict 

practice by the rapid increase in the usage of their licenses (creativecommons.org, 2008b). 

6.4 Legal critic of DRM 

DRM has been met with legal critic from the very beginning (Ehlke, 1988), though this have 

had little noticeable effect on the development and shipping until 2006. Apples online music 

store had for a period of time offered music to Norwegian customers. As mentioned earlier 

the music sold was protected by Apples DRM system FairPlay, which not only prevented 

copying of the files, but also locked them to both Apples software player iTunes and its 

portable mp3-player iPod. This combined with other restrictions implemented in FairPlay, and 

elements from the EULAs offered when music was sold, led to a reaction from the Norwegian 

Consumer Ombudsman (Forbrukerombudet) in 2006, who claimed that Apple violated 

Norwegian consumer laws and demanded in a public letter that Apple made changes to 

comply (Forbrukerombudet, 2006a). The reply from the company showed that it was not 

adverse to make changes, but the Consumer Ombudsman felt that it left a number of issues 

unresolved (Forbrukerombudet, 2006b). The pressure on Apple increased when the case got 

international media coverage, and it increased even more when consumer organizations from 

Finland, France and Germany also joined in the complaints early in 2007 (Forbrukerombudet, 

2007). Shortly after this the co-founder, Chairman and CEO of Apple, Steve Jobs, published 

an open letter where he argued in favor of digital music to be sold without DRM (Jobs, 2007). 

A open comment to the letter written by John Kennedy, CEO of IFPI, was published already 

the next day, defending the use of DRM by arguing that it did not necessary prohibit 

interoperability, and that it enabled the music industry to employ ‘new business models’ 

(Kennedy, 2007). In April the same year Apple and EMI announces that the iTunes Store 

would begin to offer music from EMI without DRM, in addition to the regular FairPlay-

protected files (EMI, 2007). Up until this point all the major record companies had vigorously 
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defended DRM, but with this announcement the record industry began moving in the opposite 

direction. By January 2008 all of the ‘Big four’ record companies had started experimenting 

with selling DRM-free music online (Rosenblatt, 2008). 

6.5 Summary 

Because DRM is fundamentally based upon copyright law it is also fundamentally dependent 

on it. Strong local copyright protection makes the DRM strategy more effective, and vice 

versa. In addition the effectiveness is also influenced by the strength of local consumer rights; 

stronger consumer rights make the DRM approach less effective. In order to secure their 

investments it is necessary for practitioners of the DRM strategy to spend a large amount of 

resources on legal issues, though unforeseen conflicts and side effects makes the outcome of 

the investment less than certain. 
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7 User issues 
This chapter gives the background for the third part of the three part answer to why the DRM 

strategy seems to be failing. It presents a number of case descriptions that illustrates how 

users do unpredictable things, and that the consequences are very difficult if not downright 

impossible to control. 

7.1 Illegal online distribution 

Three events in the 1990’s represent the changes that began the process of making internet the 

huge arena for copyright infringement that it was destined to be. Firstly, as described in 

section 4.2, Tim Berners-Lee announced the HTML-language in 1990 and with it the World 

Wide Web, the indisputably most popular and well known feature of the Internet today. This 

changed the Internet from something mainly used by especially interested and competent 

people, usually connected to a university, to a service anyone could use and benefit from. 

Secondly, in 1995 a format for audio recordings, the MPEG-1 Audio Layer 3, commonly 

known as mp3, became widely known and gained much popularity. The WAV-format that 

was introduced in 1992 produced higher sound quality, but converting soundtracks from CDs 

generated too large files to be effectively traded across the rather slow Internet connections of 

the time. Mp3 was ideal, even if the quality was substantially lower than the original tracks on 

the CDs. The shipping of the two first portable mp3-players in 1998, the MPMan F10 and the 

Rio PMP300, further increased the popularity of the format. Again viewing the new hardware 

as a threat the RIAA tried to prevent the sale of the PMP300 by filing an application for a 

Temporal Restraining Order, with the claim that the player violated the AHRA. The 

application was denied, and the PMP300 shipped, though delayed enough to become the 

second player on the marked rather than the first. Thirdly, also described in section 4.2, in 

1999 Shawn Fanning and Sean Parker created and released the Napster program. The 

software was distributed through a web site and quickly became far more popular than 

existing peer-to-peer systems like ‘Scour’. The RIAA filed a lawsuit against the service the 

same year, but it was not shut down until 2001, allegedly with more than 25 million users on a 

worldwide basis (comScore, 2001). By the time of its demise other services were ready to 

pick up where Napster left off. New services also changed the way the network operated, e.g. 

by moving from a centralized database to a semi-centralized one (KaZaA) to a fully 
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distributed one (Gnutella) (Biddle et al., 2002), partly in an attempt to keep the service itself 

legal even though it could be used to distribute content illegally. Other developments include 

new and improved protocols and greater anonymity. 

At the point where Napster was prosecuted the law had made another effort to close 

the holes that the new technologies had found. The WIPO had issued its Copyright Treaty, but 

it had yet to enter into force, and many nations had not changed their laws accordingly. USA, 

however, had done just that in 1998, with the DMCA, and the RIAA was and is using it 

extensively in many of their lawsuits. 

While technological advances concerning the production and distribution of text did 

not demand any adaptations of the law in the century to come the law nevertheless expanded 

its scope, e.g. so that the authors’ privileges included the right to translations and derivative 

work. Also, at times when the law has adapted to new technology such as the Internet and the 

WWW, text has simply been included. So far illegal distribution of digital text over the 

Internet has not created as much attention and noise from the textual industry as the sound and 

movie content industry have, though this might still change if the coming e-books and e-book 

reading devices gain enough popularity. 

7.2 Circumventing digital video 

The movie format that won the commercial marked after VHS was DVD. What the three 

letters stand for has never been officially confirmed, but the two most commonly used 

alternatives are ‘Digital Versatile Disc’ and ‘Digital Video Disc’ (Parker, 1999). The DVD 

specification was finalized in 1995, and subsequently appeared on the marked in 1996/7. The 

content industry had learned from their earlier attempts at adding content protection systems 

after the media was released, so DVDs were protected from the very beginning, using a new 

DRM system called Content Scramble System (CSS). The system used 40-bit encryption, a 

relatively weak protection at the time as demonstrated by the EFF and their ‘DES Cracker’ 

machine in 1997 (eff.org, 1998). The reason for the fairly vulnerable encryption was that U.S. 

law in 1996 prohibited exporting algorithms with larger key lengths than 40 bit without a 

case-by-case license. The effect of the CSS is primarily twofold. It effectively hinders direct 

copying of the content, because it is encrypted, and it forces manufacturers of DVD-players 

and software to make their products comply with it, and consequently the license following it, 

in order to be able to play back the content. In addition to the CSS the plates and players are 
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also usually equipped with a region code system, dividing the world into 6 regions. This 

system is designed to control where in the world the DVD can be played, in order to gain 

more control over release dates, pricing and other aspects of distribution (accc.gov.au, 2000). 

It is, however, dependent on the DVD player or playback software to look for and enforce the 

region setting to work, and many playback devices are set up to be so called ‘region-free’, 

allowing DVDs from all regions to be played. 

The CSS was compromised in 1999, with the release of a small application named 

DeCSS, able to decrypt the encrypted content on a DVD plate. Only one of the three creators 

became known, the Norwegian teenager Jon Lech Johansen. In 2002 the Norwegian National 

Authority for Investigation and Prosecution of Economic and Environmental Crime 

(Økokrim) prosecuted him for having illegally accessed the content on the disk, and thus 

caused damage to the copyright holder. The case was reported to Økokrim by the DVD Copy 

Control Association, the corporation responsible for licensing CSS, and the MPA, and started 

in 2002. Johansen claimed that he participated in creating DeCSS because the DRM system 

prevented him from playing legally bought DVDs on the DVD player in his computer, which 

ran the operating system Linux. At the time there no software for Linux that was compliant 

with the CSS license existed. Johansen was acquitted early 2003, and Økokrim appealed to 

the appeals court of Borgarting Lagmannsrett. The following trial took place in 2003, and 

Johansen was again acquitted. On January 5th 2004 Økokrim announced that they would not 

appeal the case to the Supreme Court. 

7.3 Circumventing high definition digital content 

High definition digital images for TV was announced as early as 1990, but due to high 

expenses concerning equipment able to properly display the content it was not commercially 

available until the early 2000. Following its entry to the commercial marked was high 

definition plates, the successor to DVD. Two formats were announced to be the major 

candidates, HD-DVD and Blu-ray, though a number of other high-quality formats were also 

developed. Both used the fairly recently developed Advanced Access Content System 

standard for the DRM system protecting the content, and Blu-ray also included additional 

security systems. As with most other DRM systems AACS was announced to be able to 

protect the content from unauthorized use, such as sharing the content online, but the tension 

was high enough that Andrew G. Setos, chief of technology at Twentieth Century Fox, held 
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this to be the last chance at succeeding with DRM (Neset, 2005). His fears proved to be well 

based, for one year after Blu-ray became available on the marked a hacker nicknamed 

‘muslix64’ circumvented the DRM system on both HD-DVD and Blu-ray (forum.doom9.net, 

2006a). A small open-source utility called BackupHDDVD that assisted in decrypting AACS-

protected films was released in January 2007. To operate it one needed the decryption key, a 

128-bit number normally presented in hexadecimal form, used on the particular production of 

a disc, but a description to how these keys could be obtained was also soon published. Later 

versions of the utility used processing keys, which worked on all discs produced so far. The 

industry changed their keys, but the new ones were quickly discovered and published on the 

Internet. This caused AACS Licensing Administrator (AACS LA), to issue so called ‘Cease 

and desist letters’ to owners of an increasing number of web pages displaying the keys, 

demanding their removal or facing legal action. One such letter was sent to the web service 

‘Digg’, a popular site were users can recommend other web pages, which then appears as 

links on the Digg main page. The management of Digg removed the links to pages displaying 

the keys, but this caused its users to recommend other sites with the keys in such an amount 

that the management were unable to keep up with the removals. The 1st of May 2007 the 

founder of Digg, Kevin Rose, announced in a blog post that they would stop removing links 

to the relevant pages because the users did not want them to. The post also included the 128-

bit number in question (Rose, 2007). With a rapidly increasing number of pages showing the 

number in question AACS LA was themselves forced to desist hunting them down. A large 

number of actors and media channels criticized AACS LA for trying to shut down web pages 

simply for publishing a number, pages that in most cases contained no information about how 

to use the number to decrypt content protected by the AACS standard. In the aftermath of 

these events the AACS LA tried to adapt the standard to secure the first breach and prevent 

future ones. All attempts so far have been quickly circumvented, at least one of them a week 

before its official release. 

7.4 User communities 

Online user communities have formed since the beginning of the Internet, and today one may 

find groups dedicated to discussing and exercising practically any subject imaginable. Some 

of these become very popular, gathering a large body of participants who possess and, more 

importantly, share vast knowledge of the subject in question (Lin and Lee, 2006). It is little 
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surprise that a number of more or less defined communities dedicated to the circumvention of 

DRM systems have formed. Some are mainly concerned with the actual circumvention, while 

others have distribution of the unprotected content as their primary purpose. 

7.4.1 The Doom9 website 

The website www.doom9.net was started in March 2000. According to its ‘About’-page 

(doom9.net, 2008) the intention was to share the originators experiences with ‘ripping’ DVD 

plates, i.e. copying the content to a file on the hard disk drive, as he himself had experienced 

difficulties finding good documentation and resources when he first attempted it. Only months 

later he was approached by journalists, and as the site grew in popularity so did its content 

and services. In the very beginning its only content was a two-page word document, in 2001 

the site registered 23,000 visitors a day, and in 2005 it had more than 400 individual pages 

and ‘a considerable software archive’. According to statistics released on the site the average 

monthly traffic exceeds 800 GB in total. One of the most important features is the forum, 

which is the meeting place for the community that has developed around the site. As of June 

2008 the forum counts 137,787 registered members, more than a million posts and an average 

monthly traffic of about 70 GB (doom9.net, 2008). While information and software found on 

the site obviously can be used to circumvent DRM systems in order to distribute the content 

illegally, the expressed intention and purpose of it is to help people exercise their right to 

make backups of legally bought content, as well as providing a framework for the community. 

88 

 

The site gained even more international attention than usual early in 2007, when the 

news that the forum user ‘muslix64’ had circumvented the AACS system protecting HD-

DVD and Blu-ray reached the headlines of news services like BBC (2007). The content and 

DRM industry is no doubt paying close attention to the activity using the site, and has 

occasionally attempted to take action if they find reason for it. In 2006 Microsoft attempted to 

file a lawsuit against the person behind the forum alias of ‘viodentia’ for using their 

copyrighted source code when developing FairUse4WM, a tool designed to circumvent 

Microsoft’s Windows Media DRM (Rosenblatt, 2006). The case was dropped some time later 

when it became clear that they were unable to identify the actual person behind the alias, but 

in a way that left open the possibility of re-filing it if they should be more successful in the 

future (Hruska, 2007). So far the service itself has avoided being targeted by the content and 

DRM industry, even though it obviously assists in distributing methods and tools made to 

circumvent DRM systems. 

 



 

7.4.2 The Darknet 

According to Biddle et al. the Darknet is ‘a collection of networks and technologies used to 

share digital content’ (2002), the majority of which is copyrighted material distributed 

illegally. As such, it is not a single large distinctly defined community, but rather a number of 

different networks and/or communities based on the use of certain internet protocols and 

software applications. The early Darknets operated by exchanging content on cassettes or 

floppy disks, either in person or by postal mail. They have often been labeled ‘Sneaker nets’, 

referring to the shoes of the person who transported the copies. In the late 1990s the Darknets 

expanded to make use of the Internet, but the ‘Sneaker nets’ continues to operate, though on a 

far smaller scale than its online equivalent. The online Darknets can be divided into two 

categories: open and closed. 

The open category contains networks like the first Napster and the recent Pirate Bay, 

where anyone with the proper software can participate. They are visible, in the sense that their 

web sites show up on search engines and passwords are rarely required to make use of or read 

about the service. These Darknets frequently appear in the media, most often when they are 

being legally prosecuted or shut down, and are probably the ones most people associate with 

the term ‘file-sharing networks’. The Pirate Bay, one of the most popular and widely used 

services, has more than 2.7 million registered users and an estimated 25 million unique 

visitors per month (TorrentFreak, 2008), placing it among the 100 most visited domains in the 

world (alexa.com, 2008). While the networks are distributing vast amounts of content they are 

nonetheless dependent on users contributing to the library, either by uploading new content or 

assisting in distributing what is already available. Movies and music dominate the most 

popular content shared (thepiratebay.org, 2008), but other content such as software and e-

books are also apparently readily available. One important problem with an open Darknet is 

that they may be, and are, used to distribute malicious code disguised as regular content. The 

visibility also makes these services vulnerable to legal prosecution, both towards the people 

running them and the people making use of them. 

According to a study from 2001 the amount of publicly available information on the 

WWW at the time was 400 to 550 times larger than that on the commonly defined and easily 

accessible web (Bergman, 2001). The main reason for this was that most of the information 

was located in the so called ‘deep web’, stored in ways that standard search engines was 

unable to find. The study discovered that 95 % of the 7500 terabytes of information was not 
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subjected to fees or subscriptions, which means that 375 terabytes, approximately 20 times 

more than the 19 TB that constituted the content of the ‘surface’ web, was not publicly 

available. These numbers are much higher today. While the deep web study estimated that the 

surface web contained one billion web pages in 2001, a web service making daily estimates of 

the size of the surface web stated that it contained more than 63 billion web pages in June 

2008 (worldwidewebsize.com, 2008). Because search engines have improved since 2001 it is 

possible that more of the deep web is indexed today, though it is fair to say that the amount of 

information that is not easily reachable today is bigger than one can imagine. The closed 

Darknets are part of the information that is not easily accessible.  Contrary to the open 

networks these groups are usually very selective as to who can participate, often requiring that 

an existing member vouch for the aspiring one before he can gain access. In addition to the 

restricted access the networks usually employ strong security measures, such as encrypting all 

traffic with the SSL protocol, mostly because of the illegal nature of the activity taking place 

within the groups. The extended community that includes all the individual groups is often 

referred to as ‘The Scene’ (Bie, 2007). A large number of groups operate within the Scene, 

many of which originated in the 1980s (wikipedia.org, 2008c). The groups often specialize in 

circumventing or cracking protection measures on particular types of content, such as PC 

games, TV-series, operating systems, etc. The cracked product is then released and distributed 

through closed Darknets. Groups often compete at being the first to produce a cracked version 

of newly released content, and the winners gain credit and respect from others. The Scene is 

believed to be one of the main sources of content provided to open Darknets, though members 

of the first have expressed distaste for open file-sharing services like The Pirate Bay, claiming 

that the latter is both ‘stealing’ from the Scene and increasing the risk of being caught for both 

parts (Bie, 2007). 

7.5 User preferences 

The number of people using Darknets to illegally distribute and download digital content is 

easily in the several tens of millions, even when the number is at its lowest due to actions 

taken by the content industry and officials. However, this is but a small percentage of the total 

number of Internet users, which is estimated by one to be more than one billion people 

worldwide (cia.gov, 2008). According to two surveys conducted by the INDICARE project 

(Dufft et al., 2005) (Dufft et al., 2006) approximately 70 % of the nearly 250 million 
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European internet users have experience with music on a computer  and 60 % have watched 

videos on one. Though the numbers of regular users are lower, with 34 % for music and 22 % 

for video, consumption of digital content on computers is definitely rising. It is therefore 

somewhat troubling, particularly for the DRM vendors and content providers, that the surveys 

also showed that more than 85 % of the European internet users either do not know or do not 

have a clear idea of what DRM is. A natural consequence of this is that most people who 

obtain content with DRM protection do not know that the usage of the product probably is 

restricted in some way, and this becomes rather problematic when the surveys also shows that 

the key demand of consumers is interoperability, with the possibility to burn, share and store 

the content as other major requests. Both surveys additionally stated that most consumers 

want the product to be flexible rather than restricted, and that they are willing to pay more for 

it in order to get access to these options. Because a majority of today’s youth are accustomed 

to DRM free content, primarily obtained from CDs or through file sharing networks, this 

preference is not likely to change in the future. 

7.6 Summary 

Consumers of digital content are not a passive group that use the product exactly the way the 

vendor wants them to. Technological attempts at regulating what can and cannot be done with 

it are quickly thwarted, and entire communities dedicated to both legally and illegally 

circumventing them have formed on and off the Internet. Additionally, the majority of 

consumers are not familiar with the concept of DRM, or have only vague notions of what it 

implies. Despite this a majority of users are willing to pay a higher price for content with 

flexible usage right. The public’s generally negative opinion of DRM makes it difficult for 

vendors to defend the use of it. 
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8 Discussion 
With the background given in chapter 5, 6 and 7 this chapter aim to discuss the research 

questions presented in the introduction. It begins with a possible explanation as to why DRM 

appeared in the first place as well as its initial goals. The next part looks at DRM as an IS 

project, and discusses if it has succeeded or failed as this. Because the DRM strategy involves 

more than just the technical solutions the next part gives an introduction to the DRM network, 

based on ANT, in an attempt to gain a fuller understanding of how the DRM approach 

functions. Finally the effectiveness of the regulation attempts that the DRM network does is 

evaluated. 

8.1 The beginning 

In order to determine whether a project has succeeded or not it is important to determine the 

goals the project is meant to achieve. When the project stretches over some time it is not 

uncommon that the goals change. This is certainly the case for the DRM project. It is difficult 

to say exactly when the idea of using technology to prevent illegal copying and distribution 

first appeared, but the initial attempts at making a working solution were probably conducted 

in the late 1970s and early 1980s. At this point technological determinism was a predominant 

view in the British industry and government (Williams and Edge, 1996), and it is reasonable 

to assume that it was a fairly accepted notion in other western nations as well. It is therefore 

no surprise that the content industry believed that technical protection measures could solve 

the increasing problem of copyright infringement, and so invested in the development and use 

of DRM systems. The Macrovision system became the de facto standard for Hollywood 

movies released on VHS, effectively reducing the quality of any copy made, though, as 

mentioned, it required a video recorder with the AGC system to work. Fairly cheap technical 

devices called ‘signal cleansers’ developed to circumvent the system soon appeared on the 

marked, quite legally at the time. In hindsight, this initial conflict can be viewed as a 

simplified indication of times to come; the industry trying to control social behavior with 

technology, and the society responding by circumventing the attempts with more technology. 

However, while the industry obviously believed that technology could have an effect they 

nevertheless backed it up with more traditional means like advertisement (wikipedia.org, 

2008d) and lobbying for stronger legal protection. This indicates that while they adopted a 
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technological deterministic approach the hard version of the doctrine was never the sole point 

of view. After all, the technological strategy was new and untested, especially compared to 

the marketing and legal approaches with which the industry already had long experience and a 

fair amount of success. The late 1980s and early 1990s saw the scientists’ dominant view on 

technology move towards a more balanced one, which recognized the social aspect of 

innovation as well as the technological (Williams and Edge, 1996). The belief that technology 

can at the very least assist in solving the copyright infringement problem seem to remain, 

however, as the DRM approach has not yet been abandoned despite its lack of obvious 

success. 

8.2 DRM as an IS project 

The home computer is the main target of DRM systems. Today most computers are equipped 

with both CD and DVD players, which makes them ideal tools for copying digital content, 

whether it is audio, movie, text or software. Simply put, the primary goal of a DRM system is 

to control the users’ access to the content. The vendor may have other intentions with the use 

of it, such as offering content which can only be viewed for a period of time for a lower price 

than the same content without such restrictions, or allowing the content to be played on a web 

service without the possibility of downloading it, but all such features are dependent on the 

access control; if that fails, everything else will also fail. Identifying the essential purpose of 

DRM should make it easier to consider the degree of its success. 

Viewed as an IS project it is fairly obvious that the DRM approach of today has failed, 

though it is difficult to determine the type of failure it represents. Looking at Løberslis failure 

manifestation categories (Løbersli, 2008) it can be argued that it fits into the category of 

product failure caused by unrealistic assumptions, both about the technology and its use and 

effect. DRM vendors certainly advertise their products as ‘secure’ today (microsoft.com, 

2008b), as they have done since the beginning of DRM, even though documented methods of 

circumventing them are freely available on the WWW (forum.doom9.net, 2006b). They might 

have had unrealistic assumptions about their products efficiency and resistance to 

circumvention, and this might have caused their customers to assume that it would prevent or 

at least lower the amount of illegal file-sharing. From this point of view it is relatively clear 

that the DRM case can be classified as a product failure. Most, if not all, DRM systems are 

circumvented and the use of DRM has minimal effect on file-sharing (Rosenblatt, 2007b). 
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However, these assumptions have ‘met the real world’ a long time ago, and it is increasingly 

unlikely that anyone in the DRM business or the content industry still hold them to be entirely 

true21. So, given that the assumptions are no longer valid it becomes more difficult to argue 

that it fits any of Løberslis failure classes. This does not mean that the DRM project has not 

failed; just that it is becoming increasingly difficult to convincingly place it in one of the 

categories identified by him. 

It is also difficult to claim that the DRM project as a whole has failed by using the IS 

failure concepts Løbersli gives. As mentioned above it is possible to argue that the 

performance of DRM systems is unacceptable given that they are frequently circumvented by 

pirates, and by this it is failing to meet the expectations of the stakeholders. The argument of 

modified assumptions can be used again here, though. Even the MPAA admit that the 

intention of DRM is no longer to guarantee absolute security from commercial pirates but to 

‘keep honest people honest’ (Attaway and Seltzer, 2006), so it cannot easily be used as an 

argument that the project has failed. If the intention of DRM, at least from the MPAA point of 

view, indeed is to ‘insure that most consumers will keep the deal they make with movie 

distributors’ the DRM project has to be categorized as a radiant success. It is, however, not 

likely that DRM is the primary reason why the vast majority of people refrain from infringing 

copyright when renting or buying movies. Honest people will by definition remain honest, 

even without complex technological protection measures; it would be sufficient to simply 

inform them about what is legal and what isn’t to obtain this goal. If the technology is not 

directed towards those who attempt to circumvent it, it is difficult to explain why so much 

time and resources is spent on making it more secure. While it seems fairly appropriate not to 

label the IS project of DRM as a failure, it is not altogether fitting to label it a success either. 

DRM for music is slowly being replaced with watermarking and fingerprinting technology 

often combined with filtering techniques (Rosenblatt, 2007c), though it is not likely that it 
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21 In an e-mail exchange with Alex Jacob of the IFPI he claims that Paul Kocher of cryptography.com shows 

how a ‘mathematically proven 100 % perfect DRM system’ can be made (Jacob, 2007). The report he refers to 

does indeed state that strongly encrypted content is secure from all the best known attack methods, yet also 

emphasizes that ‘compromises are virtually inevitable’ due to implementation weaknesses in products and 

protocols (Kocher et al., 2003). Misunderstandings like this may lead individuals to believe that perfect DRM 

systems are possible, though as all evidence point to the opposite these beliefs are likely disappearing. 

 



 

will disappear entirely. Online subscription services like today’s Napster is dependent on 

DRM to work and some consumers prefer to use this kind of service. Using Løberslis ‘belated 

wisdom-failure’ concept (2008) yields a rather good summary of the situation: It is possible 

that at least a number of DRM supporters regret that the DRM project was started in the first 

place, thus classifying it as a failure, but it is less than probable that they will ever announce 

this. It is, however, possible to evaluate the different goals individually. As a security tool it is 

by admission a fairly obvious failure project, but as a tool for enabling different business 

models it has not failed, at least not according to its supporters. 

8.3 The DRM network 

As mentioned the essential objective of a DRM system is to control access to the content. 

However, DRM systems are only one set of actors in a much bigger actor-network 

determining how digital content is distributed and used. It is possible to identify five actors in 

a sub-network that can be called the DRM network, as shown in figure 8.  

 
Figure 8 - The DRM actor-network 
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The DRM network consists of the main actors that affect the DRM approach. The first actor 

includes all technological protection measures that can be classified as DRM systems. Other 

technologies, such as watermarking and fingerprinting in combination with filtering, are also 

part of the bigger network, but they do not fall under the DRM umbrella and are thus not 

included in this actor. Examples of technologies that fit in this actor-category are FairPlay, 

Windows Media DRM and CSS. AACS as a specification does not fit here, but the DRM 

system used on Blu-ray disks that is based on it and often referred to with the same name 

does. The second actor is closely connected to the first, and includes all Rights Expression 

Languages. It must be considered apart because RELs do not have to be connected to a DRM 

system, as the CC REL is an example of. Copyright law is the primary focus of the third actor, 

though it also includes other laws that are relevant for the use of content, such as privacy and 

consumer law. Landmark cases and legal practise are also a part of it. The fourth actor 

includes all forms of information that influence the public in either direction, including paid 

advertisements, press releases and independent media coverage. Finally, the fifth actor 

encompasses all technology used to play back digital content. This actor is included because 

DRM systems are dependent on playback technologies to be designed to handle DRM 

protected content in order to work. It is also an obligatory passage point, because digital 

content cannot be viewed at all without it. This actor-network essentially describes how DRM 

is functioning. It is important to notice that while the content industry can exert influence on 

all of the actors they are not alone in this capacity. Information and the law in particular are 

susceptible to other actors and not easily aligned, and the law also regulates the other actors in 

the network.  

The overall goal of the content industry is to ensure that its business remains profitable. 

In order to achieve this it perceives that one of the main challenges it faces is to gain control 

over the use of copyrighted material. An important part of the strategy to achieve this is 

aligning the DRM network to their advantage. The DRM actor is entirely dedicated to this, 

because its main task is to control access to content. The REL actor is dedicated to merely 

creating a language that can be used in a variety of ways, and is probably the most neutral of 

the five. While the industry is spending a lot of resources on aligning the law towards their 

goal other actors do the same. Both individuals and organisations are working to reduce the 

scope and strength of copyright law, both by lobbying and defending themselves against 

lawsuits. The information actor is probably the most open actor in the network as anyone can 
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voice their opinion on digital content and copyright. Advertisement campaigns are probably 

more effective than single web pages, but the information actor is more easily swayed than 

the rest, and is as such both worthy of attention and an unreliable actor to trust. As mentioned, 

the industry is dependent on playback technologies for DRM systems to work, but the vendors 

of such technologies are also dependent on having content to play. Thus manufacturers of e.g. 

DVD and Blu-ray players, both hardware and software, must to a certain degree align 

themselves after the wishes of the industry. But because of the large amount of unprotected 

content available other playback technologies does not have to include DRM-schemes to 

become popular. The overall alignment of the DRM network is therefore susceptible to 

influence from many actors, which is part of the explanation why the DRM approach does not 

work as the industry intended. 

Another expressed goal, which is more or less already reached, is to enable a wider set 

of business models for digital content. Technology developed to control access and use of 

content may have failed to repel attacks from pirates, but they work effectively against the 

average user. This allows the industry to sell content with different grades of restriction at 

different price levels to honest customers who accept these conditions. While it in later years 

has been presented as one of the primary objectives of DRM systems, enabling different 

business models is nevertheless just a side effect of the industry’s attempts to align the DRM 

network towards controlling digital content. 

8.4 Disruptive regulation 

So far the DRM strategy has been quite costly; a report by Insight Research in 2007 predicted 

that worldwide spending on DRM would reach $ 1 billion by the end of 2007, and increase to 

$ 9 billion by 2012 (Jaques, 2007). Feedback from the marked suggests that the only effect 

the effort has produced is that it ‘keeps honest people honest’. It has no particular effect on 

piracy (Rosenblatt, 2007b), it does not protect the content from determined attackers (Kocher 

et al., 2003), and pursuing the strategy has alienated the industry from many of its customers, 

e.g. through the many lawsuits filed against individuals (Halderman, 2002) (eff.org, 2007). 

Legal action has led to a number of illegal online distribution services being shut down, but 

others have replaced them almost immediately. To understand why the regulation attempts 

have failed it is necessary to look at several different aspects. 
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As described in chapter 5 controlling new technologies is never an easy task, and in a 

rapidly developing and extremely plastic environment like the Internet it is even more 

difficult than in the solid world. DRM advocates, particularly the developers, generally praise 

both the effectiveness and the outcome of using the technology to regulate user behaviour, 

and it is clear that the average user of digital content follows the rules that DRM systems set 

often even without realizing that the content is protected. The common reaction when the 

restrictions are discovered, however, is almost exclusively negative (Dufft et al., 2005) (Dufft 

et al., 2006). It is, as described in chapter 7, very difficult to predict the public response to 

new technology, and even harder to regulate it. One reason why consumers have reacted 

negatively to DRM systems is the difference it created between the use of digital and 

analogue content (Lessig, 2004). Books, magazines, gramophone records, cassettes and video 

tapes could all be accessed as long as the physical medium was not damaged, and one was 

free to borrow it away or even sell it as second-hand items after use. Consumers were also 

usually able to create backup copies in case the original was damaged, stolen or lost, 

particularly in the case of cassettes and video tapes. The technical solution of digital content 

simplified and enhanced these possibilities to a far greater level than before, and because the 

majority of digital content was not protected with DRM consumers quickly became used to 

the ease with which one could swap files legally. Removing these options restricted what had 

become the established way of working. Another reason for the disapproval is that DRM can 

be seen as an invasion of privacy. By regulating the uses even after the consumer had bought 

the product the content industry extended their reach into the homes of their customers. A 

third reason, described in chapter 6, is that the restrictions usually prevent consumers from 

exercising their legal consumer rights, as protected by the U.S. ‘fair use’ doctrine and similar 

laws in other countries. The last two consequences have been strongly criticized by free 

speech and consumer right organizations. While these reactions demonstrate that DRM 

systems indeed works against the average consumer they are also aligning the information 

actor in the DRM network in the opposite direction of what the industry want. 

Murray (2007) has given a simplified model of how the content industry has attempted 

to regulate the online actor-network in order to achieve more control of the digital content, 

and how the network has responded. Using this as a starting point it is possible to gain a better 

understanding of why the network has reacted the way it has. The industry is dependent on 

strong legal protection of content, so naturally they work and lobby for changes in copyright 
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law to suit their needs. The response has been the establishment of consumer rights 

organisations like EFF and FSF who work and lobby to secure the rights of consumers 

(eff.org, 2008a). EFF has aided individuals in legal battles against the industry, and though 

U.S. copyright law has been strengthened with new acts the decisions made in Supreme Court 

in the last fifteen years have limited the scope of intellectual property rights even more 

frequently than it has expanded them (Samuelson, 2006), thus reducing the effectiveness of 

the DRM strategy. Another reaction has been the establishment of CC, who use existing law 

to create copyright licenses with fewer restrictions. The use of DRM to control content has led 

to the establishment of several communities who circumvent them both legally and illegally. 

The legally oriented communities focus on securing consumers rights to create backups and 

make content interoperable. Other communities are merely interested in continuing illegal file 

sharing as they have done for years. When the industry has succeeded in shutting down file 

sharing networks through legal means others have been established, usually with technical or 

geographical changes that makes it more difficult to shut them down again. Surveillance of 

internet traffic has led to more use of encryption, not to mention criticism from the 

aforementioned consumer rights and free speech groups. Advertisements meant to encourage 

legal use of content and discourage piracy have been ridiculed and parodied. As predicted by 

both Murray (2007) and Black (2002) every attempt at regulating the matrix from the outside 

has produced a number of unforeseen reactions, many of which are negating or at least 

reducing the effect of the initial changes made. 

According to Murray (2007) the key to successfully regulating a complex environment 

lies in investing a lot of time and resources in modelling how it functions as accurately as 

possible, design a regulatory intervention that is using the existing information flow, and, 

most importantly, monitoring how the network reacts and modify the intervention if the 

reaction is negative. A fairly obvious starting point for regulating the online file sharing 

communities would then be for the content industry to embrace file sharing technology and 

include it as part of the business model rather than to try to fight it with disruptive regulation 

interventions like DRM systems and lawsuits. Suggesting a detailed alternative business 

model is already done extensively by others (Syversen, 2004) and would be outside the scope 

of this thesis, but acknowledging that file sharing is here to stay would be a natural first step 

that the content industry has yet to make. 
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9 Conclusions 
DRM technology is part of a greater whole; its history is intimately connected to the far older 

history of intellectual property and copyright, it is part of, but also separated from the history 

of the Internet, and it is an actor in an actor-network who decides how digital content is 

distributed and used. The basic goal of the technology is to control access to said digital 

content, which it achieves with a reasonable degree of success, at least when it comes to the 

average user. This enables the content industry to offer business models like rental of digital 

music to average consumers. The basic goal of the DRM network, however, is to control the 

use of the digital content altogether, which it so far fails to do. The main reason behind this 

failure is that it only takes one skilled person to find a way around a security measure in order 

to distribute the unprotected content to millions of others. In its attempt to protect the content 

from the skilled people the industry has designed DRM systems that causes problems for the 

average users, such as removing the option of backing up legally bought content or denying it 

to be played on other equipment than what is approved by the vendor. The general trend is 

that consumers dislike the restrictions that DRM imposes, but companies insist that the 

technology is advantageous for both industry and customers. 

It is not uncommon to hear big companies and organizations deny what almost 

everyone else sees as the more or less obvious truth, especially when it comes to failure 

stories. One prominent example is the DRM system XCP mentioned in section 5.2.2, used on 

a number of releases from Sony BMG. Sony denied the discoveries made for as long as 

possible, until the company was forced to withdraw the releases from the marked and make 

amends (Schneier, 2005). It seems that most DRM advocates have adopted this particular 

approach in regard to the use and usefulness of it. It was not until Apple, marked leader in 

portable media players and the first company to obtain a notable success with online music 

sale, publicly criticized DRM (Jobs, 2007) that the music industry seemed to seriously reflect 

upon why they so strongly insisted that this was the solution. Today it appears that the music 

industry have softened their previous rigid views on DRM, as all of them now offer DRM-

free digital content for sale online. With this the content industry has been divided in their 

view upon the technology, as the movie industry continues to promote DRM as strictly 

necessary for their business, both online and offline. In addition it may seem that the trade 

groups representing the music industry, such as RIAA and IFPI, are advocating DRM more 
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strongly than the companies they represent. It is, however, only Apple who has publicly 

expressed any form for regret that they have applied the technology to the products they sell. 

Because the industry have found a different and more successful way of using DRM it is 

unlikely that they will ever admit that the initial strategy has been, and still is, far more of a 

failure than a success. 

One interesting aspect of the history of DRM is that it is rather uncommon that the 

actual producer of DRM systems enters the spotlight of media, it is more often than not either 

the company who bought and used the system, like Sony BMG, or trade groups like BSA, 

MPAA, RIAA and IFPI. Notable exceptions to this are Microsoft with its Windows Media 

DRM, and Apple with its FairPlay. This means that the producers and vendors rarely receive 

the weight of the critique directed towards their product. Compared to Microsoft, who is 

usually blamed for virtually every computer error that occurs regardless of the hardware, 

third-party software, seller-customized configuration or other factors, DRM vendors are 

hardly criticized at all. It would be interesting to examine the reasons behind this, but that 

would be far beyond the scope of this thesis. Another subject that might be further studied is 

whether it was the content industry that created the marked for DRM by demanding it or the 

vendors who convinced the content industry that it was the future of content protection.  

9.1 Future trends 

It is fairly normal to predict the future by looking at the past, and the field of DRM is no 

exception to this. One challenge with DRM is that it has developed along three different lines; 

the technical, the legal and the social. The technical line is the simplest to follow, and thus 

also the simplest to draw into the future. DRM started as rather simple technologies, and has 

been developed to be more secure, more complex and with more functionality. It is not 

difficult to foresee that future DRM systems will be even more secure and complex, and will 

probably include more functionality as well. It is, however, unlikely that they will ever 

become sophisticated enough to enforce the law perfectly, nor that they will grant perfect 

protection from attackers. Recent trends suggest that the focus of DRM systems will be 

oriented more towards functionality than security, at least officially, in order to offer a wide 

variety of differently priced services for customers who prefer this. For this purpose at least it 

is fair to assume that DRM systems will not be abandoned. The content industry has found a 

justified niche for it, and as long as it remains profitable there is no reason to abandon it 
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completely. While DRM failed to prevent illegal online distribution of copyrighted material 

this does not mean that the technological approach is abandoned. The technology most likely 

to take over where DRM left off is watermarking and fingerprinting in combination with 

filtering. There is little, however, to suggest that this approach will work better than the last 

one.  What seems to be the only effective way of temporarily reducing illegal file sharing is 

by using legal means (Biddle et al., 2002). 

The legal line is somewhat different. The letter of the law has been changed to provide 

more protection for intellectual property, both digital and analogue, but the legal practice has 

not reflected these changes as much as the industry would have liked. Courtroom decisions 

have both expanded and limited the scope of copyright protection, and as such have retained a 

balance between the copyright holder and the public. It is unlikely that the legal protection of 

DRM will disappear anytime soon, though it is equally unlikely that legal action taken against 

copyright infringers will be based on the circumvention of DRM rather than distribution of 

the content. As for privacy law it is reasonable to assume that it will continue a pendulum 

motion between stronger and weaker protection, depending on the political situation. When 

privacy law is strong the DRM strategy will be less effective, and vice versa. 

Foreseeing the future of the social line is probably more risky than the other two, 

because public ingenuity and behaviour is, as noted earlier, notoriously difficult to predict. A 

few assumptions may, however, be made with an amount of certainty. When a popular file 

sharing system is shut down the users will find or create alternatives. It is also fairly likely 

that as new and improved online business models emerge, with good technical solution and 

reasonable prices, the majority of consumers will prefer these to the more risky illegal file 

sharing. It is, however, extremely unlikely that the latter will ever disappear completely. 

Whenever a new DRM system is designed someone will find a way to circumvent it, either 

directly or indirectly. Overly strict systems will receive negative feedback, which will affect 

their popularity and use. And honest people will remain honest, whether or not the digital 

content they buy is protected by technology. 
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Appendix 
 



1870 Photographs included in US copyright law

Year Media/technology DRM Copyright Actors
1440s Movable type printing press Johannes Gutenberg

1475 First English book in printing William Caxton
1476 First MT printing press in England Government register of printers
1504 Facques gets e

official docume
xclusive right to print 
nts

William Facques

1530 Theological books to be pre-approved
by the church

1538 New books to be pre-approved
1557 Publishing monopoly to RSC Royal Stationers Company
1695 Monopoly of RSC expires
1710 Statute of Anne 
1774 Donaldson v. Beckett, Public domain
1787 U.S. Constitution with copyright 
1790 US Copyright Act of 1790
1798 Lithography
1839 Daguerreotypes
1847 Rotary press
1860 Animated 2D images
1863 Fourneauxs' Mechanical piano

1870s Praxinoscope
1870 Photographs included in US copyright law      

1877 Recording Cylinder/Phonograph
1880s Motion pictures

1883 Music roll patent Paris Convention signed
1887 Berne Convention signed
1888 Photographic film
1891 International Copyright Act of 1891
1893 BIRPI
1895 Gramophone record
1898 Wire recording
1908 Photo, audio re

included in Ber
cordings and cinema
ne convention

Motion Picture Patents Company

1909 MPPC enforces license monopoly
1911 Sound recordings protected in the UK
1915 MPPC looses control over movie patents

1920s Radio broadcasting 
1922 MPAA
1928 Television
1930 Magnetic tape
1933 FM radio IFPI
1945 MPA
1948 Vinyl, cable TV
1952 Universal Copyright Convention RIAA
1956 Audio/video by radio signals protected

in the UK
1957 Stereo vinyl



1990 WWW digital HDTV announced EFF InterTrust

1963 Compact cassette
1969 Micro/mini cassette

1970s Spoiler signal for vinyl?
1970 BIRPI changed to WIPO
1971 E-mail Berne Convention revised in Paris
1972 VCR, Memorex R/W floppy disk
1974 WIPO into U.N.
1975 Betamax Digital Audio, PC Microsoft
1976 VHS US Copyright Act of 1976 Apple Inc
1978 Laserdisk
1979 Walkman
1980 USENET
1982 CD, PostScript format Adobe Systems
1983 Macrovision Corporation
1984 Macrovision DRM for VHS Sony v. Universal (Betamax case)
1985 Audio Interchange File Format, FTP, mp3
1985 HiFi VHS
1987 Digital Audio Tape, GIF-format
1988 CD-R, IRC Berne Convention Implementation Act BSA
1989 U.S. joins the Berne treaty

1990s CD copy prevention systems
1990 WWW digital HDTV announced,   EFF InterTrust, 
1991 Minidisc
1992 WAV-format, JPEG-format SCMS Audio Home Recording Act
1993 PDF
1994 TRIPS
1996 DVD CSS WIPO copyright treaty
1997 CD-RW Hotline Connect, mp3.com
1998 MPMan F10, RIO PMP300 Copyright Term

RIAA files laws
 Extension Act, DMCA, 
uit against PMP300

SDMI

1999 DVD-Audio, Super Audio CD, WMA Cdilla, Microsoft Media DRM, DeCSS RIAA files lawsuit against Napster Napster, DVD CCA
2000 Free Lossless Audio Codec RIAA files lawsuit against my.mp3.com Gnutella, ContentGuard, my.mp3.com, The

Store, doom9.net
2001 iTunes, iPod Copy Control Napster shut down, KaZaA, Creative Commons
2002 BitTorrent WIPO copyrigh

Jon Lech Joha
t treaty enters into force, 
nsen sued by Økokrim

KaZaA Lite

2003 DualDisc Microsoft Media DRM 7/9, FairPlay J.L.Johansen a
files lawsuit ag

cquitted, Universal and EMI 
ainst Winblad

mp3.com shut down, iTunes Music Store

2004 Apple Lossless AACS, Microsoft Media DRM 10 The Pirate Bay
2005 HD-DVD Macrovision RipGuard, XCP Åndsverkloven §53a
2006 Blu-Ray, Zune AACS on HD-DVD an

circumvented
d Blu-ray Forbrukerombudet accuses Apple of 

breaking Norwegian law with FairPlay
2007 Big four abandon DR

Store sells DRM-free
M on CDs, Itunes
 music from EMI

Finland, Franc
Norwegian com

e and Germany joins in the 
plaints to Apple

Steve Jobs asks that music be sold DRM-free

2008 All big four offer DRM-free music files
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