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“A picture is worth a thousand words.” 
The question is: Which thousand words? 

 
 
 
Abstract 
 
 
The search for security has always been one of the motivations of humankind. Nowadays data 
systems are constantly threaten by risks. Security risk analyses have to be carried out in order 
to identify and prevent these threats from initiating threat scenarios. In order to assure a good 
cooperation between the enterprises and the analysts, SINTEF has developed a modelling 
language called CORAS. The analysts understand the CORAS semantics, but how easy is it 
for the clients to understand it? 
 
The thesis evaluates empirically the semantics of the CORAS modelling langue. It presents 
two investigations: a video analysis of a security risk analysis carried out in a company, and a 
survey which was sent to mainly students. 
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1. INTRODUCTION 
 
 
Every day new data systems are developed. These can easily handle huge amounts of data, 
which are more or less sensitive and confidential. The data systems may encounter threats that 
can lead to risks scenarios, for instance a leak of data. To prevent and repair problems, risk 
analysis may be conducted. Some of these data systems are huge and highly developed; 
therefore it can be difficult to get a simple overview of the possible problems that can be 
encountered.  
 
In order to map out the security threats and risk scenarios in data systems, different graphical 
modelling languages have been developed. They allow analysts to represent the data systems 
with its security strengths and weaknesses, while conducting a security risk analysis. One 
problem that often occurs in practise is that, since the clients are not familiar with the 
graphical modelling languages, there was no common ground for understanding. The clients 
could not agree on whether the analyst did or did not represent the data system correctly. 
 
In order to allow communication between the analyst and the client, who normally has no 
background in risk analysis, there must be a common language, which is easily understood. 
The need of a common language was the reason for the development of CORAS. The 
language should facilitate communication between the analysts and the clients happen with a 
minimum of misunderstandings. The analyst should conduct security risk analysis using the 
CORAS language as a tool to further common understanding by drawing threat. 
 
In order to avoid misunderstandings, the common language must be understood by both 
parties. The analyst already knows the CORAS language, so the co quality of the 
communication depends on the client’s level of understanding of CORAS. The CORAS 
semantics must be simple to understand, allowing the client to understand it as fast and easily 
as possible. In other words, the CORAS language should not be the obstacle, but rather the 
helping tool in a security risk analysis. 
 

CORAS 
semantics is 

intuitive 
-> 

Client easily 
understands and 

uses CORAS 
-> 

Common ground of 
communication for 
client and analyst 

-> 
Cooperation 

between the client 
and the analyst 

 
Figure 1: An intuitive language is the base of a good cooperation 

 
 

1.1. Motivation 
 
As we can see the possibility for a good cooperation between the analyst and the client relies 
on a chain of events starting with the level of intuitiveness of the CORAS semantics. It is 
therefore critical that the CORAS semantics is as intuitive as possible. CORAS has to be well 
understood by the clients and the analyst to use it to conduct a security risk analysis. In other 
words: the CORAS semantics has to be intuitive as the same time it has to be sufficiently 
expressive. 
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Since it is mainly analysts who have developed CORAS, our task is therefore to empirically 
investigate how intuitive the clients find the CORAS semantics. The reason of this thesis is 
the search for the strengths and weaknesses of the CORAS language. Once they will be 
identified, CORAS can be improved. 
 
 
1.2. Study question 

 
Analysts and clients use the CORAS language in a security risk analysis simultaneously: 
discussing and drawing scenarios as CORAS diagrams during brainstorming sessions. The 
client is supposed to comprehend the CORAS semantics during the meeting with the analysts. 
One cannot expect the client to use much effort and time to acquire the knowledge about the 
CORAS modelling language. CORAS has to be instantly intuitive.  
 
The CORAS semantics has been formed following of these precedent thoughts, and now it 
has to be tested. The critical point in its success is its level of intuitiveness. Therefore our 
study question is: how intuitive is the CORAS semantics? 
 
To analyse how intuitive CORAS is, we should measure how well it is understood. But how 
can intuitiveness be measured? Our problem is that there are no predefined specific ways to 
measure the intuitiveness of the semantics of a graphical modelling language. Therefore to 
answer our study question, we have to decompose it into several sub-questions. Once the 
study questions are answered, we will get a better overall view of the intuitiveness of the 
CORAS semantics.  
 
Icons 
The CORAS modelling language consists of a set of vertices connected by edges. These 
vertices are also called icons, while the edges are often referred to as relations. Even if these 
icons where chosen because of their international appeals (to reflect the international standard 
of security risk analysis), it may happen that peoples denotations and their private 
connotations are not the same as it was intended. That leads us to the question if there any 
biases in the denotations of the icons? 
 
Scalability 
The smaller the amount of information given to a person, the more likely it is that the person’s 
brain will manage to process it. In our case the smaller the diagram is, the more easily it will 
be understood. What happens when the given information to process increases? What is the 
level of diagram complexity beyond which the clients cannot understand the diagram fast and 
easily? 
 
Relations 
The first step of understanding is to understand the icons one by one. The icons are in a 
certain context and are bound together with specific relations. There are many possible 
relations between the icons, but some are not possible because they would be syntactically 
incorrect. Are the relations as logical and obvious to the clients as to the analysts? Does the 
client sense the difference between the relations? 
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Use 
During a security risk analysis, there is no monologue going on, but a dialogue. Both parties 
are expected to participate actively. The client must be able not only to read, but also to write 
in CORAS. When the translation is conducted in one direction, it is uncertain that the reverse 
translation will also be that simple and intuitive. Is the semantics so easily understandable that 
the clients can use the CORAS modelling language to draw their own diagrams? 
 
 
1.3. Overview of the thesis 

 
Chapter 1: Introduction 
It establishes the purpose of the research and the structure of the thesis. 
 
Chapter 2: Problem characterization 
It defines some linguistic key words, and explains the theoretical framework of the thesis. 
Thereafter it gives a short overview of the development of CORAS. Finally this chapter 
presents the success criteria of the thesis.  
 
Chapter 3: Research method 
This chapter describes the research strategy for the video analysis and thereafter for the 
survey; therefore it is divided in mainly two sections.  
 
Chapter 4: Results from the video analysis 
The first part of this chapter presents the data results from the video analysis, and then it 
mentions the clients’ remarks about CORAS semantics. The third part contains analysis. 
Finally it looks closer at a specific part of the video analysis. 
 
Chapter 5: Results from the survey 
This chapter has a similar structure as Chapter 4. The first part presents the data results from 
the survey; thereafter it mentions the respondents’ remarks about CORAS’ semantics and the 
upset of the survey. The final part is the analysis the data results. 
 
Chapter 6: Threats to validity 
It discusses the weaknesses and strengths of the research by looking at its validity and 
reliability during the whole process. 
 
Chapter 7: Discussion 
Here we gather and compare the results from both the video analysis (from chapter 4) and the 
survey (from chapter 5). It discusses the results with respect to the success criteria (from 
chapter 2). 
 
Chapter 8: Conclusion 
It concludes with respect to the accomplishments and findings. 
 
Appendix 
It contains the detailed data results from the both the video analysis and the survey, as well as 
the survey itself. 
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2. PROBLEM CHARACTERIZATION 
 
 
2.1. Overview 

 
In order to find out how intuitive the semantics of CORAS is, we first have to define what we 
mean by a language’s semantics and when we can say that something is intuitive. In this 
chapter we first look at some basic linguistic concepts. With their use we establish the 
definition of an intuitive semantics. Finally we establish the thesis’ success criteria. 
 
2.2. Language enables communication 

 
Languages make is possible to communicate. To ensure that persons can communicate while 
using the CORAS language; it has to fulfil the criteria of languages. Ferdinand de Saussure 
writes: “Every language is a complete system of signs. A sign is the basic unit of language (a 
given language at a given time)” CORAS has a system of signs, with its basic units of icons 
so it is a language. Further on Saussure argues that people have to agree on the signs and the 
system. Analysts have developed CORAS, and know the language. Once the clients have 
been introduced to CORAS, both can encode and decode messages in CORAS. 
 

2.2.1. Encoding/decoding 
 
Communication is the journey of a “meaning” through different aspects. When a person, 
called the sender, has an idea that (s)he wants to communicate to another person, called the 
receiver; that idea is encoded in some sort of language. The language is then given some 
physical form through the medium, e.g.: sound waves (while spoken), paper and ink (while 
written).  The choice of language and the choice of medium through which it is send, are not 
important as long as the sender and the receiver have a mutual understanding of it.  
 
In an ideal situation the receiver will get the same meaning as the sender intended it to be. The 
meaning goes through two major steps. These are described in depth in Rommetveit 
(Rommetveit, 1972, page 32). 
 

- The sender encodes the meaning in a common language, producing a message in a 
specific medium. 

 
- The message is received and decoded by the receiver with the help of the semantics of 

the common language. 
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Figure 2: The communication process during a security risk analysis 

 
Relating it to our case, in an ideal security risk analysis (see figure 2): 

- The analyst is thinking “The non-human threat can initiate a risk: r4”. She encodes the 
thought by using the CORAS modelling language to draw a diagram with the CORAS 
editor. 

- The drawn diagram is read and decoded by the client with the help of the semantics of 
CORAS. That way the client gets the meaning: “The non-human threat can initiate a 
risk: r4” 

 
2.2.2. Denotations/connotations 

 
The previous situation is only possible when both parts know the common language, the 
CORAS modelling language. However learning the signs and the system of any language can 
take time and energy. This time and energy that the client may not have and the analyst do not 
want to require this from the client. So what happens when the client has not been presented 
to the language in advance of a meeting and looks at a sign of CORAS? 
 
When one looks at a familiar sign, there is a certain meaning that is constructed in our mind. 
Our definition of that sign is the mix of the denotation and the connotations of that sign (for 
illustration, see figure. 3).  

- Connotation (association): subjective, personal.  
- Denotation: objective, like a definition in a dictionary. Although it may wary from 

culture to culture. 
 

 
Figure 3: Creation of meaning when the language is known for both parties 
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When the sender has encoded the message in a language that the receiver does not understand, 
the common basis for understanding is missing. In that case the receiver looks at an 
unfamiliar sign, not knowing what the sign stands for. It does not mean that the receiver does 
not create a meaning out of it. The receiver does not know the sign’s denotation, but still 
manages to make connotations using previous knowledge. The receiver associates the 
unknown new thing with something familiar. This way the receiver is creating a “web of 
associations” (Rommetveit 1979, page 64). 
 
 

 
 

Figure 4: Creation of meaning when the language is unknown for one of the parties 
 

 
As we can see in figure 4, we can create meaning even when we are not familiar with the 
language. When clients are presented to CORAS, they remember the denotation of some 
icons, but not the denotation of all of the icons. We would like to know how the clients use 
this mixed knowledge to communicate: express their own meanings with it, and understand 
the analyst’s meanings through it. Goddard explains that semantics, which is one of the 
subcategory of linguistics, is the study of meaning. There are different approaches to the 
concept of meaning, one of them is the semiotic approach. 
 
 

2.2.3. Barthes’ semiotics 
 
Inspired by Ferdinand de Saussure’s writing Course in General Linguistics (Cours de 
linguistique générale), Roland Barthes describes the two levels of reading (objective 
denotation and subjective connotation) in a very technical way. He depicts two systems that 
we can not easily separate since they are interwoven in each other. They have been melted 
together by society. The two semiotic systems of Barthes (detailed in table 1): 
 

o Language-object: it is the language that the myth gets hold of in order to build 
its own system. 

 
o Metalanguage: one speaks in this second language about the first one. 
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1 Signifier 2 Signified   
Meaning Concept   

3 Sign 
I Signifier 

II Signified

LA
N

G
U

A
G

E 

Form Concept 
 III Sign 
 Signification 

M
Y

TH
 

 
Table 1: Barthes’ 3 levels of communication 

 
Barthes illustrates his theory by two famous examples: one is the cover picture of the journal 
“Paris-Match”, the other example is the Latin sentence “Quia ego nominor leo” (“because my 
name is lion”) from a Latin grammar book. The illustrations give clear understanding of the 
theory. Therefore we also illustrate it with an example.Consider the following drawing: 
 

 
 

Figure 5: Illustration of the example 
 

The language level: 
- 1 Signifier: the ink on this paper. 

o There are many black dots of ink concentrated in the middle of the page. 
- 2 Signified: what our language or experience this corresponds with 

o The dots form a sort of box with a ribbon around it. 
- 3 Sign: the signifier and the signified combined 

o This is the representation of a gift (a present). 
 
The myth level: 

- I Signifier: the representation. 
o This is a representation of a gift. 

- II Signified: the concept of the representation: what it tells me.  
o It is time to give or get presents: it is Christmas; it is someone’s birthday, etc.  

- III Sign: the intention of the drawing or word. The myth that our society has put 
behind it. 

o It is a nice tradition to give and receive gifts, which one must not forget to do 
this year too. 

 
The more we advance in the decoding, the more subjective and society controlled our 
understanding becomes. In our case, we want the icons to have the same meaning for every 
client throughout the several levels of interpretations. The language level is fairly much the 
same for most people; it is the myth level, which is subjective. Barthes explains this further on 
with three levels of reading: the empty signifier, the full signifier and the mythical signifier. 
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2.2.4. Finding intuitiveness 

 
The more the meaning of the denotation and the connotation are overlapping the more the 
sign is intuitive. The difficulty lies in the fact that one does not know which is the most 
common connotation that people have to a sign, to an icon. The analyst may have a certain 
connotation, and then (s)he defines the denotation of the icon corresponding to it. If most 
other people have the same connotation as the analyst, they will find the denotation intuitive. 
But if the analyst has a different connotation from the other people, the icon becomes less 
intuitive for the clients. 
 
In the beginning the analyst did not have any denotation, only connotation. The analyst made 
that connotation, to be the icon’s denotation. When the unknown icon is creating a 
connotation in the client’s mind, which is close in meaning to the denotation invented by the 
analyst, we can then say that the icon fits to its purpose of symbolising a meaning.  
 
 
2.3. CORAS modelling language 

 
2.3.1. Short history 

 
CORAS is a graphical modelling language, which has a diagrammatic representation. It was 
invented in 2003 at SINTEF, and since then it has been further developed; and the icons have 
changed. The language is inspired by the UML modelling language and other international 
standards for security risk analysis. The history of development of CORAS is described in 
detail in previous researches like Hogganvik (Hogganvik, 2007).  
 

2.3.2. Present form 
 
The aim of the CORAS language is to be a common basis of discussion, by the help of a 
structured, graphical risk picture, which should be as self-explanatory as possible. It consists 
mostly of simplified drawings (icons), boxes containing text, connected with arrows. All these 
together create diagrams. Each icon and relation has a specific name.  
 
Relations and values 
Arrows, symbolizing different kind of relations, connecting the icons: 

- To initiate: to cause a scheme to start working 
- To lead to: to have something as a result 
- To impact: a strong influence, an effect 
- To exploit: to use for profit 

 
Some of the relations are parameterized by values: 

- Likelihood: “The frequency or probability for an unwanted incident to occur” 
- Consequence: “The impact of an unwanted incident on an asset in terms of reduction 

or loss of assets” 
- Risk value: ”The level or value of a risk as derived from the likelihood and the 

consequences of the risk” 
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Icons 
Since a security risk analysis is constituted of several steps, there are several types of 
diagrams. Some of the icons are used in only one type of diagram; others can be encountered 
in several. In table 2 we have a list of all the icons used in CORAS. 
 

 

- Party:  
An entity related to the target of evaluation and for 
which the security analysis is held 

 

 
3 types of threats:  

A potential cause of an unwanted incident 

 
- Deliberate threat (human) 

 
- Accidental threat (human) 

 
- Non-human threat 

 

- Vulnerability:  
A weakness, flaw or deficiency by the system that 
opens for a threat to harm or reduce the value of 
assets. 

 

- Asset:  
Something to which a party of the target directly 
assigns value and hence, for which the party 
requires protection. 

 

- Unwanted incident:  
An event that may harm or reduce the value of 
assets. 

 

- Treatment scenario:  
The selection and implementation of appropriate 
options for dealing with risk. A means that is 
directed towards one or more risks with the 
objective of reducing risk value. 

 

- Threat scenario:  
A chain of event with a certain frequency leading to 
an unwanted incident. It is not a concept but it is 
composed of an event and also data. 

 

- Risk:  
The chance of the occurrence of an unwanted 
incident 

 
Table 2: The CORAS icons 
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2.3.3. Semantics as a schematic translation 

 
The CORAS’ structured semantics is divided into two separate steps (see Dahl, Hogganvik 
and Stølen, 2007, page 5): 

- The translation of a diagram into its textual syntax. 
- The translation of the textual syntax into its meaning as a paragraph in English. 

 
During the translation process of a diagram, the analyst translates the diagram into the textual 
syntax schematically. The analyst identifies the vertices (icons) from top left to bottom right. 
Thereafter (s)he identifies and translates the relations. This gives a list of several sentences. 
Finally the analyst structures the sentences into paragraphs in English. We must note that the 
order of the sentences does not affect the translation. 
 
This schematic translation requires the knowledge of the translation of the icons and the 
translation of the relations (see figure 6). If a person does not know the translation of either 
the icons or the translation of the relations, (s)he will not be able to translate the diagram into 
sentences which create the paragraphs in English.  
 

Translation of the icons     

 
 Creation of 

sentences in 
English 

 Translated diagram 
into a paragraph in 

English. 

Translation of the relations     
 

Figure 6: Understanding of the icons and relations is the base of translation of a diagram 
 

 
 
2.4. Criterion for a successful thesis 

 
The thesis should characterize to what extent the paragraph in English generated for a certain 
diagram really matches the intuitive understanding of the diagram. In other words, the thesis 
should describe the eventual differences between meaning of the diagram translated into 
English and the understanding of the diagram by a person who is unfamiliar to CORAS. 
When there may be a difference between the two, the thesis should point out at which stage of 
decoding the CORAS diagram, the person encountered a difficulty of understanding. 
 
In order to find out to what extend the two interpretations match, the thesis should divide the 
whole decoding process into several stages. For each stage, the thesis should find a method in 
order to determine the problems of understanding. The thesis should be able to describe for 
each stage of decoding of a CORAS diagram, if there are problems of misunderstanding or 
not. Thereafter the thesis should describe to what extent the CORAS semantics matches the 
connotations of people, so that persons can easily understand and use the language to create 
their own diagrams. 
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2.4.1. Icons 

 
The thesis should portray the denotations given by the analyst, matches the connotations of 
the clients. The thesis should describe the decoding process: if a person is able to find the 
right name of an icon. This gives us the following hypothesis. 
 

- The icons are intuitive: peoples’ connotations for an icon are the same 
- The clients’ connotation has the same meaning as the analysts’ denotation of that same 

icon. 
 

2.4.2. Relations and values 
 
The thesis should describe how well a person understands the relations that exist between the 
icons. Given the similarity of the relation expressions, the thesis should tests whether the 
misunderstanding of a relation in a simple diagram is caused by the unclearness of the 
diagram or by the name of the relation. With the relations the thesis should also find out 
whether the values are intuitive. The diagrams should at this stage still be small; consisting of 
only one or two relations. We establish the following hypothesis: 
 

- The differences between the relation names are clear 
- The differences between the relation in a diagram are clear 
- The differences between the values are clear 

 
2.4.3. Scalability 

 
The thesis should try to find the level of diagram complexity: beyond which the 
understanding of a diagram would require extensive knowledge of CORAS. We have the 
following hypothesis: 
 

- The CORAS diagrams are understood no matter their size and complexity. The big 
diagrams (with many icons, relations and values) are as well understood as the small 
diagrams. 

 
2.4.4. Use 

 
The thesis should describe the encoding process: whether a person is able to match a situation 
to the right icon, which could represent the situation. The thesis should find out whether or to 
what extent a person is able to use the semantics of CORAS in order to create diagrams on its 
own. This gives us the following hypothesis: 
 

- The clients can model in CORAS without any problems. A client can easily find 
which icons to use in a order to represent the situation that (s)he wants to model in a 
diagram. 
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3. RESEARCH METHOD 
 
 
3.1. Overview 

 
This chapter describes the research strategy of the thesis work. It presents the different 
possible research methods that were considered. A research plan is set up after having chosen 
the research methods that fit best with our research question. For each investigation, we first it 
describe the process of data collection. Thereafter the objective of the investigation is 
presented. The hypotheses are written down in the next section; followed by another one 
addressing bias. Finally the framing of the coding scheme for the video analysis, and the 
outlook of the survey are portrayed and discussed. 
 
 
3.2. Selection of research method 

 
There are no defined methods for evaluating the semantics of a language. CORAS is a 
language that is used in the field, during a security risk analysis. Hence it seems natural to opt 
for empirical research methods.  
 

3.2.1. Overview of the methods 
 
There are different empirical research methods, each serving different purposes. Yin describes 
different methods, each with its strengths and weaknesses (Yin, 2003, page 86). 
 
Documentation and archival documents 
It is about collecting information from several already existing documents. In our case, it is all 
the research that has already been done on the development and evaluation of the CORAS 
semantics. 
 
Direct observation 
An observation can be open or closed; and it can be in an open or closed area. CORAS is used 
in security risk analyses, which are field visits to a case study site (open observation in a 
closed area). There is no need for a closed observation, since we are not interested in the 
behaviour of the subjects. When the observer is in the field, (s)he can not note all the data 
happening around. Therefore recording on video the security risk analyses meetings, would 
make it possible to have a very exact field notes.  
 
Interview 
It is a more or less loose conversation around certain topics. The interview can be individual 
or conducted in a group. Since we are interested in understanding of the CORAS semantics by 
the general public, it would serve better our goal to conduct interview with as many people as 
possible. We do lack time to conduct several interviews; therefore it would be a more suitable 
research method to opt for survey instead. Survey is a form for short interview, on a large 
scale. 
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3.2.2. Limitation of some methods 
 
The choice of research method relies on different factors. One must, for instance, consider the 
previous research. One can chose to repent previous research in order to test its reliability and 
also to see whether there has been change during the period between the two. On the other 
hand, one may use a totally new research, which may shed light on the problem from a new 
point of view. In our case, although CORAS has been investigated on for the past decade, its 
semantics has constantly been changing.  
 
Some methods have practical limits. Since it will not necessarily be sufficient time and 
possibility to conduct interviews, we have to settle for less time-consuming research method. 
 

3.2.3. Decomposition 
 
There is no fixed method to analyse the intuitiveness of a language’s semantics. In order to 
make it possible for the thesis to characterize to what extent the understanding of the CORAS 
semantics is intuitive, we decompose our problem in several ones. In other words in order to 
answer the overall question, we try to answer some sub questions. 
 
As mentioned, each research method has its strengths and weaknesses. Each one of them is fit 
to evaluate certain hypotheses better than other. Some hypotheses may be evaluated by 
different methods. Moreover one investigation may be used to answer several questions.  
 
Question 1: Icons 
We would like to find out what connotations people have to the icons; and if they found our 
denotations intuitive. This requires little feedback from the subjects: only a word or two. 
Therefore a survey would suit to answer this question. Another possibility would be to 
analyse direct observations. When people talk about an icon, which names they give them, 
and do that correspond to the names (the denotations) given by the analysts. 
 
Question 2: Relations and values 
We are interested if the relations and the data, as well as that the differences between them are 
understood. Once again these are quite straightforward questions. This question can therefore 
be answered in similar ways as the previous one: by survey and observation. 
 
Question 3: Scalability 
We want to find out whether the understanding of a diagram gets more difficult when it is 
getting bigger (with more icons and relations). Giving the subjects bigger and bigger diagrams 
to understand could be a way of investigating this sufficiently. Testing scalability gives us the 
challenge that we do not know which level to start at; so we will have to start from the basic, 
and go step by step to the more complex diagrams. It is possible to perform both in an 
observation and in a survey. 
 
Question 4: Use 
Our question here is, whether the CORAS semantics is simple to allow the subjects to use it to 
draw diagrams. During direct observation, one can see how in a discussion people manage to 
get through their ideas in the drawing of the diagrams. In a survey the subjects can be asked 
which icons of the CORAS semantics they would use to symbolise different situations. 
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3.2.4. Hypothesis 

 
The precedent questions give naturally the hypothesis of the thesis. The overall hypothesis of 
our research being that the semantics of CORAS is intuitive. If the icons are intuitive, if the 
relations and their values are intuitive, if scalability causes no problem of understanding, and 
if CORAS can easily be used: then the overall hypothesis is confirmed. The data collection 
and analysis will be conducted in order to confirm or falsify the sub-hypothesis. 
 

3.2.5. Ensuring quality 
 
There are many steps from the reality one wants to know something about, to the actual 
analysis (see figure 7, taken from Johannessen, Tufte, Kristoffersen, 2004, page 41). For each 
step involving, one easily can commit faults that can diminish the quality of the research.  
 

What really is 
happening --> Data --> Description and 

analysis 

 
| 

Observation and 
registration 

 
| 

Selective 
interpretation 

 

 
 

Figure 7: The steps involved in the research process 
 
To avoid those faults, throughout the thesis (composition of thesis, research design, data 
collection and analysis), different protocols must be followed in order to assure the quality of 
the research. Testing the validity and reliability of our empirical research will show if there 
are any biases in the understanding of reality. 
 

3.2.6. Schedule 
 
As we have seen in section 3.2, there are two main methods that would suit best in our case 
study: survey (questionnaire) and direct observation (field observation). The observation 
would be “preliminary work, e.g. prior to framing questionnaire.” (Silvermann, 2005, page 
111). Since the CORAS language is intended to everyone, the survey could be sent to the 
general population. 
 
If there are questions that would need some elaborations, interviews could be used to go in-
depth in the results given by the surveys; but that may be quite time consuming. 
 
Jan. 2008:  experiment set-up for video analysis and for the survey 
Feb. 2008:  collecting experiment results 
March 2008:  analysis of the experiment results 
April 2008:  do an overall discussion; thereafter write the introduction and the conclusion  
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3.3. Video analysis 
 
 

3.3.1. Data collection 
 
Analysts were out in the field conducting security risk analysis, in the period of Sep. 2007-
Dec. 2007. The last five meetings (out of a total of six meetings) were recorded on film. This 
analysis is based on those tapes, and field notes made during the meetings.  
 

3.3.2. Objective 
 
The video recordings serve as detailed field notes. Our objective is to get out of them all those 
specific data, which we can use to evaluate the intuitiveness of the CORAS modelling 
language. In other words, to find out how intuitive its semantics is while used in a security 
risk analysis. 
 

3.3.3. Hypothesis 
 
Our hypothesis is that the CORAS language is intuitive; the subjects can rapidly understand 
and use the language. This means that there should be few situations where the subject has to 
ask the analyst for clarification. It also means that if any misunderstandings occur during the 
analysis, they should be: 
 
Short time 
The misunderstanding should show itself only for a short amount of time from both sides. The 
client should not have problem explaining what the problem is. The analyst won’t have to 
explain for too long, since the misunderstanding should be so minor.  
 
Few cases 
The less misunderstanding there is, the more CORAS is used without problems. 
 
Stable frequency  
Intuitiveness implies that there is no need for a long learning time. In other words, there 
should not be many misunderstandings in the beginning, and less in the end. The amount of 
misunderstanding should be constant during the security risk analysis.  
 
No patterns, no repetitions 
There should not be any patterns in the reason for the occurrence of the misunderstandings. If 
there are any repetitions, it would signify that there is a problem in CORAS that constantly 
creates misunderstanding.  
 

3.3.4. Bias 
 
The observation was open: the clients new about the camera and that the recording will be use 
for research. This knowledge may have influenced their behaviour.  
 
The tapes show the analysts and the clients in the room where the security risk analysis is 
conducted. The observation therefore does no include all those moments when the clients 
were looking through the diagrams by themselves before or after a meeting.  
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3.3.5. Framing the coding scheme 

 
A thorough go through of the videotapes, would make it possible to code every single action 
of the observed persons. But not all data may be relevant to our research. The question is 
therefore which specific events we are looking for. We have to specify the events we are 
looking for and to code them, make a coding scheme.  
 
Some unexpected situations may occur in the video; therefore we do a repetitive coding. This 
makes it possible to always apply the new knowledge to our research. We will have to stay 
open for new ways of analysing the video and to change the code according to it.  
 
Actions/verbal interaction 
There are no real physical actions but rather verbal interactions. Therefore our main focus of 
coding will be on the communication between the people; even if body language of course 
also is an important part of the communication process. As explained before, the meaning of a 
message is decoded in several levels. Therefore the coding will have to distinguish the 
misunderstandings by where in the chain of communication the subjects are. 
 
Analysts/subjects 
The video recorded the security risk analysis meetings where analysts and clients discuss the 
target of analysis and create diagrams. The people in the video can be divided in two groups: 
the analysts and the clients. We will here focus mainly on the client’s actions.  
 
Questions 
As our hypothesis dictates, we have to code not only the use of CORAS, but also wherever 
the subjects have any question about it. This can of course be a delicate situation since the 
questions may not be exactly only about the CORAS semantics.  
 
Misunderstanding 
The definition of a misunderstanding can be put up for discussion. Here, we will differentiate 
misunderstanding from question, by saying that: when there is a question, the client knows 
that (s)he does not understand, while in a misunderstanding it is the analyst who notices that 
something in not clear. Here we will be concentrating on those cases when the 
misunderstanding occurs due to the unclearness of the CORAS semantics. We will code 
starting and ending points of such misunderstandings. 
 
Pattern 
To find out whether there is any pattern in the misunderstandings we code the circumstances 
too: the situation the subject finds themselves in. The two obvious situations are: reading a 
diagram and drawing (indirectly) the diagram.  
 
Right use of the right word 
While our main focus is on the misunderstandings (supposing that in the main cases CORAS 
in understood); it is also interesting to note which specific expression are intuitively 
connected to the icons, that they are used without any problem.  
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3.3.6. Final coding scheme 

 
We used an observation software called “The Observer XT” (developed by: Noldus 
Information Technology) to code our videos. As stated earlier, the data collection was 
conducted in an iterative way, open for changes. The final coding scheme (see table 3) is 
therefore different from the one established before the data collection. 
 
No starting/ending points 
The total time of the videos is 796 minutes (around 13 hours). We soon noticed that the 
misunderstandings, which were barely a minute, had such short durations that there was no 
point in coding starting and ending points. The misunderstandings were only 1-2 sentences 
both from the clients’ and the analysts’ side. This means that the clients knew exactly what 
they did not understand. It also means that the analyst did not have to go into long 
explanations, because the client understood the answer immediately. The misunderstandings 
were little since they did not have to go into the depth of CORAS. We can therefore say that 
the short length of the misunderstandings strengthened one of our hypotheses.  
 
“Remarks” 
As mentioned earlier, the discussions could not be clearly divided in two groups: about 
CORAS and not about CORAS. Some statements were, for instance, indirectly about 
conducting security risk analysis through CORAS. It appeared therefore interesting to code 
certain remarks, said by the clients. The problem here is that they can not be divided in two 
clear groups of positive and negative remarks about CORAS.  
 
Right use, wrong word 
We noticed that the semantics often was understood correctly but the clients did not use the 
right, specific expression. We therefore saw it interesting to have a coding for those words 
too. In these situations the client has a clear difficulty to come up the rightful name. 
 
 
The coding scheme evolved into the following: 
 

The semantics of CORAS 
Question asked by the client about: 

One of the concepts 
Reading a diagram 
Drawing a diagram Misunderstanding that occurs 

while: 
Talking about a diagram 
Using a specific word (expression) 

Understanding: 
Using an unspecific word 

Remark (anything else concerning CORAS) 
 

Table 3: The final coding scheme 
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3.4. Survey 
 
 
The challenge of CORAS is to be both sophisticated enough to conduct analysis with, and at 
the same time simple enough to be understood by the clients. The purpose of this survey is to 
find out how intuitive CORAS is perceived by people. It is designed for the typical clients of 
a CORAS analysis; people who have almost no knowledge about security risk analysis, and 
especially no knowledge about CORAS. 
 
 

3.4.1. Data collection 
 
The link to the survey was sent out to mainly Norwegian students. Each subject could only 
complete the survey once. The respondents were anonymous, so each answer was given a 
number. This makes it possible to analyse the data either by looking at each subject or the 
totality. The survey is presented in the appendix. 
 
 

3.4.2. Objective 
 
The overall objective of this survey is to characterize to what extent the English text, 
generated automatically from a diagram, really matches the intuitive understanding of the 
diagram. We must be cautious to test exclusively the CORAS semantics, and as much as 
possible avoid interference from other factors that may impact a security risk analysis.  
 
 

3.4.3. Hypothesis 
 
The subjects are asked to associate the icons to expressions as well as to different examples 
from real situations that may occur during a security risk analysis. The more the chosen icon 
corresponds to the right expression the stronger the intuitiveness of CORAS is (the 
connotation of the respondents corresponds to the denotation of the analysts). Although it can 
happen that an icon is associated with another expression or situation than the one chosen by 
the analysts. That does not mean that the icon is not intuitive. On the contrary, it will still 
mean that the icon is intuitive, just not in the meaning the analysts use it.  
 
The respondents may answer wrongly on some questions, not because CORAS’ lack 
intuitiveness but the respondents’ lack of security risk analysis vocabulary. Some parts of the 
survey will have to be looked at as a comparison. If the respondents do poorly on the 
vocabulary part, they may also do poorly on the other parts involving CORAS icons.  
 
 

3.4.4. Design and bias 
 
Form 
In order to ensure that the subjects do not loose interest in the survey, it must be possible for 
them to answer rather easily and especially fast (without having to do too much). Most 
questions therefore do not require any writing from the subject.  
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Content 
The survey is divided in 4 parts. The CORAS language is not introduced right away. First the 
survey maps out the subjects’ background knowledge. This would be the natural initial task 
also in a real life situation. In the second part the subjects are still not introduced to CORAS, 
but are tested on their security risk analysis knowledge. It is only in the third part that the first 
icons appear. We start by asking the subjects to connect the icons to their rightful meaning. 
The use of realistic scenarios in part four makes it possible to replicate situations, which are as 
close to real-life as possible. The last questions are more complicated then the precedents, in 
order to find out how complex a diagram can get while still being intuitive. 
 
Possible bias 
In order to require as little writing as possible from the subjects, the survey often displays a 
list of possible answers, from which the subjects have to choose from. This design allows 
bias: the subject may give right answers based on pure luck. 
 
The survey is designed in such a way that the icons are introduced gradually to the 
respondent. It may although happen that the respondent will go back and forth between the 
parts. The questions are formed out such a way that they do not reveal direct answers to 
questions in other parts. Although with some logic, some of the answers can be found. 
Therefore we have the bias that some participants may treat the survey as a whole and others 
as five different parts.  
 
 

3.4.5. Part 1: background information 
 
This part will give us information about our subjects’ background history about security risk 
analysis. It allows us to check if our selection of subjects is satisfactory. This is a natural part, 
since when the CORAS language is used in a real case, these questions would be asked to the 
client.  
 
Objective 
We want to determine the subject’s knowledge of security risk analysis.  
 
Design 
The questions ask about the subjects’ past directly, and the questions do not require much 
effort or time to answer. We are aware that this is something that we can not verify so there 
are possibilities for the subjects to answer falsely.  
 
The array of possible answers are excluding, they are formulated in such a way that there is 
only one possible answer. This is so because of two reasons: 

- To try to identify as exactly as possible the subjects’ knowledge of the field with a 
minimum of questions, since the main aim of this survey is not to survey the subjects’ 
academic carrier.  

- When there is only one possible answer, the data collections and analysis is much 
more simple and valid: the person can not hesitate between several answers.  
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3.4.6. Part 2: English text 

 
The paragraph in English, generated for a diagram, uses concepts and notions from the field 
of security risk. One should therefore first test that the problems encountered by a subject 
while reading an translation of a CORAS diagram, are really caused by the imperfections of 
the CORAS semantics and not because of the misunderstanding of an expression. This is why 
the second part tries to determine the subject’s knowledge of security risk analysis 
vocabulary.  
 
Objective 
The second part of the survey has to be seen in relation to part five. Since our goal is to find 
out whether the paragraph in English, generated for a diagram matches the understanding of 
it, we first have to check how good the subject understands the English text. We do that by 
finding out how familiar the subject is with the vocabulary of security risk analysis. 
 
Design 
Again the questions are not yet about the CORAS semantics. There are no direct questions, 
but sentences with blanks. The blanks can be filled with a word chosen from a list of words. 
There is only one right answer. The same expression is tested in the different sentences to 
make sure that the person is not answering based on luck. 
 
 
 

3.4.7. Part 3: from icon to English text 
 
As stated earlier the survey aims to evaluate the CORAS semantics at several levels: from the 
meaning of an icon in isolation, all the way up to complex relations. Therefore the survey 
includes several parts, each testing the intuitiveness of CORAS at different levels. 
 
Objective 
When talking to clients, one must make sure that the building blocks of the diagram are 
intuitive. Therefore we want to find out how intuitive the icons in isolation are (if there is any 
association between the expression and the icon). 
 
Design 
There are two lists, one with the icons, the other one with twice as many expressions. Only 
one word corresponds to an icon according to the CORAS semantics. The rest of the words 
are similar expressions and associations mentioned in security risk analysis. The reason, for 
having a lot more expressions than icons, is once again to make sure that the subject is not 
answering based on luck (elimination method). 
 
The other expressions that are listed are taken from the vocabulary used during security risk 
analysis, making sure that the subject not only has heard the words before, but really know 
their meaning. We see that the similarity of the words could create some confusion and 
difficulties for the person to answer correctly, but here too there is always only one correct 
answer.  
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3.4.8. Part 4: from English text to icon 

 
The fourth part of the survey goes from being scenario independent to look more at examples 
taken from real life situations; since CORAS is designed for real life situations. It still focuses 
on the icons only, while the fifth part focuses on the relations between the icons. This part 
could reveal some answers to the preceding questions.  
 
Objective 
We want to find out if the connotations between situations taken from a concrete example and 
the icons are intuitive.  
 
Design 
This is a time and effort consuming exercise for the subjects, since the whole real life scenario 
is not explained. This is done mainly to keep the situation as real as possible: while 
conducting a security risk analysis, the clients have often knowledge only of a small part of 
the target for the analysis. 
 
This time the subject is asked to indicate which icon does not match the real life scenario. 
Since people are used to try to give right answers at questions, they may be confused. There 
are several possible answers. Some “wrong answers” may therefore lose their certainty. This 
will make the data analysis difficult; therefore we have to consider having several levels of 
“correct” and “wrong” answers. 
 
 

3.4.9. Part 5: from diagram to English text 
 
Objective 
We want to find out whether the connotations between the diagram and the English text are 
intuitive. 
 
Design 
Again the subject is facing a list of suggested answers, and the subject may once again answer 
based on luck. One way we can determine whether this is the case, is by looking at the 
answers given to the questions in part two. The results from part two and five have to be 
compared. It may be that a subject has answered “wrongly” in both questions, but there may 
be a consistency, meaning that the problem doesn’t lie in the intuitiveness of the CORAS 
semantics. 
 
The reasons why the questions from part two and four are not put after each other are: 

- To not reveal to the subject that part four holds certain answers to part two. The 
challenge here is to balance the amount of given information. 

- To have a slow increase of presentation of the CORAS semantics; little by little. 
 
The reason why we do not have questions with one English sentence and several possible 
diagrams is because we want to keep the survey as close as possible to a real life situation; 
where the clients are presented with one diagram, which they have to understand. 
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4. RESULTS FROM THE VIDEO ANALYSIS 
 
4.1. Overview 

 
This chapter is concerned with the video analysis described in section 3.3. First we present the 
data results, thereafter we analyse them. The coded events are presented in tables. The events 
are grouped in accordance with which icon and concept the clients talked about in that 
situation. 
 
4.2. Data results 

 
The videos are recordings of almost the whole security risk analysis. The CORAS language is 
not used in all the meetings of a security analysis. Therefore it is not surprising that there are 
some periods without coding, for instance in the beginning, when UML is mainly used, and 
during meeting nr.6. As we can see in table 4 below, 50% of the coded events, occur during 
meeting 4. 
 

  Meeting 

  All 2 3 4 5 6 

About the semantics 2 1 0 1 0 0 
Question 

About the concept 
4 

2 0 1 1 0 0 

While reading 1 0 0 1 0 0 

While drawing 4 0 0 4 0 0 Misunderstanding 

While talking 

7 

2 1 1 0 0 0 

Specific word 9 1 0 5 3 0 
Understood 

Unspecific word 
13 

4 0 0 2 2 0 

Remark 6 6 2 0 2 2 0 

 Sum 30 30 5 2 16 7 0 
 

Table 4: Overview of the coding 
 

4.3. Clients’ remarks 
 

- The semantics: 
Clients’ main remarks are about CORAS’ way of presenting the analysis results (see table 5). 
The clients did not mention CORAS flexibility, like the participants in Hogganvik did 
(Hogganvik, 2007, page 119). The diagrammatic presentation of the language is considered to 
be good quality. It enables a quick overview of the situation. Hougen found the same 
comments (Hougen, 2006, page 49, Figure 23). 
 

2 “You get a good overview.” 
4 “It gives a more overall picture.” Meeting 

4 “It’s a bit like a Donald Duck language.” 
 

Table 5: Clients’ remarks about the CORAS semantics 
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- The concepts: 

The clients were asked during the meetings to come up with relevant situation s (scenarios, 
incidents, threats, etc.) since they are the ones who know their system best. They found it 
often difficult to come up with these, especially threats (as mentioned in table 6). This is 
contrary to the statements in Hogganvik, that it seemed easy to the participants to provide 
input during the brainstorming sessions (Hogganvik, 2007, page 119). This can be explained 
by the fact that it is easier to come up with the unwanted incident, than the threat that can 
cause it. At the same time, the clients had no problem suggesting relations (see “Coded 
events-relations”).  
 

Meeting 2 “It’s hard to come up with ideas.” 
 

Table 6: Clients’ remarks about the used concepts 
 
4.4. Data analysis 

 
4.4.1. Testing the hypothesis 

 
In this section we look at the data in relation to the hypothesis about the intuitiveness of 
CORAS described in section 2.4. With the help of the collected data, we either confirm or 
falsify the hypotheses. 
 
Short time 
As already mentioned, the events were so short that after all it was no point of coding their 
starting and ending points. There had no significant length. The events were composed of 1-2 
sentences from both the client and the analyst. In some cases, right after that the client had 
articulated a question, they already found their answer. The misunderstandings are so small 
that there are immediately corrected. Because of this short length our first hypothesis is 
confirmed. 
 
Few cases 
The time CORAS was used is composed of three periods of totally 575 minutes (9,5 hours). 
During this period there were 4 questions and 7 misunderstandings. This means that the 
frequency of a misunderstanding or a question is 1 per 52 minute; and the frequency of only a 
misunderstanding is 1 per 82 minute. Since in our hypothesis we did not establish the exact 
frequency beyond which a semantics is intuitive, we can neither confirm nor falsify this 
hypothesis. We may although mean that 1 misunderstanding or question per hour did not in 
these meetings interrupt crucially the security risk analysis process. 
 
Stable frequency  
We assemble the periods when CORAS was used, thereafter we note the times when a 
question was asked and the times when a misunderstanding occurred. In figure 8, we can see 
quite clearly that neither their joint frequency nor theirs are stable. Our hypothesis of a 
constant frequency is falsified. Although we make a note of the fact that there were first more 
misunderstandings then questions. This pattern is quite typical for learning processes: first one 
does not understand, then ask questions, finally because of the understood situation, there are 
no misunderstanding, nor any need for questions. 
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Figure 8: Questions and misunderstandings during the meetings when using CORAS 
 
No patterns, no repetitions 
The misunderstandings occurred mainly when the clients were asked to draw the diagrams 
(see table 7). The drawings were made indirectly: the clients told the analysts what to write 
and draw in the diagrams. 
 

While reading 1 

While drawing 4 Misunderstanding 

While talking 2 
 

Table 7: Overview of the number of coded misunderstandings during the meetings 
 

 
4.4.2. Icons and their use: Not coded events 

 
When something is intuitive, we take it for granted; therefore we do not mention it. For 
instance we never talk about a pen whenever we are using it. It is only when there is 
something special, unusual with it that we mention it: either the comment is positive or 
negative. We may therefore conclude that the icons and expressions, which were the most 
intuitive for the clients, are the ones that did not create special events, which could have been 
coded.  
 
Three expressions do not appear in our coded events. These absences have different reasons:  
 

 

Risk 
During a security risk analysis, the word “risk” is used all the time, one 
may call it is an “overused word”: risk estimation, exposed to risk, scale 
for risk, etc. We may therefore assume that the expression was familiar 
to the clients, as found by Hougen (Hougen, 2006, page 47). 

 

Party 
It is used in the beginning of the analysis process. The party icon is one 
of the first ones to be introduced: when there are still few icons to get to 
know. Since it is representing the company of the client, the 
identification happens easily 

 

Treatment scenario 
The treatment icon, contrary to the party icon, is one of the lasts ones to 
be introduced. The client sees it for the first time when all the other 
icons have already been introduced and used. The expression 
“treatment” was not used, but the concept was understood, since the 
clients automatically gave examples of possible treatments. One has a 
reflex of trying to fix problems. 
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4.4.3. Icons and use: Coded events 
 
 
 Asset -  
 

- The semantics: 
There are no positive or negative events concerning the semantics of asset. It leads us to 
believe that the icon was intuitive. 
 

- The concept: 
The first reaction of the clients towards the word “asset” was a question about its definition. 
The concept of asset seemed to be too wide (see table 8). We note that Hogganvik found the 
same result (Hogganvik, 2007, page117): after a field trial the participants reported 
difficulties in understanding the term asset. One must although note that in the field trial 
described in Hogganvik, there were two different terms used for asset (direct and indirect) 
while in our case there was only one icon and term. 
 

Question Concept “What do you put in the word assets?” 
3 

Misunderstand. Talk “To lose concession, is that an asset?” Meeting 

4 Understood Specific. 
word 

“Asset, how often do you use that in 
everyday life?” 

 
Table 8: Client‘s relation to the asset concept 

 
 
 
Vulnerability -  
 

- The semantics: 
There are no mentions about the semantics of vulnerability. That probably signifies that the 
icon was intuitive.  
 

- The concept: 
All the four events in table 9, witness about the fact that the concept of vulnerability was 
understood. The use of “vulnerability” throughout the analysis, tells us that the expression 
was familiar for the clients. Hougen found too that vulnerability is a well understood term by 
analysts (Hougen, 2006, page 47). 
 

Unspecific word “That box there was for …” 
“The vulnerability is if we take copy 
without crypting it. “ 4 
“That it is not scalable, yes that’s one 
of our vulnerability.” 
“The vulnerability is that one makes 
systems with often changes.” 

Meeting 

5 

Understood 
Specific word 

“How vi configure it; that is our 
vulnerability.” 

 
Table 9: Client’s relation to the vulnerability concept 
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 Threats -  
 

- The semantics: 
One of the first reactions of the clients was that they told us that the semantics difference 
between deliberate and accidental threat was clear (see table 10). This seemed like a good 
thing, making the semantics intuitive. As observed later one, the clients understanding of the 
threat icons, was not exactly as the analysts’ understanding. The icons were intuitive, but not 
in the same way as for the analysts. One may even say that the later misunderstandings were 
caused by the icons too immediate intuitiveness. The difference between human and non-
human needed some clarification.  
 

Meeting 2 Question About 
semantics 

First reaction to the threat icons: “I see those threat buddies: there 
is one that is mean, one that is good; and there is a flag?” 

 
Table 10: Clients’ relation to the threat icon. 

 
- The concept: 

 
We notice in table 11 that instead of “deliberate, accidental” the clients used expressions like 
“person with goodwill”, “mean intention”. As we can see here the clients had a hard time with 
the idea of deliberate vs. accidental threat; instead they were fixed with the idea of authorised 
vs. unauthorised person.  
 
When discussing threats, clients already think of the consequences. Clients manage to find 
consequences, while not always identifying the threat.  
 

2 Misunder-
stood Talking “What is important here, the threat or the usability of the 

system?” 

Understood. Unspecific 
word. 

“That the data can be stolen; it depends if it is with will 
or not.” 

Question Concept “Is not a deliberative also an authorised person?” 

Understood Specific 
word “…a person that does it with mean intention…” 

Reading “Why is the unauthorised person a threat? Oh, yes 
because he is stealing.” 

“The threat is that the clients use the competition because 
our is not available” 

4 

Misunder- 
stood 

Drawing 
Looking for deliberate threats: “Others can be internal 
people like me who accidentally took down the server.” 

Understood. Unspecific 
Word Pointing: “That person...” 

Meeting 

5 
Remark “An unauthorised person does not have to be a strange 

man, but it can be one of our consultants.” 

 
Table 11: Clients’ relation to the threat concept. 
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Unwanted incident -  
 

- The semantics: 
Since the unwanted incident icon is introduced at the same time as the threat scenario, one of 
the clients pointed out the unwanted incident icon’s similarity to the threat scenario ones (see 
table 12). It only took 5 minutes for the client to figure out the answers regarding his own 
question; once again illustrating the intuitiveness of the semantics. 
 

Question Semantics. What is the difference between the box with 
the triangle and the one with a star? 

Meeting 4 
Understood Unspecific 

word 
“Now I get the star, it is when this is 
exploding. And the triangle is the warning.” 

 
Table 12: Clients’ relation to the unwanted incident icon. 

 
 

- The concept: 
As table 13 shows, the unwanted incident expression is mentioned throughout the security 
risk analysis. The clients have no problem in understanding what the concept is about. This 
coincides with the results of Hogganvik (Hogganvik, 2007, pages117): that the term unwanted 
incident was judged to be one of the easiest to grasp. 
 

2 “An unwanted incident is for instance 
that we get 10 applications a day.” 

Meeting 
5 

Understood. Specific 
word “The unwanted incident would be that 

someone manages to pick up data.” 
 

Table 13: Clients’ relation to the unwanted incident concept. 
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4.4.4. Summary of the icons intuitiveness 
 
 

 
Respondents’ connotations 

corresponded with  
analysts’ denotations  

Respondents’ connotations 
did not correspond with  

analysts’ denotations  

 
The icon is understood.   

 

 

The semantics clearly shows the 
“human aspect” of the threat 

The clients found it hard to 
identify that the difference 
between them is the intention.  

 
The threat aspect of the icon is 
recognized by the clients.. 

The “non-human” aspect is not 
intuitive. Non-human is a wide 
expression. 

 Familiar expression.  

 
The semantics is understood. The concept is a bit wide. 

Unusual expression.  

 

Familiar expression and 
understood concept. 

 

There is enough time to get to 
know it by the clients. 

Resemblance to each other. The 
client gets introduced to all 
three new icons at the same time 
(during the drawing of the threat 
diagram). 

 

The expression “risk”, was 
familiar to the clients.  

 

The clients understood the 
concept, and found it easy to 
associate it with the icon.. 

 

 
Table 14: Summary table of the intuitiveness of the icons 
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4.4.5. Relations and data 

 
 
Relations 
 

- The semantics: 
The clients understood that the arrows symbolise some relations between two icons, meaning 
that the one icon has an effect on the other one. At the same time the clients did not 
differentiate between the different kinds of relations, like shown in table 15. This may be 
because they are represented in the same way. It is the two icons that define the nature of the 
relations. Another reason can be that the arrows are the only signs that do no include wide text 
labels. 
 

- The concept: 
The kind of relation an arrow stands for seemed to be less obvious; therefore they only used 
the word “arrow” to describe them (see table 15). 
 

“We should have an arrow from here to there…” 
4 Misunder- 

standing Drawing Proposing to have an arrow directly from 
vulnerability to asset. Meeting 

5 Understood Unspecific word “There is no arrow there…” 
 

Table 15: Clients’ relation to the relation concept. 
 
 
Data: frequency 
 

- The semantics: 
There were no problems concerning the semantics of the different values. Their placement in 
the arrows made it clear what they represent. 
 

- The concept: 
The only data in table 16 is the client’s remark about questioning the existence of frequencies 
in a security risk analysis. This may show how well CORAS manages to show all the data. 
Since it is not an unusual term among the risk related languages, we can therefore say that this 
remark was specific to this trial, does not concern CORAS in particular. 
 

Meeting 5 Remark “Why do we have to put frequencies at all?” 
 

Table 16: Clients’ relation to the frequency concept. 
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4.4.6. Scalability: Time as a factor 

 
As shown in table 17, during a security risk analysis, the analyst first starts with the asset 
overview diagram, thereafter goes on to the threat diagram, then the risk diagram, followed by 
the treatment overview diagram, and finally establishes the treatment diagram.  
 

  Diagrams in chronological order 
  Asset 

overview Threat Risk Treatment 
overview Treatment 

 
Asset X x x x x 

 
Party X         

   
3 Threats   X x x x 

 
Vulnerability   X     x 

 
Threat scenario   X     x 

 
Unwanted incident   X     x 

 
Risk     X x x 

 
Treatment scenario       X x 

 
Table 17: Use of icons for each diagram. 

 
Legend of table 17: 

-  X: It is the first time that the icon is used during the security risk analysis. The icon is 
new for the client and has to be learned. 

-  x: The icon has been used before in another diagram. The client has already been 
introduced to the icon. The icon is familiar to the client. 

 
As already mentioned in Hogganvik (Hogganvik, 2007, page119), no matter how intuitive the 
semantics is, participants need sufficient time to understand the notation. When analysing the 
understanding and use of icons by the clients, one must keep in mind how much time and 
experience the client had with the icons before starting the analysis. We can then note two 
interesting situations: 
 

- The time the clients face the highest number of new icons is at the session where the 
threat diagrams are drawn. It is in this session that we encountered the most negative 
coded events (see table 17). 

 
- The times when the clients are meeting only one or two new icons are when the asset 

overview, the risk and when the treatment overview diagrams are being drawn. In 
other words, the icons and expressions, which the clients have the most time to learn, 
are: asset, party, risk, and treatment scenario. These icons were the ones, which were 
the most understood, during the meetings. 
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4.5. Closer look at meeting 4 

 
During meeting 4, the threat scenario diagrams were drawn and discussed. As mentioned 
earlier, 16 events out of the total 30 coded events are from meeting 4. Our main concern is 
that 5 out of the 7 misunderstanding occur at this one meeting.  
 

4.5.1. Threats 
 
The threat identifications gave the most misunderstandings (see table 18). In the beginning it 
seemed like the clients could make the difference between the deliberate and the accidental 
threat. Thereafter it got confusing when one of the deliberate threats was called unauthorised 
person. It was not clear that an unauthorised person could be one kind of deliberate threat. 
The textual label “authorised person” confused the clients, but also helped “stealing data”. 
 

“That the data can be stolen; it depends if it is with will or not.” 
“Is not a deliberative also an authorised person?” 
“…a person that does it with mean intention…” 

“Why is the unauthorised person a threat? Oh, yes because he is stealing.” 

“The threat is that the clients use the competition because our is not available” 
Looking for deliberate threats: “Others can be internal people like me who 
accidentally took down the server.” 

 
Table 18: Coded events during meeting 4, concerning “threat” 

 
The confusion was about the four categories of threat described in table 19. This may be quite 
natural since usually our first connotation to a deliberate threat, is a person who is not 
authorised. While our first thought about an authorized person is that the person is authorized 
because (s)he is not a deliberate threat.  

 Accidental Deliberate
Authorized 1 2 

Unauthorized 3 4 
 

Table 19: Four kind of threat concepts that got mixed during the meetings 
 

 
4.5.2. Relations 

 
The client understood the difference between the unwanted incident icon and the threat 
scenario, when he realised that the arrows are “time” relations. The reason that there are 
arrows and not just lines is because it symbolises cause and effect. This realisation is not 
specific to the threat diagrams and should have been clear to the client already in the 
beginning. Although once understood, the client had no more problems with the cause-
consequence nature of the relations; like experienced in Hogganvik too (Hogganvik, 2007, 
page 121) 
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5.  RESULTS FROM THE SURVEY 
 
 
5.1. Overview 

 
This chapter is concerned with the survey. First it presents the data results for each part. 
Thereafter it takes a short look on the respondents’ remarks. Finally it analyses them by the 
success criteria, since some of the parts have to been seen in comparison to each other. 
 
 
5.2. Data results 

 
Defining our sample 

• Part 1 was started by 116 respondents. 
• Part 2 was started by 86 respondents. 
• Part 3 was started by 52 respondents. 
• Part 4 was started by 43 respondents. 
• Part 5 was started by 48 respondents. 

 
The data result presentation will not take account all the respondents answer for each part, 
because later on in the data analysis we will compare the results from the different parts. It is 
then important that the comparison is based on the same sample of respondents.  
 
Out of the 116 respondents who started the survey, only 43 started all of the parts. 6 did not 
know how to answer in part four (only answered the first questions); therefore we had to 
exclude those too. It means that our survey analysis will be based on data from the remaining 
37 respondents who completed totally the survey (answered to all the questions in all the 5 
parts of the survey). These 37 respondents will be our sample, throughout the data results 
presentation and in the data analysis.  
 
Questions, time 
The survey was composed of 5 parts with a total of 36 questions. The subjects took an 
average time of 13 minutes to complete the survey. 
 
Appendix: more detailed information 
See the appendix for the complete survey and the expected answers (from figure 42 to figure 
46). The data results presented in this section are not detailed for each of the 37 respondent. 
To find a more detailed presentation, once more see the appendix (from table 25 to table 31). 
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5.2.1. Part 1: sample background 
 
Figure 9 illustrates that the respondents can be classified in two groups: 46% of the 
respondents had never heard about security risk analysis, while the other half had at least 
heard about something called security risk analysis.  
 

 
 

Figure 9: Respondents’ knowledge about security risk analyses. 
 
Once again the respondents can be classified in two groups (see figure 10): 49% of them do 
not know what a graphical language is, while the other half knows. Two of the respondents 
named graphical languages they have modelled in before: Proengineer Microstation Autocad, 
and ORM-UML. 
 

 
 

Figure 10: Respondents’ experience with graphical languages. 
 
95% of the respondents had never heard about CORAS (see figure 11). This means that our 
subject panel was unfamiliar with the CORAS semantics.  
 

 
 

Figure 11: Respondents’ knowledge about CORAS modelling language. 
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5.2.2. Part 2: Relations and values 
 
When a subject has a list of possible answers, for instance four possible answers; by choosing 
one specific answer, it also means that the subject did “not chose” the three other ones. In 
other words there are 4 data and not only 1 per question. 
 
In figure 11 and 12 we have the amount of notches (in %) each expression got from the 37 
respondents. 
 

A threat…a vulnerability.

0 % 10 % 20 % 30 % 40 % 50 % 60 %

Leads to

Initiates

Impacts

Exploits

 

A threat scenario can..a threat scenario.

0 % 10 % 20 % 30 % 40 % 50 % 60 %

Lead to

Initiate

Impact

Exploit

   

An unwanted incident…an asset.

0 % 10 % 20 % 30 % 40 % 50 % 60 %

Leads to

Initiates

Impacts

Exploits

 

A threat…a threat scenario.

0 % 10 % 20 % 30 % 40 % 50 % 60 %

Lead to

Initiate

Impact

Exploit

 
Figure 12: Respondents’ use of relation verbs. 

 
 

 

A threat scenario has...

0 % 10 % 20 % 30 % 40 % 50 % 60 %

A probability

A likelihood

An effect

A consequence

 

 
Figure 13: Respondents answer to 

the question concerning value. 
 

Figure 13 illustrates that 
probability was notched by 
most respondent. Likelihood 
covers both frequency and 
probability. It may explain why 
probability was the expression 
that was most chosen.  
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5.2.3. Part 3: Icons 

 
Every icon had to be chosen, but could only be chosen once; therefore we have a sum of 37 
notches for each icon. If an icon is intuitive, there is only one expression that is chosen (not 
necessarily the one expected by the analysts). The more expressions that were notched, the 
less intuitive the icon is. Although we must not forget that several of the expressions could 
correspond to the same icon. We note that some of the icons and their corresponding 
expression got as little as 0 notches.  
 

 
       

Accidental threat 1 1 7 2 1 3 0 0 5 0 

Asset 0 0 0 2 1 0 0 23 0 1 

Authorized person 11 0 4 0 0 0 8 0 1 0 

Consequence 0 0 1 3 0 2 4 2 2 2 

Deliberate threat 0 12 2 2 4 2 2 0 0 0 

Hardware 0 1 0 1 0 0 2 0 1 20 

Incident 0 0 1 4 5 5 1 0 5 0 

IT personnel 11 0 4 0 0 0 2 0 2 2 

New problem 1 1 0 4 6 1 1 1 7 0 

Non-human threat 0 11 0 2 3 2 2 0 2 0 

Partner 8 0 5 1 0 0 0 1 0 1 

Party 0 0 0 0 1 0 1 4 2 0 

Old problem 0 2 0 3 1 3 2 0 1 0 

Risk 1 3 2 3 6 5 5 1 0 1 

Risk management 2 1 2 3 1 2 1 2 1 2 

Threat scenario 0 4 2 5 2 4 1 0 1 0 

Treatment scenario 0 0 1 0 1 4 0 0 1 5 

Unwanted incident 0 1 1 1 0 3 1 0 0 0 

Vulnerability 2 0 5 0 3 1 4 0 2 1 

Wanted incident 0 0 0 1 2 0 0 3 4 2 
Sum 37 37 37 37 37 37 37 37 37 37 

 
Table 20: Respondents’ answers in part 3 (in number of notches). 

 
 
 

 
Figure 14: Legend of table 20 
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5.2.4. Part 4: Example 

 
Since several icons can correspond to several situations, there are many answers. The 
situations are taken from Hogganvik (Hogganvik, 2007, page 104). That will be the starting 
point of our analysis.  
 
Because of misunderstanding of the question, the results here are the combination of the 
“Reflex” results and the “Normal” results converted into “Reflex” (explained in  section 
5.4.1). 
 

 
       

An employee 27 59 8 11 8 11 14 
App. db fails to switch 

to backup solution 19 22 51 38 27 22 11 

Application servers 
malfunctioning 35 22 46 57 22 16 8 

Malicious code, traffic 
jams network 54 24 43 46 30 22 14 

Server crash 32 19 49 46 30 16 19 
IT-infrastructure 8 19 38 19 46 30 19 

Corruption of data 32 16 51 35 38 16 14 
Unavailability of 

application 22 32 43 49 27 16 14 

Old firewall 41 32 32 43 32 22 8 

Old antivirus 43 30 32 49 30 16 5 

Hardware failure 30 19 51 46 35 22 11 

Poor backup solution 30 19 51 51 24 19 11 

Application availability 8 22 19 22 41 41 24 

Data privacy 14 30 19 22 16 65 11 
 

Table 21: Amount of respondent notching a possibility (in %) 
 
 
 

 
Figure 15: Legend of table 21 
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5.2.5. Part 5: Diagrams 

 
Figure 16 represents the answers of the respondents for the questions concerning the relations. 
The respondents could only notch one responses. We notice that “leads to” is recognised by 
most respondents (70%). “exploits” is less clear (with 35%), but it is still better than in part 
two, where is was notched by 33% of the respondents.  
 

 

Malicious code disturbes data…disclosure of data.

0 % 10 % 20 % 30 % 40 % 50 % 60 % 70 %

leads to 

initiates

impacts

exploits

 

 

 

IT-personnel…lack if competence to initiate...

0 % 10 % 20 % 30 % 40 % 50 % 60 % 70 %

leads to 

initiates

impacts

exploits

 

 
Figure 16: Respondents’ answers to part 5, concerning relation verbs (in %) 
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At this question the respondents had to be extra careful since there were two kinds of 
expressions that were different in each sentence. Their answers are illustrated in figure 5.  
 

 

Disclosure of data...to company brand & reputation...

0 % 10 % 20 % 30 % 40 % 50 % 60 % 70 %

impacts-risk

leads to-risk

impacts-cons.

leads to-cons

 

 
Figure 17: Respondents’ answers to part 5 (in %). 

 
 
5.3. Subjects’ remarks 

 
The survey was anonym and sent out to many people. Although it did not encourage for 
feedback, four respondents wrote back to me their remarks. These data show that most of 
them found the survey difficult. The remarks concern both the question formulations and the 
concepts. 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

“I just completed your questionnaire, and I must 
say that I have no idea what is being asked in: 4. 
Icons and real life scenarios. So, I left that entire 
question blank. Based on my initial understanding 
of the question, well over 75% of the checkboxes 
would have been marked. Because of this, I felt 
that my understanding of the question must have 
been flawed.” 

“I tried (and managed to get 
quite far), but I thought the 
words were too difficult. It is 
apparently an unknown field 
for me. You should perhaps 
put some definitions of the 
concepts ”

“This was really 
advances stuff.” 

“I tried to answer at the 
survey, but I did not 
understand the questions. Is it 
only me or does one need 
special knowledge in advance? 
(I only understood the last 
question) ”
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5.4. Data analysis 

 
5.4.1. Unexpected answering pattern (part 2 and 3) 

 
Part 2 
In part 2, the survey gave the respondents the possibility to choose more than 1 word. Out of 
the 37 respondents only 6 used this opportunity. It may be because they found only one good 
answer, but it may also be out of the custom of expecting a problem to have only one solution.  
 
Part 3 
The respondents could notch as many or few answers as they wanted in this part. This resulted 
in diversified types of answers. Some notched as many as 89% of the possibilities, while 
others as little as 7% of the possibilities (see figure 18).  
 

0 %
10 %
20 %
30 %
40 %
50 %
60 %
70 %
80 %
90 %

100 %

23 10 35 5 21 20 11 14 3 19 6 15 24 37 27 30 22 36 32 2 33 31 29 28 17 16 12 4 1 25 9 34 13 7 26 18 8
 

 
Figure 18: The amount of possibilities notched by each respondent in part 4 (in %)  

 
One of the reasons can be that usually a question always asks for the right solution and not 
like in our case the “totally wrong answer”. Another possible reason might be, as already 
mentioned for part 2; exercises usually look for one correct answer. In other words the 
respondent thought that we were looking for, as in the preceding part, for one right icon per 
expression, or the only wrong icon per expression. The respondents were divided in two 
groups:  

- “Reflex”: The respondents who seem to have notched the answer they thought to be 
right (20 respondents).  

- “Normal”: The respondents who seem to have notched the answers they thought to be 
wrong (17 respondents).  

 
In both case an icon is intuitive when it was notched by most of the respondents and also 
when none of the respondents notched it. This is because of the same principle as in part 2: 
when one can notch all the possibilities, no notching one, is also an answer. This makes one 
of the groups answers the “negative” (mirror image) of the other group’s answers. Therefore 
we can make one whole analysis of part 4. To make it easy to analyse and compare the results 
with the data results from part 3, we switch the “normal” results into “reflex” results. 
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5.4.2. Different backgrounds (part 1) 

 
6 respondents (out of the 37 respondents) notched more than one possible answer in part 2. In 
order to be able to compare the scores of the different respondents, they have to have 
completed the survey with the same rules in mind. Therefore we take only in account the 
remaining 31 respondents (represented in figure 19). Part 4 was confusing for half of the 
respondents; therefore we do not look at the results from part 4. 
 
Hogganvik (Hogganvik, 2007, page 128) states that the CORAS language is especially 
perceived as easy to learn and understand based on the users’ familiarity with other modelling 
languages. We would therefore compare the results of people who have heard of a security 
risk analysis with the answers of those who have not. We notice that the pattern is that the 
group, who has never heard about this kind of analysis, did worse than those who had at least 
heard about security risk analysis before. 
 
1 respondent had heard something about CORAS before. We notice that the person did worse 
that the average in part 2, but then the more complex the questions got, with apparition of 
CORAS icons, the person did much better that the average (see figure 19). Our sample 
consists only of 1 person, so we can not generalize anything from that result.  
 
2 respondents, out of the total 37 had modelled before in a graphical language. These two 
respondents wrote which graphical language(s) they have used before: ORM-UML, and 
Proengineer Microstation Autocad. As we can see in figure 19, they did well in part 2 and 3, 
but not with the diagrams in part 5. Once again 2 persons are too few to allow us to conclude 
something. 
 

0 %

10 %

20 %

30 %

40 %

50 %

60 %

70 %

Part 2 Part 3 Part 5 Avarage

Never heard about security risk analysis
At least heard about security risk anaysis
Total (31 respondents)
1 respondent: has heard something about CORAS
2 respondents: have modelled in a GL before

 
 

Figure 19: Amount of correct answer per parts, for different groups of respondents (in %) 
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5.4.3. Icons (part 3 and 4) 

 
Part 3 
 
At first glance on table 20 we can already notice some very clear results. The asset icon and 
the party icon were the ones who got notched to the fewest expressions (8 types). The asset 
and the treatment scenario icons are the ones where one expression got more than half of the 
answers. The asset icon was identified as an asset, while the treatment icon was identified as 
hardware. While on the other hand, the risk icon got identified as 15 different things and none 
of the expressions got a high percentage.  
 
In this section we are going to analyse in detail each result represented in the figures. The 
graphics in this section represent the amount of respondents (in %) who associated an 
expression to the specific icon. For each icon, each respondent could only notch 1 expression. 
This gives us a total of 37 notches for each icon, making it to be 100% of the respondents in 
total. 
 
 

0 10 20 30 40 50 60

Accidental threat

New problem

Risk

Risk management

Vulnerability

Partner

IT personnel

Authorized pers.

 
Figure 20: Respondents’ connotations 

to the party icon (in %). 
 

Party icon 
 

 
 

In figure 20 we do not find the 
expression “party”, the denotation 
given by the analysts to this icon.  
 
83% of the respondents matched the 
party icon to 3 similar expressions 
(IT personnel, authorised person, 
and partner), although it was not 
once matched to the party 
expression.  
 
This shows that the icon has 
although a connotation similar to 
the intended meaning by the 
analysts: a kind of positive person 
that can be a friend, a co-worker.  
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Figure 21: Respondents’ connotations 

to the asset icon (in %). 
 

Asset icon 
 

 
 

The asset icon was the icon that got 
the most respondents to give the 
same answer (see figure 21). The 
asset icon was associated by 62% 
of the respondents to the asset 
expression.  
 
We may say that the asset icon is 
the most intuitive icon of all the 
CORAS icons. The respondents 
have similar connotations, and 
those connotations correspond to 
the analysts’ denotation.  
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Figure 22: Respondents’ connotations 

to the deliberate threat icon (in%). 
 

Deliberate threat icon 
 

 
 

Figure 22 shows that 32% of the 
respondents identified the 
deliberate threat icon as such.  
 
76% of the respondents recognized 
the icon as some kind of threat: 
deliberate, non-human, accidental, 
threat scenario. These expressions 
are also similar to the threat idea: 
problem, incident, risk.  
 
The deliberate icon is associated to 
some kind of negative event, but 
not clearly deliberate.  
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Figure 23: Respondents’ connotations 

to the treatment icon (in %). 
 

Treatment scenario icon 
 

 
 

This icon was by many respondents  
associated with the same 
expression (see figure 23). More 
than a half of the respondents 
found the treatment scenario icon 
to be hardware. Although 
“treatment scenario” comes as 
second in the list. 
 
The treatment icon is intuitive, but 
not as intended by the analysts. The 
respondents connotation, do not 
totally match the analysts 
denotation of the icon. 
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Figure 24: Respondents’ connotations 

to the threat scenario icon (in %). 
 

Threat scenario icon 
 

 
 

None of the expressions seem to 
dominate, as we can observe that in 
figure 24. Although 63% of the 
respondents associated it with 
some kind of negative situation.  
 
We note that the equal number of 
person (11%) notched the 
expression “threat scenario” and 
“treatment scenario”; although the 
two expressions have little in 
common, except the fact that they 
are scenarios.  
 
We notice that the icons 
symbolizing scenarios with a circle 
were identified as some kind of 
scenarios. The denotation of the 
circle made corresponds to some 
extent to the respondents’ 
connotation of the icons. 
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Figure 25: Respondents’ connotations 
to the non-human threat icon (in %). 

 

Non-human threat icon 
 

 
 

There is no clear dominating 
expression in figure 25. Most 
expressions can be associated with 
something negative.  
 
22% of the respondents recognized 
the icon as some kind of threat 
(either deliberate, non-human, or 
accidental).  
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Figure 26: Respondents’ connotations 

to the accidental threat icon (in %). 
 

Accidental threat icon 
 

 
 

The expression that was selected 
most often was “accidental threat” 
itself, although only by 19% of the 
respondents (see figure 26). 
 
On the other hand, in total 36% of 
the respondents associated it with 
expressions that could be 
represented by the accidental threat 
icon: “partner”, “authorized 
person” and “IT personnel”. 
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The following icons were associated to the most of different expression. All three icons were 
notched to 15 expressions (out of the 20 possible expressions).  
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Figure 27: Respondents’ connotations 
to the vulnerability icon (in %). 

 

Vulnerability icon 
 

 
 

Most participants notched two 
different expressions “authorized 
person” and “risk” (see figure 27).
 
The “authorized person” 
expression can be explained by 
the thought that usually they are 
the ones having the key to open a 
lock. This shows that the reading 
of the sign went further on than 
the first level of simple sign-
signifier association. 
 
Even if the icon does not 
represent a person, 35% of the 
respondents associated it with 
expressions describing persons. 
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Figure 28: Respondents’ connotations 
to the unwanted incident icon (in %). 

 

Unwanted incident icon 
 

 
 

The expression “unwanted 
incident” is not to be found in the 
list in figure 28. We can find 
“wanted incident” in the list, which 
has the contrary meaning to the 
meaning given by the analysts. 
 
Although 47% of the respondents 
associated the icon with some kind 
of negative situation either a 
problem or an incident.  
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Figure 29: Respondents’ connotations 

to the risk icon (in %). 
 

Risk icon  
 

 
 
None of the expressions seem to 
dominate in particular in figure 29. 
 
52% of the respondents notched an 
expression describing a negative 
situation.  
 
Apart from referring to some 
negative event, the icon did not 
appear to have a common 
connotation among the 
respondents. This makes the risk 
icon one of the less intuitive icon. 

 
 
Part 4 
 
Asset 
We can see in figure 30, that 24% of the respondents associated the asset icon to an asset: 
application availability, while the other asset in the list (data privacy) did not get identified as 
an asset. This may be because of the connotation of “availability”. 
 
Vulnerability 
65% of the respondents (see figure 30) associated the vulnerability icon with “data privacy”, 
which may be because they thought of what may be exposed to the vulnerability. The lock 
may also suggest well-kept information.  
 
As in part 3 the vulnerability icon, being a lock, made the respondents read several levels of 
understanding: looking for what may be the consequence of an opened lock. 
 
Unwanted incident 
Figure 30 shows that this icon does not have any clearly preferred situation. IT infrastructure 
and application availability got the most notches. Neither of them are negative incidents.  
 
The icon was notched by a few as a symbol for data privacy. It is contradictory to find that the 
two assets got different amount of notches.
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Figure 30: Amount of notches per icon (in %) 

 
 
 
Non-human threat 
There are no clear situations that were 
preferred by the respondents, as shown in 
figure 30. “Application servers 
malfunctioning” got the most notches. Which 
could be explained by the use of the word 
“malfunctioning”: the flag is raised as a signal 
of problems. 
 
We notice that only 19% of the respondents 
associated IT infrastructure with the icon. This 
is quite a low percentage compared with the 
other expressions’ for this icon. 
 
 
Threat scenario 
There is a big array of situations that the 
respondents chose for this icon (see figure 30). 
Since the icon does not represent a person, 
92% of the respondents would not use it to 
symbolise an employee. 
 
 
Accidental threat 
More than half of the respondents saw the 
accidental threat icon as an employee.  
After looking at figure 30, we may say that this 
part of the survey shows that the accidental 
threat icon is one of the most intuitive one. 
 
 
Deliberate threat 
We can see that most of the notched situations 
are negative, while the less chosen ones are 
positive. The respondents associated the icon 
with problem situations (threat scenario).  
 
The percentage of the respondents, who 
notched for an employee, was high for both 
accidental threat and for deliberate threat (see 
figure 30). . Otherwise it stayed low. This 
shows that the signs for “human threats” are 
well understood as humans.  
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Summary about the icons (part 3 and 4) 
 
 

 
Respondents’ connotations 

corresponded with  
analysts’ denotations  

Respondents’ connotations 
did not correspond with  

analysts’ denotations  

 
The respondents interpreted the icon 
as a good person. 

The respondents would not call the 
icon a “party”. 

 
The respondents interpreted the icon 
as a deliberate threat.  

 
The respondents interpreted the icon 
as a person. 

It was unclear for the respondents 
what kind of person this was. 

 
 The respondents recognized the icon 

as a problem, not as a threat. 

  
The lock reminded the respondents 
of things and the person involved in 
locking something in.   

 

Both the concept and the expression 
“asset” were well understood by the 
respondents. 

 

 

The respondents interpreted the icon 
as some kind of incident. 

The incident was not qualified by 
the respondents as “unwanted”. 

 

The respondents interpreted the icon 
as some kind of negative scenario, 
and certainly not as a person.  

It was unclear for the respondents 
what kind of negative scenario this 
was. 

 

The respondents interpreted the icon 
as some kind of scenario. 

The icon is intuitive, as a sign for 
hardware.  

 
 The icon  was in general quite 

unclear for the respondents. 

 
 

Table 22: Summary table of the intuitiveness of the icons (part 3 and 4) 
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5.4.4. Expressions and examples (part 3 and 4) 

 
Part 3 
Since there were more expressions than icons, the sum of chosen icons per expression is not 
necessarily the same for each expression. Some expressions have a higher frequency than 
others. Each expression could be notched once per respondent. Figure 31 shows for each 
expression, the amount of notches compared to the average. 
 
The fact that there are CORAS expressions both in the most favourite ones and the least 
favourite ones could be explained by the fact that only half of the respondents know there was 
something called security risk analysis.  
 

 
Figure 31: Popularity of the expressions compared to the average (in percent points) 
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Figure 32: Amount of notches per example (in 
%) 

 
 

Part 4 
 
Figure 32 represents the amount of notches 
(in %) for each expression, specified by 
icons. It is not only the highest but also the 
lowest scores that tell us about the level of 
intuitiveness of the icons.  
 
Data privacy 
We can see in figure 32 that the expression 
was clearly associated with the 
vulnerability icon. “Data privacy” being an 
asset, we note that is was notched the less 
with the asset icon.  
 
Application availability 
This expression was a bit notched for each 
icon. There is no clear dominating icon, as 
shown in figure 32. 
 
Poor backup solution 
This example was associated mainly to two 
icons (see figure 32): non-human icon and 
the threat scenario. Neither of the icons 
represents persons and has in common a 
sign with a red triangle with an 
exclamation point.  
 
Hardware failure 
In this part the treatment icon was not 
present (in part 3, the treatment icon was 
mainly associated to “hardware”). As we 
can see in figure 32, the most notched icon 
was the threat scenario icon. 
 
Old anti-virus and Old firewall 
Both expressions have similar amounts of 
notches for each icon (see figure 32). It 
may be because the two expressions are 
quite similar. 
 
There are two dominating icons, the non-
human icon and the deliberate threat icon. 
Both of them are threat icons, while both 
expressions are vulnerabilities.  
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Unavailability of application 
The icons, which got the most notches, are the threat scenario icon and the non-human threat 
icon (see figure 32). This expression fits well into the general pattern (explained further on). 
 
Corruption of data 
Figure 32 illustrates that the icon, which got the most notches, is the threat scenario icon. 
Only in second place comes the unwanted incident, which corresponds to the expression. 
 
IT infrastructure 
The icon, which got the most notches, is the unwanted incident icon (see figure 32). An IT 
infrastructure is a non-human threat. The icon was only notched by 19% of the respondents. 
 
Server crash 
The example given here is a threat scenario. Figure 32 shows that the dominating icon is the 
threat scenario icon.  
 
Malicious code, traffic jams network 
The icon, which got the most notches, is the deliberate threat icon (see figure 32), although 
here too are the non-human threat icon and the threat scenario icon also present. 
 
Application servers malfunctioning 
The icons, which got the most notches, are the non-human threat icon and the threat scenario 
icon. Although more than 50% of the respondents chose the non-human threat icon (see figure 
32). 
 
Application database fails to switch to backup solution 
The example describes a threat scenario. The icon, which got the most notches, is clearly the 
threat scenario icon (see figure 32). 
 
An employee 
We can see in figure 32 that the two most dominating icons are the ones representing people. 
The accidental threat icon, was notched by almost 60% of the respondents. Once again we 
have the common idea that an employee is a good person and not necessarily a deliberate 
threat. 
 
 
General patterns observed in figure 32 
 
The vulnerability icon was notched a few times at each expression (except “data privacy”), 
even though that in the list of the 14 situations, 4 of them describe a vulnerability. 
 
The non-human icon and the threat scenario scored highest on 6 of the examples: 

- Poor backup solution (vulnerability) 
- Hardware failure (vulnerability) 
- Unavailability of application (unwanted of application) 
- Server crash (threat scenario) 
- Application servers malfunctioning (threat scenario) 
- Application database fails to switch to backup solution (threat scenario) 
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5.4.5. Relations and data (part 2 and 5) 

 
 

Part 2: Expressions  Part 5: Diagram 

A threat…a vulnerability. 
 

 
Exploits  IT-personnel exploits lack of… 
Impacts  IT-personnel impacts lack of... 
Initiates  IT-personnel initiates lack of… 
Leads to  IT-personnel leads to lack of... 

 
Figure 33: Similar question in two different parts 

 
 
Both in part 2 and 5 there was a 
question that tested the 
comprehension of similar 
knowledge (see figure 33). 
 
The difference between them was 
that in part 5 the respondents were 
given an illustration of the situation 
with an example and icons.  
 
Figure 34 shows that there was no 
noticeable difference in the overall 
total of the respondents’ answers.  
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Figure 34: Answers of the respondents (in %) 
 

 
 
We notice that although the number of answer are similar for part 2 and 5; only a few of those 
who answered correctly in part 2 actually answered correctly in part 5, and vice versa (see 
figure 35). We can also notice a pattern: out of the 13 respondents who answered “exploits” in 
part 5, 46% of them (6 respondents) answered impacts in part 2. 
 

 
 

Figure 35: Answers of each respondent for qu.1 part 2 and qu.3 part 5. 
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5.4.6. Understanding with and without icons (part 2 and 5) 

 
In part 5 the respondent could only notch 1 answer. Since 31 of the subject gave 1 answer per 
question in part 2, we make a comparison of each of those 31 subjects’ performance in each 
part (illustrated in figure 36). We are aware of the fact that the respondents had to answer 5 
questions in part 2 while 3 questions in part 5. Therefore their results have been calculated 
into percent.  
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Figure 36: Respondents’ scores for part 2 and 5 (in %) 
 

In part 2 the average score of the 31 respondents is 28% while in part 5 their average score is 
51% (see figure 37). That means that most respondents did better in part 5 than in part 2, in 
other words their score difference was a “positive” score, as shown in the graphic in figure 37. 
This means that 23 respondents out of the 31 did a better score at part 5, when there were 
diagrams.  
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Figure 37: The difference of respondent’s scores (in percent points) 
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6. THREATS TO VALIDITY 
 
 
6.1. Overview 

 
All research has to be conscious about its weaknesses. Yin describes different commonly used 
tests, which can establish the quality of any empirical social research (Yin, 2003, page 34). 
We will take a closer look at them below and discuss the validity and reliability of our results. 
 
6.2. Validity 

 
“Validity is another word for truth.” (Silverman, 2005, page 210). A valid research captures 
the reality. In our case this reality picture is people’s understanding of the CORAS semantics.  
 

6.2.1. Construct validity 
 
Several sources of evidence 
During data collection, one must make sure to develop a sufficient operational set of 
measures. In other words triangulation: “the comparison of different kinds of data and 
different methods to see whether they corroborate one another.” (Silverman, 2005:380).In 
order to achieve this, we have used three sources of evidence; documentations of previous 
studies, the video analysis and the survey. From all three, we managed to converge evidences 
about the level of intuitiveness for each icon.  
 
Review draft report by informants 
Yin argues that the validity of doing a case study report can be strengthen by having the 
participants and the informants review the report: as a way of corroborating the essential facts 
and evidence presented (Schatzman & Strauss, 1973 page 134 in Yin, 2003, page 159). The 
weakness of the thesis’ validity here is that no informants have reviewed the report. 
 

6.2.2. Internal validity 
 
Attend all evidence 
Yin describes four principles that ensure the high quality of data analysis (Yin, 2003, page 
137). First of all our analysis should show that we attend to all the evidence. We used three 
main sources of data: previous research on CORAS modelling language (Hogganvik, 2007 
and Hougen, 2006), evidence from video recordings of security risk analysis meetings, and 
data from survey. Using previous research on CORAS, corresponds to using “our prior 
knowledge in our study” (Yin, 2003, page137). The weakness of it in our case, is that the 
CORAS semantics is under constant change and development. The semantics tested by 
Hoogganvik, and especially Hougen, differed considerably from the semantics of CORAS 
evaluated in this thesis. 
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Significant aspect 
The analysis should address the most significant aspect of the case study. In the success 
criteria we defined four main focus areas for our research: icons, relations, scalability, and 
use. During the data analysis we continued to focus on these four aspects. 
 
Do pattern matching 
During data analysis, one should do pattern matching. The data results have been analysed 
both for special events and for patterns. Patterns were found both during the analysis of data 
from the video analysis (see section 4.4.1), as well the analysis of the data from the survey 
(see section 5.4.1, 5.4.3 and section 5.4.4 ).  
 

6.2.3. External validity 
 
Generalizable 
External validity is about testing if the study’s findings are generalizable beyond the case 
study. One must “establish the domain to which a study’s findings can be generalized” (Yin, 
2003, page 34). The problem is that single cases usually offer a poor basis for generalizing. 
Surveys give a better basis, because “survey research relies on statistical generalization” (Yin, 
2003, page 37) our problem is that the sample of the survey was not representative for the 
general population.  
 

0

10

20

30

40

50

60

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
 

 
Figure 38: Responses of the 37 of our sample and the 49 others who completed part 2 (%) 
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Figure 39: Responses of the 37 of our sample and the 12 others who completed part 5 (%) 



 64

 
Although we cannot generalize our data to the population, we can compare the responses of 
our sample of the 37 respondents to the other respondents who did not complete the whole 
survey only some parts (illustrated in figure 38 and figure 39). We can then see in the two 
previous figures that the average differences between the two groups are 6 percent points in 
part 2 and 10 percent points in part 5. 
 
Use of theory 
Assuring the validity of a research can also be done by having a good foundation: using 
theories that have strong groundwork in research history. Our research has been based on 
communication and linguistic theories (see section 2.2). These theories are well known and 
historically accepted theories. 
 
 
6.3. Reliability 

 
Chain of evidence 
It is important to maintain a chain of evidence in order to allow an external observer to follow 
the derivation of any evidence. To facilitate this, the set up of the thesis follows the 
chronological evolution of data: first the data results thereafter the data analysis. In order to 
make sure that “the operations of a study can be repeated, with the same results” (Yin, 2003, 
page 34), the circumstances of data collection are described in section 3.3.1 and in section 
3.4.1. 
 
Use case study protocol 
A questionnaire and a case study protocol have in common that they both are directed at a 
single data point; in this case the level of understanding of the subjects of the CORAS 
semantics. A case study protocol increases the reliability of case study research by being a 
guide to the investigator in carrying out the data collection. For the video analysis, we 
established quite a detailed coding scheme (see section 3.3.6). The detailed nature of the 
coding scheme allows the data collection procedure to be repeated with the prediction of 
similar results. 
 
Develop case study database 
To assure data transparency all original, non-analysed data is presented in the appendix. 
Whenever any original data was left out of the analysis, there was an argumentation for it; to 
show that we are conscious of the bias it may cause (see section 4.2 and 5.2). 
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7. DISCUSSION 
 
 
7.1. Overview 

 
Section 2.4 specified the success criteria for the thesis work. This section looks at the results 
from the video analysis and the survey, and discusses to what extent we have managed to 
fulfil the success criteria.  
 
7.2. Results and success criteria 

 
7.2.1. Icons 

 
Results 
The video analysis and the survey gave for some icons similar results, while for other icons, 
completely different results. In order to find the similarities, we here recall the main findings 
from each analysis (presented in more detail in section 4.4.4 and 5.4.3) and present them in 
table 23 above.  
 
One pattern in the results is that the clients in the video analysis understood the icons better 
than the respondents in the survey. This may be due to the fact that the clients were 
introduced to the CORAS semantics in a brief tutorial, while the respondents of the survey did 
not get any explanations. 
 

Video analysis result ICON  Survey analysis result 

The icon is understood, especially because in 
the beginning there are only few types of 
icons.  

The icon is identified as a good person, 
but not called as “party” 

The party icon has a connotation to a good person. The icon benefits from its early 
position in a security risk analysis process, when there are still few icons. 

 
Video analysis result ICON  Survey analysis result 

 
The icon is identified as a deliberate 
threat. Both icons are identified to represent a person 

being a threat. The nature of the difference 
between the two icons is unclear. 

 
The icon is identified as a threat, but 
uncertain about what kind of threat. 

Both icons are clearly some kind of threats in human form. The difference in the 
persons indentions are not understood. 

 
Video analysis result ICON  Survey analysis result 

The icon is identified as a threat. Its “non-
human” nature is unclear.  

The icon is recognized as a signal for 
an arisen problem.  

The icon was understood differently in the two analyses (threat vs. problem). Both 
analyses saw the icon as some kind of negative. 
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Video analysis result ICON  Survey analysis result 

The expression being familiar, the icon was 
easily associated to it..  

Because the icon’s first level of reading 
is a lock, the connotations to it were 
about the use of the lock.  

The clients from the video analysis understood the icon, while the respondents from 
the survey did not that well. The two analyses gave different results.  

 
Video analysis result ICON  Survey analysis result 

Apart from the unusual nature of the name, 
the icon is understood.  

The icon’s name and the expression’s 
meaning are understood. The icon was 
identified as an asset. 

In both cases the subjects’ connotation to the asset icon corresponded to the 
analysts’ denotation. 

 
Video analysis result ICON  Survey analysis result 

The icon and the expression it is 
symbolizing, is understood.  

The incident aspect of the icon is 
clear, but not the unwanted aspect of 
the incident. 

Both analyses understood that the icon was representing an incident. Only the 
clients from the video analysis understood the icon as an unwanted incident. 

 
Video analysis result ICON  Survey analysis result 

After identifying the threats, the threat 
scenario icon was found to be the logical 
next step in the chain of relations. 

The icon was identified as a 
negative scenario, but not 
specifically as a threat. 

For both the clients and the respondents, the icon represents a negative happening. 

 
Video analysis result ICON  Survey analysis result 

The treatment expression being familiar, 
the icon is easily associated to it. 

The icon is intuitively understood as 
hardware.  

The two analyses associated the icon with very different meaning. 

 
Video analysis result ICON  Survey analysis result 

In the context of a security risk analysis the 
risk concept does not cause any problem of 
understanding. 

The icon is too wide, unspecific. 

The icon being unspecific, it does not cause any better understanding than without. 
 

Table 23: Analysis results from video analysis and survey, for the each icon 
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The hypothesis 
 

- The icons are intuitive: peoples’ connotations for an icon are the same. 
Some of the icons generate the same connotations for most people. Some of them generate an 
array of connotation with similar meanings, suggesting that the icons are not sufficiently 
specific 
 

- The clients’ connotation has the same meaning as the analysts’ denotation of the same 
icon. 

Some icons have the same connotation for people as the analyst’s denotations, while others do 
not. 
 
Limitations 
The subjects were never asked specifically about their opinions about the intuitiveness of the 
icons one by one (neither during the video analysis nor during the survey). This could have 
been carried out through interviews. 
 
In the survey there was always an array of possibilities to chose from and there were no 
possibilities for writing the first connotations that came to the respondents mind. Also the 
clients in the meeting were aware of the setting of CORAS. 
 
Conclusion 
The different icons have different levels of understanding. For some icons the subjects’ 
connotations are the same as the analysts’ denotation, why for other icons every subject has a 
different connotation.  
 

7.2.2. Relations and values 
 
Results 
The arrow shape of the relation (with a beginning and an end) was understood to have a 
chronological meaning. During the survey analysis we could note that there were similar 
results for questions about relations, independent of whether the situation was represented by 
CORAS diagram or not. During the meetings, the clients ended up calling all relationships 
“arrow” (their first level of reading).  
 
The hypothesis 
 

- The differences between the relation names are clear. 
The survey shows that people do not comprehend the difference between the relations. The 
ones answering right in one case may answer wrongly in another similar case. There is 
favourite expression: “leads to”. 
 

- The differences between the relations in a diagram are clear. 
We found that there were similar results no matter whether CORAS was used or not. 
 

- The differences between the values are clear. 
There is not enough data to confirm or falsify the hypothesis. What it indicates, is that 
“likelihood” is the less popular of the values. 
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Limitations 
There was not enough focus on the values of the relations during both investigations (the 
video analysis and the survey).  
 
Conclusion 
We can conclude that the misunderstandings regarding the relations between icons are not due 
to the eventual difficulties of understanding the CORAS semantics. 
 

7.2.3. Scalability 
 
Results 
During the meetings (in the video analysis) the diagrams grew naturally. This means that the 
clients witnessed the chronological development of the same diagrams, with new icons every 
time. During the meetings the frequency of misunderstandings diminished, while the size of 
the diagrams grew. It shows that time is one of the factors making it possible for the subjects 
to familiarise with the CORAS semantics. The survey did not follow up the growth of specific 
diagrams, and did not end in diagrams with sizes as the ones of the end of the meetings. 
During the survey, the respondents did worse in identifying the icons one by one, than when 
they were presented to diagrams with one or two relations. 
 
The hypothesis 
 

- The CORAS diagrams are understood no matter their size and complexity. The big 
diagrams (with many icons , relations and values) are as well understood as the small 
diagrams. 

The diminishment of the frequency of the misunderstanding does not automatically imply that 
it is easier to understand the big diagrams, than the smaller ones. The survey confirms too that 
once there was at least a relation, the respondents understood better the icons. 
 
Limitations 
In the survey the respondents were just given all the icons at the same time, while in the 
meeting they were introduced gradually. The videoa analysis and the survey are so different 
on this area, that it is not a good common ground of comparison of analysis results. 
 
Conclusion 
Put in a context, the icons and relations make more sense to the reader. This is maybe not 
typical for CORAS, but to all languages. The more information is given, the more one feels to 
have understood much information. 
 

7.2.4. Use 
 
Results 
The video analysis came to the result that the clients had problems to remember the exact 
name of some of the icons, and especially the relations’ names. This did not stop them from 
understanding the diagrams. The survey showed that those icons that were intuitive were also 
well used. 
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The tested hypothesis 
 

- The clients can model in CORAS without any problems. A client can easily find 
which icons to use in order to represent the situation that (s)he wants to model in a 
diagram. 

During the video analysis, the clients did not use the name of the icons to mention them, but 
rather describing how the icons look. The similar result could be observed in the survey too. 
The respondents did poorly on naming the icons; but they did good in finding the right 
translation. 
 
Limitations 
The part of the survey, which tested the respondents’ use of CORAS gave doubtful data: the 
survey question went against the habit of asking for the right answer.  
 
Conclusion 
If well learned, the semantics of CORAS is easy to use. In both investigations, those icons 
that were intuitive were well used. The experiments illustrated the fact that if the semantics 
was understood, the subjects could use them. In order to use the semantics of CORAS, one 
does not have to know the icons’ and relations’ names. 
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8. CONCLUSION 
 
The goal of this research was to find out to what extent the translation of a CORAS diagram 
into English text, matches peoples’ understanding of that diagram. To find that out we have 
decomposed the language in its building blocks (icons, relations). Two investigations were set 
up: observation of a security risk analysis and a survey. Different groups of peoples’ 
understanding (or misunderstanding) and use were observed and analysed.  
 
We found that although some icons are more intuitive that others, and some may have easier 
name than others, people (both the clients and the respondents) understood them once put in a 
context (with examples in a diagrams). The misunderstandings that may occur are cause either 
by the similarity of the concepts or the icons, either by the fact that the concept is too wide, or 
the icons are not specific enough.  
 
For further improvements for the icon, would to notice that 50% of the icons have a red 
triangle with an exclamation mark. This makes them look similar and hinting that they stand 
for the similar meaning. 
 
Although the asset icon’s first level of reading makes it intuitive, it seems not to help for the 
vulnerability icon. Vulnerability being an abstract concept, maybe the icon for it should also 
represent something more abstract. 
 
For further improvements for the relations, I would suggest to revise the idea of different 
symbols (arrows) for different relations. The fact that the two icons determine a relation is not 
that immediate as a different graphic. 
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10. APPENDIX 
 
10.1. Video analysis 

 
111 C2 Und Specific “That the data can be stolen; it depends if it is with will or not.” 
127 C2 Qu. Concept “Is not a deliberative also an authorised person?” 
131 C3 Und Specific “…a person that does it with mean intention…” 
135 C3 Und Specific “The vulnerability is if we take a copy without crypting it. “ 
145 C3 Mis Read “Why is the unauthorised person a threat? Oh, yes because he is stealing.” 

175 C3 Mis Draw “The threat is that the clients use the competition because our is not 
available” 

186 C1 Mis Draw Looking for deliberate threats: “Others can be internal people like me who 
accidentally took down the server.” 

202 C2 Mis Draw “We should have an arrow from here to there…” 
208 C2 Und Unspecific “That box there…” 
222 C2 Und Specific “That it is not scalable, yes that’s one of our vulnerability.” 

224 C1 Qu. Sem What is the difference between the box with the triangle and the one with 
a star? 

226 C2 Mis Draw Proposing to have an arrow directly from vulnerability to asset. 

227 C1 Und Unsecific “Now I get the star, it is when this is exploding. And the triangle is the 
warning.” 

228 C2 Remark “It’s a bit like a Donald Duck language.” 
237 C1 Und Specific “Asset, how often do you use that in everyday life?” 
238 C3 Remark “It gives a more overall picture.” 

 
Table 24: Coded events (meeting 4) 

 
Figure 40: Coded events (meeting 4) 
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Figure 41: Overview of the video analysis 
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10.2. Survey 

 
The survey is to be found on the following webpage: 

http://www.surveymonkey.com/s.aspx?sm=JKCvd0eyqkzQG1u4s29FHQ_3d_3d 
 

 
 

Figure 42: Survey part 1 
 

http://www.surveymonkey.com/s.aspx?sm=JKCvd0eyqkzQG1u4s29FHQ_3d_3d


 77

 
 

Figure 43: Survey part 2 



 78

 
 

Figure 44: Survey part 3 
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Figure 45: Survey part 4 
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Figure 46: Survey part 5 
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10.3. Detailed survey results 

 
 

 
What is your relation to 
"security risk analysis"? 

Have you ever 
modelled in a graphical 

language yourself? 
Which GL? 

What is your relation 
to the CORAS 

modelling language? 
1 never heard No, never   never heard 
2 I know, but that is all do not know   never heard 
3 something called do not know   never heard 
4 I know, but that is all No, never   never heard 
5 never heard do not know   never heard 
6 something called No, never   never heard 
7 more than 1 do not know   never heard 
8 never heard No, never   never heard 
9 never heard do not know   never heard 
10 never heard No, never   never heard 
11 never heard do not know   never heard 
12 never heard No, never   never heard 
13 never heard No, never   never heard 
14 something called do not know   never heard 
15 never heard do not know   never heard 
16 I know, but that is all No, never   never heard 
17 More than 1 No, never   never heard 
18 never heard do not know   never heard 
19 something called do not know   something 
20 something called do not know   never heard 
21 never heard No, never   never heard 
22 something called No, never   never heard 
23 never heard do not know   never heard 
24 something called No, never   never heard 
25 something called No, never   never heard 
26 something called Yes, modelled Autocad never heard 
27 never heard do not know   never heard 
28 something called do not know   never heard 
29 conducted at least one No, never   never heard 
30 never heard do not know   never heard 
31 something called do not know   never heard 
32 never heard Yes, modelled ORM-UML never heard 
33 something called No, never   never heard 
34 more than 1 No, never   something 
35 never heard No, never   never heard 
36 something called do not know   never heard 
37 never heard do not know   never heard 

 
Table 25: Detailed survey results, part 1 

 



 82

 
 Threat... Vulner Threat sc has... Threat..threat sc. Unw inci...asset. Threat sc...thr sc.  
 exp imp ini lea con eff lik pro exp imp ini lea exp imp ini lea exp imp ini lea Sum
1 1         1           1     1     1     5
2 1         1           1     1       1   5
3   1           1       1 1         1     5
4 1             1       1   1           1 5
5 1             1     1     1           1 5
6 1             1       1     1     1     5
7   1     1 1 1 1   1 1 1   1       1 1 1 12
8   1       1           1       1 1       5
9   1           1 1             1 1       5
10 1             1     1     1     1       5
11 1 1       1   1     1 1   1     1   1 1 10
12       1       1     1     1           1 5
13   1       1         1         1       1 5
14   1     1             1     1       1   5
15       1   1     1         1         1   5
16 1       1 1 1 1     1       1       1   8
17       1 1           1       1         1 5
18     1         1       1   1         1   5
19     1 1     1 1     1     1   1 1 1 1 1 11
20 1       1             1 1       1       5
21 1       1             1     1         1 5
22       1   1           1     1     1     5
23       1   1         1     1       1     5
24   1           1     1     1     1       5
25       1   1           1     1       1   5
26   1       1           1   1     1       5
27   1           1     1     1           1 5
28   1     1 1   1       1   1     1       7
29 1     1 1 1           1 1     1     1 1 9
30     1     1           1   1       1     5
31   1         1   1       1           1   5
32 1             1     1     1           1 5
33 1             1       1 1             1 5
34     1   1             1     1         1 5
35   1           1       1   1     1       5
36       1 1             1       1     1   5
37     1     1           1     1       1   5

 
Table 26: Detailed survey results, part 2 
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Icon % of notched expressions 

for each icon Party DT AT Risk NH Thret sc Vuln Ass Uw Treat sc 
Accidental threat 3 3 19 5 3 8 0 0 14 0 
Asset 0 0 0 5 3 0 0 62 0 3 
Authorized person 30 0 11 0 0 0 22 0 3 0 
Consequence 0 0 3 8 0 5 11 5 5 5 
Deliberate threat 0 32 5 5 11 5 5 0 0 0 
Hardware 0 3 0 3 0 0 5 0 3 54 
Incident 0 0 3 11 14 14 3 0 14 0 
IT personnel 30 0 11 0 0 0 5 0 5 5 
New problem 3 3 0 11 16 3 3 3 19 0 
Non-human threat 0 30 0 5 8 5 5 0 5 0 
Old problem 22 0 14 3 0 0 0 3 0 3 
Partner 0 0 0 0 3 0 3 11 5 0 
Party 0 5 0 8 3 8 5 0 3 0 
Risk 3 8 5 8 16 14 14 3 0 3 
Risk management 5 3 5 8 3 5 3 5 3 5 
Threat scenario 0 11 5 14 5 11 3 0 3 0 
Treatment scenario 0 0 3 0 3 11 0 0 3 14 
Unwanted incident 0 3 3 3 0 8 3 0 0 0 
Vulnerability 5 0 14 0 8 3 11 0 5 3 
Wanted incident 0 0 0 3 5 0 0 8 11 5 
 100 100 100 100 100 100 100 100 100 100 

 
Table 27: Survey results: icons (part 3) 

 
Icon  % of notched icons for 

each expression Party DT AT Risk NH Thret sc Vuln Ass Uw Treat sc  
Accidental threat 5 5 35 10 5 15 0 0 25 0 100 
Asset 0 0 0 7 4 0 0 85 0 4 100 
Authorized person 46 0 17 0 0 0 33 0 4 0 100 
Consequence 0 0 6 19 0 13 25 13 13 13 100 
Deliberate threat 0 50 8 8 17 8 8 0 0 0 100 
Hardware 0 4 0 4 0 0 8 0 4 80 100 
Incident 0 0 5 19 24 24 5 0 24 0 100 
IT personnel 52 0 19 0 0 0 10 0 10 10 100 
New problem 5 5 0 18 27 5 5 5 32 0 100 
Non-human threat 0 50 0 9 14 9 9 0 9 0 100 
Partner 50 0 31 6 0 0 0 6 0 6 100 
Party 0 0 0 0 13 0 13 50 25 0 100 
Old problem 0 17 0 25 8 25 17 0 8 0 100 
Risk 4 11 7 11 22 19 19 4 0 4 100 
Risk management 12 6 12 18 6 12 6 12 6 12 100 
Threat scenario 0 21 11 26 11 21 5 0 5 0 100 
Treatment scenario 0 0 8 0 8 33 0 0 8 42 100 
Unwanted incident 0 14 14 14 0 43 14 0 0 0 100 
Vulnerability 11 0 28 0 17 6 22 0 11 6 100 
Wanted incident 0 0 0 8 17 0 0 25 33 17 100 

 
Table 28: Survey results: expression (part 3) 
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Answers of the 20 respondents 
who notched icons that do 
“symbolise” the situation. 

Deliberate 
Threat 

Accident. 
Threat 

Threat. 
Scenario. 

Non-h 
Threat 

Unw. 
Incident

Vulnera
- bility Asset Sum

An employee 8 6 3 4 2 2 2 27 
Application availability 3 3 1 2 1 4 6 20 
Application db fails to switch 
to backup solution 3 3 5 2 2 2 2 19 

Application servers 
malfunctioning 5 3 3 5 0 3 2 21 

Corruption of data 2 2 8 2 5 0 2 21 
Data privacy 1 1 2 2 3 10 2 21 
Hardware failure 2 1 4 3 4 2 2 18 
IT-infrastructure 1 1 3 0 5 4 3 17 
Malicious code, traffic jams 
network 8 2 3 3 1 1 3 21 

Old anti-virus 4 5 1 5 4 2 1 22 
Old firewall 5 6 1 3 4 3 2 24 
Poor backup solution 3 1 4 5 0 3 1 17 
Server crash 2 2 3 4 4 1 5 21 
Unavailability of application 1 4 1 4 2 2 4 18 
Sum 48 40 42 44 37 39 37 287 

 
Table 29: Survey results, part 4 (symbolise) 

 
 

Answers of the 17 respondents 
who notched icons  that do 
“NOT symbolise” the 
situation. 

Deliberate 
Threat 

Accident. 
Threat 

Threat. 
Scenario. 

Non- 
human 
Threat 

Unw. 
Incident

Vulnera
- bility Asset Sum

An employee 15 1 17 17 16 15 14 95 
Application availability 17 12 11 11 3 6 14 74 
Application db fails to switch 
to backup solution 13 12 3 5 9 11 15 68 

Application servers 
malfunctioning 9 12 3 1 9 14 16 64 

Corruption of data 7 13 6 6 8 11 14 65 
Data privacy 13 7 12 11 14 3 15 75 
Hardware failure 8 11 2 3 8 11 15 58 
IT-infrastructure 15 11 6 10 5 10 13 70 
Malicious code, traffic jams 
network 5 10 4 3 7 10 15 54 

Old anti-virus 5 11 6 4 10 13 16 65 
Old firewall 7 11 6 4 9 12 16 65 
Poor backup solution 9 11 2 3 8 13 14 60 
Server crash 7 12 2 4 10 12 15 62 
Unavailability of application 10 9 2 3 9 13 16 62 
Sum 140 143 82 85 125 154 208 937 

 
Table 30: Survey results, part 4 (not symbolise) 
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exploits impacts initiates leads to  leads to - 

cons. 
impacts - 

cons. 
leads to - 

risk 
impacts - 

risk exploits impacts initiates leads to 

1       1       1 1       
2     1         1 1       
3       1   1     1       
4   1         1   1       
5       1     1         1 
6       1   1         1   
7       1     1       1   
8       1       1     1   
9     1     1     1       
10       1   1         1   
11       1     1     1     
12       1   1           1 
13     1         1   1     
14       1       1 1       
15       1   1       1     
16       1     1     1     
17       1   1       1     
18       1       1       1 
19       1   1       1     
20       1     1       1   
21       1       1   1     
22   1       1       1     
23       1 1         1     
24       1   1         1   
25 1           1   1       
26   1       1     1       
27       1   1     1       
28   1     1             1 
29   1     1       1       
30   1           1       1 
31       1     1   1       
32     1   1             1 
33       1 1           1   
34       1     1   1       
35       1 1         1     
36       1   1     1       
37       1   1         1   
sum 1 6 4 26 6 14 9 8 13 10 8 6 

 
Table 31: Detailed survey results, part 5 
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