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Preface
By 2015 and years on it is expected a significant increase of the oil transportation from the Russian 
northern ports to the USA along the Norwegian northern coast. It is said that around 60% of 150 
million tonnes of Russian crude oil exports will go along this route. 

This news cheered by some in the Norwegian northern communities, who saw it as a boost to the 
development of the Norwegian fading far north territories, was received with less enthusiasm by the 
authorities, who understood that such increase would mean potential threat. 

Traditionally, the Norwegian western coast was the most accident vulnerable from the domestic and 
international ship traffic, now the northern areas are about to become another hot spot, requiring 
additional resources and attention of the authorities.

Numerous studies have been launched assessing the potential risks and proposing the measures to 
reduce the likehood of disasters such as the widely covered by media around the world the Erika 
accident off the coast of France in 1999 and the Prestige accident off the northern coast of Spain in 
2002. And, of course, the Exxon Valdez accident in Alaska of 1989, which gave gravely impressive 
video footage for Greenpeace campaigns. 

The studies start to materialize now into concrete steps, such as monitoring the ship traffic off the 
Norwegian northern coast, establishment of Vessel Traffic Service (VTS) centre in the vicinity of 
the Norwegian-Russian boarder, increase of the number of the readily available tugboats in the area 
etc. 

Ironically, the slow reaction of the Norwegian Coastal Administration (NCA) to the latest (January 
2007) incident with cargo ship Server at Fedje (western coast) was partly to be blamed for the fact 
that the crucial equipment for dealing with oil spills was relocated from the western Norway to the 
northern Norway to assure the preparedness against the Russian tanker traffic threat.

There is one drawback, however, in the state sponsored risk assessment studies: they make things 
average. By “average” I mean that they always exclude the worst case scenario in their 
recommendations for preparedness. But the worst case scenarios do happen and they are more 
frequent than one would wish: during the past decade there were at least five major accidents in the 
world. This is one accident per each second year.

The average estimates are good for the state planning. If one reasons, there is no point of spending a 
handsome chunk of money on the worst scenario cases which have low probability and may never 
happen during the estimation's 100 year span. For the local communities who live in the areas 
subjected to such risks this may sound like a bad excuse. They may not want to hear about tight 
government budgets. They want security for their habitat even if the chances for a disaster loom far 
ahead.

To hear the both sides—the state and the local community—will be one of the task of this project. 
Or, what I hope, something that will make this study a bit different from the numerous other studies 
on the subject of risk analysis of maritime oil transportation.

In this project I will look at the risk picture in the northern part of Norway, namely in the 
Norwegian provinces of Troms and Finnmark. To analyze the risks there I will use the CORAS 
methodology for model-based security risk analysis. The CORAS risk management process, in 
brief, identifies the context of the problem, points out the risks, analyzes risks' frequencies and 
consequences, evaluates risks' levels and suggests eventual risks' treatment. 

I will first start at a concrete case study number one—maritime oil transportation along the 
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Norwegian coast—and work from there to use the experience from this case study to be able to 
carry out similar risk analysis in other domains. So the case study number two be the south-eastern 
Mediterranean coast of Spain. Then I will discuss if my findings and recommendations are 
applicable to other domains than the Norwegian northern coast.

The CORAS methodology was designed to be used for IT related risk analysis. But it stems from 
the methodology used in the process industry, thus there are no specific limitations to use it on non-
IT related subject, namely maritime oil transportation risk analysis.

This paper is the first step in research on how to apply CORAS and its principles to the maritime oil 
transportation risk analysis. If this will contribute in any sense to the safer seas, then my education 
was worth spending time and resources on.
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Abstract
The purpose of this paper is to define reusable elements, or patterns, for risk analysis of maritime 
oil transportation using the CORAS methodology for model-based security risk analysis. 

The CORAS risk management process, in brief, identifies the context of the problem, points out the 
risks, analyzes risks' frequencies and consequences, evaluates risks' levels and suggests eventual 
risks' treatment. 

The paper starts with risk analysis of the maritime oil transportation along the Norwegian northern 
coast (provinces of Troms and Finnmark). 

Based on this case reusable elements on risks analysis of maritime oil transportation are extracted. 

Then, these elements are applied on another domain—south-eastern Mediterranean coast of Spain—
to test if they can be applicable to analyze maritime oil transportation risks in this geographical 
area.

The paper concludes with discussions on to which extent the extracted elements are indeed patterns 
that can be used for carrying risk analysis of other cases related to maritime oil transportation.
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Chapter 1. Introduction
Within this project risk analysis of the maritime oil transportation in the northern Norway will be 
implemented using the CORAS methodology for model-based security risk analysis. This analysis 
is also referred to as Case I. The goal of this analysis is to extract reusable elements, or patterns, 
which could be reapplied for other domains for carrying out similar analysis. 

A workable set of patterns is a success criteria for this project.

To check the fulfillment of the success criteria the set of patterns obtained from the risk analysis for 
the northern Norway will be reapplied and tested against another case—the maritime oil transport 
along the south-eastern coast of Spain in the Mediterranean. This analysis is also referred to as Case 
II:

Chapter 2 contains a brief introduction to the CORAS methodology, which, described in basic 
steps, identifies the context of the problem, points out the risk, analyzes risk frequencies and 
consequences, evaluates risk levels and suggests eventual treatment. 

The cChapter goes on to characterise the problem of the study, which is to devise generic elements 
in the risk assessment of maritime oil transportation, gives the definition of generic elements, 
summaries success criteria for the project and defines the methodology to check the fulfillment of 
the success criteria.

Chapter 3 gives a short description of selected cases related to oil transportation analysed using 
other methodologies than the CORAS. The purpose of this Chapter is to see if some elements in the 
previous analysis can be applied in this project.

Chapter 4 is the Case I risk analysis itself, which takes the full CORAS walk through and analyses 
the risks related to the maritime transportation of oil along the northern stretch of Norwegian coast
—provinces of Troms and Finnmark. 

The analysis starts first on behalf of three parties: the 'State,' the 'Local community' and the 'Oil and 
shipping company.' 

The 'Oil and shipping company' is later excluded from the analysis as it contains too many elements 
not related to the other two parties and thus requiring a lot of side work and may lead the project 
off-focus. 

Chapter 5 describes a set of reusable elements which can be extracted from the Case I analysis 
delivered in Chapter 4. 

Chapter 6 is the Case II analysis—the analysis of the maritime oil transportation along the south-
eastern coast of Spain. This is not a full analysis, but an attempt to test the reusable elements 
obtained from Case I. 

Chapter 7 contains the verification of the fulfillment of the success criteria. It walks through the 
patterns applied in Case II and formulates the patterns which survived the test.

Chapter 8 concludes whether the success criteria was fulfilled and deliberates briefly on the 
experience of using the CORAS methodology in this project.
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Chapter 2. Research method. Problem 
characterisation
This project will seek to devise reusable elements, or patterns, for the risk analysis of sea 
transportation. 

The outcome of this project will be sets of patterns which (1) describe the problem, (2) describe the 
consequences of the problem, (3) describe the measures to manage the problem.

The problem here will be the risks of sea transportation, in particular oil transportation, along the 
Norwegian northern coast, the consequences such risks may lead to, and what measures can be 
taken to manage these risks. 

To achieve its goal the project will use the CORAS methodology for model-based security risk 
analysis. The CORAS risk management process identifies the context of the problem, points out the 
risks, analyzes risks' frequencies and consequences, evaluates risks' levels and suggests eventual 
risks' treatment.

2.1. The CORAS methodology
The CORAS tool-supported methodology provides [CORAS]: 

● A methodology for model-based security risk assessment integrating aspects from partly 
complementary risk assessment methods and state-of-the-art modelling methodology 

● A UML-based specification language targeting security risk assessment. 
● A library of reusable experience packages. 
● A computerised tool that supports the methodology and provides two repositories; an 

assessment repository and a repository for the reusable experience packages. 
● An XML mark-up for exchange of risk assessment data. 
● A vulnerability assessment report format. 

The CORAS security analysis methodology makes use of UML models for three different purposes 
[ACIT04]:

1. To describe the target of evaluation at the right level of abstraction. To properly analyse 
security, technical system documentation is not sufficient; a clear understanding of system 
usage and its role in the surrounding organization or enterprise is just as important. UML 
allows these various aspects to be documented in a uniform manner.

2. To facilitate communication and interaction between different groups of stakeholders 
involved in a security analysis. One major challenge when performing a security analysis is 
to establish a common understanding of the target of evaluation, threats, vulnerabilities and 
security risks among the stakeholders participating in the analysis. CORAS has developed a 
UML profile aiming to facilitate improved communication during security analysis, by 
making the UML diagrams easier to understand for non-experts, and at the same time 
preserving the well-definedness of UML. 

3. To document security analysis results and the assumptions on which these results depend to 
support reuse and maintenance. Security analyses are costly and time consuming and should 
not be initiated from scratch each time we analyse a new or modified system. Documenting 
analyses using UML supports reuse of analysis documentation, both for systems that 
undergo maintenance and for new systems, if similar systems have been analysed earlier.
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2.1.1. The CORAS risk management process
The CORAS risk management process includes the following stages [ACIT04]:

1. Context Identification. Identify the context of the analysis. Describe the system and its 
environment; identify usage scenarios, the assets of the system and its security requirements.

2. Risk Identification. Identify the potential threats to assets, the vulnerabilities of these assets 
and document the unwanted incidents.

3. Risk Analysis. Evaluate the frequencies and consequences of the unwanted incidents.

4. Risk Evaluation. Identify the level of risk associated with the unwanted incidents and decide 
whether the level is acceptable. Prioritise the identified risks and categorize risks into risk 
themes.

5. Risk Treatment. Address the treatment of the identified risks and how to prevent the 
unacceptable risks.

Each of these five sub processes comprises a number of activities, and the CORAS methodology for 
model-based risk analysis proposes different methods and models for use in the different sub-
processes and activities [ACIT04].

The CORAS methodology defines its own UML stereotypes and methods for describing UML 
models related to security analysis. These specific security related UML aspects are caught in the 
CORAS UML profile. This UML profile for security modelling defines an abstract language for 
supporting model based security analysis [ACIT04].

The first and foremost step of the analysis is to identify the case, or context, and strictly limit the 
domain, the analysis will focus on. 

The next step is identification of the risks, which first starts with high-level risk analysis and then—
in the process of analysis—comes down to details.

Following the identification of the risks, is the analysis of the risks themselves, comprised of 
evaluation of frequencies and consequences of unwanted events. The evaluation of the frequencies 
can be based on statistical data. If no statistical data is available, such evaluation is based on 
reasonable assumptions. The consequences of unwanted events—which are associated with loss or 
damage of some sort—can be expressed in monetary or other values. 

The next stage is the risk evaluation. At this stage the levels of the risks are defined, the risks are 
categorised and prioritised. Analysis is performed whether the levels of the risks are acceptable, or 
whether there must be undertaken some countermeasures to combat these risks. Minor risks can be 
ignored. The evaluation usually looks at the level of risk and the cost of preventive measures.

The final stage focuses on treatment of the identified risks and suggests measures to minimise them. 

During the risk analysis process the system, or the case, which is under the scrutiny, can be 
described with the help of sequence diagrams. These are studied and corrected during brainstorming 
sessions with experts on this case. 

2.1.2. The HazOp (Hazard and Operability) method
During the risk identification the HazOp (Hazard and Operability) risk analysis method is used. A 
HazOp analysis can be described as a ‘structured brainstorming.’ The idea is to focus on certain 
items in the study case that are part of the target of evaluation, and try to identify risks connected to 
failure or incompleteness of these items [ACIT04].
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As a result of ‘structured brainstorming’ a HazOp table is filled, which includes the following 
fields: asset (or the value), item, security incident, unwanted incident (which is the result of the 
security incident), consequence (evaluated in values, such as ‘low’, ‘medium’, ‘high’), frequency of 
this particular incident (also evaluated in values, such as ‘low’, ‘medium’, ‘high’), the proposed 
treatment.

The results of the HazOp table are translated into threat diagrams. 

2.1.3. The CORAS Experience Repository
The process of risk analysis may produce a large volume of information, and dealing with this 
information is a non-trivial task. Furthermore, the security analysis process is highly elaborate. This 
motivates the need for a computerized repository, which effectively manages the extraction, reuse 
and maintenance of experience packages. Such a repository has been developed within the CORAS 
project [Braber03].

The experience repository is aimed to support the reuse of generic aspects of security risk analyses 
documentation. The generic aspects address three main purposes. They are used to (1) characterize 
and document the target of evaluation, its context and the assumptions on which the analysis is 
based, (2) specify undesirable behaviour, impacts and scenarios resulting from security breaches 
and threats, (3) document security risk analysis results. The generic aspects are documented in so-
called experience packages. An experience package is either constructive or supportive. A 
constructive experience package may be instantiated, specialized, extended or adjusted into 
concrete risk analysis documentation. A supportive experience package, supports the process of 
documenting by capturing methodological aspects in the form of check-lists, patterns, and manual 
or automated procedures [Braber03].

2.2. Detailed problem characterisation
The aim of this study is to devise generic elements (general aspects), or reusable elements, or 
patterns,1 of one particular case, that is the risks associated with sea transportation. 

To achieve this target we should, first, decompose the problem into sets of problems, and try to 
define the reusable elements for each set. The main sets are:

1. Presentation of the possible scenarios which can lead to an undesired situation.
2. Consequences of such undesired situations, expressed in some values.
3. Measures to prevent such situations.

The success criteria for this project is devising the reusable elements for each of these sets.

But before we go any further, we should define what are generic, or reusable, elements, which can 
also be called patterns.

2.2.1. Generic elements, or reusable elements, or patterns
A pattern is something designed or used as a model for making things. It is also a reliable sample of 
traits, acts, tendencies, or other observable characteristics of a person, group, or institution 
[Webster].

Another nontrivial definition of pattern reads: “Each pattern describes a problem which occurs over 
and over again in our environment, and then describes the core of the solution to that problem, in 
such a way that you can use this solution a million times over, without ever doing it the same way 
twice.” [Gamma99]

1 These notations will be used interchangeably in this document.
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So pattern is something which can be copied, or reapplied, containing and preserving characteristics 
of the original. Pattern is also something which says something about the common features of a 
selected group of people or objects.

Patterns can have various degrees of generalisation. The higher this degree is, the easier it is to 
apply a pattern to a broader domain of things. On the other hand, such high degree of generalisation 
can backfire in terms of being a way too general, thus loosing the grip on the reality of the domain 
and making it difficult to reuse the pattern in practice without a great number of adjustments. If the 
degree of generalisation is too low, then the applicability of a pattern can be limited to the model it 
derived from. Should this model have some special characteristics the pattern is built upon, and 
those deviate much from the rest of the domain, the pattern will be useless for the domain. So a 
pattern, ideally, should be designed in such a way that new features, or characteristics, can be easily 
added to it to meet the requirements of an individual case within the domain, but it will still 
function for other cases in the domain.

Therefore, prior to the start of the process of developing patterns, one should (1) limit the domain, 
(2) remove the features of the model, or case study, for deriving patterns, which cannot be applied 
to the domain as a whole.

If we decompose a pattern, we can get four essential elements [Gamma99]:

1. The scope of the pattern.
2. The problem within the scope, which says when to apply the pattern.
3. The solution, the pattern provides an abstract description of a problem and what to do to 

manage the problem.
4. The consequences, this is the results and trade-offs of applying the pattern.

It is not a given fact, that the obtained patterns (reusable elements) will indeed be reusable for other 
cases. Thus after having designed the first set of patterns based on one case study, one should try 
other cases to prove that the patterns actually work and adjust them if they do not [Gamma99].

2.2.2. Application of reusable elements (patterns) in this project
As mentioned in the introduction to this section the problem of the case considered in this project 
has three main sets. Reusable elements will be designed for each of these sets.

The first set is the possible scenarios, which can lead to undesired consequences. This project will 
develop the patterns which describe various scenarios based on the the case study and generalise 
them in such a way that they are applicable in other similar cases, namely sea transportation, for 
example, in other geographic areas.

The second set was the consequences of such undesired scenarios. The project will seek to develop 
patterns which help to analyse the consequences. It can be a set of parameters which can be inserted 
into a general model that predicts the consequences, evaluating their impacts expressed in some 
values.

The third set is the prevention mechanisms. Here, patterns can be developed that help to perform the 
risk management in consent with the CORAS methodology, that is:

1. Reduce consequences.
2. Reduce risk.
3. Outsource problem.
4. Remove problem.
5. Keep the risk.

2.2.3. Representation of reusable elements (patterns)
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Another question is what is the best way to describe these patterns?

UML, at least two types of modeling diagrams, can be applied for illustration of the risk scenarios: 
use case diagrams or activity diagrams.

Use case diagrams describe what a system does from the standpoint of an external observer. The 
emphasis is on what a system does rather than how. A use case is a summary of scenarios for a 
single task or goal. An actor is who or what initiates the events involved in that task. Actors are 
simply roles that people or objects play. 

An activity diagram is essentially a flowchart. An activity diagram focuses on the flow of activities 
involved in a single process. The activity diagram shows how those activities depend on one 
another [PUML].

During the risks identification the HazOp risk analysis method should be used, which results in 
creation of threat diagrams (See '2.2. The HazOp (Hazard and Operability) method').

In addition, computer generated models for possible hazardous products spills as a result of 
undesired event, and statistics should be used to describe the patterns.

Summing it all up, for the purpose of this project a combination of both UML diagrams, natural 
language and other tools can be applicable.

2.2.4. Summary of success criteria
The evaluation in this project will start at the limited domain—sea transportation along the 
Norwegian coast—but it should be able to embrace other similar domains to effectively: (1) identify 
risks, (2) derive value-consequences of the risks (3) and suggest risks management.

Further on, we should be able to combine these three elements into a smooth flow of a risk 
assessment process and receive a reasonable result in the form of recommendations for risks 
management.

Thus the success criteria for this project is the development of patterns, or reusable elements, so that 
we could be able to apply the experience from our particular case study to other domains. 

This set will contain (1) patterns for the possible scenarios which can lead to undesired situations, 
(2) patterns for analysing consequences of such scenarios and (3) patterns for dealing with 
scenarios, or in this context, risks.

We should be able to combine these three subsets of patterns to form a reliable risk evaluation of a 
given instance of the problem based on the CORAS methodology.

These patterns should be presented in a form that can be easily understood and used by non-experts 
in this particular methodology in carrying out risk assessment of similar domains.

2.3. Research method outline
This project will be analysing the situations of behavioural nature, namely someone or something 
doing something, in some situation. The collection of the research evidence for this project will 
therefore relate to the methods used in social and behavioural sciences. Such evidence, once we get 
it, references on three aspects: Whose behaviour is it about (which Actors)? What behaviours is it 
about (which Behaviours)? What situations is it about (which Contexts) [McGrath84].

A researcher is always trying to maximise three things, once the evidence is in place:

1. The generalisability of the evidence over population of actors.
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2. The precision of measurement of the behaviours (and precision of control over external 
aspects that are not being studied).

3. The realism of the situation or context [McGrath84].
But, regardless of how one tries, it is impossible to maximise these three points at the time. And this 
is one fundamental dilemma of research methods [McGrath84].

One could try, for example, to make a setting for a study as realistic as possible. In the case of this 
project, one could take, for example, a concrete accident of an oil tanker running aground, including 
all the details and variables that led to the accident as research evidence. But such detailed 
description, which indeed reflects the realism, will intrude upon generality. Thus the increase of 
point 3 will automatically reduce point 1. 

The next question is which research strategies have the points listed above—generalisability (1), 
precision in control and measurement of behaviour (2), and realism of context (3)—at its 
maximum?

The available research strategies can be the following [McGrath84]:

i. Field studies (direct observation of “natural”).

i. Field experiments (field studies with one major intervention).

ii. Laboratory experiments (attempts to create the “essence” of some general class of systems).

ii. Experimental simulations (laboratory study with an effort to create a system which is like 
some class of naturally occurring systems).

iii. Sample survey (efforts to get information from a broad sample of actors).

iii. Judgement studies (effort to get responses about systematically patterned and precisely 
calibrated set of stimuli).

iv. Formal theory (general theory).

iv. Computer simulations (attempts to model a specific real life system or class of systems).

McGrath (1984) suggests the following division between the desired features of evidence:

Desired features of  
evidence

Available research strategies 
(ranked, where top gives the maximum effect)

(1) Generalisability a. Formal theory
b. Sample survey 
c. Computer simulations

(2) Precision a. Laboratory experiments 
b. Judgment studies 
c. Experimental simulations 
d. Field experiments 

(3) Realism a. Field studies
b. Field experiments
c. Computer simulations
d. Formal theories

Table 1: Research strategies for desired features of evidence.

To sum it up: field studies gain realism (3) at the price of low generalisability (1) and lack of 
precision (2). Laboratory experiments maximise precision (2), at the price of lack of realism (3) and 
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low generalisability (1). Surveys have high generalisability (1), but get it by giving up much realism 
(3) and much precision (2). Formal theories get generalisability (1) by giving up some realism (3) 
and much precision (2). The other four strategies are combinations of these four [McGrath84].

This project will seek a great extent of generalisation in order to work out the reusable elements. 
The nature of the project suggests, however, field studies as the most appropriate research strategy. 
The usage of surveys ('structured brainstorming'), computer simulations (consequences estimation) 
seems to be a natural choice as well.

2.3.1. Methodology for checking fulfilment of success criteria
A devised set of reusable elements, or patterns, for risk assessment of sea transportation will be the 
main success criterion for this project . Therefore checking the fulfilment of success criteria plays 
down to checking if the patterns obtained during this project can actually fulfil their purpose—they 
can be used in risk assessment of domains similar to the case study (sea transportation along the 
Norwegian coast). 

The patterns should reflect the realism of the case domain. At the same time we should be able to 
generalise them in order to apply in other similar domains. Here, in attempt to maximise both 
realism and generalisability, we are facing a dilemma as described above: we cannot maximise 
these two features in the evidence and precision at the same time. We will have to balance. To 
prove that the selected balance was the correct one we have to verify if the obtained patterns can be 
indeed used in other domains. 

The most robust method of verifying the correctness of patters is to try to apply them to evaluate the 
risks in the domain other than the case study. 

To verify if the patterns obtained by analysing the geographic area of our case study are indeed 
patterns and they can be reused, we could take another area and instantiate the patterns we obtained 
for transportation along the Norwegian coast for that area. 

I suggest that we try to reapply these patterns for evaluation of risks related to sea transportation in 
the area off the coasts of Spain and France. The reason for selecting this particular area is the 
availability of data, in particular the data for the Prestige tanker accident which occurred off the 
coast of Spain in November 2002. The tanker split in two parts and sank. Similar accident was 
registered off the coast of France in December 1999, when Erika tanker also was split in two parts 
and went down.

Given that our patterns can be applied to effectively analyse this other domain, we obtain the proof, 
that our patterns do indeed work. 

Another success criterion identified in 3.4. 'Summary of success criteria' is the usability of the 
obtained patterns. There are a number of techniques available to checking the usability of a product. 
One of them should be selected and used to evaluate the usability of the obtained patterns.

2.3.2 Instantiation of patterns
The instantiation of patterns is the transformation or adjustment of a pattern to the concrete domain, 
which is under the analysis.

In our project the patterns are split in three groups: (1) risks, (2) value of the risk consequences and 
(3) risk management. 

The risks for sea transportation, or scenarios that can lead to unwanted events, are:

1. Running aground (with or without motor power);
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2. Collision;

3. Ship structure accidents;

4. Fire.

These risks are common to any geographic area. The difference is the weight of each risk for 
different areas. For example, the risk of running aground is higher when a ship's route is along the 
coast, than for transatlantic routes.

The value of risks consequences depends on combination of (1) the severity of the unwanted event, 
(2) the geographic area where the event takes place, (3) type of the ship involved, (4) traffic density. 
If an accident happens in shallow waters and the ship is a tanker, which splits apart, then the value 
of the consequences of such events is much higher than if the ship involved was a container carrier 
or if the the ship was a tanker but the accident occurred in deep waters away from the coast. 

Risk management for sea transportation has also a standard set of measures: extension of the 
territorial waters, organisational/administrative, technical (charts), traffic corridors, marking of the 
sea routes, supply of additional tugboats etc.

Summing it up, the patterns should have variable parts which can be adjusted to the conditions of 
the domain under analyses. Such variable parts include first of all (1) local topology and climate, (2) 
traffic intensity and type of ship traffic for this area, (3) practical possibilities for risk management 
measures.

2.4. Conclusions
Our goal will be to develop tools for assessing risks associated with sea transportation using the 
CORAS methodology. We first start at a concrete case study—sea transportation along the 
Norwegian coast—and work from there to use the experience from that case study to be able to 
carry out similar risk analyses in other similar domains.

We have concluded that those tools, or experience, can be generalised in the form of reusable 
elements, or patterns. Obtaining the patterns, we concluded, is the main success criterion of this 
project.

We have then decomposed the notion of a pattern and came to conclusion that we should develop 
three subsets of patterns: risk scenarios, risk evaluation, risk prevention. We looked further at the 
forms to present these patterns, because of the success criterion is the usability of patterns, or re-
usability of these patterns by non-experts in other similar domains. Our conclusion was that UML 
language in combination with computer models, the HazOp diagrams and natural language are all 
good candidates for presentation of these patterns.

We further looked at the research evidence and the fact that it is not possible to maximise the three 
features each research evidence should posses: generalisability, precision and realism. Then we 
made a brief analysis of which research strategies we could apply in our case, concluding that field 
study, survey and computer simulations are the proffered once.

We looked in the end at the methods to check whether the success criteria were fulfilled and 
concluded that the correctness of patterns should be verified to ensure the fulfilment. To verify the 
obtained patterns we will check them against other similar domain. We will try to apply them to 
analyse safety of sea transportation off the coast of France and Spain. If such application of the 
obtained patterns is successful, we could tell with a certain degree of confidence that the patterns 
we derived do indeed work in practice.
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Chapter 3. Short description of selected 
risk assessment cases
In this chapter, we shall look at the three selected cases related to the risk analysis of oil 
transportation and shipping. Some elements from these case may be useful for our further analysis.

3.1. Analysis used by Det Norske Veritas (DNV) to 
evaluate environmental risks of ship transportation 
along the Norwegian coast
In 2004 Det Norske Veritas (DNV) performed environmental risk assessment of ship transport 
along the Norwegian coast for the years 2003 and 2015 [DNV04]. The analysis is based on 
combination of the environmental damage and probability (frequency) for the damage to occur. The 
damage frequency is a combination of spill frequencies and probability for pollution of the impact 
area. 

In this analyses environmental risk assessment is divided in two stages:

● First DNV performs analyses for the whole Norwegian coast divided into 38 segments to see 
which of the segments can be most affected in 2003 and 2015 and where there is the largest 
change within the time frame selected for this analyses. 

● After that a more detailed analyses is performed for the areas with high risk.

DNV calculates the environmental damage with a measure of how long time it takes for the nature 
to restore itself (recovery time). The damage is subdivided into categories. DNV uses the standard 
classification used by the oil industry to determine the categories of damage—recovery time 
(meaning the time for the nature to come to its original condition—the condition before the 
damage). The consequences can be divided into four to five categories:

1. Minor envirodamage: environmental components with recovery time of less than 1 year. 

2. Moderate envirodamage: environmental components with recovery time from 1 to 3 years.

3. Considerable envirodamage: environmental components with recovery time from 3 to 10 
years.

4. Major envirodamage: environmental components with recovery time of over 10 years.

5. Catastrophic envirodamage: environmental components with recovery time of over 20 years.

The recovery time for the involved resource should be more than one month so that an accident is 
classified as envirodamage.

For the impact areas where it will not be reasonable to give precise recovery time, more general 
categories are applied:

1. Minor.

2. Moderate.

3. Considerable.

4. Major.
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5. Catastrophic.

For each sailing route segment within the coast segments (there are three routes along the 
Norwegian coast) the consequence is calculated by combining values for vulnerability, probability 
for each spill with certain type and size, including the weight factor for types and sizes. In the end 
of the analyses the values for the sailing route segments are combined to give value for each coast 
segment [DNV04].

3.2. Formal safety assessment (Methodology of 
International Maritime Organisation)
FSA—which was originally developed partly at least as a response the Piper Alpha disaster of 1988, 
when an offshore platform exploded in the North Sea and 167 people lost their lives—is now being 
applied to the International Maritime Organisation (IMO) rule making process. 

In simple terms, the analyses steps can be reduced to:

1. What might go wrong? Identification of hazards (a list of all relevant accident scenarios with 
potential causes and outcomes) 

2. How bad and how likely? Assessment of risks (evaluation of risk factors); 

3. Can matters be improved? Risk control options (devising regulatory measures to control and 
reduce the identified risks) 

4. What would it cost and how much better would it be? Cost benefit assessment (determining 
cost effectiveness of each risk control option); 

5. What actions should be taken? Recommendations for decision-making (information about 
the hazards, their associated risks and the cost effectiveness of alternative risk control 
options is provided). 

Application of FSA may be particularly relevant to proposals for regulatory measures that have far 
reaching implications in terms of costs to the maritime industry or the administrative or legislative 
burdens that may result [FSA]. 

During the initial process of problem definition the following aspects may be considered relevant 
when addressing ships:

1. ship category (e.g. type, length or gross tonnage range, new or existing, type of cargo);

2. ship systems or functions (e.g. layout, subdivision, type of propulsion);

3. ship operation (e.g. operations in port and/or during navigation);

4. external influences on the ship (e.g. Vessel Traffic System, weather forecasts, reporting, 
routeing);

5. accident category (e.g. collision, explosion, fire); and risks associated with consequences 
such as injuries and/or fatalities to passengers and crew, environmental impact, damage to 
the ship or port facilities, or commercial impact [FSA97].

An interesting aspect with FSA is requirement to create a generic model. This means that the 
problem under consideration should be characterized by a number of functions. Where the problem 
relates for instance to a type of ship, these functions include carriage of payload, communication, 
emergency response, manoeuvrability, etc. Alternatively, where the problem relates to a type of hazard, 
for instance fire, the functions include prevention, detection, alarm, containment, escape, suppression, 
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etc. The generic model should not be viewed as an individual ship in isolation, but rather as a collection 
of systems, including organizational, management, operational, human, electronic, and hardware, which 
fulfil the defined functions.  Aspects such as the interaction of functions and systems, and the extent of 
their variability, should be addressed.

During step 1 of FSA hazards are identified and prioritized. An analysis of possible causes and 
outcomes of each accident category should be made by using standard techniques (such as fault and 
event trees, HAZOPs etc.), to be chosen according to the problem under concern. Incorporation of 
human element should be made. 

The second step is risk assessment, which starts with defining the scope. This purpose can be 
achieved by first constructing and quantifying a diagram (in this context called a risk contribution 
tree) to display the distribution of risk. The risk contribution tree may be used as a mechanism for 
displaying diagrammatically the distribution of risk amongst different accident categories and sub-
categories. Structuring the tree starts with the accident categories, which may be divided into sub-
categories to the extent that available data allow and logic dictates, in order to describe the 
prioritized list of hazards.

Step 3 of FSA is risk control options. Step 3 aims to create risk control options that address both 
existing risks and risks introduced by new technology or new methods of operation. Both historical 
risks and newly identified risks (from steps 1and 2) should be considered, producing a wide range 
of risk control measures. Techniques designed to address both specific risks and underlying causes 
should be used.

Step 4 is cost benefit assessment. It is used to identify benefits and costs associated with the 
implementation of each risk control option identified and defined in step 3.

Finally step 5 is recommendation for decision making [FSA97].

3.3. Prince William Sound (PWS) risk assessment 
project
On March 24th 1989, the Exxon Valdez tankership, loaded with 1,264,155 barrels of crude oil, ran 
aground on Bligh Reef in the northeastern portion of Prince William Sound, Alaska. About one-
fifth of the total cargo, 10.8 million gallons, spilled into the sea [Valdez]. 

The Prince William Sound (PWS) risk assessment project was a joint project of Det Norske Veritas 
(DNV), Rensselaer Polytechnic Institute (RPI), and the George Washington University (GWU).

Since no single risk assessment methodology could provide the level of detail required by this 
analysis, four methodologies were linked to provide the assessment capability. Three methodologies 
were used to assess the frequency of incidents and accidents. A single oil outflow model was used 
to calculate a surrogate measure of the expected impacts of accidents predicted by the other three 
methodologies [PWS].

The methodology of fault trees and event trees was used to examine specific high-interest hazard 
scenarios that could not be examined in detail by other methodologies. Fault trees provide insight 
into the causal chains producing these significant events and can be used to determine where and 
how risk reduction measures interrupt these causal chains. The DNV Marine Accident Risk 
Calculation System (MARCS) provided a static statistical picture of the risk for all accident types at 
all locations. The statistical model provided a system-wide perspective on what events are likely to 
happen and where they are likely to occur. The statistical model is uniquely suited for evaluating 
measures that change system parameters (e.g., evaluation of the save potential of escort tugs of 
different capabilities). 
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The interesting aspect of this assessment is a system simulation developed by GWU, which 
provided a dynamic picture of risk. 

The simulation methodology is needed to evaluate risk reduction measures that affect the dynamics 
of the system (traffic control) or the relative risk of system states (improved human performance, 
vessel reliability). The data used in the analysis included failure data for the PWS tanker calling 
fleet, worldwide accident data (used in fault trees and MARCS model), PWS accident and incident 
data (used to modify worldwide accident data), and PWS specific weather, ice, visibility, and traffic 
data. A management system assessment of the PWS oil shipping companies and vessels, performed 
by DNV auditors, was used as the basis for determining relative differences in organizational 
parameters used in the assessment methodologies.

The system simulation methodology is based on two assumptions: (1) risk is a dynamic property of 
the maritime system, and (2) the judgement of the experts that have a deep understanding of the 
system provide a more accurate basis for the calculation of risk than do the sparse data (100 experts 
were asked to fill questionnaires). In this view, the attributes of a vessel and the characteristics of 
the vessel’s owner and operator are predictors of the likelihood that the vessel will experience a 
mechanical failure or human error. The situational attributes of the waterway (waterway 
configuration, location, traffic density, weather, current, etc.) will determine if that incident will 
become an accident. In the language of probability, the system simulation is based on conditional 
probabilities: the probability that an incident will occur is conditioned upon the vessel; the 
probability that an accident will occur is conditioned upon both the situation and the occurrence of a 
triggering incident. The dynamic risk assessment process, therefore, required four distinct steps:

● the calculation of the relative probability that a vessel reliability failure or human or 
organizational error would occur on each vessel in the Alaskan fleet,

● the calculation of the relative probability that an error or a failure occurring on a tanker 
would result in an accident under different situational conditions,

● the calculation of the frequency of occurrence of each situational condition, and

● the calculation of the frequency of occurrence of each accident type, including calibration 
against actual incident and accident data [PWS].

3.4. Applying the experience of selected methodologies 
in this project
The environmental risk assessment performed by DNV for ship transportation along the Norwegian 
coast is primarily based on statistical data. The probabilities of the future accidents is calculated by 
taking into account the frequency of the previous accidents and relating it to the upcoming increase 
of shipping traffic in the area. The DNV analyses does not go into details about particular sets of 
accidents. The analyses does, however, have a clear methodology for defining the consequences and 
characterising them into categories. The report also contains statistical data. Both the methodology 
for defining the consequences into categories and statistical data, which helps to calculate the 
frequencies of undesired events will be used in this project.

FSA methodology resembles CORAS in its risk assessment/management process. But it does not 
describe the models for defining the consequences and categorising them to the extent DNV does. It 
contains, however, the requirement for creating a generic model, i.e. each problem gets assigned a 
number of functions—functions, which are standard for this problem, will it be a type of ship or a 
type of accident. This approach will be applied in this project.. 

The interesting point with PWS methodology is the attention to the fact that risk is a dynamic 
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property the maritime system. PWS methodology also relies heavily on expert judgment, rather than 
on statistics. The expert judgement will be used in this project.
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Chapter 4. Case I: Risk analysis of 
maritime oil transportation along the 
northern coast of Norway
In this chapter we shall implement the full risk analysis of the maritime oil transportation along the 
northern Norwegian coast. 

4.1. Case I: Identification of the areas of relevance
The sea transport along the Norwegian 
coast may increase considerably in 
comparison to the current levels during the 
coming years and until 2015. The main 
reason for this development is the tanker 
traffic from Northern Russia to Europe and 
the USA, as well as possible Norwegian 
exploration of the northern areas of the 
Barents Sea. 

It is expected that around 60% of 150 
million tonnes Russian crude oil exports 
will go from Northern Russia to the USA by 
2015. At the same time there will be an 
increase of petroleum products shipment 
both from Northern Russia and Norway to 
Europe.

4.1.1. The risk management 
context
During the past 10 years the Norwegian 
Coastal Administration (Kystverket) and the 
Norwegian Pollution Control Authority 
(SFT) have registered around 100 
emergency spills of oil and chemicals from 
ships in Norwegian waters. Around 95% of 
those were less than 5 tonnes. One third to 
half the spills had limited or small potential 
to bring damage to the environment. It 
means that on average there has been only 
one large state operation to recover oil spill 
each second year [DNV04].

The Norwegian coast is exposed to spills from the domestic traffic, international traffic from and to 
Norway, as well as bypassing international traffic. The traffic goes along the coast using three sea 
routes—inner sea route, outer sea route, and bypassing traffic (See Illustration 1). The inner sea 
route is the closest to land, whereas the bypassing traffic is 20 nautical miles and more from land. 

The increased transport volumes from Russia to the USA will thus expose to potential danger 
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Illustration 1: Map over ship transport routes along the  
Norwegian coast. Red is inner sea route, blue is outer sea route  
and green is bypassing traffic. Source: [DNV04].



Norwegian provinces of Troms and Finnmark, whereas the transport to Europe will also pose 
potential threat to the provinces along the Norwegian coast down to Bergen [Bambulyak05].

Ship transportation has so-called operational risks (for example, the combustion products CO2, 
NOx etc.) as well as risks related to irregularities in operation, such as accidents and incidents of 
various type and degree of severity.

A major oil spill, as demonstrated by previous accidents (Exxon Valdez (1989), Prestige (2002)), 
can bring a lot of harm to the environment and economy of the affected areas. Therefore all the 
risks which may lead to such event should be evaluated and measures to prevent them should be 
taken. 

The growing concern for the upcoming increase of ship transportation among local communities in 
Norway, environmental pressure groups, fish and tourist industries have prompted the Norwegian 
government to take a closer look at the potential problem and start assessment of the risks and 
measures to minimize the consequences of possible oil spills. There are therefore several parties, or 
clients, who can be identified here: local communities, which include local fish industries and 
tourist industry, and the state, which is supposed to act on behalf of these parties, thus becoming a 
party itself. Additional party is oil companies and shipping companies, which are held liable in 
caseof an accident (see ).

Party ID Description
LC The local communities along the coast (Troms and Finnmark provinces in 

Norway), which may be affected by an accident. Their life hood may be 
damaged as a result of an accident, including the marine and recreational 
industries.

S The state, whose territory may be affected by an accident (Norwegian 
state). The state has to ensure that no accident happens, may suffer losses 
both in tax revenue (in case an industry is damaged) and in clean-up costs 
for an oil spill.

OSC Oil and shipping companies, operating in the area of analysis of this study 
(the northern part of Norway). They carry out oil transportation, ensure 
the safety of ship, can be held liable in case of an accident.

Table 2: Parties in the analysis.

4.1.2. The target of evaluation
Based on the international experience, the maximum risks are represented by ships with the 
capacity of 300 tonnes of oil on-board and larger [DNV04]. This project will thus focus on these 
ships. As the result of this capacity limitation, such ships as fishing boats, ferries and supply boats 
will not be a part of this project analyses. They may be considered only in terms of traffic density 
and collision risks. 

The remaining ships can be divided in three groups [DNV04]:

1. Tankers carrying crude oil.

2. Tankers carrying petroleum products.

3. Other ship types which carry more than 300 tonnes of bunker oil on-board.

The master project will limit the scope of the analysis to the provinces of Troms and Finnmark, 
taking into consideration the transport from Northern Russia to the United States and partly (for this 
geographic area) Russian and Norwegian shipment to Europe (see Table 2).
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The project will solely focus on the risks related to the rescue operations to assist ships in distress. 
Failure to perform a rescue operation successfully may bring damage to the assets of the parties.

Target: The possible failures in the rescue operations to 
assist ships in distress. The ships in focus have 
the capacity of 300 tonnes and more and sail 
along the northern part of the Norwegian coast 
(provinces of Troms and Finnmark). 

Client: Identified parties: State, Local Community, Oil 
and Shipping Company

Service/Function: Timely and successful assistance to the ships in 
distress, transporting oil, petroleum products as 
well as ships carrying 300 tonnes and more of 
bunker oil on board.

Quality Aspects: Safety and reliability.
Table 3: Target of evaluation table.
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4.1.3. Class diagram of the system 
In this UML class diagram (Diagram 1) we formalise the system and point out the target for the 
analysis. The UML class diagram shows the relevant concepts and how they relate. 

The diagram has two classes: class Ship and class NCA (or the Norwegian Coastal Administration). 
Class Ship has the following instances: ships with bunker oil of more than 300 tonnes, petroleum 
product tankers, crude oil tankers and other ships. The NCA has such instances as the NCA division 
in Troms and Finnmark, the NCA division in the province of Norland etc. The focus of the analysis 
(circled in Diagram 1) will be the relation between the certain instances of ship ( ships with bunker 
oil of more than 300 tonnes, petroleum product tankers, crude oil tankers) and the instance of the 
NCA (NCA division in Troms and Finnmark).

 

4.1.4. Generic model of a ship in distress
The major threat to any of the assets for the parties in this analysis is related to a situation when a 
ship becomes uncontrollable and can bring damage by either sinking, or stranding, or colliding with 
another ship, or suffering from internal malfunctions.

To illustrate the high-level scenario of ship becoming uncontrollable we shall use the activity 
diagram (Diagram 2). The diagram shows a schematic sequence of events in case a ship suffers 
from one of the failures: drifting grounding, fire and explosion, structure failure, collision, 
grounding with motor power. A ship can either cope with the problem itself, or send a distress 
signal for external help.
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Diagram 1: System's class diagram.



In either of the identified events, a ship can sink, or strand or collide with another ship making 
further damage to itself, what can lead to an eventual oil spill. 
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Diagram 2: Diagram showing a generic situation of a ship in distress.



4.1.5. The Norwegian Coastal Administration (NCA)
There is a set of national and international rules and regulations which have the purpose of 
preventing shipping incidents. These rules apply to the ship traffic, safety measures on board the 
ship etc. 

There are also authorities whose aim is to assist the ship in distress and there are passive measures 
to prevent an oil spill, such as forcing the ships with dangerous cargo to sea routes further from the 
coast, monitoring the ships passing by etc.

The Norwegian Coastal Administration (NCA) is the authority responsible for the coastal 
management, marine safety and communication. The responsibility of the NCA is to ensure a good 
national preparedness against acute pollution.  

As per Storting, Norwegian parliament, directive, the NCA (and in particular its division in Troms 
and Finnmark) is responsible in cooperation with Norwegian Defence (Landsdelskommando Nord-
Norge) for providing tug boats in the Northern areas of Norway to assist tanker ships, bypassing the 
Norwegian coast to and from Russia, in emergency situations. The number of the tug boats and their 
location is planned in such a way that they can timely reach and assist a tanker ship if it becomes 
uncontrollable, thus preventing potential oil spills. 

The NCA in the provinces of Troms and Finnmark in cooperation with Norwegian Defence is also 
responsible for surveillances over the hazardous maritime traffic along the coast. The surveillance is 
carried out with help of AIS (automatic identification system) stations that detect bypassing ships. 
AIS is a VHF based system, whose signals carry basic information about a ship. AIS systems are 
installed on-board ships and loop constantly broadcasting information (some AIS systems on-board 
ships are also capable of receiving information from other ships). The coastal stations receive and 
process this information. 

On January 1st 2007, a Vessel Traffic Services (VTS) centre was established in Vardø, not far from 
the Norwegian-Russian boarder in northern Norway. The tasks of the VTS will be to monitor ship 
traffic and register and identify irregularities in the traffic, as well as try to prevent incidents by 
being in a dialogue with ships and send warning to the VTS located in Fedje, on the north-western 
coast of Norway, when a situation requires management of emergency situations, such as allocation 
of tugboats etc. [Vardø].

The VTS is equipped with sophisticated monitoring and communication devices, as well as with 
equipment required to manage crisis situations. The VTS has taken fully in use AIS network. In 
addition, the VTS receives information from the Norwegian Coast Guard radar network and from 
other sources, including SafeSeaNet [Vardø], a European Platform for Maritime Data Exchange 
between Member States' maritime authorities, is a network/Internet solution based on the concept of 
a distributed database [SafeSeaNet].

In emergency depots located in Vadsø, Hammerfest, Tromsø—the towns in the provinces Troms 
and Finnmark—the NCA stores equipment for rescuing areas in case of an oil spill (See ). 

Oil spill recovery equipment is also placed on board 8 coast guard bigger ships (these are operated 
by the Norwegian Coast Guard and Norwegian Civil Defence) and 4 smaller coast vessels operated 
solely by the NCA. Not all of these boats, however, located in the provinces of Troms and 
Finnmark, but in case of a need, the NCA can contract more vessels designed for rescue and 
recovery operations. 

4.1.6. Generic model of the NCA reacting to a ship in distress
The generic model shows a situation when Vardø VTS detects a bypassing ship (Diagram 3). Upon 
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receiving signal from the ship the VTS can withdraw information about the ship, which is stored in 
the database. The database contains the latest information about the ships' ID, location, speed and 
course—the data received via AIS network and other relevant information from other databases 
[Vardø]. The Vardø VTS can monitor the bypassing ship and establish if the ship is in order. If 
there are problems on-board the ship, then the ship can either itself request assistance, or the Vardø 
VTS may take contact the ship and enquire ship's condition. The Vardø VTS offers assistance to the 
ship and warns the ship's captain that if the ship drifts into Norwegian territorial waters, then it will 
be obliged to accept assistance. While outside the Norwegian territorial waters, it is the right of the 
captain to refuse the assistance. The Vardø VTS also makes the decision on whether it is necessary 
to call in assisting boats, regardless of the fact whether the captain said yes or no to the proposed 
assistance. If the Vardø VTS thinks it is necessary to mobilise the assisting boats, it takes contact 
with VTS in Fedje which manages the assisting boats. This situation is depicted in Diagram 3.

4.2. Case I: Identifying assets
Oil, when spilled at sea, will normally break up and be dissipated or scattered into the marine 
environment over time. This dissipation is a result of a number of chemical and physical processes 
that change the compounds that make up oil when it is spilled. The processes are collectively 
known as weathering (See Drawing 1). Oils weather in different ways. Some of the processes, like 
natural dispersion of the oil into the water, cause part of the oil to leave the sea surface, while 
others, like evaporation or the formation of water in oil emulsions, cause the oil that remains on the 
surface to become more persistent. 

The way in which an oil slick breaks up and dissipates depends largely on how persistent the oil is. 
Light products such as kerosene tend to evaporate and dissipate quickly and naturally and rarely 
need cleaning-up. These are called non-persistent oils. In contrast, persistent oils, such as many 
crude oils, break up and dissipate more slowly and usually require a clean-up response. Physical 
properties such as the density, viscosity and pour point of the oil all affect its behaviour. 

Dissipation does not occur immediately. The time this takes depends on a series of factors, 
including the amount and type of oil spilled, the weather conditions and whether the oil stays at sea 
or is washed ashore. Sometimes, the process is quick and on other occasions it can be slow, 
especially in sheltered and calm areas of water [ITOPF].
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Oil on the surface will affect environmental resources such as seabirds, sea mammals and coastline, 
whereas oil components and particles dissolved in the water can affect fish larva, fish eggs, 
planktonic organisms and fish in fish breeding facilities [Bambulyak05].

The main threat posed to living resources by the persistent residues of spilled oils and water-in-oil 
emulsions ("mousse") is one of physical smothering. The animals and plants most at risk are those 
that could come into contact with a contaminated sea surface. Marine mammals and reptiles; birds 
that feed by diving or form flocks on the sea; marine life on shorelines; and animals and plants in 
mariculture facilities.

Sedentary animals in shallow waters such as oysters, mussels and clams that routinely filter large 
volumes of seawater to extract food are especially likely to accumulate oil components. Whilst 
these components may not cause any immediate harm, their presence may render such animals 
unpalatable if they are consumed by man, due to the presence of an oily taste or smell.  

The ability of plants and animals to survive contamination by oil varies. The effects of an oil spill 
on a population or habitat must be viewed in relation to the stresses caused by other pollutants or by 
any exploitation of the resource. 

Plankton is a term applied to floating plants and animals carried passively by water currents in the 
upper layers of the sea. Their sensitivity to oil pollution has been demonstrated experimentally.  

In coastal areas some marine mammals may be particularly vulnerable to adverse effects from oil 
contamination because of their need to surface to breathe and to leave the water to breed. Adult fish 
living in nearshore waters and juveniles in shallow water nursery grounds may be at greater risk to 
exposure from dispersed or dissolved oil.

The impact of oil on shorelines may be particularly great where large areas of rocks, sand and mud 
are uncovered at low tide.

Marsh vegetation shows greater sensitivity to fresh light crude or light refined products whilst 
weathered oils cause relatively little damage. Oiling of the lower portion of plants and their root 
systems can be lethal  
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Drawing 1: Fate of oil spilled at sea showing the main weathering processes (Source: [ITOPF])



Birds which congregate in large numbers on the sea or shorelines to breed, feed or moult are 
particularly vulnerable to oil pollution. Although oil ingested by birds during preening may be 
lethal, the most common cause of death is from drowning, starvation and loss of body heat 
following damage to the plumage by oil [ITOPF].

The extension of the damage depends on the coast outline. A spill in a closed area will affect 
smaller areal than a spill, which occurred on a bypassing ship, far away from the coast, as in the fist 
case the spill will reach the coast faster and localise there, whereas in the latter case the spill will 
have larger area coverage. At the same time, the damage from a spill near the coastline will affect 

Diagram 3: The NCA's reaction to a ship in distress.

the natural resources to a greater extent, as they are usually concentrated closer to the coast 
[DNV04].

The environmental damage brings economic losses to the industries related to the sea. 
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Contamination of coastal amenity areas is a common feature of many spills leading to public 
disquiet and interference with recreational activities. Hotel and restaurant owners, and others who 
gain their livelihood from the tourist trade can also be affected. The disturbance to coastal areas and 
to recreational pursuits from a single spill is comparatively short-lived and any effect on tourism is 
largely a question of restoring public confidence once clean-up is completed [ITOPF]. For the local 
industries it may mean huge losses.

Industries that rely on a clean supply of seawater for their normal operations can be adversely 
affected by oil spills. If substantial quantities of floating or sub-surface oil are drawn through 
intakes, contamination of the condenser tubes may result, requiring a reduction in output or total 
shutdown whilst cleaning is carried out [ITOPF].

An oil spill can directly damage the boats and gear used for catching or cultivating marine species. 
Floating equipment and fixed traps extending above the sea surface are more likely to become 
contaminated by floating oil whereas submerged nets, pots, lines and bottom trawls are usually well 
protected, provided they are not lifted through an oily sea surface. Experience from major spills has 
shown that the possibility of long-term effects on wild fish stocks is remote because the normal 
over-production of eggs provides a reservoir to compensate for any localised losses.

Cultivated stocks in the fish breeding facilities are more at risk from an oil spill: natural avoidance 
mechanisms may be prevented in the case of captive species, and the oiling of cultivation 
equipment may provide a source for prolonged input of oil components and contamination of the 
organisms. The use of dispersants very close to mariculture facilities is ill-advised since tainting by 
the chemical or by the dispersed oil droplets may result.

An oil spill can cause loss of market confidence since the public may be unwilling to purchase 
marine products from the region irrespective of whether the seafood is actually tainted. Bans on the 

fishing and harvesting of marine products may be imposed following a spill, both to maintain 
market confidence and to protect fishing gear and catches from contamination [ITOPF].

To summaries it all, coast lines polluted by oil lose their recreational value. Seafood may get 
poisoned and its sales from the area may be prohibited for short or longer periods of time, 
depending on the severity of the accident. The fish breeding facilities may have to destroy their fish 
stocks because of the pollution. In addition, come the expenses the state has to provide for 
remediation of the areas. The oil and shipping companies, involved in the accident, may lose the 
cargo, the ship and be held liable for the damage.

4.2.1. Assets for party 'Local community' (LC)
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Diagram 4: Assets for party 'Local community' (LC).

The local community's habitat may suffer. The habitat, as it is in the provinces of Troms and 
Finnmark, is providing the community with jobs, revenue, and sometimes it can be the only source 
of income. Thus the habitat is an asset for the local community and this asset may be damaged as a 
result of an oil spill. The habitat may be split further into the industries which nourish from it. These 
industries are: offshore fishing industry, fish breeding, tourism and recreation (See Table 3 and 
Diagram 4). The marine resources in the provinces of Troms and Finnmark are shown in Illustration
2. Offshore fishing and fish breeding have further subsets of values: 'Offshore fishing: Reputation' 
and 'Offshore fishing: Equipment;' 'Fish breeding: Facilities' and 'Fish breeding: Reputation.' These 
subsets are used to detail the sets of assets and get more accurate results during the risk analysis. 
'Offshore fishing: Equipment' are the tools fisherman use, such as nets. 'Fish breeding: Facilities' is 
an assets describing gear used to cultivate fish. Both can be damaged by an oil spill and is an 
investment to replace. Reputation aspect for the fishing industry is also included as a separate asset. 
For the 'Tourism industry' is reputation aspect is the main aspect by default, therefore it is not 
specified further.

Asset Description
Fishing industry:

1. Offshore fishing
1. Equipment
2. Reputation

2. Fish breeding
1. Facilities
2. Reputation

Fishing industry which resides in the community.

Tourism industry Tourism industry, which depends on the habitat.
Table 4: Entity table for party 'Local community' (LC).
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Illustration 2: Marine resources in the provinces of Troms and Finnmark. Shellfish, Salmon, Breeding salmon,  
Juvenile fish.

4.2.2. Assets for party 'State' (S)
The state receives taxes from the local community, thus the damage to the community's habitat that 
brings revenue, will reflect on the revenues of the state. In addition, the state function is to ensure 
the well-being of its citizens. Therefor the habitat, and related industries (fishing industry (including 
fish breeding industry and offshore fishing), tourism and recreation), is also an asset for the state. 
Since the direct damage inflicted on these assets cannot ave any significance on the level of the 
state, such as damage inflicted on the fishermen nets, we take only two subsets of the assets 
Offshore fishing and Fish breeding for consideration: 'Offshore fishing: Reputation' and 'Fish 
breeding: Reputation.' Tourism industry can by default damaged only by reputation, therefore we do 
not specify reputation as a subset of this asset.

The state also values the natural resources even though they may be of no economic value by 
enforcing nature protection regulations and preserving these resources (for example, sea birds and 
mammals). Such resources are also of value to the state, we refer to them as non-economic natural 
resources. The forth asset of the state is reputation. In this context this is the ability and willingness 
to react to the challenges and dangers (See ). The assets for party 'State' are also illustrated in asset 
Diagram 5. The fifth asset is 'Accident recovery cost' which is the funds state has to allocate to 
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recover consequences of an accident. The most recent tanker accident, the Prestige accident of 
2002, cost Spanish government an estimated EUR 3 billion [PRESTIGE]. EUR 3 billion is more 
than one per cent of Norwegian GDP, thus it is a considerable sum of money which should be one 
of the assets. 

Entity ID Description
Fishing industry:

1. Offshore fishing
1. Reputation

2. Fish breeding
1. Reputation

Primary industry which brings revenue to the state.

Tourism industry Industry which brings revenue to the state.
Non-economic natural 
resources:

1. Offshore non-economic 
natural resources

2. Coastal non-economic 
natural resources

Natural resources which are protected by the state.

Reputation The ability to react to the challenges and dangers.

Accident recovery cost The funds state has to allocate to recover the accident 
consequence.

Table 5: Entity table for party 'State' (S).

Diagram 5: Assets for party 'State' (S).

4.2.3. Assets for party 'Oil and shipping company' (OSC)
The oil and shipping company whose ship has caused a spill has two assets at stake: possible loss of 
ship and cargo or other damage to the ship, as well as it can be held liable for the accident and lose 
its funds. Another asset for company is its reputation, which also in the long run may affect the 
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revenue (See Table 5). The assets for party 'Oil and shipping company' are also illustrated in 
Diagram 6. The assets in the diagram are divided into direct and indirect assets. The direct assets 
may be harmed directly by an unwanted accident, while the indirect assets are only harmed if one of 
the direct assets is harmed first. In the asset diagram the direct assets are placed within the target of 
analysis region (solid line area) and the indirect are placed outside. The arrows show dependencies 
between the assets, e.g., harm to 'Ship' may cause harm to 'Reputation.'

Asset Description
Ship The ship and its cargo, which an oil shipping company may lose 

as a result of an accident.
Reputation The reputation of an oil shipping company, which may suffer and 

reflect on revenues.
Funds An oil shipping company may be held liable for an accident and 

be made obliged to compensate with its financial assets.
Table 6: Entity table for party 'Oil and shipping company' (OSC). 

Diagram 6: Assets for party 'Oil and shipping company' (OSC).

4.3. Case I: Identification of the threats to assets
We have identified three parties whose assets may be at risk: the 'Local community' (LC), the 'State' 
and the 'Oil and shipping company' (OSC). 

The available statistics for the types of ship incidents and which share they have in the oil spills is 
shown in Diagram 7. Thus the threats to the assets are the following situations, which can lead to an 
oil spill: drifting aground, fire and explosion on board ship, structure failure of the ship 
construction, collision with another ship, grounding with motor power (navigation error).
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Diagram 7: Types of accidents and their part in the oil spills total (Source: Nasjonal Slepberedskap, rapport fra 
arbeidsgruppe, 18.01.2006).

4.3.1 High-level analysis of the threats to the assets and vulnerabilities
As seen from Diagram 7, the problems on board a ship itself, such as loss of motor power and 
grounding while drifting, fire and explosion and structure failure stand for 38% of the registered oil 
spill. The remaining two types of incidents are coursed by navigation errors (collision and 
grounding with motor power). Any of these incidents can lead, or directly lead, to a situation when 
the ship becomes uncontrollable and needs external assistance. As this point the Norwegian Coastal 
Administration, its partners (Norwegian Coast Guard) and its rescue apparatus come into picture. 

We shall now identify the most important threats and vulnerabilities in incident scenarios, but 
without going into great detail.

The first scenario briefed in Table 6 shows a situation when a ship loses its motor power and drifts 
sending distress signal. The reason for the lost motor power can be both malfunction of the main 
engine or fire, or explosion on the ship. 

The threat scenario assumes that the VTS in Vardø detects the ship and sends the request to the 
VTS in Fedje to dispatch the rescue boats. But those do not manage to come and assist the ship 
timely which leads to an incident when the ship grounds and oil spills. 

Since the ships grounds it means that the incident occurs not far from the coastline, thus assets 
which can be affected will be 'Fish breeding industry' (both for parties 'State' and 'Local 
community'), 'Coastal non-economic natural resources' (for party 'State'), 'Tourism industry' (both 
for parties 'State' and 'Local community'). In addition, the ship itself being an asset for the 'Oil and 
shipping company' can be damaged and the company which operates the ship may be liable for the 
incident and its reputation can be damaged. The reputation can as well be damaged for party 'State', 
which did not manage to make sure that routines work and assistance arrives in time.
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The vulnerabilities which have led to such situation can be both the (i) insufficient number of the 
rescue boats, as well as (ii) insufficient warning and reaction time procedures, which is a failure in 
the existing routines. 

Who/what causes it? How? What is the incident? What does it harm? What makes it  
possible?

--Hardware (ship's 
engine)
--Human (rescue 
organisation)

--Ship drifts (engine failure), sends distress signal, 
no rescue boats come to assist timely;
--Ship grounds, oil spills;
--Assets affected: 'Ship' ('Oil and shipping 
company'), 'Funds' ('Oil and shipping company'), 
'Reputation' ('Oil and shipping company' and 
'State'), 'Fishing industry' ('State' and 'Local 
community'), 'Coastal non-economic natural 
resources' ('State'), 'Tourism industry' ('State' and 
'Local Community'), 'Accident recovery cost' 
('State').

--Insufficient 
number of rescue 
boats to assist a 
drifting ship;
--Insufficient 
warning procedures
--Insufficient ship 
maintenance

Table 7: Ship drifts without motor power and grounds.

The second scenario described in Table 7 illustrates a situation when a ship does not have 
sufficient fire safety precautions taken. Such situation increases the chances of a fire and explosion 
developing on board the ship. The type of threat in this case is human—it is the crew who has not 
been responsible to ensure the safety on board the ship. 

Fire and explosion are in most cases a sudden event, therefore we a talking about a ship being away 
from the coast, affecting such assets as the ship itself (for party 'Oil and shipping company'), 'Funds' 
(for party 'Oil and shipping company'), 'Reputation' in this case for party 'Oil and shipping 
company', since it is the company which enforces the safety regimes on board a ship, 'Offshore 
fishing industry' (for parties 'State' and 'Local Community'), and 'Offshore non-economic natural 
resources' (for party 'State'). 

The vulnerabilities in this case are institutional: there is no regulation in Norway, which enforces an 
unlimited responsibility for an oil and shipping company for damage brought by an incident. Such 
regulations exist in the United States and they make companies extra cautious in following 
procedures aimed at reducing risks of fire or explosion. The second vulnerability is the current lack 
of access of the Norwegian authorities to the ships, first and foremost, tanker ships, which come 
from Russia. The lack of such controls gives room for irresponsible companies to spare on safety.
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Who/what causes it? How? What is the incident? What does it harm? What makes it 
possible?

Human (Ship crew) --Insufficient fire safety procedures on board ship;
--Fire and explosion on board ship, oil spills;
--Assets affected: 'Ship' ('Oil and shipping 
company'), 'Funds' ('Oil and shipping company'), 
'Reputation' ('Oil and shipping company'), 'Offshore 
fishing industry' ('State' and 'Local community'), 
'Offshore non-economic natural resources' ('State').

--Lack of 
regulations in 
Norway enforcing 
unlimited 
responsibility of a 
shipping company 
for damage brought 
by an accident 
(similar to the 
legislation in the 
USA);
--Lack of adequate 
controls in ports.

Table 8: Fire on board ship.

The third scenario shown in Table 8 shows that either the poor construction or/and poor 
maintenance, or lack of it, of a ship can lead to incident such as structure failure. 

Similar to fire and explosion, structure failure is also a sudden event, therefore a ship is most likely 
away from the coast, affecting such assets as the 'Ship' (for party 'Oil and shipping company'), 
'Funds' (for party 'Oil and shipping company'), 'Reputation' in this case for party 'Oil and shipping 
company', since it is the company which enforces the maintenance of the ship and its condition, 
'Offshore shipping industry' (for parties 'State' and 'Local community'), and 'Offshore non-economic 
natural resources' (for party 'State'). 

The vulnerabilities in this case, similarly to fire and explosion, are institutional: there is no 
regulation in Norway, which enforces an unlimited responsibility for an oil and shipping company 
for damage brought by an accident and the Norwegian authorities do not have access to the ships, 
bypassing Norwegian coast, which come from Russia. 
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Who/what causes it? How? What is the incident? What does it 
harm?

What makes it 
possible?

Hardware (Ship's 
structure) 

--Poor construction/maintenance of the ship;
--Structure failure on board ship, oil spills;
--Assets affected: 'Ship' ('Oil and shipping 
company'), 'Funds' ('Oil and shipping company'), 
'Reputation' ('Oil and shipping company'), 
'Offshore fishing industry' ('State' and 'Local 
community'), 'Offshore non-economic natural 
resources' ('State').

--Lack of regulations 
in Norway enforcing 
unlimited 
responsibility of  a 
shipping company for 
damage brought by an 
accident (like the USA 
legislation);
--Lack of adequate 
controls in ports.

Table 9: Construction failure on board ship.

The forth scenario, sketched in Table 9, depict a collision between two ships, as a result of 
navigations errors. A collision can most probably lead to an oil spill incident. In most cases, such 
incidents occur as a result of a human error.

A collision will most probably occur off the coast, thus affecting such assets as the ship itself (for 
party 'Oil and shipping company'), 'Funds' (for party 'Oil and shipping company'), 'Reputation' in 
this case for party 'Oil and shipping company', since it is the company which is responsible for its 
crew being properly trained and up to date equipment is installed and operational, 'Offshore fishing 
industry' (for parties 'State' and 'Local Community'), and 'Offshore non-economic natural resources' 
(for party 'State'). 

The vulnerabilities in this case are insufficient navigation systems, such as non-functional radar or 
lacking Automatic Identification System (AIS) etc. The vulnerability can also be that the area is 
characterised by heavy ship traffic and the relevant authorities have not implemented such practices 
as safe passage corridors, dividing the traffic going in opposite directions.
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Who/what causes it? How? What is the incident? What does it harm? What makes it 
possible?

Human (Navigation 
error) 

--Two ships do not see each other (heavy weather);
--Collision with another ship, oil spills;
--Assets affected: 'Ship' ('Oil and shipping 
company'), 'Funds' ('Oil and shipping company'), 
'Reputation' ('Oil and shipping company'), 
'Offshore fishing industry' ('State' and 'Local 
community'), 'Offshore non-economic natural 
resources' ('State').

--Insufficient 
navigation systems 
(charts, warnings 
etc);
--Insufficient ship 
traffic regulation.
 

Table 10: Collision between two ships.

The fifth scenario assumes that the crew of a ship makes a navigation error and the ship runs 
aground with motor power (i.e. the ship was fully operational when the incident occurs). Such 
incidents occur most solely due to a human error. 

The assets affected during such scenario are the ship itself (party 'Oil and shipping company'), 
'Funds' of the 'Oil and shipping company', as it may be held liable for the incident, 'Reputation' of 
the 'Oil and shipping company'. Such assets, both for parties 'State' and 'Local community', as 'Fish 
breeding industry,' 'Tourism industry' may also be affected. The 'Coastal non-economic natural 
resources' are also at high risk, and those are the assets for the party 'State.'

The vulnerabilities in this scenario include insufficient navigation systems, such as updatable 
navigation charts, warning marks, as well as the possibility for pilot assistance, including remote 
assistance.
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Who/what causes it? How? What is the incident? What does it 
harm?

What makes it 
possible?

Human (Navigation 
error) 

--Ship's crew makes navigation error;
--Ship runs aground (grounds with motor power), 
oil spills;
--Assets affected: 'Ship' ('Oil and shipping 
company'), 'Funds' ('Oil and shipping company'), 
'Reputation' ('Oil and shipping company' and 
'State'), 'Fish breeding industry' ('State' and 'Local 
community'), 'Coastal non-economic natural 
resources' ('State'), 'Tourism industry' ('State' and 
'Local community').

--Insufficient 
navigation systems 
(charts, warnings 
etc);
--Insufficient pilot 
assistance.
 

Table 11: Ship runs aground with motor power.

The sixth scenario presented in Table 11 shows a situation when a captain of the ship, which has 
lost motor power, does not evaluate the situation developing on board accurately and refuses to 
accept timely assistance. As a result the incident may pile up further and lead to dramatic 
consequences, in this case running aground. The trigger of this scenario is human, i.e. the captain of 
the ship. The regulations are such that the captain is obliged to accept assistance once the ship is in 
Norwegian territorial waters (20 nautical miles). Otherwise, the VTS in Vardø or Norwegian Coast 
Guard can spot the ship and realise that something is wrong with it, but they cannot act before they 
get the permission from the captain. The VTS usually sends a warning to such ships (usually 
drifting) that once they are in Norwegian territorial waters they be have to accept tugboat assistance.

The assets affected as a result of such incident are the ship itself (party 'Oil and shipping company'), 
'Funds' of the 'Oil and shipping company', as it may be held liable for the incident, 'Reputation' of 
the 'Oil and shipping company.' Such assets, both for parties 'State' and 'Local community', as 'Fish 
breeding industry,' 'Tourism industry' may also be affected. The 'Coastal non-economic natural 
resources' are also at high risk, and those are the assets for the party 'State.'

The vulnerability here is a lack of, or unclear, procedures when a captain should accept assistance 
for the ship in trouble.
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Who/what causes it? How? What is the incident? What does it harm? What makes it 
possible?

Human (Captain of the 
ship) 

--Ship's drifting, captain underevaluates situation, 
refuses to accept assistance;
--Ship runs aground, oil spills;
--Assets affected: 'Ship' ('Oil and shipping 
company'), 'Funds' ('Oil and shipping company'), 
'Reputation' ('Oil and shipping company' and 
'State'), 'Fish breeding industry' ('State' and 'Local 
community'), 'Onshore non-economic natural 
resources' ('State'), 'Tourism industry' ('State' and 
'Local community').

--Unclear procedures 
for when to accept 
assistance (obliging);
--Insufficient 
information for the 
captains 

Table 12: Captain underevaluates situation.

The seventh scenario in Table 19 describes a situation when a ship has run aground without any 
sever consequences, the rescue team is in place, but it fails to assist the ship and pull it off the 
ground. The incident may develop further, as a result of worsening weather, for example, and the 
ship incident evolves into an oil spill. 

The assets affected during such scenario the ship itself (party 'Oil and shipping company'), 'Funds' 
of the 'Oil and shipping company', as it may be held liable for the incident, 'Reputation' of the 'Oil 
and shipping company' and the party 'State.' Such assets, both for parties 'State' and 'Local 
community,' as 'Fish breeding industry,' 'Tourism industry' may also be affected. The 'Coastal non-
economic natural resources' are also at high risk, and those are the assets for the party 'State.'

The vulnerabilities here are both the poor training of the rescue teams and lack of sufficient number 
of specially designed boats for such operations, which may be used elsewhere at the time the 
incident described in this scenario develops.
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Who/what causes it? How? What is the incident? What does it 
harm?

What makes it 
possible?

Human (Rescue team) --Ship has run aground, no oil spill, rescue team 
fails to pull the ship off the ground;
--The accident evolves, oil spills;
--Assets affected: 'Ship' ('Oil and shipping 
company'), 'Funds' ('Oil and shipping company'), 
'Reputation' ('Oil and shipping company' and 
'State'), 'Fish breeding industry' ('State' and 'Local 
community'), 'Onshore non-economic natural 
resources' ('State'), 'Tourism industry' ('State' and 
'Local community').

--Training of the 
rescue teams 
insufficient;
--Number of 
specially designed 
tug boats 
insufficient.
.

Table 13: Rescue team fails to pull ship off the ground.

4.4. Valuing assets
A risk is the chance of an unwanted incident to have impact on assets, or in other words the risk 
may reduce the value of at least one of the identified assets. The risks, however, are often accepted 
either due to the lack of resources to deal with them, conflicting concerns or the treatment costs that 
will be greater than the benefits [CORASTOUR]. As a first step to distinguish risks that can be 
accepted from those that cannot, we try to rank the assets from the parties' viewpoint (1 = very 
important, 5 = minor importance). Then the final treatment step can address the risks for the most 
important assets first for each party.

At this stage it is decided to exclude party 'Oil and shipping company' from this analysis. The 
arguments to exclude this party are the following:

1. The assets of this party do not have any relation to the assets of the two other parties. Thus it 
is required a separate analysis for this party. The interest in taking such parties as 'State' and 
'Local community' is to define the difference in valuing assets on the local and national 
levels. Party 'Oil and shipping company' is not a part of this interest.

2. The analysis of the damage to the defined assets of 'Oil and shipping company,' in particular 
regarding the asset 'Ship', will require detailing which will be irrelevant to the rest of the 
analysis: establishing the grade of damage to the ship.

4.4.1. Valuing assets: Party 'State'
The natural resources, which may be damaged as a result of an accident, are a composition of 
various components. To prioritise these elements in order to plan oil cleaning efforts in case of an 
accident and to define the system of fines, the Norwegian Pollution Control Authority (SFT) and 
the Norwegian Directorate for Natural Resources (DN) worked out guidelines for the regional 
nature protection departments. The guidelines give values to natural resources in relation to their 
vulnerability to oil pollution impact. The model which helps to assign values is called MOB (or if to 
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translate this acronym from Norwegian: Model/Environmental priorities/Marine oil protection 
preparedness) [SFT 2000]. 

A natural resource is defined in the MOB as each biological, geographical or physical/chemical 
component of nature or activity created by humans linked directly to one or more such components 
[SFT 2000].

The MOB priorities a natural resource based on four evaluations [SFT 2000]:

I Natural: Is the resource natural?

II Replaceable: Can the resource be replaced economically?

III Natural protection value: What kind of natural protection value this resource has?  

IV Vulnerability: What kind of oil vulnerability this resource have?

These evaluations are then converted into categories of priority from A to E, where A is the highest 
priority. Each regional environmental protection authority in Norway evaluates its natural resources 
and populates a shared database, called Marine Resource Database (MRDB). For those regions 
which have not populated the database with local data, the MRDB generates MOB-prioritising 
based on the information about registered natural resources in the region [DNV04]. In Table 13 is 
an extract of information from the MRDB listing the number of MOB A, B and C areas in 
Finnmark and Troms for winter (autumn) and summer (spring) seasons (See Table 13) [DNV04]. 

Region MOB A
winter  

(autumn)

MOB A
summer 
(spring)

MOB B
winter  

(autumn)

MOB B
summer 
(spring)

MOB C
winter  

(autumn)

MOB C
summer 
(spring)

Finnmark 30 29 43 43 88 85
Troms 18 23 20 32 23 32

Table 14: Overview of MOB A, B and C areas in Finnmark and Troms (from MRDB). 

The MOB-areas cover the most vulnerable natural resources along the coast. To evaluate the level 
of vulnerability of all the three sea routes (outer, inner and bypassing traffic) within each coast 
segment DNV suggest in its report [DNV04] to sum MOB A, B and C areas. Since the areal of the 
areas varies to a great degree, density of MOB areas is also taken into evaluation.

The three MOB categories (A, B and C) are given weight factor in consent with the calculations 
which are done in the background document for MOB system (See Table 14) [DNV04].

Resource category Weight factor
MOB A (fa) 1
MOB B (fb) 0.6
MOB C (fc) 0.4

Table 15: Weight factors for resource categories. 

The vulnerability of the impact area is calculated for summer and winter seasons by the following 
formula:

Vulnerability = (Density MOB A x fa) + (Density MOB B x fb) + (Density MOB C x fc).

The value for a consequence for an oil spill is then a calculation of the vulnerability of the impact 
area with probability of a spill of crude oil, oil products and bunker oil.

This value setting technique is applicable for this project and will reflect the valuing of the assets 
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(referred to in this project as non-economic natural resources) for the state, as this technique is used 
by the state. 

The resultant numbers, if looked at in comparison, for the whole Norwegian coast, give to 
possibility to roughly value the resources of different geographic areas. Taking the highest value, 
given for the west coast of Norway, and comparing it with the values given for Finnmark and 
Troms, it is possible to conclude that the state evaluates the vulnerability of the resources in these  
two provinces to 'medium', or on the scale from 1 to 5 to '3.' This evaluation pertains first and 
foremost to the non-economic natural resources. To value the primary idustries related to the 
habitat, such as fishing industry and fish breeding industry, one should have to look at the 
percentage these industries have on the scale of the state in the given region. These percentage is 
minimal on the country scale. The same goes for the tourism industry. Thus the values for these 
assets from the perspective of the state are low, or '5.' The asset 'reputation', or trust of the people, 
is, however, evaluated to high, or '1', as this is the asset a state builds upon. The asset 'Accident 
recovery cost' can be quite high (up to several per cent of the GDP), therefore it is valued to '2' (See 
Table 15).

It is further suggested to scope out the following assets (or sub-assets): Offshore non-economic 
natural resources, since an oil spill impacts primarily organisms residing in shallow waters and 
coastal areas.

Asset Value Type
Non-economic natural resources

1. Offshore non-economic natural resources
2. Coastal non-economic natural resources

(Scoped out)
3

Direct asset

Fishing industry:
1. Offshore fishing

1. Reputation
2. Fish breeding

1. Reputation

5

5

Direct asset

Tourism industry 5 Direct asset
Reputation 1 Direct asset
Accident recovery cost 2 Direct asset

Table 16: Asset table for the party 'State' (S). 

4.4.2. Valuing assets: Local community
The local communities and, in particular, the industries in the local communities, will value the loss 
of their resources higher than the state at large. It is at the same time difficult to set a value formally 
for the industries. For fish breeding facilities DNV suggests to calculate the fish biomass for the 
given region, exposed to a potential oil spill. The market losses due to the loss of reputation etc are 
difficult to predict formally. Although experience from the previous major accidents says this is the 
biggest loss for the industry. And although the breeding industry may have the direct impact from 
an oil spill (in the form of contaminated stocks and facilities), the offshore fishing will suffer mostly 
of the bad rumor. The available statistics show that up to 20% of the population living in the coastal 
areas of the provinces of Troms and Finnmark are engaged in primary industries, or fish related 
industries. Tourism industry will also suffer from the 'bad media gossip' in case of an accident. The 
given values are shown in see Table 16.
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Asset Value Type
Fishing industry:

1. Offshore fishing
1. Equipment
2. Reputation

2. Fish breeding
1. Facility
2. Reputation

 
3
1

3
1

Direct asset

Tourism industry 1 Direct asset
Table 17: Asset table for the party 'Local community' (LC).  

4.5. Case I: Defining likehood scale
Having finished the asset tables, we go on to define the frequencies, or likehood scale. There should 
be only one likehood scale appropriate for the analysis scope for each party. We assume that the 
likehood scale defined in Table 18 will fit all of the three parties in our analysis and refers to an 
incidents that can bring damage to the assets of the parties.

Frequency value Description
Rare Once in 100 years
Unlikely Once to 10 in 100 years
Possible 10 to 20 in 100 years
Likely 20 to 50 in 100 years
Certain 50 to 100 in 100 years

Table 18: Likehood values, which are defined for all three parties: 'Local community' (LC), 'State' (S). 

4.6. Case I: Defining consequence scales
Since incidents may have different impact depending on which asset is harmed and to which party 
they belong, they can make separate consequence scales for each of the direct assets. 

Party 'Local community' has five assets, including sub-assets, all of them are direct assets. These are 
'offshore fishing industry' (which includes 'Offshore fishing: Equipment' and 'Offshore fishing: 
Reputation'), 'Fish breeding industry' (which includes 'Fish breeding: Facility' and 'Fish breeding: 
Reputation') and 'Tourism industry'. The consequence scale for assets 'Tourism industry', and sub-
assets Offshore fishing: Reputation' and 'Fish breeding: Reputation' is shown in Table 18. To set the 
scales here an assumption was used of how long time a business can survive being inactive. The 
time periods were set from one month (insignificant consequence) to more than two years 
(catastrophic consequence). Here we put all the three assets in one consequence scale.
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Consequence value Description
Insignificant Industry in the affected area is not in business 

for less than a month.
Minor Industry in the affected area is not in business 

from one to three months.
Moderate Industry in the affected area is not in business 

from three to six months.
Major Industry in the affected area is not in business 

from six to 12 months.
Catastrophic Industry in the affected area is not in business 

from 12 months to  two years.
Table 19: Consequence scale for assets 'Tourism industry', and sub-assets Offshore fishing: Reputation' and 'Fish 
breeding: Reputation,' party 'Local community' (LC).

The consequence scale for assets 'Fish breeding: Facility' and 'Offshore fishing: Equipment' is 
shown in Table 19.

Consequence value Description
Insignificant 1 or less per cent of facilities and equipment to 

be replaced.
Minor 10% of facilities and equipment to be replaced.
Moderate 30% of facilities and equipment to be replaced.
Major 50% of facilities and equipment to be replaced.
Catastrophic 100% of facilities and equipment to be replaced.

Table 20: Consequence scale for assets: 'Fish breeding: Facility' and 'Offshore fishing: Equipment,' party 'Local  
community' (LC).

Party 'State' has six assets, including sub-assets. The assets are: 'Coastal non-economic natural 
resources', 'Offshore fishing: Reputation', 'Fish breeding: Reputation', 'Tourism industry,' 
'Reputation' and 'Accident recovery cost.'

The consequence scale for non-economic natural resources is shown in Table 20. The scale used 
here is based on the assessment of the restitution time for environmental components affected by an 
incident used by the authorities [DNV04].

Consequence value Description
Insignificant Restitution time is less than one year.
Minor Restitution time is from one to three years.
Moderate Restitution time is from three to 10 years.
Major Restitution time is from 10 to 20 years.
Catastrophic Restitution time is more than 20 years.

Table 21: Consequence scale for asset 'Coastal non-economic resources', party 'State' (S).

The consequence scale for assets 'Offshore fishing: Reputation', 'Fish breeding: Reputation' and 
'Tourism industry' for party 'State' are shown in Table 21.
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Consequence value Description
Insignificant The affected area is rendered unusable for 

industries for less than one year.
Minor The affected area is rendered unusable for 

industries from one to three years.
Moderate The affected area is rendered unusable for 

industries from three to 10 years.
Major The affected area is rendered unusable for 

industries 10 to 20 years.
Catastrophic The affected area is rendered unusable for 

industries for more than 20 years.
Table 22: Consequence scale for assets 'Offshore fishing: Reputation', 'Fish breeding: Reputation' and 'Tourism 
industry,' party 'State' (S). 

The consequence scale for asset 'Reputation' is in Table 22.

Consequence value Description
Insignificant Some short term bad publicity.
Minor Long term bad publicity.
Moderate Long term bad publicity and parliament 

inquiries.
Major Long term bad publicity and parliament 

inquiries, the head of relevant department has to 
retire.

Catastrophic Long term bad publicity and parliament 
inquiries, the head of relevant department has to 
retire, impacts election results.

Table 23: Consequence scale for asset 'Reputation', party 'State' (S).

The consequence scale for asset 'Accident recovery cost' is in Table 23.

Consequence value Description
Insignificant 0.1% or less of GDP.
Minor 0.1% to 0.5% of GDP.
Moderate 0.5% to 1% of GDP.
Major 1% to 2% of GDP.
Catastrophic 2% or more of GDP.

Table 24: Consequence scale for asset 'Accident recovery cost', party 'State' (S).

4.7. Case I: Risk matrix
The risk matrix will be the same for each party: 'State' and 'Local Community.' The suggested 
matrix is shown in Table 24. The risks in the white area can be acceptable, whereas the risks in the 
black area must be evaluated. 
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C o n s e q u e n c e
Insignificant Minor Moderate Major Catastrophic

F
r

e
q

u
e

n
c

y Rare
Unlikely
Possible
Likely
Certain

Table 25: Risk evaluation matrix for the parties in the analysis.

4.8. Case I: Risk identification
In this part we shall try to identify risks which threaten the assets of the parties under analysis. We 
shall present various threat scenarios based on the high level analysis conducted in '5.2.3 High-level 
analysis of the threats to the assets and vulnerabilities.' To model the threat scenarios and later risks 
we shall be using CORAS security modelling language. The symbols applied in the language are 
shown in Table 25.

It is also decided not to consider in the risk scenarios the situations directly related to the incident 
types: fire and explosion on-board ships and structure failure. The decision is based on the fact the 
these two incident types (1) have too low probability 1 per 100 years for fire and explosion and 4 
per hundred years [SLEPARB] for structure failure, and (2) the resulting consequence of such 
incidents are similar to the consequences in other scenarios.

Table 26: Symbols from the CORAS risk modelling language.

4.8.1. First scenario: Rescue operation fails
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Diagram 8: Rescue operation fails, 'Local community', assets: 'Fish breeding: Facility,' 'Fish breeding: Reputation,'  
'Offshore fishing: Reputation,' 'Tourism industry,' 'Offshore fishing: Equipment.'

In the first scenario we look at the situation when a ship grounds whether due to a navigation error 
(grounding with motor power) or without motor power (as a result of drifting). Rescue boats are 
called in, but they fail either to pull the ship off the ground and tow it into a safe harbour, or to 
pump out the oil from the ship's tanks. As a result of situation deteriorating, various amounts of oil 
can spill, or in the worst case scenario (due to sever weather conditions and improper handling of 
the situation by the NCA) all the oil in ship's tanks can spill out. For the party 'Local community' 
and its assets 'Offshore fishing: Reputation,' 'Offshore fishing: Equipment,' 'Fish breeding: Facility,' 
'Fish breeding: Reputation' and 'Tourism industry' the situation is illustrated in Diagram 8. The 
vulnerabilities here are both insufficient number of the rescue boats and insufficient training of the 
crew on-board them. 

For party 'State' and its assets 'Offshore fishing: Reputation,' 'Tourism industry,' 'Fish breeding: 
Reputation,' 'Accident recovery cost,' 'Coastal non-economic resources,' 'Reputation' the situation is 
illustrated in Diagram 9. Two incidents—”Rescue team fails to pump oil out” and “Rescue team 
fails to set up oil booms—are added here and may bring damage to 'State's' asset 'Reputation'. The 
incidents “300 to 1000 tonnes of oil spill” and “More than 1000 tonnes of oil spill” may bring direct 
damage or through the incident “Rescue team fails to set up oil booms.” In the latter case the 
damage will be larger.
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Diagram 9: Rescue operation fails, 'State', assets: 'Reputation,' 'Coastal non-economic resources,' 'Accident recovery  
cost,' 'Offshore fishing: Reputation,' 'Fish breeding: Reputation,' 'Tourism industry.'

4.8.2. Second scenario: Ship captain refuses to accept assistance
The second scenario suggest the following situation. The VTS in Vardø detects a ship outside 
Norwegian territorial waters which clearly experiences problems. The VTS sends message to the 
ship warning that once the ship is in the territorial waters it will be obliged to accept a tow boat 
assistance, and offers assistance right away. The captain of the ship rejects the offer of assistance. It 
can be both due to the captain's underestimation of the danger and his fear that he can be charged 
for accepting the assistance. VTS in Vardø, having received the refusal from the captain, does not 
pursue the case further and does not request the dispatch of the rescue boats. As a result, the time is 
lost, the situation deteriorates on board the ship. It drifts to the coast and grounds. As a result of 
situation deteriorating, various amounts of oil can spill, or in the worst case scenario (due to sever 
weather conditions and improper handling of the situation by the NCA) all the oil in ship's tanks can 
spill out. The vulnerabilities here are both insufficient information available for the captains, which 
may not know that the tow boat services in this case are not charged and too short distance of the 
territorial waters which does not allow to gain more time. The situation for the 'Local community' 
and its assets is illustrated in Diagram 12.
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Diagram 10: Captain refuses to accept assistance, 'Local community,' assets: 'Fish breeding: Facility,' 'Fish breeding:  
Reputation,' 'Offshore fishing: Reputation,' 'Tourism industry,' 'Offshore fishing: Equipment.'

For party 'State' and its assets 'Offshore fishing: Reputation,' 'Tourism industry,' 'Fish breeding: 
Reputation,' 'Accident recovery cost,' 'Coastal non-economic resources,' 'Reputation' the situation is 
illustrated in Diagram 11. Two incidents—”Rescue team fails to pump oil out” and “Rescue team 
fails to set up oil booms—are added here and may bring damage to 'State's' asset 'Reputation'. The 
incidents “300 to 1000 tonnes of oil spill” and “More than 1000 tonnes of oil spill” may bring direct 
damage or through the incident “Rescue team fails to set up oil booms.” In the latter case the 
damage will be larger.
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Diagram 11: Captain refuses assistance, 'State', assets: 'Reputation,' 'Accident recovery cost,' 'Offshore fishing:  
Reputation,' 'Fish breeding: Reputation,' 'Tourism industry.'

4.8.3. Third scenario: Rescue boats fail to arrive on time
The third scenario considers situation when Vardø VTS receives distress signal from a ship and 
requests rescue boats to the place, but the boats fail to arrive on time, thus not being able to prevent 
the ship from grounding. The ship in distress grounds and the incident starts developing as already 
described in the two previous scenarios. The vulnerabilities here are both insufficient number of 
rescue boats and too short territorial waters. If the territorial waters were longer, then there would 
be more time for the rescue boats to arrive on time to the place of incident. The situation for party 
'Local community is illustrated in Diagram 12.
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Diagram 12: No boats arrive on time, 'Local community', assets:'Fish breeding: Facility,' 'Fish breeding: Reputation,'  
'Offshore fishing: Reputation,' 'Tourism industry,' 'Offshore fishing: Equipment.'

For party 'State' and its assets the situation is illustrated in Diagram 13. Two incidents—”Rescue 
team fails to pump oil out” and “Rescue team fails to set up oil booms—are added here and may 
bring damage to 'State's' asset 'Reputation'. The incidents “300 to 1000 tonnes of oil spill” and 
“More than 1000 tonnes of oil spill” may bring direct damage or through the incident “Rescue team 
fails to set up oil booms.” In the latter case the damage will be larger. As seen here the scenario also 
assumes that the rescue boats eventually arrive and start the recovery operation.
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Diagram 13: No boats arrive on time, 'State', assets: 'Reputation,' 'Accident recovery cost,' 'Offshore fishing:  
Reputation,' 'Fish breeding: Reputation,' 'Tourism industry.'

4.8.4. Forth scenario: Rescue boats fail to arrive on time
This scenario considers the following situation: the Vardø VTS fails to foresee a collision between 
two ships outside the Norwegian territorial waters it monitors. The two ships collide. The situation 
is presented for party 'Local community' in .
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Diagram 14: Two ships collide, 'Local community', assets: 'Fish breeding: Facility,' 'Fish breeding: Reputation,'  
'Offshore fishing: Reputation,' 'Tourism industry,' 'Offshore fishing: Equipment.'

For party 'State' and its assets the situation is illustrated in Diagram 15. Two incidents—”Rescue 
team fails to tow damaged ships to safe harbour” and “Rescue team fails to set up oil booms”—are 
added here and may bring damage to 'State's' asset 'Reputation'. The incidents “300 to 1000 tonnes 
of oil spill” and “More than 1000 tonnes of oil spill” may bring direct damage or through the 
incident “Rescue team fails to set up oil booms.” In the latter case the damage will be larger.  
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Diagram 15: Two ships collide, 'State, assets: 'Reputation,' 'Accident recovery cost,' 'Offshore fishing: Reputation,'  
'Fish breeding: Reputation,' 'Tourism industry.'

4.9. Case I: Risk estimation
Having described the threat scenarios, unwanted incidents, threats and vulnerabilities, we shall 
proceed further and estimate likehood values and consequences. The values are used to compute the 
risk value which determines whether the risk should be accepted or evaluated for treatments. The 
likehood of the threat scenarios is used to extract a combined likehood for unwanted incidents. 
Consequences are estimated for each “unwanted incident-asset” relation. The consequence values 
are taken from the consequence scales of the assets.

4.9.1. Risk estimation: first scenario
According to Den Norske Veritas (DNV) report [SLEPARB] there will be a probability 226 per 100 
years of unwanted incidents with oil spill potential over 300 tonnes by the year 2015. Of them, there 
will 96 groundings, including 44 groundings of ships drifting (without motor power). DVN report 
further says that nine of these groundings will lead to oil spill over 300 tonnes. The report does not 
say specifically about estimated numbers for oil spills for the ships grounding with motor power, 
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but looking at Diagram 7 and using it as a guidance we can mathematically deduce there will be 52 
groundings with motor power, 13 of which can lead to oil spill.

Rescue team may fail to pull ship off the ground in half of 96 groundings, so we get 48 groundings, 
which falls under 'likely' in consent with our likehood scale. The oil spill from 1 to 5 tonnes is also 
'likely' as such incidents usually lead to some oil spill anyway. The oil spill from 5 to 300 tonnes 
falls under likehood 'possible'. The oil spill from 300 to 1000 also falls under likehood 'possible' 
since we know that there may be up to 20 oil spill over 300 tonnes. The major oil spill (of more than 
1000 tonnes) can then fall under 'unlikely.' 

The likehood scales and consequence estimates for party 'Local community' are shown in Diagram
16. The impact on the assets 'Fish breeding: Reputation,' 'Offshore fishing: Reputation' and 
'Tourism industry' can only be brought by a major spill, since only the major spills become known 
worldwide and have consequently major impact.

Diagram 16: Threat diagram with likehood and consequence estimates, 'Local community', "rescue operation"  
scenario.

The similar situation for party 'State' is illustrated in Diagram 17. In consent with the consequence 
scales defined for the assets, party 'State' does not value high the assets pertaining to the local 
industry, but does value its reputation and costs, which a major accident may inflict.
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Diagram 17: Threat diagram with likehood and consequence estimates, 'State,' "rescue operation" scenario.

4.9.2. Risk estimation: second scenario
The logic for the second scenario is similar to the first scenario. The second scenario is shown in 
Diagram 18 for party 'Local community' and in Diagram 19 for party 'State.'
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Diagram 18: Threat diagram with likehood and consequence estimates, 'Local community,' "captain refuses  
assistance" scenario.



Diagram 19: Threat diagram with likehood and consequence estimates, 'State,' "captain refuses assistance" scenario.

4.9.3. Risk estimation: third scenario
The logic for the third scenario is also similar to the first scenario. See Diagram 20 and Diagram 21.
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Diagram 20: Threat diagram with likehood and consequence estimates, 'Local community,' "no boats arrive on time"  
scenario.
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Diagram 21: Threat diagram with likehood and consequence estimates, 'State,' "no boats arrive on time" scenario.

4.9.4. Risk estimation: forth scenario
Looking at Diagram 7 and knowing that according to Den Norske Veritas (DNV) report 
[SLEPARB] there will be a probability 226 per 100 years of unwanted incidents with oil spill 
potential over 300 tonnes by the year 2015, we can deduce that there is a likehood for 72 collisions 
per 100 years. Having this basic statistics, we deduce the probabilities shown for this scenario for 
party 'Local community' in Diagram 22 and for party 'State' in Diagram 23. It should be 
remembered that the incident occurs in the sea, beyond the territorial waters, thus the oil spilled 
may not have the same effect on some assets as in the previous scenarios where the incidents were 
taking place near the coast.
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Diagram 22: Threat diagram with likehood and consequence estimates, 'Local community,' "ships collide" scenario.
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Diagram 23: Threat diagram with likehood and consequence estimates, 'State,' "ships collide" scenario.

4.10. Case I: Risk evaluation
During the risk evaluation likehood and consequence estimates are used to compute the risk values 
and to place the risks in the risk matrix. Overview diagrams of the risks are also drawn.

4.10.1. Risk evaluation for party 'State'
We shall categorise the risks identified for the party 'State' into the following groups:

1. Oil spill risks

○ 1 to 5 tonnes of oil spill (O1)

○ 5 to 300 tonnes of oil spill (O2)

○ 300 to 1000 tonnes of oil spill (O3)
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○ More than 1000 tonnes of oil spill (O4)

2. Rescue operation risks

○ Rescue team fails to pump oil out (R1)

○ Rescue team fails to set up oil booms (R2)

○ Rescue team fails to tow damaged ships to safe harbour (R3)

3. Ship incident risks

○ Ship grounds (S1)

○ Two ships collide outside the Norwegian territorial waters (S2)

C o n s e q u e n c e
Insignificant Minor Moderate Major Catastrophic

F
r

e
q

u
e

n
c

y Rare
Unlikely O4
Possible O3 R2
Likely O1, S1 O2, R1, R3, S2
Certain

Table 27: Risk evaluation matrix with risks for party 'State.'

The the threat diagrams some incidents pose threat to several assets. The consequence may also 
vary. For example the incident “Rescue team fails to set up oil booms” poses major threat for assets 
'Reputation' and 'Accident recovery cost', but minor for 'Non-economic natural resources.' In the 
risk evaluation matrix this incident is placed in the grey area, i.e. should be evaluated.
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4.10.2. Risk evaluation for party 'Local community'
There is only one category of risks for the party 'Local community':

1. Oil spill risks

○ 1 to 5 tonnes of oil spill (LCO1)

○ 5 to 300 tonnes of oil spill (LCO2)

○ 300 to 1000 tonnes of oil spill (LCO3)

○ More than 1000 tonnes of oil spill (LCO4)
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C o n s e q u e n c e
Insignificant Minor Moderate Major Catastrophic

F
r

e
q

u
e

n
c

y Rare
Unlikely LCO4
Possible LCO2 LCO3
Likely LCO1
Certain
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4.11. Case I: Risk treatment
The last step in our analyses is the treatment identification. The risks that are not acceptable are all 
evaluated in order to find means to reduce their likehood and/or consequence. Since treatments can 
be costly, they are assessed with respect to their cost/benefit, before a final treatment is made. 

At this stage it is suggested to put together the results of the evaluation from the two parties due to 
the fact (1) the vulnerabilities are similar, (2) all the risks will be present: both common risks and 
those which were scoped out by one of the party in the risk matrix (See Table 27). The evaluation of 
the treatment is in Table 28.

78



Vulnerability LC risks State risks Treatment
Insufficient training of 
rescue teams

LCO3, LCO4 O2, R1, R2
(3)

Insufficient number of 
rescue boats

LCO3, LCO4 O2, R1, R2
(3)

Insufficient 
information to the 
captains

LCO3, LCO4 O2, R1, R2
(4)

Too short territorial 
waters

LCO3, LCO4 O2, R1, R2
(5)

Insufficient navigation 
systems

LCO3, LCO4 O2, R2, R3, S2
(1)

Insufficient traffic 
regulation

LCO3, LCO4 O2, R2, R3, S2
(2), (4)

Table 28: Risk treatment table.

4.11.1 Treatments

Electronic charts with ECDIS (1)
Electronic charts give nautical and hydrographical information. Combined with radar information 
they present a navigation system with warnings of the dangerous area etc. Combined with 
Electronic Sea Chart Display and Information System (ECDIS), radar and Differential Global 
Positioning system (DGPS) as well as alarms for grounding and collision, this system will have a 
significant effect on reduction of accidental situations. ECDIS is a system which plots ship position 
in real time on the electronic chart and triggers alarm, if ship deviates from the predefined course or 
approaches the land or shallow waters. The system can be connected with track control, so that the 
ship is steered by an automatic autopilot. The system will give up to 40% reduction of the 
groundings with motor power [DNV04]. The system will be installed on all the tanker ships by 
2015.

Automatic Identification System (AIS) (1)
AIS starts being common on the ships. It has two main functions: sending signals in the mode ship-
land, so that the ship position is plotted by the VTS on land, or sending signal in the mode ship-
ship, so that this information can be plotted on radar or ECDIS. Combined with radar or ECDIS the 
system can give up to 20% reduction of collision incidents [DNV04].

Traffic separation into corridors (2)
The principle is that the traffic is separated into corridors for the ships sailing in opposite directions. 
The risk reduction for collisions is estimated to be 15% without VTSs and 25% with VTSs 
[DNV04].

Tow boats (3)
Have very high effect. It is 70% chance that the tow boats reach the ship in distress in Northern 
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Norway and only 10% that they fail hook on the ship, so the total effect is 60%. The use of tow 
boats assumes intensive training of the personell in handling bigger ships.

Vessel Traffic Services (VTS) (4)
A VTS central was recently established in Vardø, Northern Norway, and in combination with other 
efforts, such as AIS and tow boats will give a positive effect on the reduction of incidents.

Territorial waters (5)
The Norwegian territorial waters were extended recently to 12 nm. Further extension should be in 
place.

Treatment Cost Benefit
Electronic sea chart with 
Electronic chart Display and 
Information System (ECDIS) 
and AIS

Medium Medium

Territorial waters extension Low High
VTS Low Medium
Traffic separation into corridors Low High
Tow boats High High

Table 29: Evaluation of the treatments.
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Chapter 5. Generic elements in the risk 
analysis of maritime oil transportation
When developing patterns, or reusable elements, the following aspects should be taken into 
consideration: 

1. The scope of the pattern.
2. The problem within the scope, which says when to apply the pattern.
3. The solution, the pattern provides an abstract description of a problem and what to do to 

manage the problem.
4. The consequences, this is the results and trade-offs of applying the pattern.

Therefore, prior to the start of the process of developing patterns, one should (1) limit the domain, 
(2) remove the features of the model, or case study, for deriving patterns, which cannot be applied 
to the domain as a whole.

The the patterns will address the following basic steps:

1. Identification of target.

2. Identification of parties and their assets.

3. Valuing assets, defining likehood and consequence scales and risk matrix.

4. High level analysis and risk identification.

The patterns will reflect the part of the analysis where there is a room for the variables to be filled 
in.

5.1. First pattern: Target identification
Supposition: This pattern defines the context of the analysis. The problem within the scope of this 
pattern is to get the right focus when conducting the analysis. The solution to the problem is to limit 
the context to the relation between the bypassing ship and the coastal authorities of the respective 
country, which have responsibility to tackle emergency situation. During the analysis one should 
see what can go wrong in handling by the authorities such emergency situation with the ship. To 
keep the focus, it is also recommended to take into consideration only ships, carrying 300 or more 
tonnes of oil on board. The analysis will thus exclude the fishing boats and smaller passenger ship 
traffic along the coast, thus focusing on the ships which can potentially bring the major harm. On 
Diagram 24 it is shown the relation between the National Coastal Authority's (NCA) local office in 
the district (or Vessel Traffic Service, VTS) under analysis and between the VTS and bypassing 
ships. As it is seen in the diagram the focus is between on the relation between the ships of the 
certain size and the district office of the NCA.
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5.2. Second pattern: Parties for analysis, their assets
Supposition: This pattern defines the parties involved in the analysis. The problem within the scope 
of this pattern is how to achieve a more or less comprehensive overview of the parties involved and 
their assets when analysing the risks related to the maritime oil transportation. The solution for this 
problem is to select the following parties: the 'State' (the national state, on which territory there are 
areas which can be potentially affected by an oil spill), the 'Local community' (the community, on 
which territory there are areas which can be potentially affected by an oil spill) and the 'Oil and 
shipping company' (the company which operates oil carrying ships). The latter is optional, however, 
as it involves much of the side-analysis not directly related to the other two parties.

The reasons for recommending these parties are to get a different perspective on the shared assets, 
as well as get the overview of all possibly involved assets. For example, the same sets of assets for 
the 'State' and the 'Local community' are valued differently by these parties, whereas some assets 
are important only for the 'Oil and shipping company' and irrelevant to the other involved parties. 

The two of the parties, the 'State' and the 'Local community' share assets related to the industry, 
which can be affected by an incident, in the local area.

Otherwise, the 'State' has such assets as 'Reputation,' 'Non-economic natural resources' and 
'Accident recovery cost.' State's reputation can be damaged, if the state fails to act accordingly in a 
case of emergency, whereas the 'Non-economic natural resources' are such resources as sea birds etc 
protected by the state regulations. The 'Accident recovery cost' is the funds the state has to allocate 
to deal with the consequences of an accident. The most recent tanker accident, the Prestige accident 
of 2002, cost Spanish government an estimated EUR 3 billion [PRESTIGE]. EUR 3 billion is more 
than one per cent of most countries GDP, thus it is a considerable sum of money which should be 
one of the assets. 

82

Diagram 24: Class diagram showing a conceptual view of the target.



The 'Oil and shipping company' has assets 'Funds', 'Ship' and 'Reputation.' Here the 'Funds' denote 
company's assets, which the company may be forced to provide as liability in case of an oil spill. 
The 'Ship' is the vessel, which may suffer damage. The 'Reputation' is also company's asset which 
may be difficult to measure in monetary terms, but is still important, especially for large 
multinational companies.

The parties and their assets are summarised in Table 30.

Parties ID Description Assets
'Local community' 
(LC)

The local communities in the 
potentially affected area. Their life 
hood may be damaged as a result of 
an accident, including the marine 
and recreational industries.

1. Fishing related industry
2. Tourism industry

'State' (S) The state, whose territory may be 
affected by an incident. The state 
has to ensure that no accident 
happens, may suffer losses both in 
tax revenue (in case an industry is 
damaged) and in clean-up costs for 
an oil spill.

1. Non-economic natural 
resources

2. Fishing related industry
3. Tourism industry
4. Reputation
5. Accident recovery cost

'Oil and shipping 
company' (OSC)

Oil and shipping companies, 
operating in the area of analysis. 
They carry out oil transportation, 
ensure the safety of ship, can be 
held liable in case of an incident.

1. Funds
2. Ship
3. Reputation

Table 30: Parties and their assets.

When conducting the analysis the number of parties as well as their assets may vary. It is, however, 
advisable to take at least two parties—the 'State' and the 'Local community'—in order to observe the 
difference in valuing or prioritising the assets.

5.3. Third pattern: Valuing assets, defining likehood and 
consequence scales, risk matrix
Supposition: The scope of this pattern is assigning values to the assets of the parties, as well as 
likehood and consequence scales and risk matrix. The problem of this pattern is how to select these 
values, define likehood and consequence scales, and risk matrix in a most correct way. The solution 
is to set the rules and frames for defining all the values.

Generally, it is recommended to rank the value of the assets from one to five, were five means “of 
minor importance.”

For the party 'State,' which has four basic assets: industry in the potentially affected community, 
reputation of the state, non-economic natural resources and accident recovery costs it is usually the 
case that local industry receives low rank, since the area affected is small in the scale of a state, the 
reputation usually receives higher value, whereas the non-economic natural resources value can 
depend on both the national ranking and the time of the year when an incident occurs. The cost of 
accident recovery can vary. But the last major accident off the coast of Spain (Prestige, 2002) had a 
price tag of over EUR 3 billion , so this assets should be ranked high (See Table 31).
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Asset Value
Non-economic natural resources

1. Offshore non-economic natural resources
2. Coastal non-economic natural resources

Value depends on national ranking
Value depends on national ranking

Fishing industry:
1. Offshore fishing
2. Fish breeding

4 to 5
4 to 5

Tourism industry 4 to 5
Reputation 2 to 1
Accident recovery cost 1

Table 31: Recommendation for the ranking of assets for the party 'State.'

For the party 'Local community' which shares with the 'State' some assets—the local industry—one 
should remember valuing them higher, since these assets are of more importance on the local level, 
than on the national level (See Table 32).

Asset Value
Fishing industry:

1. Offshore fishing
2. Fish breeding

2 to 1
2 to 1

Tourism industry 2 to 1
Table 32: Recommendation for the ranking of assets for the party 'Local Community.'

When defining the likehood scale, one should be aware of incident statistics for the area under 
analysis to know what is likely and what is unlikely: if it is frequent, than the number of 
occurrences per time period should be higher and verse versa. In Table 33 is the proposed likehood 
scale for the northern Norway.

Frequency value Description
Rare Once in 100 years
Unlikely Once to 10 in 100 years
Possible 10 to 20 in 100 years
Likely 20 to 50 in 100 years
Certain 50 to 100 in 100 years

Table 33: Likehood scale for the Northern Norway.

The consequence scales for the party 'State' for its asset 'Non-economical natural resources' can be 
based on the restitution time of the natural resources (See Table 34). 
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Consequence value Description
Insignificant Restitution time is less than one year.
Minor Restitution time is from one to three years.
Moderate Restitution time is from three to 10 years.
Major Restitution time is from 10 to 20 years.
Catastrophic Restitution time is more than 20 years.

Table 34: Consequence scale for the party 'State', asset: 'Non-economic natural resources.'

For the assets of the 'State' covering the local industry it is recommended the same time periods as 
in the consequence scale for natural resources, but with notation 'unusable for industries' (See Table
35).

Consequence value Description
Insignificant The affected area is rendered unusable for 

industries for less than one year.
Minor The affected area is rendered unusable for 

industries from one to three years.
Moderate The affected area is rendered unusable for 

industries from three to 10 years.
Major The affected area is rendered unusable for 

industries 10 to 20 years.
Catastrophic The affected area is rendered unusable for 

industries for more than 20 years.
Table 35: Consequence scale for the party 'State', asset: 'Local industries.'

The consequence scale for 'State' asset 'Reputation' is in Table 36.

Consequence value Description
Insignificant Some short term bad publicity.
Minor Long term bad publicity.
Moderate Long term bad publicity and parliament 

inquiries.
Major Long term bad publicity and parliament 

inquiries, the head of relevant department has to 
retire.

Catastrophic Long term bad publicity and parliament 
inquiries, the head of relevant department has to 
retire, impacts election results.

Table 36: Consequence scale for the party 'State', asset: 'Reputation.'

The consequence scale for 'State' asset 'Accident recovery cost' is in Table 37.
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Consequence value Description
Insignificant 0.1% or less of GDP.
Minor 0.1% to 0.5% of GDP.
Moderate 0.5% to 1% of GDP.
Major 1% to 2% of GDP.
Catastrophic 2% or more of GDP.

Table 37: Consequence scale for the party 'State', asset: 'Accident recovery cost.'

For the party 'Local community' it is recommended to use 'not in business' notation for the assets 
covering local industries and shrink the time periods considerably in comparison to the 'State' (See 
Table 38).

Consequence value Description
Insignificant Industry in the affected area is not in business 

for less than a month.
Minor Industry in the affected area is not in business 

from one to three months.
Moderate Industry in the affected area is not in business 

from three to six months.
Major Industry in the affected area is not in business 

from six to 12 months.
Catastrophic Industry in the affected area is not in business 

from 12 months to  two years.
Table 38: Consequence scale for the party 'Local community', asset: 'Local industries.'

The resulting risk matrix may cover all the parties. An example of the risk matrix is in Table 39.

C o n s e q u e n c e
Insignificant Minor Moderate Major Catastrophic

F
r

e
q

u
e

n
c

y Rare
Unlikely
Possible
Likely
Certain

Table 39: Risk evaluation matrix for the parties in the analysis.

5.4. Forth pattern: Incident scenarios
Supposition: Incident scenarios are the scope of this pattern. The problem of this pattern is how to 
define incident scenarios and eventual threat diagrams which will further serve as the starting point 
for risk diagrams.

The analysis should take the starting point at the most regular incidents, such as:

● drifting aground; 
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● fire and explosion on board ship;

● structure failure of the ship construction;

● collision with another ship; 

● grounding with motor power (navigation error).

These types of incidents are statistically documented, thus giving the ground for further analysis by 
adding, for example, such variables as traffic density per today, or expected traffic in the future 
density due to some planned activities.

The threat diagrams should focus on what can lead to a damage of the assets, and such damage can 
be brought by an oil spill of various dimensions. The infrastructure around prevention of an oil spill 
should be taken into consideration in the area under analysis. The generic situation of a local VTS, 
communicating with a ship in distress is in Diagram 25. It can serve as a basis for further 
development of threat diagrams.
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Diagram 25: Generic situation of local VTS communicating with a ship in distress.

The resultant threat diagrams are shown below. We shall take as an example the threat diagrams for 
the party 'Local community.' Threat diagrams for the party 'State' are quite similar.

5.4.1. First scenario
A ship grounds whether due to a navigation error (grounding with motor power) or without motor 
power (as a result of drifting). Rescue boats are called in, but they fail either to pull the ship off the 
ground and tow it into a safe harbour, or to pump out the oil from the ship's tanks. As a result of 
situation deteriorating, various amounts of oil can spill, or in the worst case scenario (due to sever 
weather conditions and improper handling of the situation by the local VTS) all the oil in ship's 
tanks can spill out (See Diagram 26).
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Diagram 26: First scenario.

5.4.2. Second scenario
The local VTS detects a ship outside country's territorial waters which clearly experiences 
problems. The VTS sends message to the ship warning that once the ship is in the territorial waters 
it will be obliged to accept a tow boat assistance, and offers assistance right away. The captain of 
the ship rejects the offer of assistance. It can be both due to the captain's underestimation of the 
danger and his fear that he can be charged for accepting the assistance. The local VTS, having 
received the refusal from the captain, does not pursue the case further and does not request the 
dispatch of the rescue boats. As a result, the time is lost, the situation deteriorates on board the ship. 
It drifts to the coast and grounds. As a result of situation deteriorating, various amounts of oil can 
spill, or in the worst case scenario (due to sever weather conditions and improper handling of the 
situation by the VTS) all the oil in ship's tanks can spill out. As a result of situation deteriorating, 
various amounts of oil can spill, or in the worst case scenario (due to sever weather conditions and 
improper handling of the situation by the VTS) all the oil in ship's tanks can spill out (See Diagram
27).
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Diagram 27: Second scenario.

5.4.3. Third scenario
The local VTS receives distress signal from a ship and requests rescue boats to the place, but the 
boats fail to arrive on time, thus not being able to prevent the ship from grounding. As a result of 
situation deteriorating, various amounts of oil can spill, or in the worst case scenario (due to sever 
weather conditions and improper handling of the situation by the VTS) all the oil in ship's tanks can 
spill out (See Diagram 28).
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Diagram 28: Third scenario.

5.4.4. Forth scenario
Local VTS fails to foresee a collision between two ships outside the country's territorial waters it 
monitors. The two ships collide. As a result of situation deteriorating, various amounts of oil can 
spill, or in the worst case scenario (due to sever weather conditions and improper handling of the 
situation by the VTS) all the oil in ship's tanks can spill out (See Diagram 29).
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Diagram 29: Forth scenario.
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Chapter 6. Case II: Risk analysis of 
maritime oil transportation along the 
south-eastern coast of Spain
To verify the patterns discussed in chapter 5, we will look at another case study and will try to apply 
these patterns to see if they are indeed reusable and applicable for other cases and geographical 
areas. As a case study, we shall take the south-eastern part of Spanish community called Andalusia.

Andalusia is the most populated and second largest of the seventeen autonomous communities that 
constitute Spain. Its capital is Seville. Andalusia is bounded on the north by Extremadura and 
Castilla-La Mancha; on the east by Murcia and the Mediterranean Sea; on the west by Portugal and 
the Atlantic Ocean (south-west); on the south by the Mediterranean Sea (south-east) and the 
Atlantic Ocean (south-west) linked by the Strait of Gibraltar at the very south which separates Spain 
from Morocco [AANDALUSIA].

Illustration 3: Spanish autonomous communities.

In particular we shall look at the area of the provinces of Cádiz and Málaga of Andalusia, located 
close to Gibraltar—a highly heavy trafficked area.
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Illustration 4: Map of Andalusia.

6.1. Case II: Risk management context
Since the opening of the Suez Canal in 1869, the Mediterranean regained its prominence as a hub of 
commercial shipping, and ever more so since the development of the Middle Eastern oil fields, and 
the development of the southeast Asian economies. It is estimated that about 220,000 vessels of 
more than 100 tonnes cross the Mediterranean annually, carrying 30% of the international seaborne 
trade volume, and 20% of the petroleum. With some 2000 merchant ships being in the 
Mediterranean at all times, accidental pollution as results of collisions or operational mishaps, and 
pollution stemming from the regular operation of ships, is significant.

Estimates in the 1970s placed the amount of oil that was spilled or discharged into the 
Mediterranean at between half a million and a million tonnes annually. Following ratification of the 
International Convention on Prevention of Pollution from Ships (MARPOL 73/78) and its more 
stringent protection measures for the Mediterranean Sea, plus the Convention for the Protection of 
the Mediterranean Sea against Pollution (Barcelona Convention) and its Protocols, estimates were 
lowered in the 1990s to 600,000 tonnes. This is still an amount that marks the sea as one of the most 
oil-polluted regions in the world. Public attention is mostly drawn by dramatic images of oil tanker 
accidents and their gruesome aftermaths, as proven by the Prestige, Erika and other sever accidents, 
but most of the hydrocarbon emissions from ships results from routine operations such as loading, 
unloading and bunkering, and from illegal discharges of bilge waters, used oils and tank washing on 
the high seas. Though deliberate petroleum discharge from ships is banned in the Mediterranean 
and all ‘operational’ oily waste emissions are illegal, there is ample evidence for numerous, 
repeated, ongoing offences: analysis of satellite photos identified over 1,600 oil slicks in 1999, and 
2350 oil slicks were observed in 2000 in the Mediterranean [GALIL].

Though merchant shipping, naval vessels, fishing and recreational boats contaminate the sea with 
hydrocarbons, it is estimated that three-quarters of the shipping-derived petroleum hydrocarbons in 
the Mediterranean result from the transport of crude oil and its refined products. The annual oil 
trade between countries of the north and south Mediterranean is estimated at 360 million tonnes. 
Scores of oil-related sites (i.e. pipeline terminals, refineries, off shore platforms, etc.) are spread 
along the Mediterranean coastline, from and to which crude oil and petroleum products are loaded, 
unloaded and transported by 250-300 oil tankers daily. 

Acute oil pollution usually results from accidents, such as foundering, grounding, fire, explosion, 
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collision at sea or ramming into quay, pier or bridge. Because of the dense traffic, the risk of 
accidents is high: in the 1980s nearly 15% of the world shipping accidents occurred in the 
Mediterranean, Black Sea and Suez Canal. Of the 268 accidents listed by the Regional Marine 
Pollution Emergency Response Centre for the Mediterranean (REMPEC) for the 1977-1995 period, 
more than three-quarters involved oil. As a result of shipping accidents an estimated 22,223 tonnes 
of oil were spilled into the sea between 1987 and 1996. The number of reported accidents is rising, 
with 94 events reported in 2000-2003, 24 of which resulted in oil spills [GALIL].

Estimates based on satellite images of oil spills put the volume of illegal operational oil discharges 
at “four times greater than the average amount spilled in the region by ship accidents” (See 
Illustration 4). These spills follow the main shipping routes.

Illustration 5: Oil spills detected in the European regional seas (2000-2004), including 
Mediterranean.

6.2. Case II: Target identification
During the analysis we shall see what can go wrong in handling by the authorities emergency 
situation with a ship. To keep the focus, we shall constrain only to ships, carrying 300 or more 
tonnes of oil on board. The analysis will thus exclude the fishing boats and smaller passenger ships 
traffic along the coast, thus focusing on the ships which can potentially bring the major harm. 

The analyses itself will look at the relation between the the Spanish Marine Safety Agency 
(SASEMAR) district office, or Maritime Rescue Coordination Centre (MRCC), located in the town 
of Tarifa in the province of Cádiz and bypassing ships. The focus of the analysis in shown Diagram
30.
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6.3. Case II: Parties for analysis, their assets
The analysis will be conducted on behalf of two parties: Spanish state, or 'State', and 'Local 
community', which is the provinces of Cádiz and Málaga.

6.3.1 Cádiz and Málaga
Cádiz is a province of southern Spain, in the southwestern part of the autonomous community of 
Andalusia, being the southernmost point of continental Western Europe. Its area is 7,442 km². Its 
capital is the city of Cádiz. The province has a population is 1.194.062 (2006), of whom about 
600,000 live around the Bay of Cádiz area. Its population density is 160.45/km². The main industry 
is tourism, mainly from other non-coastal Spanish cities, Germany and UK. It has many kilometres 
of beaches and (as 2005) the highest number of Blue Flags of all coastal provinces in Europe 
[CADIZ]. 

The Blue Flag is an exclusive eco-label awarded to over 3200 beaches and marinas in 36 countries. 
The Blue Flag works towards sustainable development at beaches/marinas through strict criteria 
dealing with water quality, environmental education and information, environmental management, 
and safety and other services [BLUEFLAG].

The Province of Málaga is located on the southern coast of Spain, in the Autonomous Community 
of Andalusia. It is bordered by the Mediterranean Sea to the South, and by the provinces of Cádiz, 
Sevilla, Córdoba and Granada. Its area is 7,308 km². Its population is 1,330,010 (2002), of whom 
two-fifths live in the capital Málaga, and its population density is 181.99/km².

Its main industry and claim to fame is its tourist resorts, particularly those on the beaches along the 
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Costa del Sol ("Sun Coast"). These beaches are visited by millions of European tourists 
[MALAGA].

The population density is shown on Illustration 5.

Illustration 6: Population in coastal settlements (2001).

Coastal zones in both provinces are protected by the European regulations and policies, among 
others by Natura2000.

To combat the serious decline in biodiversity and following closely on the 1992 Rio conference, the 
European Union adopted the "birds" directive of 1972 and the "habitats" directive of 1992 on the 
conservation of habitats and species. The Natura 2000 network has been established as a result. The 
objective is to promote the conservation of natural habitats and the habitats of wild fauna and flora 
while taking into account the economic, social and cultural requirements and specific regional and 
local characteristics of each Member State [NATURA2000]. The percentage of the areas pertaining 
to the Natura2000 sites in the provinces of Cádiz and Málaga can be seen on Illustration 6.
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Illustration 7: Coastal zone protected by Natura2000 sites.

6.3.2. Assets of the parties
The recommended assets for the parties in the analysis are shown in  Table 40.

Parties ID Description Assets
'Local community' 
(LC)

The local communities in the 
potentially affected area. Their life 
hood may be damaged as a result of 
an accident, including the marine 
and recreational industries.

1. Fishing related industry
2. Tourism industry

'State' (S) The state, whose territory may be 
affected by an incident. The state 
has to ensure that no accident 
happens, may suffer losses both in 
tax revenue (in case an industry is 
damaged) and in clean-up costs for 
an oil spill.

1. Non-economic natural 
resources

2. Fishing related industry
3. Tourism industry
4. Reputation
5. Accident recovery cost

Table 40: Assets for parties in the analysis.

However, for the communities in Cádiz and Málaga, fishing industry is of minor importance. The 
main source of income for the communities is seaside tourism, thus the following modification to 
the list of assets is suggested. The same goes also for party 'State' (See Table 41).
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Parties ID Description Assets
'Local community' 
(LC)

The local communities in the 
potentially affected area. Their life 
hood may be damaged as a result of 
an accident, including the marine 
and recreational industries.

1. Tourism industry

'State' (S) The state, whose territory may be 
affected by an incident. The state 
has to ensure that no accident 
happens, may suffer losses both in 
tax revenue (in case an industry is 
damaged) and in clean-up costs for 
an oil spill.

1. Non-economic natural 
resources

2. Tourist industry
3. Reputation
4. Accident recovery cost

Table 41: Assets for parties in the analysis modified for Case II.

6.4. Case II: Valuing assets, defining likehood and 
consequence scales, risk matrix
For the party 'State', which has four basic assets: industry in the potentially affected community, 
reputation of the state, non-economic natural resources and accident recovery cost it was 
recommended in the pattern description that local industry receives low rank, since the area affected 
is small in the scale of a state, the reputation usually receives higher value, whereas the non-
economic natural resources value can depend on both the national ranking and the time of the year 
when an incident occurs. The cost of accident recovery can vary. But the last major accident off the 
coast of Spain (Prestige, 2002) had a price tag of over EUR 3 billion , so this assets should be 
ranked high. 

It is, however, not the case with Spain that it can value the industry in the provinces under analysis 
as low. The provinces are highly populated (See Illustration 5), they depend greatly on their local 
resource—tourism industry—and generate a generous revenue for the state in the form of taxes. 
Therefore the values for the party 'State' should be the following (See Table 42).

Furthermore, as seen on Illustration 6 from 15% to more than 30% the coast zone in the area of 
analysis is under protection of the authorities. One can argue here, however, what part of these zone 
are non-economic resources and what part are the holiday resort places and can be then this area 
referred to as non-economic natural resource. The fact is that the resort places occupy a part of the 
coast and the rest does not have a direct economic benefit. So for this asset the value is set to '2.'
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Asset Value
Non-economic natural resources

1. Offshore non-economic natural resources
2. Coastal non-economic natural resources

Scoped out
2

Fishing industry:
1. Offshore fishing
2. Fish breeding

Scoped out
Scoped out

Tourism industry 2
Reputation 1
Accident recovery cost 1

Table 42: Recommendation for the ranking of assets for the party 'State,' Case II.

For the party 'Local community' which shares with the 'State' assets related to the local industry, one 
should remember valuing them higher, since these assets are of more importance on the local level, 
than on the national level (See Table 43). The difference is not so high, however, in for this case 
study (Case II) as it was in the case of Norway. The reason for this, already mentioned above, is the 
fact that the Spanish provinces are much more populated than the Norwegian provinces. Therefore 
the Spanish provinces generate more income for the state and have more weight on the national 
level.

Asset Value
Fishing industry:

1. Offshore fishing
2. Fish breeding

Scoped out
Scoped out

Tourism industry 1
Table 43: Recommendation for the ranking of assets for the party 'Local Community,' Case II.

When defining the likehood scale, one should be aware of incident statistics for the area under 
analysis to know what is likely and what is unlikely: if it is frequent, than the number of 
occurrences per time period should be higher and verse versa. As described in section “6.1. Case II: 
Risk management context” the traffic density in Mediterranean is much higher than in the northern 
Norway. Therefore the likehood scale defined as a pattern does not fit the case of Spain, or Case II. 
For Case II the scale should be at least 10 folds higher (See Table 44). 

Frequency value Description
Rare 10 in 100 years
Unlikely 10 to 100 in 100 years
Possible 100 to 200 in 100 years
Likely 200 to 500 in 100 years
Certain 500 to 1000 in 100 years

Table 44: Likehood scale for Case II.

The consequence scales for the party 'State' for its asset 'Non-economical natural resources' can be 
based on the restitution time of the natural resources (See Table 45). This is a universal scale which 
can be applicable for our Case II as well.
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Consequence value Description
Insignificant Restitution time is less than one year.
Minor Restitution time is from one to three years.
Moderate Restitution time is from three to 10 years.
Major Restitution time is from 10 to 20 years.
Catastrophic Restitution time is more than 20 years.

Table 45: Consequence scale for the party 'State', asset: 'Non-economic natural resources,' Case II.

For the assets of the 'State' covering the local industry it is recommended in the pattern description 
that the same time periods as in the consequence scale for natural resources are used, but with 
notation 'unusable for industries'. Such values fit badly the case of Spain. Since the area is densely 
populated the state will have unbearable burden of paying out huge compensations even for what 
defined here as 'minor' consequence. Therefore the time values here should be reduced. The 
proposed time values for Case II are given in Table 46.

Consequence value Description
Insignificant The affected area is rendered unusable for 

industries for less than six year.
Minor The affected area is rendered unusable for 

industries from six months to one year.
Moderate The affected area is rendered unusable for 

industries from one year to five years.
Major The affected area is rendered unusable for 

industries from five to 10 years.
Catastrophic The affected area is rendered unusable for 

industries for more than 10 years.
Table 46: Consequence scale for the party 'State', asset: Local industries, Case II.

The consequence scale for 'State' asset 'Reputation' is in Table 47. The values can well be applicable 
for the case of Spain.

Consequence value Description
Insignificant Some short term bad publicity.
Minor Long term bad publicity.
Moderate Long term bad publicity and parliament 

inquiries.
Major Long term bad publicity and parliament 

inquiries, the head of relevant department has to 
retire.

Catastrophic Long term bad publicity and parliament 
inquiries, the head of relevant department has to 
retire, impacts election results.

Table 47: Consequence scale for the party 'State', asset: Reputation, Case II.

The consequence scale for 'State' asset 'Accident recovery cost' is in Table 48. It does not seem that 
the case of Spain does not fit in here.
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Consequence value Description
Insignificant 0.1% or less of GDP.
Minor 0.1% to 0.5% of GDP.
Moderate 0.5% to 1% of GDP.
Major 1% to 2% of GDP.
Catastrophic 2% or more of GDP.

Table 48: Consequence scale for the party 'State', asset: Accident recovery cost, Case II.

For the party 'Local community' it is recommended in the pattern description to use 'not in business' 
notation for the assets covering local industries and shrink the time periods considerably in 
comparison to the 'State' (See Table 49). In the case of Spain, however, there will not be so big 
difference in time periods for the 'State' and 'Local community' for the reasons explained above. 

Consequence value Description
Insignificant Industry in the affected area is not in business 

for less than a month.
Minor Industry in the affected area is not in business 

from one to three months.
Moderate Industry in the affected area is not in business 

from three to six months.
Major Industry in the affected area is not in business 

from six to 12 months.
Catastrophic Industry in the affected area is not in business 

from 12 months to  two years.
Table 49: Consequence scale for the party 'Local community', asset: Local industries, Case II.

The resulting risk matrix may cover all the parties. An example of the risk matrix is in Table 50.

C o n s e q u e n c e
Insignificant Minor Moderate Major Catastrophic

F
r

e
q

u
e

n
c

y Rare
Unlikely
Possible
Likely
Certain

Table 50: Risk evaluation matrix for the parties in the analysis, Case II.

6.5. Case II: Incident scenarios
As defined in the patterns description, there is a set of regular incidents, which can be used as a 
starting point:

● drifting aground; 

● fire and explosion on board ship;
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● structure failure of the ship construction;

● collision with another ship; 

● grounding with motor power (navigation error).

In Table 51 we can see the data for the region where these incidents are listed. The numbers for 
Norway are approximately the same.

% Operations Collisions Groundings Structure 
failures

Fire & 
Explosion

Equip. 
failure

Other

<7 tonnes 26.5 0.5 1.6 5.1 0.3 39.6 26.4
7-700 tonnes 17.4 17.3 17.3 6.7 5.3 24 12
>700 tonnes 14.3 28.6 42.8 3.6 7.1 3.6

Table 51: Oil spills from tankers and their causes in Mediterranean [MARTINI].

As it is recommended in the pattern description The threat scenarios should focus on what can lead 
to a damage of the assets, and such damage can be brought by an oil spill of various dimensions. 
The infrastructure around prevention of an oil spill should be taken into consideration in the area 
under analysis. Therefore we start at describing the infrastructure.

6.5.1. The state of oil accident preparedness in the Mediterranean
In terms of preparedness for oil spill response, the 21 countries that surround the Mediterranean 
span a wide spectrum. There are, for example, countries with updated and approved national 
contingency plans (eg Croatia and Cyprus), countries with draft plans (eg Malta and Turkey), and 
those with no plans at all (eg Albania and Lebanon).

A number of efforts are being made to reduce the disparity in spill response preparedness between 
Mediterranean countries. The most important of these are the mutual aid and co-ordination 
programmes under the auspices of UNEP and the International Maritime Organization (IMO) which 
have arisen under the legal framework of the 1976 Barcelona Convention. This Convention 
addresses a number of pollution issues and has achieved the support of all states except Yugoslavia. 
Contracting states created a number of topic-specific “Regional Centres”. The Centre devoted to oil 
spill response, now known as the Regional Marine Pollution Emergency Response Centre for the 
Mediterranean (REMPEC), was established in 1976 and was the first UN Centre of its kind in the 
world within the framework of the Regional Seas programme of UNEP. Its main objectives are to 
facilitate the exchange of information, discuss mutual aid, assist countries in the development of 
preparedness and response systems, and undertake training on spill response matters, thus 
strengthening the capacities of coastal states to prevent and respond to marine pollution incidents 
[ITOPFM].

The European Commission also sponsors projects under its “Euro-Mediterranean Partnership” 
(Euro-Med) programme to help reduce regional disparities in response capabilities. On a sub-
regional basis there are also a number of bi- and tri-lateral co-operation agreements in place, for 
example between France, Monaco and Italy (RAMOGE Agreement); between France and Spain; 
between France and Italy; between Italy and Greece; and between Cyprus, Egypt and Israel. A 
subregional agreement on preparedness and response between Algeria. Morocco and Tunisia is 
being finalized with the assistance of REMPEC and is expected to be signed by the end of 2003, 
and the preparation of a similar agreement in the north Adriatic (between Croatia, Italy and 
Slovenia) has recently commenced. Italy, Malta and Tunisia expressed the intention to conclude an 
agreement on mutual assistance covering the Sicilian and Malta Channels. Not all of these 
agreements have achieved success. Even between countries with some level of preparatory 
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discussion, it is likely that administrative and legal barriers (eg customs formalities) would be a 
problem for transporting equipment and manpower between them on an emergency response 
timetable [ITOPFM]. 

6.5.2 Spain's oil spill related accidents response arrangements
The civil maritime authority, the Directorate General of the Merchant Navy (DGMM), as part of the 
Ministry of Public Works, Environment and Transport, has responsibility for oil spill response 
within Spain's territorial waters and Exclusive Economic Zone (EEZ) and for implementation of the 
National Plan for Salvage and Pollution Control. 

In November 1992 the Spanish Marine Safety Agency (SASEMAR) was created by law, under the 
overall coordination of the DGMM, to provide, amongst other things, at-sea pollution response.

SASEMAR has 10 regional Maritime Rescue Coordination Centres (MRCCs) around the coast and 
additional local centres at important ports (Barcelona, Finisterre, Tarifa (Cádiz), Las Palmas, 
Bilbao, Gijon, Almeria (Andalusia), Valencia, Palma, Tarragona, Tenerife, Madrid) [MRCCEU]. 
On-site coordination and response of maritime operations is provided by the MRCCs under the 
coordination of the Sub-Director General for Maritime Safety and Pollution Control [ITOPFS].

If a spill enters or occurs in nearshore waters or impacts the shoreline, overall direction and 
coordination is provided by the Civil Governor of the province affected who convenes a technical 
coordination committee. Shoreline clean-up is provided by municipal councils and coordinated by 
the Civil Protection Board. If more than one province is affected, the Ministry of the Interior and 
local government representative assume responsibility. Again on-site coordination and response is 
provided by the MRCCs under the Sub-Director General for Maritime Safety and Pollution Control. 
In port and terminal areas the Port Captain would act as the on-scene commander 

In November 2004, the Spanish government announced a series of measures to strengthen its 
marine pollution prevention and control capability, including the creation of a centre that will co-
ordinate the response to any incident at both national and regional level. The centre, established 
through royal decree, will have directorate status and bring together senior representatives from all 
government ministries and agencies with a stake in maritime emergency response. The directorate, 
based in La Coruna in North-western Spain, is the responsibility of the Presidential Ministry. As a 
first step it would carry out an assessment of the country’s crisis response procedures with a view to 
establishing an integrated contingency plan. It will also make an inventory assessment to ensure that 
adequate physical resources, as well as personnel, are available to combat marine pollution 
[ITOPFS].

Equipment to combat oil spills
Government stockpiles are located at Barcelona, Bilbao, Cartagena, Gijon, La Coruña, Las Palmas, 
Vigo, Cádiz, Algeciras and Tenerife. The DGMM owns booms and skimmers, plus several tugs and 
offshore vessels equipped with both mechanical recovery and dispersant-spraying equipment.

Equipment for beach cleaning is owned by the provincial councils. The Spanish Air Force can 
provide aircraft for observation. 

In November 2004, the government announced a series of investments aimed at bolstering existing 
capabilities. They include the purchase of three additional surveillance aircraft and two helicopters 
besides four dual-purpose salvage and pollution control vessels.

The oil companies operating in Spain are obliged by law to hold clean-up equipment at the ports in 
which they operate. This consists in the main of limited quantities of boom and dispersant. A 
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salvage company operates tugs from Vigo fitted with dispersant-spraying equipment [ITOPFS]. 

Spain's previous oil spill experience
Oil from the Neretva (1992) was dispersed by DGMM tugs also used for the recovery of bunkers 
from the sunken vessel. Shoreline clean-up was undertaken by the municipalities. Oil from the 
Aegean Sea (1992) at La Coruña was partially mechanically recovered by a number of DGMM 
vessels. Sensitive areas prevented the use of dispersants. Beach clean-up was mainly manual, 
utilising contractors directed by a technical coordination committee. The Prestige (November, 
2002), carrying some 77,000 tonnes of Heavy Fuel Oil, broke up off the coast of Galicia spilling an 
unknown but substantial quantity of oil. A major offshore clean-up operation was carried out using 
vessels from Spain and nine other European countries. The oil came ashore along an 800km stretch 
of the Spanish coastline and also polluted beaches on the French Atlantic coast. Oil from the 
Prestige entered Portuguese waters in mid-December but none came ashore [ITOPFS].

6.5.3. Case II: Threat diagrams
As seen from the description one of the Spanish Marine Safety Agency (SASEMAR) Maritime 
Rescue Coordination Centres (MRCCs) (the analogue to the Norwegian VTS) is located in the city 
of Cádiz, the province Cádiz, which is under evaluation. This MRCC is also covering the province 
of Málaga. Thus the generic situation of MRCC reacting to a ship in distress is similar to the one 
defined in patterns (See Diagram 31).
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Diagram 31: Sasemar's reaction to a ship in distress.

Thus the threat scenarios listed in the patterns, are also true for the case of Spain, with the only 
difference that the set of assets will vary. These are the scenarios description:

1. A ship grounds whether due to a navigation error (grounding with motor power) or without 
motor power (as a result of drifting). Rescue boats are called in, but they fail either to pull 
the ship off the ground and tow it into a safe harbour, or to pump out the oil from the ship's 
tanks. As a result of situation deteriorating, various amounts of oil can spill, or in the worst 
case scenario (due to sever weather conditions and improper handling of the situation by the 
MRCC) all the oil in ship's tanks can spill out.

2. The MRCC in Cádiz detects a ship outside Spanish territorial waters which clearly 
experiences problems. The MRCC sends message to the ship warning that once the ship is in 
the territorial waters it will be obliged to accept a tow boat assistance, and offers assistance 
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right away. The captain of the ship rejects the offer of assistance. It can be both due to the 
captain's underestimation of the danger and his fear that he can be charged for accepting the 
assistance. The MRCC in Cádiz, having received the refusal from the captain, does not 
pursue the case further and does not request the dispatch of the rescue boats. As a result, the 
time is lost, the situation deteriorates on board the ship. It drifts to the coast and grounds. As 
a result of situation deteriorating, various amounts of oil can spill, or in the worst case 
scenario (due to sever weather conditions and improper handling of the situation by the 
MRCC) all the oil in ship's tanks can spill out. As a result of situation deteriorating, various 
amounts of oil can spill, or in the worst case scenario (due to sever weather conditions and 
improper handling of the situation by the MRCC) all the oil in ship's tanks can spill out.

3. The MRCC in Cádiz receives distress signal from a ship and requests rescue boats to the 
place, but the boats fail to arrive on time, thus not being able to prevent the ship from 
grounding. As a result of situation deteriorating, various amounts of oil can spill, or in the 
worst case scenario (due to sever weather conditions and improper handling of the situation 
by the MRCC) all the oil in ship's tanks can spill out.

4. The MRCC in Cádiz fails to foresee a collision between two ships outside the Spanish 
territorial waters it monitors. The two ships collide. As a result of situation deteriorating, 
various amounts of oil can spill, or in the worst case scenario (due to sever weather 
conditions and improper handling of the situation by the MRCC) all the oil in ship's tanks 
can spill out.
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Chapter 7. Discussion
In this chapter we shall verify the fulfilment of the success criteria outlined in Chapter 2. The 
success criteria for this project is the development of patterns, or reusable elements, for risk analysis 
of maritime oil transportation, so that we could reapply the experience gains to other domains.

To verify the fulfilment of the success criteria we took a case from a different domain (Case II) and 
tried to apply the patterns devised from Case I to this domain.

In concrete terms, we have carried risk assessment of the maritime oil transportation along the 
northern coast of Norway (Case I), extracted a set of patterns from this analysis and applied them on 
another case (Case II): maritime oil transportation along the Mediterranean south-eastern coast of 
Spain.

We shall now go through the patterns defined in Chapter 5 and see how they worked in practice 
when applied to Case II and shall define the patterns or the elements of patterns that proved to 
work.

7.1. Target identification
The target identification pattern fit quite well the case of Spain. The south-eastern Mediterranean 
coast of Spain is an extremely heavy trafficked area and the limitation of the ships which will be 
considered during the analysis only to the ships which carry 300 tonnes or more of oil on-board will 
eliminate a great number of smaller passenger and private boats found in plenty in this area.

The Spanish structure of preparedness also fits the pattern. Spain has one agency responsible for 
coordination of the work in case of emergency—SAZEMAR—and this agency has regional offices, 
one of which is located in the province of Cádiz, which is the province in analysis, and covers the 
province of Málaga, which is also a part of the analysis.

Thus the first pattern is proven to work. Below is the formulation of the pattern.

Pattern: Target identification

To carry out maritime oil transportation risk analysis (1) one should limit analysis to the 
ships which carry 300 tonnes of oil on-board or more, (2) focus on the risks related to the 
rescue operations to assist ships in distress.

7.2. Parties for analysis, their assets
The parties for analysis recommended in this pattern fit well in the case of Spain. This are the 'State' 
and the 'Local community' (third party 'Oil and shipping company' was mentioned as optional and 
was not verified in Case II). 

The assets, however, have proven not to be so reflective of the Case II context. As suggested in the 
pattern there should be the following assets common for the party 'State' and 'Local community': 
'Fishing related industry' and 'Tourism industry.' 

In the provinces of Cádiz and Málaga, which were the focus of analysis in Case II, the major 
industry is tourism. This is also the main asset for these communities. This asset should be made 
more explicit and have more subsets to give the analysis a broader picture. The subsets could be: 
'Tourism industry: Beaches,' 'Tourism industry: Restraints,' 'Tourism industry: Hotels' etc. This was 
not suggested in the pattern. 
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The rest of the pattern tested in Case II worked well, however. Thus the suggestion for this pattern 
is to generalise the notation of the local industries for both parties. Below is the formulation of the 
pattern.

Pattern: Parties for analysis, their assets

Parties ID Description Assets
'Local community' 
(LC)

The local communities in the 
potentially affected area. Their life 
hood may be damaged as a result of 
an accident, including the marine 
and recreational industries.

1. Marine related local industry

'State' (S) The state, whose territory may be 
affected by an incident. The state 
has to ensure that no accident 
happens, may suffer losses both in 
tax revenue (in case an industry is 
damaged) and in clean-up costs for 
an oil spill.

1. Non-economic natural 
resources

2. Marine related local industry
3. Reputation
4. Accident recovery cost

Table 52: Pattern: Parties for analysis, their assets.

7.3. Valuing assets, defining likehood and consequence 
scales, risk matrix
The valuing of the assets related to the local industry to low recommended in the pattern does not fit 
the case of Spain's provinces under analysis. The areas are densely populated and solely depend on 
its resource: tourism industry. On the contrary, the Norwegian provinces which were analysed in 
Case I have scarce population and limited amount of industries the loss of which can have an 
impact on the national level. 

The likehood table in the pattern, based on the traffic density along the coast of the Northern 
Noway, does not reflect the reality of the Mediterranean where the traffic density is much higher. 
Thus the values per 100 years for Mediterranean should also be higher, increased proportionally 
with the traffic density difference.

The consequence scale for natural resources fit well the case of Spain as these values are generally 
recognised. 

The consequence scale for party 'State' and its assets related to local industries does not fit the case 
of Spain as it has too long time periods defined as minor for industries out of business. 

The consequence scale for party 'State' related to reputation and accident recovery cost fit well for 
the case of Spain. Thus, with the exclusion of the debatable elements, we can formulate the pattern 
below (the scales used: 1-high, 5-low priority).

Pattern: Valuing assets, defining likehood and consequence scales, risk matrix

Asset Value
Marine related local industry 2 to 1

Table 53: Ranking of the assets for party 'Local community.'
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Consequence value Description
Insignificant Restitution time is less than one year.
Minor Restitution time is from one to three years.
Moderate Restitution time is from three to 10 years.
Major Restitution time is from 10 to 20 years.
Catastrophic Restitution time is more than 20 years.

Table 54: Consequence scale for the party 'State', asset: 'Non-economic natural resources.'

Consequence value Description
Insignificant Some short term bad publicity.
Minor Long term bad publicity.
Moderate Long term bad publicity and parliament 

inquiries.
Major Long term bad publicity and parliament 

inquiries, the head of relevant department has to 
retire.

Catastrophic Long term bad publicity and parliament 
inquiries, the head of relevant department has to 
retire, impacts election results.

Table 55: Consequence scale for the party 'State', asset: 'Reputation.'

Consequence value Description
Insignificant 0.1% or less of GDP.
Minor 0.1% to 0.5% of GDP.
Moderate 0.5% to 1% of GDP.
Major 1% to 2% of GDP.
Catastrophic 2% or more of GDP.

Table 56: Consequence scale for the party 'State', asset: 'Accident recovery cost.'

Consequence value Description
Insignificant Industry in the affected area is not in business 

for less than a month.
Minor Industry in the affected area is not in business 

from one to three months.
Moderate Industry in the affected area is not in business 

from three to six months.
Major Industry in the affected area is not in business 

from six to 12 months.
Catastrophic Industry in the affected area is not in business 

from 12 months to  two years.
Table 57: Consequence scale for the party 'Local community', asset:'Marine related local industries.'
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C o n s e q u e n c e
Insignificant Minor Moderate Major Catastrophic
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Unlikely
Possible
Likely
Certain

Table 58: Risk evaluation matrix for the parties in the analysis.

7.4. Incident scenarios
Taking the starting point in the fact that there are well documented types of incidents and that the 
structure of the marine rescue service is similar in Case II to the one defined in the pattern, the 
conclusion was that the pattern defining incident scenarios and threat diagrams is indeed applicable. 
The threat diagrams are shown in Chapter 5. The pattern it self can be defined by words as follows.

Pattern: Incident scenarios

1. A ship grounds whether due to a navigation error (grounding with motor power) or without 
motor power (as a result of drifting). Rescue boats are called in, but they fail either to pull 
the ship off the ground and tow it into a safe harbour, or to pump out the oil from the ship's 
tanks. As a result of situation deteriorating, various amounts of oil can spill, or in the worst 
case scenario (due to sever weather conditions and improper handling of the situation by the 
local VTS) all the oil in ship's tanks can spill out.

2. The local VTS detects a ship outside country's territorial waters which clearly experiences 
problems. The VTS sends message to the ship warning that once the ship is in the territorial 
waters it will be obliged to accept a tow boat assistance, and offers assistance right away. 
The captain of the ship rejects the offer of assistance. It can be both due to the captain's 
underestimation of the danger and his fear that he can be charged for accepting the 
assistance. The local VTS, having received the refusal from the captain, does not pursue the 
case further and does not request the dispatch of the rescue boats. As a result, the time is 
lost, the situation deteriorates on board the ship. It drifts to the coast and grounds. As a result 
of situation deteriorating, various amounts of oil can spill, or in the worst case scenario (due 
to sever weather conditions and improper handling of the situation by the VTS) all the oil in 
ship's tanks can spill out. As a result of situation deteriorating, various amounts of oil can 
spill, or in the worst case scenario (due to sever weather conditions and improper handling 
of the situation by the VTS) all the oil in ship's tanks can spill out.

3. The local VTS receives distress signal from a ship and requests rescue boats to the place, but 
the boats fail to arrive on time, thus not being able to prevent the ship from grounding. As a 
result of situation deteriorating, various amounts of oil can spill, or in the worst case 
scenario (due to sever weather conditions and improper handling of the situation by the 
VTS) all the oil in ship's tanks can spill out.

4. Local VTS fails to foresee a collision between two ships outside the country's territorial 
waters it monitors. The two ships collide. As a result of situation deteriorating, various 
amounts of oil can spill, or in the worst case scenario (due to sever weather conditions and 
improper handling of the situation by the VTS) all the oil in ship's tanks can spill out.
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Chapter 8. Conclusion
By 2015 it is expected a significant increase of the oil transportation from the Russian northern 
ports to the USA along the Norwegian northern coast. It is said that around 60% of 150 million 
tonnes of Russian crude oil exports will go along this route. 

Numerous studies have been launched assessing the potential risks and proposing the measures to 
reduce the likehood of disasters. The studies start to materialize now into concrete steps, such as 
monitoring the ship traffic off the Norwegian northern coast, establishment of Vessel Traffic 
Service (VTS) centre in the vicinity of the Norwegian-Russian boarder, increase of the number of 
the readily available tugboats in the area etc. 

There is one drawback, however, in the state sponsored risk assessment studies: they make things 
average. By “average” it is meant that they always exclude the worst case scenario in their 
recommendations for preparedness. 

The average estimates are good for the state planning, but for the local communities the average is 
not good enough. The local communities want security for their habitat even if the chances for a 
disaster are slim.

Within this project risk analysis of the maritime oil transportation in the northern Norway was 
implemented using the CORAS methodology for model-based security risk analysis. The goal of 
this analysis was to extract reusable elements, or patterns, which could be reapplied for other 
domains for carrying out similar analysis.

A workable set of patterns is a success criteria for this project.

To check the fulfillment of the success criteria the set of patterns obtained from the risk analysis for 
the northern Norway was reapplied and tested against another case—the maritime oil transport 
along the south-eastern coast of Spain in the Mediterranean. 

As a result of this work the following set of patterns was instantiated:

● Pattern: Target identification

● Pattern: Parties for analysis, their assets

● Pattern: Valuing assets, defining likehood and consequence scales, risk matrix

● Pattern: Incident scenarios

Target identification pattern, which defined the ships size to include into the analysis and the 
focus of the analysis, namely the relation of the local ship rescue and coordination centre and 
bypassing ships, proved to be workable in the test case—the case of Spain. 

Parties for analysis, their assets pattern, which specified the parties for the analysis and their 
assets worked only partly. There were three parities defined: the 'State, the 'Local community' and 
the 'Oil and shipping company', the two former were tested in the case of Spain. The testing 
revealed that one of the assets, called 'Fishing industry', which was both the asset for the 'Local 
community' and the 'State' was selected wrongly. In the case of Spain, the fishing industry played 
insignificant role for the communities in the analysis and thus could not be considered as an asset. 
What was required, however, was the further specification, or split into subsets, of the asset which 
would represent the local industry. Therefore it was suggested to have a generic notation for this 
asset to make the pattern work, which would denote any sea related local industry and can be 
specified further on the case to case basis.
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Valuing assets, defining likehood and consequence scales, risk matrix pattern, did not work for 
the part where it was suggested that the party 'State' would value the local industries much less, than 
the 'Local community.' It turned out in the case of Spain, that the assumption of low valuing came 
due to the scarce population and industry in the geographical area where the first analysis had its 
focus (Norwegian provinces of Troms and Finnmark). In the case of Spain, the areas under analysis 
were densely populated brining a good revenue for the state and thus being important—the fact that 
the state cannot ignore.

Furthermore, the likehood scale proved also not to be a pattern, as it was completely wrong for the 
case of Spain due to the big differences in traffic density along the Norwegian coast stretch under 
the analysis and the Spanish.

There were also other problems in valuing related to this pattern.

Incidents scenarios pattern, which defined the scenarios and reusable threat diagrams, took the 
starting point in the typical types of incident and typical see rescue infrastructure. The pattern—for 
the scenarios considered—proved to be applicable. The pattern, however, may contain much more 
scenarios of different level of detail.

All in all, the CORAS methodology, designed preliminary for risk analysis of the IT related matters, 
proved to be useful and usable for the sea transportation risk analysis, in particular maritime oil 
transportation. Its dynamic nature and informal approach can reveal vulnerabilities which can be 
missed by the over formalized methods.

And although the patterns defined during this project are far not compete, they may be a good 
starting point for performing risk analysis of sea transportation.
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