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Abstract 
In our daily life, large amounts of personal data are collected, stored and processed in 

enterprise systems. This is often done without our knowledge. The protection of these 

personal data has become a matter of concern for legislators, enterprises, and increasingly 

aware data subjects.  

 

The goal of this thesis is to investigate the use of a transparent privacy framework to enforce 

privacy policies in enterprise systems, and to establish a set of criteria for such a framework. 

 

In this thesis, the concepts of privacy and privacy enhancing technologies (PETs) including 

the Enterprise Privacy Authorisation Language (EPAL) are discussed, the current legislation 

pertaining to privacy is presented, enterprise systems including the technology of web 

services are introduced, and a set of criteria is derived from a study of these concepts. Further, 

the development of a demo enterprise application system is presented and its integration with 

a transparent privacy framework for the enforcement of privacy policies in enterprise systems 

is discussed. The modifications to the framework necessary for this integration are also 

discussed. The results obtained from this integration are discussed, and analysed and 

evaluated with respect to this set of derived criteria. 

 

These criteria imply that such frameworks must authenticate users and map system activities 

to purposes and privacy relevant actions. Data subjects must be identified and personal 

policies handled. Privacy relevant data categories of the enterprise must be identified and 

context data received to evaluate conditions. Obligations that may follow from processing 

personal data should be implemented. These are all criteria for protecting the confidentiality 

and integrity of personal data and have through this thesis showed to be difficult to implement 

in a transparent application framework. The results arrived in this Master’s thesis identify and 

highlight a number of challenges in the area of transparent privacy frameworks and make 

clear the need for further work on this subject. 
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1 Introduction 

1.1 Introduction and motivation 

Personal data about us is collected, stored and processed every day. We leave information 

about ourselves behind in many ways, often without our awareness. Each time we pay with 

our credit cards, log on to our computers, enter a building or area with video monitoring, use 

our cell phones and so on, information about us is registered. Most of us use cell phones, 

credit cards, etc. on a daily basis. We know that each time we make a call or pay with our visa 

cards, we leave some kind of information about ourselves behind. Most of us accept video 

surveillance in public places because we are not taking part in criminal activities, and we feel 

that we “have nothing to hide”. We give up personal information to receive services such as 

insurances, memberships, discount programs, etc. We assume that the information we provide 

about ourselves are not used for other purposes than to provide us these services. However, 

what do we know about how this information is handled after we have provided it? Is it used 

for other purposes? Is it sold to a third party with or without connection to the service we 

ordered? Is it at all protected against unauthorised access, alteration and disclosure? And what 

would we do if these data were disclosed to persons not concerned? How would we feel if our 

neighbours could suddenly access all our credit card transactions or phone records? We would 

probably feel that our privacy had been invaded.  

 

While philosophical theories have long acknowledged the relationship between privacy and 

information about persons, and have argued for limits on allowable practices of data gathering, 

analysing, and sharing as a means of protecting privacy, their efforts have primarily applied to 

intimate and sensitive data (Nissenbaum, 1998 page 62). However, this also applies to data 

which is neither intimate nor sensitive. New technology enables new possibilities to collect, 

store and process personal data which in turn enables organisations to create rather detailed 

profiles of their customers. This can again enable organisations to offer more personalized 

services to their customers, which can be both useful and necessary. But as the amount of 

personal data collected, stored and processed increased, so is the threat against an individual’s 

privacy (Arnesen et al., 2004).  

 

There also seems to be a lack of awareness concerning these issues among the public. Few 

people seem to be aware of their statutory rights to inspect personal data concerning them and 
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to demand that old or incorrect data is corrected or deleted.  Nor do they know that it is 

mostly up to them to decide if they want to provide personal information and to whom, except 

when the collecting of the information is done due to legislation or outmost necessary (POL, 

2000). Unfortunately, many organizations are not aware of these rights of their customers 

either, which makes it even harder for individuals who want to exercise control of their own 

privacy. Not to mention that with an increasing amount of registers containing personal data, 

individuals often have no control of which registers that contain personal data about oneself 

(Danielsson et al., 2005).    

 

Today,  more and more companies and organisations publish their privacy policies on their 

websites, enable P3P 1  compliant privacy policies, or take similar actions to protect the 

privacy of their customers. These are all actions that enable a relationship of trust between the 

company or organisation and the customer. However, these approaches cannot truly safeguard 

customers because they do not address how personal data is actually handled after it is 

collected, only how and what information is collected (He and Antón, 2003). The 

organisations and companies may intentionally or unintentionally violate their own policies 

published on their websites. To achieve privacy protection, organisations must enforce 

privacy policies within both the organisations’ online and offline data processing systems (He, 

2003). 

 

1.2 Problem to be addressed 

This thesis is concerned with processing of personal data in enterprise systems. Many 

applications developed these days are designed as enterprise systems containing a server 

application and a client application that function together as one application or one system 

(see chapter 4 for details). The client and the server use Simple Object Access Protocol 

(SOAP) (see section 4.2) or similar technology to communicate. The client is used to access 

information and procedures at the server, and to present results it receives from the server to 

the user. The information the system process is stored at the server together with methods for 

accessing and processing this information. 

  

                                                 
1 The Platform for Privacy Preferences (P3P) is a protocol allowing websites to decleare their intended use of 
information they collect about browsing users Designed to give users more control of their personal information 
when browsing (Wikipedia). 
. 
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Figure 1: A server - client example 

How and to what extent the personal data can be processed is regulated by Norwegian 

legislation and, in the case of this thesis, by a privacy policy containing directions for the 

processing. There are ways of expressing laws and such privacy directions as privacy policies 

in a machine readable language such as the Enterprise Privacy Authorisation Language 

(EPAL) (see section 3.2 for details). A goal of this thesis is to look closer into the subject of 

enforcement of privacy policies in enterprise systems. Or more precisely, is it possible to 

place a transparent application for enforcement of privacy policies between the client and the 

server as shown in Figure 2, and can we establish a set of criteria for such an application? 

 

 
Figure 2: A server - client example with privacy checking 

 

By transparent we here mean that the privacy enforcement application can be applied to 

existing enterprise systems with little or no need for integration. The motivation for 

investigating a transparent application is that by placing the privacy policy enforcement 

outside the enterprise system, the system does not have to change if the privacy policy 

changes.   

 

1.3 Methodology 

This section describes the research approach chosen for this master thesis. The term approach 

is used instead of method, because a variety of methods was used during the work with this 

thesis. 

 

In the previous section, the question of whether or not it is possible to develop a transparent 

application for enforcement of privacy policies in enterprise system was raised. To answer 

this question, an application for enforcement of privacy policies, named Carnival, is 

investigated. A small demo enterprise system was developed as part of this thesis and 

integrated with Carnival. This process will be described in more details later in this section.   
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According to Denning (1989) ACM (Association for Computing Machinery)  has divided 

computer science research into three different paradigms, or cultural styles, theory, 

abstraction and design. He explains further that each paradigm can cover several research 

methods, and is more a description of the patterns of the methods of that paradigm. The first 

paradigm, theory, is rooted in mathematics, the second, abstraction, in the experimental 

scientific method and the third, design, is rooted in engineering. Within these three paradigms 

are nine subject areas: 

 

1. Algorithms and data structures 

2. Programming languages 

3. Architecture 

4. Numerical and symbolic computation 

5. Operating systems 

6. Software methodology and engineering 

7. Database and information retrieval systems 

8. Artificial intelligence and robotics  

9. Human-Computer communication 

 

Carnival was developed during a research project called “Personalised internet based services 

and privacy protection” at the Norwegian Computing Center (NR). The research approach 

chosen by the developers of Carnival is by far consistent with the design paradigm proposed 

by ACM which consist of four steps in the construction of a system to solve a given problem: 

 

1. State requirements 

2. State specifications 

3. Design and implement the system 

4. Test the system 

 

And the subject of matter in that project falls within the Software methodology and 

engineering subject area.  

 

Before the work with this thesis started, the Carnival developers at NR had stated a set of 

requirements, but little or no specification of the application was made. Three different 
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versions or prototypes of Carnival were implemented. The last version was the one that the 

developers were most satisfied with, even though it was not complete. 

 

The task for this thesis was to participate in the testing of the latest version of Carnival. 

Testing Carnival is consistent with the fourth of the steps of the design paradigm of ACM 

described above. Carnival was integrated with the demo application developed during the 

work on this thesis, to test the usability of Carnival. To structure the findings from this 

evaluation of Carnival, a set of criteria for applications such as Carnival were derived. These 

criteria was derived mainly from legislation, privacy literature, but also from technology used 

to express privacy policies or other circumstances, and most of them was consistent with the 

requirements stated by the developers in step one of the design paradigm.  The results from 

the process of integrating the demo with Carnival were then compared to these criteria. 

During the integration of the demo and Carnival, some small test application to support the 

findings from the integration process was also developed.  

 

Unfortunately, in an early stage of the process of working on this thesis, all the developers 

who had worked with Carnival had to quit their job at NR and the project was left more or 

less where it was at that point. At this stage, Carnival was not finished, and little 

documentation was made. Only a broad specification was made. To get a specification of 

Carnival for this thesis, the source code had to be analysed. The specification of Carnival in 

this report is therefore based on results from a process of examining the source code, reverse 

engineering, a report written by the developers before they left NR (Maus and Østerbø 

Johansen, 2005) and two reports from the earlier versions of Carnival (Arnesen and 

Danielsson, 2003; Arnesen et al., 2004). Parts of Carnival were not working, for reasons 

described later in this report, and modifications were therefore made to Carnival as part of this 

thesis. The work on this thesis have therefore been part of step two, three and four of the steps 

in the design paradigm of ACM instead of step four only, which again resulted in the use of a 

variety of methods.  

 

1.4 Outline of the report 

Chapter 2, 3 and 4 introduce the background material used in this master thesis. Chapter 1 

deals with privacy concepts, including definitions and introduction to interests, legislation and 

principles. This chapter is based on Dag Wiese Schartums book ‘Personvern i 
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informasjonssamfunnet’  (Schartum and Bygrave, 2004). At the end of this chapter, a set of 

criteria derived from the legislation is presented. Chapter 3 present the idea of privacy 

enhancing technologies (PET) in general, together with a description of the Enterprise Privacy 

Authorisation Language (EPAL) used by Carnival.  Again, a set of criteria was derived and is 

presented at the end of the chapter. Chapter 4 is an introduction to general technology used 

during this master thesis such as enterprise system and web services. This is necessary to 

explain the implementation of the demo application and the challenges concerning the 

integration of Carnival and the demo, but also to explain some of the design issues in Carnival. 

Chapter 5 contains a description of the demo application developed for this thesis together 

with an introduction to the case organisation the Norwegian automobile federation (NAF). 

The demo application is based on the personal information handled by NAF. Chapter 6 

present the application tested in this thesis, Carnival, and the modification of it that was done 

during the work on this thesis. The result of the integration of Carnival and the demo 

application is presented and analysed with respect to the criteria in chapter 7 and chapter 8 

contains the conclusion of this thesis.  
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2 Privacy 
This chapter presents some privacy concepts. Section 2.1 presents important privacy 

definitions while section 2.2 analyses problems relating to privacy by introducing a set of 

privacy interests. Section 2.3 contains a presentation of legislation affecting the privacy 

protection in Norway that will be summed up as principles in section 2.4.  

 

2.1 Privacy definitions 

This section contains definitions of important privacy concepts. Most of them are defined by 

the European Union Data Protection Directive (EUDPD, 1995) or the Norwegian Personal 

Data Act (POL, 2000). 

 

2.1.1 Privacy 
According to Schartum and Bygrave (2004) and Fischer-Hübner (2001), privacy refers to 

protection of ones personal integrity or protection of private life, but also the right to decide 

what information concerning oneself is communicated to others. And they mention three 

types of integrity: territorial, mental and information integrity. The personal data act 2000 

(POL, 2000) is first of all concerning our information integrity, or questions concerning 

information about ourselves, although this information can be information concerning our 

mental and physical integrity like information about our mental health. Another definition of 

privacy is “the total of all rights, prohibitions and orders in legislations concerning personal 

information, especially the law concerned with processing of personal data” (Arnesen and 

Danielsson, 2004). In this thesis privacy will be addressed as “the protection of anybody’s 

right to exercise control over information concerning themselves” (Schartum and Bygrave, 

2004). Schartum and Bygrave state that this is a well known and well approved definition of 

privacy.  

 

2.1.2 Personal data and personal information 

Fischer-Hübner defines personal data as “any information concerning the personal or 

material circumstances of an identified or identifiable person” (Fischer-Hübner, 2001). The 

directive 95/46/EC, often just called the EU directive or the data protection directive, says that 
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“an identifiable person is one who can be identified, directly or indirectly, in particular by 

reference to an identification number or to one or more factors that are specific to his or hers 

physical, physiological, mental, economic, cultural or social identity” (EUDPD, 1995). This 

implies that whether or not data is considered personal depends on whether or not the person 

who the data concern (the data subject) is identified or identifiable. 

 

Data is considered non-identifiable if the amount and the nature of the indirectly identifying 

data are such that identification of the individual is only possible with the application of 

disproportional effort, or if assistance by a third party outside the power and authority of the 

person responsible is necessary (van Blarkom et al., 2003). Schartum and Bygrave (2004) 

state that there exists no clear definition of disproportional effort, but according to Blarkom 

(2003) this depends on the nature of the data and the size of the population, and the resources 

of time and money one is willing to spend on identifying the person. Without further 

discussion we note that the concept of identification is rather ambiguous, and no clear 

definition of when data is identifiable is provided yet. Unlike the other writers referred to in 

this section, Schartum and Bygrave distinguish in their book between personal data and 

personal information. Wikipedia (online encyclopedia) defines data as “Raw data are 

numbers, characters, images or other outputs from devices to convert physical quantities into 

symbols, in a very broad sense”(Wikipedia). In other words, data is representations of the real 

world. Schartum and Bygrave (2004) explain that such representations or values do not make 

any sense without context. The number 197 245.00 does not give us any relevant information 

unless we know that this is a person’s income in the year 2003.  When personal data are put 

into context our understanding of these data in that context is what Schartum and Bygrave call 

personal information. 

 

2.1.3 Processing of personal data 

POL (2000) define the term processing of personal data as any use of personal data, such as 

collecting, storing, deleting, disclosing or a combination of these. The law apply to all digital 

processing of personal data even if only parts of the process are done digitally.    
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2.1.4 Data subject 

The data subject is the identified or identifiable individual whom the personal data is 

concerned. Personal data can concern more than one data subject (Schartum and Bygrave, 

2004).  

 

2.1.5 Data controller 

Data controller is the natural or legal person, public authority, agency or any other body 

which alone or jointly with others determines the purposes and means of the processing of 

personal data (van Blarkom et al., 2003; EUDPD, 1995). As explain in section 2.1.3, 

processing means every form of usage of these data (POL, 2000). This means that the data 

controller can be one or more persons, or an entire organisation. The data controller also 

determines which technological facilities that will be used in the process (Schartum and 

Bygrave, 2004). 

2.1.6 Data processor  

The data processor is a natural or legal person, public authority, agency or any other which 

process personal data on behalf of the data controller (EUDPD, 1995; POL, 2000; Blarkom et 

al., 2003). That can be the same organisation or person as the data controller, or a different 

organisation processing the data on behalf of the data controller. The data controller is still 

responsible for actions done by the data processor on the data controller’s behalf (Schartum 

and Bygrave, 2004). 

 

2.1.7 Personal profiles 

The Norwegian personal data act defines personal profiles as a combination of information 

type, and values which are attached to some assumptions concerning certain behaviour, 

preferences, needs, etc, which apply to the persons fitting the profile (POL, 2000).   

 

2.1.8 Privacy policy 

Wikipedia has defined privacy policy as “a disclaimer placed on a website informing users 

how the website deals with a user’s personal information. The privacy policy generally 

contains information regarding whether or how their information is shared with parent 
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companies, subsidiaries, or third parties. Often this also explains how the website uses 

cookies and web bugs”(Wikipedia). But according to Schunter (2002), we can distinguish  

two types of privacy policies: enterprise internal privacy practices and published privacy 

promises. Privacy promises communicate certain privacy guarantees to the enterprise’s 

customer, while enterprise privacy practices define how personal data is collected, processed 

and used. Privacy practices are required to comply with legal regulations  and can be 

formalized using EPAL (Schunter et al., 2002; Ashley et al., 2003). The definition by 

Wikipedia (Wikipedia) comply with Schunters definition of privacy promises. But this thesis 

is concerned with the enforcement of privacy policies in enterprise system and the notation 

privacy policy will therefore be used as a notation for what Schunter calls enterprise internal 

privacy practices.     

 

2.2 Privacy interests 

This section deals with what Schartum and Bygrave calls the privacy interests. Privacy is 

defining an ideal, but the privacy ideal can never be entirely fulfilled. Mainly because privacy 

is not “alone in the world” and therefore will our privacy ideal end up in conflicts with other 

ideals (Schartum and Bygrave, 2004 page 32). And they explain that because of these 

conflicts, a need for finding a balance between the ideals arises. The privacy interests are used 

to analyse problems related to privacy. In their book they present a set of interests, or areas of 

interest, which they explain as a sum up of the content of the ideal. These are: 

 

• Determine access to data regarding oneself 

• Access and knowledge 

• Quality of data and its processing 

• Proportionally control 

• User-friendly treatment 

 

The authors explain that these privacy interests are areas which are considered to be important 

to maintain our privacy ideal as good as possible. Political and inspector authorities often 

have to weight privacy interests against other interests, such as economical interests when 

settling conflicts between different ideals or passing new laws. Schartum and Bygrave present 

a set of interest and derive a set of demands or requirements from these interests which they 
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explain in turn influence the passing of new laws. This section contains a brief description of 

their privacy interests followed by the demands or requirements that follow from them. 

 

2.2.1 Determine access to information regarding oneself 

This interest is based on the right to self-determination and dignity (Schartum and Bygrave, 

2004). The ability to control information about the self is linked to the dignity of the 

individual, self-respect and the sense of personhood (Marx, 1990). Schartum and Bygrave 

(2004) argue that in most situations it should be voluntary for the data subject whether or not 

he or she wants to commit personal data. But as they explain, this right to decide is usually 

much reduced. Customers often have the choice to either give out personal information or not 

being able to receive some service. And the government often have base in a law, like the 

Norwegian Health Data Filling Act (HRL, 2001), for gathering personal data. As Schartum 

and Bygrave (2004) explain, “to live in a society like ours makes it desirable and necessary 

that individuals give other people access to information concerning themself”. In other words, 

it is impossible to live in society like ours without revealing some information about oneself 

to others. And as Marx (1990) states, “Unlimited privacy is hardly an unlimited good. It can 

shield irresponsible behaviour – protecting child and spouse abusers, unsafe drivers and 

money launderers”. However, Schartum and Bygrave explain that this interest assumes that 

each individual should be able to some extent to choose to whom and to what extent they give 

access to their personal data. And they derive four demands or requirements from this interest: 

 

• Establishment of a relationship of trust between the data controller and the data subject 

• Confidentiality 

• To have a private life 

• Protect an individual’s understanding of itself 

 

Schartum and Bygrave (2004) explains that the demand for establishment of a relationship of 

trust between the data controller and the data subject means that the data controller should 

acknowledge the data subject as an individual entitled to give his or her opinion in questions 

that concern the processing of personal information about the data subject. This implies that if 

processing of personal data has no base in law, the data controller must obtain consent from 

the data subject for the processing to be legal. 
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The second demand they derived from this interest is the demand for confidentiality. Personal 

information should not be disclosed or forwarded without the data subject’s approval, unless 

it is by the authority law. And the data controller should ensure that the information is secured 

from unauthorised access. 

 

Their third demand is the demand to have a protected private life. This demand is especially 

concerning the data subject’s private residence, private car, etc where the data subject should 

be able to be left alone and decide who else has access. This is concerning the whole 

household, not just a single person.  

 

The interest in deciding over access to information about oneself is also a question about 

information that the data subject needs to be protected against. Of this follows the demand for 

protection of how an individual understands its own identity. This demand comes into use 

when the data subject doesn’t know about or has suppressed some information concerning 

itself. Schartum and Bygrave (2004) explain this as information which is collected from 

others and can damage the individual’s understanding of oneself if the information comes to 

the data subject’s knowledge. Such information can be information about biological, medical 

conditions, etc.  

 

2.2.2 Access and knowledge 

Schartum and Bygrave (2004) argue that in order for the data subjects to protect their own 

interests, there must be possibilities for them to gain insight in circumstances around the 

processing of personal information concerning themselves. Without this knowledge it will be 

rather difficult for a data subject to practise his or her statutory rights. This interest involves 

that each individual should have a right to demand access to information regarding them. But 

this right is not always easy to practise, because there are so many systems handling personal 

information these days and it can therefore be hard for individuals to understand in which 

systems personal information is processed and for what purpose. That is why individual not 

only needs right to information, but also right to knowledge of how and where such 

information is processed. Again they derive four demands or requirements from this interest: 

 

• Information about rights 

• Access to general information 
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• Individually access to information 

• Information about the basis for the processing of the personal information 

 

The first demand they derive from this interest is the demand for information about rights. 

This means that individuals have a right to knowledge about information of their rights 

concerning privacy. An individual should therefore be able to receive information concerning 

legislations affecting their situations. This is especially important since processing of personal 

information often requires consent from the data subject. The data subject should therefore be 

given this information to ensure that the consent is given on the right basis. 

 

The next demand that they address is the demand for access to general information. This 

means that anyone can require information about if and how an organisation is processing 

personal information and for what purpose the information is processed. According to them, 

this is a right of anybody, whether or not the organisation is processing information 

concerning the individual. 

 

The third demand is that an individual should be able to get access to information regarding 

oneself. The data subject can, at any time, demand to access information about him or herself 

and further demand that incorrect or illegal information is corrected or deleted. The data 

subject can also require information about the actions the data controller have taken to secure 

the personal data, but only as long as this reveal important security details that can be misused. 

  

The last demand the authors derive from this interest is the demand for information about the 

basis for the processing of the personal information. The data subject can, at any time, require 

a reason for why the processing of personal information is necessary. And if there is an 

automated processing of personal data, such as calculations of taxes, the data subject can 

demand that the data controller gives account for the result of this process.   

   

2.2.3 Quality of the information and its processing 

The term ‘quality of the information’ can be rather ambiguous in this context. In this thesis it 

will be defined as the information’s suitability for a given purpose (Schartum and Bygrave, 

2004), which means to what extent the information is consistent with the part of reality it is 

suppose to represent. Is the information detailed enough? Is all the information needed to 
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describe the person included? Is the information relevant according to the purpose of the 

registration? And is the information correct? Schartum and Bygrave explain that this interest 

is also concerned with how well the information system is protected against unauthorised 

access to the personal information, but also how well the information system ensures that 

authorised users reach the information they need. If an emergency centre at a hospital receives 

a patient, and the patient record contains information about the patient being allergic to a 

certain medicament, it is important that the medical worker at the emergency centre can reach 

this information. Two requirements are derived from this interest:  

 

• Quality of personal data 

• Quality of the processing of personal data 

                                                                                                                                                                               

Schartum and Bygrave (2004) emphasise that the first demand is actually concerned with two 

aspects:  

 

• The relationship between the personal data and what it is supposed to represent 

• The relationship between the personal data and the purpose for processing 

them 

 

This first aspect is concerned with the accordance between the personal data and the part of 

reality it is supposed to represent. That means that the personal data has to be accurate enough, 

complete and correct. They present an example for clarifying the meaning of these three 

expressions. The example is data about a person’s income in 2003. Whether or not the 

personal data is accurate enough is concerned with whether or not the numbers are rounded 

off or similar. For the personal data to be complete, all incomes have to be represented. And 

for the data to be correct, they have to contain the real income of this person in 2003, and not 

for other years. 

 

The second aspect is concerned with the accordance between the information and the purpose 

for which the information was collected. This implies that the information must be relevant to 

the purpose, and complete for fulfilling the purpose. Relevant means that there is a logical 

accordance between the information and the purpose and that the law accepts the use of this 
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kind of information for the given purpose. And to be complete for fulfilling the purpose, all 

necessary data must be present. 

 

The second demand, the demand for quality of the processing of the information, is concerned 

with the information system which processes the personal information and the routines in this 

system. The information system must contain the necessary information for the processing, 

and not contain illegal information or information not relevant to the purpose. And 

identification codes must be used which ensure that personal information can be linked to the 

right data subject. The quality of the processing is also concerning how the information 

system is secured against unauthorised access and how the information system is working 

according to requirement specifications, etc. 

2.2.4 Proportionality control 

This interest is concerned with control, as the activities which apply to collecting of 

information for considering if people are acting properly according to laws, agreements and 

social norms. But it is also concerned with surveillance, as a constant or systematic collection 

of information, with cameras, by persons, by activity logs, etc. Schartum and Bygrave (2004) 

explain that in a democratic society like ours, a certain amount of control and surveillance is 

necessary to make sure that the laws are followed. But if this control and surveillance gets too 

extensive the individuals may feel that their privacy is offended. They argue that each control 

arrangement may seem necessary and not offensive to ones privacy, but all together can all 

the arrangements result in a very strict society. They therefore argue that to avoid a too strict 

society, some limitations have to be set for such control activities. The four demands they 

derived from this interest are an attempt to set some limitations on control activities, and are 

presented below: 

 

• Proportionality between guidance and control 

• Proportionality between control in beforehand and control after processing of personal 

data 

• Proportionality between control in the data subject’s favor, and control that is not in 

the favor of the data subject 

• Proportionality between extern and intern control  
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The first demand is concerning the relationship between control and instruction.  It is based 

on an assumption that most people don’t want to break laws or agreements, and guidance or 

instructions may therefore reduce the number of violations. Since most people don’t consider 

guidance as a privacy intrusive activity, this demand says that guidance and instruction should 

be used before control if possible (Schartum and Bygrave, 2004). 

  

They further explain that when guidance or instruction is not enough, there is a new demand 

for proportionality between control before and control after the processing of personal data. 

Control on the subway before the data subject gets on the train is control in beforehand, while 

insurance companies often don’t control the information the data subject submits until later on. 

The data controller should always consider if there is proportionality between the control done 

before and the control done after processing of the information. 

 

The next demand they present is concerned with proportionality between control favouring 

the data subject and not favouring the data subject. They imply that the data controller should 

always consider if there is a sufficient control in favour of the data subject. For instance the 

IRS (Internal Revenue Services) should not only control if the data subject owes the IRS 

money, but they should also control if the data subject paid too much taxes.  

 

The last demand the authors present from this interest is concerned with proportionality 

between extern and intern control. This implies that the data controller should not only take 

actions to control that the data subject submit correct information, but also take actions to 

ensure that mistakes are not made by them which may affect the quality of the information. If 

the data controller is planning to intensify the control against the data subject, the data 

controller should also take actions to ensure that their own routines are satisfactory. 

 

2.2.5 User-friendly treatment  

Schartum and Bygrave (2004) present the interest in user-friendly processing as closely 

attached to that demand for an establishment of a relationship of trust. They explain that 

demands concerning the relationship between the data controller and the data subject can be 

derived from this interest. And requirements to how the data controller should act when the 

data subject or others approach them regarding their processing of personal information. 

Again they derive four requirements from this interest: 
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• Attention 

• Comprehensibility 

•  Unobstructed dialogue 

• Operating stability 

 

The demand for attention is concerned with the data subject or others who approach the data 

controller regarding the processing of their personal data.  Schartum and Bygrave (2004) say 

that the data controller should try to comply with the request. On the individual level, this 

demand implies that the data controller should consider the possibilities to offer better 

individually adjusted services attached to the processing of personal information. Generally, 

this demand implies that the data controllers should, as far as it is possible, make their 

arrangements for the improvements according to the general wishes of the data subjects. 

 

Their next demand is the demand for comprehensibility. This demand is concerning the 

information given to the data subject and others concerning the processing of personal 

information. The information should be easily understood by the data subject and others. On 

the individual level, this demand implies that the data subject should get explanation based on 

personal premise and the data subject’s situation. 

 

The third demand they presents in connection with this interest is the demand for 

unobstructed dialogue. This demand implies that there should be as few formal and practical 

obstacles as possible in the way of the contact between the data controller and the data subject.  

 

Their last demand is the demand for operating stability, which is concerning the systems and 

routines the personal information is processed through. These are to be operative and in 

function when they should according to the purpose. This demand is both to ensure a stable 

operation and that necessarily interruptions happen in ways which cause as little trouble as 

possible for the data subject.  

 

The interests and the demands are sometimes overlapping each others and sometimes even 

hard to separate. The interests presented here, with demands, are meant to be a way to 

systematize important problems concerning privacy. They are meant to be a tool to use to 
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perform judgements concerning privacy. This theory is based on generally principles of law, 

experiences from other laws, and legal custom and usage (Schartum and Bygrave, 2004). 

 

2.3 Legislations conserning the protection of privacy in Norway 

This section is a short summary of legislations that affect the protection of privacy in Norway. 

As a member of EØS, Norway is bound to follow legislations passed by the European council 

and the European Parliament. Some of these directives and conventions are only meant as 

guidance for passing national laws, but they also prohibit the member countries in passing 

laws that do not correspond with the directive or convention. Besides the Norwegian personal 

data act and other distinctive Norwegian laws, the EU directive is the legislation with most 

influence on the protection of privacy in Norway. In the next section (Privacy principles), the 

content of these legislations will be summed up as privacy principles.  

 

2.3.1 The convention for the protection of individuals with regard to 
automatic processing of personal data 

This convention was approved on the 28th of January 1981 by the European council and 

became effective from the 01.10.1985. Norway ratified the convention 20th of February 1984 

(Schartum and Bygrave, 2004 page 79). By ratifying we mean that a state or country commits 

to incorporate the principles of the convention. The convention establishes some minimum 

norms for automatic processing of personal data. Beyond that the convention does not 

describe any rights that individuals can employ, or demand for establishing a data inspectorate. 

The convention has two purposes, first to improve the protection of privacy, and second to 

encourage international business (Schartum and Bygrave, 2004 page 80). The reason for the 

last purpose is that countries like Norway had laws that restricted transborder flows of 

personal data. The principal rule of this convention is that any country that has ratified the 

convention “shall not, for the sole purpose of the protection of personal data, prohibit or 

subject to special authorisation transborder flows of personal data going to the territory of 

another party”. A restriction like this is allowed if the information is directly protected by the 

country of origin and the host country can not offer the equivalent protection. The convention 

is political binding for the members of the European council and therefore the convention 

makes up an important basis for preparations of national laws. 
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2.3.2 OECD Guidelines on the protection of privacy and transborder flow 
of personal data 

These guidelines are to guide the members of OECD on their national work with the 

protection of privacy. There are mainly two purposes for this, as in the convention mentioned 

in the last section, to improve the protection of privacy and to encourage international 

business. This collection of guidelines also contains guidelines on collecting and usage of 

personal information. 

2.3.3 The EU data protection directive (EUDPD) 

The EU directive on the protection of individuals with regard to the processing of personal 

data and on the free movement of such data (EUDPD, 1995) was agreed upon on the 24th of 

October 1995 by the European Parliament and the EU’s council of ministers. The directive 

instructs the members of EU to pass legislation which corresponds to the rules in the directive. 

According to article 4 of the directive, the member countries are not allowed to pass 

legislation that suggests a poorer protection of privacy than what the EU directive proposes. 

The purpose of the directive is to harmonise the legislation of the member countries which in 

turn will encourage transborder flow of personal data between member countries. Schartum 

and Bygrave (2004) explain that the reason for this wish is, among other factors, the desire for 

the internal EU market to function as good as possible. The directive introduces a minimum 

standard of protection of privacy which the member countries cannot deviate from. But the 

directive allows the countries to do small changes. Although the member countries cannot 

pass laws that suggest a poorer protection of privacy, the directive does not suggest any limit 

for how strict this legislation might be in each country. The member countries can pass laws 

that suggest a better protection of privacy. The directive is covering both governmental and 

private sectors, but the directive does not cover processing which concerns the security of a 

state or country, including the countries’ economical interests when processing is associated 

with questions regarding the safety of the country. This means that a country can pass 

legislation which provides no protection of privacy as long as the processing of the personal 

information is concerning the safety of the country. 

 

The directive also demands that every member country establishes a regulatory agency which 

governs the use of personal data and makes sure the legislation is followed (EUDPD, 1995 

Article 28). And every member country is to introduce an arrangement of obligation to submit 

reports for every organisation which whishes to handle personal data. It is this regulatory 
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agency which will handle these reports and perform inspection of organisations handling 

personal data to make sure the legislation is complied with. 

 

The content of this directive will be summed up together with the rest of the legislations 

mentioned in this chapter in the next section (2.4) since the Norwegian personal data act 

(2.3.4) is based on the directive, but the Norwegian personal data act is more detailed. 

 

2.3.4 The Norwegian personal data act (POL) 

This section contains a short summary of the most important parts of The Norwegian Personal 

Data Act, often referred to as POL. This law was passed on the 14th of April 2000 and came 

into force on the 1st of January 2001 (Schartum and Bygrave, 2004; POL, 2000 §1). This law 

contains a general purview of the processing of personal information and it is based on the EU 

directive, but it also fulfils the requirements from the convention (2.3.1). The purpose of this 

law is to “protect the individuals against invasion of privacy by the processing of personal 

information” (Schartum and Bygrave, 2004). It regulates all electronic processing of personal 

information, with no concern about how the information is stored or what kind of operations 

are performed on the information. This means that the law regulates the processing from the 

day the information is collected to the day the information is deleted (POL, 2000 §3). The law 

applies to all organisations which are established in Norway, even if the processing itself is 

not carried out in Norway. The law does also apply to organisations established outside 

Norway that process personal information with the help of some remedy placed in Norway 

(POL, 2000 §4). 

 

According to POL §8, the data controller must have a legal basis for handling the information 

before the processing can start. This means that the data controller must either hold consent 

from the data subject, or the processing must be founded on some law, or the processing must 

be ‘necessary’ to fulfil some purposes that are stated by the law. The consent from the data 

subject should be voluntary, explicit and informed. In other words, the data subject should not 

be forced or fooled to give up information concerning him or her. The data subject can only 

be forced to give up information if there is a legal basis for doing so, such as the police can 

force a person to state his or her name and the whereabouts in the investigation of a criminal 

act. If the consent from the data subject doesn’t exist, or the process is not founded on some 

law, the information can still be processed if it is necessary to fulfil some purposes stated by 
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the law, such as ‘to fulfil an agreement with the data subject’. For instance, if the data subject 

and the insurance company have agreed on the data subject buying a car insurance, the data 

subject must be prepared to give up some personal information. The insurance company can 

only demand information relevant for fulfilling this agreement though. Further, the data 

controller can not make use of the personal data for other purposes than first stated, unless 

there exists a consent from the data subject (POL, 2000 § 11). 

 

According to POL §18, anyone can demand information about how personal information is 

handled by the data controller. In such cases, the data controller must reveal what kind of 

information is processed, where the information is collected, who is in charge of the daily 

processing and if the information is forwarded to a third party. This is a right everyone has, 

whether or not the organisation in question process information about that person (Schartum 

and Bygrave, 2004). If the person requesting access is also a data subject in the register in 

question, this person can also demand access to all personal data about him or her contained 

in that register. In addition to that, the data subject can also demand access to the information 

concerned with how the data is protected against unauthorised access, unless giving out this 

information will involve a threat to the security of the personal data stored. The data 

controller can not require payment to deliver this information (POL, 2000 § 17). And the data 

controller must answer the request within 30 days (POL, 2000 §16). The data subject can also 

demand that incorrect information about him or her is corrected or deleted according to POL 

§27.  

 

The data controller is bound to notify the data subject if he or she makes use of personal 

profiles. The data subject should be notified about which profile was used, who is the data 

controller, and what kinds of information type were used (POL, 2000 §21). 

 

POL (POL, 2000 §28) also contains a prohibition against unnecessary storage of personal 

information. This is to avoid that organisations store personal information longer than what is 

necessary. The organisation is normally allowed to store the personal information for as long 

as the organisation has a customer relationship to the data subject.   

 

POL § 26 states that there must be established a reservation register to restrict direct 

marketing against individuals. All organisations, which make use of direct personal marketing, 

are bound to use this register before sending out direct advertisement the first time and 
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thereafter compare their lists against the reservation register at least four times per year, in 

order to avoid sending advertisement to individuals who are guarded against it. 

 

All organisations and individuals that are going to process personal information have an 

obligation to notify the Norwegian data inspectorate at least 30 days before the processing 

starts (POL, 2000 §31). If the organisation is handling sensitive information, then it must 

apply for a license and receive the data inspectorate’s consent before the processing can start 

(POL, 2000 §33).  

 

2.3.5 Other legislations 

There are some additional laws and regulations which will not be described in more detail, 

which also affect organisations possibilities to process personal data. 

 

The health data filing system act: 

The purpose of this act is to contribute towards providing public health services and the public 

health administration with information and knowledge without violating the right to privacy 

(HRL, 2001).  

 

Regulations on the processing of personal data: 

The regulation provides rules for use of personal information (PDR, 2000) 

 

2.4 Privacy principles 

Some fundamental principles can be derived from the legislations described in the previous 

section (2.3). The principles presented in this section are the principles Schartum and Bygrave 

(2004) present in their book. They state that these principles are first of all abstractions 

summing up the legislations described in the previous section (2.3). Moreover the principles 

also affect new legislations but not as much as the privacy interests. The principles are also 

guidelines for the data inspectorate. Since the privacy interests affect the passing of new laws, 

the principles that can be derived from the legislation correspond to the interest in many cases. 

These principles will, in many cases, correspond to the principles presented by OECD (1980), 

the principles of article 6 of EUDPD (1995), and other important privacy issues presented in 
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relevant literature such as Fisher-Hübner’s book IT-security and privacy (Fischer-Hübner, 

2001).  

 

2.4.1 Fairness and lawfulness 

Schartum and Bygrave (2004) explain that this principle implies that personal information 

should be handled fairly and lawfully. They say that behind this principle is a requirement that 

the data controller should respect and take into consideration the data subject’s interests and 

reasonable expectations. The data subject should not be forced to submit personal information 

or to accept that this information is used to other certain purposes. The data subject should be 

informed of the purpose of the collection of the data, and the processing of the data should be 

understandable. 

 

2.4.2 Collection limitation 

As the title indicates, the purpose of this principle is to limit the amount of data collected to 

what is necessary to carry out further processing of the data which corresponds with OECD’s 

collection limitation principle. Schartum and Bygrave (2004) state that there is not enough 

reason that the information is useful, the information must be necessary. The further 

processing of the data should correspond with the purpose of which the data was collected for. 

When the data is not longer necessary to fulfil the purpose they should be deleted or made 

anonymous. This principle does also propose that individuals should be able to be anonymous 

in transactions with other organisations.  

 

2.4.3 Purpose binding 

The third principle Schartum and Bygrave (2004) present is the principle of purpose binding. 

This means that personal information should be handled to a stated, legitimate purpose and 

should be handled to this purpose only. The purpose should be stated in a reasonable accurate 

way not later than at the time the information is collected, which complies with  the purpose 

specification principle and the use limitation principle of OECD (1980). Schartum and 

Bygrave (2004) emphasise that the purpose should correspond with the data controllers’ 

ordinary and lawfully activity. The subsequent use of personal data is limited to those 
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specified purposes, unless there is an informed consent by the data subject (Fischer-Hübner, 

2001). 

 

2.4.4 Quality of the information 

As the title suggests, this principle is concerning the quality of the information. The 

information should be correct compared to what the information is supposed to represent 

(Schartum and Bygrave, 2004). The information should also be relevant, adequate and 

complete based on the purpose of which the information is to be used, and to be up to date, 

which correspond with the data quality principle of OECD (1980). The data controller should 

also initiate actions to ensure that the information collected is correct (Schartum and Bygrave, 

2004).  

 

2.4.5 Co-determination 

This principle implies that the data subject should to a certain degree be able to participate 

and influence others processing of information concerning it (Schartum and Bygrave, 2004). 

This implies that the data controller should, as far as it is possible, collect the information 

needed directly from the data subject itself. Persons can decide themselves if personal 

information about them is to be collected by others and for what purpose, unless the collection 

is done by the authority of law. This implies that persons can oppose some types of processing 

of personal data, such as personal marketing. At last this principle implies that persons can 

demand that information concerning them should be deleted or corrected if the information is 

incorrect, incomplete or illegal to register. This  principle corresponds to the individual 

participation principle of  OECD (1980).  

 

2.4.6 Security safeguard 

The confidentiality and integrity of personal data should be protected by reasonable security 

safeguards (Schartum and Bygrave, 2004; Fischer-Hübner, 2001). Confidentiality here means 

protection of personal data from unauthorised access and/or disclosure. And protection of 

integrity means protection against unauthorised destruction, use and modification of personal 

data. This principle encourages actions like use of firewalls, IDS (intrusion detection systems), 
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etc. This principle of Schartum and Bygrave (2004) complies with the security safeguard 

principle of OECD (1980). 

 

2.4.7 Sensitivity 

Certain types of personal information are more sensitive for the data subject than other 

personal information. This is mostly information concerning the data subject’s health, 

sexuality, race or ethnical background, political, religious or philosophical opinions, or 

memberships in certain type of organisations (typical trade unions etc). Processing of such 

information should be placed under stricter regulations than what apply to ordinary personal 

information i.e. stricter security actions (Schartum and Bygrave, 2004; EUDPD, 1995; POL, 

2000). 

 

2.5 Criteria 

This thesis is concerned with an application for enforcement of privacy policies. As 

mentioned, a privacy policy is here associated with what  Schunter (2002) called privacy 

practices. That is a definition on how personal data is collected, processed and used. This 

section presents some criteria for applications for enforcement of privacy policies that can be 

derived from POL (2000).  

 

According to POL (2000) personal data can not be used for other purposes than the purpose 

stated when the data was collected without the approval of the data subject or the processing 

is done due to legislation, which means that applications for enforcing privacy policies must 

somehow manage to associate system activities on personal data to purposes, or in similar 

ways be able to interpret the purpose of the processing.  

 

The previous criterion leads us to another criterion which is the application for enforcing 

privacy policies must be able to identify the data subject. In some cases the data subject has 

agreed to that the data processor can use the personal data for other purposes than what the 

data was collected for. Applications for enforcing privacy policies must therefore be able to 

handle policies that may vary from data subject to data subject. And therefore the 

identification of the data subject is an important feature in such an application.   
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POL (2000) requires that the confidentiality and integrity of personal data are protected. An 

application for enforcement of privacy policies is a type of an access control system and will 

therefore, at least partially, contribute to the protection of the confidentiality and integrity of 

the personal data. 

 

POL (2000) limits the period an organisation can store personal information about their 

customers, but the Norwegian data inspectorate may instruct the organisation to take further 

actions to preserve the privacy of their customers. These actions can for instance be that the 

data subject is notified when certain actions are performed on information concerning the data 

subject or similar. We can divide these obligations into two groups: conditions and 

obligations (Ashley et al., 2003). The difference in the two is that conditions must be fulfilled 

before a transaction or process can be performed on personal data, while obligations follow as 

a result of a transaction or processing of personal data.  An example of a condition is that the 

data subject must have approved that personal data is processed for other purposes than the 

data was collected for. An example of an obligation is that the data subjects are being notified 

when certain actions on personal data is performed, like use of personal profiles. 
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3 Privacy enhancing technologies 
This chapter deals with Privacy Enhancing Technologies (PETs) including the Enterprise 

Privacy Authorisation Language (EPAL). PETs in general are presented first followed by 

section 3.1 which describes privacy enforcement in enterprise systems and criteria for 

applications for such enforcement. Section 3.2 introduces EPAL and a set of criterias for 

applications using EPAL. 

 
 
PETs refers to technical and organisational concepts that aim at protecting personal identity 

(Buckert, 1997). A more detailed definition however, is that PETs are a collective name on 

technologies that safeguard personal privacy by minimising or eliminating the collection of 

identifiable data, but also technologies to protect the confidentiality, integrity and availability 

of personal data (Fischer-Hübner, 2001). A privacy enhancing technology is not necessarily a 

new invention or something that has never been used or seen before (van Blarkom et al., 

2003). van Blarkom explains that existing technologies can be put in place in an information 

system and, subsequently act as PETs. Data security technologies are one example. Data 

security measures seek to render safe data processing regardless of the legitimacy of 

processing and is not a sufficient condition for privacy protection (Buckert, 1997). But used 

together with other technologies, data security can contribute to protect personal data against 

unauthorised access or disclosure. Most of the PETs so far are products that allow users to 

control what information, such as electronical traces, he or she leaves behind when surfing the 

Internet, in addition to pop-up blockers, etc. But there is also a need for technologies to 

protect data subjects that are not necessarily acting as system users at the same time according 

to Fisher Hübner (2001). Arnesen and Danielsson (2003) explain that once a data subject has 

submitted personal data to a company or organisation, he or she often has little or no control 

over the handling of this information, and therefore a technology is needed for securing the 

information that is already being gathered. Especially access control mechanism, encryption 

or similar technologies are needed (Fischer-Hübner, 2001).  

 

According to Goldberg (2002) the first privacy enhancing technologies came around 1997. He 

explains further that at this time, the number of people online was more than doubling each 

year, because of the popularity of email and the World Wide Web. Some of these users came 

to realise that anything they said or did online could possible be logged, archived, and 
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2searched and feared that this information could later be misused. Today WayBack Machine  

offers archives of the World Wide Web back to 1996, and Google Groups3 offers archives of 

Usenet newsgroups back to 1981 (Goldberg, 2002). Studies have shown that users are 

increasingly concerned about their privacy when they go online (Jensen and Potts, 2004). 

Goldberg states that because of this concern, PETs were developed in order to provide some 

protection for persons using the Internet. Their goal was to allow the users to keep their 

identity hidden when sending mail, posting to newsgroups, browsing the Web or making 

payments online. One example is the Anonymizer (Anonymizer, 1997), a web proxy4 one can 

use to hide one’s IP address and other personal information from the websites one visits. The 

web request goes from the user’s computer to the Anonymizer, then to the web server one 

wishes to visit, and this way the Anonymizer hides the identity of the client computer from 

the web site. Similarly, the web pages come back to the user via the Anonymizer. Another 

example is the anon.penet.fi, a remailer that allowed the users to send anonymous mail by 

removing information from the headers of the mail and assigning a forged mail address as a 

pseudonym. The service was later shutdown after the operator was forced through legal 

pressure to reveal the user addresses stored in the table of pseudonyms (Goldberg, 2002).    

 

PETs vary widely in their functions, capabilities, technical structures and usability. But, they 

all aim to give the individual user or technology manager the capability of controlling if, how 

and under what circumstances information is disclosed (OECD, 2003). Fisher-Hübner 

presents three main categories of PETs based on their intended roles (Fischer-Hübner, 2001 

page 107):  

 

• Provide anonymity, pseudonymity, unlinkability, unobservability of user. 

Personal data should not be collected or used for identification purposes when not 

truly necessary. This is in accordance with the collection limitation principle (2.4.2). 

This group of PETs is concerned with the users’ ability to remain anonymous while 

using a resource or a service. The Anonymizer (Anonymizer, 1997) is an example of a 

PET fulfilling this goal by hiding the identity of an Internet user.  

 
                                                 
2 http://www.archive.org/web/web.php 
3 http://groups.google.com/ 
4 A server that is placed between a client application, such as a Web browser and a real server. It intercepts all 
requests to the real server to see if it can fulfil the requests itself. If not, it forwards the request to the real server 
Webopedia Proxy server, [21.02.2006], last updated: 
10.12.2005<http://www.webopedia.com/TERM/p/proxy_server.html>. 
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• Provide anonymity and pseudonymity of data subjects. 

If personal data is collected, it should be rendered anonymous or pseudonymous as 

soon as the purpose for which the data was collected for permits this. Personal data 

may serve as statistical material if de-personalised. Personal data may be collected for 

statistical purposes, but many of the scientists do not need to know the identity of the 

data subject as long as they can be separated by for instance pseudonyms. 

 

• Protect the confidentiality, integrity and availability of personal data. 

Protecting non-anonymous data that has to be stored, processed or transmitted from 

unauthorised access, altering, destruction and disclosure through an appropriate 

security policy and access control mechanisms.   

 

Goldberg (Goldberg, 2002), on the other hand, divides the PETs into four categories of PETs 

based on their technology; single party, centralized intermediary, distributed intermediary and 

server support required. In his article “Privacy Enhancing Technologies for the Internet II” 

(Goldberg, 2002), Goldberg  focuses mainly on PET for protecting the privacy of Internet 

users, which applies to the first of Fisher-Hübner’s three categories. However, the 

technologies he presents also apply to the other of Fisher-Hübner’s categories presented 

above. 

 

• Single party 

Goldberg presents PETs from this group as products, such as spam and ad blockers, 

and enterprise privacy management systems that can be installed and run by a single 

party. These products do not rely on some external service or other users in the system 

in order to work properly. Ad blockers and spam blockers are also considered PETs in 

this category although they do not prevent unnecessary collection and storage of 

personal data. These applications help the user avoid unwanted advertising. The 

Norwegian personal data act states that any individual has a right to have a personal 

sphere where one can reserve oneself from advertising and such (POL, 2000).   

 

• Centralized intermediary 

PETs of this category are technologies that are run as intermediary services. An 

intermediary maintains a server that aggregates client requests. Often a sort of web 
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proxy is used that is normally easy to deploy and maintain. The Anonymizer 

(Anonymizer, 1997) and the remailer at anon.penet.fi are examples of such 

technologies because they act as servers which the mails or requests have to go 

through to achieve anonymity. 

 

• Distributed intermediary 

Technologies in this category of Goldberg rely on the cooperation of many distinct 

intermediaries. If one of the intermediaries fails, it has little effect on the quality of the 

service, but the cost to coordinate the intermediaries is often rather large. 

 

• Server support required 

Technologies in this category require the cooperation of every server with which the 

user wishes to perform a private transaction. Goldberg explains that an example of a 

technology in this class is the electronic cash. Every online shop the user wants to 

purchase from then needs to be set up in advance to accept the use of anonymous 

electronic cash. 

 

So far, almost every commercial privacy technology ventures has failed, with Anonymizer as 

the exception (Goldberg, 2002). Goldberg’s explanation of this is that these kinds of PETs are 

from one of the two last of his categories presented above and may require a complex 

infrastructure to support aggregation of users into anonymity groups or similar. This adds cost 

to the deployment, and users don’t receive an adequate level of privacy before a large group 

of users starts using the system. Anonymizer he explaines, has a relatively simple architecture.  

 

3.1 Privacy enforcement in enterprise systems 

Common for many of today’s PETs is that they are developed for the situations where the 

data subject also is the user, but in many cases, the data subject has little or no control over 

the process of handling their personal data (Fischer-Hübner, 2001; Arnesen and Danielsson, 

2003). This thesis is concerned with from the last of Fisher-Hübner’s three categories, the 

protection of confidentiality, integrity and availability of personal data. Fisher-Hübner 

suggests that protection of personal data can be obtained through security policies and access 

control. This thesis is concerned with the access control mechanisms in enterprise systems 

through enforcement of policies, which means that access to personal information is evaluated 
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against a privacy policy. The technology of such PETs can typically be placed in one of the 

two first of Goldberg’s categories of technologies. 

 

According to the EU Data Protection Directive (1995) and POL (2000), organisations 

processing personal data have to implement technical and organisational measures to protect 

personal data against unlawful destruction, accidental loss, alternation, unauthorised 

disclosure or other unauthorised or unlawful processing. And according to Fisher-Hübner 

(2001) providing appropriate access control mechanisms is one way of protecting the 

confidentiality and integrity of personal information. She has provided four aspects that 

should be addressed by security models for personal data protection, which apply to access 

control mechanisms through enforcement of policies too. 

  

• Protecting of confidentiality of personal data 

• Protection of integrity of personal data 

• Purpose binding of access to personal data 

• Necessity of personal data processing 

 

Protection of confidentiality and integrity of the personal information means that personal 

data should be protected against loss, unauthorised access, destruction, use, modification or 

disclosure. By purpose binding of access to personal data, she writes that the purpose of the 

user’s current task must be obtained in the set of purposes for which the personal data was 

obtained or there has to be consent by the data subject. This is compatible with §11 in the 

Norwegian personal data act (2000) and the EU directive (1995). And necessity of personal 

data processing means that a user may access personal data only if the access is necessary to 

perform his current task (Fischer-Hübner, 2001; POL, 2000; EUDPD, 1995). Fisher-Hübner 

further explains that the two last aspects must be fulfilled in order to fulfil the two first. These 

four aspects can therefore be summarised as one, namely a criterion of protection of 

confidentiality and integrity of personal data.  
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3.2 Enterprise Privacy Authorisation Language (EPAL) 

This section is based on the Enterprise Privacy Authorisation Language (EPAL) specification 

(Ashley et al., 2003). The application tested in this thesis, Carnival, is developed to handle 

privacy policies expressed in the EPAL (Maus and Østerbø Johansen, 2005). EPAL is an 

interoperability language for exchanging privacy policies in a structured format between 

applications or enterprises. An EPAL policy categorizes the data an enterprise holds and the 

rules which govern the usage of data of each category. The language does not predefine the 

elements of a privacy policy, but provides a mechanism for defining the elements which are 

used to build the policy. An EPAL policy consists of two XML files, a policy file and a 

vocabulary file. The policy file contains rules that define the allowed usage of personal data. 

The vocabulary file contains the definition of all elements that are used in the rules in the 

policy. A vocabulary file can be the reference for several policy files, but a policy file can 

only use one vocabulary file. The policy is described in section 3.2.1 while the vocabulary 

will be described in greater detail in section 3.2.2. 

 

3.2.1 EPAL privacy policy 

An EPAL policy is essentially a list of rules that govern the usage of personal data. The EPAL 

specification (2003) states that a rule is a statement that includes a ruling, a user category, an 

action, a data category, and a purpose. It may also contain conditions or obligations. Rules 

are used to determine whether a request for personal data is allowed or denied. A request must 

contain a user category, an action, a data category, and a purpose. EPAL is well-formed XML, 

conforming to XML 1.0.  

 
5The rules are ordered by descending precedence . Each rule states that certain user categories 

are allowed or denied to perform certain actions on certain data categories for given purposes, 

if and only if given conditions are satisfied. Certain obligations may have to be executed too. 

A rule element must therefore contain one or more <user-category> elements, <data-

category> elements, <purpose> elements and <action> elements. It may also contain zero or 

more <condition> and <obligation> elements. The rule below is taken from the policy file 

(see policy.xml in Appendix C) used with the demo application for this thesis.  

 

                                                 
5 This means that if a rule applies, subsequent rules are ignored. 
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<rule id="alter_membership_data" ruling="allow"> 
  <short-description language="en">alter membership 
data</short-description> 
        <long-description language="en"> 
        A membership service employee must be able to alter information 
        on existing members 
        </long-description> 
        <user-category refid="membershipServiceEmployee"/> 
        <data-category refid="membership_data"/> 
        <data-category refid="payment_history"/> 
        <purpose refid="alter_member"/> 
        <action refid="write"/> 
        <action refid="read"/> 
</rule> 
 

In this example the id of the rule is alter_membership_data, and it contains only one <user-

category> element, namely membershipServiceEmployee. There are two <data-category> 

elements in this rule, membership_data and payment_history. The <purpose> element for this 

rule is alter_member and the two <action> elements are read and write. These elements must 

contain an attribute refid which refer to the definition of the element in the vocabulary file 

belonging to the policy. 

 

In English, the rule above says that the user category membershipServiceEmployee can read 

or write (actions) membership_data and payment_history (data categories) for the purpose 

alter_member. There are no conditions or obligations to this rule which means that this user 

category is allowed under any circumstances as long as the action, purpose and data category 

correspond to the ones in the rule. The definition of user category, data categories, purpose 

and action can be found in the upcoming examples in the next section and in the vocabulary 

file for the demo application (see appendix C). 

 

The policy may contain zero or more <condition> elements that formalize conditions that 

evaluate containers (see below) from the vocabulary file and can then be attached as pre-

conditions in rules. The <rule> elements define the actual rules of the policy. The <rule> 

element has a mandatory attribute id which is the identification of the rule. The elements 

<short-description> and <long-description> are both optional, but useful as they are used to 

describe the content of the <rule> element. 

 

The policy must contain a default ruling which is returned if no other rule applies. The default 

ruling can be allow, deny or not-applicable, which indicates that the policy does not take it 

into consideration. 
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3.2.2 EPAL privacy vocabulary 

In order to write a privacy policy in EPAL one needs to define the elements to express the 

rules in the policy. All elements that later will be referenced in rules, must be defined in the 

EPAL vocabulary (Ashley et al., 2003). Elements are user categories, data categories, 

purposes, actions, containers and obligations elements. The elements are ordered in 

hierarchies by a parent attribute. 

 

The EPAL specification (Ashley et al., 2003) explains that the <user-category> element 

defines a category of users which can be an individual, a category of individuals that can 

access data, groups of employees or a group of users with a specific role, etc. It can also be 

other enterprises that may receive data from the enterprise in question (Karjoth and Schunter, 

2002). Below is an example of a definition of a <user-category> called 

membershipServiceEmployee. The refid attribute from the <user-category> element in the 

previous rule example is the same as the id attribute in this <user-category> element. 

 
 

membershipServiceEmployee<user-category id=" " parent="">
           <short-description />
        <long-description> 
Employee at the department for membership services 
        </long-description>  
        <property id="">
                <value>some value</value>  
        </property>
</user-category> 
 

 

 

The <data–categories> elements define, as the EPAL specification (2003) explains, high level 

classification of data, such as customer contact information, or medical record. The collected 

data needs to be treated differently from a privacy point of view and these classifications are 

made to distinguish the classifications from each other. The EPAL specification suggests that 

the vocabulary should also define a category for other data that can cover data that is not 

explicitly defined by the vocabulary. This is because an EPAL rule engine requires a data 

category for every request. This <data-category> defines a data category membership_data 

which is data concerning the member’s membership. 
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membership_data<data-category id=" " parent="">
en           <short-description language=" " />

en        <long-description language=" "> 
data concerning the membership, name, address etc 
        </long-description>  
</data-category>
 

And the example below shows the definition of the second data category from the 

alter_membership_data rule, payment history which is data concerning members’ payments. 

 
<data-category id="payment_history" parent=""> 
        <short-description language="en"/> 
        <long-description language="en"> 
History of payment for the membership 
        </long-description> 
</data-category> 
 

Each <purpose> element defines one purpose which can be used in rule definitions. The 

purposes model the intended service for which data is used (Ashley et al., 2003) or as Karjot 

and Schunter (2002) state it, the intended use of collected data. The purpose is part of the 

EPAL authorization query, and without it, authorization cannot be decided. This means that 

every application using EPAL must be able to determine the purpose of the access before the 

application can determine whether the access should be granted or not.  The EPAL 

specification (Ashley et al., 2003) states that purposes mentioned in privacy policies are often 

high level, such as marketing. The example below is the definition of the <purpose> element 

used in the alter_membership_data rule. 

 
<purpose id="alter_member" parent=""> 
        <short-description language="en"/> 
        <long-description language="en">Alter existing membership 
information</long-description> 
</purpose> 
 

The <action> elements are used to define privacy-relevant actions or operations performed on 

personal data. Like the <data-category> elements, these action abstract from the actual 

operation on the data. That means that both writing to a file and updating a table in a database 

may translate into an action write (Ashley et al., 2003). An example of a definition of an 

action is shown below. This is one of the actions referred to by the rule in the example from 

the previous section. 

 
<action id="read"> 
        <short-description language="en"/> 
        <long-description language="en"/> 
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</action>
 

In addition to these elements shown here, the vocabulary can contain <container> and 

<obligation> elements. The container elements define external context data that can be 

evaluated by conditions in rules. A vocabulary may also contain obligation elements that 

define the obligations that have to be carried out before, at the same time or after access is 

granted (Ashley et al., 2003). An example of an obligation is when a company runs a credit 

check on a customer; the customer has to be notified in writing about the credit check.  

 

3.2.3 Criteria 

The designers behind EPAL have provided a way of defining and expressing privacy policies 

in a machine readable language. The EPAL specification (2003) emphasise that the elements 

defined in an EPAL vocabulary are abstracts types. This implies that certain requirements 

have to be satisfied to deploy EPAL. EPAL does not define how users are authenticated or 

how privacy categories are associated with the actual data. Neither does EPAL define how 

enterprise activities are mapped onto purposes and privacy relevant actions. And EPAL does 

not define how data needed for evaluating conditions are collected or stored, or how 

obligations are implemented. A set of criteria were therefore derived from these facts for 

applications enforcing EPAL policies.  

 

The data categories expressed in an EPAL policy do not necessarily reflect the data types of 

the application in question. The EPAL data categories are abstracts and an EPAL policy only 

defines how each data category is handled. An application for enforcing EPAL policies does 

therefore need additional information on which data type that belongs to which data category. 

This implies that there is a need for an interface where the administrator can provide a 

mapping between the categories and the data types. Each request for personal data should be 

evaluated, which implies that a privacy policy enforcement application such as Carnival must 

capture the data types from each request and translate the data types to categories by using the 

mapping provided by the administrator. The mapping provided by the administrator must 

therefore be accessible during runtime. 

 

Similarly, applications for enforcement of privacy policies must authenticate each user 

category of the policy. Likewise the data categories, an interface to provide the translation 

between users and user categories are needed. And this translation must be accessible during 
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runtime. The user must be authenticated for each request for personal data and mapped to user 

categories as the data types must be translated to the data categories before evaluation of a 

request for personal data can be executed. 

 

Like the users and data types, operations or activities of the enterprise need to be captured and 

mapped to actions from the EPAL vocabulary. In similar ways the users and the data types, an 

interface to providing this mapping is needed, and current activities or operations must be 

identified so that these can be translated into privacy relevant actions and used to evaluate the 

current request for personal data. 

 

The EPAL vocabulary defines a set of purposes which is used in the rules expressed in the 

EPAL policy. This requires that an application for enforcing privacy policies must translate 

the context of users, or similar, to purposes defined in the EPAL vocabulary. This is an 

extension to the requirement derived from the personal data act (POL, 2000; 2003) which 

states that ‘applications for enforcing privacy policies must somehow manage to associate 

actions on personal data to purposes, or in similar ways be able to interpret the purpose’. 

Because EPAL is used, the requirement is now that the context, activity or similar of the user, 

must be captured and mapped to purposes defined in the EPAL vocabulary so that the EPAL 

purpose element can be used in the evaluation of the request. 

 

All rules in an EPAL policy must contain at least one of each of the categories discussed 

above. In addition to those categories, a rule can contain zero or more obligations and 

conditions. EPAL does not define how obligations are implemented or how the data needed to 

evaluate conditions are gathered, and stored if needed. It is therefore a requirement for an 

application for enforcing privacy policies in enterprise systems, such as Carnival, that it can 

handle obligations and evaluate conditions.  
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4 Principles of enterprise systems 
This chapter introduce general principles of enterprise systems. Layered functionality is 

presented in section 4.1 while section 4.2 deals with web services.  

 

It is essential to understand how Carnival works that we establish an understanding of what 

enterprise systems are. Carnival is developed to perform access control in enterprise systems 

containing personal information. As Fowler emphasises in his book Patterns of Enterprise 

Application Architecture (2003), there are many types of enterprise systems, and many ways 

of describing them too. He explains that common features for these applications are that they 

often contain complex data, and lots of it, and mentions payroll systems, patient records, cost 

analysis, insurance systems, etc as examples of enterprise systems. He furthermore states that 

the data processed by a enterprise system is persistent because it is usually needed in more 

than one run of the system, usually for several years. Another typical feature of enterprise 

systems is that normally many people may access data concurrently using these systems. This 

chapter starts with an introduction to Fowler’s principles of layered functionality in section 

4.1.  Section 4.2  gives a short introduction to the technologies used to develop the demo 

enterprise system for this thesis. This includes an introduction to web services, JavaBeans and 

JSP. 

4.1 Layered functionality 

Fowler (2003) is of the opinion that good enterprise systems should be developed with a 

layered functionality and he suggests four primary layers of functionality, the presentation 

layer, the service layer, the domain layer and the data source layer  as shown in Figure 3.  
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Figure 3: Layered functionality in an enterprise system 

 

The idea behind a layered functionality like this is that each layer should only interact with 

the immediate layer above or below itself. As Fowler explains, each layer utilises the 

functionality in the immediate layer below and offers functionality to the immediate layer 

above. Each layer is therefore dependent on the layer below only, and each layer should 

therefore be replaceable without any complications. 

 

The presentation layer contains functionality to handle the interaction between the user and 

the software. The primary responsibilities of this layer are to display information to the user 

and to interpret commands (mouse clicks, keyboard hits, etc.) from the user into actions upon 

the domain and data source layer. The logic in the data source layer is about communicating 

with other systems that carry out tasks on behalf of the application such as transaction 

monitors, message systems, etc. This layer is normally a bigger database responsible for 

storing the persistent data. In between these two, there are the service layer and the domain 

layer, often referred to as business logic. This is where the functionality for processing the 

persistent data is placed. Much of the responsibilities of the service layer are based on the 

commands received from the presentation layer, such as validating data from the presentation 

layer and doing calculations based on input and stored data. The domain layer is a sort of 

container containing objects with a one to one relation to the rows in the tables from the 

database in the data source layer. The service layer will then typically contain the 

functionality which is performed on the objects in the domain layer. 

 

 46 



There are many variations of Fowler’s model. As he explains, the presentation layer often 

accesses the data source layer directly. And in many applications, the service layer and the 

domain layer are merged into one layer so that there are only three layers. In other application, 

a fifth layer is added between the domain layer and the data source layer handling the loading 

or storing of objects to or from the data source layer. 

 

An example of such a system can be a payroll system developed as a web service (see section 

4.2) with a client. A database represents the data source layer and contains persistent data for 

the system such as details about employees, working hours, etc. Java objects mapped with a 

one to one mapping from the rows in the tables of the database is placed over the database as 

the domain layer. A table named employees containing data concerning each of the employee, 

and each row in this table representing one employee, will typically be mapped to one java 

object for each employee. In the service layer on top of the domain layer is the functionality 

for calculation of salary placed. The service layer lookup information in the domain layer 

needed to do these calculations. The result of the calculation is either sent to the domain layer 

to be stored or to the presentation layer to be displayed for the user. The presentation layer, 

can be as simple as a JSP interface interpreting the commands from the users, and presenting 

the results of the calculations made in the service layer. 

 

4.2 Web services 

The third version of Carnival (see chapter 6) is developed to do access control in enterprise 

systems developed as web services. This section therefore introduces web services. 

 

Webopedia (Webopedia) explains that the term web services describes a standardized way of 

integrating Web-based applications using the XML (extensible markup language), SOAP 

(simple object access protocol), WSDL (web service description language) and UDDI 

(universal description, discovery and integration) open standards over an Internet protocol 

backbone. XML is used to tag the data, the data is transferred as SOAP messages, WSDL is 

used for describing the services available. UDDI is used for listing what services are available,  

primarily as a means for businesses to communicate with each other and with clients. Web 

services allow organizations to communicate data without intimate knowledge of each other's 

IT systems behind the firewall (Webopedia).  
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Figure 4: Example of a web service application with layered functionality 

 

Figure 4 shows in which layers the functionality of web services and clients are implemented. 

As we can see from the figure, the client is implemented in the presentation layer and the web 

service is implemented in the service layer. Developing web services does not require that the 

domain layer and data source layer is separated from the service layer, but Fowler suggests 

that it is done for reasons mentioned earlier. The service layer, domain layer and data source 

layer are the server side of a web service application, and the presentation layer is the client 

side. In the rest of this thesis the term server will mean the server application, which contains 

the service layer, domain layer and data source layer. The term client will be understood as a 

client application implementing the presentation layer.    

 

XML is a text format derived from SGML (XML specification 2004). XML is developed by 

W3C (World wide web consortium W3C). Its primary purpose is to represent data and 

facilitate sharing of data across different systems (Webopedia). XML enables the parties using 

XML to create their own tags to describe the data to be represented in certain XML 

documents (Armstrong et al., 2005). Well-formed XML data conforms to the XML syntax 

specification, and includes no references to external resources. It is comprised of elements 

that form a hierarchical tree, with a single root node (W3C, 2004; Birbeck et al., 2001). Below 

is an example of  well-formed XML. 

 
<?xml version="1.0" encoding="UTF-8"?> 
<members> 
  <member> 
    <membershipnr>22</membershipnr> 
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    <firstName>Ola</firstName> 
    <lastName>Nordmann</lastName> 
    <postnr>0660</postnr> 
    <postadress xsi:nil="1" /> 
    <phone>22222222</phone> 
    <history> 
 <refnr>1</refnr> 
        <enrollmentDate>2004-11-08T10:36:21.093+01:00 </enrollmentDate> 
        <paymentDate>2004-11-12T10:36:21.093+01:00</paymentDate> 
        <membership> 
     <membershipID xsi:nil="1"/> 
     <membershipType>membership without roadside assistance 
</membershipType> 
 </membership> 
    </history> 
  </member> 
</members> 
 

SOAP is an acronym for Simple Object Access Protocol, a lightweight XML-based 

messaging protocol used to encode the information in Web service request and response 

messages before sending them over a network. SOAP messages are independent of any 

operating system or protocol and may be transported using a variety of Internet protocols, 

including SMTP, MIME, and HTTP (SOAP specification 2003).  There are different 

messaging patterns in SOAP, but the most common is the Remote Procedure Call (RPC) 

pattern which allows one program running on one host to cause the execution of methods in a 

program running on another host (Wikipedia). A RPC call is initiated by a host (the client) 

sending a request message to a remote system (a server). The remote system will execute the 

requested method using arguments supplied in the request message and return a result 

message to the caller (the client). 

 

Below is an example of a SOAP message from the demo application of this thesis where a 

method findMember is called with parameter String_1 holding value 22. 

 
<?xml version="1.0" encoding="UTF-8"?> 
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:tns="urn:memberInfoBean/types" 
xmlns:xs="http://www.w3.org/2001/XMLSchema"> 
   <soap:Body> 
      <tns:findMember> 
         <String_1>22</String_1> 
      </tns:findMember> 
   </soap:Body> 
</soap:Envelope> 
 
 

And the response message looks like this. 
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<?xml version="1.0" encoding="UTF-8"?> 
<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:enc="http://schemas.xmlsoap.org/soap/encoding/" 
xmlns:ns0="urn:memberInfoBean/types"> 
  <env:Body> 
    <ns0:findMemberResponse> 
      <result> 
        <adress>testveien 1</adress> 
   <dateOfBirth xsi:nil="1"/> 
        <firstName>Ola</firstName> 
   <history> 
     <enrollmentDate>2004-11-08T10:36:21.093+01:00    
</enrollmentDate> 
     <membership> 
       <membershipID xsi:nil="1"/> 
    <membershipType>membership without roadside assistance 
coverage</membershipType> 
     </membership> 
     <paymentDate>2004-11-12T10:36:21.093+01:00</paymentDate> 
     <refnr>1</refnr> 
   </history> 
 <lastName>Normann</lastName> 
 <membershipnr>22</membershipnr> 
 <phone>22222222</phone> 
      <postadress xsi:nil="1"/> 
 <postnr>0660</postnr> 
    </result> 
  </ns0:findMemberResponse> 
</env:Body> 
</env:Envelope> 
 

WSDL, web service definition language, is an XML formatted language for describing web 

services. A WSDL file describe the public interface of a web service and serve as a sort of 

contract between the service and requestors (clients)(Carminati et al., 2005). The following 

description of the elements of the WSDL file is based on the WSDL specification (W3C, 

2001). The root element in a WSDL file is the <definitions> element. Inside the <definition> 

element, there are 6 major elements used to describe services. The <types> element provides 

data type definitions used to describe the messages exchanged. The <message> element 

represents an abstract definition of the data being transmitted. The <portType> element is a 

set of abstract operations; each operation refers to input and output messages defined by a 

particular portType. The <port> element specifies an address for a binding, thus defining a 

single communication endpoint. The last element is the <service> element which is used to 

aggregate a set of related ports. A client program connecting to a web service can read the 

WSDL to determine what functions are available on the server (Wikipedia). WSDL files can 

be used to generate client applications to the web service that the WSDL file are describing. 

The client application can then also be changed easily if the web service changes, by 
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reparsing the updated WSDL file. The WSDL file from the demo application of this thesis can 

be found in Appendix B. 

 

UDDI is an acronym for universal description, discovery and integration. It is a Web-based 

distributed directory for web services to list themselves on the Internet (Webopedia).  

 

JavaBeans are reusable java classes. Their methods and variables follow specific naming 

conventions, which give them added abilities (Hunter and Crawford, 2001). Using JavaBeans 

is a good example of component based development, which means that complex systems are 

built of a set of smaller cohesive systems. Each component is built to implement a small set of 

responsibilities (Duffey et al., 2001). JavaBeans are server side technology and can easily be 

accessed using for instance JSP (Hunter and Crawford, 2001). 

 

Java Server Pages (JSP) is a technology created by Sun Microsystems and is closely tied to 

servlets. It is basically a technology that allows direct insertion of servlet code into a static 

HTML file by surrounding the code with <% and %> tags (Hunter and Crawford, 2001).   

 51





5 Development of the demo application 
This chapter presents the demo application that was developed during this thesis. The demo 

application is inspired by the already existing systems used by The Norwegian Automobile 

Federation (NAF) to handle information about their members. However, the demo application 

is developed to enable the use of personal information to offer more personalised services. An 

introduction to the case organisation is therefore presented in the next section (5.1) together 

with a short description of the existing systems. NAF was chosen as an example of an 

organisation handling personal data because I was working as a part time employee at their 

call central during the work on this thesis and know their existing systems and the data they 

handle on a daily basis. Section (5.2) contains a description of the demo application. The 

demo application is very simplified compared to the existing systems and developed using 

different technologies.  

 

5.1 The case organisation: The Norwegian Automobile federation 
(NAF) 

This section presents NAF a Norwegian consumer organisation. The information presented in 

this section is mainly based on information from NAFs homepage and brochures that NAF 

provide for their members6. NAF is one of the biggest consumer organisations in Norway 

with about 450 000 members. The main goal of NAF is to contribute to increased safety in 

traffic, but NAF also supplies its members with information concerning travelling by car in 

Europe, and influences the government in questions concerning traffic safety. NAF engages in 

political questions concerning buildings of roads, taxes, traffic safety, public transport and 

other questions concerning traffic and communication. The organisation is parted into five 

regions. Each region has its own head office situated respectively in Oslo, Gjøvik, Drammen, 

Bergen and Trondheim. And there are several local departments in each region, working with 

traffic related questions in their community. All members belong to one local department, but 

it is voluntarily to participate in the political activities. It is the representatives from these 

local departments which make up the administrative board of NAF. The head office for the 

organisation is situated in Oslo. 

 

                                                 
6 http://www.naf.no 
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5.1.1 The members 

NAF offers different membership, and a variety of membership benefits. Discount on safety 

products and in certain shops are benefits following all the memberships. NAF also offers 

roadside assistance in Europe for their members for free or with discount depending on the 

membership. NAF has an emergency central which is open at all hours, and the member can 

call here to get roadside assistance for their vehicle no matter where in Europe the member is 

at the time. The employees at the emergency central will arrange assistance for the member 

from the salvor closest to where the member is situated at the time of breakdown of the 

vehicle. 

 

Since the goal of NAF is to increase traffic safety, it has a number of various tests of vehicles 

to uncover defects of the members’ vehicles. It performs the periodic vehicle control which all 

vehicles must undergo in order to be lawfully used in Norway. This is a rather simple test, but 

it also offers more thorough test of the whole vehicle to make sure the vehicle is in a 

satisfactory condition. In addition, the organisation also offers test of specific parts of the 

vehicle, damage assessment, speedometer control, etc. Members get a discount in price, and 

some tests are reserved for members only. NAF’s garages do not perform any repairs, but they 

provide a list of recommended repairs after the test is done. 

 

5.1.2 The call central 

 NAF has a call central situated at its head office in Oslo. There are five departments gathered 

at this central, including the emergency central mentioned above. Most of the employees here 

are trained to work for more than one department so the departments are not physically 

divided. There are many incoming phone lines, and the employees at the call central answer 

the lines for the departments they work for. Since most of the employees work for more than 

one department, they answer on more than one phone lines, and a member can actually meet 

the same person when calling two different departments. The call central is now often 

considered as one department containing 5 departments or sections instead of five 

departments situated at the same place. This thesis focus on three of these departments, the 

department for membership services, the emergency central and the booking central. 

 

The employees working for the department for membership services handle calls regarding 

memberships. This is where the members can call to buy a membership, alter an existing 
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membership or to unsubscribe membership. But this is also where the members call if they 

have questions concerning membership benefits, prices, etc. 

 

The emergency central is where the members call when they are in need for roadside 

assistance, whether they are in Norway or somewhere in Europe. The employees at this 

department gather the necessary information from the member, such as the location of the 

vehicle and what seems to be the problem. Next, they contact the nearest salvor which can 

assist the member.  

 

The booking central is the department which handles requests concerning booking of time for 

NAF’s tests for vehicles. The main task of the employees working for this department is to 

find the most suitable test and time for the members calling. Other than that, these employees 

answer questions concerning the different tests. 

 

5.1.3 Analysis of the processing of personal information concerning the 
members 

NAF does not handle any sensitive information concerning it’s members, but the organisation 

do handle information about identifiable persons, which obligates it to handle the information 

according to POL (2000). And this includes restricting access to the personal information.  

 

NAF uses three different databases with three client applications for storing and processing 

information about their members. The three databases and their client applications are shown 

in Figure 5. 

 

 
Figure 5: Existing systems used by the NAF call central  
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As we can see from the Figure 5, the client applications for the department for booking and 

the emergency central both access the database containing membership data in addition to 

their respectively databases. This database is needed by all of the three departments because 

the workers from these departments need to be able to verify the membership of the person 

calling. The department for membership services needs access to the membership database 

only. But while the department for booking and the emergency central only need access to 

name, address, validity of membership, etc, the employees at the department for membership 

services must access to the whole history of the member. This is because they need to be able 

to change memberships, deadline for payments of membership fee, etc which are activities 

that are handled only by employees at the department for membership service. The employees 

at the department for booking and the emergency central only need information so that they 

can identify the member and check the validity of the membership, such as name and address, 

etc.  

 

The second database and client application are used by the emergency central for processing 

information about turn-outs for assisting members in time of breakdown of their cars. This 

includes information like date, type of vehicle, location of the vehicle and which salvager who 

assisted the member. The last database and client application are for a booking system for 

booking time for test of cars. 

  

All these client applications are directly connected to at least one database, and are containing 

a lot of functionality. These systems are not developed with a layered functionality as 

presented in chapter 4. The existing systems used by NAF will not be described in greater 

detail in this thesis. Instead, a small demo application for processing some of the same data as 

the systems discussed above will be described in the next section. But first there will be 

accounted for which of these data that can be considered personal data and why. 

 

The information concerning a membership is definitely personal information, because it is 

information that describes the member directly as a person, by name, address, age, gender, etc. 

It is stored together with the membership number which uniquely identifies the member. The 

information concerning the tests the member has booked for his or her car is information 

concerning that member’s relationship to NAF as a customer buying a service, and because 

this information also is stored together with the membership number, it is also considered as 
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personal data. The information concerning the assistances the member has is also considered 

personal information because it is stored together with the membership number. NAF only 

sells personal memberships which obligate the member to be present if he or she is to make 

use of a free assistance included in the membership. This is not only information about the 

member’s vehicle and the problem with this car, but information concerning the whereabouts 

of the member at a certain moment of time. And many times the problem with the vehicle is 

that the member did something to it, such as lock the keys inside or drive off the road, so that 

the information concerning the problem with the car might describe an act of the member 

instead.  

 

Each of the three systems discussed here were made to only suit the needs of the one 

department they were made for. The database containing information concerning 

memberships is the only database that is used by employees at all of the three departments. By 

having one client application for each department one can put limitations on what information 

concerning the members the employees at the different departments can reach by 

implementing the restrictions as part of the clients. For instance, the client application for the 

emergency central does not request data about payment history or such, because the 

employees at the emergency central do not need this information to perform their daily tasks. 

But the application for the membership services does. This will secure that no employee sees 

more information concerning a member than he or she needs to see to perform his or hers 

current task. But after the three departments were merged into one, the employees have access 

to more than one of the systems because they now work for more than one departments and 

access to all systems which concern the departments the employees work for is needed. For 

instance, if an employee works for both the emergency central and the department for 

membership services, that employee needs access to the systems used by both departments. 

Employees who wants to lookup more information about members than what they ought to 

according to their current task, have the possibility to do so. This is probably a bigger problem 

in system containing more sensitive information than membership information. Whether or 

not this is a problem of current interest is not discussed further in this thesis. The focus here is 

to show that in any organisation where employees have access to personal information about 

customers, clients, etc to perform their tasks, the possibilities of misuse of these access rights 

are present. 
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5.2 The demo application 

As part of this master thesis a small demo application was developed for the purpose of 

testing Carnival. This demo is based on the systems used by NAF described in the previous 

section (5.1) but very simplified and with the use of different technology.  

 

The demo application is developed as a server application and a client application where the 

server side is developed as a web service. The client application communicates with the web 

service using SOAP and the users through a JSP interface. A graphical description of the JSP 

interface is shown in Figure 6.  

  

 

 
Figure 6: Diagram of the JSP interface of the demo application  

 

As we can see from the Figure 6, there is one main page and three sub pages. The user can 

navigate from the main page to the different interfaces, one for each department described in 

section 5.1.  

 

To explain the intentional use of the system further, a few use-cases are provided below, one 

for each of the three departments. The idea is that the users of this system are all employees at 

the call central presented in section 5.1.2. These employees answer phone calls for at least 

two departments. Depending on the kind of call the employee receives, the employee makes a 

choice at the main page of the system of which part of the system the employee needs. The 

variations of these use-cases are left out because they are concerned with the usability of the 

demo application which is not of concern in this thesis. 

 

Find member 
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This use-case describes the course of events when a user needs to search for a member and get 

information concerning this member displayed. 

 

Actor: phone operator 

Goal: Find member and show membership information 

 

Course of events 

1. The system asks for certain information about the member 

2. Actor provide information for the search 

3. The system searches for the members which information satisfy the criteria and 

provides a list of these 

4. The actor chooses one of these 

5. The system presents the information about this member 

 

Alter information about a member 

This use-case describes the course of events when the user is to update information on a 

member. 

 

Actor: Phone operator 

Goal: Enrol a new member 

 

Course of events 

1. Actor chooses Membership services from the menu 

2. Actor finds the member in question using the search functionality (see the Find 

member use case) 

3. The Actor updates the necessary information 

4. The actor clicks on register 

5. The system saves the updates and confirms that the updates are saved 

 

Register assistance 

This use-case is describing the course of events concerning the registration done on the 

system when a member calls in need of roadside assistance with his or her car. 

 

Actor: phone operator 
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Goal: To register the necessary information for providing help for the member 

 

Course of events: 

1. The actor chooses Emergency central from the menu 

2. The system asks for information about the vehicle, location of the car, etc and 

membership information. The page contains a search function in which the actor can 

use to search for a member (see find member). 

3. The actor fills inn the information needed 

4. The actor clicks on register 

5. The system confirms that the information is registered 

 

Book time for test:  

This is the description of the course of events when the user is to book time for a test for a 

calling member. 

 

Actor: phone operator 

Goal: find a suitable test for the member and book time for this 

 

Course of events 

1. The actor chooses Booking from the menu 

2. The system asks the actor to choose the type of test and garage from the drop down 

menu’s and provides information about the vehicle and member. The page contains a 

search function for finding members (see find member) 

3. The actor chooses the type of test and garage, and provides information concerning the 

vehicle 

4. The actor clicks on find time 

5. The system lists unoccupied time at the chosen garage 

6. The actor chooses point for the test  

7. The actor clicks on register 

8. The system registers the information and confirms that the test is booked 
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The client application in this demo is developed for demonstration and the three interfaces or 

sub pages are all demos with no back end functionality besides the search functionality 

provided on each page.  

 

The version of Carnival that is tested in this thesis operates between the presentation layer and 

the service layer. That is why only the service layer, the presentation layer and a simple 

domain layer of this demo application is developed. The domain layer consists of a set of Java 

classes representing members, tests, roadside assistances, etc. The service layer is developed 

using Java Beans providing a set of methods the client can call through RPC. The client is 

generated by compiling the WSDL file of the web service and comes with a simple JSP 

interface. The source code and UML diagram of the demo application can be found in the 

appendix (appendix B).  

 
As explained above, the interface consists of a main page and three sub pages, one for each of 

the departments discussed in the previous section. Each sub page contains a search field for 

searching for members. This little search form is actually a single JSP page included in each 

of the interfaces which calls methods in the JavaBean in the web service. Instead of making 

one search mechanism in each JSP page, they now use the same component for searching for 

members. Figure 7 is a segment from the membership service interface containing the search 

mechanism. 

 
Figure 7: Interface of the membership services department 
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Figure 8 shows an example of the listing of members corresponding to a search, in this case 

the search resulted in only one hit. The user can press the link with the member’s name to see 

more information about the member. 

 
Figure 8: Result of a member search 

 
Figure 9 shows how the system presents the information about the member. 

 

 
Figure 9: The resulting information of a member search 

 

If we compare the interface for membership services shown in Figure 7 with the interface for 

the emergency central shown in Figure 10, we find the same search component in the bottom 

of the page. The two pages makes use of the same search component which means that the 

results of the search will contain the same information irrespective of which interface the 

search mechanism was called from, because the search component is a single JSP page that is 

included in each of the sub pages 
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Figure 10: Interface of the emergency central, for registering turn-outs 

 

However, we do not want the interface for registering turn-outs in Figure 10 to show the same 

information as the interface for membership services shown in Figure 9. As an example of the 

wanted result, Figure 11 shows the interface for registering turn-outs without the two values 

enrolment date and payment date that are shown in the interface for membership services 

(Figure 9).  
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Figure 11: Information from a member search in the interface for registering turn-outs 

 

In NAF’s systems, limitations on what information about the members the employees could 

reach were implemented in the client applications. The developers of Carnival argue that the 

mechanism that decided which information that is to bee shown should be placed in Carnival 

instead so that the enterprise system do not have to change if the restrictions/limitations are 

changed. All restrictions are therefore removed in the demo application, which means that all 

employees will be able to see all information about each member, regardless of which 

interface the employee is using. It is then up to Carnival to make sure that the employees do 

not reach more information than needed to complete the current task. It may be useful for the 

employees to be able to reach all the information about a member, but it is not necessary. It 

can be useful because it can help the employee to understand the needs of the member, and be 

able to offer more personalised service. For instance, if the employees at the booking central 

could see all the assistances a member had had with the vehicle in question lately, it would be 

easier for them to find the right test for the member based on the history of the vehicle. A 

member who calls to book a periodic vehicle test can then be advised to do a more thorough 

examination of the vehicle at the same time, if the employee sees that the member had trouble 

with this vehicle lately. This way the member would both get the periodic vehicle test done 

and a check of the vehicle based on the member’s needs. This way of using personal 

information can be useful for both NAF and the member. The member gets the test best suited 

for his or her needs and NAF might sell more test or more expensive tests. But although this 

can benefit both the members and NAF, there is no doubt that the employees do not depend 
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on this information to perform their task which is to book time for a test for the member, wich 

does not correspond with the purpose binding principle presented in section 2.4. This way of 

using personal information about the members can also be considered as a rather aggressive 

way of marketing products by NAF.  

   

This is also a privacy issue because it would make use of personal information to another 

purpose than what the information was collected for, which is illegal according to Norwegian 

laws (POL, 2000), and different members will have different opinions on this kind of personal 

marketing. Some members would mean that this is a privacy intrusive service, while others 

would see this as a good personal service. Either way, according to POL (2000)  personal 

information can be used for another purpose than the information was collected for if the data 

subject consents to it. And if NAF can differentiate the members who agreed to it from the 

members that do not, it is fully lawful for NAF to offer this kind of service for the members 

that agreed to it. In the case of the members that did not agree, this information should not be 

available for the employee.  
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6 Carnival: an application for enforcement of privacy 
policies 

This chapter presents Carnival, an application framework for enforcement of privacy policies 

in enterprise systems. Section 6.1 introduces the two first versions of Carnival, and section 6.2 

presents the third version, which is the version tested in this thesis. Section 6.3 presents the 

modification of the third version. 

 

Carnival is developed by researchers at the Norwegian Computing Center (NR) during a 

research project called “Personalised internet based services and privacy protection”.  The 

motivation behind Carnival is that organisations handling personal information about their 

customers need to take actions to protect the privacy of their customers. And since many 

organisations these days have privacy policies, there is a need for a mechanism that can apply 

the policies to the organisations’ systems. Since both the organisations’ privacy policy and 

legislation concerning privacy may change during time, the developers of Carnival suggested 

that this functionality had to be as separated as possible from the rest of the organisations 

systems so that they could remain unchanged if the policy was changed (Maus and Østerbø 

Johansen, 2005).  

 

Carnival evaluates requests to personal data based on information about the user, the type of 

data, current task of the user, etc. This information is then mapped to the categories defined in 

the EPAL vocabulary before the access is evaluated. As mentioned, this is because the policy 

is expressed in EPAL and there is not necessarily any connection between the EPAL 

categories and the types in the enterprise system (Arnesen et al., 2004).  

 

Maus and Østerbø Johansen (2005) explained that during the development of Carnival, the 

researchers had to rethink some of the major design elements, which resulted in three different 

prototypes or versions of the same application. The differences in these three versions are 

mostly how and where they integrated the policy control with the application using the 

framework. They explained further that while the first two versions of Carnival integrate the 

policy control close to the data source layer, the last version executes the policy control 

between the presentation layer and the service layer (see 4.1). This may affect the 

functionality of Carnival. In this thesis, only the last version will be discussed in detail. The 

 67



two first versions will be described briefly in the next section, since experiences from these 

two attempts are reasons for some of the design choices the developers made when 

developing the third version.  

 

Carnival can be defined as a PET (3) because Carnival was made to prevent unnecessary 

disclosure of personal information which complies with the definition of a PET. The main 

task of all three versions of Carnival is to protect personal data against unauthorized access, 

disclosure and alteration which complies with Fisher-Hübner’s (Fischer-Hübner, 2001) third 

category of PETs.  

 

 

6.1 Earlier versions 

There were two attempts made to develop Carnival before the version that is evaluated in this 

thesis. The difference in the three versions is mostly how Carnival is integrated with the 

application in question. A brief description of the two follows below. 

 

The first version based on the use of what the developers called privacy aspects (Maus and 

Østerbø Johansen, 2005; Arnesen et al., 2004). The idea behind this was that the developers of 

the enterprise system should insert certain code points in the source code. Arnesen et al. (2004) 

explain that these code points were to either trigger privacy checking or to track the context 

during runtime and that the tracking of context was intended to be used to capture the purpose. 

If the code reached a code point which triggered privacy checking, the tracking of the context 

was to be used to interpret the purpose. 

  

Maus and Østerbø Johansen (2005) explain that a problem with this attempt was that it 

required complicated integration process. The source code of the enterprise application had to 

be altered. They never felt sure that they had inserted all the needed code points to cover all 

ways of accessing the personal data and they did therefore not feel that they were in control of 

the privacy access control either. The context tracking and purpose capturing turned out to be 

more complicated than first assumed by the developers.  
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A second attempt was made, this time using what the developers called dynamic data object 

proxies. Maus and Østerbø Johansen (2005) explain that this includes adding an extra 

persistence layer between the data source layer and the domain layer. This layer handles the 

mapping between the row in the tables of the database and the objects in the domain layer as 

shown in Figure 12 which normally is handled by the domain layer in the layered model 

shown in section 4.1.  

 

Figure 12: Implementation of the second version of Carnival 
 

Maus and Østerbø Johansen (2005) explain further that they used Hibernite dynamic proxies 

to “wrap” in the objects in this layer. That enabled Carnival to trigger the privacy checking 

mechanism each time an object value was requested. Any call to the objects’ get or set 

methods would trigger this privacy checking mechanism. This version of Carnival did not 

have any tracking of context and therefore no automated way of capturing the purpose of each 

access. The purpose was instead stored as a value, current purpose, at the Carnival server, and 

a menu where the user could set the purpose was implemented. 

 

They describe this version as a more well-defined and well functional version. However, as 

they stated, certain problems were encountered during the development and testing of this 

prototype. A problem with this version was that the requested objects’ values are sometimes 

only used to lookup other values, and not disclosed to the user. They explained that if access 
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to the first value is denied, the lookup will fail, and it is impossible to get the second value, 

even though this value is allowed to be disclosed according to the policy. Another problem 

they described was that accessing the privacy access control mechanism for each time an 

object’s value was requested, resulted in a delay in the execution of the enterprise system. 

 

6.2 The third version 

This section presents a high level introduction to the third version of Carnival in general and 

its main features. Since this thesis focuses on the third version of Carnival will from now on 

refer to the third version, unless otherwise is explained explicitly. 

 

Parts of Carnival are far from complete and some parts are developed by using parts of earlier 

versions, but not fully configured for the latest version of Carnival. This has resulted in both 

unused and duplicated source codes. Little documentation on the work with the third version 

of Carnival has been made, so the description in this section are based on the result of a 

process of reverse engineering and a process of examining the source code.  

 

In their report Carnival, Experiences and Issues with a privacy framework Maus and Østerbø 

Johansen (2005) explains that this version of Carnival was intended to be used in enterprise 

systems (4) developed as a web service (4.2) which means that the application consists of a 

server and a client communicating using SOAP (4.2). Carnival will act as a proxy server 

between the client and the server as shown in Figure 13. Carnival is considered a single party 

PET because each instance of Carnival can only be applied to one enterprise application. 

Examining the source code of Carnival did not reveal if Carnival was intended to be a single 

party solution or a centralized intermediary ( ). Parts of this version of Carnival are developed 

with support for Carnival to be a centralized intermediary, but most of Carnival is developed 

to only support a single party solution. For this thesis it is therefore assumed that Carnival 

was supposed to be a single party PET, which requires each organization wanting to use 

Carnival to run its own instance of it.  

3
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Figure 13: Integration of Carnival in an enterprise system  

 

Figure 13 shows that instead of connecting to the server the client will connect to Carnival 

and understand it as a server. Carnival will forward all the requests in forms of SOAP 

messages to the server. The server will see Carnival as a client and respond as it usually does. 

When Carnival receives the returning message, it will evaluate it against the EPAL policy it 

holds before the message is returned to the client. Figure 14 is a simple conceptual model for 

visualizing the main components of Carnival which is used in this process.  

 

 
Figure 14: Main components of Carnival’s policy evaluation mechanism 

 

Figure 14 shows the three most important parts of Carnival. These are the parts that are used 

every time an access to personal data is evaluated. Between the server and the client is the 

part which is called the PrivacyInterceptor. Beneath the PrivacyInterceptor are the Rule 

engine and the policy. As we can se from this figure, PrivacyInterceptor forwards all 

messages from the client to the real server. When it receives the returning message from the 

server it gathers necessary information and calls the evaluation mechanism in the rule engine 

which performs the evaluation against the privacy policy it holds. Each data type in the 

returning SOAP message is evaluated. The result of the evaluation is returned to 

PrivacyInterceptor. If the request was allowed, the SOAP message is returned to the client 

unchanged. If access to certain data types was denied, these data types are removed from the 

message before it is returned to the client. These components make up the evaluation 

mechanisms of Carnival which are the main parts of Carnival. In addition to the main parts of 

Carnival explained above, some additional support mechanisms are necessary. These support 

mechanisms will be explained in the following paragraphs. 
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There is not necessarily any connection between the data types used by the enterprise system 

and the data categories defined in the EPAL vocabulary. This implies that before Carnival can 

evaluate requests for personal information, a mapping between the data types used by the web 

service and the EPAL data categories must be defined (see criteria in section 3.2.3). The 

developers of Carnival have therefore provided a web interface for mapping data types to 

EPAL data categories. The interface provides a mechanism for the administrator to provide 

the WSDL file of the web service in question. This file contains a description of all methods 

the web service provides together with parameters and return types. By parsing this file and 

the EPAL vocabulary file, it generates an interface listing all methods and their return types 

together with the EPAL data categories from the vocabulary file (vocabulary.xml). The 

administrator can use this interface to choose an EPAL data category for each return data 

type. The administrator’s choices are to be saved in a configuration file that Carnival can use 

as a lookup reference during runtime when needing to map data types from the web service to 

EPAL data categories. Figure 15 is a modified version of Figure 14 containing a description 

of the interface for providing this mapping.  

 

 
Figure 15: Model of Carnival’s main components and administrator interface 

 
Each web service contains a WSDL file hold by the server which describes the web service 

(4.2) as shown on the left side of Figure 15. The EPAL vocabulary is expressed in the 

vocabulary.xml file shown in the bottom of the figure. The result of this process is stored in 
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the privacyconfig.xml file and is used by the PrivcyInterceptor to map data types to EPAL 

data categories each time a request for personal data is to be evaluated.  

 

As briefly mentioned above, Carnival holds a representation of the privacy policy. This 

representation is created by parsing the policy.xml (policy.xml) file at startup of Carnival. The 

policy.xml file contains the EPAL representation of the privacy policy. A part of Carnival, 

called model helper as shown in Figure 16, parses this file and generates a new representation 

of it by creating java objects for each element in the policy file and returns this representation 

to the rule engine. The rule engine then uses the java representation of the policy when 

evaluating personal data accesses.   

 

 
Figure 16: Complete model of Carnival 

 

The parsing mechanism of the policy file is done only at start up of Carnival, while the 

administrator interface is always available. This means that the mapping of the data types can 

be changed at any time.  

 

6.3 Modifications and integration of the third version 

This chapter deals with the modifications of Carnival that were done during the work with the 

integration of Carnival and the demo application. To explain these modifications, a more 
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detailed presentation of the third version of Carnival is needed. This section starts with an 

introduction to the three modules of Carnival and then goes on to explain the source code and 

how Carnival is integrated with the enterprise system and the evaluation mechanism of 

Carnival. An UML model of Carnival is provided in the appendix (see appendix A). Carnival 

is made of three java modules called privacywebproxy, privacyframework and privacymodel 

which are described below. Both privacymodel and privacyframework have been used in 

earlier versions of Carnival.    

 

The privacywebproxy module contains the actual application that is placed between the server 

and the client and it uses the other two modules to perform its tasks. It is developed as a web 

application and deployed on a jetty web server7. Carnival is actually just a web application 

acting as a server, forwarding the requests from the clients to the real server. The response 

message from the server is fetched and the rule engine in the privacyframework module is 

called to evaluate whether or not the request is allowed according to the privacy policy. This 

module contains functionality for parsing the WSDL file (W3C, 2001) of the web service that 

one wishes to enable privacy protection on and a web interface that administrators can use to 

submit the WSDL file and chose the mapping of the data types. This is needed to initiate the 

Carnival and to map data types in the application to data categories defined in the vocabulary 

file (vocabulary.xml). The mapping between the data types and categories are later needed 

when requests for personal data are to be evaluated against the privacy policy.  

 

The privacyframework module make up the rule engine, which is the part of Carnival that 

decides whether a request for personal data is granted or not, and is used by the 

privacywebproxy module.  This module is used in earlier versions, but the rule engine in itself 

has not been changed during the developers work on the three versions. The changes that are 

made are made in order to ease the integration with the other modules. For the rule engine to 

be able to make a decision on whether an access is granted or not, it needs a representation of 

a privacy policy. This module therefore contains functionality for parsing EPAL policy files 

and building a representation of the policy by creating java objects from the classes defined in 

the privacymodel module. This functionality will be called at start up of Carnival and will 

create the objects needed to represent the policy, and call methods in privacymodel module to 

initialise the objects. When the representation of the policy is created, the rule engine is ready 

                                                 
7 Jetty is an open source Java web server, http://jetty.mortbay.org/jetty/index.html. 
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to evaluate the requests for personal data. The rule engine will go through all of the rules from 

the policy until it can find a rule to apply. The first applicable rule is used, because the rules 

are stated in descending order. If no rules apply, the default ruling of the policy is returned. 

 

The privacymodel module contains the java classes for representing the privacy policy. This 

means that every element in a policy will be represented as one object. The functionality in 

the privacyframework module will create the objects while the functionality in the 

privacymodel module is used to initialize the objects by evaluating the policy.xml file 

(policy.xml).  

 

The following paragraphs explain the setup of Carnival, how it is integrated with the 

enterprise system and the evaluation mechanism. At start up of Carnival, shared instances of 

DefaultResourchEpalRetriever, DefaultEpalConfiguration and DummyEpalRuleEngine are 

created and methods for initiating these instances are called. As we can see from the UML 

diagram of Carnival (see appendix A), the DummyEpalRuleEngine holds a pointer to a 

ResourceRetriever. When the DummyEpalRuleEngine instance is created, its getInstace 

method is called. Here, its ResourceRetriever pointer is set to an instance of 

DefaultResourceEpalRetriever which is an extension of the ResourceRetriever interface and 

holds a pointer to Configuration. This pointer is set to point to an instance of 

DefaultEpalConfiguration which is an extention to the Configuration interface. After that, the 

init method of the DummyEpalRuleEngine is called. This method calls methods in the 

DefaultResourceRetriever which again calls methods in the DefaultEpalConfiguration to 

retrieve the policy document (policy.xml). Then methods in ModelHelper and the buildPolicy 

method in PolicyAction are called to establish a representation of the policy using methods 

from the AbstractEpalAction and its subclasses. There will be one rule object for each <rule> 

element in the policy file, and each rule object will have one usercategory object for each 

<user-category> element in each rule. For clarity an example of a rule from the EPAL policy 

used in this thesis is redisplayed below. This rule says that users in user category 

membershipServiceEmployee can read and write to data categories membership_data and 

payment_history for the purpose of alter_member. 

 
<rule id="alter_membership_data" ruling="allow"> 
  <short-description language="en">alter membership 
data</short-description> 
        <long-description language="en"> 
        A membership service employee must be able to alter information 
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        on existing members 
        </long-description> 
        <user-category refid="membershipServiceEmployee"/> 
        <data-category refid="membership_data"/> 
        <data-category refid="payment_history"/> 
        <purpose refid="alter_member"/> 
        <action refid="write"/> 
        <action refid="read"/> 
</rule> 
 

To visualise how Carnival represents a rule, Figure 17 is provided below. This figure shows 

the UML representation of the rule alter_membership_data shown above. Carnival generates 

one object for each element in the rule, except for the short and long description elements. 

This is because they are not needed to perform an evaluation. These are instead saved as 

attributes in the rule object, together with the id, parent (if any) and ruling. This part of 

Carnival was not finished  when the work on this thesis started, the adjustments that were 

made to finish this part can be seen in Appendix A.  

 

 
Figure 17: UML model of an EPAL rule 

 

In addition to the representation of the policy, the DummyEpalRuleEngine calls methods in 

the ModelHelper to retrieve a representation of the vocabulary (vocabulary.xml). After that, 

an instance of PrivacyInterceptor, Main and EpoxyProxyHandler are created and initialized. 

The first time Carnival is used additional setup is needed. The administrator of an enterprise 

system can use the html interface provided in the privacywebproxy module to set up the 

privacy protection of the web services in the enterprise system that he or she wants to protect. 

By submitting the WSDL file for that web service, the administrator interface of Carnival will 

create a list of methods and their return data types together with a list of data categories from 
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the vocabulary (vocabulary.xml). Some trouble with this part of Carnival was experienced 

during the integration with the demo application. The parsing mechanism was not working 

properly and had to be rewritten. This will be discussed in detail later (7.9). Figure 18 and 

Figure 19 show the administrator interface of Carnival for providing the mapping between the 

data types of the system and the EPAL data categories. While Figure 18 shows the part of the 

interface where the administrator can provide the WSDL file describing the system in 

question, Figure 19 shows the part of the interface where the administrator can choose the 

mapping between the data types and the EPAL data categories. 

 

 
Figure 18: Interface for providing WSDL files to Carnival 

 

 
Figure 19: Interface for providing mapping between data types and EPAL data categories 

 

As shown in Figure 19, after submitting the WSDL file, the administrator can select a proper 

EPAL data category for each of the data types. This figure shows the listing one service, the 
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MemberInfoBean and its return data types. A description of the web service, its methods and 

the return data types will then be saved in a configuration file (see privacyconfig.xml in 

Appendix C) together with a datacategory attribute for each return value. This file is needed 

later when the privacyinterceptor is to call the rule engine to evaluate the request. The file is 

intended to contain the mapping between the data types returned by the methods of the web 

service, and the data categories defined in the vocabulary (vocabulary.xml). At the same time, 

this part of Carnival creates a representation of the services and methods with their return data 

types as java objects. Under is an extract of the configuration file privacyconfig.xml. 

 
<webmethod name="findMember"> 
      <datatypes> 
        <datatype name="phone" datacategory="phone" /> 
        <datatype name="postnr" datacategory="postnr" /> 
        <datatype name="postadress" datacategory="postadress" /> 
        <datatype name="membershipID" datacategory="membershipID" /> 
        <datatype name="enrollmentDate" datacategory="enrollmentDate" /> 
        <datatype name="refnr" datacategory="refnr" /> 
        <datatype name="firstName" datacategory="firstName" /> 
        <datatype name="lastName" datacategory="lastName" /> 
        <datatype name="dateOfBirth" datacategory="dateOfBirth" /> 
        <datatype name="membershipnr" datacategory="membershipnr" /> 
        <datatype name="paymentDate" datacategory="paymentDate" /> 
        <datatype name="adress" datacategory="adress" /> 
        <datatype name="membershipType" datacategory="membershipType" /> 
      </datatypes> 
</webmethod> 
 

If we look at the xml code above, we can see that each of the datatype elements has a name 

and a datacategory attribute and that these two attributes contains the same value for each of 

the elements. However, this file should contain the mapping provided by the administrator, 

but the mechanism for storing this mapping was not implemented. The privacyconfig.xml file 

was therefore manually changed during the work on this thesis and an extract of the manually 

changed file is shown below. 

 
<webmethod name="findMember"> 
      <datatypes> 
        <datatype name="phone" datacategory="membership_data" /> 
        <datatype name="postnr" datacategory="membership_data" /> 
        <datatype name="postadress" datacategory="membership_data" /> 
        <datatype name="membershipID" datacategory="membership_data" /> 
        <datatype name="enrollmentDate" datacategory="payment_history" /> 
        <datatype name="refnr" datacategory="membership_data" /> 
        <datatype name="firstName" datacategory="membership_data" /> 
        <datatype name="lastName" datacategory="membership_data" /> 
        <datatype name="dateOfBirth" datacategory="membership_data" /> 
        <datatype name="membershipnr" datacategory="membership_data" /> 
        <datatype name="paymentDate" datacategory="payment_history" /> 
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        <datatype name="adress" datacategory="membership_data" /> 
        <datatype name="membershipType" datacategory="membership_data" /> 
      </datatypes> 
</webmethod> 
 

As we can see from the xml code above, each datatype element now contains a data category 

that correspond to the data categories defined in the EPAL vocabulary file (see appendix C). 

When the administrator has provided the WSDL file and chosen the mapping for each data 

type the methods of the web service returns, Carnival will be waiting for a client to connect 

and call for one of the methods in the service. 

 

At this point, the intentions of the developers were that Carnival should export a new WSDL 

file similar to the WSDL file of the original service so that clients could be compiled with this 

WSDL file to connect to Carnival instead of the original web service. This WSDL file is not 

exported at this point, so the WSDL file from the demo application was changed manually so 

that it could be used to generate a test that would connect to Carnival instead of the original 

web service. Only small changes were needed for this to work and the altered WSDL file can 

be found in Appendix D.  

 

The following paragraphs describe the evaluation mechanism of Carnival. An extract of the 

UML diagram in Appendix A is shown in Figure 20 presenting the main classes of the 

evaluation mechanism of Carnival. The methods of these classes are removed from the figure 

for simplicity. The elements will be discussed in more detail below.  
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Figure 20: Key elements of Carnival’s evaluation mechanism 

 

When the client connects to call a method provided by the web service, Carnival will forward 

the SOAP message to the original service and pick up the return message. The evaluation is 

done when Carnival receives the returning message from the web service. Figure 21 provide a 

sequence diagram to show the flow of Carnival from the request is made to the result has been 

evaluated, after some modifications were made.  
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Figure 21: Sequence diagram of the evaluation mechanism of Carnival 

 
 

Figure 21 shows how the application server jetty receives the request and calls the 

EpoxyProxyHandler’s method handle and the request is forwarded to the service at the server. 

When the response message from the server is received, the EpoxyProxyHandler calls the 

PrivacyInterceptor to handle the return message. The getDataTypesNew method in the 

PrivacyInterceptor parses the SOAP message and returns a list of its data types. The 

getDataCategories method translates the data types into EPAL data categories by looking up 

the privacyconfig.xml file. These two methods were written during the work on this thesis 

because this part of Carnival was not finished. The PrivacyInterceptor then calls the evaluate 

method of the DummyEpalRuleEngine in the privacyframework module for each of the data 
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types in the response message. The user category, action and purpose attributes needed by the 

rule engine are all hard coded in this version of Carnival. The rule engine holds pointers to a 

Policy object and a Vocabulary object. The Policy object holds a list to Rule objects that hold 

pointers to UserCategory, Purpose, Action and DataCategory objects representing the 

elements in the rule. For each data type, the rule engine compares its data category, the user 

category, the purpose and the action attributes provided by the PrivacyInterceptor with the 

objects representing the rules.  

 
When the evaluate method o the DummyEPALRuleEngine returns, the The updateResult 

method is called if the result of the evaluation is denied. This method alters the element in the 

SOAP message that was denied. If all data types are allowed, the SOAP message from the 

web service is not changed before it is returned to the client. After the result message is 

returned to the client, Carnival will wait for new request. 
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7 Results and discussion 
This chapter presents the results of this thesis. The main goal of this thesis was to derive a set 

of criteria for enforcement of privacy policies and to develop a demo application and integrate 

it with the Carnival framework to test the enforcement of privacy policies in the demo 

application. The fact that some parts of Carnival were not complete have render it difficult to 

discuss some of the criteria and some of the sections below therefore discuss possible 

implementations of criteria where the criteria involve unfinished parts of Carnival. Section 7.1 

presents the result from the integration of Carnival and the demo application and the testing of 

Carnival’s policy enforcement mechanism while section 7.2 to 7.8 present the results of the 

analysis of Carnival against the criteria. Section 7.9 and 7.10 present results not directly 

related to the criteria, but considered important to discuss in this context. A table is provided 

below for repetition the criteria and where they are derived from. 

 

Criterion: Derived from: 
Mapping data types to EPAL data categories EPAL 
Mapping actions EPAL 
Mapping users EPAL 
Data subject identification and handling of 
personal policies 

POL, EUDPD 

Handling obligations and conditions POL, EUDPD 
Purpose binding POL, EUDPD, Fisher-Hübner, EPAL 
Protecting confidentiality and integrity POL, EUDPD, Fisher-Hübner 

Table 1 

7.1 Results of a test run 

This section presents the results achieved from integrating the demo application with Carnival 

to test the enforcement of privacy policies.  

 

The demo application was integrated with Carnival and three test runs were performed. The 

tests were performed with the following policies: one policy that allowed access to all data 

categories, one that allowed access to some data categories and denied others, and one that 

denied access to all data categories. The WSDL file from the web service was altered and 

used to generate a new client that would connect to Carnival instead of the original web 

service. NETBeans’ built in mechanism for testing connections between clients and web 

services was use to establish a connection between the client and Carnival and a request 
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message calling the method findMember was sent. The request message from the client was 

received by Carnival and forwarded to the original web service. When Carnival received the 

response message from the web service, the evaluation mechanism of Carnival was triggered, 

once for each of the data types in the response message message. 

 

As described in section 6.3, Carnival needs purpose, action, data category and user category 

attributes to evaluate a request.  And all except the data category are hardcoded into the 

source code of Carnival. During all of the test runs of Carnival, the purpose attribute was set 

to alter_member, action was set to read, and user category was set to 

membershipServiceEmployee. The data categories was translated from the data types of the 

SOAP message by looking up each data type of the message using the privacyconfig.xml file 

as described in section 6.3. For clarity, the part of the configuration file describing the data 

categories of the method findMember from section 6.3 is repeated below.  

   

<?xml version="1.0" encoding="UTF-8"?> 
<managedservices 
uri="http://localhost:8080/webservice/memberInfoBean?WSDL"> 
  <managedservice name="MemberInfoBean"> 
    <webmethod name="findMember"> 
      <datatypes> 
        <datatype name="phone" datacategory="membership_data" /> 
        <datatype name="postnr" datacategory="membership_data" /> 
        <datatype name="postadress" datacategory="membership_data" /> 
        <datatype name="membershipID" datacategory="membership_data" /> 
        <datatype name="enrollmentDate" datacategory="payment_history" /> 
        <datatype name="refnr" datacategory="membership_data" /> 
        <datatype name="firstName" datacategory="membership_data" /> 
        <datatype name="lastName" datacategory="membership_data" /> 
        <datatype name="dateOfBirth" datacategory="membership_data" /> 
        <datatype name="membershipnr" datacategory="membership_data" /> 
        <datatype name="paymentDate" datacategory="payment_history" /> 
        <datatype name="adress" datacategory="membership_data" /> 
        <datatype name="membershipType" datacategory="membership_data" /> 
      </datatypes> 
    </webmethod> 
 . 
 . 
 . 
</managedservice> 
</managedservices> 
 

As we can see from the XML code above, all data types returned by the method findMember 

are categorised as membersip_data or payment_history. Carnival searches the rules of the 

policy for a matching rule for each of the data types of the SOAP message. The policy file 
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used in the first test run can be found in Appendix C. By comparing the purpose, action, data 

category and user category attributes presented above to the policy file we can see that the 

alter_membership_data rule in the policy applies to these attributes. The rule is shown below. 

 
<rule id="alter_membership_data" ruling="allow"> 
  <short-description language="en">alter membership data</short- 
description> 
    <long-description language="en"> 
      A membership service employee must be able to alter information 
      on existing members 
      </long-description> 
        <user-category refid="membershipServiceEmployee"/> 
        <data-category refid="membership_data"/> 
        <data-category refid="payment_history"/> 
        <purpose refid="alter_member"/> 
        <action refid="write"/> 
        <action refid="read"/> 
</rule> 
 

The rule above says that users in the user category membershipServiceEmployee are allowed 

to access data in the data categories membership_data and payment_history for the purpose 

alter_member. The actions allowed on these data are read and write. 

 

The code below shows the SOAP message returned from the server during the first test run. 

Since the alter_membership_data rule applies to all data types of this message, none of the 

elements in this message is altered before the message is returned to the client application. 

 
<?xml version="1.0" encoding="UTF-8"?> 
<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:enc="http://schemas.xmlsoap.org/soap/encoding/" 
xmlns:ns0="urn:memberInfoBean/types"> 
  <env:Body> 
    <ns0:findMemberResponse> 
      <result> 
        <adress>testveien 1</adress> 
     <dateOfBirth xsi:nil="1"/> 
  <firstName>Ola</firstName> 
  <history> 
    <enrollmentDate>2004-11-08T10:36:21.093+01:00    
</enrollmentDate> 
    <membership> 
   <membershipID xsi:nil="1"/> 
   <membershipType> membership without roadside 
assistance </membershipType> 
    </membership> 
    <paymentDate>2004-11-12T10:36:21.093+01:00</paymentDate> 
    <refnr>1</refnr> 
  </history> 
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  <lastName>Normann</lastName> 
  <membershipnr>22</membershipnr> 
  <phone>22222222</phone> 
     <postadress xsi:nil="1"/> 
  <postnr>0660</postnr> 
   </result> 
 </ns0:findMemberResponse> 
  </env:Body> 
</env:Envelope> 
 

The alter_membership_data rule of the policy was altered so that it would only apply to the 

membership_data category before the second test run, to see the results if one or more of the 

data types were denied. The data category payment_history was removed from the 

alter_membership_data rule. The altered rule is shown below. 

 
<rule id="alter_membership_data" ruling="allow"> 
  <short-description language="en">alter membership data</short- 
description> 
    <long-description language="en"> 
      A membership service employee must be able to alter information 
      on existing members 
      </long-description> 
        <user-category refid="membershipServiceEmployee"/> 
        <data-category refid="membership_data"/> 
        <purpose refid="alter_member"/> 
        <action refid="write"/> 
        <action refid="read"/> 
</rule> 
 
After the alter_membership_data rule is changed, no rules in the policy applied to the data 

category payment_history. The enrollmentDate and paymentDate data types were categorised 

as payment_history. When no rule applies, the default ruling is returned, which in this policy 

is deny and access to these two data types was therefore denied in the second test run. The 

denied data types were then removed from the SOAP message. The response SOAP message 

from the second test run is shown below. 

 
<?xml version="1.0" encoding="UTF-8"?> 
<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:enc="http://schemas.xmlsoap.org/soap/encoding/" 
xmlns:ns0="urn:memberInfoBean/types"> 
  <env:Body> 
    <ns0:findMemberResponse> 
      <result> 
        <adress>testveien 1</adress> 
        <dateOfBirth xsi:nil="1" /> 
        <firstName>Ola</firstName> 
        <history> 
          <enrollmentDate status="DENIED" message="No matcing rule. Using 
default policy deny" /> 
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          <membership> 
            <membershipID xsi:nil="1" /> 
            <membershipType> membership without roadside assistance 
</membershipType> 
          </membership> 
          <paymentDate status="DENIED" message="No matcing rule. Using 
default policy deny" /> 
          <refnr>1</refnr> 
        </history> 
        <lastName>Normann</lastName> 
        <membershipnr>22</membershipnr> 
        <phone>22222222</phone> 
        <postadress xsi:nil="1" /> 
        <postnr>0660</postnr> 
      </result> 
    </ns0:findMemberResponse> 
  </env:Body> 
</env:Envelope> 
 

As the above SOAP message shows, the values of the enrollmentDate and paymentDate 

elements were removed and status and message attributes were added before the message was 

sent to the client application. 

 

For the third test run, the alter_membership_data rule was removed from the policy. No other 

rule applied to the action, user category, purpose and data categories in this test run after the 

removal of this rule. The default ruling of the policy was deny, and all data types were 

therefore denied in the third test run. The result message of this test is not shown because it is 

similar to the one from the second test run, but all data types were removed from the SOAP 

message. 

 

An important result from these tests was that the client had trouble receiving the altered 

messages. This was only a problem if the message was altered by Carnival and is therefore 

probably a result of the added attributes status and message to the denied elements as we can 

see from the example below. 

 
<enrollmentDate status="DENIED" message="No matcing rule. Using default 
policy deny" /> 
 

If this is the problem, it can be solved by only removing the value of the denied data types, 

and not adding the status and message attributes. Maus and Østerbø Johansen (2005) argue in 

their report that the client application should be able to communicate to the user the reason for 

why data is not reachable, and these attributes are needed so that the client can separate empty 
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values from values that were denied because of privacy issues. Carnival should therefore be 

able to communicate the result from the evaluation to the client application. They admit that 

this does not correspond to their idea of a transparent framework because this requires 

alteration of the client application. This will not be discussed further in this thesis, but we 

acknowledge that this is an issue that needs further discussion. 

 

The results achieved during this tests show that the evaluation mechanism of Carnival, if 

provided the necessary attributes, is able to evaluate the response SOAP messages and alter 

them if needed. 

 

7.2 Mapping data types to EPAL data categories 

This section deals with the results from testing Carnival that relate to the criterion of mapping 

data types to EPAL data categories. This criterion follows from the developers’ choice of the 

use of EPAL for expressing the privacy policies (3.2.3), and can be expressed as two design 

requirements to Carnival. First of all, Carnival must hold some sort of a reference where the 

mapping between the data types and the EPAL data categories can be looked up, and an 

interface where an administrator can provide this mapping to Carnival. This mapping may 

change over time, and administrators should be able to change this when needed. Secondly, 

Carnival must retrieve the data types of the enterprise during runtime, and map these to the 

data categories. This can be done by looking up the mapping provided by the interface 

discussed above. 

 

Carnival contain a partially developed graphical interface for providing the mapping between 

data types returned from the methods of the web service and the data categories defined in an 

EPAL vocabulary (6.3). There are only small modifications needed to complete it. The 

graphical interface is provided, but the backend mechanism for saving the mapping between 

the data types and categories in a configuration file (privcyconfig.xml) was not implemented.  

This file was therefore manually changed during the work on this thesis so that it was possible 

to carry out a test run of Carnival. This file is needed when Carnival evaluates requests for 

personal data during runtime. As discussed in section 6.3, the evaluation of requests for 

personal data is done when the web service returns the data to Carnival. At this time, Carnival 

must evaluate each returned data type against the privacy policy. This part of Carnival was 
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rewritten as part of this thesis as described in section 6.3, so that the data types are extracted 

from the SOAP message and then mapped to the data categories defined in the configuration 

file (privacyconfig.xml).  

 

As we can see from the example of a test run in section 7.1, this part of Carnival is now well 

functioning.  The privacy protection in this version is placed in a layer of an enterprise system 

where the data types are transferred as SOAP messages. As explained in section 4.2, SOAP 

messages are simply XML messages and the data types can easily be extracted from the 

response messages. With only small modifications needed to complete the interface for 

providing the mapping is this criterion considered fulfilled. 

       

7.3 Mapping of actions 

This criterion also follows from the use of EPAL for expressing the privacy policy (3.2.3). 

Carnival must capture the enterprise activities or similar, and translate these into EPAL 

actions.  

 

This criterion was not handled by the Carnival developers. The action attribute needed by the 

rule engine is simply hardcoded into the source code of the rule engine. Hence, the action 

attribute is not changeable during runtime. Neither have the developers provided a discussion 

on how this issue is thought to be solved for this version of Carnival in their report (Maus and 

Østerbø Johansen, 2005). A possible solution on how to capture the privacy policy specific 

actions from the methods of the web services is therefore presented here.  

 

Each web service has a set of methods that are accessible for the clients. This set is 

documented in the WSDL file of the web service. A possible solution to the action mapping 

criterion is to associate EPAL actions to the methods of the web service. Each method should 

only be associated with one EPAL action, but one EPAL action can be associated with a 

number of methods. A web interface similar to the interface for submitting the mapping 

between data types and EPAL data categories can be made for submitting the mapping 

between the methods of the service and the EPAL actions. And this mapping can be stored in 

the same configuration file (privacyconfig.xml) as the mapping between the data types and 

the EPAL data categories. By associating the EPAL actions to the methods from the web 
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service, the capturing of the EPAL action is simplified. The name of the method is passed in 

the requesting and resulting SOAP messages (4.2) and can therefore easily be extracted from 

the returning SOAP message together with the data types and their values. This version of 

Carnival was developed to perform the privacy checking when it received the returning 

message. For instance, in section 7.1 an example of a returning SOAP message retrieved 

during one test run of Carnival is shown. The method called is findMember, and we can find 

this line in the SOAP message describing which method that is returning: 

 
<ns0:findMemberResponse>     
 

The method name (findMember) can easily be extracted from this line of code and then 

translated to an EPAL action.  

 

This is a possible implementation of this criterion, but it is not tested in practice which implies 

that it should not be considered as more than an idea for a solution. This solution depends on 

the existence of a clear mapping between the methods of the web service and the EPAL 

actions, and this might not always be the case in larger enterprise systems. The developers of 

the web service may have to keep in mind that the methods of the web service they are 

developing should map to EPAL actions, and it may therefore be advantageous that the EPAL 

actions are defined before or simultaneous as the web service is developed. However, by 

implying that this criterion should be possible to fulfil, we leave this section.  

 

7.4 Mapping users to user categories 

All users should be a member of at least one user category defined in the EPAL vocabulary, 

and Carnival should be able to map the users to these user categories. Like the other EPAL 

categories there is a need for an interface for registering the mapping between the users and 

the user categories. Again, Carnival must retrieve the user id during runtime and use the 

mapping to translate the user to a user category.  

 

There is little support for mapping users to user categories in this version of Carnival. A class 

is made to represent the different users, and this class contains a list of the user categories that 

the user belongs in. This means that there is a support for storing the mapping between the 

users and their user categories and one user can belong to more than one user category. 

However, there is no mechanism for actually getting hold of the user requesting the personal 
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data during runtime, or any interface for registering the mapping between the users and the 

user categories as it is with the mapping between data types and data categories. According to 

the developers of Carnival, mapping users to user categories is a problem that is solved many 

times before, and that problem is therefore not treated further in their project (Maus and 

Østerbø Johansen, 2005). Carnival did therefore not contain any implementation of such 

mapping that could be evaluated during the work on this thesis and how this should be 

implemented will not be discussed further in this thesis. However, a few issues concerning 

this criterion should be mentioned and will be discussed briefly below.  

 

At some point, the administrator must submit which user belongs in which user category to 

Carnival. Like the interface for submitting the mapping between the data types and the EPAL 

data categories, an interface for submitting the mapping between the users and the EPAL user 

categories can be made. Carnival can easily get the EPAL user categories from the EPAL 

vocabulary file like it gets the EPAL data categories. This interface also needs to receive all 

user names from somewhere too. These can be provided manually by the administrator, but 

manual registration opens for manual mistakes such as misspelling.  

 

The mapping between the users and the EPAL user categories can either be stored in a 

configuration file like the mapping between the data types and EPAL data categories, or as 

java objects which contain their own list of the user categories they are belonging to as the 

developers of Carnival suggested. How to retrieve the user name during runtime will depend 

on how the access control in the enterprise system is implemented.  

 

The EPAL specification (Ashley et al., 2003) allows users to be part of more than one user 

category. For instance, in the case of the employees at the call central at NAF, the employees 

can belong to more than one user category depending on which departments the employee 

work for. Different user categories normally have different access rights according to the 

privacy policy, which leads us to an important question of how a user’s right to access is 

determined if the user belongs to more than one user category with different access rights. 

The EPAL specification suggests that the sequence of the <user-category> elements in the 

EPAL vocabulary determines the precedence used to resolve non-determinism.     

 

With no implementation of this criterion to discuss further, this criterion is considered 

undetermined.  
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7.5 Data subject identification and handling of personal policies 

The motivation for this criterion is § 11 of POL (POL, 2000) which says that personal data 

should not be processed for other purposes than what it was collected for, unless the data 

subject consents to it. This is an important aspect of privacy, and Carnival should therefore be 

able to identify who the data subject is in order to evaluate personal policies. Typically for 

checking if the data subject has agreed to the use of personal data for other purposes than the 

information was collected for. 

 

No support for data subject identification or handling of personal policies is implemented in 

this version of Carnival. To make use of personal policies, identification of the data subject 

must be possible. This enables organisations to allow certain transactions on personal data to 

only be allowed when the data subject in question has consented to it, which means that the 

data subject must be identified before a request to perform such a transaction can be evaluated. 

Without any mechanisms for identifying the data subject, Carnival can not handle personal 

policies either. The Carnival developers stated that they wanted Carnival to as transparent as 

possible meaning that it should require little or no integration with the enterprise systems it is 

to be used with (Maus and Østerbø Johansen, 2005). Carnival has no knowledge of who the 

data subject is, only the data category of the data types. Besides, Carnival, as it is now, can 

only hold one policy, although this can easily be changed to hold more. For Carnival to be 

able to identify the data subject it must collaborate with the enterprise system which has an 

understanding of who the data subject is, and that does not comply with the developers’ idea 

of transparent framework. This criterion is possible to fulfil, but not with a transparent 

framework. 

 

There may be other reasons for identifying the data subject than to evaluate a personal policy. 

Conditions may require that there is a relation between the user and the data subject, for 

instance the user works for the primary health service that the data subject uses.   
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7.6 Handling obligations and conditions 

This criterion is derived from POL (2000) and EPAL (Ashley et al., 2003) and says that 

processing of personal information may require that certain conditions are met before the 

processing can take place or may lead to obligations that must be executed at the same time or 

after the processing takes place. As mentioned in the previous section, a condition may for 

instance be that there is a special relation between the user and the data subject or that the data 

subject has consent to the processing. These are circumstances that must be clarified before 

the processing can take place and are therefore an important part of a policy enforcement 

mechanism. 

 

Carnival contains no support for handling of obligations and condition, although Maus and 

Østerbø Johansen (2005) acknowledge that this is an important issue. They argue though that 

obligations and conditions can never be fully handled automatically by frameworks because 

conditions and obligations may not always be executeable by computers. However, earlier 

versions of Carnival were developed with some support for this, and these components can 

possibly be integrated into the third version of Carnival too. Since handling obligations and 

conditions may require integration with a number of other systems, this criterion can not be 

fulfilled by a transparent framework. 

 

7.7 Purpose binding 

This section deals with the results related to the purpose binding criteria. The definition of the 

term purpose is discussed together with the developers’ implementation of this criteria and a 

suggestion to how this criteria can be implemented. 

  

This criterion was derived from  the Norwegian Personal Data act (POL, 2000),  the OECD 

guidelines on protection of privacy (OECD, 1980), Fisher-Hübner’s aspects of PETs (Fischer-

Hübner, 2001), EPAL (Ashley et al., 2003). To ensure privacy in enterprise system, access 

control mechanisms must ensure that personal data is only accessed for purposes that 

correspond to the purpose the data was collected for.  
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As explained chapter 6, the purpose is one of the values needed to evaluate requests for 

personal data and Carnival must capture this value. While developing the first version of 

Carnival, the developers made an attempt to automatically capture the purpose value by 

tracking the context of the user (Arnesen et al., 2004). This idea was rejected in the two 

following versions of Carnival because the developers questioned the reliability of this part. 

Maus and Østerbø Johansen (2005) argue that determining the purpose was difficult and 

proposed that the purpose value should be changeable by the user during runtime through a 

graphical interface or similar. In fact, this was made in the second version of Carnival (Maus 

and Østerbø Johansen, 2005 page 18). This idea was not realised in the third version of 

Carnival. The purpose attribute was therefore hard coded in the source code of the 

PrivacyInterceptor in the third version. 

 

A discussion with one of the developers of Carnival revealed that the developers of Carnival 

had planned to provide a mechanism in the third version of Carnival which will allow the user 

to set the purpose attribute during runtime similarly to the solution in the second version. For 

instance by having a small window with a drop down menu or a sort of check box menu to 

appear when the user tries to access personal data, so the user can set the current purpose. The 

purposes listed in this menu should be the purposes defined in the EPAL vocabulary file. The 

developers of Carnival defined the purpose as the intention of the user.  In their summing up 

experiences from the three versions, they described the purpose as “the intention of the user 

when he tries to access the data” (Maus and Østerbø Johansen, 2005 page 28). The user’s 

intention is something subjective, which leads us to an important discussion; namely how we 

define the term purpose in this context? Is the purpose representing the subjective intention of 

the user, or can the purpose be tied to activities, methods or similar of the system processing 

the personal data? 

 

From their attempt to trace the context of the user in the first version, it seems as the 

developers defined the purpose as abstractions of the systems’ transactions, activities or 

similar. The value of the purpose attribute depended on the current context of the user. Certain 

transactions or set of transactions could then be mapped to a purpose that corresponded with 

the organisation’s daily lawfully activity. According to Maus and Østerbø Johansen (2005) 

the developers did change their opinion on this matter while developing the second and the 

third versions. This shows that there is more than one way of defining the term purpose as it is 
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used in this context. The Norwegian personal data act (POL, 2000) does not state a definition 

of the term purpose. The EPAL specification states that “the purposes in an EPAL policy 

model the intended service for which data is used” (Ashley et al., 2003 page 1). Further that 

the purposes used in privacy policies are often high level, such as marketing. And that 

systems using EPAL must be able to determine the purpose by for instance an activity 

identifier (Ashley et al., 2003 page 8), which implies that the purpose is closely connected to 

transactions or activities of the system processing personal data. This corresponds to Karjoth 

and Schunter’s (Karjoth and Schunter, 2002) definition as “the intended service for which 

data is used”. My opinion from working with this subject is that the purpose should be tied to 

the system processing the personal data in the form of translations of activities or transactions. 

A reason for this is that enterprise systems might communicate personal data to other systems, 

which imply that the purpose must be captured even though there is no user that triggered the 

transaction and can provide the right purpose. This corresponds to the definition of purpose by 

Karjoth and Schunter (2002) and the EPAL specification (2003). 

 

Even if Carnival is used with an enterprise system that does not communicate personal data to 

other systems the proposed mechanism for letting the user set the purpose value during 

runtime needs to be discussed in more detail. By using the solution suggested by Maus and 

Østerbø Johansen (2005) Carnival depends on that the user updates the purpose attribute each 

time the user’s purpose is changed. The possibility of Carnival holding the wrong value arises 

because of a user’s mistake or misuse. The user might set the wrong value intentionally or 

unintentionally, or simply forget to update it when his or her purpose changes which may lead 

to incorrect results of the evaluation.  

 

The purposes the user can choose from should be equivalent to the purposes defined in the 

EPAL vocabulary file. However, certain purposes might need to be reserved for certain users. 

In other words, there should be a set of purposes for each user category. However, even with 

these attempts to limit the user’s influence on the evaluation of each access, it is fair to 

assume that some users will choose the purpose which gives them the best access rights at any 

time, although this might not be the right purpose according to the current task of the user. 

Such privacy violations can be hard to detect without logging of the choice of purposes 

among the different users. Logging the user’s choice might help to detect privacy violations 

by detecting users that choose the purposes that give the most access rights too often, but then 

the disclosure of the personal information has already happened, and the damaged may 
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already be done. Parts of the control mechanism will also be performed after access is granted 

which do not comply with the developers’ idea of creating a system that prevented access for 

wrong purposes. Besides, by logging each user’s choice of purpose, a new privacy related 

problem arises because monitoring the users is also a privacy issue according to Fischer-

Hübner (2001). But this will not be discussed further in this thesis. However, Maus and 

Østerbø Johansen (2005) argued that developing another mechanism for capturing the purpose 

would have been a complicated task. My opinion is that this is complicated mostly because of 

their idea of a transparent framework and definition of the purpose. Follow the definitions of 

purpose by Karjoth and Schunter (2002) and the EPAL specification (Ashley et al., 2003) 

presented above. The EPAL specification states that any system using EPAL must be able to 

determine the purpose of an access to personal data, and how the purpose is determined 

depends on the system. According to these definitions, the purpose is closely connected to the 

business logic of the system. If we ignore the idea of a transparent framework, determining 

the purpose might not be as complicated after all. As an example, a possible implementation 

for this criterion for the demo application for this thesis will be briefly presented below.  

 

With the demo application of this thesis, it is easy to determine the purpose. The client 

interface consists of one main page, and three sub pages, and each sub page contains the same 

search component calling a method of a JavaBean in the service layer, as explained in section 

5.2. The purpose on the other hand, will vary depending on which of the sub pages the search 

component is used from. Each page is developed to implement one purpose only, and the 

purpose should therefore be easy to determine from the method that is called together with 

which page it is called form. This is the knowledge of the client application and it requires 

that the client somehow communicate the purpose to Carnival. This way, the user will not 

have any possibilities to affect the result of a ruling by changing the purpose to achieve the 

desired result. However, the demo application is a simple application, and extracting the 

purpose from it is fairly easy. With bigger and more complicated systems this can be much 

more complicated and may require that privacy issues like this is considered when the system 

is developed. 

 

In this section, two possible implementations of the purpose binding criterion have been 

presented. Which implementation that is most suited for this criterion depends on the 

definition of the term purpose. However, both implementations will only prevent privacy 

policy violations when the system is used as it should. It is possible for users to misuse the 
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systems with both implementations if they really want to. The implementation makes it 

possible for users to choose purposes other than what correspond to their actual task, and the 

second proposed implementation will not prevent users from using the parts of the system that 

reveal the most personal data. Consider the three sub interfaces from the demo application. 

Say for example that the purpose tied to the interface for membership services allows more 

information to be shown that the purpose tied to the booking interface. Since most of the users 

work for more than one department they will have access to more than one part of the system. 

In other words, if the user really wants to lookup more information about the member than 

what is needed, the user can lookup the member using for instance the interface for 

membership services instead of the interface for booking. However, this is a problem which 

may exists in all systems where users need access to personal information to perform their 

tasks. As the discussion of this section shows, the criterion of purpose binding is not fulfilled 

by Carnival     

 

7.8 Protecting the confidentiality and integrity of personal data 

This section deals with the results related to the criterion of protecting the confidentiality and 

integrity of personal data. This criterion is derived from POL (2000) and EUDPD (1995) but 

is also thoroughly discussed by Fishcer-Hübner (2001). This criterion requires that personal 

data is protected against unauthorised access, disclosure, destruction, use or modification, and 

is very much dependent on the other criteria discussed above. Few of these criteria are 

fulfilled. 

 

Analysing the source code of Carnival revealed a major design issue.  If we repeat Figure 14 

of Carnival from section 6.3 (see Figure 22) we can see that Carnival does not interfere before 

the web service has returned the result of the requested activity. 
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Figure 22: Repetition of Figure 14 from section 6.3

 

When the client sends a request to the web service, Carnival will forward this request to the 

web service at the server side of the application and the policy enforcement is executed when 

Carnival receives the response message from the service. The result from the web service is 

evaluated before it is returned to the client and displayed to the user to prevent disclosure of 

personal data that does not correspond to the privacy policy. However, if the client requests 

the execution of a method in the web service that alter personal information, the access will 

not be evaluated before the method returns and the altering of the personal data has been 

performed. In other words, Carnival does not protect the data against unwanted or 

unauthorised alteration or destruction as it should. This suggests that Carnival should apply 

policy enforcement before request messages from the client is forwarded to the web service in 

addition to the policy enforcement on the response messages. How this should be solved for 

this version of Carnival will not be discussed further in this thesis.  

 

As mentioned in the beginning of this section, this criterion is very much dependent on the 

criteria discussed above. Few of these criteria were fulfilled by Carnival which imply that this 

criterion is not fulfilled either. It should also be mentioned that to achieve full protection of 

confidentiality and integrity of personal data, firewalls and similar security technologies 

should be used together with Carnival to ensure that all access to data hold by the enterprise 

must go through Carnival. 

 

7.9 Problems with a general WSDL parsing mechanism 

This section deals with a result from the testing of Carnival that is not related to any of the 

criteria derived in this thesis, but is considered of general interest anyway.  
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When the process of integrating the demo application with Carnival started, the first result 

was that the mechanism that should parse the WSDL file from the demo application failed. 

Debugging showed that this part of Carnival had to be rewritten for the demo application. 

WSDL files are standardised by W3C (W3C, 2001)(4.2) and it was therefore assumed that 

there should be possible to write a general parsing mechanism which could handle all kinds of 

WSDL files. If WSDL files where standardised, two equal web applications that offered the 

same service but were developed by two different development tools should have equal 

WSDL files. To test the correctness of this idea, two small web applications were developed 

that only consisted of one simple service each, but were developed with different 

development tools. One was developed with NetBeans 4.1 (NetBeans.org, 2000) using Java (..) 

and the other one was developed with Microsoft Visual Studio .Net. (Microsoft) using C++. 

The web services consisted of one single method which took one parameter, a double 

representing a number of degrees in Fahrenheit, and returned one double representing degrees 

in Celsius. The comparison of the two WSDL files showed that these two files were not like. 

The most significant differences in the two files were the use of namespaces and the fact that 

the web service developed with Visual Studio .Net had a WSDL file which didn’t follow the 

proposed standard of WSDL files. The two examples below both contain a first part of one of 

the two WSDL files describing the two test web services. The first is from the web service 

developed using NetBeans, while the second is from the web service developed using Visual 

Studio .Net. 

 

NetBeans (..): 

 
<?xml version="1.0" encoding="UTF-8"?> 
<definitions name="ConvertTemprature" 
targetNamespace="urn:ConvertTemprature/wsdl" 
xmlns:tns="urn:ConvertTemprature/wsdl" 
xmlns="http://schemas.xmlsoap.org/wsdl/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema"
 xmlns:ns2="urn:ConvertTemprature/types"
 xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"> 
  <types> 
 <schema targetNamespace="urn:ConvertTemprature/types" 
xmlns:tns="urn:ConvertTemprature/types" xmlns:soap11-
enc="http://schemas.xmlsoap.org/soap/encoding/" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" 
xmlns="http://www.w3.org/2001/XMLSchema"> 
   <complexType name="ConvertTemprature"> 
  <sequence> 
    <element name="double_1" type="double"/> 
  </sequence> 
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   </complexType> 
   <complexType name="ConvertTempratureResponse"> 
  <sequence> 
    <element name="result" type="double"/> 
  </sequence> 
   </complexType> 
   <element name="ConvertTemprature" type="tns:ConvertTemprature"/> 
   <element name="ConvertTempratureResponse" 
type="tns:ConvertTempratureResponse"/> 
    </schema> 
  </types>  
 

Visual Studio .Net (..): 

 
<?xml version="1.0" encoding="utf-8"?> 
<definitions xmlns:http="http://schemas.xmlsoap.org/wsdl/http/" 
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" 
xmlns:s="http://www.w3.org/2001/XMLSchema" 
xmlns:s0="http://Walkthrough/XmlWebServices/" 
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" 
xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/" 
xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/" 
targetNamespace="http://Walkthrough/XmlWebServices/" 
xmlns="http://schemas.xmlsoap.org/wsdl/"> 
  <types> 
    <s:schema elementFormDefault="qualified" 
targetNamespace="http://Walkthrough/XmlWebServices/"> 
      <s:element name="ConvertTemperature"> 
        <s:complexType> 
          <s:sequence> 
            <s:element minOccurs="1" maxOccurs="1" name="dFahrenheit" 
type="s:double" /> 
          </s:sequence> 
        </s:complexType> 
      </s:element> 
      <s:element name="ConvertTemperatureResponse"> 
        <s:complexType> 
          <s:sequence> 
            <s:element minOccurs="1" maxOccurs="1" 
name="ConvertTemperatureResult" type="s:double" /> 
          </s:sequence> 
        </s:complexType> 
      </s:element> 
    </s:schema> 
  </types> 
 

If we compare the two files shown here we find that they describe the same components, but 

in different ways. While the first example follows the standard proposed by W3C, the last 

example uses the namespaces in a different way, hence the resulting WSDL has a different set 

of tags. In both test applications, the only method that the web service contained was the one 

called ConvertTemprature, and we find a definition of this in both files, together with a 

definition of the parameter which is one double attribute, though with different name in the 

two applications. But in the first file the method is defined as a complexType and in the 
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second it is defined as a s:element. Without going into greater details on the difference 

between these two files, the importance of this example lays in the fact that two equal web 

services, developed with different development tools can have different WSDL files, which 

complicate the development of a parsing mechanism. The parsing mechanism Carnival 

contained when this experiment started was obviously developed towards web services 

developed with Microsoft Visual Studio .Net. This part of Carnival was therefore rewritten in 

order to continue the experiment of integrating the demo application with Carnival. 

 

7.10 Storing of a privacy policy and its vocabulary 

This discussion is not based on any of the earlier mentioned criteria, but on experiences done 

during the work on the integration of Carnival and the demo application. Testing Carnival 

with different policies was done during the work on this thesis which led to this discussion. 

Maus and Østerbø Johansen (2005) argued for the need of an application like Carnival by 

stating that any change of routines regarding the processing of personal data would require 

changes in the system processing the data if Carnival was not used. On the other hand, if 

Carnival was used, only the policy file would have to be changed if these routines were 

changed. Unfortunately, it is not that simple with this version of Carnival.   

 

The files containing the EPAL policy (policy.xml) and its vocabulary (vocabulary.xml) are 

stored together with other configuration files with the source code of Carnival. The policy file 

is moved to the folder containing the java class files when Carnival is compiled and it is 

parsed at start up of Carnival and a representation of the policy is made as explained in 

section 6.2. It is this representation which is used by the rule engine when requests for 

personal data are evaluated. This requires that Carnival is recompiled each time the policy is 

changed.  

 

There is already a web interface for administrators to provide the WSDL file of the 

application to be protected, and the mapping between the data types of the application and the 

data categories of the vocabulary. An administrator can change the mapping between the data 

types of the web service and the EPAL data categories at any time. It is possible to extend this 

interface to also include a part where the administrator can provide new policy file. And that 

this interface can trigger the mechanism that parses the policy and creates a representation of 
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the policy for the rule engine when a new policy is provided. This way the administrator can 

change the policy or vocabulary when needed without having to recompile Carnival. The way 

Carnival is developed now, it is without such an interface which means that a shutdown and 

recompilation of Carnival is needed each time changes are made to the policy.   
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8 Conclusion 
The problem to be addressed in this thesis was to what degree it is possible to develop a 

transparent application for enforcement of privacy policies in enterprise systems, and to 

derive a set of criteria for such an application. This has been investigated through this thesis 

by testing an application framework, Carnival, developed to enforce privacy policies and by 

exploring privacy relevant literature and legislation. The testing consisted of integrating 

Carnival with a simple demo enterprise system developed for this purpose.  

 

The criteria were derived from legislation, relevant privacy literature, and technology used by 

Carnival. The criteria derived from POL (2000) and EUDPD (1995) were the criteria for 

purpose binding, protection of confidentiality and integrity, identification of the data subject 

and handling of personal policies, and the criterion for handling of obligations and conditions. 

Fisher-Hübner (2001) acknowledged these criteria but was first of all focusing on the criteria 

protection of confidentiality and integrity, purpose binding and necessity of processing of 

personal data. From the Carnival developers’ choice of technology for expressing the privacy 

policy, EPAL, more criteria was derived. These were more implementation specific criteria 

and are concerned with the mapping of data types, users, system activities, etc to EPAL 

elements such as data categories, user categories, purposes, action, etc. The results from the 

integration of Carnival and the demo application were evaluated against these criteria and the 

results are summed up in Table 2. 

 

Criterion: Derived from: Fulfilled by Carnival? 

Mapping data types to EPAL 

data categories 

EPAL Yes, confirmed by testing 

Mapping actions EPAL No 

Mapping users to EPAL user 

categories 

EPAL No 

Data subject identification 

and personal policy handling 

POL, EUDPD No 

Handling obligations and 

conditions 

POL, EUDPD No 

Purpose binding POL, EUDPD, Fisher- No 
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Hübner, EPAL 

Protecting confidentiality and 

integrity 

POL, EUDPD, Fisher-

Hübner 

No 

Table 2 
 

As we can se from Table 1, most of the criteria derived in this thesis were not fulfilled by 

Carnival, and as the discussions in chapter 7 implied, difficult to implement in a transparent 

application framework. However, the discussions in chapter 7 suggest that most of these 

criteria, if not all, can be fulfilled if we accept that the application framework can not be 

totally transparent. 

 

The following results were also achieved during the work on this thesis. The Carnival 

developers defined the term purpose in this context differently from how I defined it. The 

developers defined the purpose as the intention of the user while I used the definition which 

says that the purpose model the intended service for which data is used. However, 

independent of which definition is used, the purpose showed to be difficult to capture using a 

transparent application framework such as Carnival.   

 

Another important result is that the client application must handle that the response messages 

from the server might be changed before it reaches it. This showed to be problematic if the 

client is not prepared for it. This result also implied that a privacy framework could not be 

transparent. The developers of Carnival acknowledged this problem in their report.  

 

The results of this thesis also showed that application specific values, such as purpose and 

action, are needed during the evaluation of requests for personal data, which a transparent 

application can not access. These results were compared to the developers’ findings presented 

in their report which showed that they too had experienced many of the same results. And 

they acknowledged that these results indicated that it might be difficult to develop a complete 

transparent application.  

 

Based on these results, it is my considered opinion that Carnival must be redesigned. The 

results of this thesis point out that it can be a better solution to redesign Carnival to a non-

transparent framework or maybe event to an API so that the policy enforcement mechanism 

can be placed in the enterprise system instead. Both solutions require that privacy issues are 
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considered in the process of development of enterprise systems. Although a transparent 

application framework is desirable, Carnival did not fulfil the criteria derived in this thesis, 

and the discussion in chapter 7 implied that many of these criteria can not be fulfilled by a 

transparent framework. The conclusion of this thesis is therefore that to implement a 

transparent application for enforcing privacy policies in enterprise systems with little need for 

integration is difficult if not impossible.  

 

8.1  Future work 

The conclusion implied that it is difficult if not impossible to implement a policy enforcement 

mechanism as part of an entirely transparent application framework. This section will 

therefore briefly present ideas on how Carnival can be redesigned to fulfil the criteria derived 

in this thesis, but without fulfilling the Carnival developers’ idea of a transparent application 

framework. 

    

The conclusion of this thesis suggested that Carnival should be redesigned to a non-

transparent application framework. Suggestions on how some of the criteria derived in this 

thesis could be implemented was provided in chapter 7, including how to retrieve the purpose 

and how to map system activities to EPAL actions. These suggestions do not require major 

changes in the design of Carnival, but will involve needs for changes in enterprise systems 

using Carnival. The need to implement mechanisms to authenticate users, retrieve data needed 

to evaluate conditions, and implement obligations was also addressed. The conclusion also 

suggested that Carnival could be redesigned to a API containing interfaces, classes, methods, 

etc needed  for the policy enforcement mechanism to be implemented as part of the enterprise 

system it self. Both solutions imply that privacy related issues must be taken into 

consideration at an early stage of development of enterprise systems and that existing systems 

must be changed if Carnival is to be used. It is therefore important that we emphasise the need 

for directions and guidance for system developers on how to make privacy issues a part of the 

development process. 
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Appendix A 
This appendix contains an UML diagram of Carnival and some source code that was changed 
during this thesis. The source code of Carnival could not be published because of patent 
pending, some method names in the UML diagram is changed to method1() and simular for 
the same reason. 

UML diagram of Carnival 

 



 
 

 



 
 
 
 
 
 

 



WebserviceUtil 
The following methods in WebserviceUtil were totally rewritten to handle WSDL files 
according to W3C’s standard 
 
/* 
* Hellehi: 
* rewritten to handle wsdl files according to the wsdl standar by W3C   
***************************************************************************
*******/ 
    private void initServices() throws JaxenException { 
        XPath xpath = new JDOMXPath("/wsdl:definitions/wsdl:service"); 
        xpath.addNamespace("wsdl", "http://schemas.xmlsoap.org/wsdl/"); 
        List serviceNodes = xpath.selectNodes(wsdldocument); 
        logger.debug("Size of serviceNodes is: " + serviceNodes.size()); 
        for (int i = 0; i < serviceNodes.size(); i++) { 
            Element element = (Element) serviceNodes.get(i); 
            ManagedService service = new ManagedService(); 
            service.setOriginalwsdlurl(url); 
            service.setName(element.getAttributeValue("name")); 
 
            String portxpathquery = 
"/wsdl:definitions/wsdl:service[@name=\"" + service.getName() + 
"\"]/wsdl:port/@name"; 
            logger.debug(portxpathquery); 
 
            XPath portxpath = new JDOMXPath(portxpathquery); 
            portxpath.addNamespace("wsdl", 
"http://schemas.xmlsoap.org/wsdl/"); 
 
            List portNodes = portxpath.selectNodes(wsdldocument); 
            logger.debug("PORTNODES SIZE: " + portNodes.size()); 
 
            /*antar at service/porttype.name = service/port.name. Dette er 
ikke riktig*/ 
            for (int j = 0; j < portNodes.size(); j++) { 
                Attribute element1 = (Attribute) portNodes.get(j); 
 
                service.setPortname(element1.getValue()); 
                String ss = ""; 
                break; 
            } 
            services.add(service); 
            logger.debug("Adding service with name= " + service.getName() + 
" and port= " + service.getPortname()); 
        } 
    } 
 
 
 
/* 
* Hellehi: 
* this method is rewritten to handle wsdl files according to the wsdl 
* standar by W3C 
***************************************************************************
*********/ 
    private void initMethods() throws JaxenException, JDOMException { 
        for (int i = 0; i < services.size(); i++) { 
            ArrayList methods = new ArrayList(); 
            ManagedService service = (ManagedService) services.get(i); 
            if (service == null) { 
                logger.warn("WARNING, service is null"); 
                return; 
            } 
            String s = (String) service.getPortname(); 
            /* antar at service/porttype.name = service/port.name. Dette er 
ikke riktig*/ 
 
            /* */ 



            String bindingquery = 
"/wsdl:definitions/wsdl:service/wsdl:port[@name=\"" + s + "\"]/@binding"; 
            XPath xpath1 = new JDOMXPath(bindingquery); 
            xpath1.addNamespace("wsdl", "http://schemas.xmlsoap.org/wsdl/"); 
            Attribute binding = (Attribute) 
xpath1.selectSingleNode(wsdldocument); 
 
            /*remove 'tns:' from binding*/ 
            String bind = ""; 
            String test = binding.getValue(); 
            if (test.startsWith("tns:")) { 
                bind = binding.getValue().substring(4); 
            } 
 
            /*get type from binding element*/ 
            String xpathquery = "/wsdl:definitions/wsdl:binding[@name=\"" + 
bind + "\"]/@type"; 
            XPath xpath = new JDOMXPath(xpathquery); 
            logger.debug("XPATHQUERY: " + xpathquery); 
            xpath.addNamespace("wsdl", "http://schemas.xmlsoap.org/wsdl/"); 
            Attribute bindingtype = (Attribute) 
xpath.selectSingleNode(wsdldocument); 
 
            /*remove 'tns:' from bindingtype, result = portname */ 
            bind = bindingtype.getValue(); 
            if (bind.startsWith("tns:")) { 
                bind = bindingtype.getValue().substring(4); 
            } 
 
            /*get list of methods*/ 
            String xpathQuery = "/wsdl:definitions/wsdl:portType[@name=\"" 
+ bind + "\"]/wsdl:operation/@name"; 
            logger.debug("XPATHQUERY: " + xpathQuery); 
            XPath xpath2 = new JDOMXPath(xpathQuery); 
            xpath2.addNamespace("wsdl", "http://schemas.xmlsoap.org/wsdl/"); 
            List methodNodes = xpath2.selectNodes(wsdldocument); 
            logger.debug("Size of methodNodes for service port: " + s + " 
is: " + methodNodes.size()); 
            for (int j = 0; j < methodNodes.size(); j++) { 
                Attribute element = (Attribute) methodNodes.get(j); 
                ManagedMethod methoddata = new ManagedMethod(); 
                methoddata.setName(element.getValue()); 
 
                HashMap datatypes = new HashMap(); 
 
                /*get datatypes from wsdl file*/ 
                datatypes = getDataTypes2(datatypes, methoddata.getName()); 
 
                if (datatypes == null) { 
                    datatypes = new HashMap(); 
                    datatypes.put("No datatypes", "No datatypes"); 
                } 
                methoddata.setDatatypes(datatypes); 
                methods.add(methoddata); 
            } 
            service.setMethods(methods); 
 
            servicemethods.put(s, methods); 
        } 
    } 
 
 

DummyEPALRuleEngine 
The DummyEPALRuleEngine was modified during the work on this thesis. The following 
code were added  to the evaluation mechanism of DummyEPALRuleEngine for comparing 
user categories, data categories, purposes and action variables to the rules of the policy. 
 
// evaluate usercategory 
        ArrayList<String> usercategorystring = new ArrayList<String>(); 



        for (UserCategory cat : user.getUserCategories()) { 
            usercategorystring.add(cat.getId()); 
        } 
        ArrayList<String> ruleUserC= new ArrayList<String>(); 
        ArrayList<UserCategory> ruleUserCat = rule.getUserCategories(); 
        for(UserCategory cat : ruleUserCat){ 
            ruleUserC.add(cat.getId()); 
        } 
        isFound = compareTwoArrayLists(ruleUserC, usercategorystring); 
        if (!isFound) { 
            logger.debug("No match, usercategory"); 
            //logger.debug(rule.getUserCategories()+" "+usercategorystring); 
            return null; 
        } 
 
// evaluate datacategory 
        DataCategory cat= new DataCategory(); 
        cat.setId(datacategoryref); 
        ArrayList<DataCategory> categories = rule.getDataCategories(); 
        isFound = containsDataCategory(categories, cat); 
        if (!isFound) { 
            logger.debug("No match, datacategory"); 
            return null; 
        } 
 
// evaluate purpose 
        isFound = containsPurpose(rule.getPurposes(), userpurpose); 
        if (!isFound) { 
            logger.debug("No match, purpose"); 
            return null; 
        } 
 
// evaluate action 
        if (rule.getActions()==null) return null;    
        isFound = containsAction(rule.getActions(), action); 
        if (!isFound) { 
            logger.debug("No match, action"); 
            return null; 
        } 
 
And the following methods were added to ease the comparison between attributes and EPAL 
categories in the rules of the policy. 
  
/* 
* hellehi: method to compare data categories in lists 
************************************************************************/   
public boolean containsDataCategory(ArrayList<DataCategory> objectlist1, 
DataCategory element){ 
        boolean found = false; 
        for (EpalDescribedObject el : objectlist1){ 
             if(found)break; 
             if(el.getId().equals(element.getId())){ 
                found = true; 
             } 
 
        } 
        return found; 
    } 
 
/* 
* hellehi: method to compare purposes in lists 
**********************************************************************/ 
public boolean containsPurpose(ArrayList<Purpose> objectlist1, Purpose 
element){ 
     boolean found = false; 
        for (EpalDescribedObject el : objectlist1){ 
             if(found)break; 
             if(el.getId().equals(element.getId())){ 
                found = true; 
             } 
 



        } 
        return found; 
    } 
 
/* 
* hellehi: method to compare actions in lists 
*******************************************************************/ 
public boolean containsAction(ArrayList<Action> objectlist1, Action 
element){ 
     boolean found = false; 
        for (EpalDescribedObject el : objectlist1){ 
             if(found)break; 
             if(el.getId().equals(element.getId())){ 
                found = true; 
             } 
 
        } 
        return found; 
    } 
 

PrivacyInterceptor 
The following two methods were added to PrivacyInterceptor for extracting data types from 
SOAP messages, and for mapping these data types to EPAL data categories 
 
/* 
* hellehi: extract datatypes and their values from SOAP messages 
* and put them into hashmap datatypes. recursive 
***********************************************************************/ 
    private HashMap getDatatypesNew(String content, HashMap datatypes){ 
        String head,body,tail; 
        if(content.contains("result")){ 
            int i = content.indexOf("<result>"); 
            int j = content.indexOf("</result>"); 
            content = content.substring((i+8),j); 
        } 
        logger.debug("content: "+content); 
        while(content.length()!=0){ 
            head = content.substring(1,content.indexOf(">")); 
            if(head.contains("/")){//an empty value, don't put in hashmap 
                content = content.substring(content.indexOf(">")+1); 
            }else{ 
                //body = content.substring(head.length()+2, 
content.indexOf(head, head.length()+1)-2)+4; 
                int i = head.length()+2; 
                int j = content.indexOf("</"+head+">", 1); 
                body = content.substring(i,j); 
                if(body.contains("<")){//not a leafnode 
                    datatypes = getDatatypesNew(body, datatypes); 
                    content = 
content.substring(body.length()+(head.length()*2)+5); 
                    continue; 
                } 
 
                datatypes.put(head, body); 
                content = content.substring(content.indexOf(">", 
content.indexOf(">")+1)+1); 
            } 
        } 
 
        return datatypes; 
    } 
 
 
 
/* 
* hellehi: Map datatypes to datacategories defined in privacyconfig.xml 
**********************************************************************/ 
    String getDataCategory(String datatype, String method) { 
        Element methd, meth; 



        List managedservices, methodes; 
        XPath xpath; 
        logger.debug("mapping datatype to category"); 
        method = method.substring(1);                   //remove '/' 
        try{ 
            String query = 
"//managedservices/managedservice/webmethod[@name=\"" + method + 
"\"]/datatypes/datatype[@name=\""+ datatype + "\"]"; 
             xpath = new JDOMXPath(query); 
        }catch(JaxenException e){ 
            return ""; 
        } 
        try{ 
            meth = (Element) xpath.selectSingleNode(configuration); 
        }catch(JaxenException e){ 
            return""; 
        } 
 
 
        return meth.getAttributeValue("datacategory"); 
    } 
} 
 

*Action 
Each *Action class have a method build*(Element e) which was altered during the work on 
this thesis. Element e is the result of an XPath query of the policy file. Below is an example 
from the PurposeAction class. The same changes were made to all other *Action classes.  
 
/* 
* method for creating and initialising Purpose objects 
* e points to a purpose element of the policy file 
*****************************************************/ 
public static Purpose buildPurpose(Element e) { 
        Purpose purpose = new Purpose(); 
 
        /*added by hellehi*/ 
        purpose = 
(Purpose)EpalDescribedObjectAction.buildEpalDescribedObject(purpose, e); 
        purpose.setId(e.getAttributeValue("refid")); 
 
        return purpose; 
    } 
 
 

Configuration 
This piece of conde was altered in Configuration class for retrieving the name of a service 
protected by Carnival 
 
//get name.. 
        String getNameQuery = "managedservices/managedservice/@name"; 
        xpath = new JDOMXPath(getNameQuery); 
        Attribute servicename = (Attribute) xpath.selectSingleNode(doc); 
        result.setName(servicename.getValue()); 
 
 

Minor changes 
In addition to the changes presented above, some minor changes were made. These were 
mostly changing hard coded settings of Carnival such as the forward address, and user 
category, purpose etc. some examples are shown below. 
 
 



Set forward address (main): 
 
proxyhandler.addProxyForward("", "pcd38.ad.nr.no", 8080, 
"/webservice/memberInfoBean", privacyinterceptor); 
 
Set port number (main): 
 
listener.setPort(8090); 
 
Set purpose (PrivacyInterceptor): 
 
Purpose p = new Purpose("alter_member"); 
 
Set user category (PrivacyInterceptor): 
 
usercategories.add(new UserCategory("membershipServiceEmployee")); 
User user = new User(username, username, usercategories); 
 
Set action (DummyEPALRuleEngine): 
 
Action action = new Action(); 
action.setId("read"); 
 



 



Appendix B 
This appendix contains UML diagram and source code of the demo application. 

NAFlib 

UML diagram 

 



no.nr.hellehi.naf 

Assistance.java 
package no.nr.hellehi.naf; 
 
import java.util.*; 
 
public  class Assistance { 
 private String referenceNr; 
 private Member member; 
 private Car vehicle; 
 private Calendar dateOfAccident; 
 private String location; 
 private String towedTo; 
 private String cause; 
 private String comment; 
 private String salvager; 
  
 public Assistance(){ 
  
 } 
  
 public Assistance(String ref, Member member, Car vehicle, Calendar 
date, String location, String towed,  
 String cause, String comment, String salvager){ 
  this.referenceNr=ref; 
  this.member=member; 
  this.vehicle=vehicle; 
  this.dateOfAccident=date; 
  this.location=location; 
  this.cause=cause; 
  this.towedTo=towed; 
  this.salvager=salvager; 
 } 
  
 public void setReferenceNr(String ref){ 
  this.referenceNr=ref; 
 } 
  
 public String getReferenceNr(){ 
  return this.referenceNr; 
 } 
  
 public void setMember(Member member){ 
  this.member=member; 
 } 
  
 public Member getMember(){ 
  return this.member; 
 } 
  
 public void setVehicle(Car car){ 
  this.vehicle=car; 
 } 
  
 public Car getVehicle(){ 
  return this.vehicle; 
 } 
  
 public void setDateOfAccident(Calendar date){ 
  this.dateOfAccident=date; 
 } 
  
 public Calendar getDateOfAccident(){ 
  return this.dateOfAccident; 
 } 
  



 public void setLocation(String location){ 
  this.location=location; 
 } 
  
 public String getLocation(){ 
  return this.location; 
 } 
  
 public void setTowedTo(String towed){ 
  this.towedTo=towed; 
 } 
  
 public String getTowedTo(){ 
  return this.towedTo; 
 } 
  
 public void setCause(String cause){ 
  this.cause=cause; 
 } 
  
 public String getCause(){ 
  return this.cause; 
 } 
  
 public void setComment(String comment){ 
  this.comment=comment; 
 } 
  
 public String getComment(){ 
  return this.comment; 
 } 
  
 public void setSalvager(String salvager){ 
  this.salvager=salvager; 
 } 
  
 public String getSalvager(){ 
  return this.salvager; 
 } 
  
} 



Booking.java 
package no.nr.hellehi.naf; 
 
import java.sql.Timestamp; 
 
public class Booking{ 
 private String bookingID; 
 private Timestamp time; 
 private Test test; 
 private Member member; 
 private boolean booked; 
 private Car vehicle; 
 private Garage garage; 
  
 public Booking(){ 
  
 } 
  
 public Booking(String bookingID, Timestamp time, Test test, Member 
member, boolean booked,  
 Car vehicle, Garage garage){ 
  this.bookingID =bookingID; 
  this.time=time; 
  this.test=test; 
  this.member=member; 
  this.booked=booked; 
  this.vehicle=vehicle; 
  this.garage=garage; 
 } 
  
 public void setBookingID(String id){ 
  this.bookingID=id; 
 } 
  
 public String getBookingID(){ 
  return this.bookingID; 
 } 
  
 public void setTime(Timestamp time){ 
  this.time=time; 
 } 
  
 public Timestamp getTime(){ 
  return this.time; 
 } 
  
 public void setTest(Test test){ 
  this.test=test; 
 } 
  
 public Test getTest(){ 
  return this.test; 
 } 
  
 public void setMember(Member member){ 
  this.member=member; 
 } 
  
 public Member getMember(){ 
  return this.member; 
 } 
  
 public void setBooked(boolean booked){ 
  this.booked=booked; 
 } 
  
 public boolean getBooked(){ 
  return this.booked; 



 } 
  
 public void setVehicle(Car vehicle){ 
  this.vehicle=vehicle; 
 } 
  
 public Car getVehicle(){ 
  return this.vehicle; 
 } 
  
 public void setGarage(Garage garage){ 
  this.garage=garage; 
 } 
  
 public Garage getGarage(){ 
  return this.garage; 
 } 
   
} 



Car.java 
package no.nr.hellehi.naf; 
 
public class Car{ 
 private String registrationNr; 
 private String model; 
 private String type; 
 private String year; 
 private String color; 
 private String insuranceCompany; 
  
 public Car(){ 
  
 } 
  
 public Car(String regnr, String model, String type, String year, 
String color, String insurance){ 
  this.registrationNr=regnr; 
  this.model=model; 
  this.type=type; 
  this.year=year; 
  this.color=color; 
  this.insuranceCompany=insurance; 
 } 
  
 public void setRegistrationNr(String regnr){ 
  this.registrationNr=regnr; 
 } 
  
 public String getRegistrationNr(){ 
  return this.registrationNr; 
 } 
  
 public void setModel(String model){ 
  this.model=model; 
 } 
  
 public String getModel(){ 
  return this.model; 
 } 
  
 public void setType(String type){ 
  this.type=type; 
 } 
  
 public String getType(){ 
  return this.type; 
 } 
  
 public void setYear(String year){ 
  this.year=year; 
 } 
  
 public String getYear(){ 
  return this.year; 
 } 
  
 public void setColor(String color){ 
  this.color=color; 
 } 
  
 public String getColor(){ 
  return this.color; 
 } 
  
 public void setInsuranceCompany(String insurance){ 
  this.insuranceCompany=insurance; 
 } 



  
 public String getInsuranceCompany(){ 
  return this.insuranceCompany; 
 } 
  
} 



Garage.java 
package no.nr.hellehi.naf; 
 
public class Garage{ 
 private String garageId; 
 private String garage; 
  
 public Garage(){ 
  this.garageId="1"; 
  this.garage="default"; 
 } 
  
 public Garage(String garageId, String garage){ 
  this.garageId=garageId; 
  this.garage=garage; 
 } 
  
 public void setGarageId(String garageId){ 
  this.garageId=garageId; 
 } 
  
 public void setGarage(String garage){ 
  this.garage=garage; 
 } 
  
 public String getGarageId(){ 
  return this.garageId; 
 } 
  
 public String getGarage(){ 
  return this.garage; 
 } 
 
 
} 



Member.java 
package no.nr.hellehi.naf; 
 
import java.util.*; 
import java.util.Calendar; 
/** 
 * Objects of this class represent members 
 */ 
public class Member{  
 private String membershipnr; 
 private String firstName; 
 private String lastName; 
 private String adress; 
 private String postnr; 
        private String postadress; 
 private Calendar dateOfBirth; 
 private String phone; 
        private MemberHistory history; 
  
         
 public Member(){ 
             
 } 
  
 public Member(String membershipnr, String firstName, String lastName, 
String adress, String postnr, Calendar dateOfBirth,  
 String phone, String postadress, MemberHistory history){ 
  this.membershipnr=membershipnr; 
  this.firstName=firstName; 
  this.lastName=lastName; 
  this.adress=adress; 
  this.postnr=postnr; 
  this.dateOfBirth=dateOfBirth; 
  this.phone=phone; 
                this.history=history; 
                this.postadress=postadress; 
 }  
  
 public void setMembershipnr(String membershipnr){ 
  this.membershipnr=membershipnr; 
 } 
  
 public String getMembershipnr(){ 
  return this.membershipnr; 
 } 
  
 public void setFirstName(String firstName){ 
  this.firstName=firstName; 
 } 
  
 public String getFirstName(){ 
                return this.firstName; 
 } 
  
 public void setLastName(String lastName){ 
  this.lastName=lastName; 
 } 
  
 public String getLastName(){ 
  return this.lastName; 
 } 
  
 public void setAdress(String adress){ 
  this.adress=adress; 
 } 
  
 public String getAdress(){ 
  return this.adress; 



 } 
  
 public void setPostnr(String postCode){ 
  this.postnr=postCode; 
 } 
  
 public String getPostnr(){ 
  return this.postnr; 
 } 
    
 public void setDateOfBirth(Calendar dateOfBirth){ 
  this.dateOfBirth=dateOfBirth; 
 }   
  
 public Calendar getDateOfBirth(){ 
  return this.dateOfBirth; 
 } 
    
 public void setPhone(String phone){ 
  this.phone=phone; 
 } 
 
 public String getPhone(){ 
  return this.phone; 
 }  
         
        public void setHistory(MemberHistory history){ 
            this.history=history; 
        } 
         
        public MemberHistory getHistory(){ 
            return this.history; 
        } 
         
        public void setPostadress(String postadress){ 
  this.postadress=postadress; 
 } 
 
 public String getPostadress(){ 
  return this.postadress; 
 }  
         
} 



MemberHistory.java 
package no.nr.hellehi.naf; 
import java.util.Calendar; 
 
 
public class MemberHistory{ 
        private static final long serialVersionUID=1; 
 private String refnr; 
 private Membership membership; 
 private Calendar enrollmentDate; 
 private Calendar paimentDate; 
  
 public MemberHistory(){ 
  
 } 
  
 public MemberHistory(String refnr,  Membership membership, Calendar 
enroll, Calendar paiment){ 
  this.refnr=refnr; 
  this.membership=membership; 
  this.enrollmentDate=enroll; 
  this.paimentDate=paiment; 
 } 
  
 public void setRefnr(String refnr){ 
  this.refnr=refnr; 
 } 
  
 public String getRefnr(){ 
  return this.refnr; 
 } 
   
 public void setMembership(Membership membership){ 
  this.membership=membership; 
 } 
  
 public Membership getMembership(){ 
  return this.membership; 
 } 
  
 public void setEnrollmentDate(Calendar enroll){ 
  this.enrollmentDate=enroll; 
 } 
  
 public Calendar getEnrollmentDate(){ 
  return this.enrollmentDate; 
 } 
  
 public void setPaimentDate(Calendar paiment){ 
  this.paimentDate=paiment; 
 } 
  
 public Calendar getPaimentDate(){ 
  return this.paimentDate; 
 } 
} 



Membership.java 
package no.nr.hellehi.naf; 
 
public class Membership { 
    private String membershipID; 
    private String membershipType; 
     
    /** Creates a new instance of Membership */ 
    public Membership() { 
    } 
    public Membership(String membershipID, String membershipType){ 
        this.membershipID=membershipID; 
        this.membershipType=membershipType; 
    } 
     
    public void setMembershipID(String membershipID){ 
        this.membershipID=membershipID; 
    } 
     
    public void setMembershipType(String membershipType){ 
        this.membershipType=membershipType; 
    } 
     
    public String getMembershipID(){ 
        return this.membershipID; 
    } 
     
    public String getMembershipType(){ 
        return this.membershipType; 
    } 
 
} 



Test.java 
package no.nr.hellehi.naf; 
 
import java.util.Calendar; 
         
public class Test{ 
 private String testNr; 
 private String testType; 
        private Calendar duration;  
 
 public Test(){ 
  
 } 
  
 public Test(String testNr, String testType, Calendar duration){ 
  this.testNr=testNr; 
  this.testType=testType; 
  this.duration=duration; 
 } 
  
 public void setTestNr(String testnr){ 
  this.testNr=testnr; 
 } 
  
 public String getTestNr(){ 
  return this.testNr; 
 } 
  
 public void setTestType(String testType){ 
  this.testType=testType; 
 } 
  
 public String getTestType(){ 
  return this.testType; 
 } 
  
 public void setDuration(Calendar duration){ 
  this.duration=duration; 
 } 
  
 public Calendar getDuration(){ 
  return this.duration; 
 } 
 
} 



NAFBean 

MemberInfoBean.java 
package no.nr.hellehi.naf; 
 
import javax.ejb.*; 
import java.util.Date; 
import java.util.Calendar; 
import java.util.*; 
 
/** 
 * This is the bean class for the memberInfoBean enterprise bean. 
 * Created 06.sep.2005 12:47:31 
 * @author hellehi 
 */ 
public class memberInfoBean implements javax.ejb.SessionBean { 
    private javax.ejb.SessionContext context; 
    Member member,member1, member2; 
    Membership m; 
    boolean chosenMember=false; 
    MemberHistory hh; 
    Calendar d,dd; 
     
    // <editor-fold defaultstate="collapsed" desc="EJB infrastructure 
methods. Click the + sign on the left to edit the code."> 
    // TODO Add code to acquire and use other enterprise resources 
(DataSource, JMS, enterprise bean, Web services) 
    // TODO Add business methods or web service operations 
    /** 
     * @see 
javax.ejb.SessionBean#setSessionContext(javax.ejb.SessionContext) 
     */ 
    public void setSessionContext(javax.ejb.SessionContext aContext) { 
        context = aContext; 
    } 
     
    /** 
     * @see javax.ejb.SessionBean#ejbActivate() 
     */ 
    public void ejbActivate() { 
         
    } 
     
    /** 
     * @see javax.ejb.SessionBean#ejbPassivate() 
     */ 
    public void ejbPassivate() { 
         
    } 
     
    /** 
     * @see javax.ejb.SessionBean#ejbRemove() 
     */ 
    public void ejbRemove() { 
         
    } 
 
    /** 
     * Web service operation. 
     * Returns the selected Member object 
     */ 
    public Member getTheMember() { 
        m=new Membership(); 
        m.setMembershipType("membership without roadside assistance 
coverage"); 
        d=Calendar.getInstance(); 
        d.set(2004,10,8); 



        dd=Calendar.getInstance(); 
        dd.set(2004,10,12);         
         
        hh=new MemberHistory(); 
        hh.setRefnr("1"); 
        hh.setMembership(m); 
        hh.setEnrollmentDate(d); 
        hh.setPaimentDate(dd); 
         
        member1=new Member(); 
        member1.setMembershipnr("22"); 
        member1.setFirstName("Ola"); 
        member1.setLastName("Normann"); 
        member1.setHistory(hh); 
        member1.setPhone("22222222"); 
        member1.setAdress("testveien 1"); 
        member1.setPostnr("0660"); 
        return member1; 
    } 
     
    /** 
     * Web service operation which  
     * fake search operation pretending to do a regular  
     * search in a database 
     */ 
    public Member findMember(java.lang.String membershipnr) { 
        /*if(membershipnr== null)return member2;   
        if(membershipnr.equals(member1.getMembershipnr())){ 
            this.member=member1; 
            return member1; 
        }else{ 
            this.member=member2; 
            return member2; 
        }*/ 
        m=new Membership(); 
        m.setMembershipType("membership without roadside assistance 
coverage"); 
        d=Calendar.getInstance(); 
        d.set(2004,10,8); 
        dd=Calendar.getInstance(); 
        dd.set(2004,10,12);         
         
        hh=new MemberHistory(); 
        hh.setRefnr("1"); 
        hh.setMembership(m); 
        hh.setEnrollmentDate(d); 
        hh.setPaimentDate(dd); 
         
        member1=new Member(); 
        member1.setMembershipnr("22"); 
        member1.setFirstName("Ola"); 
        member1.setLastName("Normann"); 
        member1.setHistory(hh); 
        member1.setPhone("22222222"); 
        member1.setAdress("testveien 1"); 
        member1.setPostnr("0660"); 
         
        return member1; 
         
    } 
 
    /** 
     * Web service operation,  
     * set the boolean variable chosenMember which indicates if a member is 
selected or not 
     */ 
    public void setChosenMember(boolean member) { 
        this.chosenMember=member; 
    } 
 



    /** 
     * Web service operation, 
     * returns the value of the boolean variable chosenMember which 
indicates  
     * wheter or not a member is selected  
     */ 
    public boolean getChosenMember()  
        return chosenMember; 
    } 
  
    
     
    // </editor-fold> 
     
    /** 
     * See section 7.10.3 of the EJB 2.0 specification 
     * See section 7.11.3 of the EJB 2.1 specification 
     */ 
    public void ejbCreate() { 
        // TODO implement ejbCreate if necessary, acquire resources 
        // This method has access to the JNDI context so resource 
aquisition 
        // spanning all methods can be performed here such as home 
interfaces 
        // and data sources. 
                
       
         
    } 
     
     
     
    // Add business logic below. (Right-click in editor and choose 
    // "EJB Methods > Add Business Method" or "Web Service > Add Operation") 
     
     
     
} 
 



MemberInfoBean.wsdl 
<?xml version="1.0" encoding="UTF-8"?><definitions 
xmlns="http://schemas.xmlsoap.org/wsdl/" 
xmlns:tns="urn:memberInfoBean/wsdl" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:ns2="urn:memberInfoBean/types" 
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" name="memberInfoBean" 
targetNamespace="urn:memberInfoBean/wsdl"> 
  <types> 
    <schema xmlns="http://www.w3.org/2001/XMLSchema" 
xmlns:tns="urn:memberInfoBean/types" xmlns:soap11-
enc="http://schemas.xmlsoap.org/soap/encoding/" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" 
targetNamespace="urn:memberInfoBean/types"> 
      <complexType name="findMember"> 
        <sequence> 
          <element name="String_1" type="string" 
nillable="true"/></sequence></complexType> 
      <complexType name="findMemberResponse"> 
        <sequence> 
          <element name="result" type="tns:Member" 
nillable="true"/></sequence></complexType> 
      <complexType name="Member"> 
        <sequence> 
          <element name="adress" type="string" nillable="true"/> 
          <element name="dateOfBirth" type="dateTime" nillable="true"/> 
          <element name="firstName" type="string" nillable="true"/> 
          <element name="history" type="tns:MemberHistory" 
nillable="true"/> 
          <element name="lastName" type="string" nillable="true"/> 
          <element name="membershipnr" type="string" nillable="true"/> 
          <element name="phone" type="string" nillable="true"/> 
          <element name="postadress" type="string" nillable="true"/> 
          <element name="postnr" type="string" 
nillable="true"/></sequence></complexType> 
      <complexType name="MemberHistory"> 
        <sequence> 
          <element name="enrollmentDate" type="dateTime" nillable="true"/> 
          <element name="membership" type="tns:Membership" 
nillable="true"/> 
          <element name="paimentDate" type="dateTime" nillable="true"/> 
          <element name="refnr" type="string" 
nillable="true"/></sequence></complexType> 
      <complexType name="Membership"> 
        <sequence> 
          <element name="membershipID" type="string" nillable="true"/> 
          <element name="membershipType" type="string" 
nillable="true"/></sequence></complexType> 
      <complexType name="getChosenMember"> 
        <sequence/></complexType> 
      <complexType name="getChosenMemberResponse"> 
        <sequence> 
          <element name="result" type="boolean"/></sequence></complexType> 
      <complexType name="getTheMember"> 
        <sequence/></complexType> 
      <complexType name="getTheMemberResponse"> 
        <sequence> 
          <element name="result" type="tns:Member" 
nillable="true"/></sequence></complexType> 
      <complexType name="setChosenMember"> 
        <sequence> 
          <element name="boolean_1" 
type="boolean"/></sequence></complexType> 
      <element name="findMember" type="tns:findMember"/> 
      <element name="findMemberResponse" type="tns:findMemberResponse"/> 
      <element name="getChosenMember" type="tns:getChosenMember"/> 



      <element name="getChosenMemberResponse" 
type="tns:getChosenMemberResponse"/> 
      <element name="getTheMember" type="tns:getTheMember"/> 
      <element name="getTheMemberResponse" 
type="tns:getTheMemberResponse"/> 
      <element name="setChosenMember" 
type="tns:setChosenMember"/></schema></types> 
  <message name="memberInfoBeanSEI_findMember"> 
    <part name="parameters" element="ns2:findMember"/></message> 
  <message name="memberInfoBeanSEI_findMemberResponse"> 
    <part name="result" element="ns2:findMemberResponse"/></message> 
  <message name="memberInfoBeanSEI_getChosenMember"> 
    <part name="parameters" element="ns2:getChosenMember"/></message> 
  <message name="memberInfoBeanSEI_getChosenMemberResponse"> 
    <part name="result" element="ns2:getChosenMemberResponse"/></message> 
  <message name="memberInfoBeanSEI_getTheMember"> 
    <part name="parameters" element="ns2:getTheMember"/></message> 
  <message name="memberInfoBeanSEI_getTheMemberResponse"> 
    <part name="result" element="ns2:getTheMemberResponse"/></message> 
  <message name="memberInfoBeanSEI_setChosenMember"> 
    <part name="parameters" element="ns2:setChosenMember"/></message> 
  <portType name="memberInfoBeanSEI"> 
    <operation name="findMember"> 
      <input message="tns:memberInfoBeanSEI_findMember"/> 
      <output 
message="tns:memberInfoBeanSEI_findMemberResponse"/></operation> 
    <operation name="getChosenMember"> 
      <input message="tns:memberInfoBeanSEI_getChosenMember"/> 
      <output 
message="tns:memberInfoBeanSEI_getChosenMemberResponse"/></operation> 
    <operation name="getTheMember"> 
      <input message="tns:memberInfoBeanSEI_getTheMember"/> 
      <output 
message="tns:memberInfoBeanSEI_getTheMemberResponse"/></operation> 
    <operation name="setChosenMember"> 
      <input 
message="tns:memberInfoBeanSEI_setChosenMember"/></operation></portType> 
  <binding name="memberInfoBeanSEIBinding" type="tns:memberInfoBeanSEI"> 
    <soap:binding transport="http://schemas.xmlsoap.org/soap/http" 
style="document"/> 
    <operation name="findMember"> 
      <soap:operation soapAction=""/> 
      <input> 
        <soap:body use="literal"/></input> 
      <output> 
        <soap:body use="literal"/></output></operation> 
    <operation name="getChosenMember"> 
      <soap:operation soapAction=""/> 
      <input> 
        <soap:body use="literal"/></input> 
      <output> 
        <soap:body use="literal"/></output></operation> 
    <operation name="getTheMember"> 
      <soap:operation soapAction=""/> 
      <input> 
        <soap:body use="literal"/></input> 
      <output> 
        <soap:body use="literal"/></output></operation> 
    <operation name="setChosenMember"> 
      <soap:operation soapAction=""/> 
      <input> 
        <soap:body use="literal"/></input></operation></binding> 
  <service name="MemberInfoBean"> 
    <port name="memberInfoBeanSEIPort" 
binding="tns:memberInfoBeanSEIBinding"> 
      <soap:address 
location="http://pcd38.ad.nr.no:8080/webservice/memberInfoBean" 
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"/></port></service></definitio
ns> 



NAFWebClient 

index.jsp 
<%@page contentType="text/html"%> 
<%@page pageEncoding="UTF-8"%> 
 
<%-- 
<%@taglib uri="http://java.sun.com/jsp/jstl/core" prefix="c"%>  
--%> 
 
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
   "http://www.w3.org/TR/html4/loose.dtd"> 
 
<html> 
    <head> 
        <meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 
        <title>NAF 
        </title> 
    </head> 
    <body> 
 
    <%--Home  --%> 
<%@ page language="java" %> 
    <p> 
    <%= new java.util.Date() %> 
    </p> 
    <a href="ms.jsp">Membership services</a><br> 
    <a href="ec.jsp">Emergency central</a><br> 
    <a href="ms.jsp">Booking</a><br> 
     
    </body> 
</html> 



findMember.jsp 
<%@page contentType="text/html"%> 
<%@page pageEncoding="UTF-8"%> 
<%@page import="java.beans.*"%> 
<%@page import="java.util.*"%> 
<%@page import="no.nr.hellehi.naf.*"%> 
 
<jsp:useBean id="nafBean" class="no.nr.hellehi.naf.memberInfoBean" 
scope="session"> 
</jsp:useBean>                 
                    
<%  
out.println("<form action=\""+request.getRequestURL()+"\">"); 
Member m; 
String submit, first, last; 
int i; 
boolean test; 
MemberHistory hist; 
Membership membership; 
Calendar d; 
Object o; 
hist=new MemberHistory(); 
m=nafBean.getTheMember(); 
submit=request.getParameter("membershipnr"); 
test=nafBean.getChosenMember(); 
if(submit!=null && !test){ 
  m=nafBean.findMember(submit); 
  first=m.getFirstName(); 
  last=m.getLastName(); 
  nafBean.setChosenMember(true); 
  out.println("<a 
href=\""+request.getRequestURL()+"\">"+last+","+first+"</a>"); 
}else if(test){ 
  first=m.getFirstName(); 
  last=m.getLastName(); 
  hist=m.getHistory(); 
  membership=hist.getMembership(); 
  out.println("<table><tr><td><b>Name: </b></td><td>"); 
  out.println(first+" "+last+"</td></tr>"); 
  out.println("<tr><td><b>Adress:</b></td><td>"+m.getAdress()+"</td></tr>"); 
  out.println("<tr><td><b>Post code: </b></td><td>"+m.getPostnr()+" 
"+"</td></tr>"); 
  out.println("<tr><td><b>Membership: 
</b></td><td>"+membership.getMembershipType()+"</td></tr>");                          
  d=hist.getEnrollmentDate(); 
  out.println("<tr><td><b>Enrolment date: </b></td><td>"); 
out.println(d.get(d.DATE)+"."+d.get(d.MONTH)+"."+d.get(d.YEAR)+"</td></tr>"
  ); 
  d=hist.getPaimentDate(); 
  out.println("<tr><td><b>Payment date: </b></td><td>");  
out.println(d.get(d.DATE)+"."+d.get(d.MONTH)+"."+d.get(d.YEAR)+"</td></tr><    
/table>"); 
out.println("</table>"); 
 
}else{ 
%> 
<h3>Member:</h3> 
  <table> 
    <tr> 
      <td align="right">Membership nr: </td> 
      <td><input type="text" name="membershipnr"></input></td> 
      <td align="right"> </td> 
      <td> </td> 
    </tr> 
    <tr> 
      <td align="right">First name:</td> 
      <td><input type="text" name="firstname"></input></td> 
      <td align="right">Last name:</td> 



      <td><input type="text" name="lastname"></input></td> 
    </tr> 
    <tr> 
      <td align="right">Adress:</td> 
      <td><input type="text" name="adress"></input></td> 
    </tr> 
    <tr> 
      <td align="right">Post Code:</td> 
      <td><input type="text" name="postcode" size="4"></input></td> 
      <td align="right">Post Adress:</td> 
      <td><input type="text" name="postadress"></input></td> 
    </tr> 
    <tr> 
      <td><input type="submit" value="search"></td> 
    </tr> 
  </table> 
<% 
 
}//end else 
%> 
</form> 
</form>



ms.jsp 
<%@page contentType="text/html"%> 
<%@page pageEncoding="UTF-8"%> 
 
 
<%@taglib uri="http://java.sun.com/jsp/jstl/core" prefix="c"%>  
--%> 
 
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
   "http://www.w3.org/TR/html4/loose.dtd"> 
 
<html> 
    <head> 
        <meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 
        <title>Membership services</title> 
    </head> 
    <body> 
    <h1><i>Membership services</i></h1> 
    <p> 
    <a href="">enroll new member</a> - <a href="">alter membership</a> - <a 
href="">dismiss member</a> - <a href="index.jsp">menu</a> 
    <p> 
    <hr> 
    <p> 
     
    <jsp:include page="findMember.jsp" /> 
     
    </body> 
</html> 



ec.jsp 
<%@page contentType="text/html"%> 
<%@page pageEncoding="UTF-8"%> 
<%@page import="no.nr.hellehi.naf.*"%> 
<%@page import="java.beans.*"%> 
<%-- 
<%@taglib uri="http://java.sun.com/jsp/jstl/core" prefix="c"%>  
--%> 
 
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
   "http://www.w3.org/TR/html4/loose.dtd"> 
 
    <%! 
    public String getDateToday(){ 
        java.util.Date d=new java.util.Date(); 
        String s= d.toString(); 
        return s; 
    } 
       %> 
<jsp:useBean id="nafBean" class="no.nr.hellehi.naf.memberInfoBean" 
scope="session"> 
 
   <% nafBean.ejbCreate(); %> 
       </jsp:useBean> 
       <html> 
         <head> 
           <meta http-equiv="Content-Type" content="text/html; charset=UTF-
8"> 
           <title>Emergency central</title> 
         </head> 
         <body> 
         <h1><i>Emergency central</i></h1> 
         <p> 
         <a href="">open file</a> - <a href="">dismiss</a> - <a 
href="index.jsp">menu</a> 
         <p><hr> 
           <form> 
             <table width="100%"> 
               <tr> 
                 <td align="right">Date:</td> 
                 <td><input type="text" name="date" value="<%=getDateToday() 
%>"></input></td> 
               </tr> 
               <tr> 
                 <td> 
                   <table width="50%" border="0" cellspacing="0"> 
                     <tr> 
                       <td align="right">Registration number:</td> 
                       <td><input type="text"></input></td> 
                     </tr> 
                     <tr> 
                       <td align="right">Model:</td> 
                       <td><input type="text" name="model"></input></td>     
                       <td align="right">Type:</td> 
                       <td><input type="text" name="type"></input></td> 
                     </tr> 
                     <tr> 
                       <td align="right">Year:</td> 
                       <td><input type="text" name="year"></input></td> 
                       <td align="right">Color:</td> 
                       <td><input type="text" name="color"></input></td> 
                     </tr> 
                     <tr> 
                       <td align="right">Insurance company:</td> 
                       <td><input type="text" 
name="insurancecompany"></input></td> 
                     </tr> 
                   </table> 



                 </td> 
                 <td> 
                   <table width="50%"> 
                     <tr> 
                       <td align="right">Cause:</td> 
                       <td><input type="text" name="cause"></input></td> 
                       <td>Towed to:</td> 
                       <td><input type="text" name="towedto"></input></td> 
                     </tr> 
                     <tr> 
                       <td align="right">Salvager:</td> 
                       <td><input type="text" name="salvager"></input></td> 
                     <td></td> 
                     <td></td> 
                   </tr> 
                 </table> 
                 <table> 
                   <tr> 
                     <td align="right:">Comment:</td> 
                     <td><textarea name="comment" cols="45" 
rows="5"></textarea></td> 
                   </tr> 
                 </table> 
               </td> 
             </tr> 
           </table> 
           <hr> 
           <p> 
           <jsp:include page="findMember.jsp" /> 
           <hr> 
           <input type="button" value="Register"> 
           </form> 
         </body> 
      </html> 



bk.jsp 
<%@page contentType="text/html"%> 
<%@page pageEncoding="UTF-8"%> 
<%-- 
The taglib directive below imports the JSTL library. If you uncomment it, 
you must also add the JSTL library to the project. The Add Library... 
action 
on Libraries node in Projects view can be used to add the JSTL 1.1 library. 
--%> 
<%-- 
<%@taglib uri="http://java.sun.com/jsp/jstl/core" prefix="c"%>  
--%> 
 
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
   "http://www.w3.org/TR/html4/loose.dtd"> 
<jsp:useBean id="nafBean" class="no.nr.hellehi.naf.memberInfoBean" 
scope="session"> 
 
   <% nafBean.ejbCreate(); %> 
 
</jsp:useBean> 
<html> 
    <head> 
        <meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 
        <title>Booking</title> 
    </head> 
    <body> 
 
    <h1><i>Booking</i></h1> 
    <p> 
    <a href="">open file</a> - <a href="">dismiss</a> - <a 
href="index.jsp">menu</a> 
    <p> 
    <hr> 
    <p> 
    <table> 
      <tr> 
        <td> 
          <table> 
            <tr> 
              <td>Date:</td> 
              <td><input type="text"></input></td> 
            </tr> 
            <tr> 
              <td>Test:</td> 
              <td><select name="Test"> 
                <option value="Periodically">Periodically vehicle control  
                <option value="Test">Test 
                </select> 
              </td> 
            </tr> 
            <tr> 
              <td>Garage:</td> 
              <td> 
              <select name="garage"> 
              <option value="Oslo">Oslo  
              <option value="Bergen">Bergen 
              </select> 
              </td> 
            </tr> 
            <tr> 
              <td>Comments:</td> 
              <td><input type="text"></input></td> 
            </tr> 
          </table> 
        </td> 
        <td> 
          <table> 



            <tr> 
              <td>Registration number:</td> 
              <td><input type="text"></input></td> 
            </tr> 
            <tr> 
              <td>Vehicle:</td> 
              <td><input type="text"></input></td> 
            </tr> 
            <tr> 
              <td>Model:</td> 
              <td><input type="text"></input></td> 
            </tr> 
            <tr> 
              <td>Year of make:</td> 
              <td><input type="text"></input></td> 
            </tr> 
          </table> 
        </td> 
    </tr> 
  </table> 
  <hr> 
    <jsp:include page="findMember.jsp" /> 
</body> 
</html> 
 
 



Appendix C 
This appendix contains configuration files and EPAL files such as vocabulary.xml, policy.xml, 
privacyconfig.xml and the altered WSDL file used to generate a client to connect to Carnival. 
 

vocabulary.xml 
<?xml version="1.0" encoding="UTF-8"?> 
<epal-vocabulary> 
    <vocabulary-information id="NAFvocabulary"> 
     <short-description language="en">short-description</short-description> 
    <long-description language="en">long-description</long-description> 
    <issuer> 
      <name>Helle Hiorth-Schoyen</name> 
      <organization>organization</organization> 
      <e-mail>e-mail</e-mail> 
      <address>address</address> 
      <country>Norway</country> 
    </issuer> 
    <location>http://www.ibm.com</location> 
    <version-info end-date="2004-10-06T12:00:00" last-modified="2004-10-
06T12:00:00"  
      revision-number="" start-date="2004-10-06T12:00:00" test="false"/> 
 
 
  </vocabulary-information> 
 
<!--user-categories --> 
 
 <user-category id="membershipServiceEmployee" parent=""> 
  <short-description></short-description> 
  <long-description>Employees at the department for membership 
services</long-description>  
  <property id=""> 
   <value>some value</value> 
  </property> 
 </user-category> 
 
 <user-category id="bookingEmployee" parent=""> 
  <short-description></short-description> 
  <long-description>Employees at the booking central</long-
description>  
  <property id=""> 
   <value>some value</value> 
  </property> 
 </user-category> 
 
 <user-category id="emergencyCentralEmployee" parent=""> 
  <short-description></short-description> 
  <long-description>Employees at the emergency central</long-
description>  
  <property id=""> 
   <value>some value</value> 
  </property> 
 </user-category> 
 
 <user-category id="anyOther" parent=""> 
  <short-description></short-description> 
  <long-description> 
  All user categories that are not explicitly defined 
  </long-description>  
  <property id=""> 
   <value>some value</value> 
  </property> 
 </user-category> 
<!--end user-categories--> 



 
<!--Data categories--> 
 
    <data-category id="assistance_data" parent=""> 
        <short-description language="en"/> 
        <long-description language="en">Data concerning the assistances, 
location, cause etc</long-description> 
    </data-category> 
    <data-category id="booking_data" parent=""> 
        <short-description language="en"/> 
        <long-description language="en">data concerning booked tests, 
        both to be done and already carried out</long-description> 
    </data-category> 
    <data-category id="membership_data" parent=""> 
        <short-description language="en"/> 
        <long-description language="en">data concerning the membership, 
name, address etc</long-description> 
    </data-category> 
    <data-category id="payment_history" parent=""> 
        <short-description language="en"/> 
        <long-description language="en">History of payment for the 
membership</long-description> 
    </data-category> 
 
    <data-category id="otherData" parent=""> 
        <short-description language="en"/> 
        <long-description language="en"> 
        data that is not explicitly defined by this vocabulary, typically 
type of test, salvagers etc 
        </long-description> 
    </data-category> 
<!--end Data categories--> 
 
<!--Purposes--> 
 
 <purpose id="enroll" parent=""> 
        <short-description language="en"/> 
        <long-description language="en">Enroll new members, create new 
memberships</long-description> 
    </purpose> 
    <purpose id="alter_member" parent=""> 
        <short-description language="en"/> 
        <long-description language="en">Alter existing membership 
information</long-description> 
    </purpose> 
    <purpose id="assist" parent=""> 
        <short-description language="en">order roadside assistance</short-
description> 
        <long-description language="en"/> 
    </purpose> 
    <purpose id="booking" parent=""> 
        <short-description language="en">book time for test</short-
description> 
        <long-description language="en"/> 
    </purpose> 
         
<!--end Purposes--> 
 
<!--Actions--> 
 
 <action id="read"> 
        <short-description language="en">read occurences</short-
description> 
        <long-description language="en"/> 
    </action> 
    <action id="write"> 
        <short-description language="en">alter exsisting occurences</short-
description> 
        <long-description language="en"/> 
    </action> 



    <action id="create"> 
        <short-description language="en">create occurences</short-
description> 
        <long-description language="en"/> 
    </action> 
    <action id="delete"> 
        <short-description language="en">delete occurences</short-
description> 
        <long-description language="en"/> 
    </action> 
     
     
<!--end Actions-->  
 
<!--Containers--> 
<!--example of container for testing of the datasubjects preferences-->    
<!-- <container id="data_subject_info"> 
  <short-description>Information about the data subject</short-
description> 
  <long-description></long-description> 
  <attribute id="consent" 
  maxOccur="1" 
  minOccur="1" 
  simpleType="http://www.w3c.org/2001/XMLSchema#string"> 
  <short-description>Attribute describing if the member has given 
his or hers 
  consent to use assistance information concerning him or her to 
other purposes</short-description> 
  </attribute> 
 </container>   --> 
<!--end Containers-->   
  
</epal-vocabulary> 
<!--end vocabulary--> 



policy.xml 
<?xml version="1.0" encoding="UTF-8"?> 
<epal-policy default-ruling="deny" global-condition="" version="1.0"> 
    <policy-information id="NAFpolicy"> 
        <short-description language="en"> 
  Example EPAL policy 
        </short-description> 
        <long-description language="en"/> 
        <issuer> 
            <name/> 
            <organization/> 
            <Email/> 
            <address/> 
            <country/> 
        </issuer> 
        <location/> 
        <version-info/> 
    </policy-information> 
    <epal-vocabulary-ref id="NAFvocabulary" 
        location="" revision=""/> 
         
 <!--Conditions-->  
    <!--condition id="theMembersConsent"> 
  <short-description>Example condition</short-description> 
        <long-description>The member must have given his or hers consent 
before employees 
        at the booking central can see information about the members 
earlier assistances</long-description> 
        <evaluates-container refid="data_subject"/> 
        <xacml:Condition  
        xmlns:xacml="urn:oasis:names:tc:xacml:1.0:policy" 
        FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
   <xacml:Apply 
FunktionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only"> 
    <xacml:EnvironmentAttributeDesignator 
 
 AttributeId="urn:oasis:ibm:epal:attribute:data_subject_info:consent" 
   DataType="http://www.w3c.org/2001/XMLSchema#string"/> 
   </xacml:Apply> 
   <xacml:AttributeValue 
DataType="http://www.w3c.org/2001/XMLSchema#string">consent_given</xacml:At
tributeValue> 
        </xacml:Condition> 
    </condition>--> 
         
    <!--Rules-->     
 <rule id="enroll_member" ruling="allow"> 
  <short-description language="en"/> 
        <long-description language="en"> 
        A membership services employee must be able to enrol new members 
and there by create 
        a new payment history for that member  
        </long-description> 
        <user-category refid="membershipServiceEmployee"></user-category> 
        <data-category refid="membership_data"/> 
        <data-category refid="payment_history"/> 
        <purpose refid="enroll"/> 
        <action refid="create"/> 
 </rule> 
 <rule id="alter_membership_data" ruling="allow"> 
  <short-description language="en">alter membership data</short-
description> 
        <long-description language="en"> 
        A membership service employee must be able to alter information 
        on existing members 
        </long-description> 
        <user-category refid="membershipServiceEmployee"/> 
        <data-category refid="membership_data"/> 



        <data-category refid="payment_history"/> 
        <purpose refid="alter_member"/> 
        <action refid="write"/> 
        <action refid="read"/> 
        <action refid="delete"/> 
 </rule> 
  
 <rule id="see_membership" ruling="allow"> 
  <short-description language="en"/> 
        <long-description language="en"> 
        Booking employees and emergency central workers must be able to see 
membership information 
        when they are to book a test or order assistance for the member  
        </long-description> 
        <user-category refid="bookingEmployee"/> 
        <user-category refid="emergencyCentralEmployee"/> 
        <data-category refid="membership_data"/> 
        <purpose refid="assist"/> 
        <purpose refid="booking"/> 
        <action refid="read"/> 
 </rule> 
 
 <rule id="assistance_information" ruling="allow"> 
  <short-description language="en"/> 
        <long-description language="en"> 
        Employees at the emergency central must be able to order assistance 
for members, see, alter  
        and cancel existing orders 
        </long-description> 
        <user-category refid="emergencyCentralEmployee"/> 
        <user-category refid="multiEmployee"/> 
        <data-category refid="assistance_data"/> 
        <purpose refid="assist"/> 
        <action refid="read"/> 
        <action refid="write"/> 
        <action refid="create"/> 
 </rule> 
 <rule id="booking_information" ruling="allow"> 
  <short-description language="en"/> 
        <long-description language="en"> 
        Employees at the booking central must be able to book tests for 
members, alter and 
        cancel booked tests  
        </long-description> 
        <user-category refid="bookingEmployee"/> 
        <user-category refid="multiEmployee"/> 
        <data-category refid="booking_data"/> 
        <purpose refid="booking"/> 
        <action refid="read"/> 
        <action refid="write"/> 
        <action refid="create"/> 
 </rule> 
  
 <!--<rule id="assistance_info" ruling="allow"> 
  <short-description language="en"/> 
        <long-description language="en"> 
   Example of a rule containing a condition. 
        Employees at the booking central is allowed to see information 
about the members 
        assistances IF and only if the member has agreed to it 
        </long-description> 
        <user-category refid="bookingEmployee"/> 
        <user-category refid="multiEmployee"/> 
        <data-category refid="assistance_data"/> 
        <purpose refid="booking"/> 
        <condition refid="theMembersConsent"/> 
        <action refid="read"/> 
 </rule>--> 
     
    </epal-policy> 



privacyconfig.xml 
<?xml version="1.0" encoding="UTF-8"?> 
<managedservices 
uri="http://localhost:8080/webservice/memberInfoBean?WSDL"> 
  <managedservice name="MemberInfoBean"> 
    <webmethod name="findMember"> 
      <datatypes> 
        <datatype name="phone" datacategory="membership_data" /> 
        <datatype name="postnr" datacategory="membership_data" /> 
        <datatype name="postadress" datacategory="membership_data" /> 
        <datatype name="membershipID" datacategory="membership_data" /> 
        <datatype name="enrollmentDate" datacategory="payment_history" /> 
        <datatype name="refnr" datacategory="membership_data" /> 
        <datatype name="firstName" datacategory="membership_data" /> 
        <datatype name="lastName" datacategory="membership_data" /> 
        <datatype name="dateOfBirth" datacategory="membership_data" /> 
        <datatype name="membershipnr" datacategory="membership_data" /> 
        <datatype name="paimentDate" datacategory="payment_history" /> 
        <datatype name="adress" datacategory="membership_data" /> 
        <datatype name="membershipType" datacategory="membership_data" /> 
      </datatypes> 
    </webmethod> 
    <webmethod name="getChosenMember"> 
      <datatypes> 
        <datatype name="result" datacategory="membership_data" /> 
      </datatypes> 
    </webmethod> 
    <webmethod name="getTheMember"> 
      <datatypes> 
        <datatype name="phone" datacategory="membership_data" /> 
        <datatype name="postnr" datacategory="membership_data" /> 
        <datatype name="postadress" datacategory="membership_data" /> 
        <datatype name="membershipID" datacategory="membership_data" /> 
        <datatype name="enrollmentDate" datacategory="enrollmentDate" /> 
        <datatype name="refnr" datacategory="membership_data" /> 
        <datatype name="firstName" datacategory="membership_data" /> 
        <datatype name="lastName" datacategory="membership_data" /> 
        <datatype name="dateOfBirth" datacategory="membership_data" /> 
        <datatype name="membershipnr" datacategory="membership_data" /> 
        <datatype name="paimentDate" datacategory="payment_history" /> 
        <datatype name="adress" datacategory="membership_data" /> 
        <datatype name="membershipType" datacategory="membership_data" /> 
      </datatypes> 
    </webmethod> 
    <webmethod name="setChosenMember"> 
      <datatypes /> 
    </webmethod> 
  </managedservice> 
</managedservices> 



Altered MemberInfoBean.wsdl 
<?xml version="1.0" encoding="UTF-8"?><definitions 
xmlns="http://schemas.xmlsoap.org/wsdl/" 
xmlns:tns="urn:memberInfoBean/wsdl" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:ns2="urn:memberInfoBean/types" 
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" name="memberInfoBean" 
targetNamespace="urn:memberInfoBean/wsdl"> 
  <types> 
    <schema xmlns="http://www.w3.org/2001/XMLSchema" 
xmlns:tns="urn:memberInfoBean/types" xmlns:soap11-
enc="http://schemas.xmlsoap.org/soap/encoding/" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" 
targetNamespace="urn:memberInfoBean/types"> 
      <complexType name="findMember"> 
        <sequence> 
          <element name="String_1" type="string" 
nillable="true"/></sequence></complexType> 
      <complexType name="findMemberResponse"> 
        <sequence> 
          <element name="result" type="tns:Member" 
nillable="true"/></sequence></complexType> 
      <complexType name="Member"> 
        <sequence> 
          <element name="adress" type="string" nillable="true"/> 
          <element name="dateOfBirth" type="dateTime" nillable="true"/> 
          <element name="firstName" type="string" nillable="true"/> 
          <element name="history" type="tns:MemberHistory" 
nillable="true"/> 
          <element name="lastName" type="string" nillable="true"/> 
          <element name="membershipnr" type="string" nillable="true"/> 
          <element name="phone" type="string" nillable="true"/> 
          <element name="postadress" type="string" nillable="true"/> 
          <element name="postnr" type="string" 
nillable="true"/></sequence></complexType> 
      <complexType name="MemberHistory"> 
        <sequence> 
          <element name="enrollmentDate" type="dateTime" nillable="true"/> 
          <element name="membership" type="tns:Membership" 
nillable="true"/> 
          <element name="paimentDate" type="dateTime" nillable="true"/> 
          <element name="refnr" type="string" 
nillable="true"/></sequence></complexType> 
      <complexType name="Membership"> 
        <sequence> 
          <element name="membershipID" type="string" nillable="true"/> 
          <element name="membershipType" type="string" 
nillable="true"/></sequence></complexType> 
      <complexType name="getChosenMember"> 
        <sequence/></complexType> 
      <complexType name="getChosenMemberResponse"> 
        <sequence> 
          <element name="result" type="boolean"/></sequence></complexType> 
      <complexType name="getTheMember"> 
        <sequence/></complexType> 
      <complexType name="getTheMemberResponse"> 
        <sequence> 
          <element name="result" type="tns:Member" 
nillable="true"/></sequence></complexType> 
      <complexType name="setChosenMember"> 
        <sequence> 
          <element name="boolean_1" 
type="boolean"/></sequence></complexType> 
      <element name="findMember" type="tns:findMember"/> 
      <element name="findMemberResponse" type="tns:findMemberResponse"/> 
      <element name="getChosenMember" type="tns:getChosenMember"/> 



      <element name="getChosenMemberResponse" 
type="tns:getChosenMemberResponse"/> 
      <element name="getTheMember" type="tns:getTheMember"/> 
      <element name="getTheMemberResponse" 
type="tns:getTheMemberResponse"/> 
      <element name="setChosenMember" 
type="tns:setChosenMember"/></schema></types> 
  <message name="memberInfoBeanSEI_findMember"> 
    <part name="parameters" element="ns2:findMember"/></message> 
  <message name="memberInfoBeanSEI_findMemberResponse"> 
    <part name="result" element="ns2:findMemberResponse"/></message> 
  <message name="memberInfoBeanSEI_getChosenMember"> 
    <part name="parameters" element="ns2:getChosenMember"/></message> 
  <message name="memberInfoBeanSEI_getChosenMemberResponse"> 
    <part name="result" element="ns2:getChosenMemberResponse"/></message> 
  <message name="memberInfoBeanSEI_getTheMember"> 
    <part name="parameters" element="ns2:getTheMember"/></message> 
  <message name="memberInfoBeanSEI_getTheMemberResponse"> 
    <part name="result" element="ns2:getTheMemberResponse"/></message> 
  <message name="memberInfoBeanSEI_setChosenMember"> 
    <part name="parameters" element="ns2:setChosenMember"/></message> 
  <portType name="memberInfoBeanSEI"> 
    <operation name="findMember"> 
      <input message="tns:memberInfoBeanSEI_findMember"/> 
      <output 
message="tns:memberInfoBeanSEI_findMemberResponse"/></operation> 
    <operation name="getChosenMember"> 
      <input message="tns:memberInfoBeanSEI_getChosenMember"/> 
      <output 
message="tns:memberInfoBeanSEI_getChosenMemberResponse"/></operation> 
    <operation name="getTheMember"> 
      <input message="tns:memberInfoBeanSEI_getTheMember"/> 
      <output 
message="tns:memberInfoBeanSEI_getTheMemberResponse"/></operation> 
    <operation name="setChosenMember"> 
      <input 
message="tns:memberInfoBeanSEI_setChosenMember"/></operation></portType> 
  <binding name="memberInfoBeanSEIBinding" type="tns:memberInfoBeanSEI"> 
    <soap:binding transport="http://schemas.xmlsoap.org/soap/http" 
style="document"/> 
    <operation name="findMember"> 
      <soap:operation soapAction=""/> 
      <input> 
        <soap:body use="literal"/></input> 
      <output> 
        <soap:body use="literal"/></output></operation> 
    <operation name="getChosenMember"> 
      <soap:operation soapAction=""/> 
      <input> 
        <soap:body use="literal"/></input> 
      <output> 
        <soap:body use="literal"/></output></operation> 
    <operation name="getTheMember"> 
      <soap:operation soapAction=""/> 
      <input> 
        <soap:body use="literal"/></input> 
      <output> 
        <soap:body use="literal"/></output></operation> 
    <operation name="setChosenMember"> 
      <soap:operation soapAction=""/> 
      <input> 
        <soap:body use="literal"/></input></operation></binding> 
  <service name="MemberInfoBean"> 
    <port name="memberInfoBeanSEIPort" 
binding="tns:memberInfoBeanSEIBinding"> 
      <soap:address location="http://pcd38.ad.nr.no:8090/findMember" 
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"/> 
    </port> 
  </service> 
</definitions> 



Appendix D 
This appendix contains the two WSDL files from the small test applications developed with 
NetBeans and Visual Studio .Net. 

WSDL file from web service developed with NetBeans 
<?xml version="1.0" encoding="UTF-8"?> 
<definitions name="ConvertTemprature" 
targetNamespace="urn:ConvertTemprature/wsdl" 
xmlns:tns="urn:ConvertTemprature/wsdl" 
xmlns="http://schemas.xmlsoap.org/wsdl/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema"
 xmlns:ns2="urn:ConvertTemprature/types"
 xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"> 
  <types> 
 <schema targetNamespace="urn:ConvertTemprature/types" 
xmlns:tns="urn:ConvertTemprature/types" xmlns:soap11-
enc="http://schemas.xmlsoap.org/soap/encoding/" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" 
xmlns="http://www.w3.org/2001/XMLSchema"> 
   <complexType name="ConvertTemprature"> 
  <sequence> 
    <element name="double_1" type="double"/> 
  </sequence> 
   </complexType> 
   <complexType name="ConvertTempratureResponse"> 
  <sequence> 
    <element name="result" type="double"/> 
  </sequence> 
   </complexType> 
   <element name="ConvertTemprature" type="tns:ConvertTemprature"/> 
   <element name="ConvertTempratureResponse" 
type="tns:ConvertTempratureResponse"/> 
    </schema> 
  </types> 
  <message name="ConvertTempratureSEI_ConvertTemprature"> 
 <part name="parameters" element="ns2:ConvertTemprature"/> 
  </message> 
  <message name="ConvertTempratureSEI_ConvertTempratureResponse"> 
 <part name="result" element="ns2:ConvertTempratureResponse"/> 
  </message> 
  <portType name="ConvertTempratureSEI"> 
 <operation name="ConvertTemprature"> 
   <input message="tns:ConvertTempratureSEI_ConvertTemprature"/> 
   <output
 message="tns:ConvertTempratureSEI_ConvertTempratureResponse"/> 
 </operation> 
  </portType> 
  <binding name="ConvertTempratureSEIBinding"
 type="tns:ConvertTempratureSEI"> 
 <soap:binding transport="http://schemas.xmlsoap.org/soap/http" 
style="document"/> 
   <operation name="ConvertTemprature"> 
     <soap:operation soapAction=""/> 
     <input> 
    <soap:body use="literal"/> 
  </input> 
     <output> 
    <soap:body use="literal"/> 
  </output> 
  </operation> 
  </binding> 
  <service name="ConvertTemprature"> 
 <port name="ConvertTempratureSEIPort" 
binding="tns:ConvertTempratureSEIBinding"> 



   <soap:address location="REPLACE_WITH_ACTUAL_URL"/> 
 </port> 
  </service> 
</definitions> 



WSDL file from web service developed with Visual studio .Net 
<?xml version="1.0" encoding="utf-8"?> 
<definitions xmlns:http="http://schemas.xmlsoap.org/wsdl/http/" 
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" 
xmlns:s="http://www.w3.org/2001/XMLSchema" 
xmlns:s0="http://Walkthrough/XmlWebServices/" 
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" 
xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/" 
xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/" 
targetNamespace="http://Walkthrough/XmlWebServices/" 
xmlns="http://schemas.xmlsoap.org/wsdl/"> 
  <types> 
    <s:schema elementFormDefault="qualified" 
targetNamespace="http://Walkthrough/XmlWebServices/"> 
      <s:element name="ConvertTemperature"> 
        <s:complexType> 
          <s:sequence> 
            <s:element minOccurs="1" maxOccurs="1" name="dFahrenheit" 
type="s:double" /> 
          </s:sequence> 
        </s:complexType> 
      </s:element> 
      <s:element name="ConvertTemperatureResponse"> 
        <s:complexType> 
          <s:sequence> 
            <s:element minOccurs="1" maxOccurs="1" 
name="ConvertTemperatureResult" type="s:double" /> 
          </s:sequence> 
        </s:complexType> 
      </s:element> 
    </s:schema> 
  </types> 
  <message name="ConvertTemperatureSoapIn"> 
    <part name="parameters" element="s0:ConvertTemperature" /> 
  </message> 
  <message name="ConvertTemperatureSoapOut"> 
    <part name="parameters" element="s0:ConvertTemperatureResponse" /> 
  </message> 
  <portType name="NAFtestClassSoap"> 
    <operation name="ConvertTemperature"> 
      <documentation>Converts temperatures from F to C.</documentation> 
      <input message="s0:ConvertTemperatureSoapIn" /> 
      <output message="s0:ConvertTemperatureSoapOut" /> 
    </operation> 
  </portType> 
  <binding name="NAFtestClassSoap" type="s0:NAFtestClassSoap"> 
    <soap:binding transport="http://schemas.xmlsoap.org/soap/http" 
style="document" /> 
    <operation name="ConvertTemperature"> 
      <soap:operation 
soapAction="http://Walkthrough/XmlWebServices/ConvertTemperature" 
style="document" /> 
      <input> 
        <soap:body use="literal" /> 
      </input> 
      <output> 
        <soap:body use="literal" /> 
      </output> 
    </operation> 
  </binding> 
  <service name="NAFtestClass"> 
    <documentation>A temperature conversion XML Web Service0cf2 
</documentation> 
    <port name="NAFtestClassSoap" binding="s0:NAFtestClassSoap"> 
      <soap:address location="http://localhost/NAFtest/NAFtest.asmx" /> 
    </port> 
  </service> 
</definitions> 
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