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Abstract

Conventional wisdom expects to see a rise in cyber activities around aggressive foreign policy events.

In this article, I test this claim by investigating whether sanctions lead to an increase in denial-of-

service (DoS) attacks using new data on DoS attacks measured from Internet traffic. Exploring the

development of DoS attacks around sanctions imposed against Russia in 2014 indeed shows an in-

crease of DoS attacks against several sanction sender states. Extending this case study to a systematic

analysis, including all sanction threats and impositions made by the United States and the European

Union between 2008 and 2016, shows no apparent patterns. When I exclusively consider sanctions

against technologically advanced countries, however, the frequency of attacks rises systematically

against the United States. It thus appears that states do not always have to expect a digital retalia-

tion after aggressive foreign policies. Nevertheless, sanctioning countries may have to anticipate an

increase in DoS attacks when their governments impose sanctions against technologically advanced

countries.
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Introduction

On November 5, 2018, CNN reported that US banks
prepared themselves for anticipated cyberattacks when
the US government reinstated sanctions against Iran
(Pagliery 2018).1 Many news outlets, security pundits,
and the public indeed expect a rise in cyberattacks after
aggressive foreign policy events such as sanctions. This
appears to be especially true for low-cost cyber actions,
of which so-called denial-of-service (DoS) attacks are
the most frequent type. This brute-force and technically

1 In this paper, I use the terms cyberattack, cyber action,
and cyber operation interchangeably. In defining these
terms, I follow Hathaway et al. (2012) who state that “[a]
cyber attack consists of any action taken to undermine
the function of a computer network for a political or
national security purposes.”

simple cyber action overloads a server by flooding it with
high levels of data traffic and rendering it temporally
not reachable. Despite the simplicity of these attacks,
they are a threat to international security as they can
cause high economic costs, especially when they target
industry and financial services (Matthews 2014).

There are several examples of DoS attacks related
to international disputes. DoS attacks rose against
news, government, and industry websites during the
2008 Russo-Georgian War (Deibert, Rohozinski, and
Crete-Nishihata 2012), or were supposedly launched
to retaliate sanctions against Iran (Perlroth and Hardy
2013). Previous empirical work illustrates that DoS
attacks are one of the most commonly used types of
cyberattacks between adversary states (Valeriano and
Maness 2014). Nevertheless, there has yet not been a
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2 Denial-of-Service Attacks after Sanction Events

systematic investigation of whether aggressive foreign
policy events increase the frequency of DoS attacks.

In this paper, I investigate whether DoS attacks
against sanction sending countries rise when they
threaten or impose sanctions. My investigation advances
previous research in two ways. First, I systematically
explore international political drivers of DoS attacks
focusing on sanctions as one of the likeliest cases for
which one should expect such attacks.2 Second, instead
of collecting data on DoS attacks from media sources, I
rely on a dataset of DoS attacks measured from Internet
traffic to gain a more comprehensive picture of the
development and intensity of DoS attacks on countries
worldwide (CAIDA 2016).

I start exploring this relationship by focusing on
sanctions against Russia in 2014 as a most likely
case to expect a digital retaliation. This investigation
shows compelling evidence for an increase in DoS
attacks against the main sanctioning entities, the United
States and the European Union (EU), as well as other
sanctioning countries. To explore how systematic this
relationship is, I run time series models considering all
sanction threats and impositions made by the United
States and the EU from 2008 until the beginning of
2016 on a daily level. The results show no apparent
patterns. However, when I restrict the analysis to sanc-
tions against technologically advanced countries—which
can be assumed to have higher cyber capabilities—I
find a significant positive correlation between sanction
impositions and DoS attacks against the United States.
This research innovation thus illustrates that not every
aggressive foreign policy leads to a digital retaliation.
The study’s results nevertheless suggest that the number
of DoS attacks may increase against sanction sending
countries when they target technologically advanced
states—additional costs governments need to consider
when imposing sanctions against foreign countries.

This article proceeds as follows. First, building on the
literature on emotions in international relations (Sasley
2011) and previous works on politically motivated DoS
attacks (e.g., Deibert, Rohozinski, and Crete-Nishihata
2012; Asal et al. 2016; Valeriano, Jensen, and Maness
2018; Kostyuk and Zhukov 2019), I discuss why the
frequency of DoS attacks should increase against coun-
tries when they threaten or impose sanctions. Afterward,
I introduce the data on DoS attacks and sanctions. I
then present micro-evidence for an increase of DoS
attacks after the imposition of sanctions against Russia

2 Although I focus on sanctions in this paper, the results
may likely be comparable to other aggressive foreign
policies, e.g., trade wars or kinetic conflict.

in 2014, before I discuss the method and results of the
macro-analysis.

Emotions, Sanctions, and DoS Attacks

Following studies from social identity theory (Tajfel
1978) and their application to international relations
(e.g., Sasley 2011; Larson and Shevchenko 2014), ag-
gressive foreign policy events can influence the political
behavior and emotions of states, various groups within
the country, and society at large. Foreign policies such as
sanctions may be perceived as humiliating, trigger anger,
and increase hostility against the foreign aggressor (see
Sasley 2011).

The Internet has provided new disruptive ways for
states and individuals to show this anger and displea-
sure. DoS attacks have some useful properties as a
retaliation tool in this regard. First, they are hard to
trace back, making it a relatively low risk to use them.
Second, DoS attacks are brute force and easy to conduct.
Perpetrators do not have to rely on sophisticated tools
and infrastructure to launch these attacks.3 Nonetheless,
if DoS attacks are successful in disabling the targeted
servers, they are still visible and can lead to considerable
economic costs. Cybersecurity firms speak of around
40,000 US dollars per hour when business websites are
taken offline (Matthews 2014).

On the one hand, governments or government-related
entities targeted by sanctions may use DoS attacks to
retaliate and display displeasure. Governments can either
rent botnets themselves or “order” own cyber groups
to launch these attacks. Since the ultimate attribution of
DoS attacks remains difficult, their use comes with min-
imal costs; i.e., a physical or digital retaliation to these
attacks is unlikely (Valeriano, Jensen, and Maness 2018).

On the other hand, the simplicity of DoS attacks
enables not only governments but also citizens and
patriotic hacker groups to respond in this fashion. Sanc-
tions reinforce nationalist sentiments and make citizens
more susceptible to government propaganda (Galtung
1967). These nationalist sentiments likely increase hos-
tility against the sender country (Grossman, Manekin,
and Margalit 2018), and may even encourage citizens
to engage in collective action in favor of the govern-
ment (Hellmeier 2020), including the use of politically
motivated cyberattacks to do so (Holt et al. 2017).

3 This is different for so-called advanced persistent
threats, state-sponsored groups that launch custom-
tailored cyberattacks and that require highly sophisti-
cated infrastructure (Geers et al. 2014).
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PHILIPP M. LUTSCHER 3

In their analysis of the use of DoS attacks during
the Russo-Georgian War in 2008, Deibert, Rohozinski,
and Crete-Nishihata (2012) show that it was very plau-
sibly Russian citizens, groups, and hackers who were
responsible for the large-scale DoS attacks during the
conflict. A similar conclusion is made by Rid (2012)
who investigates the 2007 DoS attacks against the Es-
tonian government, news, and industry websites. These
large-scale attacks happened after the Estonian govern-
ment relocated a Soviet Union memorial site in disagree-
ment with the Russian government. Although many
pundits describe this incident as a government-planned
act of cyber warfare, there is evidence that many citizens
and pro-government hacking groups just wanted to show
disapproval (Ottis 2008). Likewise, Kostyuk and Zhukov
(2019) do not find strong support for a strategic use and
interaction between DoS attacks and battlefield events
during the ongoing civil conflicts in Ukraine and Syria.

As it nevertheless remains difficult to attribute cyber
operations, governments may have been actively involved
during these incidents as well. Besides, governments likely
facilitate the use of DoS attacks by citizens and non-state
groups due to their use of propaganda to take action
against foreign aggression, as well as their sponsoring
of patriotic hacking groups. Finally, since one can start
DoS attacks globally, not only domestic citizens but also
activists worldwide who disagree with a government’s
policy may use these attacks (see Lutscher et al. 2020).

To summarize, when states, groups, or individuals
indeed use DoS attacks to retaliate digitally, we should
expect that aggressive foreign policies increase the fre-
quency of DoS attacks against the sender state. Related
to sanction events that means, first, that

H1: The frequency of DoS attacks rises against the sender
state when it threatens sanctions.

Second, this increase should be stronger when states
impose sanctions as this policy is more salient and should
fuel negative sentiments toward the sender state more
strongly (Galtung 1967). We should thus expect that

H2: The frequency of DoS attacks rises against the
sender state when it imposes sanctions and this increase
is stronger compared to sanction threats.

An alternative explanation would be that states
use DoS attacks strategically in response to sanction
events in order to gain concessions, i.e., the lifting or
non-imposition of sanctions. Previous theoretical (e.g.,
Gartzke 2013) and empirical (e.g., Valeriano, Jensen,
and Maness 2018) studies find little evidence for such
a coercive use of cyber operations. In particular for
DoS attacks, it is questionable how these actions should

influence foreign policy decisions and be perceived as a
credible threat. As described above, DoS attacks are hard
to attribute, and—compared to other more advanced cy-
ber operations—they only comewith limited costs,which
makes it difficult to perceive them as a costly signal.

Data

Data on DoS Attacks

The main data for this study comes from the Center
for Applied Internet Data Analysis (CAIDA) at the
University of California, San Diego from 2008 to 2016
(CAIDA 2016). CAIDA measures DoS attacks from
Internet traffic and captures so-called randomly spoofed
DoS attacks, where attackers craft their flood of requests
to the target such that it appears to originate from one or
several fake Internet addresses, i.e., not corresponding to
the machine(s) executing the attack. CAIDA can measure
these attacks because attacked servers still respond to
requests made by the fake IP address of the attacker and
this response may end up within a large address space
of unassigned IPv4 addresses monitored by CAIDA (see
Moore et al. 2006, for more technical details).4 Com-
pared to previous media-based approaches, this measure-
ment approach is by construction not prone to media
biases, neither media attention nor underreporting of
DoS attacks. Concerning the former, my approach avoids
measurement errors because sanctions may increase not
only DoS attacks but also the reporting of them. Regard-
ing the latter, media outlets likely miss to report a large
share of cyber incidents, either because they are not ob-
served (Poznansky and Perkoski 2018) or because they
are simply not newsworthy (Earl et al. 2004). The data
by CAIDA can get a more comprehensive picture of DoS
attacks worldwide. The data include information about
attack strength and duration, the timing of the attack,
and the targeted IP address. In this paper, I use this infor-
mation to retrieve the number of spoofed DoS attacks
per country and day from March 2008 until December
2015.More precisely, I rely mainly on attack data against
servers hosted in the United States and the EU for which
I summed up DoS attacks against each member state.

Despite these advantages, the data come with some
limitations (Moore et al. 2006). First, CAIDA captures
a subset of DoS attacks. The measurement is thus an
approximation for the overall level of DoS attacks. Even
so, recent studies show that spoofed DoS attacks are
comparable to other popular DoS attack vectors (Jonker
et al. 2017). Second, since attackers use fake addresses, I

4 The monitored space is approximately 1/256th of all
unassigned IPv4 Internet addresses.
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4 Denial-of-Service Attacks after Sanction Events

cannot infer the identity of the attacker or even the
attack’s country of origin but have information on the
targeted country only. However, even if newspapers may
report on potential perpetrators, this information is often
not reliable because attackers use botnets, spoofing meth-
ods, and other techniques to hide their true identities.

Data on Sanction Events

The EUSANCT dataset is the second main data source
I use in this paper (Weber and Schneider 2020). The
dataset extends and merges previous sanction datasets
(e.g.,Morgan, Bapat, and Kobayashi 2014), and contains
information on sanction episodes from 1989 until the end
of 2015 for the three most important sanction senders,
the United States, the EU, and the United Nations (UN).

In defining sanction episodes, threats, and imposi-
tions, Weber and Schneider (2020) closely follow the
TIES dataset (Morgan, Bapat, and Kobayashi 2014). A
sanction episode normally starts with a sanction threat,
which is defined as a verbal statement of government
officials, drafting of legislation against a target state, or
conditional laws, stating that sanctions are a possibility
against a target state if certain target behaviors do
not change. Sanction impositions are then the formal
realizations of these threats.

From March 2008 until December 2015, the data
record 29 or 20 sanction threats and 28 or 23 impo-
sitions by the United States or the EU, respectively.
I do not focus on UN sanctions because it would be
difficult to determine where to expect an increase in
DoS attacks.5

Case Evidence: The Crimean Crisis in 2014

In a first step, I use both data sources to investigate one
of the likeliest cases for which one should expect to find
evidence: sanctions against Russia in 2014.6 After the
Russian invasion of the Crimean Peninsula on February
27, 2014,Western states condemned this action as illegal
and threatened with consequences if Russia would not

5 For the later macro-analysis, the variable remains bi-
nary for the few imposition or threat dates on which
several sanctions were imposed or threatened. In five
cases for the United States, and two cases for the EU,
sanction impositions and threats overlap on the same
day.

6 In online appendix A, I explore two other high-profile
cases, sanctions against Iran in 2010 and Syria in 2011,
similarly finding an increase of DoS attacks after sanc-
tion impositions, in particular against servers hosted in
the United States.

withdraw their troops. Because the Russian authorities
did not comply, the Unites States imposed the first set of
sanctions on March 6, which included travel bans and
the freezing of US assets for several Russian officials.
Again, instead of complying, the Russian authorities an-
nounced an “independence” referendum of the Crimean
Peninsula on March 16 and the Russo-Ukraine conflict
escalated. On March 15, the United States started an
initiative in the Security Council that should condemn
the Russian aggression as well as reinforced sanctions
on March 17 after the referendum took place. The EU
undertook similar actions and imposed visa restrictions
and froze assets. On March 18, Russia annexed the
Crimean Peninsula. Around the same dates, the govern-
ments of Canada, Australia, New Zealand, and Japan
imposed sanctions against Russia as well.

Figure 1 shows the number of DoS attacks against
servers hosted in the United States and the EU. The
top panel reveals that attacks against the United States
peaked eleven days after the United States imposed their
first set of sanctions. It appears that the spike is related
to the reinforcement of sanctions and the increased
tension during the referendum weekend (March 15–17).
Similarly, the data record an increase in DoS attacks
against the EU with the highest number of DoS attacks
on the imposition date (bottom panel). Looking at the
other sanctioning countries supports this finding (see
figure 2). In particular, the number of DoS attacks against
Canada spiked when the country imposed sanctions and
for Australia when the country supported the Security
Council resolution by the United States.Moreover, figure
A1 in online appendix A illustrates that DoS attacks
against servers hosted in Russia and Ukraine increased
during the same period, suggesting a kind of “digital
clash” between both countries.

What can be said about the motivation and potential
perpetrators in this case? First, botnet activities origi-
nating from Russia and Ukraine increased during this
period, suggesting that Russian botnets were used to
launch DoS attacks (Gilbert 2019). Second, news outlets
reported about DoS attacks against several NATO
websites on March 16 by a group named Cyber Berkut.
This group emerged in 2014 as a Ukrainian pro-Russian
hacktivist group (Cherney 2014). Third, an own Google
trend investigation of the term “denial-of-service attack”
shows a remarkable increase in interest in the technique
in Russia. The trend measures the interest for a search
term, where interest is defined as the share of the search
term to the absolute search volume for a given day,
relative to the highest search volume for the period of
study. Figure 3 shows that the trend gained momentum
after the imposition of the US sanction, especially just
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PHILIPP M. LUTSCHER 5

Figure 1. Number of DoS attacks in the United States and the EU (February/March 2014).

Note: Development of DoS attacks (vertical bars), sanction-related events (black dots), threats (dark gray dots), and other events

(gray dots).

before the referendum weekend, and displays overall
high correlations to the development of DoS attacks
against the United States and the EU in figure 1 (r = 0.56
and r = 0.51, respectively). Besides, the Russian Google
trend for “Low Orbit Ion Cannon,” which is an easy-to-
use tool for activists to conduct DoS attacks, highlights
similar patterns.7 Although this does not allow to make

7 As this term is more volatile, a systematic investiga-
tion remains challenging. Moreover, although Google is
not the main search engine in Russia, I believe that this
should not alter its use as a proxy for public interest.

any causal claims as media coverage on DoS attacks or
some other factor may influence search queries as well, it
is worthwhile mentioning that interest spiked before the
rise in DoS attacks. Finally, Frye (2019) shows in survey
experiments that the annexation of Crimea increased
citizens’ support for the Russian government.

It appears therefore overall plausible that some cit-
izens displayed their increased anger against the United
States and the EU by using DoS attacks. Nevertheless,
while the presented evidence rather supports the use of
DoS attacks as a mean to show discontent by patriotic
hacking groups and citizens (cf. Deibert, Rohozinski, and

D
ow

nloaded from
 https://academ

ic.oup.com
/jogss/article/6/4/ogab001/6134765 by guest on 15 February 2022



6 Denial-of-Service Attacks after Sanction Events

Figure 2. Other sanctioning states (February/March 2014).

Figure 3. Russian Google trend for DoS attack (February/March 2014).

Crete-Nishihata 2012), it may still be that government
entities used DoS attacks to retaliate in this fashion as
well.8

8 To be clear, I do not argue that the Russian govern-
ment is not conducting cyber actions. In fact, there is
evidence that the Russian intelligence services are re-
sponsible for many cyber operations that involve espi-

An alternative explanation for the increase in DoS
attacks against the United States and the EU could be
that perpetrators launched DoS attacks against servers
that host Ukrainian websites in the United States or the

onage and infiltration campaigns worldwide. However,
in contrast to DoS attacks, these operations require
much more resources and planning ahead of time.
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PHILIPP M. LUTSCHER 7

Figure 4. Number of DoS attacks against the United States and the EU, sanction threats (light gray), and sanction impositions

(dark gray).

EU (see Lutscher et al. 2020). Although this was also
likely the case, the increasing number of DoS attacks on
other sanctioning countries and the presented anecdotal
evidence support the conclusion that US- and EU-related
servers suffered from DoS attacks as well.

Macro-Evidence: US and EU Sanctions

To investigate whether the findings from the case study
hold more broadly, I combined the DoS and sanction
data for the most important sanction senders—the
United States and the EU. Figure 4 illustrates the created
daily time series from 2008 until the beginning of 2016.
Afterward, I run so-called autoregressive distributed lag
models that can model short- and long-term temporal
relationships between variables (Hendry 1995; Philips
2018). These linear regression models allow to include
a sufficient number of lags for both the independent,
sanction threats and impositions, and the dependent
variables, the number of DoS attacks against the United
States and the EU.

To run these models reliably, I had to pre-process and
transform the data. More precisely, I analyze changes in
the normalized number of DoS attacks for two distinct
periods that last from March 2008 until February 2012
and again from February 2012 until December 2015.
Finally, I followed the literature and used the Akaike

information criterion to determine the best fitting num-
ber of lags to include in the models (Burnham and
Anderson 2004). The pre-processing steps and method
are explained in detail in online appendix B.

In the presentation of the results, I follow recent
approaches and simulate counterfactual scenarios for
variables of interest (Philips 2018).9 For the simulation
of the development of DoS attacks displayed in figure 5,
I set a hypothetical sanction imposition to the point in
time “5” (dashed vertical line) and assume that there is
no sanction threat. The dashed horizontal line shows the
null effect that is the value for which the non-normalized
change in the number of DoS attacks is zero.

The figure shows that in all simulations the 90 and
95 percent confidence intervals cross the horizontal line
(null effect) for all points in time. The results thus do not
suggest any significant increase in DoS attacks after the
imposition of sanctions. As shown in online appendix C,
simulations for sanction threats also display a null and
even no temporal effects.10 Does this mean that the case

9 In online appendix C, I report the full regression models
and long-run multiplier coefficients.

10 A caveatmay be thatwithin sanction periods the sender
state(s) reinforce threats and the severity of the sanc-
tion gradually that could influence the decision to re-
taliate digitally. Unfortunately, this information is not

D
ow

nloaded from
 https://academ

ic.oup.com
/jogss/article/6/4/ogab001/6134765 by guest on 15 February 2022



8 Denial-of-Service Attacks after Sanction Events

Figure 5. Simulations of DoS attacks.

Note: Based on 10,000 draws; 95 and 90 percent confidence intervals are displayed. The intervention is marked with a dashed

vertical line, while the horizontal line shows the null effect. The US and EU time series are split at their respective breaking points.

study from above is an exception? Or does Russia have
specific properties that make a digital retaliation more
likely?

It is well known that Russia is an active player
in cyberspace, possesses sufficient cyber capabilities,
and has active patriotic hacking groups. Although
DoS attacks are relatively simple to conduct, using
them at large requires a certain level of technological
advancement, making it worthwhile to investigate
the impact of sanctions conditional on this factor. To
measure technological advancement comparatively, I
rely on a proxy variable and use the information and
communication technology (ICT) development index
(IDI) by the International Telecommunication Union
(ITU). This variable measures the access to, use of, and

available in Weber and Schneider (2020). Neverthe-
less, it is fair to assume that if states and/or groups
within states use DoS attacks to retaliate, we should al-
ready expect this happening after the first serious threat
and/or imposition.

skills regarding modern ICTs for countries worldwide
(ITU 2017).11

Figure 6 illustrates the results when I exclusively con-
sider sanctions against countries that score 25 percent
or above in the IDI compared to the yearly worldwide
average.12 The results indeed change. In particular for
the US time series for the time period later than February
2012, the simulation displays a steady increase of DoS
attacks, with a peak at day 11 after the imposition date,
where the 90 percent confidence intervals of the simu-
lated change in the number of DoS attacks are clearly
distinguishable from the horizontal dashed line (null
effect). Since the substantial predictions of the normal-
ized models are hard to interpret, I run non-normalized
models that are reported in online appendix D. These
models illustrate similar patterns and predict a maximal

11 Since the ITU does not publish the IDI every year, I fill
values for years in between using linear imputation.

12 When using this threshold, the number of considered
sanction impositions decreases to 11 and 10 for the
United States and the EU, respectively.
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PHILIPP M. LUTSCHER 9

Figure 6. Simulations of DoS attacks exclusively considering sanctions on technologically advanced countries.

increase of approximately 5,000 DoS attacks against US
servers after the imposition of sanctions.13

Furthermore, as detailed in the same supplementary
material, I show that this increase becomes even stronger
when using 50 or 75 percent as thresholds to define
technologically advanced countries. Moreover, the
results remain similar when using another index to mea-
sure cyber capabilities proposed by Valeriano, Jensen,
and Maness (2018). For sanction threats, in contrast,
the simulations still suggest a null finding regardless of
the targeted country’s technological advancement (see
online appendix C for details).

To further explore how valid these findings are, I
conduct additional sensitivity and robustness tests that
are reported in online appendix D. These tests include
Granger tests, placebo tests, different operationalizations
for the dependent and independent variables, and differ-
ent model specifications. In sum, most of the additional

13 Another solution would be to transform the predictions
of the, statistically more appropriate, normalized mod-
els. However, while these models allow drawing ro-
bust inference, such back-transformed predictions are
imprecise, suggesting a maximal increase of approxi-
mately 37,000 DoS attacks.

models support the finding of a positive correlation
between sanction impositions and the number of DoS
attacks against the United States when the targeted
country is sufficiently technologically advanced. How-
ever, two caveats remain. First, placebo tests using GDP
per capita to measure technological advancement show
similar results, suggesting that not necessarily a country’s
technological advancement but general economic devel-
opment is important in increasing the number of DoS
attacks. However, since both variables highly correlate
(r = 0.9), it is difficult to distinguish both concepts.
Second, some of the additional models indicate that
specific sanctioning cases, foremost the Russian one, can
be seen as an influential observation in the statistical
analysis. Leaving out the Russian case still shows similar
patterns, yet, with slightly higher levels of uncertainty.

Conclusion

Using data on DoS attacks inferred from Internet data
traffic, this study investigated the use of DoS attacks
against sanction sender states. While my study could
find no evidence for an increase of DoS attacks when
countries threaten sanctions, my results point to a digital
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10 Denial-of-Service Attacks after Sanction Events

retaliation when countries impose sanctions. Neverthe-
less, such a use seems to be conditional on one factor: the
sanctioned country needs a certain level of technological
advancement or development.

One main problem in studying cyberattacks remains
their attribution. I thus cannot make definite claims
about the perpetrators and motivation of the measured
DoS attacks. My case study on Russia suggests that it
had been likely patriotic groups and individuals launch-
ing DoS attacks against servers in the United States
and the EU to signal displeasure. While some cyber
conflict studies argue that states use cyberattacks also as
a strategic tool to gain concessions (e.g., Sharp 2017),
my study shows that for DoS attacks this seems rather
unlikely the case. The frequency of attacks spiked for
a short period only, and their effects and overall costs
appear to be still limited (cf. Rid 2012; Gartzke 2013).

Finally, this research innovation advances the empir-
ical cyber conflict literature (e.g., Valeriano and Maness
2014; Asal et al. 2016; Valeriano, Jensen, and Maness
2018). Whereas previous work likely suffered from
media biases, either under- or overreporting, the data
used in this paper enable researchers and the public to
get a more comprehensive picture of cyber activities
worldwide. Future research may use these data to inves-
tigate similar questions such as cyber conflict dynamics
(e.g., Kostyuk and Zhukov 2019) or how domestic
events influence DoS attacks (e.g., Lutscher et al. 2020).
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