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ARTICLE INFO ABSTRACT
Keywords: Background: Discrete Choice Experiment (DCE) is a well-established technique to elicit individual preferences,
Discrete choice experiment but it has rarely been used to elicit governance preferences for health data sharing.

Attribute development
Governance of health data
Preferences

Objectives: The aim of this article was to describe the process of identifying attributes for a DCE study aiming to
elicit preferences of citizens in Sweden, Iceland and the UK for governance mechanisms for digitally sharing
different kinds of health data in different contexts.

Methods: A three-step approach was utilised to inform the attribute and level selection: 1) Attribute identifica-
tion, 2) Attribute development and 3) Attribute refinement. First, we developed an initial set of potential at-
tributes from a literature review and a workshop with experts. To further develop attributes, focus group
discussions with citizens (n = 13), ranking exercises among focus group participants (n = 48) and expert in-
terviews (n = 18) were performed. Thereafter, attributes were refined using group discussion (n = 3) with ex-
perts as well as cognitive interviews with citizens (n = 11).

Resuits: The results led to the selection of seven attributes for further development: 1) level of identification, 2)
the purpose of data use, 3) type of information, 4) consent, 5) new data user, 6) collector and 7) the oversight of
data sharing. Differences were found between countries regarding the order of top three attributes. The process
outlined participants’ conceptualisation of the chosen attributes, and what we learned for our attribute devel-
opment phase.

Conclusions: This study demonstrates a process for selection of attributes for a (multi-country) DCE involving
three stages: Attribute identification, Attribute development and Attribute refinement. This study can contribute
to improve the ethical aspects and good practice of this phase in DCE studies. Specifically, it can contribute to the
development of governance mechanisms in the digital world, where people’s health data are shared for multiple
purposes.

1. Introduction considered in the process of policymaking [2]. While there has been
considerable empirical research on people’s attitudes towards the reuse

With rapid advances in digital health and computing technologies, of personal data for research [3-6], there are no studies inquiring about
there has been considerable debate about privacy issues relating to the peoples’ preferences for the governance of sharing health data by a
wide sharing of health data in Cyberspace [1]. It has been argued that variety of users such as technology companies or through national data
people’s attitudes and preferences for sharing data digitally should be access hubs. In the context of health, to our knowledge, no studies have

* Corresponding author. Centre for Research Ethics & Bioethics, Uppsala University, Box 564, SE-751 22, Uppsala, Sweden.,
E-mail addresses: jennifer.viberg@crb.uu.se, deborah.mascalzoni@crb.uu.se (J. Viberg Johansson).

https://doi.org/10.1016/j.techsoc.2021.101625
Received 3 March 2021; Received in revised form 24 May 2021; Accepted 29 May 2021

Available online 16 June 2021
0160-791X/© 2021 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).


mailto:jennifer.viberg@crb.uu.se
mailto:deborah.mascalzoni@crb.uu.se
www.sciencedirect.com/science/journal/0160791X
https://www.elsevier.com/locate/techsoc
https://doi.org/10.1016/j.techsoc.2021.101625
https://doi.org/10.1016/j.techsoc.2021.101625
https://doi.org/10.1016/j.techsoc.2021.101625
http://crossmark.crossref.org/dialog/?doi=10.1016/j.techsoc.2021.101625&domain=pdf
http://creativecommons.org/licenses/by/4.0/

J. Viberg Johansson et al.

investigated how people make trade-offs between privacy and data
sharing when the same data is reused in various settings. This may in
part be due to the methodological limitations of previously employed
methods in the privacy field. Hence, this has left the privacy field with a
knowledge gap that can only be answered adequately with a more
innovative methodological approach.

There are number of aspects or characteristics to consider for people
when deciding to share their health information in various contexts.
Hence, to identify how individuals balance the characteristics of various
aspects of their health information, we hypothesized that a discrete
choice experiment (DCE) could be a suitable method to use. DCE is a
well-established stated preference method to elicit preferences [7],
widely applied in transportation, marketing and health (care) [8-10].
The method is derived from the random utility theory [11,12]. Re-
spondents in a survey are confronted with a set of alternatives from
which to choose the alternative they prefer. Each alternative consists of
different combinations of levels of a set of multiple attributes [11,13].
To date, DCEs have not been used to understand peoples’ preferences for
sharing health data digitally. DCEs can manage complex choice sce-
narios, where each decision carries both advantages and disadvantages
for the individual. Rather than ‘just’ asking people what they think is
important, this method gives insight on how important different factors
are and what trade-offs people make between these factors [14]. We
therefore chose to use a DCE to investigate people’s preferences for
sharing health data digitally, and we found the method to be well suited
for such innovative privacy research [15]. When setting out to use this
well-established methodology in a new field, we identified another
knowledge gap, namely the lack of a thorough explanation of the
development process of DCE attributes and levels. We seek to fill that
knowledge gap with this paper for the benefit of others developing a
DCE or seeking to understand if it would be an appropriate methodology
for yet other fields where it has not previously been used.

The DCE method is limited regarding how many factors (i.e. attri-
butes and levels) can be included in the choices presented; therefore, a
careful selection process is needed. Best-practice guidelines describing
the process of developing a DCE instrument involve reviewing relevant
literature and conducting qualitative research with the target popula-
tion to identify important attributes [16]. There is a tendency that
qualitative preparatory work required prior to dissemination of a DCE is
often presented briefly and limited in DCE studies. Moreover, it is often
poorly described in relation to the analytical process involved in
reaching the final DCE survey [7,16,17]. A structured and transparent
process for attribute selection and considerations is crucial for evalu-
ating the validity and trustworthiness of the DCE study and to be able to
compare studies on similar topics. By explaining each step of the pre-
paratory work necessary in order to select attributes, from the qualita-
tive to the quantitative work suggestion of attribute and levels, the
content validity of the coming DCE can be evaluated.

The aim of our study was to complement an attribute development
approach that outlines, not only how to select attributes for a DCE study,
but also present the researchers’ practical experience between attribute
identification and selection. Therefore, this study will make an impor-
tant first step by contributing to ongoing discussions within preference
research regarding the need for a transparent approach towards attri-
bute selection. While we recognise that for some well-studied topics like
vaccination, transportation or particular clinical settings, the attribute
identification and selection process is considered straightforward,
describing this process is still required as part of evidence-based good-
practice guidelines. However, structured attribute identification and
selection approaches are particularly necessary in unexplored or more
complex areas like cybersecurity research. For that reason, this study
focuses on developing an attribute selection approach by identifying
attributes and levels that are most relevant to citizens in the context of
sharing health data digitally.
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2. Method

This study forms part of a larger research project, aimed at identi-
fying the governance mechanisms that inspire trust and resilience in the
digital health sphere. The countries included in this study were Iceland,
Sweden and the UK. Researchers from each country developed and
performed the data collection. The data analysis and confirmation of the
results was conducted collaboratively through regular meetings. The
study team comprised complementing expertise including law, philos-
ophy, ethics and social science. The conduct and reporting of the study
followed the guidelines for conducting a DCE study [16,17].

A three-step approach (see Fig. 1) was utilised to inform attribute
and level selection: Step 1) Attribute identification, Step 2) Attribute
development and Step 3) Attribute refinement.

2.1. Attribute identification - Step 1

2.1.1. Literature review and discussion with experts

A rapid scoping review was conducted to identify potential attributes
related to governance mechanisms in the digital health sphere [18]. The
search was conducted in MedLine, CINAHL, EMBASE, Web of Science
and PsychINFO. The search was limited to English-language full text
papers, human adult studies, and articles between January 1, 2016 and
December 7, 2018. The search was started in 2016 because the EU
General Data Protection Regulation 2016/679 (GDPR) entered into
force across Europe in the spring of 2016. The inclusion criteria referred
to empirical articles that presented results of quantitative and qualita-
tive research about stakeholder perspectives on health data sharing.
Participants in the empirical articles could be members of the public,
patients, end-users, consumers, experts (i.e., policy maker-
s/commissioners/healthcare professionals/organisations’ opinions). We
included articles that examined attitudes, opinions or beliefs about
health data sharing in different health contexts, for different purposes.
See the key search terms in Appendix 1 in the Supplementary files. The
reviewers (NS, JVJ, JK and EH) initially screened the titles and abstracts
of 473 research papers, see Fig. 2.

In the first step, 50 (random 10%) articles were assessed for inclu-
sion/exclusion by each reviewer for the purpose of cross-referencing.
Through group discussion, consensus was reached about which arti-
cles to include: articles that demonstrated the important factors associ-
ated with sharing health data digitally. We then divided the remaining
articles among NS and JVJ, who screened the rest of the titles and ab-
stracts for inclusion individually. Thereafter, we selected 98 articles for
full text review after which 35 were excluded for not being relevant to
the topic of governance mechanisms for sharing data, as they were
opinion articles, or were not accessible. There were three categories of
articles that we identified after the initial review of abstracts and titles:
1) identification and discussion of governance mechanisms for data
sharing and secondary uses of data, 2) assessment of people’s/expert’s
attitudes and behaviours towards data sharing/secondary data use,
include articles about consent preferences, 3) technical articles about
development of software that helps to address governance issues for
sharing of data.

Finally, data were extracted from 63 articles. To explore the
complexity of how people’s preferences change in different settings, we
employed Nissenbaum’s theory of contextual integrity. Nissenbaum’s
theory highlights the role that context plays in our privacy choices.
Different contexts (the medical doctor office or the internet) are regu-
lated differently and people may have very different expectations and
preferences with regard to privacy [19]. The data extraction was
informed by Nissenbaum’s contextual integrity theory as each included
article was read. The information about the type of data, the actors
involved, the context in which the data originated and in which it was
shared, and the governance mechanism discussed were extracted into a
matrix. The outcomes of the research articles were analysed to derive the
overall attitudes towards, behaviours related to, and consequences of
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Attribute identification
STEP 1

Literature review
Finding preliminary list of attributes
that are important for people

| |

Workshop with experts
Refining specific wording of the
attributes and their descriptions

|

Attribute development
STEP 2

Focus group discussions (n=13)
Capturing what matters for people
when data is shared in different
situations

Ranking exercise (n=48)
Identifying the most important
attributes

Group discussion (n=2) and
interviews (n=18)
Validating the attributes and
exploring the attribute levels with the
experts

Attribute refinement
STEP 3

Cognitive interviews (n=11)
Refining the attributes, attribute
levels and the descriptions of the

attributes

|

Content and method expert
group discussions (n=3)
Rephrasing attributes and attribute
levels

l

Cognitive interviews (n=6)
Refining attribute wording for each
country

Fig. 1. A process map of the three steps in the development of attributes for a discrete choice experiment.

sharing health-related data in different contexts. The initial list of at-
tributes was drafted and discussed with members of our research team
and during an online meeting with two experts on privacy issues in data
sharing (see Table 1).

2.2. Attribute development - Step 2

2.2.1. Focus groups and ranking exercise with the target population

In the second step, the focus was on further capturing what mattered
to citizens. Focus group discussions were conducted in Sweden, Iceland
and the UK between June and September 2019. All procedures were in
accordance with the 1964 Declaration of Helsinki, as revised in 2013,
and ethical approval was obtained in all participating countries.
Informed consent for research participation and consent for data pro-
cessing was obtained from all participants prior to being included. Ma-
terials were presented and discussions were held in the official language
of each study country.

In total, we conducted 13 focus group discussions (n = 6 in the UK, n
= 4 in Sweden, n = 3 in Iceland). Overall, there were 71 participants in
the study (n = 32 in the UK, n = 17 in Sweden, n = 22 in Iceland).

Focus groups are useful for gathering information from lay people
about complex topics, and observing the dynamics amongst participants
when they express their attitudes and options [20,21]. Open-ended
questions were posed to the group from a semi-structured interview
guide. The interview questions were formulated with the goal of
capturing the individual’s perspective on sharing health data digitally.
We used a vignette strategy approach, where the group followed the
journey of a fictional person in three scenarios involving the sharing of
health data. The vignette strategy was selected because we wanted to
capture the attitudes and potential attitudinal changes in the different
data scenarios. In addition, it was meant to aid participants’ under-
standing of the ways in which health data may flow between data pro-
cessors and third parties. The entire research team was involved with
considering question topics that would be helpful to prompt discussion
and the formulation and order of the questions.

To capture differences in experiences with sharing health data
among participants, we applied a purposeful sampling strategy with
participants in different age groups (minimum age 18 years old),

different educational levels, and people from urban and rural areas. We
used snowball recruitment (Sweden), random selection from register
(Sweden and Iceland) and a multimodal approach in England using
snowballing through community links and workshops, and advertising
in different locations to get maximum variation among the respondents,
with each session lasting approximately 90-120 min. The focus group
discussions were recorded and transcribed verbatim. Identification of
possible attributes and levels was carried out by JVJ, NS, and EH using
ATLAS.ti and Excel software. To avoid the introduction of errors that
translation might bring, transcripts of the English focus groups were
discussed amongst JVJ, NS, and EH until consensus was found in a
coding strategy. Non-English transcripts were reviewed by native
speakers in the respective study countries. The grouped material of the
possible attributes were thematically analysed by JVJ: initial reading
followed by line-by-line coding and sub-grouped into attribute and
levels [22]. Researchers identified attributes by considering: ‘What in
this material describes important factors for sharing health data, and
how are they described?’ The descriptions of the attributes were then
discussed by all authors. The descriptions presented by participants
were used to inform us of the amount of levels and wording of the levels
for the DCE.

To identify the most important attributes, Nominal Group Technique
[23] was applied during the end of the focus groups. Participants were
asked to perform a ranking exercise in the last 15 min of each focus
group session. They were asked to rank order attributes from a
pre-defined list (from Step 1) from most to least important (see Appendix
2 in Supplementary material). Participants were given the opportunity
to add to the list of pre-defined attributes if they thought any attribute
was missing (see Table 1). After the ranking, a discussion was held
around the reasoning for each participant’s top three rankings. Partici-
pants who did not want to take part in the ranking exercise or who
misunderstood the task were excluded (n = 9 in the UK, n = 2 in Sweden,
n = 2 on Iceland). After collecting rankings from all groups, we calcu-
lated both a total mean score of all attributes and the frequency in
percentage of the top three most important attributes for each country.
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Included Excluded

Identification and screening:
Articles identified via MedLine,
CINAHL, EMBASE, Web of Science
and PsychINFO databas searching
(n=473)

Title and abstracts article excluded:
Opinion or commentaries articles
about the current state of
governance or regulations about
privacy, data protection or data
sharing (n = 375)

v

Eligibility:
Full-text articles assessed for
eligibility (n = 98)

Full text articles excluded:
Viewpoints/commentary articles;
Articles about benefits of data
sharing or data linkage, that only
evaluated technologies from a user
design perspective for purposes of
improving the technology, that were
not clear on the context of data

v

sharing (i.e. no information about
sender, receiver, purpose or data
type), about data sharing for a direct
care only, or about how to enable
data sharing and discussed data

v quality issues only (n = 35)

Included:
Articles included in the qualitative

review (n = 63)

Fig. 2. Literature search flowchart of attribute identification — Step 1.

2.3. Attribute refinement - Step 3 the areas of expertise, including data management and project coordi-
nation, research, philosophy, law, policy making and journalism (see

2.3.1. Expert discussion and cognitive interviews Appendix 3 for the full list in the Supplementary materials). Interviews
By confirming the attributes identified in step 2 and to explore followed a semi-structured interview guide with open-ended questions
attribute levels, roundtable discussions (n = 1 in England, n = 1 in informed by the literature review and the expert discussion in step 1.
Iceland) and individual interviews (n = 6 in the UK, n = 12 in Sweden) The interview questions were formulated with the goal of capturing the

were conducted with experts. Experts were selected by differentiating experts’ specific perspective and experience of sharing health data
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Table 1
List of potential attributes and levels of the initial iteration of the DCE.
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Attribute Potential attributes Potential levels
no.
Attributel Type of information name, DOB, education level, where I live, my ethnicity, political views, religion, sexual orientation, my interests, things I buy,
people I see/am friends with, my health status, my mental health status, genetic information, medication, clinical data
Attribute2 Level of identification identifiable data, de-identifiable data
Attribute3 Sender or collector that shares companies, research, healthcare provider
my data
Attribute4 Recipients of my data companies, research, healthcare provider
Attribute5 Purpose of using the data commercial advertising or marketing, medical research, policy makers, development such as quality improvement or service
planning
Attribute6 Profit-making companies profit, companies and data subjects profit, data subjects profit
Attribute7 Who is benefitting when I share individual benefit, benefits for user of data, societal benefits
the data
Attribute8 Oversight ethics committee, data access committee, national authorities, governmental ministries or departments or groups
Attribute9 Consent dynamic, broad, T&C consent, re-informed consent
Attribute10 Soft-law non-binding agreements between parties - usually international declarations, recommendations, and resolutions
Attributell Hard-law high monetary penalties, other strong penalties of accountability, legally enforced in front of a court
Attribute12 Public Engagement public outreach, social marketing, involvement in design of policies or representation on boards, surveys about preferences of data

sharing, other

Attributes that UK participants added during one focus group

Attribute 13
Attribute 14

Transparency
Data Management

digitally.

As a next step, an academic seminar with experts on ethics, a webinar
with experts in cybersecurity and privacy research, and a two-day
workshop with stated preference method experts were organised to
further discuss the outcomes, and to make decisions on the attributes
relevant for the DCE as well as how they would be described.

Finally, we rephrased and refined the attributes and levels by using
cognitive interviews (n = 2 in the UK, n = 5 in Sweden, n = 4 in Iceland)
with citizens. Cognitive interviews offer the opportunity to identify
areas or descriptions that respondents do not understand or find
confusing. The interview guide included both think-aloud and probing
techniques [24,25]. The participants were asked to say out loud what
they were thinking as they completed the questionnaire. The in-
terviewers observed and took notes when the participant became sur-
prised, hesitant, skipped a question or if something was difficult to
understand. Probing questions were asked: What are you thinking now?
Why did you make this choice? Would you choose that if I weren’t here?
Are you considering all of the information presented? Finally, we asked
an evaluation question at the end of the interview. We modified the
instrument and refined the attribute wording for each country based on
the cognitive interviews. Researchers took notes and shared summaries
of participants’ feedback, adjusting the survey accordingly to aid un-
derstanding. Changes were made at this stage related to the wording
used, spelling, length of the scenario, and attribute description and the
order of the descriptions.

3. Results
3.1. Attribute identification - Step 1

Previous empirical research indicates that peoples’ willingness to
share data for secondary use is dependent on what type of data is being
linked, the level of identification, and the new purpose for the data being
shared [3,26,27]. A study that investigated public preferences regarding
data linkage for health research showed that the type of information
shared is the most important factor to be considered [4]. Other studies
showed instead that the new purpose for which data is to be used is an
important factor. People are less willing to make data available to
commercial companies and insurance companies whose purposes for
using the data may be unclear or not aligned with public expectations
[27-29].

Besides the long list of potential attributes, this step helped us

differentiate between different governance mechanisms, e.g. soft and
hard law, consent and review of transfer of data. In a manner that was
relevant to participants, 12 potential attributes were further examined
in Step 2.

3.2. Attribute development - Step 2

The seven attributes that were most important to citizens, on
average, across the countries were: 1) ‘level of identification’, 2) ‘the
purpose of data use’, 3) ‘type of information’, 4) ‘consent’, 5) ‘new data
user’, 6) ‘health information collector’ and 7) ‘overview of data sharing’.
Across the sample, participants ranked ‘purpose’, ‘level of identification’
and ‘consent’ as the three most important attributes, see Fig. 3. Findings
were generally consistent across countries. However, participants from
Sweden ranked the ‘purpose of data use’ as the most important attribute,
while ‘level of identification” was the most important for participants
from Iceland and the UK. The attribute ‘consent” was considered more
important for participants from Iceland than participants from the UK
and Sweden (Fig. 4).

Substantive emphasis was placed on trust; if the collector and the
new user can be trusted, participants did not see issues with sharing.
Being informed or knowledgeable about the sharing was also discussed
before the ranking exercise was introduced.

When provided a list of pre-defined attributes, only one group in the
UK added two attributes (‘transparency’ and ‘data management’),
although these were later ranked low in that group.

It was difficult for citizens to discern the significance of attributes
related to different regulations (hard and soft law). The participants
thought that appropriate laws on data sharing were a prerequisite for
data sharing in society at large.

Below, we outline participants’ conceptualisation of the chosen at-
tributes, and what we learned for our attribute development phase.

3.2.1. The purpose of data sharing

The ‘purpose of data sharing’ was an aspect frequently discussed in
the focus groups. When considering the important attributes for
decision-making about whether health data should be shared or not,
participants consistently returned to the attribute of purpose. Partici-
pants would allow for data sharing as long as data are shared for good
and reasonable purposes — good being defined as for the betterment of
individual or public health, or to improve and resolve problems in so-
ciety. However, participant discussions revealed that their
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Fig. 4. Frequency of the attribute that was ranked top three in the ranking exercise stratified by country.

considerations about acceptability of the purpose were more nuanced
when this related to the greater good. Vague purposes having no clear
justifications for data sharing were most likely to be unacceptable. Some
participants expressed their disapproval when their data are used in a
way that defines them, or to target advertisements.

We learned that having clear reasons for data use are important for
the participants, and therefore would need to be part of the DCE further
inquiry. Levels for further consideration of this attribute were: develop a
new product or service, advertisement and improvement of healthcare.

3.2.2. Level of identification

Across all participants, the level of identification was also a key
attribute in their decision regarding whether to share data. Participants
expressed a greater willingness to share information about themselves if
they were anonymous in the data set. Some participants had a high
expectation to remain anonymous; one participant expressed that it is
the crucial point in the decision regarding whether to share information.
Other participants expressed that they would be very uncomfortable if
they could be identified personally in the data. As a result, participants
were not willing to have their personal information such as name, social

security number, and home address be linked to their health data, as
such information would increase their identifiability. Words that par-
ticipants used as synonymous with anonymisation were: being unable to
be identified, to be de-identified, to be anonymous, to be de-coded, not
being traceable.

We learned that for the participants, the level of identification was
crucial for sharing health data at all. For that reason, we believed this
attribute might dominate people’s decisions. Therefore, we decided to
set this attribute at a constant fixed level for all choice tasks (choice
context variable). Moreover, anonymity as to lifestyle, health and ge-
netic data is difficult to achieve; the choice is between personally
identified and personally identifiable data. The DCE was designed so
that before respondents answered the choice tasks, they were informed
that all health information would be coded; meaning that personal in-
formation, such as name and address, would be replaced with a code.
The participants were also informed that this coded data is also called
‘pseudonymised data’ and that those who collected the information has
a code key that is kept separately and safely, that can be used to identify
people if need be. But those receiving and using the data do not know the
identities of the participants.
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3.2.3. Type of health information

The participants were asked to consider different information types
in situations where their information had been shared in the past. They
reported the following types of personal information: social security
number, bank account number, GPS location data, income, DNA, med-
ical record, fingerprints, e-mail, blood sample, lifestyle data (step
counts, exercise and eating behaviours, sleeping pattern, running de-
tails, etc.), diagnoses, measurements about their physical and mental
health. Step-counting and eating habits were considered not sensitive to
some participants. One participant expressed that no particular type of
data is more or less sensitive if one cannot be identified. Another did not
think that genetic data was more sensitive than other information.
However, many expressed that for them, medical data is more sensitive
than lifestyle data.

They perceived that there was a risk associated with, for instance,
being identified as having a medical condition as this may be used to
discriminate someone in the future, while one’s lifestyle can change.
Moreover, mental health data was viewed as more sensitive than other
types of data due to the risk of being stigmatised. Some participants
expressed uncertainty about what constitutes sensitive information.
They mentioned that it is difficult to know all unforeseen consequences
of the use of different data types; therefore, it was challenging to
ascertain the levels of sensitivity. The participants expressed that all
information types are potentially sensitive in nature.

These results led us to incorporate four types of information in our
DCE: lifestyle, mental health, physical health and genetic risk.

3.2.4. Health information collector

Some participants had experiences of their data being collected and
shared by different organisations, such as local government collecting
municipal data to monitor health, welfare, crime rates, etc. However,
some participants were not aware that data might be shared from the
original collector with a new recipient. Examples of data collectors
mentioned by participants included healthcare and non-healthcare in-
stitutions, commercial companies, public welfare, scientific institutions
and research projects. Influence on data sharing preference seems to be
based on trust towards the organisation and previous experience. The
participants expressed greater trust in organisations that are large and
known. They expressed that it is difficult to foresee all the future con-
sequences of accepting to share information. Therefore, they expressed
the need to trust the collector and the new user to some extent.

Three different health information collectors that people can pri-
marily come across and would therefore suit the DCE were: technolog-
ical company, an academic research project, and health care providers.

3.2.5. New data user

Participants reported having little to moderate levels of knowledge
about who had access to their health data. They formed different
opinions about the acceptability of the data users, depending on the type
of user, for example, government departments versus a pharmaceutical
company. Some participants assumed that the data remained in the
collector’s repository and was not shared with other users. Whether or
not the new user was accepted was linked to their reason for processing
the data. When discussing trust in data users, it was deemed better to
share data with a technological company with a public benefit purpose,
such as finding a way to diagnose an illness than with a research project
that had no direct benefit for individuals or society. Examples of
different new users that might receive participants’ data included gov-
ernment health ministries, commercial companies, insurance com-
panies, pharmaceutical companies, universities, research projects and
healthcare providers.

These actors were conceptualised into four relevant typologies,
reflecting different levels to characterise this attribute in the DCE: a
technological company, a pharmaceutical company, an academic
research project and a national authority.
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3.2.6. Consent

Being informed about what happens with one’s data was of para-
mount interest to participants. One viewpoint was that if a data collector
or secondary user ‘uses my data, they use me’. Participants indicated
they preferred to actively consent to data sharing. If that was not an
option, they indicated they wanted to know what happens to their data
and be able to at least opt out if they object to their data being shared or
reused. Regardless of whether the purpose was perceived to be good,
being informed about what the data is used for was always preferred.
Participants also expressed the importance of having clear information
before deciding to consent. Therefore, the following levels were further
considered for this attribute: not being informed, being informed, being
informed and the possibility to opt out, and being informed and asked to
consent.

3.2.7. Oversight of data sharing

There were two diverse expectations of who will and can control
whether health data is used and shared appropriately.

One perception was that it is only ‘I’ that should be in full control
regarding the use of data about me, by accepting or not accepting to
share. The perception was that each individual should evaluate the
specific situation. Some participants expressed that the government
should not control our society completely in all issues. Examples of
taking control as an individual include: adjusting phone settings, turning
off microphone or cookies, leaving the phone at home when taking a
walk, and asking more questions before consenting.

The other perception was that individuals tasked with the re-
sponsibility to check and control data sharing and use should be part of
an independent organisation that could observe the type of data being
collected, transfer processes and oversee/ensure appropriate re-use of
data. The expectation was that it must be an entity that can be held
accountable in case something unexpected, such as a legal breach,
happens. For some participants, it was very important to ensure over-
sight by a recognised body. A recognised body means an institutional
body such as the parliament, the state, the government, an external
reviewer, or someone officially responsible with the power to stop the
data use and sharing. The discussions often concluded that the re-
sponsibility ought to be on several levels: individual, collector of data,
the rules and laws of the government, and someone reviewing the
transfer and use of the data.

Based on this discussion and the fact that this attribute is part of our
research question (i.e. to investigate the relative importance of different
governance mechanisms), this attribute was included in the DCE even
though it was ranked seventh in the ranking exercise. Levels that were
examined further in the next step included the identity of the oversight
agent: a relevant committee including legal experts, members of the
community, physicians/scientists/data scientists, organisations collect-
ing data/the sender, or the government/national authority.

3.3. Attribute refinement - Step 3

Two attributes were particularly highlighted as being difficult for
citizens to understand. The attribute ‘purpose’ was interpreted in two
ways when testing our first attributes together in a DCE. Some in-
dividuals interpreted it as the purpose of the company as opposed to the
purpose of sharing and using people’s data. Therefore, we changed the
wording of that attribute to ‘the reason for data use’.

A further challenge was the attribute ‘oversight’, which proved
difficult for people to understand without more explanation. During the
attribute development process, we considered to include who will
conduct the oversight or who approves the transfer of the data.
Following extensive discussions among experts in the field, we
rephrased this to express the presence of a review process for new uses
and/or a review for the transfer of data. We concluded that what matters
for citizens is that there will be a review, and of less importance is who
exactly performs the review. Therefore, the suggested levels were: no
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Table 2
The final attributes, attribute levels and their descriptions.
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Attributes

Levels

1. Health information collector
Different collectors can collect health information. The different collectors are:

2. Data user
Your health information will be shared to a new data user. This new recipient may be:

3. The reason of data use
This aspect describes the reason why the data user wants to have access to your health
information. The different reasons may be:

4. Information and consent
This aspect is about whether you will be informed if your health information is being
shared.

5. Review of data sharing
Before your data is shared, there might be a review of the reason and how the data user
will store and use your health information. The data user needs to apply for access to
the health information. The reviewer(s) make a decision based on national law.

1. A technological company with which you have used a service, programme or
application for your phone or computer. You may have used a service through the
company’s website, where you have entered information about yourself. Alternatively,
you have downloaded an application to your phone and it has collected information about
your health.

2. An academic research project where you have participated and they have collected
health information about you.

3.Your healthcare provider (hospital or GP) who has collected health information about
you regarding your care.

1. A technological company that develops health applications, which can be used to
predict diagnoses.

2. A pharmaceutical company that develops and manufactures new medicines.

3. An academic research project that produces new knowledge by testing hypotheses
and theories about human health.

4. A national authority, e.g. the public health authority, information and commissioner’s
office, etc., which is responsible for the health of the population. They can track peoples’
health through population registers to prevent disease.

1. The reason can be to develop a new product or service. It can be a medical device, a
drug, or application for your phone, or a new health service or programme.

2. The reason can be to promote, advertise or market their product or service to
personalise communication. The reason may be to direct advertising to a specific target
group for a new service or product.

3. The reason can be to investigate a policy initiative. Your health information can
provide a basis for a new policy initiative at a national level. It may be to improve services
for a specific part of the population or to identify new preventive measures to improve
public health.

4. Evaluate the quality of the data user’s product or service, and for planning how
resources should be distributed in the future.

1. You will not be informed that health information about you is being shared and used in
a new context.

2. You will be informed that health information about you is being shared and used in a
new context.

3. You will be informed that health information about you is being shared and used in a
new context as well as be told that you can opt-out

4. You will be informed and asked to consent that health information about you is being
shared and used in a new context.

1. There will be no review of the data sharing.

2. A committee will review the transfer of your health information to the new context.
3. A committee will review the transfer and the use of your health information in the
new context.

review of the data sharing, a committee will review the transfer of the
health information to the new context, and a committee will review the
transfer and the use of the health information in the new context.

Another challenge was whether ‘type of information’ should be an
attribute on its own or a choice context variable. Attributes in DCE
studies should fulfil several criteria, including ‘being tradable’ [30]. This
means that people use the levels of an attribute to trade against levels of
other attributes across alternatives. For instance, people might be
willing to choose a treatment that is less effective because the risk of side
effects is smaller (i.e. respondents trade effectiveness of the treatment
against the risk of side effects). The ‘type of information’ was not
considered as fulfilling the criteria of tradability as respondents reported
that this attribute was a prerequisite for their decision to share their data
(i.e. some people would never share genetic data, but always share
physical data). At the same time, this is an extremely important char-
acteristic of the situation in which people might be willing to share in-
formation in the first place. For that reason, ‘type of information” was
included as a context variable that will vary per given set of choices and
not within each choice task. Indirectly, this approach provides the
possibility to investigate if ‘type of information’ affects preferences for
data sharing and governance mechanisms. See Table 2 for the final at-
tributes and levels.

4. Discussion

In this paper, we show how we developed attributes and levels that
are most important to citizens in the context of sharing health data

digitally. This paper contributes to the cybersecurity debate by showing
how we incorporated in the qualitative information into the DCE
quantitative measure, through reflecting upon what truly matters to
people when they need to make a decision including both privacy
components and the utility of sharing health information.

Aitken et al. [4] investigated the public’s preferences for sharing
health information in the context of research, and identified appropriate
attributes. Our results lead to the development of a similar attribute
selection regarding who the new user of the data is, what type of in-
formation is shared, the purpose of data sharing, and the oversight of the
process. In contrast, Aitken et al. included the attribute ‘profit-making’.
We considered including that attribute in our DCE, however, after dis-
cussions with the research team following the cognitive interviews in
Step 3, we decided to exclude it. This attribute would lead to several
design restrictions (i.e. non-profit new users would never make profit,
while for-profit organisations would always make profit) and seemed to
interact with ‘the new data user’ and ‘the reason for data use’. For
instance, if the new user is a technological company and the new use is
to develop a new product or service, it is understood that the company
will profit from the shared health information. Similarly, if health in-
formation is shared with healthcare providers for quality control, it is
implicit that healthcare providers do not profit, but there is a benefit for
the society and individuals. However, whether the actual transfer will
involve a monetary exchange could still be a relevant attribute for new
studies, even if that was not included in our DCE.

In line with our finding that participants expressed greater willing-
ness to share information about themselves if data were anonymised,
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previous studies indicated that individuals support data sharing for
medical research, as long as the data are pseudonymised [31,32]. Many
respondents also had quite high expectations for remaining anonymous.
If the health information collectors and the new users can guarantee
people’s anonymity, and successfully manage to communicate this, it
will facilitate data sharing. However, this is not a realistic expectation in
many sharing situations in the big data era [33].

This study furthermore contributes to the methodology literature.
This study reported on the three-step process for attribute and level
selection for a DCE study, inspired by earlier studies that present the
preparatory work for a DCE [30,34-36]. Currently, an established
method for identification and development of attributes for DCE studies
is lacking, even though a framework is recommended [17,37]. In the
community of preference research, it is argued that the preparatory
work for a more complex DCE study needs to be reported for the purpose
of content validity and transparency of the upcoming DCE [38]. The
attribute development process as well as its reporting need more
attention as final attribute selection and wording emerges from small
decisions in the process of developing a DCE. We agree with Helter and
Boehler [37] that the overall process of attribute development, i.e., the
step involved to move from raw data to final set of attribute (and levels),
need to be presented. In this study, we performed an attribute selection
approach in three steps: Step 1) Attribute identification, Step 2) Attri-
bute development and Step 3) Attribute refinement. These three steps
serve as a tool to distinguish the different phases that are required for
attribute development. Step 1 serves the purpose of identifying all
possible attributes. However, one must be careful to not only be guided
by what has been done before. Therefore, the qualitative work in Step 2
is of utmost importance. This qualitative work in the target population
ensures that the development of the attributes and levels is a bottom-up
approach.

We suggest to always include a ranking exercise and calculate both
the average ranking and the rank order frequencies per attribute. Such
insights help to understand the total value of the attributes, and po-
tential heterogeneity in preferences.

The last step is where the refinement of the attribute is implemented.
This step is important to ensure the attributes are rightfully and clearly
explained in the experiment, so that the target population can under-
stand [30].

Contrary to other articles on preparatory work for DCEs [34,35,37],
we want to emphasise the importance of closely monitoring and
reporting on all decisions being made for attribute and level selection.
This way we learn more about the phenomenon under study as well as
the reflections of the researchers. A systematic approach for attribute
development is desirable since such a process ensures researchers are
transparent about all decisions behind selecting attributes and levels. In
doing so, attributes and levels will be better contextualized, instead of
taken for granted based on referencing previous published literature.

4.1. Limitations

A limitation of the current study is that whilst participants were
recruited to achieve maximum variation, we anticipated that the sample
was self-selected, had achieved moderate to high levels of education,
and were fluent in the languages spoken in the study countries. Further
research would be warranted to be inclusive of least studied groups and
those from diverse socio-demographic backgrounds to understand better
their unique experiences of the digital world and data sharing as defined
in this paper.

DCE is a method that reflects reality more than using Likert-scale
statements. However, as DCEs measure preferences in hypothetical
scenario’s, these stated preferences might differ from revealed or true
preferences. Measuring revealed preferences therefore usually is
considered preferable. However whenever this is not possible, DCEs
might offer a valid alternative [39-41].
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4.2. Conclusion

This study contributes to better understand decision-making of the
general public about sharing their health data for reuse in different
contexts. Further, the study identified a set of potential attributes for the
development of a future discrete choice experiment. The three attributes
that were most important, on average, in all three study countries were:
1) the purpose of data use, 2) level of identification and 3) the provision
of information and consent.

Even more importantly, this study demonstrates a process to select
attributes for a multi-country DCE involving three stages: Attribute
identification, Attribute development and Attribute refinement. We
presented arguments for publishing the process of selecting attributes
and levels for a DCE. In doing so, future DCE studies would improve in
terms of reliability, content validity and trustworthiness. Researchers
developing a DCE or aiming to understand if a DCE would be an
appropriate methodology to use in a field in which it has not previously
been used, can lean on the process we describe for their own work.
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