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Abstract

In this thesis, we introduce the basics of blockchain systems, cryptosys-
tems, and post-quantum cryptography. We discuss how to upgrade and
make digital signatures in the cryptocurrency Bitcoin more robust against
quantum attacks. In addition, we propose the hash-based post-quantum
digital signature Wintersnitz OTS, and SPHINCS+, and describe their ap-
plication in post-quantum blockchains.

We came up with two proposals to upgrade the cryptocurrency Bitcoin.
The first proposal is to add a post-quantum signature to the Bitcoin ECDSA
public key. The second proposal is to iterate the Bitcoin ECDSA public
key 256 times, where each of these keys can be used to make a Bitcoin
address. In addition, we also discuss the potential vulnerabilities of our
two proposals.
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Chapter 1

Introduction

1.1 Motivation and Research Questions

The advancements in digital communications are one of the technological
foundations of our modern society. Billions of people use social media,
video streaming, payment, and communication devices daily. The
world needs a better digital system to protect confidentiality, integrity,
authenticity, non-repudiation in data transmission and data storage.
Around 2009, a cryptocurrency known as Bitcoin, based on a blockchain
system, or distributed ledger technology (DLT), was born. Bitcoin was
intended to give people ownership of their money and not depend on
the established financial system. Blockchain systems evolved rapidly to
much more than that, and these systems are now used for securing the
transmission and storage of data to be immutable against tampering.

In recent years, however the development in quantum computers has
moved rapidly, and it is now predicted that within 20 years, quantum
computers will pose a threat to current public-key cryptosystems, which
we use daily for protecting our communication and devices.

Have you ever wondered how the information about our identity, our
licenses, our medical record, our money, and our education is stored, and
whether it is safe from tampering? Can we trust anyone to keep all our
information secure and safe from tampering? Of course, we habitually
trust the government and financial institutions to keep all this information
safe and secure. But what if any of those institutions became corrupt and
decided to change our identity records? This is where blockchains and
distributed ledger technology (DLT) can be useful to protect the integrity
of data and transactions without having to trust specific institutions.

In this thesis, we want to focus on investigating blockchain systems and
how to protect these systems from quantum-computer attacks. We arrive
at three questions that we want to do research and studies on:

Question 1: How can blockchain technology or distributed ledger tech-
nology be implemented in traditional transaction systems to strengthen
their security?

Question 2: What is the threat from quantum computing against current
blockchain systems and distributed ledger technology?
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Question 3: How can we mitigate the quantum threat to blockchain
systems and distributed ledger technology by using digital signatures
based on post-quantum cryptography?

1.2 Research Method

We started out reading literature papers, articles, and books that are related
to the blockchain system and distributed ledger technology for a better
understanding of these topics. Then we looked a little more in-depth on
different blockchain algorithms and how they work. After understanding
some parts of the blockchain system, we continued trying to understand
the security mechanism behind some of the blockchain systems. We spent
a lot of our time trying to understand the basics of cryptography and how
it is used in Blockchain systems.

We started again reading literature papers and articles that are related
to a quantum computing and the potential threats quantum computers can
pose. We spent a lot of our time trying to understand the basics of quantum
mathematics or quantum physics and quantum algorithms “Shor’s and
Grove’s".

After gaining sufficient understanding of blockchain systems and
quantum computers, we went on to investigate how post-quantum digital
signatures can form part of a post-quantum blockchain. Some post-
quantum signature schemes are quite complex, and we chose the hash-
based post-quantum signature scheme for our proposal, because we
understand it most out of all the post-quantum scheme. There are already
proposals for post-quantum blockchain systems, such as IOTA [41] and
QRL [81], and Corda r3 [80] describes how to make blockchain systems
more quantum-safe.

Finally, we proposed a post-quantum signature scheme for the crypto-
currency Bitcoin. We thought first to replace the Bitcoin digital signature
ECDSA with hash-based quantum signature SPHINCS+, after researching
and considering we felt that changing the Bitcoin ECDSA signature would
cause some problem for Bitcoin. Our next idea was to protect the ECDSA
signature instead of changing it. We wanted to keep everything about Bit-
coin unchanged, and at the same time, protect it against quantum attacks.
We analyzed the vulnerabilities of our proposed schemes.

Our final proposal was to use the Wintersnitz OTS signature. The basic
idea is to hash the Bitcoin ECDSA signature and use the hashes as our
public key, since the hash functions are more secure than ECDSA signature.
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Chapter 2

Blockchain

This chapter describes some of the fundamental properties, concepts, and
terminologies related to blockchain systems in general and related to
digital money in particular.

2.1 History of Digital Money

Money is a medium for exchange that is represented in various forms of
payment with a value that everyone can trust. It has three main functions:
(1) it represents a medium exchange of value, (2) it is a unit of account
for pricing, and (3) it provides a store of value for saving [10]. If we look
thousands of years back when there was no economic system or money in
use, people were exchanging goods for goods, a bag of rice for a bag of
bananas, a pound of meat for a pound of fish. Soon people discover that
it takes more effort to plant and harvest rice than to pick bananas. Catch
fish cost less than breeding cattle. So naturally, people started trading and
demand fair value for the product. As we can see, the measurement of the
value of the goods is not stable. The arrival of the financial and economic
system came in to make trades more balanced for exchanging goods. One
can argue that goods are only worth what another is willing to pay for it.

In our modern world, the economic system is more complex than it
used to be. In the past, the Central bank printed out real money, and then
the money went to the banks and the banks distributed to the people that
need the loans. Now, most of the money is created by the banks when they
provide loans to people which the banks report daily to the Central bank
[29, 62].

For example; If we borrow 1 million from the bank, the bank will credit
1 million to our bank account; new money has been “created”. When we
pay back 1 million to loans, this sum will somehow be “deleted” from the
bank system. Is to prevent the bank system not to cause inflation to the
economy and lead to the financial crisis that happened in 2007-2009.

Almost everyone has a bank account that likely connects to an electronic
card system such as Visa, MasterCard, Bank Accept, and mobile payment.
IMF (International Monetary Fund) reports studies around the world that
cash is falling in use, and that electronic money is increasing steadily [51].
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We are moving to a cashless economy where everything is electronic and
digitalizes. European Central Bank(ECB) defined electronic money in 1998
[9]:

“ Electronic money is broadly defined as an electronic store of monetary
value on a technical device that may be widely used for making payments to
undertakings other than the issuer without necessarily involving bank accounts
in the transaction, but acting as a prepaid bearer instrument. “

In 1983 David Chaum published a paper entitled “Blind signatures
for untraceable payment” [19] that introduced the idea of digital cash
using cryptographic protocols to ensure the complete privacy of users
who conduct online transactions. The bank, which is issuing digital cash,
blinds the content of a message before it is signed so that the bank can not
determine the owner. David Chaum founded the DigiCash company in
1990, and the company went bankrupt in 1998, sold to eCash technologies,
and late sold to Infospace. The DigiCash software system or eCash was
a good idea, but it entered the market in the wrong era. The technology
was ahead of its time, and there was not much support from the banks
or institutions. Deutsche bank from Germany and The Mark Twain Bank
was supporting the eCash system, but the bank later stepped back from
supporting the eCash system. The cause of failure may be that the Internet
was not fully integrated; buying and selling online service did not have
many individual users at that time, and the use-case of the digital system
was limited.

In 1996 came E-gold, a digital gold currency founded by Douglas
Jackson and Barry Downey, which could transfer the electronic value
of gold to other E-gold accounts in micropayment transactions. E-gold
micropayment could be as small as one-thousandth of a gram of gold
value, which is equal to less than 1 cent US dollar, where the gold price
is around 55 US dollars per gram in 2020. E-gold was the first non-credit
card payment-service provider and the only electronic currency that has
achieved mass adoption with millions of accounts in 2008 around the time
when the US Government shut it down. The reason for shutting it down
was that E-Gold operated as an unlicensed money transmitter business in
violation of federal criminal law, where the E-gold account was used for
illegal activities such as money laundry, criminal abuse, and fraudulent
Ponzi schemes [91].

Early examples of digital money or digital currency had the common
factor that a bank or a company owned them so that it could be quickly
taken down by the government’s regulation and law enforcement. The
next phase in the evolution of digital cash is the decentralized network
blockchain system. A blockchain system is not owned by a bank or
government, but by the individuals on the network.

2.2 Blockchain Technology

In October 2008, a person or a group called Satoshi Nakamoto released
a paper entitled “Bitcoin: A Peer-to-Peer Electronic Cash System ”[65].
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In January 2009, the first cryptocurrency system was released using
blockchain technology that could prevent the double-spending attack in
payment transactions. Satoshi Nakamoto‘s real identity is still not certain.
There is evidence about a few selected people who could know how to
create this complicated system. Their names are Dorian Satoshi Nakamoto,
Hal Finney, Nick Szabo, Craig Wright, Wei Dai, and David Kleiman. Some
of the names had released one or two papers that describe systems similar
to the Bitcoin system network before Satoshi Nakamoto released the Bitcoin
paper.

Hall Finney, a cryptography enthusiast with a bachelor in engineering,
was the first to receive Bitcoin transactions from the Bitcoin system [14, 15].
Hal Finney was a developer at Pretty Good Privacy (PGP) cooperation with
Phil Zimmerman, and his concept of “Reusable Proof-of-Work systems”
[30] published in 2004 looks similar to the Proof-of-Work concept in Bitcoin.

Nick Szabo, a computer engineer, published a paper on “Bit Gold”
[67] to describe how to make a network with dedicated computer power
for solving cryptographic puzzles that create a Byzantine-fault-tolerant
network. This architecture is similar to that of the Bitcoin architecture
system network. In May 2015 The New York Times published an article
[71] about the Bitcoin creator; "Myself, Wei Dai, and Hal Finney were the only
people I know of who liked the idea (or in Dai’s case his related idea) enough to
pursue it to any significant extent until Nakamoto”.

Dorian Nakamoto, a computer engineer, worked as a systems engineer
on classified defense projects, and for financial information services
companies. He is a physics teacher at Cal Poly University in Pomona.
Dorian lived a few blocks away from Hal Finney. What is the probability
that someone who has the same name Nakamoto, lives near Hal Finney
and works with security programming in defenses system?

Craig Steven Wright is an Australian computer scientist and business-
man. He has publicly claimed to be the part of the team that created Bit-
coin, and the identity behind the pseudonym Satoshi Nakamoto. Wright
claimed to have a Ph.D. in computer science from Charles Sturt Univer-
sity in 2015, but the University told Forbes that it only awarded him two
Master’s degrees, not a doctorate.

Wei Dai is a computer scientist who is best known as the creator of
the Crypto++ library and the author of the paper entitled “b-money” [22]
published in 1998 that talks about anonymous distributed electronic cash
systems. This paper was credited in Nakamoto‘s Bitcoin paper for writing
about anonymous distributed electronic cash systems.

Dave Kleiman is a computer forensics expert, who wrote many books
related to security. Kleiman’s most notable work took place at S-doc(Sealed
Document Word) with the role of Chief Information Security Officer, where
he developed a Windows encryption tool for NSA, NIST, and Microsoft
Common Criteria Guidelines.

The person that most likely Satoshi Nakamoto is a group of enthusiasts
that came together with an idea of creating a new and secure way for online
payment, data transaction, and permanent data storage.

John McAfee founder of McAfee antivirus states that he knows whom
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Satoshi Nakamoto is by giving clues; the answer lies in Satoshi Nakamoto
white-paper [35]:

“ If you read the whitepaper, number one, it’s totally clear he’s English — every
single word that has a different spelling in English and American is English,”
“Number two, he left tells. There is only five percent of the population that has
two spaces after a period — everything has two spaces after a period. And, the

format of the document was identical to documents that he had published
professionally,”

2.2.1 What is a blockchain?

A Blockchain is a linked data structure maintained by a decentralized
Peer-to-Peer (P2P) distributed network of computer nodes, which uses
cryptographic techniques to protect the integrity of data. Blockchain is
based on a public digital ledger that is simultaneously maintained by
a network of nodes that share the same data. This technology allows
the system to create a trustless communication data systems, where
transactions of data can be executed with transparency and reliability,
without the need for intermediaries or any third-party interference.
Everyone on the blockchain network has a record of all transactions that
have happened in the past. In this way, we can check if any data records
have been modified or tampered by attackers.

In principle, a blockchain is a decentralized database network that
consists of blocks of cryptographically chained data. Each block in the
blockchain is identified by a hash, generated by a cryptographic hash
algorithm using SHA-2 (SHA-256, SHA-512). Each block contains a
cryptographic hash of the previous hash that binds the new and old blocks.
The first block in the blockchain is called the Genesis block and is block
number "0".

2.2.2 Blockchain Block

A block is a collection of data containing records of metadata, records of
transactions, and a block header hash. The block structure depends on
the blockchain use-cases and the complexity of the consensus. A block in
Bitcoin has 1MB block size and block time average every 10 min. Ethereum
has a 2 KB block size, and block time average every 14 seconds, and Bitcoin
Cash has up to 8MB block size. Let us look at an example of cryptocurrency
Bitcoin block data.
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Block field Description
Version Block version information
Previous block hash The digital Hash value of the previous block
Merkle Root The reference to a Merkle collection, which contains

a hash of all transactions related to the block.
Timestamp A time recording stamp, when this block was cre-

ated.
Difficulty Target(bits) The calculated level of difficulty target being used.
Nonce A random number used to sign correct hashes by

miners.
Magic Number Identifiers what kind of file, data structure protocol

it uses. bitcoins use 0xD9B4BEF99.
Block size How large the block is. Each block in Bitcoin has a

fixed 1 MB size.
Transaction counter Counts of transaction in the block.
Transaction List Stores all the transactions in the block.

Table 2.1: Block field description for Bitcoin

Figure 2.1: Bitcoin block

9



The previous block hash of every block header is inherited from the
previous block, for every block n. For a block to be part of the blockchain,
it needs to be given a valid hash. The block is stored in a Merkle Tree data
structure.

2.2.3 Merkle Tree

Merkel Tree or Binary Hash Tree is a fundamental component in blockchain
for structuring the ledger, it stored all data block as a leaf or a root node,
and created an authentication path or Merkle path for verification of all
transactions. The Merkle tree “Method of providing digital signatures”
was patented by Ralph Merkle in 1979 [60]". A Merkle tree is a binary
tree of hashes, where the root node has two children, and the children
become parent nodes when they each have two children nodes. Using the
Merkle tree provides integrity and validity, it allows a large data structure
to converge efficiently, enabling secure verification using a small amount
of data and make it easy to verify a transaction on the blockchain.

The perfect Merkle binary tree has the following properties: The number
of leaves is always 2n(n = 0, 1, 2).

• Each node has 0 or 2 children.

• All leaves are on the same level

The Merkle Tree structure diagram in Fig 2.2 below describes a hashing
of the data text file using a binary tree, where data represents a transaction
and is hashed. The binary tree does not branch before it is hashed. The data
is hashed through a hashing algorithm, then the hashes of the two children
are added together to create a new hashing root node. Then the root node
becomes a child when it is combined with another hashing root node, as
illustrated in Fig 2.3.

Figure 2.2: Merkel Tree Bitcoin
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Assume that the hashes of the transaction a,b,c,d,e,f,g, and h are
computed in the same way that bitcoin hashes its transaction using
SHA-256. The leaf-node hash of the text_a transaction is: H_a =
SHA256(SHA256(txt_a) and will have 32-bytes size.

• H_ab = SHA256(SHA256(H_a+ H_b))

Then hash the hashed H_a and H_b together, which in turn will create
a new leaf-node of hash that has size 32-byte since hashes always have a
fixed length. There is an average of 2000 transaction per block in Bitcoin
[74]

Figure 2.3: Merkel Tree summarizing

2.2.4 Mining

Mining is an essential part of the blockchain consensus and is a process
to add new coins to the blockchain supply. New coins are the reward to
the workers that participate in the blockchain mining activity network and
transactions.

Permissionless Blockchains or public blockchains such as Bitcoin and
Ethereum use Nakamoto’s consensus algorithm Proof-of-Work (PoW) [65].
The PoW algorithm requires computer power to solve mathematical
problems called the crypto puzzles or a random Hash to solve. The
first node to solve the crypto puzzle gets the next coin reward. The
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difficulty of solving the crypto puzzle keeps everything in order and
protects the network against fraud. The nodes or the worker with the
greatest processing capacity has the highest probability of mining the next
coin reward and with a little bit of luck.

A worker in the blockchain is called a miner or a forger. It is a node
in the networks that work on collecting transactions, organizes them into
blocks from the memory pool, and gathers them into a new block before
starting the mining process.

2.2.5 Blockchain Consensus

In the blockchain system, a new data block is sent to the network for
broadcasting, the node in the network has an option to accept or ignore the
data block replica sent from the network. The more that accept the same
replica and join in, the safer the network will become from dishonest nodes
and tampering. The consensus jobs are ensuring that the network nodes
reached a common agreement and understanding between nodes in the
whole network. Reaching a consensus with a network which contains over
thousands of compute nodes is not an easy feat for any system. There will
be dishonest nodes, and some will fail to connect to the network. This is a
known problem called Byzantine fault generals problem, and the ability to
solve this problem is called Byzantine fault tolerance (BFT) [53]. The BFT is
a type of system that can continue operating even when some nodes on the
networks fail to work or are being attacked by a malicious actor. Therefore
as long as more than half of the network nodes are reliable and honest, the
BFT network will never go down or become vulnerable to any attack.

Blockchain is a BFT system architecture that uses a consensus algorithm
based on Proof-of-Work, Proof-of-Stake, Delegation-Proof-of-Stake, etc. A
good consensus algorithm ensures a stable transaction state on the network
and an appropriate time for the nodes to reach an agreement.

2.2.6 Proof-of-Work

The Proof-of-Work is a consensus protocol used in many blockchain
systems created by Satoshi Nakamoto. This algorithm originated from the
Hashcash algorithm invented by Adam Back in 1997 [7]. The Hashcash
algorithm uses a hash function as a building block, and it was used against
Denial-of-service (DOS) and other attacks on general network security [8].

The Proof-of-Work is most known to be used in the Bitcoin cryptocur-
rency for its network protection against tampering on the Bitcoin ledger.
The way the Proof-of-Work protects against tampering on its Bitcoin ledger
is by using the cryptographic hash function to hash the transaction block.
If there were any small changes to the original data, the verification would
result in an unrecognizable hash, and the consensus will be denied this
change. Generating valid hash blocks require computing power to solve a
certain level of difficulty known as the crypto puzzle. To solve the crypto
puzzle, the miners must find a random number in the range between 0
to 256-bits number that was created from the difficulty target of the hash,
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called a nonce. To find this nonce, we need to let the miner generate a ran-
dom number and compare it with the nonce value. The miner will keep
comparing the value until a match has been found. If some other miner
on the network finds it first, then all other nodes must stop mining on that
block and start with the next block. The miner that first finds the nonce
gets the privilege to sign and receive block rewards. Miners use a digital
signature algorithm based on the elliptic curve to sign and verify the trans-
actions. Before a new block is created, the miner node adds a transaction
block-reward, this transaction creates a new coin out of nothing and is the
first transactions to be recorded in a new block. Every transaction on the
blocks is hashed and put on a binary hash tree called Merkel Tree

2.2.7 Proof-of-Stake

Proof-of-Stake (PoS) was introduced in 2011 as an alternative to the
Proof-of-Work (PoW) consensus for avoiding the enormous electricity
consumption of the PoW algorithm. PoS and PoW share the same vision on
how data should be maintained and protected, but the consensus process
is different.

Peercoin the first cryptocurrency to introduce Proof-of-Stake was
launched in 2012 [69], the PoS algorithm uses a combination of Randomiz-
ation block selection, coin age-based selection, and the wealth of the nodes.
The wealth of nodes means how many coins a miner or forger called in
PoS, owns of the coin in their wallet. The forger locks a certain amount
of coins in the blockchain network as their stake where the owner of the
wallet sends a proportion of their coins to the blockchain network for earn-
ing network fees or transaction fees as a reward, instead of using computer
power in Proof-of-Work algorithm to verify the block transaction and earn
block rewards.

In a PoS blockchain, there are many different ways the network
consensus lets the validator sign the block and get network fees. A
coin such as Peercoin uses a combination of Coin age-based selection,
randomization block selection, and owners Wealth.

Coin age-based selection methods are based on how long the coins are
unspent and held for at least 30 days in the wallet, after 30 days the coin can
start competing for the next block, and the coins can be held for a maximum
of 90 days. Once a coin has been used in forging a block, its coin-age is reset
to zero and has to start the count again. Randomization block selection
means that the forger is selected by searching for the nodes with the lowest
hash value and the highest stake, and the probabilities of being selected to
validate a new block increases as a function of how long the coin is held in
the wallet [70]. The combination of using the randomization and coin-aged
will help so that the wealthiest nodes do not get to validate all the blocks.

The current crypto-currencies that use PoS at this point of writing are,
e.g., Cardano coin [17], Tron coin[66], and Tezos coin [82]. These coins are
ranked within the top 30 most valuable cryptocurrencies, and their values
are estimated at over 500 million dollars on coinmarketcap.com.
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2.2.8 Smart Contract

A smart contract is an exchange program code inside a blockchain system,
where its job is to maintain a fair exchange of value assets automatically,
without any interference. The system validates and automatically determ-
ines if the assets should be accepted or not by looking through the block-
chain ledger. It works somehow like a real bank system, where we have
a bank account and want to transfer money to another person. The bank
system will let us transfer the amount of money we have inside our bank
account to whomever we wish. If we have a zero bank balance on our ac-
count, we should not be able to send money to anyone.

The smart contract has many use-cases, depends on what blockchain
system solution one chooses to use. Some blockchain system has a smart
contract as a digital contract where two or more people follow the contract
rules, when the contract condition is met, the smart contracts automatically
write to the blockchain ledger and will be stored away for later use as proof.

2.3 Permissionless Blockchain

Since the introduction of the Bitcoin cryptocurrency in 2008-2009, there are
now more than a thousand different cryptocurrencies [21]. There are two
main categories of blockchains, one is Permissionless blockchain or public
blockchain, and the other is Permissioned blockchain.

A Permissionless blockchain, such as Bitcoin and Ethereum is a
decentralized system that anyone can be a part of. Anyone can write to the
block through transactions, and anyone can participate in the consensus
process of mining, voting, and protecting the network. The Permissionless
blockchain has, by nature, a transparent transaction ledger that lets all the
nodes in the network access all the information. However, there are also
blockchains such as Monero, ZCash, etc. that focus on hiding transactions
by obfuscating the transaction data so that no one can understand or find
where transactions come from.

2.3.1 Bitcoin

Bitcoin is the first digital currency or cryptocurrency to manage currency
transactions online without a centralized trusted third party. The Bitcoin
whitepaper was published in 2008 by Satoshi Nakamoto [65]. The Bitcoin
genesis block was operational on 23 January 2009, and 50 bitcoins were
mined. Bitcoin’s primary creates a ledger that connects computer nodes
and shares the data file simultaneously to all the nodes on the network.
Anyone can be a part of the Bitcoin network by installing the Bitcoin wallet
ledger [12] to their devices, such as a computer, mobile phone, or tablet.
The wallet should stay online for updates and help the network distributed
data. With the full wallet node or Full Client, we can participate in the
Bitcoin mining process.

Bitcoin mining requires a tremendous amount of hardware power to
find the nonce. The computing power is measured in terms of hash
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rate, which is the number of attempts per second on guessing the nonce
value. A specialized miner equipment hardware AntMiner S9 is capable
of 12,930 GH/s, currently Antminer s9 consumes around 2,663,863 kWh
electricity for 75 BTC, which is around 35,518 kWh per Bitcoin. Assuming
a typical electricity price of NOK (Norwegian kroner) 0.5 per kWh, the cost
of mining a single Bitcoin is around NOK 15,000. Miners with relatively
low computer power will have to cooperate in a federated mining pool to
solve the puzzle. This will increase their chance of finding the nonce and
get the block reward. Bitcoin block rewards will be halved every 210,000
blocks, the next halving will be in around 2024-2025, and the payout for
rewards will be 3.125 Bitcoin per block, instead of 6.25 Bitcoin per block.
The network creates a new block every 10 minutes, the block size is 1 MB,
and the total supply of Bitcoin is limited to 21 million coins. When Bitcoin
reached its total coin supply, the miners of Bitcoin will be paid in forms of
transaction fees as coin-rewards.

Bitcoin payment transactions are transferred between a pair of entities
sending digital money currency to each other without any central authority
such as banks. Without the bank as the middleman and no third-party
interference, the transaction of digital money can potentially be much more
effective and faster. An ordinary bank’s transfer system takes at least 12
hours for a transaction between two countries to happens. Furthermore,
a bank transaction always requires information about the merchant that
sells the product and the cardholder or bank account that wants to buy the
product. With Bitcoin transactions, there is no need to provide any personal
identification, and it just needs to show the Bitcoin public key address. The
Bitcoin does not depend on any physical form and exists only virtually. The
only way to generate Bitcoins is by mining it with computer power.

Below is a practical example of how the Bitcoin cryptocurrency is used in
real life:

Alice heard about Bitcoin on the news and from her friends talking
about it. She wants to learn and how to use it. Alice finds an excellent
manual on how to get started with Bitcoin:

• Alice has to visit Bitcoin’s main homepage and download the real
wallet in https://bitcoin.org/en/download. Beware that there are
many fake Bitcoin homepages.

• Alice has to downloads the Bitcoin client software as an application
or web application. The software exists in Full client or Light Client.
The Bitcoin client is a wallet.

• The Full client stores the entire history of Bitcoin or full ledger, which
contains over 200 GB of data [56]. If Alice downloads the full wallet,
Alice will have full access to the wallet and can participate in the
mining process.
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• The light Client stores only the block header of the Bitcoin history,
its use for validating the authenticity of transactions by using third-
party servers for access to the Bitcoin network. Alice has to trust the
third-party server if she chooses to download the light client.

• The third option is to use through third-parties exchange. This
option is not so safe as it has been reported that third-party exchange
are regularly at risk of being hacked. Examples of Decentralized
exchanges such as Binance, Bittrex, Coinbase, etc. This option implies
to use a Web Client through a web browser and store the user’s wallet
on a server owned by a third party. Here Alice can send, receive,
selling, and buying the cryptocurrency.

Alice chooses to downloads the light client application on her mobile
phone. The light client gives Alice a Bitcoin Address and a passphrase. The
Bitcoin address is Alice’s public address or Alice’s Bitcoin account that she
can share with anyone she wants. The passphrase is the private key that
Alice has to keep secret from others. It is recommended that Alice changes
the passphrase to her passphrase, print out the passphrase on paper, and
put it on an external storage device. If she loses the passphrase, she will
lose access to her Bitcoin address, and no one can help her retrieve it.

Alice wants to buy Bitcoin to her Bitcoin address, but there are no
banks that support a direct transaction between the bank money and the
cryptocurrency. at this time writing. Alice can choose some options below.

1. Alice can ask a friend of hers that she knows to send her Bitcoin, and
she will pay real money in return.

2. Alice could find a seller on the online website, "localbitcoins.com".
This is not recommended since the seller could take the money and
never send her the Bitcoin.

3. Alice can buy from an exchange that specializes in buying and selling
cryptocurrency such as Coinbase, Coinmama, etc.

4. Alice can try a nearby located Bitcoin ATM, which is a platform for
exchange from real money to Bitcoin.

Assume that Alice wants to try sending 1 Bitcoin to her friend Bob.
First, she needs Bob’s Bitcoin Address. Alice uses the light version Bitcoin
wallet app, scan the QR code that contains Bob’s Bitcoin address or writes
Bob’s Bitcoin address. She sends 1 bitcoin to Bob’s Bitcoin address. Bob
checks his wallet app after 30 min for Alice’s 1 Bitcoin transaction. Alice
will receive a confirmation of the block transaction, which shows that the
transfer is complete.

2.4 Permissioned blockchain

A Permissioned blockchain is also known as a private blockchain. It is
operated by a known entity where the blockchain is owned by a company,
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enterprise or organization, that controls the network’s restrictions on who
can be delegated in the network and the block transactions. The main
difference between the Permissioned blockchain and the private blockchain
is that the private blockchain is not open to participating in the network
for anyone, where the Permissioned blockchain has some criteria such
as "Know Your Customer (KYC)" for the public to join. KYC is a bank
regulation term, a process to verifying the identity of the person for
ensuring that money laundry activity does not occur.

In a permissioned blockchain, such as Hyperledger Fabric [39] and
IPFS [44] every entity node must be known to the network, the nodes
must be verified and identified by a trusted certificate. The permissioned
blockchain is more suitable for a centralized system authority than the
Permissionless blockchain.

2.4.1 The Interplanetary File System (IPFS)

The InterPlanetary File system (IPFS) [44] is a peer-to-peer distributed
storage network that seeks to share information by storing information
on devices, where devices can be shared with other devices through the
network of IPFS. IPFS uses content addresses for sharing the information
instead of a location-based address. The content is stored in fragments
of data with different sizes and is spread through the network with a
unique identifier hash that will recollect all the data in that files to become
a complete content file. When a file is missing a part of its data, the system
reconstructs it by looking for the older patch in the filesystem tree.

The IPFS content address is structured, for example [43]:

• /ipfs/QmXoypizjW3WknFiJnKLwHCnL72vedxjQkDDP1mXWo6uco/
wiki/Aardvark.html

Where in comparison a traditional URL; for example:

• https://en.wikipedia.org/wiki/Aardvark

• /Users/Alice/Documents/term_paper.doc

The IPFS [42] system is based on a Peer-to-Peer system such as
BitTorrent, Github Version Control Systems, Distributed Hash Tables
(DHT), and Self-Certified Filesystem (SFS). BitTorrent is a peer-to-peer
file-sharing system, which coordinates a network of untrusting nodes to
cooperate in distributing files to each other. Distributed Hash Tables
are used to coordinate and maintain metadata in the peer-to-peer system
using Kademlia [59]. Self-certified filesystems let the user verify the
public key offered by the server, negotiate a shared secret, and secure all
traffic. Version Control Systems Git provides a powerful Merkle-DAG
object model that captures changes to a filesystem tree. Merkle Dag tree
is constructed from a Merkle tree with a Directed Acyclic Graph (DAG),
which has the property not to rewrite the node that has already been
encountered. Merkle Dag allows multi chains of blocks to exist in parallel
and interconnected, while never changing their parent node.
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2.4.2 Libra Blockchain

Libra blockchain or cryptocurrency LBR is a decentralized blockchain
proposed by Facebook in 2019. It is a permissioned blockchain which is
planned to support a low-volatility cryptocurrency solution and a smart
contract platform that together aims to enable a simple global currency and
financial infrastructure that could be adapted by millions of people [55].

A distributed network of validator nodes maintains the Libra Block-
chain. The validators collectively agree on an ordering of transactions in
the blockchain. The transaction fees call gas price, is a fixed point in time.
The leader of the block gets to validate a block of transactions. There is no
place in the white-paper [55] saying which node can become the leader and
who will get the transaction fees.

Figure 2.4: Libra transaction life circle [54]

Libra Transaction definition:

• S stands for a Sequence number.

• T stands for Raw transactions.

• A is Alice and B is Bob.

2.4.3 Hyperledger

Hyperledger is an open-source global collaborative blockchain technology.
it is hosted by The Linux Foundation, including leaders in finance, banking,
Internet of Things, supply chains, manufacturing, and Technology.
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Figure 2.5: Hyperledger project [39]

Hyperledger Fabric is one of the Hyperledger projects that are more
known to others with a collaboration with IBM at the start. Now there
are around 35 organizations in the project [37]. Hyperledger Fabric is a
permissioned distributed ledger framework for developing solutions and
applications for industry use-cases for preserving privacy [38].

Hyperledger fabric uses a smart contract called chaincode for business
and enterprise use-cases, where they want to create a safe and secure com-
munication channel with payment between clients, where the information
has to be kept confidential.

2.5 Fork on Blockchain

A fork is a duplicated of the original program, where the duplicated version
has a new implementation and direction to diverge from the original
program. In computer programming, a fork is when a developer copies an
existing project and implements a new thing, so it becomes a new software
based on the original code. In a system, a fork is a running process that a
parent process created as a child process, which has inherited some part of
the parent process.

In a blockchain, there are three ways a fork can occur one is Hard fork,
the second is a soft fork, and the third is a regular fork when two or more
miners solve the puzzle simultaneously and attain the same answer but
have a different hash number.

In cryptocurrency such as Bitcoin, the case of regular fork occurs when
there are identical blocks for the miners that have to solve the puzzles. The
winner miners will have to wait for the system to decide on the winner of
the block, but at that time, all other miners will compete for the next block.
Since there is more than one block, the miners will have to mine a different
block depending on what block they receive.

For example; If one lives in Brazil and the others one in Japan, and
they found the answer simultaneously. They broadcast their answer to the
network; some will receive the answer from Brazil first, and some from
Japan first. After around 6 blocks, the system will decide the winners of
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