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Summary 

 

Deterrence strategy has returned to the security agenda after being in the background of 

international security relations since the Cold War ended. Caused by Russian hostility in 

Crimea, fear of a similar attack raised among the Baltic states. NATO responded by deploying 

forces that constitute a tripwire deterrent in the Baltics. The Enhanced Forward Presence 

forces deters a Russian conventional attack because the risk of NATO implementing 

collective defense to counter an attack is higher than the benefits Russia will gain by 

attacking. Nonetheless, it is uncertain whether the tripwire forces deter other hostile attacks.  

 

Technological development, globalization, and the widespread use of internet and social 

media has led to emergence of modern hybrid threats. Hybrid attacks occurs within a wide 

range of domains, ranging from traditional propaganda activities in an online sphere to 

hampering energy supply or cutting of vital functions in society by cyber attacks. The Baltic 

countries have experienced the challenges posed by hybrid threats, and the difficulties with 

handling low-risk attacks below the threshold of warfare.  

 

By studying NATO’s engagement in the Baltics, this thesis aims to answer if deterrence is a 

fruitful approach towards hybrid threats. Moreover, the concept of cross-domain deterrence is 

examined as a theoretical approach that possibly provides useful answers to the question 

about deterrence and hybrid threats. The analysis reveals that even if deterrence strategy is 

useful today, the theory needs to be adapted to remain relevant regarding today’s modern 

hybrid threat landscape. Cross-domain deterrence is a fruitful adjustment, but this thesis also 

shows that the usefulness of a cross-domain approach against hybrid threat raise doubt to 

deterrence as a military strategy in general. By accepting that cross-domain deterrence 

contains all measures implemented to increase the opponents’ costs by attacking, one blurs 

out the line between deterrence and defense.  
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1.0 Introducing the research question 

 

During the North Atlantic Treaty Organization (NATO) summit in Wales in 2014, deterrence 

was highlighted as a key element in meeting several security challenges (NATO, 2014). 

Events taking place in the previous decade spurred geopolitical developments and changes in 

the security environment bringing the Cold War strategy deterrence back on the agenda in the 

Western world. With increased great power rivalry and focus on security and defense,  

deterrence strategy has become more relevant today, than it has ever been in the 21st century.  

 

Another issue that has become more prominent related to security and defense challenges are 

hybrid threats. If one defines hybrid warfare simply as warfare that combines conventional 

and unconventional measures to reach the objective warfighting, hybrid warfare can be traced 

all the way back to Thucydides writings about the Peloponnesian War (Hoffman, 2009, pp. 

34-35). Historically, hybrid threats have been related to multi-modal methods of warfare, 

including irregular and criminal actions (Hoffman, 2009, p. 36).  

 

The peculiarity with today’s hybrid threats is the context in which they appear. Access to 

sophisticated technology and a more globalized world is beneficial for those conducting 

hybrid attacks. New technology causes a constantly changing battlefield and hybrid attacks 

can be synchronized across multiple domains by various means. These characteristics imply 

why today’s hybrid security threats can be viewed as “new”. Hybrid threats are difficult to 

handle due to their complexity, comprehensiveness and the attacker’s possibility to hide his 

identity. A question that arises is whether multifaceted threats like these can be deterred, and 

if deterrence strategy is useful to meet the challenges today’s security landscape present.  

 

NATO’s embracing of deterrence as a strategic priority in 2014 was related to Russia’s 

annexation of Crimea earlier that year. After a period of mostly positive dialogue and peaceful 

cooperation between Russia and NATO, much changed in their geopolitical relation and most 

ties broke during this crisis (NATO, 2019k; NATO, 2019i). Russian use of hybrid warfare 

tactics in Crimea and Eastern Ukraine caused particular worry in Estonia, Latvia and 

Lithuania, where one feared similar Russian attacks could take place (Lanoszka, 2016, p. 

176). This concern received sympathy from NATO Allies, who decided to step up efforts to 

deter Russia in the Baltic region.  



 

 

 

 2  

 

 

NATO immediately responded to the Russian aggression and the Baltic countries’ worries by 

suspending all practical cooperation in the NATO-Russia Council (NRC). The primary 

initiative to deter was to ensure physical presence of forces in the Baltic states and Poland 

through implementing Enhanced Forward Presence (EFP). EFP follows the 2014 Readiness 

Action Plan (RAP), and is described by NATO to be a defensive, proportionate measure to 

increase deterrence in the Baltic region (NATO, 2019g). NATO’s description of EFP as a 

deterrence measure makes EFP relevant for the analysis in this thesis.  

 

EFP was fully implemented in 2017 with the deployment of multinational forces in in the 

Baltics. NATO forces exercise both alone and work alongside national forces in Estonia, 

Latvia, Lithuania and Poland. This approach to increase deterrence in a given area is a typical 

conventional deterrence strategy that aims to create a tripwire. The tripwire forces contribute 

to raise costs of attack and is supposed to hinder the potential aggressor to follow through an 

attack (Bjerga & Oma, 2018, p. 3). Thus, the tripwire metaphor illustrates that one is willing 

and ready to conduct a counterattack if the aggressor oversteps a given line. If the EFP forces 

main task is to establish a tripwire to deter conventional threats from Russia, further research 

is required to determine if this deterrence measure is appropriate towards modern hybrid 

threats as well.  

 

Tactics within the hybrid warfare category or “hybrid methods of coercion” typically “cross 

political, military, informational, and economic domains” (Johnson, 2020, pp. 5, emphasis 

added). Deterrence as a strategic concept was not developed in a context with cross-domain 

issues as challenging as today’s. Recent strategic thinking and academic research have begun 

examining the use of deterrence strategies in today’s complex threat landscape. Several has 

approached this issue by incorporate additional means to deterrence tactics. This has resulted 

in the development of interlinked terms such as “multidomain”, “cross-domain” and “full-

spectrum” deterrence, where national strategists and scientists address the emerging adaptions 

in deterrence strategy (Gartzke & Lindsay, 2019c, pp. 3-4). Following, illustrated by an 

analysis of NATO’s deterrence efforts in the Baltics, this thesis will examine if deterrence is a 

useful strategy in a hybrid threat landscape, and if cross-domain deterrence is a fruitful 

contribution towards hybrid threats? 
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 1.1 The Baltics’ concerns 

The overall concern of the three Baltic states is that Russia would launch a military aggression 

aimed to attack and enter Baltic territory (Mckew, 2018; Graham-Harrison & Boffay, 2017; 

Foster, 2019). The Baltics are strategically positioned by the Baltic Sea, and separates Russia 

from its exclave Kaliningrad. Since the 2014 Ukrainian crisis the Baltics’ concerns have 

raisen due to increased military activity in Kaliningrad and in Russia’s border areas (Mictha, 

2016). Furthermore, the Baltics’ experiences with incidents involving Russian hybrid attacks 

strengthen the concernc. The most-known hybrid attack was in Estonia in 2007, when 

relocation of a war memorial sparked controversy in Russia and among Russian speakers in 

Estonia.  (NATO StratCom COE, 2019, p. 53). It resulted in riots in the street, and a series of 

cyber attacks hampered central Estonian institutions, and these events still shapes the country 

(McGuinness, 2017). We return to this incident in the next chapter. 

 

Severe incidents that bring down communication lines in government, stop bank systems from 

functioning and harm central societal functions, are all part of Russian hybrid tactics. 

Moreover, Russian media and information channels influence the Russian-speaking people in 

the Baltics on an everyday basis, and can recruit people to perform so-called “Russian 

influence activities”. The Baltic states’ concern is that people “susceptible to the Kremlin’s 

bidding” can become participants in a destabilization campaign that supports a Russian armed 

attack (The Economist, 2019i). Propaganda and disinformation campaigns are aimed at 

polarizing communities, triggering pro-Russian attitudes and shift the public opinion away 

from being supportive of NATO, the European Union (EU) and the West in general (Król, 

2017b). 

 

Use of hybrid tactics can contribute to achieve such aims, thus sparking a growing pro-

Russian population that cause more polarization among Baltic people. Accordingly, the Baltic 

governments, military officials and researchers fear that this increase the likelihood of 

successful Russian attempts to attack or invade (Kaitsepolitseiamet, 2017, pp. 4-5; Mckew, 

2018; Graham-Harrison & Boffay, 2017). If one could successfully deter the use of hybrid 

tactics, and thereby remove the Russian motivation to turn the Balts’ attitudes, chances of 

conflict due to polarization and similar societal challenges would probably decrease. The 

research in this thesis aims to provide a better understanding of how current deterrence 

measures in the Baltics can contribute to solve challenges related to hybrid threats.  
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1.2  The security guarantee provided by NATO membership 

Estonia, Latvia and Lithuania became NATO and EU members in 2004 and have become well 

integrated in these institutions (The Economist, 2019ii). Being members of NATO and the EU 

applies directions on foreign policy and multilateral relations with non-members in the Baltic 

countries’ neighboring areas (Østerud & Toje, 2013, p. 72). These memberships also give the 

countries advantageous benefits, such as the security guarantee NATO provide by collective 

defense. In Article 5 of the North Atlantic Treaty, the members have agreed that “an armed 

attack against one […] shall be considered an attack against them all” (NATO, 1949).  

 

NATO’s opportunity to invoke Article 5 in defense of any of its members has a deterrent 

effect on all non-members (NATO, 2012). The intrinsic threat of Article 5 is that you must 

expect to meet defensive countermeasures from a multinational NATO force if you attack a 

member state. Thus, an offensive state must account for meeting more than the capacity of the 

attacked state. Considering NATO’s superior role of allied defense capabilities in the world 

and the organization’s ability to adapt to global developments, the threshold for provoking a 

military conflict with a NATO member is high (Hill, 2019). For years, European security has 

benefited from having the United States (US), the world’s strongest military nation, as a 

leading member of the alliance. Since the annexation of Crimea in 2014, the US has expressed 

their commitment to the security of NATO’s eastern flank and particularly the Baltics. During 

a visit to Tallinn in September 2014 former president Barack Obama assured that:  

 

we will defend our NATO Allies, and that means every Ally. […] And we will defend the 

territorial integrity of every single Ally. […] Because the defense of Tallinn and Riga and 

Vilnius is just as important as the defense of Berlin and Paris and London.[…] Article 5 is 

crystal clear […] (Office of the Press Secretary, 2014). 

 

Under the current presidency of Donald Trump, the Baltics have also received promising 

signals from Washington that they have support (BBC News, 2017). When the US hosted the 

three Baltic Heads of State to mark the 100 year anniversary since their declarations of 

independence, the American President praised the Baltic countries’ commitment to defense 

spending and for being examples to follow for NATO members that have not reached the two 

percent of Gross Domestic Product (GDP) target. In the same press conference, all three 
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Baltic Heads of State made comments about the importance of collective defense and US’ 

support for their security situation. (The White House, 2018).  

 

Despite the founding obligations and promises in Article 5, changing international relations 

and political insecurities domestically cast doubt on whether the US is a security guarantor for 

European allies under all circumstances (Zandee, 2018). The only occasion where Article 5 

has ever been invoked was in a response to the 9/11 terrorist attacks in the US (NATO, 

2018b). Thus, there is not a selection of events that illustrate the grade of severity or type of 

attacks that by precedent leads to an Article 5 response. This is of central importance when 

considering the possibility for NATO to defend and deter the Baltics against Russian attacks, 

because it is not automatically given that attacks within all domains, such as hybrid attacks, 

will be “covered” by Article 5 (Binnendijk & Priebe, 2019, pp. 2, 33). 

 

 1.3 NATO’s implementation of EFP as a deterrent in the Baltics 

The Readiness Action Plan (RAP) was agreed upon at the NATO summit in Wales September 

2014. This initiative aimed to adapt to the changing security situation, particularly concerning 

the conflict in Ukraine. The Summit declaration explicitly mentioned that the RAF efforts 

“respond to the challenges posed by Russia and their strategic interaction” (NATO, 2014, 

paragraph 5). Accordingly, the deteriorated relation between Russia and the West and issues 

like migration and terrorism that makes European security vulnerable, demanded response 

and alteration from NATO. “Assurance and adaption measures” were promised to meet new 

challenges in the security environment, and included: 

 

[…] continuous air, land, and maritime presence and meaningful military activity in the 

eastern part of the Alliance, both on a rotational basis. They will provide the fundamental 

baseline requirement for assurance and deterrence, and are flexible and scalable in response 

to the evolving security situation. (NATO, 2014, paragraph 7) 

 

The presence and activity mentioned here involves increased NATO exercising in the area. 

Moreover, establishing institutional arrangements like NATO Force Intergration Units 

(NFIU) that coordinates cooperation between NATO and national forces was part of the 

measures impemented (NATO, 2017). Efforts to strenghten defense and deterrence resulted in 

an agreement at the Warsaw Summit in 2016 promising deployment of multinational troops to 



 

 

 

 6  

 

the Baltics and Poland. The troops are deployed on a rotational basis to support and work with 

the national home defense forces, in what is called Enhanced Forward Presence (EFP) 

(NATO, 2019g). The four EFP battlegroups, deployed in Estonia, Latvia, Lithuania and 

Poland, are led by United Kingdom, Canada, Germany and the US respectively, and consists 

of between 1,000-1,400 soldiers each (NATO, 2019a). 

 

In addition to agreeing upon deploying troops to the Baltic countries and Poland, the summit 

in 2016 upheld the notion established two years earlier, where the North Atlantic Council 

ensured that NATO shall be: 

 

able to effectively address the specific challenges posed by hybrid warfare threats, […]. It is 

essential that the Alliance possesses the necessary tools and procedures required to deter and 

respond effectively to hybrid warfare threats, and the capabilities to reinforce national forces. 

(NATO, 2014, paragraph 13, emphasis added) 

 

This statement ensure that hybrid threats challenges is a priority towards better defense and 

deterrence. NATO gives the impression that hybrid threats are severe, and must be treated 

accordingly in the RAP efforts. Nevertheless, it is not clear what precise deterrence measures 

will be taken to meet hybrid threats particularly, even if the overall strategy is to “prepare, 

deter, defend” (NATO, 2019i). The EFP initiative is arguably an effort where NATO is 

pursuing this strategy. The arising question is if a strategy to prepare, deter and defend is 

suited to follow up on the NATO summit aims from 2014 and 2016 regarding hybrid threats. 

More precisely, it is not given that deterrence is a strategy that is fruitful in a hybrid threat 

landscape at all, and therefore this thesis will use the EFP and NATO’s efforts in the Baltics 

to examine this question in light of the current multifaceted challenges posed by Russia.   

 

1.4 Existing research and litterature  

There exicts a large selection of litterature about deterrence stratagy both theoretically and 

empiricaly. In the theory chapter, some traditional writings and researchers will be referred to 

in addition to more recent interpretations and writings about the subject. These includes 

among others the works of Andrè Beafure, Patrick M. Morgan and Lawrence Freedman. 

Among the newest contributions to the deterrence debate is Erik Gartzke and Jon R. Lindsay’s 

Cross-Domain Deterrence – Strategy in an Era of Complexity (2019). This book has been 



 

 

 

 7  

 

important for the development of the thesis’ research question as well as the overall 

understanding of the concept cross-domain deterrence and where today’s theoretical debate 

about deterrence is at.  

 

Another book that needs to be highlighted is What Deters and Why – Exploring Requirements 

for Effective Deterrence of Interstate Aggression (2018) by Mazarr et.al. This book has 

provided a thourough insight in how one can proceed to better understand deterrence and how 

traditional deterrence efforts can be measured. The book is published by the American 

reseach center RAND Corporation, who has also published several relevant studies 

concerning NATO’s deterring efforts in the Baltics.  

 

Moreover, RAND Corporation recently published a large contribution to the debate about 

hybrid warfare where Russia’s hostile measures against NATO are in focus, authored by 

Cannable et.al (2020). Mark Voyger’s chapter in the 2018 Riga Conference Papers has also 

been influential in understanding the Russian approach to using hybird warfare tactics. 

Additional works on hybrid warfare and related subjects that have been useful for this thesis 

are among others Patrick J. Cullen and Erik Reichborn-Kjennerud’s Understanding Hybrid 

Warfare (2017), publications and analyzes by the European Centre of Excellence for 

countering Hybrid Threats, and reseach by Frank Hoffman.  

 

Despite the fact that NATO’s increased deterrence measures in the Baltics are fairly recently 

implemented, several studies anout the measures’ achievements and weaknesses have been 

published. Nora Vanaga and Tom Rostoks have edited the book Deterring Russia in Europe – 

Defence strategies for Neighbouring States (2019), which has been useful for this thesis. 

Vanaga, as well as scientists like Martin Zapfe and John R. Deni have contributed with more 

research related to NATO’s deterrence in the Baltics. Their findings and perspectives will be 

presentet later in this thesis.  

 

1.5 Key concepts and terms 

An overview of how selected key terms are understood in this thesis will be elaborated in this 

section. The terms and concepts will be used thorughout the thesis, and are important to 

clarify. Some terms and concepts are already introduced, but will be elucidated further below.  
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Collective defense and Article 5 

Article 5 in the North Atlantic Treaty will be referred to in the text in various ways. 

“Collective defense” is a term that should be understood with reference to Article 5. When 

discussing events that can make NATO invoke collective defense as explained in Article 5, 

these two terms will be used. Situations where Article 5 is discussed, can also be refered to as 

“collective defense situations”, “Aricle 5 situation”, “situations that invoke the collective 

defense clause” and similar.  

 

NATO’s eastern flank 

The term NATO’s eastern flank derives from the Cold War when NATO forces in West 

Germany defended the border to the Warsaw pact in the East. Today, the border the Baltic 

countires share with Russia is about the same length, and is part of the current “eastern flank”. 

The use of this term today is not always consistent. Some concider it for being the area 

spanning in NATO’s full length from the Atlantic to the Caucasus along the eastern borders 

(Hodges, et al., 2019, p. 4). Others are emphazising the former Soviet union or Warsaw Pact 

areas in the Black and Baltic Sea regions when refering to NATO’s eastern flank (Cannable, 

et al., 2020, p. xviii). As this thesis is mainly concerned with the Baltic area, it is the latter 

geographic border area that is to be understood as the eastern flank.  

 

Hybrid warfare tactics and the threshold of warfare 

In the introduction, it was argued that hybrid warfare has ancient roots, and can be understood 

as the use of conventional and unconventional measures in warfare. Still, hybrid warfare is a 

term that can be used to describe using a blend of measures during warfare, but the term is not 

only used in warfare situations. Today’s understanding of hybrid warfare is usualy in 

situations where general peace is present. The understanding of hybrid warfare during 

peacetime is related to tactics and measures that can be employed within the hybrid warfare 

domain. Hybrid tactics can also be reffered to as e.g. “hybrid coercion”, “hybrid activity” or 

“grey zone tactics”. Likewise, “hybrid attack” should be understood as the implementation of 

hybrid tactics and “hybrid threats” as threats caused by the possible implementation of an 

attack with hybrid warfare measures. Consequently, hybrid warfare as frequently perceived 

today, are concerned with use of hostile tactical measures that separately and in low-risk 

circumstances fall short of war.  
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Short of war means that the hybrid tactics or the specific attack in concern does not overstep 

the threshold of warfare. Crossing the threshold of warfare means that conventional war 

breaks out. As there is no fixed determination of how severe, intense or syncronized hybrid 

attacks need to be for this threshold to be crossed, there is much uncertainty about the relation 

between hybrid attacks and conventional warfare. Therefore, hybrid attacks are often referred 

to as being in a grey zone between war and peace. Regarding NATO’s possibility of  invoking 

collective defense in a situation where war can break out, one can use Article 5 as the 

Alliance’s threshold of warfare.  

Figure 1: Spectrum of conflict: Inspiration from Cannable, et al. (2020, Figure S.1, p. xi) and 

Cullen & Reichborn-Kjennerud (2017, Figure 1, p. 9).  

 

Figure 1, designed after inspiration by selected academic research regarding hybrid warfare 

tactics, warfare escalation or the continuum of warfare, is meant to illustrate the issues related 

to the terms discussed here. This figure shows that in the grey zone area one can apply a wide 

range of different hybrid tactics. One by one, these tactics are measures that generally fall 
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short of war. If they are severe enough or several measures are used in a syncronized attack, 

conflict will escalate. Yet, the degree of severness or syncronization needed to cross the 

shaded area in the figure and overstep the threshold to conventional warfare is uncertain.  

 

1.6 Content and structure of the thesis 

At the current stage, the research question and the context in which the research question will 

be examined have been introduced. Additionally, we have clarified issues concerning existing 

scientific research about this topic and key terms and concepts for the thesis. In chapter two, 

the aim is to present the historical background of the increased deterrence and an empirical 

insight in the hybrid warfare situation in the Baltic countries. Situational understanding of the 

challenges posed by Russian hybrid attacks in this area are important to further discuss how 

these challenges can be handled. The chapter will provide specific cases or events that have 

taken place in Estonia, Latvia, and Lithuania. These cases are illustrative for much-used 

Russian hybrid tactics and will therefore give the reader a thorough foundation for how the 

attacks can proceed and how the tactics are used. Moreover, chapter two will outline the 

implications the Russian threats have had on the defense strategies in the Baltics’. Thus, this 

chapter contribute to understand risks, threats and perceptions of the situation. 

 

Chapter three will account for the research method used in the study and the data used to 

examine the case. The chapter will begin with an overview of the implications by doing a case 

study research. We will also determine what type of case this case study is. Thereafter, it 

follows a discussion about data collection and use of the data. Issues related to the validity 

and reliability of the research is also discussed in this chapter.  

 

Chapter four concerns deterrence theory. Deterrence theory will be unfolded by explaining 

different theoretical approaches to deterrence, including the concept of cross-domain 

deterrence (CDD). This part will clarify how deterrence is understood in this thesis and which 

approaches will be used further. The theory chapter also account for general measures that are 

used to determine if deterrence efforts can be successful or not. These measures are central to 

comprehend how the analysis of the research question will proceed. Finally, the 

operationalization of the measures will be determined. The operationalization explains what 

we will look for in the data material, and how we will evaluate the usefulness of NATO’s 

deterrent efforts.  
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Chapter five is concerned with NATO and the efforts that have been implemented to deter 

Russia in the Baltics. We will go through how the Enhanced Forward Presence forces work, 

and these forces’ relations to the Baltics’ national forces. How these different defense 

institutions cooperate and operate practical is key to discuss the usefulness of deterrence as a 

strategy towards hybrid threats. We will also account for additional efforts that have been 

implemented in the Baltic area in relation to the concept of CDD. This will explain how 

NATO’s efforts to deter can be regarded in a cross-domain perspective.  

 

Chapter six assess which NATO’s deterrence efforts have accomplished, and the 

shortcomings of these efforts in relation to deterring hybrid threats. In this chapter, we discuss 

the measurements concepts credibility and capability in regard of the case of NATO’s 

deterrence posture in the Baltics. We will examine the relation between the conventional 

deterrence measures and its usefulness towards hybrid threats. Moreover, we include cross-

domain aspects to the overall deterrence efforts in the Baltic countries, to determine if CDD is 

a fruitful contribution to hybrid threats.  

 

Chapter seven build on the findings in chapter six and points out the key findings of this case 

study research. We summarize the findings concerning deterrence as a strategy in a hybrid 

threat landscape, in addition to evaluate the findings regarding the CDD towards hybrid 

threats. This concluding chapter also comments on some of the challenges that still need to be 

assessed in the discussion about deterring hybrid threats. Finally, we conclude on the 

limitations of the thesis’ findings, how the findings contribute to existing literature and that 

further research is still necessary to find more certain answers within the debate about 

deterrence, CDD and hybrid threats.  
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2.0 Historical background and hybrid threats in the Baltics 

 

NATO’s and the West’s relationship with Russia has been marked by uncertainty and a 

feeling of suspense during the past decade. This is a result of particularly two incidents taking 

place. First, the Russian military aggression in Georgia in 2008 that occurred only months 

after it was agreed that Georgia could become a NATO member by meeting certain criteria 

(NATO, 2019j). Second, as previously mentioned, the Russian response to the political unrest 

in Ukraine in 2014 with the annexation of the Crimean Peninsula has been influential 

(Matlary & Heier, 2016, p. 4; Duke & Gebhard, 2017, pp. 379-380).  

 

The following section will explain how the event in Crimea is relevant for the relation 

between Russia, the Baltics, and NATO, and the consequences it has for the security situation 

in the Baltics. Thereafter, this chapter will bring up incidents where the Baltic states have 

been targets for Russian hybrid attacks, attempts of subversion or hostile interference. At last, 

this chapter gives an overview of the military capabilities and strategies in the Baltic 

countries. Concerning the historical background of this region and the empirical examples of 

hybrid attacks, the Baltics’ strategic adjustments and developments gives a thorough insight in 

threat perceptions and national responses.  

 

2.1 Geopolitical changes and what happened in Crimea  

The two aforementioned aggressive events have influenced how international relations and 

geopolitics are viewed today. Going back in time to the collapse of the Soviet Union, many 

geopolitical researches feared the uncertainty awaiting when the world left bipolar structures 

where the actors knew the rules of the game well (Sharp, 2014, p. 169). What the 21st century 

has shown, after years of US dominance and international attention to the War on Terror, is 

that we have a more complex world structure where new states gain power and regional 

importance (Sharp, 2014, p. 175). NATO has remained and renewed its raison d’être 

regularly since the Cold War, by for example conducting out-of-area operations (Duke & 

Gebhard, 2017, p. 380). Meanwhile, there is rising attention to the economic growth of China 

and the possibility of China tightening the global power gap to the US (Tunsjø, 2018, pp. 50-

54). Besides China’s growth, Russia is one of the BRICS countries that has demonstrated its 

willingness to uphold power in its own sphere of influence.  
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As NATO’s neighbor, Russia’s actions in the border areas and vice versa are significant for 

the relationship among them. How NATO and Russia perceives one another’s actions with 

third parties in these areas are also crucial for the political climate between Russia and the 

West (Arbatova, 2018, p. 116). As Duke and Gebhard (2017, p. 382) argues, the Kremlin 

viewed NATO’s and the EU’s enhanced relation with countries like Armenia and Georgia as 

geopolitical moves that collided with key Russian interests in their “inner abroad”. Without 

being threat directly aimed at Russia, these actions can pose uncertainty and be perceived as 

threats, thus creating a security dilemma. In reference to John Mearsheimer this is elaborated 

(in Duke & Gebhard, 2017, p. 383). He claims that Russia’s annexation of Crimea “was a 

direct reaction and response to US and European leaders’ attempts ‘to turn Ukraine into a 

Western stronghold on Russia’s border’.” 

 

Historically, the Crimean Peninsula has been a contested strategic area with changing 

affiliation. It has been both an independent state and part of larger empires and unions. This 

has affected the groups of people living there, especially noticeable to the Tatars under Soviet 

and Stalin’s rule (Ray, 2018). Crimea became Ukrainian after the dissolution of the Soviet 

Union. In hindsight, the interests of ethnic Russians, representing the majority living in 

Crimea, have complicated the relation between Ukraine’s central government and the 

parliament in Crimea (Ray, 2018). The Kremlin has an interest in Crimea due to the location 

and strategic importance of the naval base in Sevastopol that Russia has leased from Ukraine 

(Duke & Gebhard, 2017, p. 389).  

 

When Ukraine and the EU signed a new partnership agreement in late 2013, Russia also 

invited Ukraine to join the new Eurasian Union (Matlary, 2016, p. 36). This led to unrest in 

Kiev, and Russia seized an opportunity to deploy forces to carry out the annexation of Crimea 

(Ydstebø, 2016, p. 163). Not only did Russia have conventional forces to set in play, but their 

involvement in Crimea and Ukraine comprised hybrid warfare tactics (Ydstebø, 2016, p. 149). 

An element within these tactics was that Russia took part in the conflict in disguise. This 

spurred the divergent debate of whether the conflict was of interstate or domestically civil 

character. It was argued that the Russian strategy was to obscure who the fighters in Crimea 

were by deploying so-called ‘little green men’ that did not wear regular unit markings (Kuzio 

& D’Anieri, 2018, p. 87). 
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The use of hybrid tactics in the first phase of the conflict and alongside a military invasion 

was forcefully described in the magazine Foreign Affairs: 

 

Russian special forces, dressed in green uniforms without identifying patches, suddenly 

appeared at strategic points throughout Crimea and effectively took control of the peninsula. 

Simultaneously, a large-scale propaganda operation sought to hide Moscow's fingerprints by 

suggesting that these "little green men" were local opposition forces that reflected the popular 

will to reject the political change in Kiev and reunite with Russia instead. This, in short, was 

no traditional military invasion; it was hybrid warfare in which goals were accomplished even 

before the adversary understood what was going on. It represented an entirely new threat for 

which neither Ukraine nor NATO was prepared. (Daalder, 2017) 

 

In addition to hiding their origins and making it questionable who fought in the streets, Russia 

highly proclaimed their entitled responsibility to protect the rights of ethnic Russians in 

Crimea. Russian actions in Georgia, Eastern Ukraine and Crimea were explained and 

defended as protective measures for securing “own” citizens. This became worrisome to the 

Baltics, as one feared the same excuse would be used in an attack there as well (Foster, 2019). 

On the other hand, avoiding any obvious reason for NATO to use Article 5, such as an 

invasion, is of “paramount importance” for Russia (Matlary & Heier, 2016, p. 8). Therefore, 

seeing Russia operate in a grey-zone in the Baltics by using hybrid tactics, might be more 

likely than a conventional attack (Lanoszka, 2016, pp. 190-192). At the same time, Russian 

use of conventional forces in Ukraine and Crimea was important, and this remain a threat to 

the Baltics (Radin, 2017).  

 

2.2 The Baltics and Russia 

The potential threats triggered by the events of 2014 makes the brief historical background 

about Crimea interesting in the Baltic context. Like the eastern parts of Ukraine and the 

Crimean Peninsula in the Black Sea, the Baltic countries have a geopolitical strategic position. 

Situated between the Russian border and the rest of Europe and the Baltic Sea, the Baltics are 

NATO’s utmost border in the east, and disconnects Russia to their exclave Kaliningrad. 

Traditionally there have been flows of people, cooperation and conflicts across the borders 
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between the Baltics and Russia, and the geopolitical complexity is evident (see Huhtinen, 

2017, p. 53-54; Bater & Misiunas, 2019).  

 

Estonia, Latvia and Lithuania were part of the Soviet Union, but without a de jure 

international recognition of the incorporating of the countries in 1940 (Misiunas, 2019). 

Today, it remains cultural ties between the Baltics and Russia due to the Russian speaking 

minorities that migrated during the Soviet time. Russian is not an official language and the 

ethnic Russians are not as many in the Baltics compared to Crimea. Nonetheless, there is a 

fear that these diasporas can pose a security challenge in the region. This challenge can be 

caused by for example Russian propaganda in social media and on television, as seen in 

Crimea (Huhtinen, 2017, pp. 61-66; Arbatova, 2018, p. 123).  

 

There are some characteristics that clearly differentiates the Baltic states’ relations to Russia 

with that of Ukraine and Crimea. After the fall of the Soviet Union, Ukraine and others 

experienced that Russia supported separatist and insurgent movements that made unrest. Such 

movements were not strong in the Baltics, and one can therefore assume that the foundation 

for making unrest among Russian diasporas is still weak. Moreover, there were no direct 

Russian threats of using military actions in response to independence, even though this could 

have been justified as protection of the Russian populations (Kramer, 2002, pp. 733-734).  

 

In the aftermath of Soviet’s dissolution, there have been territorial disputes between Russia 

and the Baltic states. Additionally, frequent disagreements occurs regarding the circumstances 

that led to Soviet’s de facto occupation of the Baltics. These issues can be motivational 

factors that led to Baltic integration in the post Cold War enlargement of NATO (Kramer, 

2002, p. 742). Their success of becoming part of both NATO and the EU in 2004 have given 

the Baltics a security guarantee through NATO’s Article 5 that Ukraine never have been 

protected by (Kramer, 2013). Nevertheless, the unrest in Ukraine and annexation of Crimea 

has been influential for the Baltics threat perceptions from Russia, and has shaped the 

development of their security strategies in the last years. 

 

2.2.1  Russian military capabilities and strategic behavior  

As a central global power, Russia has long military traditions and is considered among the 

strongest military forces worldwide behind the US (Beckley, 2019; Tisdall, 2019). Russian 
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foreign policy and military strategies are guided by official documents such as the “Security 

strategy,” “Russian Military Doctrine” and “Foreign Policy Concept”. The newest versions of 

these documents uphold the traditional Russian view that the country has multiple strategic 

challenges to counter across its wide borders. This includes keeping an influential role in its 

post-Soviet near-abroad, and in general having a leading world power role in other 

international spheres (Facon, 2017, pp. 6-7). Moreover, the 2016 “Foreign Policy Concept” 

states that Russia “maintains its negative perspective” towards the expansion of NATO and 

NATO’s military activity in Russia’s neighboring areas (MFA Russian Federation, 2016).  

 

In the previous ten years or so, the Russian conventional military capabilities have increased. 

This growth is essential for the country’s ability to position itself among the global powers 

(Renz, 2016, pp. 23-24). Obtaining a strong military capacity gives Russia leeway and 

opportunities to pursue its foreign policy goals. However, it is not proven to be a causal 

relationship between the procurement of capabilities and the willingness of using them (Renz, 

2016, pp. 28-29). What is certain, is the superior capability of Russian forces and defense 

spending vis-à-vis the Baltic states. Russia regularly reminds the Baltic states of this highly 

biased relation by conducting large military exercises and violating airspace of the countries 

in the Baltic Sea region (NATO, 2020d; AP News, 2019; Kuczyński, 2019). Likewise, if one 

accounts the conventional NATO EFP forces deployed in the Baltic countries, the imbalance 

still favor Russia (Flanagan, et al., 2019, p. 1).  

 

Additionally, Russian military strategy has in recent years focused on strengthening their 

capabilities in more than the conventional domains. In the “Russian Military Doctrine” from 

2010 and the newest version from 2014, one of the introductory paragraphs emphasize 

Russia’s commitment to protect national interest and allies. Russia will do so by using 

“political, diplomatic, legal, economic, informational and other non-violent instruments” and 

if needed, military measures (Russian Federation, 2010; Russian Federation, 2014). This 

public communiqué argues that non-violent measures are the preferable means in Russian 

foreign policy and strategy. Nevertheless, there are arguments and examples showing that 

non-violent measurers often challenge or crosses the accepted line of behavior in international 

relations (Cohen & Radin, 2019, pp. 54-56). Persson (2016, p. 189) emphasize that Russian 

actions in recent years proves the country’s willingness to use military force, not only non-

violent measures, to achieve political goals.  
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Many non-violent, but hostile, Russian activities are referred to as their “soft power strategy”, 

“Russian Hybrid Warfare Model” or “Gerasimov Doctrine”. Russia acknowledge in their 

“Foreign Policy Concept” that besides diplomacy and similar means, soft power tools have 

become an additional way to achieve foreign policy objectives (MFA Russian Federation, 

2016). According to the Russian Minister of Defense Sergei Shoigu, these tools implies that 

“the word, camera, photograph, Internet and information in general have become another type 

of weapon, another type of Armed Forces” (Ministry of Defense of Russia, 2015). This 

description can be linked closely to use of hybrid tactics in defense and foreign policy, and the 

behavioral examples provided by the recent conflicts Russia have been involved in. Johnson 

(2015, pp. 154-155) argues that such involvements show that “Russia’s approach to conflict 

undeniably includes political, diplomatic, economic, non-linear and hybrid means below the 

level of armed conflict […], to achieve strategic objectives”.  

 

The terms “Russian Hybrid Warfare Model” and “Gerasimov Doctrine” are used by Western 

scientists and officials to conceptualize the Russian strategic communiqués and behavior 

(Giles, 2016, pp. 7-10). These terms reflect Russia’s innovative way of using hybrid tactics, 

and the perceived strategic construction of a complex toolkit that combines “conventional, 

nuclear and unconventional elements of military power” (Facon, 2017, p. 15). Even if it can 

be argued that such combinations have existed for a long time in Russian and most other 

country’s military toolboxes, the speech by Russia’s chief of General Staff, General 

Gerasimov, was seen as a shift towards favoring nonmilitary hostile measures above 

conventional military ones (Allied Command Operations NCO, Undated, p. 4). 

 

The mentioned strategic documents and the Russian recent overall behavior in international 

affairs imply that the lines between military and non-military activity are becoming blurred 

(Zapfe, 2017, p. 149). For the Baltic countries, being the weaker party in the relation with 

Russia, this multifaceted, cross-domain approach to conflict complicates the relationship and 

threat landscape further. The characteristics of Russian military strategy illustrate why it is 

necessary to research further on security strategies that can be beneficial to meet such 

challenges. The final part in this chapter will give an insight in how the Baltic states have 

developed their security strategies in that regard. Ahead of that, we will examine a selection 

of the Baltic countries’ experiences with Russian hybrid attacks.  
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2.3 Incidents with hybrid tactics in the Baltics 

A large number of different Russian hybrid attacks and attempts of subversion or hostile 

interference have taken place in the Baltic countries. This section will provide an insight into 

events that illustrate how such attacks can proceed and find place below the threshold of 

warfare. The empirical examples that will be presented were selected with regard to the 

particularities about today’s hybrid threats. The first event is related to cyber warfare, thus 

being in a field that is recognized as an operational military domain. The two following 

examples are within the information warfare domain, presenting traditional tactics for 

interference in a contemporary context. The section’s aim is to provide an extensive 

understanding of why hybrid threats makes the Baltic countries vulnerable and also their need 

for securing countermeasures towards these threats. Moreover, it is meant to provide grounds 

for exploring the relationship between hybrid threats as security concerns and deterrence 

strategies.  

 

 2.3.1 Cyber; Distributed Denial of Service attacks – Estonia 2007 

Among the hybrid methods of warfare that have been continuously reported during the last 15 

years or so are those within the cyber domain (CSIS, 2020). In an in-depth report about hybrid 

threats, assigned by The Center for Asymmetric Threat Studies (CATS) and Hybrid Centre of 

Excellence (CoE), authors Treverton et al. (2018, pp. 53-56) present three main categories 

within the cyber domain that poses a security threat. The first, cyber espionage, is closely 

related to information warfare that involves publicly revealed stolen information. This 

category also includes situations where intelligence data has been stolen by cyber methods 

and it is beneficial to keep the information hidden from the public (Treverton, et al., 2018, p. 

54). The second, cyber attack, is a method for making direct harm on computer systems by 

using malware and possibly “bring about destruction of equipment in the physical realm” 

(Treverton, et al., 2018, p. 55). The third category identified in the cyber domain is cyber 

manipulation. This is an interference approach where hackers illegally gain access to 

computer systems or networks for the purpose of changing or manipulating the information 

available at that network (Treverton, et al., 2018, p. 56).  

 

Treverton, et al. (2018) present examples of executed cyber incidents within all three 

categories, but for the purpose of this thesis, the 2007 cyber attack in Estonia is of particular 
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interest. As briefly mentioned in the introduction chapter, this was an incident that changed 

how cyber security challenges were regarded globally (Foster, 2019). This event demonstrated 

alarming vulnerabilities in Estonian society that were recognizable in other countries as well 

(McGuinness, 2017). The cyber attacks came in several waves and started as a reaction to the 

Estonian government’s decision to relocate a memorial statue from the Soviet era. Violent 

demonstrations came about when this work began. Shortly after, the main threat in Estonia 

shifted from being in the streets to cyberspace (NATO StratCom COE, 2019, pp. 53, 55; 

Conley & Gerber, 2011, pp. 5-6).  

 

Critical infrastructure and several institutions were under attack for three weeks. The attacks 

were so-called Distributed Denial of Service attacks (DDoS), meaning that websites are 

targeted, and normal functioning is hampered. Malicious software is spread, often to the 

extent that the larger systems of web-enabled resources crash, thereby causing major 

disruption (NATO StratCom COE, 2019, pp. 54, 65). During the first strikes in late April 

2007, the Estonian Government’s website was attacked, the e-mail server in the Parliament 

was overloaded by junk messages, and political parties’ official sites were hacked (Landler & 

Markoff, 2007). Later, a new round of attacks took place and was described to be more 

sophisticated and coordinated than the first ones (NATO StratCom COE, 2019, p. 55).  

 

During the last round of attacks, media outlets and banks were severely harmed. Estonia’s 

connection to the rest of the world was cut for longer periods of time at the days of the 

attacks, causing an isolating effect on the Estonian society (McGuinness, 2017; NATO 

StratCom COE, 2019, pp. 60-61). As a leading country within technological adaptation, with 

well-developed digital infrastructure crucial for people’s everyday life, these attacks became 

particularly severe. Some banks’ online services were completely shut down and individuals 

as well as businesses were unable to make transfers, trades, and investments, thus setting back 

all financial value creation (NATO StratCom COE, 2019, pp. 64-66).  

 

In sum, the cyber attacks were not directly destructive besides their disruptive character, but 

they raised alarming awareness of the potential of cyber warfare (NATO StratCom COE, 

2019, p. 59). Estonia quickly recognized the attacks as being a “national security situation”, 

and representatives from NATO, the EU, the United States and Israel offered their expertise 

to aid Estonia in this crisis (Landler & Markoff, 2007). Societies today depend on functional 
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web services, including information flow, communication among national authorities and 

more. Even if the disruption caused by DDoS attacks are rather harmful these societies are put 

in a vulnerable situation that can be further exploited when these services becomes 

dysfunctional. In a situation where all digital infrastructure are targets of criminal cyber 

activities, an attempt to perform other criminal activities or engage an armed conflict can be 

more attractive to a foreign power or hostile non-state actors (Hoffman, 2018, p. 40). 

 

Perhaps the greatest controversy of the cyber attacks in 2007, was the difficulty with 

identifying who organized and conducted the strikes. Because of strong reactions and hard 

rhetoric from Moscow and among Russian-speaking Estonians when the decision to relocate 

the Bronze Soldier statue was known, Russia was immediately accused of being behind the 

attacks (Conley & Gerber, 2011, pp. 5-7). Russia denied any interference, and no solid 

evidence pointed directly at the Russian government. The rationale behind the accusations 

was that IP addresses from Russia and online instructions about how to conduct the attacks 

were in Russian (Landler & Markoff, 2007). However, it was argued that  

 

the timing of the attacks, […] suggest Russian involvement. The first attack immediately 

followed the riots, the second occurred when Russia celebrated Victory Day over Nazi 

Germany and when President Vladimir Putin of Russia delivered a hostile speech against 

Estonia, and the third came a week later on the eve of the Russia-EU summit (Conley & 

Gerber, 2011, p. 7). 

 

Moreover, as explained by the NATO StratCom CoE report (2019, p. 52), there were other 

measures imposed by Russia during this period that indicated their interest in harming 

Estonia: “[…] hostile political rhetoric by Russian officials, unfriendly economic measures, 

and refusal to cooperate with the Estonian investigation in the aftermath of the attacks […]”. 

Regardless of these indications pointing towards who the responsible actor is, there is no way 

to really prove who coordinated the attacks, thereby causing ambiguity and uncertainty. In 

hybrid attacks like these, that is challenging because “as the attacks were apparently carried 

out independently by individuals using their own resources, any state sponsor responsible for 

orchestrating the attack was able to disguise and deny themselves as the source.” (NATO 

StratCom COE, 2019, p. 52).  
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2.3.2 Information; state-owned news agencies, fake news, and propaganda 

Another feature within the hybrid warfare domain; is the prevalent use of information 

channels to interfere with or coerce a preferred discourse in the media. There are a variety of 

information tactics and activities. Spreading propaganda, for example, is a historically well-

used tool to influence and gain popular support (Treverton, et al., 2018, p. 45). Such 

weaponizing and strategic use of information can be an advantageous instrument in a hybrid 

warfare context (Treverton, et al., 2018, p. 46). Information became an important component 

in the conflict in Crimea and Donbas in Ukraine in 2014 and it demonstrated this tactic’s 

potential strategic benefits (Kuzio & D’Anieri, 2018, pp. 39-40). Russia is familiar with 

information as weapon, as “the former Soviet Union frequently employed what it called 

‘active measures’ in the information domain, including forgery, propaganda, and false stories 

or ‘fake news’.” (Hoffman, 2018, p. 32). 

 

Today, the Baltic countries faces challenges related to the comeback of Soviet 

dezinformatsiya on a daily basis while Russia takes advantage of the evolving opportunities 

given by the internet and social media (Hoffman, 2018, p. 33). Due to the Russian speaking 

population in the Baltics, there has been a demand for Russian language media since the fall 

of the Soviet Union. Consequently, Russia has kept its media presence and networks in the 

Baltics and in other former Soviet countries (Conley & Gerber, 2011, p. 16). Moreover, 

Russia has established new media platforms to distribute “Russian language and culture, and 

carry out historical research supporting the ‘Russkiy Mir’ (Russian World) doctrine” (Russell, 

2016, p. 3). When these platforms become an arena to spread disinformation, attention raises. 

The EU have taken active steps to counteract this tactic, such as establishing the 

euvsdisinfo.eu-website, which targets Russian disinformation campaigns (EU Strategic 

Communications, 2017).  

 

In a European Parliamentary briefing about Russian media influence, the news agency Sputnik 

and the international news channel RT (formerly known as Russia Today) were highlighted as 

main sources for Russian disinformation distribution in the West (Russell, 2016, p. 3). 

According to a reportage in the New York Times Magazine (Rutenberg, 2017), President Putin 

has openly explained that the aims of RT and Sputnik are to “break the monopoly of the 

Anglo-Saxon global information streams”. Rutenberg further describes the two platforms as 

being “the nucleus of an assertive pro-Russian, frequently anti-West information network, RT 
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in the mold of a more traditional cable network and Sputnik as its more outspoken, flashy 

younger sibling”.  

 

The overall ambition of media outlets that make propaganda-like spinoffs from international 

news and spread disinformation is to polarize society (Foster, 2019). In interference 

operations, writing news articles, tweeting, spreading videos on social media and other means 

are used to reach out to the masses. The stories or opinions communicated through these 

channels does not necessarily contain a specific lie aimed at a limited group of people. Rather, 

the goal is to create as much doubt about as many issues as possible, especially by presenting 

alternative viewpoints to news or happenings being reported on by established, leading 

Western media houses (Ståhle, 2019). 

 

For a power aiming to diminish for example the ruling authorities in functioning democracies, 

he polarization and uncertainty that disinformation campaigns seek to create in a society can 

be valuable (Foster, 2019). If one searches public portals like the EU’s disinformation website 

(euvsdisinfo.eu), the “Authoritarian Interference Tracker” by The German Marshall Fund of 

the United States (GMF), or in the “Significant Cyber Incidents” by Center for Strategic & 

International Studies (CSIS), one finds frequent reporting of disinformation from media and 

news portals with Russian ties. Often, these are aimed at or concerning the Baltic states. 

These databases reveal great variety within the issues or topics being subjects for 

disinformation campaigns, ranging from historical interpretations of World War II events to 

spreading alternative narratives about legislation and state officials (GMF, 2020; CSIS, 2020; 

EUvsDisinfo, 2020).  

 

TV station bans in Lithuania since 2014 

Król (2017b) argues that information distributed via television from Russian media in the 

Baltics poses the biggest threat and have the largest influence. In Lithuania, all broadcasting 

through radio and television is monitored by national and international media watchdogs. The 

Radio and Television Commission of Lithuania (RTCL) is the public legal watchdog 

accountable to the Lithuanian Parliament, and has on several occasions suspended or banned 

Russian language television (RTCL, 2020). In 2014, the RTCL upheld a three months ban on 

NTV Mir Lithuania after they broadcasted a program containing what were described as “lies” 

about an event in Vilnius in 1991. The 1991-incident is well known among Lithuanians as 
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thirteen Lithuanian freedom fighters were killed when the Soviet army stormed a TV tower 

and the TV station’s headquarters (Sytas & Chopra, 2014). According to Reuters, this was not 

the first time Russian media presented alternative narratives about this event:  

 

Russian media sometimes insist that the civilians were killed by undercover Lithuanians in 

order to discredit the Soviet army, something that Lithuania denies. […] A similar three-

month ban on rebroadcasts of Russia’s state-owned Channel One was imposed by Lithuania in 

October, also for alleged lies about January 1991 events. (Sytas & Chopra, 2014) 

 

RTCL justifies the ban by claiming the program “deliberately disseminated false information 

(disinformation) about the events […]”, and that this event has already been “recognized by 

effective judgements of the courts […]” (RTCL, 2014). The RTCL has also reacted upon 

disinformation or cases where the narrative is angled in a way that can be perceived as hostile. 

One such example is the ban of the Russian state company-owned TV channel RTR Planeta, 

after the “channel transmitted propagation of violence and instigation of war” in reporting the 

Ukrainian events in 2014 onwards (Kropaite, 2015). Restricting media by claiming they 

convey incitements of war has also been used against RTR Planeta again in 2017 and against 

Russia-24 in 2019 (BNS EN, 2017; Jačauskas, 2019). The power to sanction media that 

publish hatred, provocative, and aggressive statements, are protected by both national and EU 

laws, thereby implying the possible threat such disinformation can pose (RTCL, 2017).  

 

Internet trolls pressures the Rail Baltica project 

The Rail Baltica project is currently the largest infrastructure project in the Baltic region (Rail 

Baltica org, 2020). The construction of a modern railway that integrates the Baltic capitals 

and Helsinki with the European rail network is a political and economic project that has 

caught  Russia’s attention (AmCham Latvia, 2020). The railway will contribute to a 

substantial improvement in logistical opportunities and more efficient freight transportation 

with several new multimodal cargo terminals. Significant progress within passenger traffic in 

the Baltic countries, as well as in Poland and Finland, will also follow when the project is 

finalized (AmCham Latvia, 2020).  

 

A modern and efficient infrastructure connection to other European countries will potentially 

benefit the Baltic countries in more ways than general passenger and freight traffic. As written 
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in the Eurasia Daily Monitor, “this railroad will allow NATO to quickly move larger volumes 

of military equipment from Poland and Germany to the Baltic States”, thereby becoming an 

“important component of the future regional economy and security architecture” (Nikers, 

2017). The benefit this railroad will have for NATO in a potential crisis situation where rapid 

movement of equipment and personnel is needed, is also the reason why the Rail Baltica 

project has been perceived as a threat to Russia (Sprūds & Andžāns, 2018, p. 94).  

 

One of the consequences of this perception was experienced in Latvia in 2015 during initial 

public stakeholder discussions about the project (AmCham Latvia, 2020). The project was 

pressured noteworthy by comments and discussions on internet forums and in social media, 

mostly in Russian, seeking to affect the public opinion (Latvian Public Broadcasting, 2015; 

AmCham Latvia, 2020). Extensive number of posts highlighting negative aspects and reposts 

of controversial pictures related to the project were spread online by Russian so-called troll 

factories and bots (Król, 2017a). The troll factories consist of employed people who create 

and administer fake user profiles on various networks and social media, aiming to spread 

given news narratives in large numbers. Bots are the trolls’ automatic or computerized twins, 

functioning as “force multipliers for Russian disinformation campaigns” (Helmus, et al., 

2018, p. 22).  

 

Irrespective of Latvia’s struggle with disinformation in social media concerning the Rail 

Baltica project in 2015, it did not seem to have noteworthy impact on the political process. 

There were strong oppositional opinions in the overall public, making it difficult for the 

disinformation to have a decisive effect (Król, 2017a). However, as experienced in Ukraine in 

2014, Russian information campaigns using trolls and bots can have significant impact as part 

of a larger strategy to seek power (NATO StratCom COE, 2016, pp. 14, 17-18). Additionally, 

it is worth noting that in the Rail Baltica case, as well as in other situations where Kremlin-

linked trolls or bots have been observed online, the trolls’ and bots’ narratives are often in line 

with the narrative of news portals such as Sputnik and RT (Król, 2017a). Helmus, et al. (2018, 

p. 25) are concluding in their rapport: 

 

Russia appears to actively synchronize social media products with those of various other 

information outlets, including Russian-branded TV broadcasts and web news, proxy civil 

society agencies, and web outlets. However, the Kremlin’s web campaign that relies on 
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anonymous web comments and non-attributed social media content disseminated by bots and 

trolls offers Russia the opportunity to target unsuspecting audiences with malign and often 

fake-news content. 

 

This means that a complex system of information sources is interlinked and synchronized in a 

way that enforces the information’s reach and possible influence. Furthermore, in some cases 

it is also challenging to distinguish the organized, state-supported trolls and bots from people 

or entities online and in social media who communicate the narratives presented by the trolls 

and bots. This might be entities with an ideological conviction that falls in line with the 

disinformation or so-called “useful idiots” that might be unaware of whose narrative they 

support. Consequently, these peoples’ and entities’ commentaries and posts are in line with 

Russian discourse without being affiliated with Russia themselves (Helmus, et al., 2018, pp. 

12-13; Hofseth, 2019). Finally, the disinformation that appears to be harmful can potentially 

be combined with more sophisticated cyber attacks, like mentioned earlier. In those situations, 

the risk of threat raises, and the consequences can become more serious.  

 

2.4 Why do these events matter and what challenges do they pose?  

The aforementioned events of Russian hybrid attacks in Estonia, Latvia and Lithuania are of 

various kinds and have posed different security challenges for the countries involved. These 

cases are not exhaustive for the overall encounters the Baltics have with Russian hybrid 

attacks, particularly regarding interference operations (for further incidents see e.g. the 

GMF’s Authoritarian Interference Tracker; euvsdisinfo.eu; CSIS’s Significant Cyber 

Incidents). Even so, these events give an insight in the various fields that can be exploited in 

hybrid attacks and how Russia might operate. Understanding the threat spectrum and what the 

potential targets in the Baltics are for Russian hybrid attacks, is crucial to the discussion about 

NATO’s ability to deter hybrid threats.  

 

The selected cases outlined above show a narrow but important field of operation within 

Russian hybrid tactics. Much has been written about the broader Russian operational 

strategies within this field, discussing its Soviet inherent, the Gerasimov doctrine and 

“Russian Hybrid Warfare Model” that were mentioned before (Treverton, et al., 2018, p. 46; 

Ng & Rumer, 2019; Galeotti, 2018; Allied Command Operations NCO, Undated). Mapping 

out the tactics and strategic opportunities as a model can be useful to illustrate the full 
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spectrum of domains Russia might utilize for a hybrid attack. Voyger does this when he 

presents the figure below in his contribution to the 2018 Riga Conference Papers (Sprūds & 

Andžāns, 2018, p. 148).  

 

 

This figure acknowledges the significance information and cyber warfare have had since the 

Russian annexation of Crimea. It also illustrates the as well as presenting other known hybrid 

warfare domains. Additionally, Voyger proposes in this figure a hybrid tactic termed 

“lawfare” that complexify the hybrid threats further. In the context of this paper, this model is 

meant to illustrate the overall comprehensiveness in meeting and deterring Russian hybrid 

threats, and demonstrate that the various means and tactics that can be combined makes the 

issue of NATO’s deterrence engagement in the Baltics rather complex.  

 

The complexity this figure presents is also reflected in the aforementioned events from the 

Baltics. Regarding the cyber events in Estonia one can argue that the initial controversies 

leading to the attacks were both social-cultural and diplomatic. Moreover, the attacks harmed 

economic as well as infrastructural interests. Similar interconnectivities between the different 

domains can be observed in the other mentioned cases as well. The Baltic’s experiences with 

hybrid attacks illustrates additional challenges that are decisive for understanding how the 

attributes of hybrid threats differ from conventional threats, and why that might affect the 

Figure 2: Russian Hybrid Warfare: Mark Voyger (2018, p.148) 
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possibilities for deterring them. Firstly, the cases prove the difficulties with identifying, 

prosecuting or sanctioning the responsible actors for such attacks. During the cyber events in 

Estonia, there were accusations and indications of who the attacker was, but no robust 

evidence that made it possible for the Estonian government or potentially NATO to react and 

deter further attacks. It is also questionable what kind of reaction would be proportionate in 

this case, and if similar events would invoke Article 5 now that NATO has officially declared 

the cyber domain as being covered by the collective defense clause.  

 

Secondly, the TV stations bans in Lithuania exemplify that there exist frequently used 

procedures for sanctioning the use of certain hybrid tactics. Nevertheless, this procedure does 

not seem to have a deterring effect, as new violations and following bans happen regularly. It 

is also notable that in the case of disseminating disinformation through TV, the audience will 

be affected immediately when the message is broadcasted. Such instant impacts may not be 

reversed by a future ban of the TV station. It can be argued that reactions towards the media, 

whether it is banning disinforming TV stations or programs, removing fake social media 

accounts or blocking comments from bots, are defensive measures. However, if such 

defensive measures take place after the damaging impact has happened and one cannot 

prevent future disinformation campaigns, the value of implementing bans are questionable.  

 

Additionally, the media can continuously adapt to the practice of the media watchdogs to 

avoid being banned or blocked, and it is not possible to sanction all actors that at times 

publish disinformation instead of information. It is also challenging for media watchdogs to 

supervise all types of media, and in Rutenberg’s (2017) article these challenges are well 

summarized: 

 

[…] you can tighten your internet security protocols to protect against data breaches, run 

counterhacking operations to take out infiltrators, sanction countries with proven links to such 

activities. But RT and Sputnik operate on the stated terms of Western liberal democracy; they 

count themselves as news organizations, protected by the First Amendment and the libertarian 

ethos of the internet. 

 

Similar issues are relatable to countering the trolls and bots, particularly when their activity is 

connected to the controversial media outlets. As in other instances where hybrid tactics are 
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used, data comprehensiveness and untraceable information make it difficult to establish 

evidence of who the responsible actor is behind the troll’s and bot’s activity. Like in the cyber 

attacks in Estonia, there is no way to prosecute or sanction an attacker in disguise. Therefore, 

the actors risk rising tensions by name shaming or accusing governmental authorities for 

coordinating these attacks. The problems with tracking down those responsible for hybrid 

attacks and the possibility to escalate a situation, characterize hybrid attacks. The attacks are 

composed of a blend of conventional and unconventional tactics that can be above or below 

the threshold of warfare (Hoffman, 2009, p. 36).  

 

Further, it is a challenge for established security institutions and those responsible for 

society’s safety to handle threats like these. Therefore, it exists a scientific need to further 

examine what security politics and strategies that can contribute to solve the challenges posed 

by hybrid threats. The empirical understanding of the threats caused by hybrid warfare tactics 

in the Baltics, examined through the events above, provide grounds for the value of cross-

domain deterrence in this thesis. The presented incidents illustrate that hybrid attacks takes 

place within and across domains and by using a wide range of means. For that reason, an 

expectation for this thesis is that cross-domain deterrence is a useful strategic adaption to 

traditional deterrence strategy that can improve the efforts of meeting complex hybrid threats. 

Studying the Baltic countries’ national strategies and security structures will provide 

knowledge of their approach to the challenges posed by Russian hybrid threats. Following, we 

can examine if the national strategies, accompanying NATO measures, can be regarded in a 

cross-domain perspective.  

 

2.5 The Baltic countries’ national defense capabilities 

Considering the Baltic countries’ history with a long period under Soviet control, the national 

defense structures are relatively young. The three countries’ security and defense build on 

different models yet have much in common. Hybrid attacks like the aforementioned and 

Russia’s openness about using such measures as part of their military strategy are influential 

for the Baltic countries’ own strategies. Below, we will see that these strategies are 

multidimensional and are constructed to meet security threats across domains.  

 

An understanding of Estonian, Latvian and Lithuanian strategies will contribute to assess 

what NATO’s efforts can add to the deterrence posture in the Baltics. Further, it gives an 
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insight in elements that are relevant for an CDD strategy in the Baltics. The three countries 

share the understanding that NATO’s collective defense and the security provided by EU 

membership are foundational parts of their security. In all three countries’ public strategies a 

key objective is to deter Russian hostility. Moreover, they share a history involving 

noteworthy resistance activities, and that preparing for resistance is an important part of  

today’s defense strategies as well (Flanagan, et al., 2019, pp. 2, 7).  

 

2.5.1 Involving all parts of society in protecting the Republic of Estonia 

Estonia’s “National Security Concept” from 2017 states that the defense model builds on a 

“comprehensive national defense concept” where all parts of society plays a role for national 

defense. This total defense approach consists of six pillars, being: military defense, the 

civilian support for military defense, international action, domestic and internal security, 

maintenance of the continuous operation of the state and society, and psychological defense. 

(Republic of Estonia: Ministry of Defence, 2017, p. 3). Flanagan et al. (2019, p.8) argues that 

Estonia’s total defense and resistance capabilities are the strongest among the Baltic states. 

 

In the same policy document, Estonia points to Russian aggressive attitude and strengthening 

of the armed forces as one of the core issues challenging national security (p. 4). The 

particular vulnerability as a small state is also underlined. Estonia acknowledges being in a 

situation highly reliant on diplomatic ties and allied states where the country is deeply 

affected by global changes in politics and economy. Therefore, it is reasonable that the 

“National Security Concept” also approaches the rising challenge related to what they refer to 

as asymmetric threats. That include among others cyber and technology-related threats, 

challenges posed by radicalization, organized crime and corruption (p. 5).  

 

The wide-ranging understanding by Estonians of the complex threat landscape they face, have 

resulted in a broad consensus on defense spending. Since 2015, the country’s defense 

spending has been above the 2 percent of GDP level that NATO visions for all its members. 

Their main focus is to further develop self-defense capabilities for initial phases of conflict 

(Praks, 2019, pp. 153-154). Territorial defense is at the core, and the land forces is by far the 

largest group within the Estonian forces. Strengthening the presence of NATO forces within 

the maritime and air domain, has therefore been a goal for Estonia to increase capabilities and 

deterrence measures in the Baltic region (Praks, 2019, p. 156).  
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The Estonian approach to a total defense model builds on conscription and reserve forces in 

the military field. About half of the total number of personnel are conscripts, and they are 

mainly placed in the south of Estonia. Additionally, there are professional soldiers in the 

forces, including a group of special operation forces. This group have become increasingly 

important, and their primary task is to develop unconventional warfare capabilities. The 

standing force consists of 6,600 people, while the aim is that the reserve forces will be ten 

times as many within a few years. Moreover, the voluntary defense organization the Estonian 

Defense League and its affiliated groups have about 26,000 members. These groups, the 

official forces and other non-military parties of society, such as police, border guards and 

more have participated in large coordinated exercises and can provoke delays and disruption 

that favors Estonia in a case of attack. (Flanagan, et al., 2019, p. 8) 

 

2.5.2 Latvia’s comprehensive and informative approach to defense  

Like in Estonia, there is now a focus on developing a comprehensive defense system to 

approach the varied threats Latvia faces (Veebel & Ploom, 2019, p. 413). The current 

“National Defense Concept” of Latvia was renewed in 2016, but it is expected to be updated 

again in 2020. The 2016-concept is concerned with three main principles for defense. First, 

the “state’s capacity and will to act” is important for securing society’s willingness to 

participate in defensive measurers and to be able to protect the country’s sovereignty. Second, 

“deterrence policy as a mean for minimizing external military threats”, where both national 

and NATO efforts are to raise risks and cost of engaging military with Latvia. The last 

principle is the “implementation of national defense and overcoming of external threats”. This 

means that Latvia will focus on developing national resistance and military capabilities to 

meet external threats with support of NATO’s collective defense. (Ministry of Defence of the 

Republic of Latvia, 2016, p. 8) 

 

According to Flanagan, et al. (2019, p. 9) the forthcoming renewal of the Latvian Defense 

Concept will build on more than three main notions, and rather evolve around seven pillars. 

These are expected to be much like the current strategic model of Estonia, but with certain  

differences. Some eminent remarks is the inclusion of “education of society” and the focus on 

civil, public-private and economic relations for defense and security. These extended focus 

areas are not all new, but the development in recent years has turned the overall attention to 
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strengthening national defensive procedures and capabilities. During the last decades, Latvia 

has had limited military forces and prioritized spending on building strong special forces that 

could participate in international operations. The defense budget has increased from 0.7 % in 

2010-2012 to 2 percent of GDP in 2018, and territorial defense and Latvian self-defense 

capabilities are improved. (Vanaga, 2019b, pp. 165-167, 170-172) 

 

Regardless of Latvia’s increased efforts to improve defensive capabilities at home, they rely 

on a model without conscription. The country ended conscription in 2007, and have 

approximately 6,500 professional soldiers, 3,000 reservists and the National Guard consists of 

8,000 members. Within the National Guard there are units dedicated to support all different 

subgroups of the regular forces, including special operation forces, cyber specialists, groups 

dealing with nuclear, biological, and chemical threats and so forth. In this way, the total 

defense model of Latvia has broad reach and the National Guard have monthly training 

obligations to ensure the soldiers’ level of proficiency. Moreover, in Latvian high school 

curriculums there are dedicated school courses about state defense. These courses will make 

sure that all citizens have a certain knowledge about national defense plans and some degree 

of practical skills. (Flanagan, et al., 2019, pp. 9-10) 

 

2.5.3 Lithuania’s unconditional approach to defense 

As with Estonia and Latvia, there has been rising attention in Lithuania to the threats posed by 

Russia since the annexation of Crimea. Lithuania is in an exceptional situation due to its 

border to Kaliningrad. Russia’s development of their Anti-Access/Area-Denial capabilities in 

its exclave are worrisome for Lithuanian national security (Ministry of National Defence of 

the Republic of Lithuania, 2017, p. 7). This has influenced the Lithuanian “National Security 

Strategy” and among the issues that is explicitly stressed in the newest strategies’ documents 

are hybrid forms of warfare (Janeliūnas, 2019, p. 185). 

 

One can argue that the Lithuanian defense model is combining some of the characteristics 

from the Estonian and the Latvian models (Veebel & Ploom, 2019, p. 414). Like Latvia, there 

was a focus on building military capabilities for contribution to NATO operations out of area, 

and in 2008 mandatory military service was suspended. But in 2015, conscription was 

reintroduced to improve preparedness of the entire society to defend Lithuania at home as 
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well. The same year, one could also see defense spending going up, and by 2018 Lithuania 

managed to attain the 2% of GDP target (Janeliūnas, 2019, pp. 188-189).  

 

With the reintroduction of nine-months conscription, Lithuania now have a larger group of 

reserve soldiers available, and the largest armed forces among the three Baltic states 

(Flanagan, et al., 2019, p. 11). The Lithuanian Armed Forces (LAF) has a central role in 

reaching the defense policy goals, but the policy highlights the necessity for an approach 

reaching beyond the armed forces:  

 

Total and unconditional defense is the main principle of Lithuanian defense meaning that all 

national resources will be used to defend the State and that every citizen and the entire nation 

will resist in every way defined as legitimate by international law. (Ministry of National 

Defence of the Republic of Lithuania, 2017, p. 11) 

 

Thus, LAF remains the main responsibility of national defense and should be able to respond 

in the initial phases of an attack or conflict. Reinforcements will be provided by the National 

Defense Volunteers and the National Guard, both having professional soldiers to support 

special operation soldiers and soldiers serving as more ordinary reservists. Additionally, 

developing civil resistance and resilience have been prioritized in Lithuania the last years and 

the Ministry of Defense have for example issued a manual on how citizens should behave and 

participate in resistance work during a crisis. (Flanagan, et al., 2019, pp. 11-12) 

 

2.6 The influence on today’s security environment 

This chapter has provided an insight in why Russia’s annexation of Crimea made a shift in the 

security environment on NATO’s eastern flank. The similarities, and differences for that 

matter, between the Baltic countries and Ukraine and Crimea, made the Baltics express an 

immediate need for increased security measures in 2014. This thesis stresses threats posed by 

hybrid warfare tactics. This chapter has also shown that there seems to be a close relationship 

between a foundational threat posed by conventional warfare and the modern hybrid threats. 

The increasing strategic focus of building a broad total defense capability among the Baltic 

states can be understood as an approach to meet both conventional and hybrid threats. 

Estonia, Latvia and Lithuania have revised and adapted their defense strategies as a response 

to Russian aggression in Crimea and their own experiences with Russian hybrid attacks. The 
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geopolitical changes caused by the Crimea annexation made the Baltic countries and NATO 

take action that is highly relevant for the current security environment in this region.  

 

The disproportionate military balance between the Baltics and Russia made it inevitable for 

NATO to act on the Baltics’ urgent request to reinforce deterrence measures. NATO’s efforts 

to deter in the Baltics will be issued later in this thesis. Before assessing NATO’s deterrence 

efforts, the methodological framework for the following research will be explained. 

Thereafter, the thesis will proceed with a clarifying chapter about deterrence theory and how 

that will be operationalized for this research.  
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3.0 Research method and design  

 

To examine if deterrence is a useful strategy towards modern hybrid threats and if CDD is a 

fruitful approach in that regard, it is necessary to determine how the research will proceed. In 

this thesis’ introduction, the research question was presented in relation to NATO’s deterrence 

efforts in the Baltics. Thus, a case study design is applied. Choosing a case study approach to 

examine the usefulness of deterrence strategy and CDD towards hybrid threats influence the  

results this study will produce. Moreover, to answer the research question a collection of data 

related to the case is necessary. How these data are collected also influences the outcome and 

findings in the thesis. In this chapter, we will provide an elaboration of ponderings concerning 

this case study, and the implications for the following analysis. The ramifications caused by 

available resources to the study, how the research is designed, and how data is collected, will 

affect how the validity and reliability of the study is regarded (Bryman, 2016, pp. 18-36). 

Validity and reliability will be discussed in the context of the procedures and methods used 

for researching this thesis.  

 

 3.1 Qualitative case study 

A traditional characteristic of case studies is that a specific historical event, like NATO’s 

deterrence efforts in the Baltics, is examined to answer a broader research question (George & 

Bennett, 2005, pp. 17-18). This thesis’ intention is to shed light on new aspects of an 

established theory in an explorative way. Accordingly, this thesis can be placed in a 

qualitative research category (Bryman, 2016, p. 34). Characterized by an interpretivist 

approach to understand the questions posed, qualitative studies are open to a flexible or 

unstructured research method (Bryman, 2016, p. 397). As the research question in this thesis 

implies by using the words “useful” and “fruitful”,  it is not expected that a clear one-sided 

answer will be found. On the contrary, when an interpretivist approach is applied, we can 

examine issues that points both against and towards the usefulness of deterrence against 

hybrid attacks. Moreover, a research design with room for interpretation and flexibility is 

found preferable for this thesis due to limited resources, practical constraints and lack of 

opportunities to access non-public information. 

 

A case can be defined as being “an instance of a class of events.” Therefore, the aim of 

studying a case, the instance, is to search for generic knowledge about a phenomenon of 
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scientific interest, being the class of events (George & Bennett, 2005, p. 17). Depending on 

how broad or narrow the class of events is defined, the number of suitable cases that fits 

within the class will vary. A single case can be a case of several classes of events and thus 

represent a unit of more than one class (Gerring, 2019, p. 27). The case of NATO’s deterrence 

efforts in the Baltics is understood as a unit within the events of deterrence strategy in modern 

time. This is a middle to narrow definition of what class this case is part of and considering 

the relevance of modern hybrid threats to the research question, it is suitable to further limit 

the time frame to the 21st century. As there are few cases to study within this class, choosing 

to study one give room for doing a highly focused, intensive study (Gerring, 2019, p. 28).  

 

An intensive study with an explorative method, lay grounds for examining a wide range of 

explanatory variables to answer if deterrence is useful towards hybrid threats. As the next 

chapter will explain, the concept of CDD as an analytical approach is not yet fully developed. 

Studying this concept in the empirical data demand including several aspects and indicators 

that can be related to the measurements we will find in the theory. Because the research 

involves multidimensional concepts like CDD and hybrid tactics, it is valuable with an 

intensive research method that to a lesser degree constrains which explanatory variables that 

can be accounted for. By studying several variables within one case, we can go in-dept to find 

answers to the research question. A problem with attempting to include many explanatory 

variables is that the research might become indeterminate (Keohane, et al., 1994, p. 120-121). 

This implies it can be challenging to determine each variables’ explanatory power. As we do 

not seek to determine the relation between the indicators used to evaluate the usefulness of 

deterrence in a hybrid threat landscape, we do not regard this challenge as a major problem.  

 

An intensive study where a strategic sampling method is used to select a single case makes it 

challenging to generalize the findings to the universe of other events of deterrence strategies. 

This difficulty questions the external validity of the research (Cook & Campbell, 1979, in 

Lund, 2002, p. 89, 106). Even if case studies often seek to find generic knowledge, it is rarely 

so that political and social scientists generally pick cases with only generic features. This is a 

relevant feature for NATO’s efforts to deter in the Baltics. There are several particularities in 

this case that is not decisive or apparent in other modern events of deterrence. Because NATO 

is the only military alliance of its kind, one can regard NATO’s efforts as an extreme case of 

deterrence. Instead of generalizing the findings to conclude on generic knowledge with much 
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uncertainty, this thesis will shed light on issues of concerns within the particular case with a 

logical interpretive approach based on existing theory. The aim of approaching the research 

question and case study like this, is to examine if a military strategy that was theoretically 

shaped during the Cold War, is relevant in a new threat landscape. Consequently, this research 

can contribute with revealing the need for further research within this topic. 

 

3.2 Collecting empirical data and the use of open sources  

The empirical characteristic of a case study establishes that the research builds on observed 

data. Data concerning NATO’s, the Baltic’s and Russia’s defense and deterrence strategies is 

relevant for this thesis. Discourses about these actors’ threat and risk perceptions are also 

useful. Moreover, to provide a contextual understanding of the case study, it is necessary to 

collect historical background knowledge, with emphasis on hybrid attacks in the Baltics and 

the annexation of Crimea in 2014. Last, to answer the research question, data that can explain 

activities and efforts NATO do to impose deterrence in the Baltic states is needed. 

 

Collection of these data are done through researching databases and websites for open 

accessed documents, meaning non-classified data sources. This includes scientific research 

articles and papers, national state documents, and public statements from NATO 

representatives, state officials, and similar relevant people referred to in news articles. Using 

merely public documents have implications for the results and findings in the analysis. A 

negative implication is that valuable information is hidden from the public because this thesis’ 

topic is related to the core of NATO’s doings and general state security issues are naturally 

sensitive. The lack of access to security classified documents is a limitation to the data 

material used in this thesis. 

 

Despite this restraint, using unclassified public data also have positive implications. Data that 

can be accessed by all provides a possibility for control. Other researchers can verify or reject 

this thesis’ findings by replicating the study. This is favorable to improve the reliability of the 

research (Bryman, 2016, pp. 41, 62). On the other hand, it is important to be aware that the 

research design relies on subjective considerations and interpretation of the data. 

Consequently, it is possible that other researchers find different results in the same data 

material and that conclusions are uncertain.  
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The theory chapter will explain that deterrence relies on the abilities to communicate and 

make others understand the threats imposed. Therefore, much of the data this research is 

based on, is public communication and knowledge about the actors’ strategic aims. The aim is 

to provide a non-biased projection of how the case can be perceived publicly but in a 

theoretical perspective. It should be noted that the documents selected for examination have 

been in either English or a Scandinavian language. Thus, if the sources were primarily in local 

languages rather than aimed to an international public, the findings could become different 

from what the data in this thesis will produce.  

 

Furthermore, we should also be aware of other factors that influence the way the researcher 

will understand and interpret the data material. Firstly, the theoretical grounds that will be 

presented in the next chapter determines what we look for in the data. That implies that the 

examining of empirical data relies on something existing externally of the data. This feature 

often leads to a situation where the researcher revises the research process during the study 

(Bratberg, 2018, p. 91). Related to this, is the idea that a document-based research with 

historical content can be compared to an everlasting jigsaw puzzle. This puzzle is 

characterized by the way new data material constantly can give new knowledge or 

interpretations of what is already known. Hence, the researcher should be open about the 

possibility of different interpretations and understandings of the event being studied, as well 

as not expecting to find a clear, one-sided and objective conclusive answer to the question 

posed (Bratberg, 2018, pp. 157-158).  
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4.0  Deterrence theory 

 

An understanding of traditional deterrence theory and how deterrence strategies theoretically 

vary is important for the following analysis of NATO’s deterrent efforts in the Baltics and 

hybrid threats. Furthermore, it might be challenging to fully grapple the emergence of new 

deterrence concepts like cross-domain deterrence (CDD) without a thorough insight in the 

traditional strategies it builds upon. To make analytical use of CDD or be able to evaluate its 

usefulness, an explanatory outline of the core principles that characterize CDD and how it is 

different from the traditional theories is necessary. The following chapter will therefore 

introduce deterrence strategy and its historical use, the main differences within deterrence 

theory and how deterrence can be assessed to determine its effectiveness. 

 

4.1 The concept of deterrence and its origins 

There are several ways to define deterrence and the strategic objective with deterring. André 

Beaufre (1965, p. 24) defines it in close relations with military force and strategy by claiming 

that “the object of deterrence is to prevent an enemy power taking the decision to use armed 

force”. This definition implies that by deterring efficiently, one convinces the adversary that 

the cost-benefit calculations by using force will be disadvantageous and too costly. Others, 

such as Patrick M. Morgan (1977, p. 19) define deterrence as “the use of threats of harm to 

prevent someone from doing something you do not want him to do”. In this sense, a state can 

consider using alternative deterrence means such as economic sanctions or diplomatic 

exclusion, rather than military force. This non-military approach to deterrence is contested 

when Morgan (1977, pp. 20-25) further discusses difficulties with defining the concept and, 

like Beaufre and others, writes about deterrence as the use of force to prevent attack.  

 

For the purpose of this thesis it will be suitable to use a definition that combines the two 

aforementioned approaches to deterrence. By doing so, the complexity of hybrid threats and 

the fact that NATO is both a military and a political alliance is accounted for. Additionally, a 

general definition that is not limited to the traditional military domain is suitable and 

necessary for the inclusion of a broader cross-domain approach to deterrence. Freedman 

(2013, p. 157) writes that demonstrating strength can have a deterrent effect on an opponent, 

and by that one can succeed in persuading the opponent “to induce caution”. Freedman does 

not explicitly include a military threat in this explanation of deterrence. Nevertheless, he 
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implies that an actor needs to make a strategic choice to demonstrate strength to attain a 

manipulative effect on the opponent’s choice of acts. Freedman’s continued line of thought 

underlines this point by claiming that “as a strategy, deterrence involved deliberate, purposive 

threats.” This description of deterrence suits this thesis, due to its broad scope. Therefore, it 

might be able to cover a larger scope of how deterrence possibly is a useful strategy for 

NATO towards hybrid attacks in the Baltics.  

  

As mentioned earlier, one often associates deterrence with the Cold War and nuclear standoff 

between the Soviet Union and the US. Deterrence theory of our time is often traced back to 

Bernard Brodie’s The Absolute Weapon, published in 1946, along with other researches and 

military strategists in the research organization RAND Corporation during this time 

(Trachtenberg, 1991, pp. 16-25). Long before the strategic conceptualizing of deterrence in 

the mid-20th century, there existed the idea that one could threat a possible opponent to 

restrain from attack. The Roman motto “si vis pacem, para bellum (if you wish for peace, 

prepare for war),” shows deterrence’s enduring historical relevance (Freedman, 2004, p. 7, 

emphasis in original). With the development and use of nuclear weapons, Brodie (1946, p. 31, 

cited in Freedman, 2004, p. 10-11) argued that military strategy must shift from focusing on 

winning wars to avert wars. Deterrence strategy is an approach that contributes to this shift.  

 

The influence nuclear weapons had on strategic thinking and the use of deterrence was later 

emphasized by Henry Kissinger (1994, p. 608), who wrote that “The nuclear age turned 

strategy into deterrence, and deterrence into an esoteric intellectual exercise.” Deterrence 

became the preferred strategy when the two Cold War superpowers knew that a nuclear attack 

would trigger mutual assured destruction (MAD). It can be argued that deterrence was 

effective because neither country attacked one another and MAD was avoided (Freedman, 

2004, p. 13). Nor has nuclear weapons been used in conflicts after the Cold War, and one 

might assume that the risk of MAD has an inherent deterrent effect that prevents nuclear 

weapons from being used. On the contrary, deterrence theory also illustrates that it might not 

be as simple to determine whether deterrence proves to be effective or not. What we know 

about successful deterrence is that an action or attack does not take place, but the actual causal 

relationship between deterrence and the lack of an attack is not known. The lack of an attack 

can simply be due to an absence of a real threat or that there was nothing to deter, thus that 

being the variable that explains the causal mechanism (Freedman, 2004, p. 29).  
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 4.2 Theoretical approaches to deterrence  

Before explaining how this thesis will approach the issue of deterrence strategy and CDD in 

the context of hybrid threats, there is a need for a better insight in how deterrence theory 

varies. First of all, deterrence, along with compliance, is a coercive strategy. Such strategies 

involve threatening to use force to purposely influence an actor’s strategic choices (Freedman, 

2004, p. 26). This is well reflected in the aforementioned definitions of deterrence and is 

useful to keep in mind when methods of deterrence are further split to sub-varieties. Most 

approaches to deterrence have similarities and can often be combined, but a much-used 

distinction that can be made is deterrence by denial and deterrence by punishment. Whereas 

the latter can be regarded as a pure coercive way of deterring, the former is also about control 

(Freedman, 2004, p. 37).  

 

4.2.1 Deterrence by denial 

Deterrence by denial is closely related to defense capability, because a “capability to deny is, 

by definition, a capability to defend” (Mazarr, et al., 2018, p. 7). The overall aim of deterrence 

by denial is to build up defense capabilities in a given (exposed) area to the amount that one 

can prevent a fait accompli, meaning that the opponent will not succeed in a “quick and 

decisive victory” (Rostoks, 2019, p. 23). In this way, the development of defense capabilities 

brings about larger risk and higher costs of attacking and reduces the possible attacker’s 

leeway considerably.  

 

With reducing the aggressor’s possible strategic choices, one illustrates that deterrence by 

denial seek to obtain control. When the deterrent threat leads to sufficient control of the 

situation the deterrer can deny the opponent strategic options (Freedman, 2004, p. 37). 

Thereby, if the opponent chooses to attack regardless of the threat, he should not be able to 

gain control over territory. In this sense, deterrence by denial is not meant to be an aggressive 

strategy that possibly escalates the situation, rather it involves elements of persuasiveness that 

seeks to secure status quo (Rostoks, 2019, p. 23; Mazarr, et al., 2018, p. 8). When building up 

defensive capability to deter, there is also a need for persuasion to assure that the potential 

aggressor calculates the rising costs and lack of options to a level where attacking seems 

disadvantageous. This implies that deterrence by denial “requires a demonstration of 

capability” (Freedman, 2004, p. 39). We will return to this requirement later in the chapter. 
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Furthermore, deterrence by denial establishes an impression of the interest the deterrer has in 

keeping control and defending the exposed area. Snyder (1959, p. 5) discusses the options and 

implications of different deterrent strategies the US had towards the Soviet Union during the 

Cold War, and he points out that displaying interest can be contributive to deterrence. He 

concludes that the surest sign one can give an enemy that the area is valuable, is to establish a 

denial capability in or close by this area. Deploying and arming up forces with an adequate 

strength, and making that visible to the potential aggressor, will make him aware of the 

defender’s interest. Signaling the area’s value with such measures is a warning that a 

defensive military response will follow if the area is attacked.  

 

Lastly, it is notable that deterrence by denial strategy is costly due to the additional efforts 

necessary to build up forces, and the risk of initiating an arms race (Snyder, 1959, p. 7). Of 

that reason, when deterring by a denial strategy, there will always be a consideration of when 

the sufficient level of military activity, size of deployed troops, number of naval and air forces 

is reached (Freedman, 2004, p. 38). These are in general countable measures, thus making it 

possible for the adversary to calculate quite easily the relation between the two parties’ 

relative capabilities. As long as the deterrer has built up a strong enough defense, relative to 

the possible aggressor’s, and the potential aggressor perceives it to be so, there will be a 

deterring value in the denial (Snyder, 1959, p. 6). On the other hand, it is also necessary to 

acknowledge that this strategy can bring about an escalation problem, and one should always 

account for the possibility for escalating the situation when initiating reinforcement of forces.  

 

4.2.2  Deterrence by punishment 

Deterrence by punishment involves the threat of additional retaliation and consequences 

beyond what deterrence by denial does. By threatening to respond to aggression with actions 

that escalate the situation, deterrence by punishment has a purely coercive stance. This 

characteristic gives the potential aggressor “powerful incentives to choose in a certain way” 

(Mazarr, et al., 2018, p. 8; Freedman, 2004, pp. 37-39). Deterrence by punishment came about 

alongside the development of strategic weapons, when it became possible to threaten the 

possible aggressor with counterstrikes that would be aimed at areas in the aggressor’s territory 

(Rostoks, 2019, p. 23).  
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A punishment strategy is more aggressive than deterrence by denial is. Rather than, or often in 

addition to responding to the actual attacking forces, a punishment strategy will directly harm 

the attacker’s homeland (Freedman, 2004, p. 38). The expected response to an attack is 

therefore substantially more costly for the aggressor, particularly if the punishment threat is 

“massive” (Snyder, 1959, p. 4). Moreover, if the aggressors aim is to gain control over an 

area, a massive counterattack on the aggressor’s homeland does not necessarily lead to a 

failed attempt to obtain the aim. Consequently, the duality of the cost-benefit calculation 

builds uncertainty (Snyder, 1959, pp. 5-6; Freedman, 2004, p. 39). The potential aggressor 

might believe the punishment threat is likely or unlikely to be carried out, but because one 

could never really know, the calculations of gains and costs must be done carefully due to the 

possible severe response that awaits when attacking (Snyder, 1959, p. 6).  

 

There is also uncertainty related to the possibility of whether the punishment threat, especially 

a nuclear threat, will be followed through or not. According to Freedman (2004, p. 39), the 

dedication to the threat depends upon the willingness of the deterrer. If willingness is present 

and the threat is implemented, the conflict escalates with continuing coercion. Hence, the 

deterrer leaves it to the aggressor to determine when the punishment is damaging enough for 

him to back down (Freedman, 2004, p. 39). Compared to deterrence by denial, fulfilling 

punishment threats causes the deterrer to risk more control of the situation and the contested 

area. In some instances, the risk of losing control over the situation can be perilous for the 

deterrer. Nonetheless, there are arguments explaining why this lesser control is worth risking, 

and Snyder (1959, p. 7) highlights the importance of deterring by (nuclear) punishment when 

the potential aggressor also have the strategic capacity to use nuclear weapons.  

 

One approach to deterrence by punishment is deterrence by tripwire. As mentioned 

previously, the EFP can be considered to function as a tripwire. The tripwire strategy can 

unfold in different ways, but it relies on the idea that if the enemy crosses a given line he will 

be attacked and full war will break out, much like tripping the wire of a land mine leads to 

detonation of the mine (Samuels, 2005, p. 739). Having a limited military capability present 

in a possible contested area, with the sole aim of responding to an attack to the extent that war 

is inevitable, is a traditional tripwire strategy (Bjerga & Oma, 2018, p. 3). Contrary to the aim 

of becoming the superior power when building up denial capabilities, a tripwire force serves 

as a warning that additional forces will be reinforced to punish. In NATO’s case, having 
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multinational tripwire-forces deployed signals that an attack where these forces get involved 

bring about allied reinforcement, invoking Article 5 and collective defense (Bjerga & Oma, 

2018, p. 3). 

 

 4.3 Cross-Domain Deterrence 

Apart from the traditional theoretical divides within deterrence theory, there is an additional 

deterrence concept that needs to be presented for the coming analysis in this thesis. Cross-

domain deterrence (CDD) is a relatively recently defined approach to deterrence strategy. 

During the last 10-15 years CDD has developed among scientists and defense strategists, 

particularly in the US (Gartzke & Lindsay, 2019b, p. vii). In an international threat landscape 

with variation and complexity, a broad deterrence concept that can cover a larger scope of 

today’s challenges is necessary. The more traditional approaches that primarily had their 

heydays in the bipolar Cold War time might not sufficiently handle a multifaceted threat 

landscape of both state and non-state actors in a multipolar world (Gartzke & Lindsay, 2019c, 

p. 2). CDD is therefore introduced as a possible adaption or addition to meet these challenges.  

 

At the core of CDD is the word domain. With this in mind, it is necessary to delve deeper into 

this term. When this word is used in a strategic defense context, it is usually in reference to 

so-called operational domains (Gartzke & Lindsay, 2019c, p. 3). The domains determine 

what fields the military forces can operate in, and until recently, air, land and sea were the 

three domains accounted for. Most major military powers now additionally count cyber and 

space as being operational domains. NATO officially declared these domains to be part of 

their responsibility at the Warsaw summit in 2016 and London summit 2019 respectively 

(NATO, 2016, paragraph 70; NATO, 2019ii, paragraph 6). These decisions by NATO are 

important communiqués to the world community that more than the three traditional domains 

are in center of NATO’s work to secure their member states. 

 

After increasing focus on cyber threats at the NATO Wales Summit in 2014 and the official 

declaration of cyber as a domain in 2016, Secretary General Stoltenberg elucidated what this 

implies in practice. There is no longer doubt that a serious cyber attack on a NATO member 

can lead to the Allies invoking Article 5 (Stoltenberg, 2019a). Such a clarification also 

suggests why CDD is included on various security agendas. With five different official 

operational domains where the different forces shall secure and defend people and national 
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interests, complexity increases within the defense and deterrence field. Furthermore, when it 

is perceived that a possible enemy might attack simultaneously in one or more of these 

domains, there is a need for a deterrent posture in multiple domains. Gartzke and Lindsay 

(2019c, p. 4) claims that deterrence in practice has at all time been a diverse business using 

varied means. They recognize that the “pressing problem of the Cold War was how to deter 

nuclear war with nuclear weapons, […] deterrence theory dealt with ‘apples and apples’,” but 

both then and now, the practice was more complex.  

 

Stretching deterrence to cover more than situations where a nuclear threat is used to deter 

nuclear threats has been required, but to find efficient ways to deter has proven to be a 

difficult task in many instances (Morgan, 2019, p. 53). Therefore, approaching deterrence 

with a CDD-perspective might be useful for today’s security situation. The increasing use of 

hybrid tactics in warfare, as well as its ability to hit below the threshold for war, further 

highlights the complexity and diversity in the threats one seeks to deter.  

 

Whilst CDD primarily deals with the military domains, hybrid threats can appear within or 

without those domains. Morgan (2019, p. 63) acknowledges this, but also emphasizes that 

more intertwined relations between civilian and military activities might lead to a demand for 

further expansions in the operational domains within security affairs. This consideration is 

accounted for by Gartzke and Lindsay (2019c, p. 16) when they specify an alternative 

understanding of domain beside the military domains; “we consider a domain to be any 

pathway or means for coercion that is different from other means in respect to its utility for 

political bargaining”. By using this definition as a starting point, hybrid threats and how they 

might be deterred by a CDD approach can be examined in an explorative way.  

 

4.4 What are the characteristics of successful deterrence measures? 

If deterrence is to aim purposive threats at an actor to prevent him from doing something, then 

there are some general preconditions for deterrence to be successful. To deter an actor implies 

influencing or manipulating that actor’s perception of his cost-benefit calculations to your 

own advantage (Kaufmann, 1954, p. 6). As mentioned, if the unwanted event is prevented,  

there can be other determining factors besides the deterrence tactics that makes the actor not 

do what you do not want him to do (Mazarr, et al., 2018, p. 17). Nevertheless, it is widely 

accepted that for deterrence to have a deterrent effect, the threats imposed need to be credible 
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and have hold in actual capability (Rostoks, 2019, p. 25). These keywords appear repeatedly 

in deterrence literature among relatable attributes that contribute to rising credibility or 

demonstrating capability. In this section these two aspects will be elaborated and discussed in 

regards of the aforementioned approaches to deterrence. The following quote gives an 

illustrative introduction to why credibility and capability are key to deterrence strategy: 

 

If there were no uncertainty about what would and would not set off the violence, and if 

everyone could avoid accidentally overstepping the bounds […]. And if all the threats 

depended on some kind of physical positioning of territorial claims, tripwires, troop barriers, 

automatic alarm systems, […], and all were completely infallible and credible, […] the world 

would be carved up into a tightly bound status quo. (Schelling, 2008, p. 92) 

 

4.4.1 Credibility  

The necessity of establishing a threat that is credible is closely related to the communicative 

features of deterrence strategy. To succeed in deterring a possible aggressor, you must 

communicate your deterrent threat in a way that the possible aggressor perceives as you have 

intended. Schelling (2008, p. 38) illustrates how this is likely to fail when you try to persuade 

a puppy by telling it will be beat up if he does something wrong: “if he cannot hear you, or 

cannot understand you, or cannot control himself, the threat cannot work […]”. Without a 

clear and understandable communication of what the reactions will be if the possible 

aggressor decides to act aggressively, credibility in the threat is not present. A threat that is 

misunderstood or under-communicated has little persuasive capacity. Thus, it will likely not 

have the effect a deterrence strategy seeks.  

 

On the other hand, if the threat is communicated effectively, one can evaluate other indicators 

of the threat’s credibility. In Morgan’s Deterrence – A conceptual Analysis, commitment to 

the threat and how that is related to credibility is discussed as one such indicator. He presents 

two views of why commitment to a threat is key to create credibility. First, he claims that 

commitment deliberately eliminates an actor’s choices. It is so because one presumes that the 

recipient of the threat bases his or hers understanding of the situation and the threat on the 

same rational analysis as you do, and thereby act like you have foreseen. What one must 

account for is that there is no guarantee that a state will act rational, and thus even a credible 

commitment to a deterrent threat might fail (Snyder in Morgan, 1977, p. 111). Secondly, 



 

 

 

 46  

 

commitment can make a threat credible when it is attached to the political interest of the 

deterrer. The deterrent threat becomes credible if, “in the political judgement of the opponent, 

your interest is such that you will uphold it”. Judging if there is a political interest in 

committing to a threat or not involves uncertainty, because one can rarely fully understand 

another’s situational analysis merely by adding “gains and losses of each side under various 

scenarios” (p. 111).  

 

The idea that a threat is credible if political interest makes the deterrer committed is also 

noted by Kaufmann (1954, pp. 7-8). He writes that one indicator of a threat’s credibility is the 

deterrers intentions, which again can be assessed by viewing three sources of information 

about the deterrer’s interests. First, he points out historical circumstances, and how the actor 

has behaved in comparable situations. To make the threat plausible, Kaufmann writes that it is 

valuable for a deterring state to be consistent with its recent behavior internationally. Second, 

how the government and official state representatives act and communicate, and whether that 

is in line with the deterrence policies, also tells us about the state’s intentions. Last, and 

particularly important for democratic states, public opinion domestically and in allied 

countries influence the deterrer’s intentions and the credibility of a threat. Without public 

support, the willingness to stay committed to a threat becomes vulnerable because one risks 

losing trust in society and democratic power to rule. At last, in Kaufmann’s words, without 

public support it “is likely to result only in deterring the deterrer.” 

 

Even if one lists indicators of credibility as Kaufmann does here, it is difficult to conclude on 

an exhaustive index that can be used to predict if a threat is credible and will deter or not. 

Uncertainty is always present in international relations, and Snyder (1959, p. 10-12) adds to 

the debate that the cost-benefit calculations for both deterrer and the deterred will influence 

the outcome. Particularly considering deterrence by punishment situations, Snyder explains 

that the only way a potential aggressor can be deterred and “retire to the status quo” is if he 

expects the cost of the reprisals to be greater than the value of the objective (p. 10). Because it 

is the expectation and the value judgement that is the determining factors here, one can 

imagine why credibility is key. If one threatens a costly punishment, but without credible 

backing for the threat, the possible aggressor might not expect the punishment to be followed 

through and will not convince him that status quo is worthwhile. One situation Snyder 

highlights where it is challenging to make the threat credible, is when the punishment cost is 
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highly disproportionate compared to the value of the aggressor’s objective. Therefore, “the 

less the severity of the reprisals which the defender thinks it necessary to threaten in order to 

deter, the greater the credibility of the threat” (p. 11).  

 

These various considerations about the credibility issue of deterrence illustrates a complex 

matter of deterrence theory as a whole. To summarize, the deterrers ability to communicate 

the threat in a convincing way that is perceived as intended is the first step towards credibility. 

Next, there are several indicators that contribute to supporting the threat. How the deterrer 

commits to the threat, what kind of support there is both nationally and internationally, and 

the general behavior of the deterring country are all indicators that can help determine the 

credibility of a threat. Moreover, one should consider the way the deterrer and the deterred 

view their own cost-benefit calculations and the perception of the harm a punishment threat 

will make. Finally, in the next section we turn to another issue that is often included in 

debates about what is needed for deterrence to succeed. 

 

4.4.2 Capability 

Indicators that can determine whether a deterrent threat might succeed are rarely assessed 

without regarding the capabilities of the deterrer. More precisely, the potential aggressor’s 

perception of the defenders capabilities is a factor that can determine the deterrence outcome 

(Mazarr, et al., 2018, p. 24). Because success or failure of a deterrence posture partly relies on 

other’s views of the deterrer’s capability, there is a clear link to the discussion about the role 

communication plays to be perceived credible. Capability is also an issue to evaluate for the 

deterring state, as a decision to deter often is based upon a presumption about the enemy’s 

capabilities (Morgan, 1977, p. 81). 

 

The relation between deterrence and capabilities is typically clearest in cases of deterrence by 

denial. This has to do with the way balance of power influence the parties’ perceptions of one 

another’s capabilities. These perceptions further determine whether one appraises the situation 

to imply a need for building up forces to be able to deny the aggressor its objective (Morgan, 

1977, pp. 83-84). Comparing the forces and capacities of the potential aggressor and the 

deterrer can be done overall or in distinctive ways to assess the degree of capabilities 

necessary for successful deterrence. Research has suggested that the “relative balance of 

forces” between the parties in the given contested area, is a key factor leading to deterrence 
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success (Mazarr, et al., 2018, p. 24). This alone cannot determine a success or failure, but it 

makes leeway for a range of deterrence measures to become successful. Keeping in mind that 

the target is to deny a fait accompli, it is still challenging to answer when a sufficient level of 

denial capabilities is reached. Mazarr, et al. (2018, p. 26), propose this: 

 

[…] the answer need not be an unquestioned ability to “win”. Instead, there is room for middle 

ground – deploying sufficient local forces to raise the cost of a potential attack, to create the 

inevitability of escalation, and to deny the possibility of a low-risk fait accompli without 

necessary providing enough military to unquestionably defeat the attack.  

 

If one follows this approach, Mazarr, et al. argues that deploying capabilities of a sufficient 

size will entail a combination of denial and punishment deterrence strategies. Tripwire 

capabilities can deter when they are powerful enough to dissuade even if they are not able to 

defend against a full-scale attack. Therefore, a tripwire strategy illustrates how capabilities 

can serve as a dynamic factor in both denial and punishment deterrence. Hence, capabilities 

are not only bound to deterrence by denial.  

 

According to Morgan (1977, p. 83-84), capabilities are closely related to deterrence by 

punishment in given scenarios. One such situation is when a state is expecting another’s 

attack, and therefore acquire punishment capabilities that are used to impose greater costs on 

the aggressor than what they are willing to accept. Another example of when capabilities can 

be determining in making deterrence by punishment succeed is proposed by Carcelli & 

Gartzke (2017, p. 7). They argue that nuclear power is a strong signal of the capabilities of a 

state. These weapons are often known to possible adversaries, which makes the power relation 

calculation easier. Thus, Carcelli & Gartzke conclude that openness and visibility of 

capabilities within the nuclear domain function as an inherent deterrent.  

 

For deterrence to succeed, these aspects regarding capabilities imply that is is beneficial to 

possess capabilities of a size or power that raise the cost and risk of attacking. Even if such 

capabilities are available in a limited area, one can create a deterrent effect by denying access 

to that given area. Regarding deterrence strategies involving punishment, it is important to 

make clear to the possible opponent that the capabilities you possess can be used for 

punishment. When these issues are resolved for either or both strategies, one needs to assess 
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credibility issues like mentioned previously to get a more comprehensive understanding of the 

possibility for successful deterrence.  

 

4.5  Assessing the theoretical aspects to the research question 

In this chapter, an overview of how deterrence theory has developed and given raise to 

various strategic standpoints and considerations has been presented. It is established that 

deterrence is a strategy that aims to preserve the status quo in a relation between two or more 

actors by increasing the possible opponents cost of changing the status quo. The research 

question asks whether deterrence or cross-domain deterrence are fruitful strategies in a 

modern hybrid threat landscape. The theoretical aspects in this chapter construct the 

foundation for how the question can be examined and answered.  

 

An operationalization is necessary to determine how the theoretical aspects of deterrence can 

be recognized in the data this study relies on. This makes the research question measurable 

and explain how the analysis will proceed. The research question asks if deterrence is a useful 

strategy in a hybrid threat landscape, and if cross-domain deterrence is a fruitful contribution 

towards hybrid threats? To answer this, we have established that a qualitative approach will 

be applied. Consequently, by using logical interpretation of the data sources, determining 

what measures that are understood as “useful” and “fruitful” is possible. These two terms are 

not absolute, but nevertheless implies that we will measure if there is a degree of effect in the 

deterrence efforts NATO have initiated in the Baltics. As explained, deterrence is based on a 

cost-benefit calculation by the parties involved. This is further related to an evaluation of the 

parties’ risk perceptions. Examining risks will therefore be key to the analysis. It is also 

valuable to assess credibility and capabilities to examine the usefulness of deterrence, as these 

are acknowledged measurers of deterrence success and failure.  

 

Operationalization of the research question let us recognize strategic deterrence measures and 

CDD in the data. Three keywords, risk, credibility and capability, are guidelines for this 

examination. Risk can be recognized in and assessed from different perspectives in this case 

study. First, the Baltic countries’ risk and threat perception of having a hostile neighbor in 

Russia. By examining a selection of these countries’ official security and defense strategy 

documents, it will be possible to identify the rationale behind their deterrence and defense 

posture. The same line of thought will be applied in NATO’s view, where Summit 
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Declarations and public communiqués will provide an understanding of what NATO 

perceives is the risk in the Baltics and what threat Russia poses.  

 

From the Russian perspective, risk is related to measures the Baltic countries and NATO has 

implemented to avert Russian attacks. The risk of attacking is larger for Russia when NATO’s 

and the Baltics’ deterrence and defense measures are solid, because the possibility of a failed 

attack raises. Thus, assessing credibility and capabilities of deterrence measures Russia face 

will contribute to recognize the degree of risk involved for Russia.  

 

Credibility and capability were presented as two measures useful for assessing the strength of 

NATO’s deterrence efforts. These measures may be applied both in a traditional conventional 

deterrence perspective as well as a cross-domain approach. The main difference in measuring 

the traditional deterrence and CDD, is the possibility of including and consider additional 

efforts as deterrence efforts in a CDD perspective. This follows the aforementioned definition 

of a domain as being any means for coercion that is different from others. The complexity 

related to CDD can be a challenge for measurement validity of the operationalization and 

selection of indicators that is presented below. For the measurement to be valid, we must be 

sure that the indicators used to measure the components of deterrence and CDD, truly 

explains deterrence and CDD (Adcock & Collier, 2001, p. 531). As the measurement 

capability is closely related to defense, we must be aware of the possibility that an attempt to 

measure a broad concept like CDD may in reality be a measurement of defense. 

Consequently, there is uncertainty related to the result this research produce.  

 

Table 1, below, summarize the main indicators presented in the theory that can be used to 

measure credibility and capability. Additionally, the table imply the risk the deterrer runs if 

the targets of the indicators are not sufficiently fulfilled in the deterrence efforts. The risk 

assessment in the table can also be used to imply the risk the opponent faces if he chose to 

attack. To illustrate this, one can imagine that a deterrer have little support, thus low political 

interest in committing to a deterrence threat (mid-column of credibility). Nonetheless, the 

threat is followed through and the deterrer runs a medium to high risk of the deterrent effort to 

fail. From the opponent’s point of view, the lack of commitment to the deterrer’s threat means 

an attack can be carried out with a lower risk of expecting the threat to be followed through. 
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Measure Indicator Level of risk if failing 
C

r
e
d

ib
il

it
y
 

Communicating the deterring 

threat clear and precise 

High risk – the opponent will not be 

deterred if the threat is unclear 

Commitment to the threat and 

(political) interest in preserving 

status quo 

Medium to high risk – without public 

support, a democratic state will 

struggle with committing to the threat, 

thus less deterrent effect 

Severity of the threat/ 

proportionality between risk if 

attacked and the deterrers threat 

Medium risk – the deterrence threat 

must be perceived plausible to 

implement for being effective 

C
a

p
a

b
il

it
y
 

Demonstrating power, 

communicating the available 

defense capabilities 

High risk – without a certain 

openness about the capabilities, the 

deterrent threat is not trustworthy 

Balance of power 

Medium to low risk – the overall 

balance can be disproportionate if the 

relative balance is stronger in the 

contested area 

Nuclear power as a signal of the 

overall capabilities 

Medium risk – nuclear power has a 

deterrent effect of full war, but its 

deterrent effect on a limited contested 

area is uncertain  

Table 1: How deterrence will be recognized and assessed 

 

The measures and indicators listed in Table 1 will be main guidelines for the analysis. As 

mentioned, it is difficult to create an exhaustive list of indicators of these measures. 

Moreover, the mentioned room for flexibility and revisions when studying cases and 

documents, implies that one should expect to find additional indicators during the study. 

Supplementary indicators are presumed to be case specific but to be accounted for in the 

analysis, they should have a clear relation to credibility or capability. Further, the indicators 

are not meant to be scored and additive. Therefore, the study will not measure the usefulness 

of deterrence strategies towards hybrid threats in a quantifiable way. On the other hand, the 

indicators will be evaluated and interpreted contextual, with arguments that support or 

disfavor the indicators’ implications for credibility and capability. This approach supports the 

use of non-absolute terms like “useful” and “fruitful” in the research question.  
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5.0 NATO’s deterrence posture in the Baltics 

 

To make an adequate analysis of the usefulness of today’s deterrence in the Baltics towards 

hybrid threats posed by Russia, we need to clarify which deterrence efforts NATO has 

implemented in the recent years. This chapter aims to elucidate that perspective and explain 

what the EFP troops do in the Baltic countries. The international political context that led to 

increased deterrence measures in the Baltics has been presented above, and in 2020, EFP have 

been operational for three years. Therefore, existing empirical data can be used to answer how 

the aims of the Wales and Warsaw summits have been pursued, and better understand how 

NATO’s deterrence strategy works in practice. 

 

According to Zapfe’s (2017, pp. 148-149) understanding of the Russian threat facing the 

Baltic countries and NATO, there are two scenarios that must be deterred. Both scenarios can 

be viewed as political and as threats to allied cohesion. The first threat is posed by Russian 

activities aimed to subvert. As exemplified in chapter tow, information warfare and other 

tactics aimed below the threshold of warfare is much used by Russia towards the Baltics and 

other NATO allies. There is always a possibility that these attacks destabilize and create 

uncertainty in society, which can lead to damaging subversion in a state. This is a challenge 

and situation that need to be accounted for by EFP in their efforts to deter (Zapfe, 2017, p. 

150). The second threat scenario is closely related to the tripwire purpose of EFP, being the 

more unlikely situation of a coup de main where Russia seeks a fait accompli in the Baltics.  

 

These two main threat scenarios are supportive of the situational perceptions presented earlier 

in this thesis. When presenting the efforts NATO currently does in the Baltics, it is useful to 

keep the scenarios that are to be deterred in mind. This chapter will include a part that account 

for the conventional measures of the EFP, as well as a briefly look at NATO’s nuclear and 

ballistic capabilities in or around the Baltic region. In the last section of this chapter, an 

overview of other means that is related to the EFP and possible CDD efforts will be presented.  

 

 5.1 Conventional deterrence 

The conventional deterrence measures are perhaps the most evident of EFP. As mentioned, 

the NATO forces in the Baltics and Poland are battalion-sized multinational forces led by a 

so-called “framework nation” (NATO, 2019g). As the name of the mission implies, the main 
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task for these forces is to be present and combat ready in the Baltic region. Accordingly, EFP 

serves as a tripwire deterrent. Below, it will be explained what these forces do in practice and 

how they might or may not function as a tripwire.  

 

Without counting the host countries, the forces involved in EFP as of January 2020 represent 

nineteen of the thirty NATO member states (NATO, 2020c). The contributions from each 

country vary in number of people involved and what roles they fulfill. Nevertheless, the 

commitment by these countries shows a common resolve to this initiative. This loyalty and 

determination put content to the RAP from 2014 and is important both for reassuring the 

Baltic countries and deterring Russia in this region. A relatively rapid decision-making and 

political will has been demonstrated with the EFP initiative in the aftermath of the annexation 

of Crimea. Moreover, implementing EFP has proved that NATO was serious about 

strengthening its conventional deterrence in the Baltic region.  

 

The most obvious way NATO could increase deterrence in the Baltics was to be present in the 

area, and that is precisely what EFP is designed to assure (Vanaga, 2018, p. 34). To avoid 

breaking the NATO-Russia Founding Act of 1997, the EFP troops are deployed on a 

rotational basis. Most troops are therefore present in a Baltic host country or in Poland for 

about six months before a new unit undertake their country’s responsibility in the EFP (Deni, 

2018, p. 95). In this way, there is a guaranteed presence of NATO troops at all times, but in 

theory, no permanently based forces. The multinational battlegroups’ main activity when 

deployed is cooperative exercising to improve combat-readiness.  

 

Since the EFP was fully implemented in 2017, local exercises as well as joint international 

exercises have been carried out frequently. In Lithuania in September 2019, there was for 

example a local exercise involving the EFP forces, where one focused particularly on 

including the combat engineers from the multinational battlegroup (NATO, 2019c). Almost 

half of the EFP battlegroup in Lithuania participated in exercise “Eager Leopard” in April 

2019. Public statements from NATO says that this was an exercise where the soldiers and 

units would increase readiness and test their ability to deploy troops and equipment before 

further coordinating and training with the host nation’s forces (NATO, 2019d).  
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In 2018, there were two large exercises that mobilized all the EFP battlegroups, national units 

and additional Allied forces. Saber Strike is an annual exercise led by the US Army in Europe 

and held in the Baltic region. About 18,000 soldiers participated this year, and it was the 

largest of its kind so far with participants from 19 countries. That also included NATO partner 

countries like Finland and Israel (The Finnish Army, 2018; Hankewitz, 2018). A few months 

after the Saber Strike exercise, 13 Allied countries and around 10,000 participants were again 

exercising in the Baltic countries. This time, the EFP battlegroups moved between the host 

countries, practiced advanced interoperability and trained on handling logistical challenges. 

Moreover, as with most exercises in this region, these also involved significant participants 

from the host countries’ national forces, including reservists. In this way, one practices on 

improving cooperation between participants and all defense actors (NATO, 2018a).  

 

Exercises like these, where EFP battlegroups are key participants, are important for 

constructing a deterrence tripwire. Compared to the Russian forces and capabilities, the EFP 

battlegroups and local forces have the overall disadvantage and will not be able to defend 

against a full-scale Russian invasion. EFP’s aim of constituting a deterrent tripwire that 

hinders a Russian attack, demand frequent exercising to be perceived credible and 

demonstrate power. Exercising and activity signals cohesiveness and cooperative abilities 

within and between the battlegroups, national forces and other NATO forces like the Force 

Integration Units and Very High Readiness Joint Task Force. 

 

The communicative image sent through the open activities EFP forces participates in, is key 

to the tripwire strategy. Due to the prevalent uncertainty present when 30 states need to 

commit clearly to a deterrent threat to be perceived credible, the physical presence of 

conventional NATO forces is important. Demonstrating a cooperative and dynamic ability 

like EFP does during exercises, shows the forces are ready to hamper and delay an invasion. 

This is the foremost role of a tripwire, because even if the tripwire forces are small in 

numbers, their tactical capabilities and capacity to implement kinetic strikes or well-planned 

operations can hurdle hostile attacks enough to deter. In a situation like this, the attacking 

forces will fear that the tripwire tampers their advancing to a degree that more forceful 

punishment and/or defensive forces will be mobilized. Consequently, the deterrence tripwire 

succeeds if the possible attacker refrain from attacking because of the threat an active tripwire 

force poses, like those comprised in the EFP.  
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 5.2 Nuclear and missile deterrence  

Vanaga (2018, p. 31) writes that NATO’s deterrence posture during the Cold War was mostly 

concerned with nuclear capabilities. Nuclear deterrence has an underlying punishment factor 

that was important for the standoff between Soviet and the West during this period. Today, 

the circumstances have changed, and as reflected in the section above about conventional 

deterrence, NATO’s deterrence strategy has a defensive character. Alongside the defensive 

measures, NATO remains ready to punish if the tripwire is overstepped. Therefore, it can be 

useful to examine the role of nuclear and ballistic capabilities that are operational in or around 

the Baltic region, and how it influences the deterrence strategy.  

 

Since the Cold War, NATO has maintained the attitude that non-proliferation of nuclear 

weapons should be pursued. At the same time, the Alliance will possess nuclear capabilities 

as long as nuclear weapons exist (NATO, 2020b). NATO underlined that their nuclear 

capability is defensive and meant to “preserve peace, prevent coercion, and deter aggression” 

at the Warsaw summit in 2016 (NATO, 2016, paragraph 54). Similar phrases on the purpose 

and opinion regarding the possession of nuclear weapons have been upheld in subsequent 

summit declarations. Furthermore, NATO acknowledges the importance of particularly the 

US’, but also the United Kingdom’s and France’s role in maintaining a nuclear deterrence for 

NATO allies. These states keep full independent control of the decision-making process for 

using their nuclear weapons, and according to NATO this “contributes to deterrence by 

complicating the calculations of any potential adversaries” (NATO, 2020b).  

 

Decisive for NATO’s nuclear capabilities is the US’ non-strategic nuclear weapons based on 

European soil. These weapons serve as a reassurance that the US is committed to defend 

European NATO allies’ security. According to several sources, but not confirmed officially 

by NATO or the US, the 150 or so weapons are placed in Italy, Belgium, Germany, the 

Netherlands and Turkey (Durkalec, 2019, p. 44; Kristensen & Korda, 2019, p. 257; Taylor, 

2019). These countries are also among those expected to have the Alliance’s 200 so-called 

dual-capable aircrafts that are used to carry and deliver the nuclear weapons (Corbett, 2019, p. 

56). The importance of this capability and the European allies’ ability to provide 

infrastructure is emphasized and acknowledged by NATO (NATO, 2020b).  
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Besides the conventional and nuclear efforts that were discussed at the Warsaw summit, 

deterrence through missile defense systems was mentioned explicitly. For the Baltic countries, 

NATO’s Ballistic Missile Defense (BMD) is not only important for overall deterrence but 

also a key factor for security (Vanaga, 2018, pp. 40-42). As of today, NATO has five different 

locations for their BMD, including a new facility in Redzikowo in Poland. The system of 

missile defense is meant to protect NATO’s population, territory and forces (NATO, 2019b). 

When NATO decided to step up its BMD capabilities it was as a defensive response to the 

increasing proliferation of ballistic missiles outside the Euro-Atlantic area. Nevertheless, there 

have been occasions where Russia has perceived it as a threat aimed at them, and views the 

development as more offensive than NATO claims (Reuters, 2015). For this reason, NATO 

frequently assures publicly that the BMD system is not constructed to counter or weaken 

Russian strategic missiles (Stoltenberg, 2016; Stoltenberg, 2019b).  

 

Corbett (2019, p. 57) argues that it is naïve of NATO to hold this opinion when Russia 

perceive the BMD systems to be of an offensive character that can challenge their own 

nuclear capabilities. Moreover, after the annexation of Crimea, the cooperation that existed 

between NATO and Russia regarding missile defense was suspended (NATO, 2019f). 

Presumably, this has made it difficult to trust one another’s actions and statements, and it have 

provided uncertainty that Russia utilize “in its ongoing hostile strategic messaging” (Corbett, 

2019, p. 57). Even so, it is without doubt that NATO has improved their BDM system the last 

10 years. There are more countries contributing voluntarily with either land-based sites or 

naval ships for this purpose, as well as providing radars and sensors that are necessary for the 

BDM system. All different components are led by NATO’s Command Center at the Ramstein 

Air Base, and Allies can share information and bring together situational awareness through 

this center (NATO, 2019f).  

 

 5.3 Additional deterring measures, embracing the cross-domain approach(?) 

As reflected above, conventional, nuclear and missile deterrence are three main components 

for NATO’s deterrence in the Baltic region (Zapfe & Vanaga, 2019, p. 43). Even if NATO 

put greatest emphasis on the EFP deterrent, one can argue that NATO has constituted a CDD 

approach. This claim is strengthened when additional measures and developments in NATO’s 

activity and initiatives in the Baltics during the past decade is accounted for. Following the 

broad definition that deterrence should persuade an opponent to induce caution and 
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understanding domain in CDD as all distinctive measures to achieve deterrence, more than 

NATO’s conventional, nuclear and missile capacity can be included in the overall deterrence 

calculus. Some examples that are related to the Baltic region and the changes after 2014 will 

briefly be presented in the following paragraphs.  

 

Among the Baltic states’ worries are the high activity by Russian aircrafts close to their 

borders. NATO has met these worries as part of the RAP. Even if the EFP forces are land 

based, NATO immediately increased their presence in air and on sea in the Baltic region after 

the annexation of Crimea. Air and sea policing and patrolling by NATO allies in these areas 

are among the assurance and deterrence within the RAP (NATO, 2017). As with EFP, air 

policing activity is done on a rotational basis among allies, and for Estonia, Latvia and 

Lithuania, this support is indispensable. NATO’s Baltic air-policing mission provided crucial 

security in 2019 with about 200 involvements that the Baltics, that does not possess national 

fighter jets, could have achieved on their own (NATO, 2020a).  

 

Moreover, the RAP initiated establishment of regional NATO headquarters serving as 

security and cooperation hubs for Allies. One center is situated in Poland and keeps 

operational control and command of the different NATO readiness and response forces in the 

Baltic region (NATO, 2017). This adaptive measure can be regarded as a necessity that one 

expects NATO to have, instead of it being a measure that deters and improves defense. On the 

other hand, it can also be perceived as a message from NATO saying that they are able to 

track down own weaknesses in a changing security situation and finds ways to improve own 

structures and capabilities.  

 

Similar viewpoints can be taken regarding institutions like the Cooperative Cyber Defence 

Centre of Excellence (CCD CoE) in Tallinn, the Strategic Communication Centre of 

Excellence (StratCom CoE) in Riga, the Energy Security Centre of Excellence (ENSEC CoE) 

in Vilnius or the European Centre of Excellence for Countering Hybrid Threats (Hybrid CoE) 

in Helsinki. These CoE’s are relevant at this point of the thesis, because they are put forth by 

NATO (2019i) as partners and contributors to the efforts made to counter hybrid threats. The 

three former CoE’s are NATO accredited and provide expertise, training, research and 

doctrines within their fields to the Allies and partners. Activities and exercising are done in 

coordination with the Supreme Allied Commander Europe (SACUER), but without being 
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under NATO command (NATO, 2019h). The Hybrid CoE was established in 2017 in 

cooperation with both NATO and the EU, and provides an arena for strategic discussions 

between these institutions, sharing best practices and exercise defense against hybrid threats 

(Hybrid CoE, 2020).  

 

Besides these institutional arrangements and increased activity by NATO in the Baltic region, 

it is worth mentioning that there are additional bilateral undertakings between NATO 

members and the Baltic countries (Zapfe, 2017, p. 154). First and foremost, the US European 

Reassurance Initiative (ERI) announced by President Obama in 2014, later known as 

European Deterrence Initiative (EDI), has led to additional US presence and activity in 

Estonia, Latvia and Lithuania (Latici, 2018). EDI is part of the US Mission in NATO’s 

Operation Atlantic Resolve. This operation will continue as long as NATO allies needs US’ 

support and reassurance for deterring Russia from gaining regional hegemony (US Mission to 

NATO, n.d.). The US’ forces in Europe are active in many countries, including the Baltics. 

Recently the US Army placed a battalion of 500 soldiers in Lithuania that practice alongside 

regular multinational EFP forces (Sytas, 2019; Baardsen, 2020). Thus, additional bilateral 

agreements are related to NATO’s deterrence efforts. 

 

With these additional measures to NATO’s main effort to deter in the Baltics, it is arguably 

possible to regard NATO’s deterrence in a CDD perspective. Besides land-based tripwire 

forces, conventional efforts involve the air and sea domains, and nuclear and ballistic missile 

is also relevant. Other efforts, like the institutional improvements, knowledge building and 

bilateral arrangements can also be included in a cross-domain approach to deterrence. 
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6.0 Is NATO deterring Russian hybrid threats? 

 

The previous chapters have illustrated Russian threats the Baltic countries are faced with and 

the deterrence measures NATO has initiated since the Ukraine crisis. The Russian hybrid 

threats have proven to be complex and is often executed in low-risk situations where harmful 

counterattacks are unexpected. NATO’s strengthened deterrence measures in the Baltics are 

broad and comprise more than the land-based tripwire forces. When looking back to the 

theoretical starting point of deterrence and the operationalizing of the theory and terms in the 

research question, we can examine if deterrence is a useful strategy in a hybrid threat 

landscape, and if cross-domain deterrence is a fruitful contribution towards hybrid threats. 

 

The following analysis will first discuss conventional deterrence. Accomplishing 

conventional deterrence is relevant in a hybrid threat perspective because it is assumed that a 

given amount of synchronized and severe hybrid attacks will escalate conflict above the 

threshold of warfare. The relation between hybrid attacks, the threshold of warfare and 

conventional warfare was illustrated in the Spectrum of Conflict-figure in chapter one (Figure 

1, p. 9). As the given level of hybrid threats that lead to escalation is unknown, a successful 

deterrence strategy in the conventional domains is likely to push this level back on the 

spectrum of conflict. After discussing strengths and weaknesses of NATO’s conventional 

deterrence, this discussion will be examined in concern of hybrid threats. To answer the 

research question regarding the usefulness of CCD towards hybrid threats, this theoretical 

approach will be included in .  

 

6.1 Deterrence accomplishments conventionally 

As a starting point for this chapter’s discussion, we will examine the accomplishments EFP 

have attained in regard of deterrence aims. As stated in the theory chapter, it is established 

that deterrence is a strategy used when one would like to secure the status quo. A deterrence 

strategy that fulfills this objective should in theory involve a threat that prevents the possible 

adversary “to do what you would not like him to do”. The strategy can be based on a 

punishment or denial approach, or one can combine characteristics from both. To create an 

environment where the deterrence threats are successful, credibility and capability is much-

used measures that are accounted for. This chapter will discuss credibility and capability, the 
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indicators that contribute to measure them, and the consequences these measures have for risk 

calculations. 

 

When the Baltic states requested better security and increased focus on Russia’s hostile 

actions on NATO’s eastern flank, they primarily sought protection from a worst-case scenario 

where Russia initiates a military invasion. To prevent a worst-case scenario from happening, 

NATO and the Baltics needed to remove military attack as a strategic option for Russia. By 

establishing greater deterrence, NATO could increase the costs that would be required by 

Russia if they ought to attack successfully. In short, if the costs are greater than what Russia is 

willing to “pay,” Russia will refrain from attacking. In this scenario, thus status quo remains. 

This rather simple explanation of the strategic mechanisms that affect how the situation 

evolves illustrates why this case can be perceived as a classic textbook example of deterrence.  

 

With the communiqués issued by NATO at the summits in 2014 and 2016, there is a clear 

message that the EFP serves to deter Russia in the Baltics (Zapfe, 2017, p. 148). This message 

is reinforced by official communication through public speeches and the organization’s 

websites. NATO has therefore made a deliberate strategic choice to signal a threat that seeks 

to deter, like Freedman (2013, p. 157) argued was decisive. Freedman also explained that to 

produce the desired effect, this strategic choice needed to bring about a situation where the 

deterrer demonstrates strength. This point is closely related to credibility and capabilities, two 

important measures of deterrence. In NATO’s situation, a strategic choice to increase 

deterrence efforts is undoubtedly agreed upon. However, assessing credibility and capability 

of this threat will answer whether EFP and other efforts entail a higher risk for Russia to 

attack. 

 

First and foremost, before the EFP was implemented, it was easy to raise doubt if a strong 

defense of the Baltic states was prioritized by all NATO Allies, and particularly the strongest 

ones. The fact that 19 Allies all together are present in the Baltics and Poland makes it 

remarkably more difficult to maneuver out of an Article 5-situation where a Russian attack 

would demand collective defense by NATO. Until multinational forces were present in the 

Baltic countries, a Russian attack would most likely harm one single nation. However, with 

EFP, several countries would be directly involved. This argument is particularly valid in a 
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conventional perspective, but as we will see later, is also a relevant argument in concern of  

hybrid threats.  

 

Because of the multinational presence in the Baltics, the inherent deterrent punishment effect 

of the collective defense clause has been reinforced (Deni, 2018, p. 98). Article 5 is an 

imperative cornerstone of the Alliance and precisely defined in the founding documents of 

NATO. Therefore, is is little need for additional explicit and public threats to provoke a 

threatening effect in a situation where tripwire forces are deployed. The key factor to obtain 

this deterrent effect is that NATO Allies’ commitment to Article 5 is perceived credible by 

possible opponents. Weaknesses in the credibility before the NATO summit in 2014 and the 

deployment of EFP are fewer today, and the multinational forces’ activity increases 

credibility. Following, the isolated factor of the tripwire forces’ role as a mechanism for 

setting off collective defense if an attack above the threshold of warfare takes place in the 

Baltics, cause an apparent deterrent effect.  

 

The deployment of EFP forces has consequences for the perception of NATO’s capability as 

well. One can assess the capability of the Allies separately and conclude that at an aggregate 

level they are greatly superior any other states’ or alliances’ military forces. Nevertheless, this 

would not give an accurate understanding of the capability NATO has in the particular case of 

securing the Baltic countries. NATO troops that would be deployed to enforce the collective 

defense clause and support the EFP forces in the case of an attack, would be comprised of 

various capabilities from different member states. Thus, NATO’s composite capability is 

crucial. Important components that demonstrate this capability are cooperative abilities and 

command structures, knowledge about the landscape in which EFP forces operate, 

infrastructural ability and so forth. These are non-static capabilities, and presumably, EFP’s 

exercising and presence in the Baltics contributes to improve the overall capacity to defend 

this region. Improving the capabilities to defend improves perceptions of NATO’s capability 

to enforce the collective defense threat and contributes to create a deterrent effect.  

 

6.2 Weaknesses of the conventional deterrence measures 

The presence of multinational forces in the Baltics have been conducive to NATO’s increased 

deterrence posture on the eastern flank. Nonetheless, the efforts have not come without 

critique and much uncertainty concerning what is necessary to fully deter Russia. There are 
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issues that raise questions about both the credibility and the capabilities of NATO to respond 

to a Russian attack in the Baltics, which influence how useful the deterrent efforts are.  

 

First, NATO claims that their deterrence efforts are defensive in character. The theory tells us 

that defensive deterrence is closely related to the deterrers defense capability. Mazarr, et al. 

(2018, p.7) went as far as equalizing the capability to deny with the capability to defend. This 

idea makes it worthwhile to look at the defensive capabilities to decide whether one can 

succeed with a deterrence of denial strategy. If one bases the examining of NATO’s 

deterrence on the idea that one must be able to defend adequately to succeed, there are several 

factors pointing in NATO’s disadvantage.  

 

To achieve the desired deterring effect by deploying a tripwire, the characteristics of these 

forces can be determinant. It must be decided what the adequate number of forces is, what 

kind of expertise they should have and what role they should play in an event of attack. These 

decisions will influence if the tripwire will succeed in deterring or not. The fragile balance 

between “good enough” deterrence and a situation that escalates, possibly leading to an arms 

race, has also been apparent in the Baltics. Reinforcement and quick mobilization are decisive 

for an ability to defend and for the tripwire forces to be perceived credible. Critiques claim 

that NATO’s efforts are far from able to defend against a Russian attack and that the EFP 

does not represent the “speed bump” that is necessary for NATO to react quickly enough 

(Flanagan, et al., 2019, p. 6; Zapfe, 2017, p. 155). Therefore, one might argue that NATO has 

prioritized to prevent a situation that provokes an escalation. Consequently, NATO risks not 

gaining the wanted deterrence because the forces are not a sufficient threat to Russia.  

 

On the other hand, signals from Russia has shown that they see the presence of NATO troops 

in the Baltics as a provocative action that can escalate the situation (Deni, 2018, p. 97). 

Russia’s reaction, deeming the NATO forces in the Baltics as a threat without initiating 

escalation with an attack, can arguably be regarded as precisely the successful result of 

adequate deterrence. Nevertheless, if Russia truly holds the opinion that NATO’s capabilities 

in the Baltics are criticizable, the intimidation of the EFP forces is probably not deterrent. 

Consequently, there are indicators that NATO’s capabilities in this region have several 

weaknesses, at the same time as the deployment of the EFP contributes to strengthening the 

conventional capacity.  
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Another weakness of NATO’s deterrence is that EFP forces are multinational. Earlier, it was 

argued that multinational forces signal cohesiveness and joint resolve among NATO Allies. In 

that regard, the multinational character is a strategic strength that contributes to deter. Because 

different nationalities need to work closely and with a clear tactical and strategic progress to 

be successful, this characteristic is also a weakness. History has shown that cooperation in 

multinational forces is challenging, and that communication and command are struggles that 

can arise on an operational level (Zapfe, 2017, p. 152). Deni (2018, p. 100) points out that the 

EFP forces have had issues with national caveats that limits the interoperability between each 

nation, and that command-and-control structures are unclear. Moreover, separate rules of 

engagement among EFP host countries or between participating nations cause problems for 

the tactical work on ground (Zapfe, 2017, p. 152). Those responsible for command lead troops 

that are expected to execute the same tasks, but is challenged if those troops have 

unharmonized rules of engagement. The command lose unity and authority. Thus, the 

effectiveness and capability of the multinational forces is weakened. If NATO’s forces are 

perceived to lack a seamless structure and ability to operate well tactically, the deterrence 

credibility will not be convincing.  

 

The final issue that will be raised regarding the conventional deterrence measurers, EFP and 

the ability to deny is that of Russian Anti-Access/Area Denial strategy and general 

challenging infrastructural conditions for NATO (Praks, 2019, p. 156). Russia has the 

regional superiority in number of conventional forces and good access in the Baltics’ nearby 

areas. Therefore, the Baltic forces and the EFP are dependent on large reinforcements from 

NATO in case of attack. Given that NATO agrees upon the deployment of reinforcements and 

additional forces, the practical implication is reliant on access to and access within Estonia, 

Latvia, and Lithuania.  

 

A concern for NATO is that the deterrence is less credible if they cannot efficiently transport 

soldiers and equipment to the contested areas (Zapfe & Haas, 2016, p. 37). This is an issue  

EFP forces cannot solve easily only by their presence. In a situation where Russia attacks and 

invades in the Baltic region, an anti-access strategy could stop NATO accessing from sea or 

land. Consequently, NATO would be forced to escalate the conflict to succeed in deploying 

reinforcements. Russia is deemed to have the military geography in its favor and NATO must 
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transit the “Kaliningrad corridor” to access the Baltics by land (Shlapak & Johnson, 2016, p. 

4). These issues support the arguments of those who regards the EFP forces as being too small 

and unable to bring forth adequate deterrence.  

 

6.3  NATO’s deterrence measurers and hybrid threats 

The discussion above shows that there are arguments favoring and disfavoring the credibility 

and capability of EFP as NATO’s foremost deterrence measure in the Baltics. What these 

arguments do not properly assess, however, is how the deterrence measures are affected by 

hybrid threats and whether the measures are fruitful towards hybrid threats as well. In this 

section, those questions will be discussed, first by assessing the same kind of issues like those 

mentioned above about the main characteristics of EFP, but in the perspective of hybrid 

threats. Thereafter, additional measures and efforts NATO have implemented, will be 

included to examine if a cross-domain approach to hybrid threats is fruitful for NATO’s 

deterrence efforts.  

 

6.3.1 Conventional measurers towards hybrid threats 

EFP builds on a conventional deterrence model concentrated in the land-based domain. The  

goal is to constitute a tripwire that will restrain Russia from a conventional attack in the 

Baltics. Knowing that Russian hybrid attacks aims towards a wide range of domains, and 

often in several fields simultaneously, it is questionable how the multinational forces in the 

Baltics can contribute to deter Russian hybrid threats.  

 

It was argued above that the multinational character of EFP is both a great advantage and a 

challenge. It is advantageous for deterrence because it demonstrates commitment but is 

challenging for command and control. In a hybrid threat perspective, there are also advantages 

and disadvantages with the multinational structure. Like in a conventional attack, there is a 

possibility that a Russian hybrid attack aimed at the Baltic countries would also hit EFP 

forces. Situations where the EFP forces would be vulnerable and harmed on the same basis as 

civilians or Baltic militaries are for example if there were a widespread cyber DDoS attack 

like the attacks in Estonia in 2007.  

 

Furthermore, if one looks at Voyger’s (2018, p. 148) (Figure 2) model of domains utilized in 

Russian hybrid warfare there are several fields where NATO soldiers are exposed. It is likely 
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to assume that it is difficult for the EFP forces to avoid being negatively influenced by an 

attack on for example energy supply or other infrastructure. Likewise, with intelligence and 

diplomatic obstruction. If several NATO Allies were directly harmed by a hybrid attack, 

possibly causing a situation where the EFP forces became unable to carry out their daily 

business, NATO could choose to invoke Article 5.  

 

With conventional military confrontation, Article 5 is credible as a deterrent measure for non-

NATO nations. Regarding unconventional attacks, the credibility is less apparent. NATO 

adopted cyber and space as operational domains in 2016 and 2019 respectively, followed by 

an assurance that cyber attacks on NATO members can be cause for responding with 

collective defense. Following, collective defense response could be expected if an attack in 

the cyber domain harmed the EFP forces gravely. This expectation is advantageous when 

NATO seeks to induce deterrence in the Baltics. Nonetheless, no public instructions or 

indication of the conditions that needs to be present for NATO to make use of Article 5 as a 

response to a hybrid attack is established. As in conventional cases, the multinational 

character of the EFP forces has a certain deterring effect on hybrid attacks as well. This effect 

seems to be related to critical attacks where NATO forces is directly harmed, or the 

simultaneous use of various severe hybrid attacks challenges the threshold of warfare. 

Nonetheless, the fundamental uncertainty concerning how those severe attacks are executed 

for Article 5 to be implemented  is still eminent.  

 

Another challenge to the deterrent effect EFP establishes, is that the multinational forces 

themselves risk becoming a target for Russian hybrid attacks, especially in the information 

domain. In general, the aim of Russian information influence is to polarize and turn public 

attitudes against Western opinions and discourses. Therefore, the deployment of NATO forces 

in the Baltics create an opportunity to exploit for Russian disinformation campaigns and 

propaganda. For instance, the Lithuanian government reported that most Russian 

disinformation attacks concerning military or defense issues in 2018 involved EFP forces.  

 

One disinformation campaign Lithuania claims was initiated by Russia, accused NATO’s EFP 

soldiers for having conducted severe criminal actions, like rape of an underaged girl (Sec. 

Dept. Lithuania, 2018, p. 43). Moreover, there have been situations where it is likely that EFP 

soldiers became targets of Russian intelligence exploitation and the soldiers’ phones have 
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been hacked  (Grove, et al., 2017). These incidents show that hybrid threats in the Baltics are 

a comprehensive challenge for NATO. Placing NATO soldiers in Russia’s border areas gives 

Russia additional targets and options for hybrid attacks. Russia has proven willingness and 

ability to exploit this opportunity with low-risk attacks giving the impression that NATO 

lacks capacity to handle such threats. Low-risk attacks that are successfully executed also 

proves that NATO does not possess the ability to deny the attacks. Thereby, EFP forces’ 

ability to impose effective deterrence is harmed.  

 

Independently of low-risk attacks are aimed at the EFP soldiers, Estonian, Latvian or 

Lithuanian militaries or civilians, these attacks are challenging to deter. By following the 

theoretical logic of deterrence in general, one can assume that NATO would constitute denial 

capacities or punishment capabilities to deter Russian non-conventional hostile attacks. The 

discussion about the multinational forces and Article 5 shows that NATO does have a 

punishment measure that can deter all types of hostile actions. Nevertheless, in cases of 

hybrid attacks, collective defense lack credibility because NATO does not seem to have 

communicated a strategic threat efficiently. The EFP forces are in certain hybrid incidents a 

functional tripwire because they can be harmed directly. Still, it is unclear what sanctions or 

counterattacks would be imposed if Article 5 was invoked as a consequence of attacks with 

hybrid tactics. Thus, NATO has failed to put forth an evident threat proportional to the 

Russian attacks. Besides cyber attacks, NATO also appears to have failed with clarifying what 

types of hybrid attacks that could be punished with an Article 5 response.  

 

Therefore, the hybrid attacks presented in the beginning of this thesis and the aforementioned 

encounters between EFP and Russian hybrid hostility, illustrate NATO’s failed effort to 

prevent Russia from doing everything NATO would not like Russia to do. The hybrid attacks 

occurring in the Baltics are in a grey zone area, happening in peacetime without causing an 

outbreak of war. Following, one cannot argue that any hybrid attacks have been above the 

threshold of warfare. Judging thereafter it appears a military response to Russian hybrid 

attacks is undesirable to NATO. Moreover, the occurrence of hybrid attacks against the 

Baltics illustrate that EFP does not possess a capability to deny these threats from being 

executed. Consequently, the idea that an ability to deny is an ability to defend is not 

accomplished by the EFP in regards of hybrid threats in the Baltics.  
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6.3.2  Broadening NATO’s deterrence measures towards a cross-domain strategy 

From the discussion above, it is plausible to establish that EFP has not created a sufficient 

deterrence threat towards hybrid attacks, especially attacks targeted below the threshold of 

warfare. Since 2014, it has been an outspoken goal for NATO to deter and respond efficiently 

to hybrid threats. Therefore, regardless of the difficulties NATO faces with accomplishing 

conventional deterrence in the Baltics, a broader approach to the overall deterrence measures 

will add useful aspects to the debate. 

 

To supplement the EFP’s land-based forces’ deterrence efforts, we will assess other military 

operational domains present in the Baltics. In chapter six, it was mentioned that NATO has 

operations in the Baltic region that cover the domains of air and sea. The patrolling activities 

and security measures these forces contribute can remedy some of the difficulties NATO 

faces with being perceived credible. Within the conventional domain, activity at sea and in air 

will strengthen knowledge about the Baltic region, and yet again manifest cohesiveness within 

the Alliance. Moreover, it implies that even if EFP is the foremost deterrence measure, NATO 

will not tolerate Russian attempts to avoid the tripwire on land by pressuring limits in the air 

and sea domains. This strengthens NATO’s commitment, and shows that the interest they 

have in keeping status quo in the Baltic region include air and sea.  

 

Within the nuclear and ballistic missile defense domains, it is less evident how these weapons 

should be used to threaten and discourage others from conducting hybrid attacks. Hybrid 

tactics that are less damaging and not coordinated to compose a large-scale attack, are highly 

disproportionate with the use of nuclear weapons and ballistic missiles. As exemplified in the 

theory chapter, the deterrence in the Cold War had a favorable characteristic of deterring 

nuclear war with nuclear weapons. There is a logic credibility to deterrence efforts where 

threat and response are proportionate balance. Concerning hybrid threats, this credibility 

seems to lack. What NATO’s nuclear and ballistic missile defense offers to the overall 

deterrence posture is the ability to punish if a large number of severe hybrid attacks took place 

and war broke out. Nevertheless, it is unlikely that such measures would be used as a first 

response because, as illustrated in the spectrum of conflict (Figure 1), conventional warfare is 

the proceeding face of conflict. Thus, the deterrent effect of nuclear and missile on hybrid 

attacks below the level of warfare is not apparent.  
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Institutional improvements starting when RAP was agreed upon, help to increase the 

credibility of NATO’s ability to command and control. EFP contributes to support this, 

because NATO’s command headquarters can use EFP exercising and cooperation to gain 

frequent practice and build experience. Moreover, with hybrid threats and attacks against the 

Baltic countries and NATO soldiers, these institutional hubs can participate in useful 

coordination and information gathering. This advances knowledge and ability to withstand 

and react against hybrid attacks. Increased capability and coordination are also relevant for 

the Centers of Excellence (CoE) affiliated with NATO. The CoEs are concerned with hybrid 

threats issues are situated in the Baltics and Finland, signaling that they work closely with 

those hardest hit by Russian hybrid attacks. Strong institutional structures to coordinate and 

improve NATO Allies’ operational abilities and knowledge, show that NATO is building 

capacity in this field and is committed to solve challenges posed by hybrid threats. The CoEs 

contribute to a public and open development that gives an impression of NATO’s 

continuously investment in hybrid warfare capabilities and knowledge. This impression can 

improve both NATO’s credibility and capability to defend against hybrid threat, subsequently 

causing a certain deterring effect. 

 

In the previous chapter, bilateral relations between Baltic countries and other NATO members 

was brought in as the final issue that could deter Russia. Again, evaluating credibility and 

capability, the example of US’ soldiers being deployed in Lithuania affects the local military 

balance and improves the capabilities available to NATO in this area. It can also improve 

credibility because additional US military presence shows that the US is committed to 

deterrence and security in the Baltics. Bilateral collaboration is also an opportunity for 

implementing measures or activities that would be difficult to do within NATO because of 

discords between the member states or established agreements between NATO and Russia. 

The US has used this opportunity to make bilateral agreements on security cooperation with 

all three Baltic states. In these agreements, deterrence measures by capacity building on land, 

at sea and in air is central. Moreover, the agreements acknowledge a need to handle cyber 

threats and other hybrid threats multilaterally. As a counterweight to the deterrent effect these 

relations have, one can argue that bilateral engagement undermines the credibility of NATO’s 

own deterrence efforts. Nonetheless, with additional engagement from the US, NATO’s 

strongest military power, it is not likely that NATO’s deterrence will be undermined. 
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Moreover, the Baltic countries’ national strategies aiming to build a total defense structure 

involving both civilian and military arrangements are important. This approach signals that 

the Baltic countries are aware of Russian attempts to for example spread propaganda and 

disrupt society from the inside. Showing this openly and promoting initiatives that increase 

preparedness to resist and meet the Russian hostility proves Estonia, Latvia, and Lithuania 

implement national efforts to deter and build defensive capability. Because of the 

disproportionate balance of power with Russia, one could assume that the Baltics would leave 

security and deterrence in the hands of NATO. Instead they have taken active measures to 

improve the relative balance of power and improve capability locally.  

 

Even if NATO has no apparent outspoken CDD strategy, this discussion shows that there are 

measures in several domains that contribute to the EFP’s efforts of deterring Russia in the 

Baltics. The cases, issues and challenges that have been mentioned both regarding deterring 

conventional and unconventional threats illustrates the difficulty with measuring deterrence. 

Success depends upon what perceptions the actors have and what factors they value the most. 

Therefore, it is possible to find counterarguments that question even deterrence efforts that are 

generally perceived to be fruitful. With measures and initiatives complementing EFP, NATO 

has a broad engagement in the Baltic region. The various activities and operations, continuous 

acquirements of knowledge and improved capacity concerning hybrid threats, are measurers 

that combined strengthens deterrence.  

 

With simultaneous operations, exercises and active institutions working towards NATO’s 

goal to “prepare, deter, defend” in all fields, the cost-benefit calculations will be increasingly 

difficult for Russia to assess. In grey-zone situations where there is uncertainty about what 

measures NATO find as a suitable response, Russia might become hesitant and avoid attempts 

on carrying out larger hybrid attacks. Moreover, in the domains where NATO can improve 

their capacity and competence, like in cyber and space, the probability of NATO being able to 

avert hybrid grey-zone attacks will raise. Even though Russia has accomplished frequent low-

risk hybrid attacks, NATO is not a passive standby actor, but builds capacity to deny and 

works actively towards being perceive credible. NATO’s efforts to deter hybrid attacks should 

therefore be perceived as useful, despite the present challenges with deterring across the full 

spectrum of conflict.  
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7.0  What does NATO’s efforts in the Baltics tell us about deterrence as a 

strategy towards hybrid threats? 

 

In this thesis, the question of if deterrence is a useful strategy in a hybrid threat landscape and 

if cross-domain deterrence is a fruitful contribution towards hybrid threats was posed. This 

concluding chapter will summarize the key findings from the discussion about NATO’s 

deterrence in the Baltics. To begin, findings about the relation between conventional 

deterrence and hybrid threats will be presented. Next, the value of including CDD as a 

strategic concept towards hybrid threats will be assessed.  

 

Conventional deterrence measures represented by EFP have proven to be important for the 

Baltic states’ security and ability to deter Russia. Albeit with difficulties establishing 

credibility and proving an efficient capability to provide reinforcement in the case of a full-

scale military attack. Presence of a conventional tripwire force like EFP is useful towards 

hybrid threats if an attack harms these forces directly and brings about a response that has 

been threatened. NATO’s primary deterrent threats are collective defense and nuclear 

punishment. On one hand, the analysis in this thesis has shown that Article 5 remains relevant 

in a hybrid threat landscape. On the other hand, when hybrid attacks are implemented with 

low risk below the threshold of warfare, there lacks precise deterrence threats that deter. 

Security and deterrence provided by NATO’s nuclear capabilities in Europe is regarded as a 

superior safety net for the Baltic states. Nonetheless, threatening to use nuclear weapons 

against small-scale hybrid attacks is a highly disproportionate response and the credibility of 

the threat remains questionable.  

 

Besides being able to maintain the status quo in the conventional domain, NATO has also 

embraced the cyber domain as an operational domain in which an attack can invoke Article 5. 

Among the various hybrid tactics that can be used in an attack, cyber stands out as the domain 

where NATO has made a deterring threat to respond with collective defense. This threat is 

effective as a deterrent measure towards severe coordinated cyber attacks that harms critical 

institutions of society, like in Estonia in 2007. But again, the usefulness towards low-risk 

attacks is questionable. The conventional tripwire forces can become targets of cyber attacks 

themselves, and a successful attack on NATO forces is probably more valuable to Russia than 
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an attack on Baltic people. One can praise NATO’s general efforts in the cyber domain, but in 

addition to the lack of suitable punishment, this thesis has shown that the conventional 

tripwire does not present a capability to deny low-risk attacks. Furthermore, NATO has no 

known strategy to punish low-risk hybrid attacks against the tripwire forces.  

 

Following, the answer to the question of if deterrence is a useful strategy towards hybrid 

threats becomes twofold. First, it is likely to support the use of deterrence strategy because it 

undoubtably makes the opponent cautious about carrying out hybrid attacks that are close to 

the threshold of warfare and is likely to cross it. The tripwire forces in the Baltics raises risk, 

thereby deterring Russia from using hybrid tactics to initiate military aggression similar to the 

Crimean situation. Second, and opposing the potential usefulness of using deterrence strategy 

against hybrid threats, is the difficulty to present deterring threats that are perceived credible 

across the full risk spectrum. The capability to deny hybrid attacks has also proven to be a 

challenge to deterrence strategy. 

 

The challenge to deter low-risk hybrid threats in addition to more sophisticated and large-

scale attacks makes CDD relevant. This thesis questioned if the concept of CDD is a fruitful 

contribution towards hybrid threats. This analysis has illustrated that there is no clear-cut 

answer. On one hand, CDD present a much-needed adoption of traditional deterrence strategy 

that was developed long before the today’s modern threat landscape existed. With a broad 

entry to the definition of domain and means that can be utilized for deterrence, NATO’s 

comprehensive efforts in the Baltics cover significantly more domains than the land based 

EFP forces represent. Air policing deters one domain, nuclear coverage deters another, and 

progress in operational abilities and knowledge within the hybrid warfare fields improves 

capabilities and makes NATO’s collective defense threat more credible.  

 

Furthermore, including the local Baltic capabilities and strategies that have reach in the 

civilian parts of society, the measures are not only cross-domain but also more proportionate 

towards low-level hybrid attacks. Civil inclusion in NATO’s conventional exercises and 

general close cooperation and command coordination among national capabilities and 

NATO’s efforts strengthens the overall capability to deny or withstand hybrid attacks as well 

as conventional ones. The Baltic countries’ approach to increase knowledge and civil 

resistance towards hybrid attacks can also decrease the attainable benefits for Russia. Thus, 
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this can be regarded as a defensive measure that contributes to deterrence in a cross-domain 

approach.  

 

On the other hand, CCD in its broadest terms also bring forth questions for further research. 

An apparent criticism about the relevance of deterrence as a military strategy can be posed 

when one includes everything from tripwire forces and nuclear capability to civil resistance 

subjects on high schools and knowledge sharing through CoEs. Even if this broad entry to 

deterrence measures implies how one can find more proportionate responses to a range of 

hybrid threats, it might not be fruitful for deterrence theory to blur out the concept further.  

 

Therefore, if CDD should be adopted to contribute with solving the challenges caused by 

hybrid attacks that are aimed at non-military domains and in the grey-zone, it demands several 

modifications. A CDD approach towards hybrid threats means that even attacks happening in 

the non-acknowledged operational military domains, such as attacks using elements of 

information and energy warfare, needs to be deterred. Consequently, one encourages a 

situation where “everything” should be deterred and can be counted as deterrence measures. 

This is not a useful development given that deterrence remains a military strategy. It can 

hardly be fruitful to let it be a military task to deter and secure all possible vulnerable fields 

within civilian societal structures and domains.  

 

Finally, military forces and military strategies can contribute with a wide range of measures 

that contribute to achieve deterrence. However, when vulnerable targets for low-level hybrid 

attacks are far from the military domains, there might be other key structures in society that 

needs to be strengthened to provide the necessary deterrent effects. Cooperation between civil 

society and military capabilities and competence can become crucial in that development. 

Nevertheless, the findings in this thesis do not support that conventional or cross-domain 

deterrence within the military field are adequate to be the first instance mean for solving the 

challenges with low-level hybrid attacks.  

 

7.1  Concluding remarks 

This thesis has found support of using deterrence strategy towards hybrid threats. 

Conventional deterrence contributes to avert severe and synchronized hybrid attacks by 

threating that the threshold of warfare can be overstepped in particular critical cases. 
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Nonetheless, there is much uncertainty related to this finding. First and foremost, as this 

research is based on a case study of an historically unique military alliance, the possibility to 

generalize beyond NATO is limited. Moreover, uncertainty is also prevalent due to the 

frequent use of low-risk hybrid tactics being far from the conflict spectrum’s threshold of 

warfare. In this regard, cross-domain deterrence (CDD) has been a fruitful contribution to 

deterrence strategy. CDD gives room for a broader entrance to determine how low-risk threats 

can be countered, and additional means can be included in the cost-risk calculus. This broad 

approach to deterrence seems to meet a challenge that conventional deterrence has not yet 

solved. This thesis has also found that CDD is an approach that widens out deterrence as a 

military strategy, and wipes out the differences between a total defense strategy and pure 

deterrence measures.  

 

The research in this thesis has contributed to the larger debate about deterrence strategy and 

CDD in a hybrid threat landscape in several ways. First, the thesis supports the findings of 

Gartzke and Lindsay (2019a, p. 337) that CDD is a useful concept, albeit with some 

constraints and challenges. In Gartzke and Lindsay (2019b), most discussions are in regard of 

the five operational military domains, but it is also concluded that CDD can be applied to 

nonmilitary domains (2019a, p. 354). This thesis has supported this view by analyzed NATO 

and the Baltics’ deterrence efforts without being limited to the five military domains. Thus, 

the thesis’ findings are based on a cross-domain approach within both military and 

nonmilitary domains. Moreover, this thesis has shown, like Vanaga (2019a, p. 286) found, 

that the conventional military domain remains the foremost deterrence mean. However, 

Russia’s use of hybrid tactics requests further efforts to deter, and this thesis has provided an 

insight in how CDD increases deterrence in the Baltics. 

 

Finally, there is still need for additional research on the question if deterrence strategies can 

fully deter threats across the full spectrum of conflict. CDD is a theoretical approach that 

needs further analytical adaption and clearer definitional boundaries. Moreover, the hybrid 

threat landscape is constantly developing, and NATO’s deterrence efforts in the Baltics is still 

ongoing. Deterrence strategies and the theory these strategies build on is also in a process of 

adaption as it is included in more defense plans across the world. Therefore, it is expected that 

further research will reveal new findings both related to the specific case and the general 

contextual issues related to hybrid threats and deterrence.   
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