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Abstract

We have previously proposed a security classification methodology for IoT systems
and have applied it to the smart grid and smart home domain. This method departs from
classical risk analysis and certification methods in that it caters for security at design
time and for the system designers’ needs to know what protection mechanisms to use for
the connectivity and exposure that their system under development requires. Though this
method can be used for certification, after the system was built, much of the benefit comes
in using it to decide what security features to choose to reach the desired security class.
However, similarly to many risk analysis methods, this methodology is unable to assure
the evaluation results by properly justifying the assessment. In this work we add two
confidence parameters: belief and uncertainty to the assessment tree of arguments of a
class. Thus, the final result will now be a tuple <C, B, U>, where C is the class to which
the system under consideration belongs, along with a belief measure B in the evaluation
aspects of C, and the uncertainty U in the evaluation details. Looking at the confidence
parameters tells how well the security assessment is justified. To exemplify this enhanced
security classification methodology, we systematically apply it to two control mechanisms
for a Smart Home Energy Management Systems.

0This is an extended version of the conference paper published as [18].
0Address for correspondence:

Department of Technology Systems, University of Oslo, P.O. Box 70, 2027 Kjeller, Norway.
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1 Introduction
When the Internet of Things (IoT) emerged, it was designed for purely functional purposes
to provide sensing, connectivity, and controlling features at a lower cost without focusing on
security and privacy. Today, IoT is widely adopted in major sectors, including critical infras-
tructures such as smart grids and privacy-sensitive domains such as smart homes. Because IoT
devices produce valuable data and have limited memory and processing power, IoT systems
are easy targets for launching cyber attacks. Since the number of attacks is only increasing,
security and privacy is a major concern1.

The majority of end-users of IoT devices, such as elderly living in smart homes providing
automated and at distance health-care for their residents, lack security awareness. Some may
have a lack of technical understanding to select a secure system from the full range of products
available on the market. Many consumers who have little or no understanding of the value
of having secure products may prefer cheaper and easy to install products with no security
concerns. Moreover, to get a competitive advantage, manufacturers also focus on producing
devices at lower costs. A more comfortable option to cut down the manufacturing cost is to
compromise the non-functional requirements such as security, and maintain the functionality.
Thus, system designers and developers lack incentives to build secure systems.

There is also a lack of regulations and standards that can be enforced towards the manufac-
turers and vendors to produce secure IoT products and services. The traditional certification
approach, such as Common Criteria, is highly expensive and takes quite a long time to get cer-
tified [2]. Investment in such certification is not worthy because of the lower cost and shorter
life span of IoT products. By the time when one product is certified, it may already be too old
in the market. Thus, we need an affordable framework that can guide to secure not only an IoT
device but the IoT system as a whole, where all parties, including end-users, manufacturers &
vendors, and regulatory bodies, can together contribute towards the secure IoT systems.

European Telecommunications Standards Institute (ETSI) has published the technical spec-
ification ETSI TS 103 645, entitled “Cybersecurity for Consumer Internet of Things” as a stan-
dard that provides thirteen guiding principles to the stakeholders involved in development and
manufacture of consumer IoT to secure their products.2 ETSI TS 103 645 is based on the
“Code of Practice for Consumer IoT Security” published by the Government of UK.3 Providing
general guidelines towards all consumer IoT devices, ETSI TS 103 645 is a good starting point
for compliance with the standard. However, based on the severity and criticality of each specific
use case of an IoT system, the level of security required may vary, and thus it is essential to
have a framework focused on security levels and their overall requirements and thus guidelines.

To address the aforementioned challenges, we have proposed a notion of security classes [19].
Using security classes, one can describe the system in terms of network connectivity, security
mechanisms, and the degree of consequences of a security breach (also called impact). By
systematically applying this security classification methodology, one can label the security of
a system from A to F, where A represents the best security level, whereas F represents the
worse security level. This methodology can be used to specify the security requirements and
perform the security assessment for the targeted class. While a security label can increase the
security awareness of end-users, regulatory bodies can utilize the classes to enforce the vendors
and manufacturers to produce the systems aligned with the specified security class.

In standard methods such as risk assessment and certification programs in security, the
security assessment and most of the decisions are based on the knowledge and experience of

1https://www.forbes.com/sites/zakdoffman/2019/09/14/dangerous-cyberattacks-on-iot-devices-up-300-in-
2019-now-rampant-report-claims/

2https://www.etsi.org/deliver/etsi_ts/103600_103699/103645/01.01.01_60/ts_103645v010101p.pdf
3https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773867/-

Code_of_Practice_for_Consumer_IoT_Security_October_2018.pdf
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security experts. However, a making claim is not enough in the expert-based evaluation. How
confident are the experts in their results? Did they make any decisions under uncertainty?
These questions need to be answered to build trust in the security class methodology. Thus,
in this technical report, we investigate to answer these questions by introducing two new pa-
rameters, namely belief and uncertainty. Section 2 briefly recalls our security classification
methodology. Section 5 describes the concept of belief and uncertainty. Section 6 presents the
enhanced security classification methodology using a case study of a home energy management
system. Section 7 discusses the results of the use case, and finally, section 9 concludes the
report.

2 Security classification methodology
In [19] we have proposed a methodology for analyzing and evaluating the security of complex
connected systems. This methodology is built around three main factors: connectivity, security
mechanisms, and impacts. On one hand, connectivity reflects how the system is exposed to
attacks. On the other hand, the protection level reflects what security features/mechanisms
are built into the system and what security functionalities are available. Connectivity and pro-
tection level combined form the exposure. Figure 1 visually describes the security classification
methodology.

Security Class

Impact

Exposure

Connectivity

Protection Level

Figure 1: Methodology for computing a security class (arrows indicate that a component con-
tributes to the component that it points to).

In the classification method, we have considered five levels of connectivity (C):

• C1: Includes completely closed/isolated systems.

• C2: Includes the system with wired Local Area Network (LAN) and does not permit any
operations from outside the network.

• C3: Includes all C2 systems that also use wireless technologies.

• C4: Includes the system with private or leased infrastructure, which may permit remote
operations (e.g., VPN, APN, etc.).

• C5: Includes distributed systems with public infrastructure, i.e., like the C4 category
except that the communication infrastructure is public.

Similarly, there are five protection levels (P) that reflect the strength of the security mech-
anisms in the system. The protection level increases with the increasing number of security
mechanisms. Relevant security criteria should be defined to determine the protection level.
Then for each security criterion, several security mechanisms are derived. The security mech-
anisms are then grouped to form individual protection levels where higher protection levels
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include all the security functionalities of lower protection levels, including some additional
functionalities. Protection level P1 represents no security mechanisms, whereas the protection
level P5 represents the most robust protection mechanisms. Security experts specify the levels
of protection mechanisms. Exposure is then evaluated using protection level and connectivity.
Table 1(a) shows the evaluation of exposure from connectivity and protection level.

Table 1: Calculations of: (a) exposure levels and (b) security classes.

P1 E4 E4 E5 E5 E5
P2 E3 E4 E4 E5 E5
P3 E2 E3 E3 E4 E4
P4 E1 E1 E2 E2 E3
P5 E1 E1 E1 E1 E2
Protection/
Connectivity

C1 C2 C3 C4 C5

Catastrophic A C E F F
Major A B D E F
Moderate A B C E E
Minor A A B D D
Insignificant A A A C C
Impact/
Exposure

E1 E2 E3 E4 E5

The impacts, or the consequences, also have five levels: Insignificant, Minor, Moderate,
Major, and Catastrophic. A security class is determined using impact and exposure. Table1(b)
shows the lookup table for identifying the class from exposure and impact levels.

In a typical home energy management system, the devices can be remotely controlled (i.e.,
making Connectivity C5), and the control data are well encrypted and monitored (i.e., typically
reaching a protection level P4), and thus the acquired exposure is E3 (cf. Table 1(a)). Given
that a compromised home energy control system is seen as having a major impact, the resulting
security class would be “D”. Details of security classification methodology can be found in
[17, 19]. Table 1(b) shows the minor variations, e.g., exposure E1, E2, and E3 with impact
“catastrophic” results in security classes A, C, and E.

In the security classification method, the majority of decisions are based on the subjective
judgment of security experts. Thus, it is vital to provide explicit explanations of why each
decision was made. Besides, experts may not always have full confidence in their decisions.
Hence, we need to introduce confidence in the security classes’ analysis to justify the results
and make sure that the decisions are made with certainty. In the next section, we discuss
introducing two new parameters to security class, belief, and uncertainty.

3 Confidence in a security classification
Representing the security analysis only through a class gives an idea about the security features
and connectivity of a system. However, since security classifications are done by human experts,
be that specialised security experts from outside the company (like a penetration team or
certification company) or from inside the company (like a CSO), we need the ability to evaluate
the amount of confidence we have in the respective classification. This is especially so when
the classification is done by not-so experts, like inside a company, in a DevOps process, like
our classification is meant for. By confidence, we mean the degree to which one agrees on the
result of the assessment (belief) and the degree to which the expert lacks knowledge about the
assessment(uncertainty).

We enrich the security classification method by representing the assessment result using
three-tuples < Class,Belief, Uncertainty >. Fr example, in the use case from this work, the
resulting class was A with 84% confidence and 16% uncertainty, represented as < A, 84, 16 >. In
this assessment, 84% belief would mean that we have high confidence in the coverage of all the
security measures being necessary to justify the protection (P), exposure (E), and security class
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(S). Uncertainty of 16% indicates a moderate lack of justification for some of the arguments
concerning P, E, and S.

The confidence parameters of the class depend on all the lower-level decisions made to
compute a class. For example, confidence in class depends on the confidence in impact and
exposure evaluation. Confidence of exposure depends on the confidence in connectivity and
protection level evaluation and so on. Thus, to compute the overall confidence over the decision,
confidence over each smaller evaluation should be considered.

Adequate arguments to support the decisions should be provided, and the confidence pa-
rameters should be assigned to each argument. To assign the confidence parameters, one must
justify through a proper explanation, why a particular value of confidence is assigned for a
given evaluation.

4 Specifying security arguments
One useful way of viewing the security classification method is to specify the security guideline
for a targeted class. The methodology can also be used to evaluate a given system against a
given class. The assessment is typically based on verification of whether the given requirements
for a specified class are fulfilled. Since the assessment is subjective, for the trustworthiness of
the assessment it is crucial to justify the result of the assessment. Justification can be achieved
by producing relevant arguments supporting each decision taken in the assessment. Govier
defines an argument as “a set of claims in which one or more of them-the premises- are put
forward so as to offer reasons for another claim, the conclusion” [10].

An argument typically consists of the main claim (conclusion), supported further by the
evidence or sub-claims to justify its parent claim. Well-structured arguments make the expert
opinion explicit resulting in better documentation of claims and improved communication be-
tween the experts. It can also help to identify missing evidence and weak assumptions made
during the evaluation. Structured arguments are widely used in assurance cases [4, 11]. An
assurance case is similar to a legal case where arguments are presented to support the claims,
backed by evidence [8].

Security class evaluation involves a series of security arguments. To demonstrate how an
argument is formed, let us take an example of an assessment of an IoT device’s physical security.
It is considered that for an IoT device to be physically secured, two requirements should be
fulfilled. First, the device is placed in a secured area, and second, if somebody tries to fiddle
with the device, the owner should get a notification about it. During the assessment, it was
found that the device is typically located inside the apartment. Thus, only people living in
the apartment have physical access to the IoT device. Also, the device has a tamper detection
mechanism that notifies the owner when someone tampers with the device. Therefore, it was
concluded that the IoT device has adequate physical security. In this example, there are
a set of claims and reasons: IoT device is located in a safe place because it is located in the
apartment; IoT device gets a notification about tampered device because it has tamper detection
mechanism; IoT device has good physical security because it is placed in a safe place and the
owner gets a notification about device tampering. The confidence in the main conclusion “IoT
device has good physical security” depends on the confidence in the reasons presented. The
amount of trust in the ground of the claim also impacts confidence. In our example, the ground
of the argument is, if the physical location is secure and the tamper detection functionality is
secure, the device is physically secure. If the ground is weak, the trust in the conclusion would
also be weak. It implies that the level of confidence in the conclusion depends on the trust in
the main claim and also on the supporting components of the claim. Thus, to properly evaluate
the confidence in the decisions, the security arguments must be properly structured so that the
overall confidence can be evaluated by utilizing all the related claims.
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Representation of arguments using only text as above lacks readability and maintainabil-
ity. There are various diagrammatic notations such as Goal Structuring Notation (GSN) [20],
Claim Argument Evidence (CAE) [4], or Toulmin argument model [21], that can help experts
to structure their arguments. All the above methods structure the argument in a tree structure
where the root node is the central claim, which further grows into child nodes that provide
the justifications using sub-claims and evidence. These methods are often used in constructing
assurance cases. There are also several tool support implementations using a structured argu-
ment approach to construct assurance cases [12], where most of them comply with the GSN
standard.

Argument relationship: It connects the goals to their sub-goals 
or evidence

Strategy: It gives the rationale for the sub-claims or evidence 
that supports the claim.

Evidence: It provides evidence that supports the claim.

Context: It provides contextual information related to the 
element. It may be definitions and other supporting materials.

Justification: It provides the reason for what has been done.

Assumption: It refers to any assumptions made to support the 
argument.

Contextual relationship: It associates the goal or strategy to 
their context.

Goal: It refers to the claims and sub-claims in the assessment. Goal

Strategy

Evidence

Context

Justification

J

Assumption

A

Undeveloped goal: It says that the diagram should be further 
expanded/developed from that point.

Undeveloped 
Goal

Figure 2: Summary of Goal Structuring Notation (GSN) symbols.

The security classification process involves a series of systematic steps to achieve a security
class. We propose to assess the confidence in a system’s security class by using a structured
argumentation model. Structured arguments provide the reasons to support the security claims.
These reasons can be seen as security requirements, and to which degree these requirements are
fulfilled is reflected by the confidence (belief and uncertainty). In this particular work, we use
GSN to represent our argumentation model diagrammatically. We choose GSN because it is
simple, popular, and has open-source tool support to construct the argumentation model [12]
4,5,6. GSN provides a set of symbols to represent the argument, summarized in Figure 2. Using

4Certware, https://nasa.github.io/CertWare/
5Acedit, https://github.com/arapost/acedit
6D-case editor, https://github.com/d-case/d-case_editor
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the GSN diagram, Figure 3 shows the security class evaluation step as a GSN argumentation
model.

Impact and Exposure 
lookup table is accepted

C&C data results in Class A

Evaluate Exposure and 
Impact to get the class

Impact and Exposure 
giving class A in lookup 

table is enough

C&C has a Major Impact Exposure evaluated is E2

Evaluate Connectivity and 
Protection level to get exposure

Connectivity and 
Protection level  giving 
Exposure E2 in lookup 

table is enough

C&C has Protection Level P4 Connectivity results in level C3

Connectivity and 
protection level lookup 

table is accepted

J A

J A

Figure 3: Representing class A evaluation using Goal Structuring Notation (GSN).

5 Assessment of belief and uncertainty
The degree of confidence in the justification can be reflected using two parameters, belief and
uncertainty. To understand the concept of belief, let us consider a wireless sensor network
where an expert claims Cl1:“Source node adequately encrypts the data before sending it to
the destination node”. We need a basis to trust this claim. Since the vendor is popular in
the market, and many organizations trust them, most people will also trust the vendor. The
vendor also provides a document stating that all nodes encrypt data before the transfer, and
explains how it is done at a very high level. With all these, one may set the belief on the claim
Cl1 at 90%. However, during the design or implementation, there may be errors/bugs resulting
in data being unencrypted. Thus, the remaining 10% represents the uncertainty of the claim.

Now, if we can experimentally verify that sensor data are encrypted, e.g., through a pen-
etration testing tool, we can completely trust the claim, which means 100% belief. However,
we do not have the equipment or knowledge to do that, and thus, the claim is not yet verified.
Thus, this 100% is called the plausible belief or plausibility. Plausibility is the maximum belief
that can be obtained if all the evidence can be provided. Sometimes, plausibility cannot reach
100%. For instance, if a flaw is discovered in the encryption algorithm allowing unauthorized
decryption, then the disbelief in the claim may arise. Let us say that disbelief is estimated at
30%. That means the highest level of belief that one can make in this situation is 70%.

One of the widely used approaches to quantify the belief and uncertainty is Dempster-Shafer
theory [6,16]. It is a generalization of probability theory that allows for incomplete knowledge
by offering the notion of upper and lower probabilities called belief and plausibility functions [9].
Belief shows the strength of the existing evidence supporting a given statement and represents
the lower bound probability of validating the statement. Plausibility is the upper bound of the
belief that could be obtained by adding the evidence to support the statement or claim.
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To formally describe Dempster-Shafer’s belief and plausibility, let us consider a frame of
discernment X (i.e., the set of all possible states of system under consideration) and 2X be
power set of X. The belief mass, or the basic belief assignment, m can be assigned to each
element of 2X where m : 2X → [0, 1]. If A is an element of 2X , then:∑

A⊆2X
m(A) = 1 (1)

The belief and plausibility function for A can be defined as:

Bel(A) =
∑
B⊆A

m(B) (2)

Pl(A) =
∑

B∩A 6=φ

m(B) (3)

Thus, belief ≤ plausibility. Both belief and plausibility have the range [0,1].
By definition, uncertainty is the degree of lack of knowledge or evidence to justify the claim.

Thus, the difference between plausibility and belief reflects the uncertainty on the acceptance of
the claim. Additionally, the plausibility value less than one indicates the existence of disbelief,
meaning that there is some evidence against the claim.

Plausibility = 1− Disbelief (4)

Equation 4 shows that in the absence of disbelief, plausibility is 100%. In our context, we
reuse the definition of belief and plausibility from the Dempster-Shafer theory. Evaluating
plausibility is more natural than to evaluate uncertainty in the first place. Thus, we evaluate
the belief and plausibility first and calculate uncertainty as:

Uncertainty(u) = Plausibility(Pl)−Belief(b) (5)

Security class assessment involves a single conclusion (claim for a given class) decomposed
into claims and sub-claims. During the assessment, the confidence is assigned to each of the
(sub)claims. The confidence may be assigned based on the evidence presented to support
the claims. It is essential to combine all the confidence to produce an aggregate (concluding
confidence) that represents the overall confidence of the assessment.

5.1 Aggregation of confidence parameters

In argument based approaches such as in safety cases, which are based on the Dempster-Shafer
approach, the belief aggregation rules defined are based on the type of arguments. Each claim
typically has weights that represent its significance. For example, in trust cases, Cyra and
Górski [5] proposed the aggregation rules based on four types of arguments Complementary
(C) arguments, Necessary and Sufficient (NSC) arguments, Sufficient (S) arguments, and Al-
ternative (A) arguments. In their Visual Assessment of Argument (VAA) approach, they define
linguistic confidence and decision scales for user’s ease. During the evaluation, the linguistic
scale is converted to belief and plausibility values for aggregation. After aggregation, the belief
and plausibility values are again converted back to confidence and decision values to show in the
linguistic scale. They use scaling functions for mapping the linguistic confidence and decision
scale into the [0-1] interval. However, the values of the parameters of the scaling functions
are not defined. Also, the aggregation rules defined may not fit in the security domain. For
instance, the aggregation rule for C argument is a weighted mean of beliefs of child components
of a claim. However, weighted means are not sensitive to lower values of beliefs. Also, the
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NSC and SC arguments aggregate the value by multiplying the individual beliefs. The aggre-
gated result of such beliefs always diminishes if we add more evidence that has a belief less
than 1. However, the rational intuition is that, with an increase of evidence, the beliefs should
strengthen.

Similarly, Wang et al. [23] have proposed generalized aggregation rules of confidence based
on Dempster-Shafer theory. Though they redefine argument types, their D-arg and FC-arg
cases are similar to C argument and NSC/SC arguments in trust cases. Other aggregation
approaches with similar issues are given in [1, 24,25].

Alternatively, Noll et al. [15] in their Multi-Metrics approach, have claimed that quadratic
functions reflect the aggregation better than linear approaches. Since security is as strong as
its weakest link, instead of what is already good, Noll et al. focus on what is weak and what
could go wrong, modeled with their concept of criticality. Then criticality is emphasized in the
aggregation by evaluating the root mean square value of criticality values.

In our case, the arguments contribute individually to the overall goal. Based on the sig-
nificance of the component, we assign appropriate weights to them. We have considered the
weights in the range [0,100]. In this report, we compare the weighted mean approach and
Multi-Metrics approach by calculating beliefs using both of the approaches. As an example to
show how the arguments and beliefs are structured in the data encryption criterion, a GSN
diagram for data encryption criteria is shown in Figure 4.

Document from 
vendor claiming 
AES-128 bit data 

encryption

Data Encryption

Evaluate encryption of C&C data
Showing C&C data are 

encrypted according to P4 
specification is enough

C&C data is encrypted when the 
control signal is sent from IoT 

hub to the IoT devices
<bel, pl, w> = <100%, 100%, 100>

Data Encryption is strong 
encryption algorithm

<bel, pl, w> = <100%, 100%, 95>

End-to-end encryption is 
supported

<bel, pl, w> = <50%, 100%, 80>

Does not use custom encryption 
algorithm

<bel, pl, w> = <100%, 100%, 95>

AES-128 bit 
encryption is 

recommended and 
considered 

adequate by NIST

Figure 4: Evaluation of data encryption criterion for protection level 4 using Goal Structuring
Notation

5.1.1 Weighted mean approach

Weights represent the significance. The weighted mean is calculated to obtain an average when
the significance of values differ. The aggregated belief using the weighted mean for beliefs (b)
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and weights (w) can be calculated using the formula:

AggregatedBelief (B) =

∑n
i wibi∑n
i wi

(6)

where wi and bi is the weight and belief of the ith component.

5.1.2 Multi-Metrics approach

The Multi-Metrics (MM) approach of [15] uses Root Mean Square Weighted Data (RMSWD) to
aggregate the criticality values. The formula to calculate the aggregated criticality is expressed
as:

X =

√∑
i

(
x2iWi∑n
i Wi

)
(7)

where X is the aggregated criticality, xi is the criticality of the ith component, and Wi is
calculated from the component weight wi as:

Wi =
( wi
100

)2
(8)

The original work focuses on criticality xi defined as the complement of security, privacy, or
dependability metrics [15]. In our context, we use the complement of belief value (100 - belief )
to express criticality. Finally, the aggregated belief (Bel) is computed as a complement of X
(i.e., Bel = 100−X). Thus, using equation 7, Bel can be expressed as:

Bel = 100−
√∑

i

(
(100− beli)2Wi∑n

i Wi

)
(9)

where beli is the individual belief value of the component under consideration.

5.2 Aggregation of Security Classes

The classes obtained for each component should be aggregated to obtain an overall class to
reflect the system security class. However, currently, the class is represented as a label (A-F).
To allow aggregation between classes, we propose to have a scoring mechanism to represent
the score of a security class. We assume that the consecutive classes are equidistant (i.e., the
distance from class A to B is equal to that of B to C). Thus, initially, we mapped the higher
score to a better class, i.e., the initial mapping between the score and the class is 1=F, 2=E,
3=D, 4=C, 5=B, and 6=A. However, we have used most of the parameters (beliefs, weights) in
the range [0-100], and thus we normalize this score to the common range [0-100] (i.e., 0 maps to
1 and 100 maps to 6) for better perception. To transform the value from one scale to another,
we use min-max normalization technique [7] as in Equation 10.

Vnorm =

(
V − Vmin
Vmax − Vmin

(Vnewmax − Vnewmin) + Vnewmin

)
(10)

Where:

Vnorm is the new normalized value and,

V is the given value and,
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Vmax is the maximum value in the existing scale and,

Vmin is the minimum value in existing scale and,

Vnewmax is the maximum value of the new scale and,

Vnewmin is the minimum value of the new scale

To illustrate an example of a min-max normalization, let us suppose the obtained class is
B, i.e., 5 according to the initial mapping. To represent it in a new scale between [0-100], we
have V = 5, Vmin = 1, Vmax = 6, Vnewmin = 0, Vnewmax = 100. Using equation 10 the value 5 is
transformed as:

Vnorm =

(
5− 1

6− 1
(100− 0) + 0

)
= 80

Table 2 shows the mapping of class to the normalized scores using equation 10. The table
also shows the range of scores to which each of the classes is mapped. For example, if we obtain
class B, then the score value would be 80 (see Table 2). Similarly, if the resulting class score
after aggregation is 65, then it lies between the range [50,70], thus class C. We can now use
the aggregation principle to obtain the overall class. Similarly to beliefs, the aggregation of
security classes should be more sensitive to lower scores (lower class) than the higher scores. If
one component has a lower class, despite other components with a higher class, the aggregated
class should be closer to the lower class (supporting the weakest link principle of security).

Table 2: Security class mapping

Class label Value Normalized value Range
A 6 100 90-100
B 5 80 70-90
C 4 60 50-70
D 3 40 30-50
E 2 20 10-30
F 1 0 0-10

5.3 Underlying principles for aggregation

Belief aggregation depends on how the arguments are presented. There are cases when there
are multiple justifications independent of each other fulfilling the same claim, or sometimes
each justification contributes towards the fulfillment of the claim to some extent. These should
be handled differently. Here we describe the principles to guide the aggregation mechanism.

1. Maximum belief : If the justifications are overlapping and one includes another, the
one with the highest belief should be selected. For example, to verify the claim "Data
is encrypted", there are two claims with different beliefs. Document from the vendor
describing that the data is encrypted (belief = 90%), Experimental verification that the
data is encrypted (belief = 100%). In this case, we simply select the highest belief because
the vendor document does not affect the overall belief as it has been proven experimentally.

AggregatedBelief = Maximum(b1, b2)

Here, b1 and b2 are beliefs on overlapping claims where justifying one of the claims
includes another.
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2. Zero belief : If the belief on any of the claims in protection level evaluation is zero, then
the total belief is also zero. It is because the class is determined based on the previously
specified requirements of security functionality. If one of the functionality has no belief at
all, then the whole claim for that protection level fails, and it must be evaluated against
the lower protection level. The same applies to the aggregation of protection criteria
towards the protection level.

if(c.securityFunctionalities.Any(securityFunctionality.belief = 0))
THEN c.belief = 0

3. Minimum belief : Typically, it is assumed that the impacts and connectivity have full
beliefs. If it has lower beliefs than 100%, the resulting belief should be the lowest one. For
example, if the exposure obtained is E2 with a belief of 90% and the Impact is Major with
60%, the class obtained should have a belief of 60% instead of averaging it. It is because
both of them are equally important and required for evaluation. Thus, the average of
their belief has no meaning.

AggregatedBelief = Minimum(b1, b2)

Here, b1 and b2 are beliefs on impact and exposure claims.

6 Case study
To demonstrate the applicability of confidence in security classes, we have selected a use case
about a home control unit in the SHEMS. Device control commands in SHEMS are used to
manage the peak load by controlling the home appliances to reduce consumption. The scenarios
for the use case are built upon our previous work [17], which used the two principal methods
to control the IoT devices: centralized and edge control. The centralized control has higher
connectivity and major impacts and thus results in class D, whereas in the edge control scenario,
the connectivity towards control mechanism was reduced. Thus the impacts are also reduced,
resulting in class A. We select the edge control scenario because it yielded a better security
class (class A) than the centralized control (class D). By applying our enhanced methodology,
we demonstrate how confidence in the solution is evaluated.

6.1 Protection level evaluation

For a device control command, data encryption, access control, and monitoring & analysis were
considered the relevant criteria. We first analyzed the security mechanisms available for each
security criteria of Command and Control (C&C) data and mapped it to the protection level.
The security mechanism of the C&C component mapped to the protection level is summarized
in Table 3. The column ’P’ shows the existing security functionalities in the C&C component.
This column maps to the P4 column, therefore, the protection level is considered to be P4. Next,
we discuss confidence parameters for each security criteria and their security mechanisms.

6.1.1 Data encryption

To evaluate the data encryption criterion in the edge control scenario, we consider the C&C
data in the home network. The following sub-claims were considered to satisfy the P4 level
requirements:
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Table 3: Protection level requirements for C&C data

Protection
criteria Security functionality P5 P4 P3 P2 Eval.

Data
encryption

Encryption of C&C data between IoT hub and devices x x x x X
Encryption of C&C data between IoT hub and backend
system

x x x X

Strong encryption mechanism x x x X
Credentials should not be exposed in the network x x x X
End-to-end encryption x x X
Should not use custom encryption algorithms x x X

Access control
Disable remote access functionality x
Default and weak passwords should not be used x x x X
Enable multi-factor authentication x x N/A

Monitoring
and
analysis

Monitoring system components x x X
Analysis of monitored data x x X
Act on analyzed data x

• C&C data is encrypted when the control signal is sent from the IoT hub to
the IoT devices: The belief on this claim is 100% justified by the vendor’s document
and lab test.

• Data encryption uses a strong encryption algorithm: It has been verified that
data is encrypted with AES 128-bit encryption, which is considered secure for the home
network. Thus, the belief in this sub-claim is also set to 100%

• End-to-end encryption is supported: Communication uses Zigbee, which supports
end-to-end encryption. However, we did not find any claims from the vendor about it.
Thus, this claim is partially trusted (50%) but would gain the plausibility of 100% if
verified experimentally or claimed by the vendor.

• Does not use a custom encryption algorithm: This claim has 100% belief because
the communication uses the Zigbee standard, which supports a well known AES-128 bit
encryption.

6.1.2 Access control

In our case, the C&C command is sent from the IoT hub to the devices in the home network,
based on the preset threshold. We consider the following two sub-claims to fulfill P4:

• Weak and default credentials should not be used: The hub and the devices are
authenticated using unique pre-shared keys, and thus unauthorized access of C&C data
is not allowed. The C&C data has restrictions to be accessed and triggered only by the
gateway. Thus, we consider access control as adequately secured and assign the belief of
100%.

• Enable multi-factor authentication: Not relevant

6.1.3 Monitoring and analysis

In protection level P4, monitoring and analysis criteria require two security functionalities:
monitoring system components and analysis of monitored data. Thus, the claim for this crite-
rion “Monitoring and analysis are adequate” can be supported by the following two sub-claims:
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• C&C data is adequately monitored: The advanced monitoring capabilities include
the collection of security data from system components, analyze them, and take necessary
actions when required. In our case, it supports basic monitoring functionalities where log
information such as device status, control signals sent and executed are collected. Thus,
the belief assigned to the first sub-claim “Data is adequately monitored” of C&C related
data is 98%.

• C&C data is adequately analyzed: The gateway performs regular availability checks
on its devices and notifies any device disconnection. However, it does not perform any
extensive automated analysis of abnormal behavior of control signals. It is possible to
manually analyze the monitored data from the log occasionally. Yet, it does not perform
extensive security analysis. Thus, the sub-claim “data is adequately analyzed” has a lower
belief set to 80%.

Table 4 summarizes the beliefs, plausibilities, and weights assigned to the parameters for
protection level evaluation of the selected criteria.

Table 4: Summary of belief and plausibility.

Protection criteria Security functionality bel, pl, w

Data encryption (w=100)

C&C data is encrypted when the control signal
is sent from IoT hub to the IoT devices

<100, 100, 100>

Data encryption uses a strong encryption algo-
rithm

<100, 100, 95>

End-to-end encryption is supported <50, 100, 80>
Does not use custom encryption algorithms <100, 100, 95>

Access control (w=95) Weak and default credentials are not be allowed <100,100,100>

Monitoring and analysis
(w=80)

Monitoring system components <98, 100, 100>
Analysis of monitored data <100,100, 95>

6.2 Aggregation of beliefs

As mentioned in Section 5.1, we consider the weighted mean approach and MM approach for
belief aggregation. In our case, there was no disbelief on any of our premises, and thus we
consider 100% plausibility (See equation 4).

6.2.1 Aggregation using the weighted mean approach

Using this approach, we calculated the aggregated belief (Equation 6) for data encryption,
access control, and monitoring & analysis as 89%, 100%, and 89%, respectively. Further aggre-
gation towards protection level evaluation gave us 93% belief and 7% uncertainty. Evaluating
both the connectivity and protection level is equally important, and in the absence of one of the
parameters, exposure cannot be evaluated. Thus, if the belief in connectivity evaluation is fully
trusted, the resulting confidence of exposure is determined by the confidence in the protection
level. The same applies to impact and exposures. Thus, we assign the overall confidence to the
class A evaluation as 93% belief and 7% uncertainty (i.e., < A, 93, 7 >)

6.2.2 Aggregation using the MM approach

Using this approach (see Equation 9), the aggregated belief value for data encryption, access
control, and monitoring & analysis criteria obtained were 78%, 100%, and 86%. Similarly, the
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aggregated belief for P4 using the MM approach was 84%. Since plausibility was considered
100% all the time, it does not change after aggregation. The class obtained using the MM
approach gave us class A with 84% belief and 16% uncertainty, i.e., < A, 84, 16 >, which is
more realistic than the weighted mean approach which obtained < A, 93, 7 > despite of the
lower belief on one of the sub-claim. The MM approach retains the lower belief values in the
result. Table 5 summarizes the results obtained from the two approaches.

Table 5: Comparison of weighted mean and RMSWD approach for belief aggregation.

Weighted mean approach Protection
criteria

Multi-Metrics approach
Aggregated to
protection
level

Aggregated to
criterion
level

Aggregated to
criterion
level

Aggregated to
protection
level

Bel = 93%
Pl = 100%
U = 7%

Bel = 89%
Pl = 100%
U = 11%

Data encryption
(w=100)

Bel = 78%
Pl = 100%
U = 22%%

Bel = 84%
Pl = 100%
U = 16%Bel = 100%

Pl = 100%
U = 0%

Access control
(w=95)

Bel = 100%
Pl = 100%
U = 0%

Bel = 89%
Pl = 100%
U = 11%

Monitoring &
analysis
(w=80)

Bel = 86%
Pl = 100%
U = 14%

7 Discussion
We have compared two approaches to aggregate beliefs: the weighted mean and the MM ap-
proach. The aggregation in the weighted mean approach is not sensitive to lower values. For
instance, when the data encryption criterion was evaluated, the beliefs for security function-
alities were 100, 100, 50, 100, and their respective weights were 100, 95, 80, and 95. Here,
one of the beliefs with weight 80 has a low belief value of 50. However, the aggregated belief
is calculated as 89%. This value is not very realistic because in security, if one of the claims
has lower belief, it may have a profound effect on the overall security, and thus lower values
should be well reflected in the aggregation of beliefs in security. For the same criterion (i.e.,
Data encryption), when applying the MM approach to aggregate the belief, we obtained an
aggregated value of 78%, which is somewhat more realistic than 89%. Thus, we prefer the MM
approach to aggregation of beliefs instead of weighted means. The overall result of belief using
the MM approach showed that the overall belief for the C&C data being Class A was 84%, and
the plausibility obtained was 100%. It means we could have obtained a total of 100% belief.
However, due to a lack of evidence and knowledge, there was 16% uncertainty. This uncertainty
can be reduced by providing missing evidence. For example, the belief in the existence of end-
to-end encryption is 50%. It can be increased by gathering more evidence, i.e., experimental
verification of end-to-end encryption, which could raise the overall belief to 93%.

It is also important to notice that plausibility is 100%, which means that in the given setup,
for the C&C data there is no disbelief in the claims. Higher disbelief may suggest that the
parameter causing disbelief must be changed because it is not trusted to a large extent. As
an example, a claim is made for adequate data encryption for Wi-Fi communication. If it uses
WEP standard, then the disbelief in the claim is high because, even though WEP provides
encryption, it is known to be weak. Hence, to reduce the disbelief, the WEP must be replaced
with a more secure standard such as WPA2.
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The degree of belief of the result represents the trust in the claim made for a given class. If
the belief is too low, and the uncertainty is high, then the assessment requires more work or the
experts may have less knowledge about the security built around the system. However, if the
belief is low and the disbelief is high, the claims made in the assessment are not trustworthy,
and appropriate measures should be taken to improve the confidence. Similarly, an acceptable
but not too high value of beliefs may say that the claims are trustworthy but not entirely
acceptable. In terms of security class, it may mean a different level of trust in the assessment.
For instance, a claim of class A with belief 60% and plausibility 95%, may mean a less trusted
class A (e.g., A--). However, in the same condition, belief with 90% may represent a highly
trusted class A (e.g., A++)).

8 Tool support for security classification methodology
To demonstrate the applicability of security classification methodology, we needed a tool sup-
porting argument structuring and confidence assessment. Tools such as ASCE [14], Certware [3],
or D-case editor [13] support structuring of arguments. However, those tools do not support
confidence assessment. Some of the confidence aggregation frameworks perform confidence
aggregation [1, 22]. However, the way the confidence is aggregated may not be usable for se-
curity cases. NOR-STA tool [5] seams to provide most of the features that we need, including
argument structuring and confidence assessment. We describe the tool briefly.

8.1 NOR-STA

NOR-STA is a tool implementation of trust cases providing a visual assessment of arguments.
This tool’s argument structure is based on Toulmin’s argument model and is used to specify
the claims and arguments as a tree structure. NOR-STA can also generate GSN diagram from
the arguments. The confidence assessment is based on the Dempster-Shafer theory of belief.
However, they introduce a linguistic decision and confidence scale to present the opinion towards
presented arguments. This scale is then converted to Dempster-Shafer belief and plausibility,
which are then used to compute the aggregated belief and plausibility. The aggregated beliefs
and plausibility are then converted back to confidence and decision to show the result.

8.1.1 Scale of assessment

Trust cases are based on the Dempster-Shafer theory of belief and plausibility. However, as-
signing belief and plausibility to any argument is challenging and less intuitive. Thus, trust
cases provide decision and confidence scales, which are relatively more intuitive. The decision
scale shows the degree of acceptance or rejection of the assessed element. It has four decision
values, namely acceptable, tolerable, opposable, and rejectable.

Similarly, the confidence scale shows confidence in the decision and has six values: for sure,
with very high confidence, with high confidence, with low confidence, with very low confidence,
and lack of confidence. The combination of decision and confidence scale shows the experts’
attitude towards an argument. If the confidence is lowest (i.e., no confidence), it represents total
uncertainty in the decision because whatever decision is made, it ceases to provide confidence
in that decision. The authors map these decision and confidence scale to the belief (b), disbelief
(d) and uncertainty (u) parameters as follows, where b, d, u ∈ [0, 1]:

b+ d+ u = 1.

Figure 5 represents the assessment in decision and confidence scale being transformed into
belief, disbelief, and uncertainty scale. Each assessed element in the NOR-STA tree can be
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Figure 5: The assessment triangle [5]

aggregated towards the parent element based on the assigned argument aggregation rule.
This assessment can be transformed to Dempster-Shafer belief and plausibility function as

the following equations:

Bel(s) = Conf(s).Dec(s)

Pl(s) = 1− Conf(s).(1−Dec(s))
(11)

where:

• s is a statement

• Bel(s) ε [0, 1] is the belief function that supports s

• Pl(s)ε[0, 1] is the plausibility function (upper bound on the belief in s that can be gained
by adding new evidence).

8.1.2 Arguments and their aggregation in trust cases

In NOR-STA, each sub-claims can be further broken down into sub-argument models forming
a tree structure. The leaves of the NOR-STA argumentation tree are the facts and evidence
supporting its parent claim. NOR-STA provides the mechanism to aggregate arguments from
the leaf level to the root. This tool considers three types of arguments and their aggregation
rules, as described in [5]. Below are the aggregation rules being applied for each type of
arguments [5] where:

• c is a claim (conclusion),

• w is the warrant of c,

• n is the number of premises/argument strategies of c,

• ai (where iε {1, 2, ..., n} ) is the ith premise,

• ki (where iε {1, ..., n} is the weight assigned to the ith premise
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NSC-argument(Necessary and Sufficient Condition list argument):
For NSC-arguments, all the premises must be accepted for the conclusion to be accepted.
Failing one premise rejects the whole conclusion. NSC-arguments are aggregated as:

Bel(c) = Bel(w) ·Bel(a1) ·Bel(a2) · ... ·Bel(an) (12)

Pl(c) = 1−Bel(w) · [1− Pl(a1) · Pl(a2) · ... · Pl(an)] (13)

SC-argument (Sufficient Condition list argument):
For SC-arguments, if a premise fails, nothing can be inferred about the conclusion. The ac-
ceptance case of SC-arguments is the same as NSC-arguments. Thus, SC-arguments can be
aggregated as:

Bel(c) = Bel(w) ·Bel(a1) ·Bel(a2) · ... ·Bel(an) (14)

Pl(c) = 1 (15)

C-argument (Complimentary arguments):
In C-argument, the falsification of a premise does not reject the whole conclusion but reduces the
confidence in the decision. This uses weight-based aggregation, and the aggregated assessment
is a type of a weighted mean value of all premises. C-arguments are be aggregated as:

Bel(c) = Bel(w) · k1Bel(a1) + k2Bel(a2) + ...+ knBel(an)

k1 + k2 + ...+ kn
(16)

Pl(c) = 1−Bel(w) ·
(
1− k1Pl(a1) + k2Pl(a2) + ...+ knPl(an)

k1 + k2 + ...+ kn

)
(17)

A-argument (Alternative arguments):
In this type of argument, several independent arguments support the conclusion. The aggrega-
tion rule for A-Arguments is expressed as:

Bel(c) = Bel(ar1).Bel(ar2) +Bel(ar1)[Pl(ar2)−Bel(ar2)]+
Bel(ar2)[Pl(ar1)−Bel(ar1)] (18)

Pl(c) = 1− {[1− Pl(ar1)].[1− Pl(ar2)] + [1− Pl(ar1)].[Pl(ar2)
−Bel(ar2)] + [1− Pl(ar2)].[Pl(ar1)−Bel(ar1)]} (19)

NOR-STA considers a simple decision and confidence scale for assessment. Since these scales
are not evenly distributed, calculations cannot be performed using the uniformly distributed
scale. Thus, the authors experimentally calibrated the values using scaling function s define as:

s : [0, 1]× [0, 1]→ [0, 1]× [0, 1] where, for each aggregation rule, the decision and confidence
value of range [0,1] maps to a new value within the same range [0,1].

The trust case uses a combination of linear normalization equations to compute the scaled
value. After aggregated values are calculated, the inverse scaling function should be used to
convert these scaled values back to the intuitive values. The paper claims that the scaling
function was constructed based on the experimental evaluation, however, it does not provide
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values for the constants of scaling functions, and thus the results obtained from the tool could
not be replicated when calculated manually.

There are four different aggregation rules applied to the tool to propagate beliefs. The issues
with C-Arguments, SC-Arguments, and NSC-Arguments have been discussed in section 5.1

Thus, though NOR-STA is good at structuring the arguments, the aggregation principles
do not fit our context. Therefore, we did not use this tool to apply the security classification
method.

9 Conclusion and future work
In this work, we have enhanced the security classification method proposed in [19] by introduc-
ing confidence parameters (i.e., belief and uncertainty) to the assessment of a security class.
Specifying confidence in the assessment improves the trustworthiness and quality of the assess-
ment. We follow the GSN structured approach to organize the security arguments, making it
easier to assign the confidence parameters. We then exemplified how to calculate confidence
parameters for a use case involving an edge command & control mechanism for SHEMS. We
also discuss how to assign overall confidence in the assessment results. By comparing two types
of aggregation methods, we observed that the weighted average methods are less suitable than
the method based on RMSWD, which is used to aggregate the criticality in the MM method
of [15]. We also discussed different principles guiding when to consider minimum, maximum,
and zero belief during the aggregation.

Further work is required for building these argumentation and aggregation methods into
a tool, following works on tools like NOR-STA [5]. This is challenging to integrate with the
security classification methodology that comes with predefined mechanisms and lookup tables.
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