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Introduction 
With over 2.4 billion Monthly Active Users, Facebook has become more populous than 

the Peoples Republic of China, the world’s most populous nation-state. As a result of its 

growth, Facebook has become influential enough to fuel political movements, from 

revolutions to referendums. Regardless of the event, from the Arab Spring in 2010 that 

shook up Arab autocratic states in North Africa and the Middle East (Wolfsed, Segev and 

Sheafer 2013), to the United Kingdom’s “Brexit” referendum in 2016, Facebook has been 

influential, thanks to its trove of users’ personal data as the force that has powered its 

tools and algorithms. Together, these tools and algorithms deliver customized information 

that may influence a voter’s perception, based on their personal datasets (Calladwadr 

2019). The European Commission, the executive branch of the European Union, defines 

personal data as “any piece of information that relates to an identified or identifiable living 

individual” (European Commission u.d.) . Data can also include parts of information that, 

when put together as a whole, can identify people. The latter can be best described as 

datasets. For 15 years, Facebook has procured a lot data from its users and now even 

knows them better than liberal-democratic and autocratic governments alike. Former U.S. 

president, Barack Obama, was the first most famous example of harnessing the power of 

Facebook’s data-collection apparatus via his campaign’s exploits during the 2008 U.S. 

Presidential Election, and even more during his re-election in 2012. This made Facebook 

the new battleground on which elections would be fought and won (Talbot 2012).  

 

Moreover, an increasing amount of Facebook users have relied on the social media 

platform for news (Müller, Schneiders and Schäfer 2016). Thanks to the treasure trove of 

data Facebook has amassed, it has been able to bankroll its growth from the idealistic 

“global village” CEO Mark Zuckerberg once mused in an interview, to a company that 

generated 55 billion dollars in advertising revenue in 2018 (Statista 2018). In the years 

before 2016, aside from an apparent lack of public awareness, it seemed the company 

could do no wrong because while data breaches occurred, government authorities 

seemed willing to give Facebook the benefit of the doubt, as evidenced in its 2012 

agreement with the United States’ Federal Trade Commission (FTC). The FTC, who acts 
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as a watchdog against unfair business practices by private actors, essentially agreed to 

let Facebook abscond serious punishment if it agreed to make privacy reforms (Fair 

2019). The company continued growing and expanding its digital territory, further blurring 

the lines between a digital space and the physical space of its users. It was the fallout 

from not only Brexit, but also the 2016 presidential election that shone a spotlight of 

scrutiny on Facebook, specifically its data collection and business model. On the one 

hand, user datasets can help corporate advertisers, businesses, other organisations and 

politicians know the needs and concerns of a group of people they hope to reach. This 

capability can be cost-beneficial and provide greater return on investments in advertising. 

On the other hand, data can be operationalised and weaponised—as in creating the 

possibility of something to be used as a weapon against a person—if accessed by actors 

with nefarious intentions (Cambridge Dictionary n.d.). The result may lead to discord, 

distrust in institutions, and even provoke scenarios in which several fundamental human 

rights become threatened. When news broke of Cambridge Analytica’s gained access to 

and theft of datasets belonging to 50 million people, Facebook faced intense scrutiny from 

the governments of the U.K., U.S. and European Union. Cambridge Analytica used the 

stolen data in a sophisticated election operation in support of one party and its candidate 

for president. Further exacerbating this scrutiny in the U.S. were reports of the Russian 

Federation, in an act deemed hostile, having conducted a disinformation operation using 

a firm named Internet Research Agency as its proxy. The aim of the Kremlin was to 

instigate discord and distrust by agitating culturally and socially sensitive areas in 

American society during the 2016 presidential elections (United States of America v. 

Internet Research Agency LLC et. al 2018). 

 

Facebook has been found at fault by the aforementioned governments for failing to 

adequately protect the data of its users with regards to Cambridge Analytica. Fines from 

as small as 500,000 GBP to 5 billion USD, as well as a revised, more stringent General 

Data Protection Regulation has been put into force by the EU. Of the many requirements 

of the GDPR, an imposed 72-hour deadline to announce data breaches, and the right to 

be forgotten has been among the most significant and sweeping changes. While 

significant, the GDPR is limited in terms of geographical scope as the United States, 
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where Facebook is headquartered, has shown little inclination it would take similar steps 

to the EU. Instead, U.S. lawmakers, most without expertise in technology or even how 

search engine algorithms work as evidenced when a lawmaker once claimed Google’s 

search engine was anti-conservative (Shepardson 2019), have struggled with how to 

address Facebook’s user data collection and practices. Outside of a multi-billion dollar 

fine and a few bi-partisan commissioned reports, lawmakers have largely left the urgent 

act of data rights-based reforms to Mark Zuckerberg. Facebook’s size and how greatly it 

has immersed itself in the lives of its users1 has suggested that it might have become too 

big to be regulated by one, or a handful of governments. First and foremost, Facebook is 

virtually unopposed as a social network. Secondly, because Facebook is used differently 

by its users located in different parts of the world, state policies toward Facebook are less 

likely to be standardised (Vaidhyanathan 2019). The international community must 

therefore arrive at the question of how to get the platform within the UN’s “Protect, 

Respect and Remedy” framework in a meaningful way. The UN-based Internet Rights & 

Principles Dynamic Coalition’s Charter of Human Rights & Principles for the Internet 

suggests that the world body is somewhat headed in the right direction. The charter has 

established 10 principles that its crafters hoped would lead to a “rights-based internet” 

(UN Internet Governance Forum 2014). The fifth principle connects data rights with Article 

12 of the Universal Declaration of Human Rights, the right to privacy as its point of 

intersectionality.2  

 

The charter’s data protection principle, found in Article 9(a), calls for states to pass laws 

which imposed positive obligations on private and state actors for data collection 

purposes, as well as enable persons to enjoy data rights by having control over their own 

data. Article 9(b) of the charter calls for a standard of transparency and protection by data 

collectors, to include individual consent, and for individuals to reserve the rights of access, 

 
1 “Facebook does three things. It collects records of our activities, proclivities, locations, and 

associations.” (Vaidhyanathan 2019) 
2 “As enshrined in Art 12 of the UDHR everyone has the right to privacy. An important aspect of this right 

is that everyone has the right to protection of personal data concerning him or her.” (UN Internet 

Governance Forum 2014) 
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retrieval and deletion [to be forgotten]. Lastly, the Charter of Human Rights & Principles 

for the Internet calls for regulation monitoring by an independent authority as a 

mechanism of ensuring honest practises by data collectors in Article 9(d) (UN Internet 

Governance Forum 2014). The UN General Assembly resolutions 68/167 in 2013 and 

again, 69/166 in 2014, addressed the “right to privacy in a digital age” (Human Rights 

Council Resolution 32/L.20 2016). While these efforts [of the UN] have been 

commendable because they address the growing phenomenon that data rights pose, they 

are handicapped by what can best be described as a state-focused approach. In their 

book entitled “Being Digital Citizens”, Engin Isin, an international politics professor and 

Evelyn Ruppert, a sociology professor, described the aforementioned state-focused 

approach as a “performative contradiction in that they end up reinforcing the very system 

of states that they seek to protect people from while often leaving corporations [private 

actors] largely outside their purview” (Isin and Ruppert 2015).  

 

Klaus Leisinger, a professor focused on business ethics and corporate responsibility at 

the University of Basel, and the UN Global Compact’s special advisor on business ethics, 

described the debate over business and whether accountability [for human rights abuses] 

should be state-centric as one divided into two extremes. On one end business is believed 

to be a significant source of human rights abuses, while the other extreme argues that 

the UDHR directly pertains to states and their regulatory authorities (Leisinger 2006). 

Leisinger argues that Businesses meet the UDHR’s description of an “organ of society” 

(The United Nations 1948), which was enshrined its preamble. Since businesses 

therefore are an organ of society, are duty-bound to remain educated about the rights 

compromising the UDHR. Leisinger also discussed three dimensions of responsibility 

which involved a certain extent of obligations which companies might assume 

responsibility for fulfilling the enjoyment of certain human rights. Of the three dimensions, 

the ‘must’ appears to be most relevant for the context of this dissertation, because the 

‘must dimension’ means that businesses should not avoid human rights problems where 

the State is unable or lack the will “to meet their responsibilities”  (Leisinger 2006).  For 

as stringent as the GDPR appears to be, Facebook has so far, to the best of knowledge, 

found a way to avoid the brunt of the blow promised by the EU’s new regulation. Facebook 
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has done this by shifting 1.5 billion of its users from its Ireland headquarters, which is 

within the GDPR’s legal scope, to its flagship headquarters in California, USA where there 

is no comprehensive data protection law, save few regulation policies and those vary from 

state to state within its federalist system (O'Connor 2018). These 1.5 billion users 

physically reside in parts of Asia, the Americas and Africa, yet their data now falls within 

a U.S. system that appear laissez faire on the issue of data rights. If the UN body 

maintains its state-focused approach to data rights, and sweeping efforts to ensure 

Facebook [as well as others in the Big Tech community] in the form of the EU’s GDPR 

can be largely avoided by essentially cutting and pasting 1.5 billion Facebook users out 

of the regulation’s scope, how else can Facebook be held to account on the issue of data 

rights?  

 

Therefore, the purpose of this research is to examine if the designation of Facebook as a 

digital state in order to equip traditional nation-states with an international human rights 

legal framework as a tool would be an effective method of holding Facebook accountable 

for data rights abuses. The secondary questions accompanying this main question are: 

what are the conditions for statehood according to Article 1 of the Montevideo 

Convention? Is the state a tool of realpolitik? Assuming it is the latter, could Facebook be 

conceptualised as a state according to Article 1 of the convention? Would an international 

human rights legal framework be an effective tool to ensure Facebook respects, protects 

and fulfils its data rights obligations? What existing barriers to an international legal 

framework of accountability would be overcome if Facebook were designated a digital 

state? Chapter two is comprised of a literature review, where I hope to identify gaps in 

the discussion about Facebook, data rights and accountability. The third chapter, 

methodology, offers an overview on research methods undertaken in order to add to the 

discussion surrounding Facebook and effective measures to hold it accountable for data 

rights abuses. Chapter four covers the contextual background. This consists of 

Facebook’s beginning as a network, here I intend to offer an abridged chronicle of the 

platform’s earliest days. I will also cover Facebook’s evolution from network to company 

as it built tools to monetise user datasets. The chapter ends with the rise of third-party 

applications. Chapter five picks up where chapter four left of, by linking Facebook’s user 
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data practises with the respective 2016 U.S. presidential election operations of 

Cambridge Analytica and the Internet Research Agency. Both election operations will be 

discussed as a case study. Chapter five attempts to answer the previously mentioned 

secondary questions regarding the conditions of statehood according to the Montevideo 

Convention, as well the question of state conceptualisation. Chapter six attempts to 

answer the remaining secondary questions of effectiveness of an international human 

rights legal framework as a tool for traditional nation-states if it is determined the platform 

met the conditions for statehood. The conclusion includes a combination of summary and 

the arrived at answer to the research question, as well as thoughts on the way ahead for 

an increasingly digitised world, with Facebook and its users’ data rights as a 

phenomenon.  
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1. Literature Review 
The fluid and recent nature of Facebook’s user data rights phenomenon might have 

contributed to why there appears to be a lack of robust offering of scholarly material on 

holding Facebook to account for data rights abuses. Using different combinations of 

searching methods on the university’s electronic database in hopes of locating scholarly 

products from which I could analyse and identify areas in which this dissertation could 

meaningfully contribute to the discussion, it was to no avail. For instance, entries of 

“Facebook data rights”, “Facebook data rights abuse”, or “Facebook human rights” did 

not produce scholarly results initially hoped for. Nevertheless, there were two articles 

considered most relevant to the data rights phenomenon and Facebook through a human 

rights lens. At least one of the two pieces of literature was published in 2015, prior to 

Facebook’s Cambridge Analytica scandal and the Russia-directed 2016 U.S. presidential 

elections meddling via the Internet Research Agency. The latter was published in 2019, 

at least two years after both election-related incidents. Moreover, conducting research for 

this dissertation also made it impossible to avoid discussions on what many have referred 

to as the 4th Industrial Revolution and its role in human rights. 

 

1.1. The Fourth Industrial Revolution 
Industrial revolutions have led to consequential periods throughout human civilization 

during which our development has been aided by significant technological 

advancement(s). Each industrial revolution has expanded and changed how human 

beings connect through travel, communicate, engage in commerce, and participate in 

economies. Before the so-called 4th IR, there were three others. The first IR was 

pioneered by the invention of steam power. Steam power revolutionised mechanical 

production and accelerated the connection of local and national communities. Think of 

steam-powered trains. The second IR brought about electric power, thus giving rise to 

mass production, which was timely, given the growth of metropolises in the 1870s. The 

ascendance of electronics and information technology symbolised the third IR. 

Automation led to heightened productivity and thereby became known as the digital 
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revolution. The internet was also part of the 3rd IR3. If the third IR brought about the 

digitisation of tools and information, then it could be surmised that the 4th IR would be 

about the digitalisation of human civilisation, one where the line between physical space 

and digital systems blurred (Agamuthu 2017). Think of Siri, Apples’ virtual assistant, 

which acts as a do-it-all assistant for apple device owners. Smart watches, such as Fit-

Bit, is also another example of the digitisation of the physical space based on its tracking 

of how we sleep and our daily physical performance. It is not far-fetched to suggest 

Facebook is part of this 4th IR because of how it facilitates 2.4 billion users’ digital selves. 

The more Facebook users rely on the platform to organise events, join communities, 

connect with people and use it as a source of facts, the blurrier the line between physical 

and digital becomes. Mark Skilton of Warwick Business School, and Feliz Hovsepian, 

chief executive officer of a management consultancy company, wrote a book on the 

impact of artificial intelligence on businesses during the 4th IR. They described the 4th IR 

as a phenomenon “that sees both human and machine intelligence as becoming 

intertwined”  (Hovsepian and Skilton 2018). Despite the promise of advancement that has 

come with each industrial revolution, each has had their share of impacts on human rights 

ranging from workers’ rights to civil and political rights (The British Museum n.d.). One of 

the key human rights issue now accompanying the 4th IR on the way ahead is the 

collection, dissemination and protection of personal data—the very commodity that 

powers digital tools such as Facebook (Hovsepian and Skilton 2018).   

 

1.2. Data Rights and Responsibilities from a Human Rights Perspective 
The authors of this article entitled “Data Rights and Responsibilities: A Human Rights 

Perspective”, represented the science community and sought to tackle emerging issues 

of the use of technology for data sharing proposes in the field of research science (Harris 

and Wyndham 2015), while acknowledging the necessity of sharing data in order to 

collaborate. Data sharing, they proposed, could lead to breakthroughs in the field. Harris 

 
3 “It is worthwhile to recall the first three IRs were quite specific. The first one was the invention of steam 

power for mechanized production; the second revolution focused on electric power that initiated mass 

production; and the third was on elec- tronics and information technology, both helping leap-frog auto- 

mated production. (Agamuthu 2017)” 
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and Wyndham highlighted the intersectionality between ethical issues of “privacy, 

confidentiality and informed consent” and human rights. The authors described the status 

quo as one consisting of so called “risk-based reviews” (Harris and Wyndham 2015) 

which is generated internally, and this approach is often accompanied by an 

organisational bias that assumes their system’s risk monitoring is compliant. The authors 

considered a human rights framework on data sharing may be a step in the right direction. 

They believed such a framework might be beneficial to the science community because 

human rights transcend borders while featuring a principle of shared responsibility 

between all actors involved in the data life cycle (Harris and Wyndham 2015).  

 

Furthermore, they believed that the science community could learn from the collaborative 

spirit and comity that a human rights framework on data rights could offer. The authors 

envisioned a standardised code of conduct that would address emergent issues of 

individuals having a right to their own data, exigent situations in which the enjoyment of 

some data rights would be conceivably paused, and even remedy if violation of those 

rights caused “injury”. While these are veritable benefits of a human rights framework if it 

works as intended, the authors stopped short in the way many in the private sector have 

done by clinging to an outdated view that states should be the primary duty bearer of 

human rights. Harris and Wyndham raised the question of what responsibility do 

“governments have to protect individual rights to data” and how they “translate to private 

actors?” (Harris and Wyndham 2015). Though neither author mentioned Facebook, the 

question has summarised the root of the problem; government and private actors have 

not been in accord as far as data rights are concerned. On the question of remedy, the 

authors wondered who would be held accountable. They did not appear to find an answer 

on the question of remedy, nor did they seem to try to find one throughout the remainder 

of the article. What is apparent from Harris and Wyndham’s article is that there is a 

consensus gap between who the primary duty bearer should be as well as who should 

be held accountable. Nevertheless, the authors highlighted additional intersectionality 

between data rights in the field of science and human rights, based on Article 15 in the 

International Covenant on Economic Social and Cultural Rights, addressing the 
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enjoyment of scientific progress that comes from data sharing for collaboration 

opportunities [in the science community] as a right (The United Nations 1966). 

 

1.3. Facebook and the Violation of Human Rights 
In perhaps the most recent scholarly piece on Facebook and human rights, Alexander 

Sieber approached the discussion from an economic, social and cultural perspective. The 

author anchored his argument against Facebook on “psycho-politics”, a term coined by 

Michel Foucalt, French philosopher and cultural critic. Psycho-politics was defined as a 

“politics of the psyche” which essentially controls human behaviour. Sieber suggested 

that Facebook uses psycho-politics to encourage a culture of disclosure, through which 

the platform has amassed a large cache of datasets (Sieber 2019). The author, however, 

risked simplifying the complexity of what led to the two-pronged election operations in 

2016 by Cambridge Analytica and the Internet Research Agency. Sieber made this risk 

by claiming that Facebook had more of an impact on children than adults because adults 

were less trusting. As this research will hopefully show in chapter four’s case studies, the 

record of events directly contradicts such a claim by the author. On the other hand, Sieber 

made a valid point that Facebook might have created a culture in which people are 

encouraged to offer up more data based on a “false sense of freedom” (Sieber 2019).  

 

Another problematic point the author made was that Facebook’s “neoliberal pathologies” 

i.e capitalism’s emphasis on self-promotion, and psycho-politics, can lead to apathy. 

Again, there is sufficient evidence that suggests a link between psycho-politics and 

apathy on Facebook might be misplaced as parts of chapter four will hopefully show. On 

the other hand, Sieber’s description of Facebook users’ profile as “stocks of personal 

capital” (Sieber 2019) seemed on point. Sieber was unclear, however, about who this so-

called “stocks of personal capital” benefited more. This left room to suggest a user’s 

Facebook profile benefited the user as much as it did Facebook, which this dissertation 

hopefully shows Facebook as the one benefitting most. Assuming by “capital” he meant 

monetisation—be it metaphoric or real—Facebook’s 2018 revenue suggests otherwise. 

While Sieber’s work addresses the economic, cultural and social changes caused by the 

advent of Facebook, he comes up short by failing to expound on how Facebook works. 
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This article missed an opportunity to discuss how Facebook is violating human rights. 

Specifically, the role of Facebook’s tools which are powered by user data, and their impact 

on several human rights issues.  

 

1.4. Knowledge and Discussion Gaps 
Both articles present a few consistent threads. First, while the articles addressed the 

discussion from different angles [data rights from a human rights perspective and arguing 

Facebook’s human rights abuses], both came up short on proposed solutions. Harris and 

Wyndham suggested an internationally standardised system inspired by the human rights 

legal framework where data rights [data sharing in the science community] is normalised 

and responsibility is shared, but to an unknown extent. Sieber’s article ends with a call for 

“[human] rights advocates to bring the bad news [Facebook’s and Big Tech’s abuse of 

human rights] of technology to the ear of State Parties” (Sieber 2019). He went even 

further at the end by suggesting one might be waiving several human rights when joining 

Facebook. If this is true, then does this not mean that the discussion on Facebook, data 

rights as human rights, and accountability should be continued even further? Both authors 

missed an opportunity to talk about other areas of intersectionality between data rights 

and human rights, and why a users’ human rights extend from the physical space [offline] 

to the digital space [online]. The main question of accountability, and measuring the 

effectiveness of designating Facebook a digital state in order to respond to its data rights 

abuses, spurred the following secondary questions that, if answered in this dissertation, 

might help to fill certain knowledge and discussion gap areas:  

• What is a state, according to Article 1 of the Montevideo Convention? 

o Does Facebook, in its present form, meet the conditions of Article 1? 

• Is the State a conceptual tool of realpolitik?  

• What are some legal challenges to accountability posed by Facebook in its current 

form? 

o How would these challenges change if Facebook were a digital state 

instead of a corporation? 

Hopefully, this dissertation will not only answer these questions as much as possible, but 

that in an attempt at doing so, will advance such an important discussion ever so forward.  
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2. Methodology 
The research for this dissertation was conducted using a qualitative approach as well as 

a narrative analysis in order to stage both the overlying and underlying questions, as well 

as to answer them (Gray 2018). During the process of gathering the dissertation research 

sources to arrive at an answer, I was confronted with the question of the concept of 

statehood. This needed an answer as well because if states were a concept, as several 

readings had suggested, then was it possible to conceptualise Facebook as a state, using 

the mainstream concept of what I referred to as the traditional nation-state? Hence the 

reliance on Article 1 of the Montevideo Convention on the Rights and Duties of States, as 

a primary source.  

 

In addition to the Montevideo Convention, I gathered several forms of secondary research 

sources as the data collection did not include interviews or an ethnographical approach. 

The research was multidisciplinary, spanning political science, information technology 

and international human rights law. This was due to the scope of both main and secondary 

questions. Moreover, by relying on this methodological strategy, I have hopefully 

highlighted the culture and complex nature of events that was in force at Facebook Inc. 

(Gray 2018), which led to the large-scale theft of data and manipulation of its data-

powered tools. This methodological approach was also chosen because knowledge of 

this phenomena is still fluid and there is still a considerable degree of incompletion 

because parts of one of the case studies remain classified or sealed by open 

investigations. Specifically, one-half of the case study in chapter four, which focused on 

the Internet Research Agency still remains classified or sealed by the United States 

Department of Justice due to HOM or “harm to ongoing matter”4. Examples of HOM 

classifications occur in order to protect the integrity of an ongoing investigation conducted 

by U.S. intelligence services, the justice department or through secretive grand jury 

proceedings (Mervosh 2019). This multidisciplinary approach was also a better fit for this 

 
4 The released redacted version of the U.S. Special Counsel’s report “On The Investigation Into Russian 

Interference In The 2016 Presidential Election” displays “Harm to Ongoing Matter” in parts redacted. 

Ongoing Matter suggests certain cases and investigations in continuum. 
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dissertation due to the ever-developing nature of the phenomena, unlike another, more 

quantitative approach, which requires broader temporal scope and reliance on controlled 

variables. Using quantitative methods for this dissertation would have been of great 

interest if not for time nor contextual constraints. For instance, it would have been 

interesting to delve deeper into how impactful the election operations of Cambridge 

Analytica and the Internet Research Agency through were on voting habits in 

geographical areas deemed as most targeted by Cambridge Analytica and the Internet 

Research Agency. Such a dissertation might have even answered the question of synergy 

and coordination. This would’ve led to a different path of questions that the narrowed 

scope of this dissertation had not intended.  

 

It can be argued that a non-quantitative approach lacks a scientific element needed to be 

challenged with experimental designs consisting of dependent and independent 

variables, and hypothesis testing (Gray 2018). However, the selected methodological 

approach included a scientific element as it allowed the theoretical nature of this 

dissertation to be challenged by evidence which presented itself through events. 

Nevertheless, there were factors which might have impacted the nature of the 

dissertation. Interpretations of the events which contributed to the dissertation by various 

sources such as interviewees, journalists and lawmakers. For example, some of the 

material was obtained by watching sworn congressional hearings from Christopher Wylie, 

a Cambridge Analytica whistle blower. Although Wylie was regarded as a credible source 

of fact by lawmakers and journalists with whom he exchanged hard evidence to verify 

things that transpired during his time with the firm, I tried to remain cognizant of his 

potential for bias. I also had to be aware of my own potential for biases, or “reflexivity” as 

it is referred (Gray 2018). My potential biases, however subtle, might have been aided by 

personal views as well as ones professionally honed during a period in which I served in 

cyber and later recruiting career fields in the U.S. Air Force. This challenged the extent of 

my objectivity with regards to one of chapter four’s case studies, focused on the Russian 

Federation-backed Internet Research Agency.  
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In gathering data, I undertook strategies to counter both interpretational and personal 

[reflexive] biases by turning to multiple, representational sources. These consisted of bi-

partisan U.S. congressional hearings, independent researchers, case law, news reports 

from credible agencies or bureaus, scholarly journals, books, and government-produced 

documents. I often re-checked news sources in the event that that they made noted 

updates to a reported story. The data was gathered through both electronic and physical 

means. Electronically obtained data was located through the university’s library portal, 

Oria. Once in Oria, I utilised its metadata by typing in keywords such as “Facebook and 

data rights”, “data rights and human rights” and “Facebook GDPR”. In order to answer 

the question of Facebook and statehood, albeit of a digital kind, I leveraged Oria’s 

metadata using keywords such as “statehood”, “legal definition of a state”, and “typology 

of a state” to name a few. While trying to find research material on what makes a state a 

state, I entered keywords such as “the history of states”, “the concept of states”, “the 

evolution of nation-states”.  

 

Many of the results returned either too big or too vague for this dissertation. Therefore, I 

revised my search with “the modern nation-state”, which was how the state as a 

conceptual tool of realpolitik came to be. I used these keywords in hopes of finding 

scholarly literature on the subject areas. I was also able to locate other journal articles, 

news articles and books through sources I discovered as they were cited. The main focus 

of this dissertation was how to hold Facebook accountable for data rights abuses, which 

I suggested were human rights by highlighting established human rights already codified 

in international human rights legal instruments. Since Facebook is a company, I had to 

search for examples of companies having been adjudicated for human rights abuses. I 

relied on a combination of case law and actions taken by various legislative bodies; all of 

which provided examples of the challenge that not only companies pose to human rights 

and accountability, but more specifically Facebook and the unique accountability 

challenge it represents. I employed a similar data collection method at government 

websites such as the U.S. Senate, House of Representatives, the Supreme Court of the 

United States, the Department of State and the Department of Justice, the Council of 
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Europe, and the Canadian Supreme Court. I hoped to find transcripts of sworn testimony, 

legal documentation and case law as part of my secondary sources.  

 

Google search was also part of my methods of data collection because I suspected the 

search engine offered even more data collection opportunities. Google can be flawed also 

because the system is run by an algorithm that, if used within a broadened scope, can 

yield biased results. For instance, if one enters “Russian Puppet” into the search engine 

and hit the enter button, a picture of the sitting U.S. president is more than likely the top 

result. It was therefore imperative to narrow the scope of the search by using keywords 

such as “Facebook+data+cambridge+analytica+the+guardian”. Only reputable online 

news agencies were used, based on their reporting track record and the specialty of their 

editorial staff. In order to check the veracity or these reports, I triangulated (Gray 2018) 

the data with other reputable news articles, official government records, footages of sworn 

congressional testimony wherever applicable, court documents and transcripts. Internal 

validity or self-reflection was also part of analysing discussion points in chapters five and 

six while searching for an answer to the main and secondary questions. Triangulation 

also enabled me to ensure there was proof of replication, which lends strength to the 

dependability of the collected data. While the collected data suggests diversity and the 

multidisciplinary nature of the dissertation, it is fair to question the amount of journalistic 

reports used.  

 

2.1. Limitations 
Had time permitted academic scholars the time needed to further study the recent events 

that have surrounded Facebook and issues that continued to emerge as this dissertation 

was being written, the data collected would’ve featured an even more robust offering of 

academic journals and books. Academia has a reputation for moving slower than oft-

diligent journalistic reporting and legal proceedings. This is because researching such a 

fluid and current phenomenon requires time. This proved true as several pieces of 

information changed or were revealed as I began writing and with these changes came 

new questions, and areas that I could not explore further, due to the size and time 

constraints of the research. The GDPR and the measurability of its effectiveness would 
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have also been explored more than it was in parts of this dissertation because it may be 

the best pilot regulation programme currently available against Big Tech companies in an 

open society.  

 

The question of censorship was also an area of interest and unfortunately, the scope of 

this dissertation could not allow room for discussion. Because if user posts and shared 

content on Facebook is considered part of the accelerant, fuelling the frequent use of 

hateful and inciting speech, and Facebook endeavours to police such content with 

algorithms, then this begs the question of free speech. Can algorithms be trusted to police 

speech? Is a powerful state, such as the U.S., which has so-far absolved Facebook of 

liability for users making posts saying “violent, harassing, obscene, and filthy” things via 

Section 230 of the Communications Decency Act, making a mistake by trusting Facebook 

to act as a government? These issues, again unfortunately, could not be explored. For all 

the questions that the scope of this dissertation aims to answer, I will start at the beginning 

in order to understand what Facebook was.  
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3. Historical Context 
 

3.1. The Social Network 
TheFacebook, as it was first called, was founded at Harvard University in 2004 by Mark 

Zuckerberg, a psychology student (Phillips 2007). Initially limited to students at Harvard, 

it grew to 1,200 members by the end of launch day, and to a majority of undergraduates 

on campus by the end of its first month in existence. With Facebook’s growth as quick as 

it was within the first month, Zuckerberg extended membership opportunities to other 

Boston universities, then all universities inside the United States. Zuckerberg restricted 

access to universities by requiring registered email addresses unique to college/university 

institutions such as .edu for example. Within a year, Facebook extended across the 

Atlantic, arriving at universities in the United Kingdom. Growth was steady and with no 

signs of slowing down, Zuckerberg opened the network to anyone with an email address 

in September of 2006 (Hansell 2006).  

 

Despite its small beginnings, Zuckerberg began leaving crumbs on a trail that would lead 

to the current discussion on data rights back then. When elaborating on his definition of 

Facebook, the young CEO added “If I want to get information about you, I just go to 

TheFacebook…” in a 2005 documentary, as his young company prepared to break 3 

million members (Zuckerberg, Now Entering 2008). The word of emphasis should be 

information because information would be the force allowing the social network to grow 

in a globalised world in which borders were being essentially reduced to a political 

condition of the mind. The more information users volunteered; the more connected 

Facebook became to them. Private companies began taking notice of the platform’s 

potential as a way to reach potential consumers. Credit card companies, such as 

MasterCard, began advertising purchases in order to tap into the new customer base. It 

didn’t take long for other companies to notice the burgeoning Facebook phenomena as a 

network capable of offering them access to millions of unique new customers in a way 

that was more mirco-targeted than ad buys over traditional mediums. What Facebook 

users did not yet know was that their datasets were beginning to reshape markets by 

allowing business to choose their customers more efficiently than before.  
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In 2006, Chase credit card designed the Chase +1 card with specifications that were 

approved by university student users on Facebook. Students would earn “karma points”, 

a rewards programme, regardless of however little they spent (Kirkpatrick 2010). The key 

caveat, in order to test the potential of Facebook’s customised advertising power, was to 

limit the +1 card to university students who were members of Facebook. Chase then set 

up a Facebook group, no doubt with the intention of maintaining user engagement and 

further perpetuation to other Chase credit card products and offered credit management 

courses. Karma points were also made transferrable to a cardholder’s Facebook friends. 

The experiment was considered a success after the group gained over 30,000 members 

in just a week (Kirkpatrick 2010). Any conceivable notions of a fluke were lessened by 

Proctor & Gamble’s entry into the customised advertisement foray. A manufacturer of 

household goods from body soaps to toothpastes, P&G followed in Chase’s footsteps. 

They targeted students living at the largest university campuses near Wal-Marts, since 

the teeth whitening product was believed popular at those locations, based on data.  

 

The experiment was widely considered a success among Proctor & Gamble, as well as 

Facebook because of the 20,000 unique individual Facebook users who joined the group 

and in turn showed the marketing team of every company who wished to do business 

with Facebook that the network could deliver a customer base that had begun turning 

away from traditional media sources to Facebook (Kilpatrick 2010). Facebook continued 

finetuning as it evolved and by late 2005, they had begun working on an algorithm now 

known as the Newsfeed. This algorithm was to be so synchronised with the individual 

user that it would only show content the user had already told Facebook he or she cared 

about through their behaviour on [and off] the network. The Newsfeed algorithm was a 

behaviour-learning algorithm built to create a model of predictability. Newsfeed would not 

only show users the issues they deemed relevant from musical tastes to television 

programmes, but also to keep everyone engaged because the more engaged Facebook’s 

users were, the more information they volunteered via their reaction. The functionality of 

the Newsfeed algorithm also had the capacity to not only spread and maintain interest in 

a content, but also actionize users by making the content viral. This viral ability on 
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Facebook played a significant part in the 2011 string of civil uprising against autocratic 

regimes in Tunisia and Egypt in what was known as the Arab Spring. (Wolfsed, Segev 

and Sheafer 2013). Had the scope of this dissertation been broader, it would have 

warranted a richer discussion on the Newsfeed algorithm and the impact of its viral 

capacity on self-determination. The tool will be generally included in chapter four’s 

discussion. Nevertheless, the important take-away from this section, hopefully, is that 

predictability had begun adding value to the users’ datasets. 

 

3.2. From Network to Company: The Monetisation of Datasets 
By October of 2007, more than a year after opening up to the rest of the world, Facebook 

had 50 million monthly active users, or MAUs (The Associated Press 2012). The network 

launched the Ads tool in November of that year. The Newsfeed algorithm would be the 

mode of delivery for these paid advertisements. Though ads had been profitable for the 

social media network, it wasn’t until 2012 when Facebook began selling mobile 

application advertising space that its revenues soared, topping 20 billion in 2019 from 5 

billion in 2012. This accounts for 90% of the network’s increase in revenue and more than 

90% of overall revenue (Ricther 2019). With a revenue growth so steep, actions 

undertaken by Facebook suggested that there were no intentions of getting in the way of 

the numbers. All ideological premises for its invention aside, Facebook had become a 

company—one occupied with profit margins—and the datasets it collected had become 

a resource that translated into the network’s profitability. To make these datasets more 

valuable, Facebook partnered with companies known as data brokers. These companies 

acted as part of a revolving door in a data market that led back to Facebook (Harwell 

2018).  

 

First, data brokers purchased data on potential consumers i.e. their shopping habits, 

where they live, how they travel, their families’ activities, things they like as well as the 

literary preferences. Facebook then reached these consumers through its targeted 

advertising tool. In order to refine consumer targeting, Facebook tracked users’ activities 

not only on the platform but also off, using what is called a Tracking Pixel. A pixel is a 

code that tracks activities of a user. This give companies data that directly translates to a 
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user’s behaviour and enables an advertiser to target the user with ads that are relevant, 

even after they left the website. For example, if a user visited a sporting goods website 

because he or she was in the market for running shoes, placed a pair of shoes into their 

shopping cart, but left the website for any number of reasons, that user would discover 

ads from that online store or its competitors in their Facebook newsfeed or private 

messenger thread (Facebook Business 2019). Facebook’s massive data proliferation 

was not limited to users’ profile where they had details such as relationship status, 

hometown and stated interests. Up until 2011, the network secretly stored personal data 

which consisted of private messages, last location via the network’s practice of 

triangulation using pictures the person was tagged in. With the Like button, launched in 

2009, giving the network even more insights to its users, Facebook stored these likes as 

part of a user’s dataset also (Kuchler 2018). Facebook user messages were also part of 

the network’s data collection. Key insights would be gained from what users spoke about 

in Facebook’s messenger app from relationships to sexuality (Schrems 2019). 

Monetisation was not the only thing that happened with personal data mined by 

Facebook. Think of data like crude oil, neutral when left in an unutilised state. This does 

not suggest that data is not valuable, it is in fact a commodity that can be used for several 

purposes just as crude can be used to fuel automobiles, power homes and factories, and 

make plastic products for everyday use. Facebook users’ personal data would soon be 

used for secondary and tertiary purposes. The secondary was Facebook’s data sharing 

with 3rd party app developers.  

 

3.3. Third-party Applications and the Datafication of U.S. Elections 
In order to enhance its users’ experience and more candidly, to keep them more engaged, 

Facebook enabled third-party applications—or apps (Sazzadur Rahman 2016). Any app 

created by a developer that wasn’t Facebook but allowed to run on its platform is 

considered a third-party app. There are three types of third-party apps but for the context 

of this dissertation, only apps connecting users with another service, the third type, will 

be of focus because of its significance to chapter four. Initially, these third-party apps were 

games such as FarmVille and Candy Crush to name a few, but also included quiz apps. 

The single and most important caveat that has accompanied these types of apps from 
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the beginning was that developers requested extensive access to the users’ Facebook 

profile. Third-party apps would claim that it needed this access in order to give the users 

an enhanced experience through certain features. The user would often oblige, 

depending on how much they either wanted to use the app or gain access to the feature 

being dangled by the developer. Once access was given by users, developers were able 

to tap into the users’ datasets. This included but was not limited to email addresses, 

names, gender, sexuality and hometown. Moreover, developers were able to gain 

backdoor access to the users’ friends which perhaps goes a long way in explaining those 

incessant invitations to join a friend on FarmVille, Candy Crush or seeing the results of a 

personality quiz taken on users’ newsfeed. Several third-party apps asked for permission 

to make posts on the users’ Facebook wall on behalf of the user (Rahman 2016).  

 

Furthermore, Facebook began allowing third-party web and app developers to give users 

the convenience of using their Facebook account, as a digital passport of sorts, by 

allowing users to log into apps and websites with their Facebook credentials through its 

Facebook Connect interphase. Former U.S. president Barack Obama’s 2012 re-election 

team was able make Facebook’s granted access to third-party app and web developers 

an intricate part of what is referred to in electoral politics as the “ground game”, i.e. the 

ability to reach and turn out voters to the polls on election day, by tapping into datasets 

they had collected in the run up to 2012 (Pilkington and Michel 2012). By that year, studies 

had shown Facebook to be an effective tool in voter turnout as a form of peer pressure 

(Lin 2017). The campaign asked volunteers who supported the president’s re-election 

logged into the campaign’s re-election website with Facebook Connect. On its face alone, 

this resembled a shortcut that allowed volunteers to escape the tediousness of creating 

a username and password. Once a volunteer, also Facebook user, logged into the 

campaign’s re-election website, the campaign would then have access to the user’s 

personal data and that of his or her friends. With access to users’ friend network, the 

campaign had access to datasets such as age, gender, and interests. Leveraging these 

user datasets with Facebook Ads enabled the campaign to customise campaign 

messages to a particular user down to the very local issue (Pilkington and Michel 2012). 
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This undoubtedly borrowed from the business advertising model Facebook had made 

possible.  

 

The campaign created a third-party app called “Targeted Sharing” as part of its digital 

ground game. Obama For America’s digital team was then able to reach the friend 

networks of Facebook users who were not volunteers (Hoover 2018). Though neither 

political scholars nor pundits have inferred that Facebook was the sole cause of the 

former president’s eventual re-election, a majority of political operatives regardless of 

ideological spectrum, admitted the significance of Facebook’s user datasets for the former 

president’s re-election campaign that year. Barack Obama’s opponent that year, Mitt 

Romney, also had visitors log in to their campaign’s website using Facebook Connect. A 

critical difference, however, was that Romney campaign’s web developers did not access 

datasets from Facebook users’ friends (Talbot 2012). Considering Facebook users in the 

USA totalled 160 million in 2012 and that this amount nearly encompassed the entirety of 

voters (Pilkington and Michel, The Guardian 2012), Barack Obama having won the 

popular vote, whilst carrying two critical battleground states by less than 200,000 votes 

made a difference. Obama campaign team’s digital strategy had shone a spotlight on the 

positive synergistic effects Facebook’s dataset-powered tools could have on the outcome 

of a major election. Specifically, what it can do once refined for a designed intent and 

purpose. Up until 2012, the dangers of Facebook’s data-dependent business model were 

limited to mere warnings. In the years that followed, however, both private and state-

sponsored actors were on the verge of putting all of Facebook’s data-powered tools 

together in nefarious fashion. The national and geo-political events of the 2016 U.S. 

Presidential election would offer case studies in how Facebook’s data harvesting abused 

its users’ data rights.    
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4. Operationalisation and Weaponization of Data in the 2016 U.S. 
Presidential Elections 

 

4.1. Cambridge Analytica: Data meets Psychological Operations 
After the re-election of Barack Obama to the U.S. presidency in 2012, it became ever 

clear that Facebook had become a new battleground where electoral wars had to be 

fought, and won (Talbot 2012), if any one candidate wished to reach an American voting 

public that grew increasingly immersed in the digital community. By April of 2016, nearly 

70 percent of American adults online used Facebook. Three-quarters of them visited the 

social media platform at least once daily and 43% used the platform as their main source 

of news via their Facebook newsfeeds5 (Pew Research Center 2019). For the losing side 

of the 2012 elections, the idea of Cambridge Analytica came into fruition. Cambridge 

Analytica was a firm which sold itself as election contractors specialised in micro-targeting 

voters, based on their psychographic profiles (Davies 2015). The firm was established 

under the umbrella of U.K.-based SCL Elections, the election arm of a private military 

intelligence contractor whose area of focus was psychological operations, or PSYOPS. 

PSYOPS is a military strategic operation for the purpose of winning hearts and minds 

whilst breaking the mental will of the enemy for e.g. a military component airdropping 

leaflets for a non-hostile population for the purpose of swaying support and spurring 

action [resistance], or Radio Free Europe’s broadcast into countries where a free press 

is forbidden. The tactic can also consist of the propagation of rumours and disinformation 

(Wylie 2018). PSYOPS was consistent with a time-honoured military warfare principle of 

information superiority regardless of battleground (Liles, et al. 2012). SCL Elections 

boasted a well-accomplished record of work in elections, predominantly focused on 

developing countries in parts of Africa, Eastern Europe and the Caribbean. For example 

in Trinidad and Tobago, they launched a voter suppression campaign on behalf of the 

Southeast-Asian ethnic minority opposition called the “Do-So Campaign”, as in “Don’t 

 
5 The Pew Research survey also notes 71% of these Facebook users lacked an understanding of how the 

newsfeed algorithm works, while “just 14% of Facebook users believe ordinary users have a lot of control 

over the content that appears in their newsfeed. 
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Vote”, as a symbol of resistance against politicians, using social media to target young 

Trinidadians who were of the ethnic black majority (Kaiser, et al. 2019).  Cambridge 

Analytica was therefore borne out of the idea of combining the capabilities of data and 

psychological operations with surgical precision. In order to formulate a psychological 

strategy, the firm, one man in particular who was an eventual whistle-blower named 

Christopher Wiley, set himself out on a task to learn how to understand individuals in a 

way that quantified methods which would influence the way that individual would vote in 

an election. Cambridge Analytica needed psychological insights, or psychographics, as 

the foundation of its algorithm (Cadwalladr 2018). Understanding the potentials of 

psychographics was not enough. In order for Cambridge Analytica to be successful, it 

needed to know who to target in order to influence how they would vote during the election 

cycle of 2016. Facebook and the millions of user datasets it had continued to collect was 

the nexus giving the firm what it needed to give its client, the Republican Party presidential 

nominee’s campaign an advantage over its opponent. 

 

4.1.1. Psychographics: Learning the Target [Voters] 
Cambridge Analytica’s two-pronged approach to their targeted voter programme was 

successful, thanks in part to Professor Dr. Aleksander Kogan of Cambridge University. 

The psychology professor developed a third-party quiz app then known as “This Is Your 

Digital Life”. The app used Facebook’s digital passport, Facebook Connect, as its login 

tool. As discussed in Chapter three, using Facebook Connect to login to third-part apps 

gave developers access to not only the user’s datasets, but also the datasets of the user’s 

network of Facebook friends. Dr. Kogan’s work was based on published research done 

by Michal Kosinski and David Stillwell, two PhD candidates at Cambridge University’s 

Department of Psychology. Kosinski and Stillwell’s research was based on a 1980s 

psychological traits research known as OCEAN. OCEAN was an acronym and each letter 

stood from a psychology dimensional trait. The letter “O” measured how open a person 

was to experiences and ideas, Conscientiousness measured how much of a perfectionist 

a person was, Extroversion indicated a person’s degree of socialness, Agreeable gave 

the researcher an insight on how considerate and cooperative the participant, and 



 28 

Neuroticism aimed to determine how easily upset a person could be. Together, these 

were known as the Big Five (Grassegger and Krogerus 2017).  

 

If a person had been assessed by this model, the testers got what was considered a good 

enough read on what made the person tick. OCEAN therefore offered enhanced 

predictability on a macro scale. Facebook enabled psychography researchers like 

Kosinski and Stillwell to right-size the OCEAN model by micronizing down to every 

individual. The sheer volume of Facebook’s user data sets and the speed at which this 

data could be repurposed had made the company’s prediction capacity all the more 

valuable, or what is referred in the data-dependent world as the “Three Vs” comprised of 

volume, velocity and variability (Pybus 2019). Kosinski and Stillwell merged user datasets 

and psychography together by creating a third-party OCEAN-based questionnaire app 

called “MyPersonality”. Their dataset collection numbered in the millions as users opted 

to share their results with the two researchers (Grassenger and Krogerus 2017). Kosinski 

and Stillwell’s research declared computer-based personality judgements as superior to 

that of humans. They were able to get to such a conclusion by studying Facebook users’ 

use of the Like button, considering it a way of digitally identifying a person (Kosinski, 

Stillwell and Youyou 2015). Krosinski and Stillwell’s research was able to discern that 

Likes could reveal a user’s personality. For example, it showed that those who 

participated in their study and had a high degree of openness most usually liked TED 

Talks whereas those who liked Facebook content with dancing tended to be extroverted 

(Kosinski, Stillwell and Youyou 2015). The content that users shared or posted also 

factored into Kosinski’s and his fellow research colleagues’ findings when paired with the 

so-called Big Five values. More than quarter-million users used Facebook Connect and 

this resulted in Dr. Kogan gaining access to at least 876 million users (Rosenberg, 

Confessore and Cadwalladr 2018). Facebook appeared to have known about Cambridge 

Analytica’s access to the platform’s user datasets and merely responded by sending 

 
6 This is a revised number reported by Facebook Inc., the revision is more than the 50 million initially 
thought at the start of the Cambridge Analytica stolen data scandal in late 2017. David Ingram (2018) 

Reuters https://www.reuters.com/article/us-facebook-privacy/facebook-says-data-leak-hits-87-million-

users-widening-privacy-scandal-idUSKCN1HB2CM 
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letters, although they denied having had knowledge of what Cambridge Analytica had 

done (Granville 2018), thereby suggesting that Facebook’s perception of accountability 

might be anchored to public relations and self-preservation in the absence of laws which 

would make accountability more than a matter of convenience. Further adding credence 

to need for Facebook to be tethered to accountability came through the hostile actions of 

a foreign actor considered hostile to the United States. 

 

4.2. Internet Research Agency: Russia’s Active Measure 
The Russian Federation began flexing its potent cyberwarfare offensive capabilities, as 

early as its 2008 invasion of Georgia, during which it annexed a Russian-speaking part 

of the caucus nation’s territory, and a year earlier in the Baltic nation-state Estonia (White 

2018). It was the latest evolution in a state, whose weaponization of electronic mediums 

for the purposes of information warfare have been well documented since the Cold War 

as the former United Soviet Socialist Republic (Romerstein 2004). Using a mobilised 

element of so-called citizen hackers who were considered patriots, American intelligence 

experts believe Russia’s main aim was to conduct information warfare that would cause 

chaos, disrupt order and seed institutional distrust in the political systems of liberal 

democratic societies to benefit Russia’s geopolitical interests against the West (Mueller 

III 2019). These “active measures”, as they’re referred to in the Russian intelligence 

community, would include the Internet Research Agency, a civilian-run disinformation 

outfit based in St. Petersburg with financial connections directly tying it to the Russian 

state7. In order to achieve their U.S. operational objective, the agency planned to reach 

as many Americans as they could by exploiting flaws in what had become one of the U.S’. 

most vulnerable information systems, Facebook. First, they had to plus up the amount of 

staff that they had which consisted of an array of people, regardless of educational 

background8. Employees had to post based on a topic that was handed down to them as 

 
7 Prigozhin, founder of the IRA and known as “Putin’s Chef”, was part of a sweeping sanctions list, 

Executive Order 13661, because of what the gov’t claimed was his contribution “to the situation in 
Ukraine” in 2014, referring to the forced annexation of Crimea by Russia (Obama 2014).  
8 Some of IRA’s employees involvement in the U.S. elections operation also claimed to have had no 

knowledge of politics prior to their work at the IRA (MacFarquhar 2018) 
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the subject of the day, for which they had a daily required minimum of comments and 

shares (MacFarquhar, New York Times 2018). The IRA was, for all intents and purposes, 

a troll farm i.e an operation involving organised groups of people solely for the purpose 

of inserting misinformation and provocation across social media platforms or other 

communications mediums. IRA’s preparatory moves leading up to their U.S. presidential 

election operation were twofold. The first included a reconnaissance trip the United States 

in order to obtain a crash course of various schisms in American culture and politics 

(Mueller III, Report of the Investigation Into Russian Interference In The 2016 Presidential 

Election 2019). This would help them fine-tune their messages on Facebook and other 

forms of social networks in a way that seemed native to American cultural and political 

discourse, therefore potentially more influential to the public. The second part of the IRA’s 

preparation was refitting their organisational structure aimed at maximising the lethality 

of each platform [i.e. Facebook, Youtube, Twitter, Instagram and Tumblr], and placing 

sufficient subject matter experts with analytics, graphics and IT skillsets by the middle of 

2014 (Mueller III, Report On The Investigation Into Russian Interference In The 2016 

Presidential Election 2019). Agency employees owned multiple social network accounts 

and even personalities designed to match a certain role they would play. Their primary 

role was that of the angry citizen, disillusioned with where the country was headed (New 

Knowledge 2018). Although employees, or “specialists”, of the agency planned to exploit 

the best feature of each social media platform, Facebook’s capabilities, because of how 

it used the personal user data it had harvested over the years made the average American 

voter accessible to an outside attack on an important part of their democratic process. 

 

4.2.1. Weaponizing Facebook’s Ads Tool 
The Internet Research Agency, needing to reach broad swaths of the American 

electorate, purchased $100,0009 in advertisement spots on Facebook via the ads tool 

(Mueller III, Report On The Investigation Into Russian Interference In The 2016 

Presidential Election 2019). The ads, which then showed up on people’s newsfeeds as 

 
9 In a testimony before the U.S. Senate’s Select Committee on Intelligence on 01 Nov 2017, Facebook’s 

General Counsel, Colin Stretch reported the $100,000 was used to purchase 3,500 advertisement spots 

on Facebook. Report used as secondary source in U.S. Special Counsel’s investigation. 
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Facebook’s newsfeed algorithm was designed to function in tandem with the ads tool as 

its delivery mechanism, showed users IRA-run groups, member posts partial or opposed 

to a certain candidate and live protests planned by the agency without the users’ 

foreknowledge. Facebook users saw different ads, depending on things deemed key 

identifiers from their datasets, around which Facebook’s ads tool was designed to give 

advertisers the capability of reaching a specific audience10. The IRA-purchased ads11 

seemed to have a trifecta of purposes which consisted of building their audience by 

funnelling Facebook users to these promoted groups, to mobilise discord in the physical 

space users occupied in their communities outside Facebook, and voter suppression 

among key ethnic groups. By getting more users to join an interest or issue group, they 

intended to bring them into its information warfare ecosystem, or bubble, where they 

would use either posts or event planning as an opportunity to inject discord into the 

physical space12. The third of this trifecta, a voter suppression strategy among key ethnic 

groups, especially targeted the black electorate. Included in this strategy were the tactics 

of malicious misdirection, candidate support redirection and overall turnout depression. 

An example of malicious misdirection was a Facebook post falsely stating that voters 

could vote by SMS instead of physically showing up at a polling station. An ad or post 

encouraging a user to vote for a 3rd party candidate, which had little to no chance in the 

country’s two-party system, instead of making a binary vote, was a prime candidate 

support redirection tactic used. Turnout depression consisted of encouraging users to 

stay home on election day instead of showing up to cast their vote (New Knowledge 

 
10 Group ads targeted users based on social, political and religious interests, and featured names such as 

“Being Patriotic”, “Black Matters”, “United Muslims of America” (Mueller III, Report On The Investigation 

Into Russian Interference In The 2016 Presidential Election 2019) 
11 Some ads were “linked by a trail of rouble (Russia’s monetary currency) payments to a Russian 

company with Kremlin ties”, (Shane 2017)  
12 The IRA scheduled events with specific location and time in mind, often around known incidences of 

“shootings” and “racial unrests”. Most notable was duelling events organised in Houston Texas by a pro-

Muslim and a secessionist group in May of 2016. Both were organised and advertised on Facebook by 

Internet Research Agency specialists who wanted to amplify social tensions. The event indeed became 

confrontational. (Allbright 2017) 
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2018). Black voters had proven themselves an increasingly critical voting bloc for the 

modern Democratic Party, especially in the 21st Century in the midst of the country’s 

demographical shifts (Wielhouwer 2000). In Midwest and swing states such as Florida 

where voters living in rural precincts had often chosen a more conservative candidate, 

the Democratic Party countered their votes by turning out their large, diverse urban and 

sub-urban voters in that state.  

 

With a significant share of black voters living in or near these urban centres, and later-

released communiques showing the IRA’s support of the republican nominee13, it is 

plausible why the agency would’ve employed a voter suppression strategy. Black voter 

turnout during the 2016 Presidential Election was at its lowest rate in two decades 

(Frenkel and Shane 2018). Though this dip in turnout cannot be attributed to the agency’s 

active measures with a high degree of certainty, more than a quarter of the IRA’s 

Facebook pages targeted black or African American audiences and had over 1 million 

followers. In an election where the winner of the popular vote by 3 million still lost the 

presidency by 70,000 votes across three states, which previously demonstrated higher 

black voter turnout in a presidential election, suggests that the possibility must not be 

overlooked (Frenkel and Shane 2018). While the IRA’s overall mission was macroscopic 

in approach, it used the Facebook Ads tool and the microtargeting capabilities it featured 

in order to pursue its state-sanctioned mission. The agency knew who to target because 

they leveraged the Ads tool to locate users whose interests Facebook included into its 

data collection practices. Based on these interests, which took indicative behaviours on 

Facebook into account, the IRA was able to discern whether or not segments of the 

population it intended to reach was black or white. The single thread connecting 

Cambridge Analytica’s psychography operation and the Internet Research Agency’s 

active measures against voters in the 2016 election cycle was data. Cambridge Analytica 

used a third-party app in order to gain access to user datasets, while the IRA was 

successful in reaching a total of 126 million (U.S. Senate Select Committee on 

 
13 “Main idea: Use any opportunity to criticize Hillary [Clinton] and the rest (except Sanders and Trump- 

we support them)” (Mueller III via still-classified source due to Harm to Ongoing Matter, 2019) 
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Intelligence 2018) users because of Facebook’s Ads tool that aggregates user datasets 

in order to maximise advertisers’ customer reach.  

 

These events matter because both cases suggest that user data, Facebook’s failure to 

adequately protect it, can result in harm to fundamental rights from privacy to voting rights 

as articulated in Articles 2 and 25 of the ICCPR. It could be argued that by conducting 

any of the previously mentioned voter suppression tactics, the IRA violated peoples’ right 

to vote in a free election. It could also therefore be argued that Facebook failed to fulfil a 

duty-bearing role in ensuring that its users’ voting rights were respected and protected. 

Aside from fines and a data protection regulation that covers only a fraction of Facebook’s 

users, a majority of them spanning territories of traditional nation-states are still exposed 

to future data breaches and a violation of all the rights that come with it. Facebook is 

mostly left to self-regulate largely absent of a broad international legal framework. One of 

the sticking points that befuddles U.S. legislators, the ones most capable of forcing 

serious reforms on Facebook, is how to hold the platform accountable whilst remaining 

faithful to the ideals of U.S. capitalism and strands of bi-partisan libertarianism. Moreover, 

the international community remains mostly unequipped to address private actors as they 

are not considered persons in the eyes of international law. This is significant because all 

that remains as a response are soft initiatives. These developments—or the lack 

thereof—contribute to the Facebook dilemma, the struggle to properly identify what it is 

because the company, worth around half a trillion U.S. dollars (YChart 2019)14, continues 

to evolve. They’ve announced the launch of a cryptocurrency in 2020 (Chappell 2019) 

and have entered into a bilateral relationship with a traditional nation-state. These 

transcend the actions of a company merely looking to expand their brand internationally 

and, instead, seem more like acts of state. 

 
14 Facebook Inc. is a publicly traded “Class A” common stock on U.S. Nasdaq stock market. Worth 525bn 

USD at close of trading day on 11 October 2019. In July 2018, Facebook was worth 627bn before its 

lowest amount, 375bn, in January 2019. To put it differently, this valuation can change (YChart 2019).  
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5. Digital State: Applying Article 1 of the Montevideo Convention to 
Facebook Inc. 

 

5.1. Article 1 of the Montevideo Convention 
Chapter three of this dissertation chronicled Facebook’s small beginning as a social 

network, merely an enhanced version of the White Pages—a telecommunications 

directory the American population once relied upon to locate each other. With the 

development of the Newsfeed algorithm which acquainted itself with each user in order 

to customise the user’s experience, the Ads tool which provided advertisers with the best 

microtargeting ability the industry had ever seen, and third-party applications meant to 

enhance users’ experience all powered by user data, Facebook evolved from network to 

company. User data and the company’s revenues were linked inextricably. In the midst 

of this evolution, Facebook demonstrated a then-burgeoning power to influence, if not 

facilitate, its users’ behaviours. Chapter four picked up on this with a look at the actions 

of a private firm and a state actor considered geopolitically hostile to the United States of 

America. While Cambridge Analytica and the Russian-backed Internet Research Agency 

conducted their respective operations to affect the outcome of the 2016 presidential 

elections, the single thread that enabled their much-debated success was the tens of 

millions of user datasets which powers Facebook’s capabilities. This chapter aims to 

conceptualise Facebook no longer just a network, or social media platform, or profit-

based company but as a Digital State. 

 

Any discussion, if one might consider it as such, over Facebook and the concept of 

statehood at this present stage of the dissertation, has been faint. The description of 

Facebook as a “digital state” has been limited to a handful of articles ranging anywhere 

from Mark Zuckerberg having the dilemma of monarchs who confronted curtailing their 

power in the era of enlightenment when Republicanism took hold  (Farell, Levi and 

O'Reilly 2018), to its increasing presence in the physical space via virtual reality, 

education and commerce (Kuchler 2014). It is general consensus among political 

scientists and other subject matter experts that the concept of statehood is as complex 

as it is to gain such recognition. The debate over whether or not statehood is a matter of 
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international law or realpolitik, which refers to a state-centric definition of world order, 

based on the interests of powerful state actors more than ethics and ideals (McKie and 

Xifra 2012), continues to an extent. Nevertheless, the argument for conceptualising 

Facebook as digital state can be made, thanks to the evolved concept of what we consider 

the modern nation-state. In order to make this conceptualisation, let’s begin with Article 1 

of the Montevideo Convention on the Rights and Duties of States. The Montevideo 

Convention, signed in 1933, enumerates what is referred to as the declarative theory of 

statehood, and is widely regarded as customary international law (Ryngaert and Sorbie 

2011). The convention was supported by several former colonies in the Americas, which 

had achieved independence from European colonial powers in a move to fortify their 

sovereignty which was disputed at the time (Pahuja 2005). The convention defines the 

State as a person under international law—recognition in other words—provided they’ve 

met the four criterions codified in Article 1. 

 

5.1.1. Permanent Population 
The first of four benchmarks, Article 1(a) of the Montevideo Convention stipulates that 

statehood requires a permanent population (Montevideo Convention on the Rights and 

Duties of States 1933). This does not infer that people cannot come and go for this 

happens daily in the form of regular and irregular migration. Permanent population 

suggests that the mere act of congregating at a place for a time that is temporal in scope 

is not enough. For a population to be deemed “permanent”, it must be a steady presence 

of people linked to a specified territory. Moreover, size, which is often used loosely when 

attempting to elaborate Facebook’s present configuration, is not a factor. The Holy See, 

also known as Vatican City, has over 800 inhabitants (BBC News 2018) and is as much 

a state as the People’s Republic of China which boasts 1.3 billion inhabitants (The World 

Bank Data 2018). Furthermore, there are either ambiguous or no fixed parameters on 

cultural and social harmony nor ethnic makeup. To put it another way, Canada and 

China—the former more ethnically diverse than the latter—are equally considered states. 

Nevertheless, is up to the state to determine which individuals get to be part of its 

population. 
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5.1.2. Defined Territory 
Article 1(b) of the Montevideo Convention also stipulates the notion of a defined territory 

(Montevideo Convention on the Rights and Duties of States 1933), one within which the 

state controls and can execute its lawful authority over its inhabitants. A defined territory 

is often depicted on political maps. This defined territory could be as obvious as the 

landmine-riddled 38th parallel that rests between the Democratic People’s Republic of 

Korea and the Republic of Korea, or as ambiguous as the demarcation creating the Holy 

See, nestled within harmless walls inside Rome. In addition, once this criterion is settled, 

statehood often remains static in the eyes of international law regardless of international 

dispute or if it is subject to an act of aggression. For example, when U.S. Armed Services 

launched contingency operations against the Republic of Iraq and toppled Saddam 

Hussein, Iraq’s statehood remained intact from the time a Coalition Provisional Authority 

replaced the Baathist regime to the moment an Interim Iraqi Government replaced the 

CPA (Baker 2014). Furthermore, going from a defined territory to one that is borderless 

does not adversely impact statehood. Schengen member states are still States, despite 

their defined territory having went from encompassing just their demarcation (France and 

Germany for instance) to a 26-member political and market territory now known as the 

European Union. 

 

5.1.3. Government 
Now that a permanent population and defined territory exists, it still needs to meet two 

remaining benchmarks in order to move closer to statehood. One of these two remaining 

criterion, in addition to a populated and defined territory, is government (Montevideo 

Convention on the Rights and Duties of States 1933). The absence of a governing body 

is disorder, the absence of a system that structures society through laws [making, 

adjudicating and enforcing], commerce and services, hence the term “failed state” 

referring to the absence of an effective government. The type of government, be it 

autocratic or democratic, is not a point of emphasis in the convention. Moreover, a 

government in dispute, or partial paralysis i.e. does not have full control over its population 

and territory does not impact the existence of the state. So long as the permanent 



 37 

population of a defined territory has a government that is in reasonable amount of control, 

the condition of statehood applies. 

5.1.4. Capacity to enter Relations with Other States 
The Montevideo Convention’s fourth criterion for statehood here refers to the state’s 

ability to establish and maintain diplomatic relationships with other states. A state must 

have enough of a degree of self-governance in order to forge relations with members of 

the international community (Montevideo Convention on the Rights and Duties of States 

1933), be they bi-lateral treaties, covenants, fixed diplomatic representation through 

embassy or consulates etc. If a government in effective control of a defined territory with 

a permanent population can demonstrate an international relations capacity, then it has 

met threshold for statehood in theory. A traditional benchmark in the next step on the path 

towards internationally recognised statehood is a formal declaration of independence, this 

does not have to be the case, only more so a case by case basis. For as small a state as 

is Vatican City, it can enter in as well as conduct relations with other states. Examples of 

these relations range from the Lateran Treaty with Italy, which returned statehood to the 

Holy See, to its membership in the Organisation for Security and Cooperation in Europe15 

(OSCE 2019).  

 

5.2. Conceptualising Facebook as a Digital State 
Going back to Article 1(a) of the Montevideo Convention presents Facebook with the 

question of a “permanent population”. Again, this refers to steady presence regardless of 

size and its inhabitants are free to come and go. Understanding if Facebook meets the 

permanent population condition means one must understand the terms “monthly active 

users” and “daily active users”. Monthly Active Users and Daily Active Users, MAU and 

DAU, are key performance indicators that counts the number of unique visitors to 

Facebook each month, MAU, and each day, DAU. Both companies who rely on Facebook 

to directly reach consumer-users, and Facebook itself, closely follow the total MAU as it 

 
15 “The Holy See also is an observer to a number of international organizations of which the United States 

is a member, including the United Nations, Organisation of American States, and World Trade 

Organisation.” (U.S. Department of State 2018) 
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can have an implication on revenue, investments and profits. Another way to think of MAU 

and DAU is as a live census that occurs daily, monthly and even weekly (WAU) instead 

of once every decade as in the case of traditional nation-states. Facebook has 2.4 billion 

MAUs and 1.6 billion DAUs, which is two-thirds of its MAU total (Clement 2019). 

Facebook’s DAU has grown steadily in the last 8 years since recording of the key 

performing index began; up from 372 million DAUs in 2011 (Statista 2019).  

 

On the one hand, it could be argued that neither the DAU nor the MAU count meets the 

permanent population condition as laid out in Article 1(a) because these represent the 

number of users who use Facebook daily and monthly. However, it could also be argued 

that Facebook in fact does meet the condition set forth in Article 1(a) of the convention 

because there are published reports which draw on aggregated data released by 

Facebook and other online statistic that shows Facebook users spent 35 minutes daily 

on Facebook, as well as make at least 8 daily visits (Mediakix 2016). It could also be 

argued that Facebook’s DAU and MAU is skewed and point to chapter three, where part 

of the Internet Research Agency’s 2016 election operation was to create multiple fake 

Facebook accounts. Moreover, Facebook reportedly removed 2.2 billion fake accounts 

during the first three months of 2019, and 1.2 billion in the latter part of 2018 which was 

up from quarter of a million fake accounts in June of that same year. This pattern suggests 

that Facebook is having a counterfeit user problem (Stewart 2019). However, Facebook 

has been able to identify these accounts based on their behaviours i.e. spamming16 or 

creating multiple user accounts with the same Internet Provider or IP address. The IP 

address is a unique identifier that, despite its description being [is it a personal identifier 

akin to a social security number or a phone number?] a consistent source of debate 

(Hildén 2017), can be used to identify internet users. This, therefore, makes Facebook’s 

counterfeit user issue a digitalised version of certain irregular migration and fraudulent 

identity issues traditional nation-states encounter in the so-called “physical space”. Many 

of these counterfeit users go to Facebook with harmful intentions for real users and this, 

 
16 “The larger quantities of fake accounts are driven by spammers who are constantly trying to invade our 

systems.”—(Guy Rosen, Facebook Vice-President of Integrity via media interview, 2019) 
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in all actuality, adds further credence to the focus of this dissertation which is to assess if 

conceptualising Facebook as a digital state would provide traditional nation-states with 

the international human rights legal framework as an effective tool for data rights 

accountability. 

 

5.2.1. Facebook and the Principle of Defined Territory 
On the one hand, Article 1(b) provides the most problematic condition for conceptualising 

Facebook as a digital state. It sets the condition of territory, that it must be a “defined” 

one. This is problematic not only because Facebook appears to be absent of land but 

also because the condition of defined territory has been problematic for traditional nation-

states as well. Article 1(b)’s language appears clear-cut and this was, perhaps, to stem a 

possible tide of groups wishing for statehood to then declare themselves so at the 

expense of a loss of territory by the state in which these groups intend to create a state. 

The losing state, that is the one in which groups wish to create a new group-specific state, 

would retaliate and set the stage for a bloody conflict i.e. Kosovo and Yugoslavia 

(WIlliams 2012).  

 

France is no less a state than Canada because the former does not have a so-called hard 

border between itself and neighbouring Spain due to its membership in the European 

Union, and the latter does the opposite by maintaining a hard border with the U.S. The 

E.U.’s 26-member state zone has altered the concept of defined territory based on a 

borderless market system with a legislative, judicial and executive branch. Nevertheless, 

France has a president while Spain has a king as their respective heads of state. Further 

challenging the condition of defined territory is the E.U.’s externalisation of their border in 

order to deal with irregular migration from Northern Africa (Valdivia 2018). This then begs 

the question of what Facebook’s defined territory is. In order to answer this question, it is 

important to present a description of the internet as a digital entity in which actors, private 

ones such as Facebook for the context of this dissertation, “own and operate terrestrial 

and extra-terrestrial infrastructures that transmit digital objects” (Isin and Ruppert, Being 

Digital Citizens 2015). Emphasis is placed on terrestrial and infrastructure because they 

suggest synonymity with defined territory. The performative example of this is the domain 
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name “Facebook.com”, as well as its applications (Instagram and Whatsapp). In other 

words, the website, as well as applications define Facebook’s digital territory. 

 

5.2.2. Facebook’s Governing Infrastructure 
Facebook, in many ways, has a government in more effective control than governments 

of traditional nation-states. This is true because governments of traditional nation-states 

are prone to dissent or acts of disobedience in Western liberal democratic systems or 

under tighter systems such as the one that exists in North Korea (Isin and Ruppert 2015). 

In order to inoculate themselves against dissent or acts of disobedience, governments 

can either encourage their citizens to act a certain way through rewarding or punitive 

actions as a form of public policy. This could be in the form of coming to an agreement 

with a powerful waste management labour union or the staring down of dissidents with a 

Peoples’ Liberation Army tank prepared to bring about a crushing end to any such civil 

disobedience. Inside a digital state such as Facebook, CEO Mark Zuckerberg is the head 

of state and at his disposal to assist him with the task of effective control and administering 

are codes and algorithms. Facebook’s governing apparatus, through code, can establish 

parameters that impact user behaviour, the user being its de facto citizenry. If Zuckerberg 

doesn’t like something, he can simply change the code because the code is the law that 

gives him effective control over this defined territory of 2.4 billion users (Farrell, Levi and 

O'Reilly 2018).  

 

On the other hand, one might point out that Facebook does not meet the government 

condition set forth in 1(c) of the convention because it is subject to regulatory policies by 

traditional nation-states. This argument is valid because Facebook has been the subject 

of regulations such as the E.U.’s revamped GDPR which went into effect in May 2018, 

and in it are regulations such as a notification deadline to report data breaches as well as 

fines in Articles 4, 33 and 34 (European Union 2016). Facebook is also answerable to the 

U.S. government, via congressional hearings at the House and Senate. Moreover, 

Facebook is subject to fines which can be levied upon it by government agencies. 

However, Facebook being subject to government regulations and imposed financial 

remedies is not sufficient to nullify the argument that it has met Article 1(c)’s government 



 41 

condition for two reasons. First, member-states of the E.U. themselves are subject to 

financial penalties under the infringement procedure17 if they have breached an EU law 

(European Commission n.d.). It could also be argued that Facebook is subject to other 

forms of government actions such as blocking. This is comparable to the oft-used policy 

of economic sanctions and blockades. Neither North Korea nor Cuba are less of a state 

because of isolation.  

 

China has blocked Facebook from its population of 1.3 billion since 2009 in what is being 

referred to as the “Great Firewall” (Isin and Ruppert, Being Digital Citizens 2015), 

ironically due to its alleged role in facilitating communications among Xinjiang 

independent activists during the Urumqi riots in the western province that year, Facebook 

has remained functional (Zucchi CFA 2019). Secondly, by arguing that Facebook does 

not have a self-governance capacity because it is subject to the aforementioned punitive 

mechanisms of traditional nation-states, within which it exists, one runs the risk of 

underappreciating the gravity of a dilemma Facebook presents for powerful liberal 

democratic states. For example, governments of these free societies must walk a fine line 

when considering policies aimed at ensuring Facebook fulfils its positive obligation to 

protect user data. Overreaching can risk adverse effects on civil liberties seen as tenets 

of a free society such as freedom of speech and expression, which is generally protected 

in powerful liberal democratic nation-states that have the wherewithal to attempt at 

corralling Facebook. The U.S. might be the most capable of imposing more stringent 

oversight on Facebook by enacting laws to make Facebook more liable for user data 

breaches and giving user more control over their data, but the government, more willing 

to encroach on privacy itself, has seemed unwilling to make such moves (Stewart, Vox 

2018).   

 

 
17 “The Commission may take legal action — an infringement procedure — against an EU country that 

fails to implement EU law. The Commission may refer the issue to the Court of Justice, which in certain 

cases, can impose financial penalties.”—European Commission website, 2019 
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5.2.3. Facebook and the condition of International Relations 
The final condition that Facebook must meet, then, is the one described in Article 1(d) of 

the Montevideo Convention which requires a would-be state to have the “capacity to enter 

into relations with other states”. One the one hand, the most readily available argument 

against the view that Facebook already has this capacity is that its 87 offices in 35 

countries simply reflects its current status as a company with a global reach no different 

than that of IBM, Apple, Nike etc. On the other hand, Facebook’s offices around the world 

are not to be disregarded as mere business as usual. They engage in serious, 

consequential relationships with other states and given their size and how immersed 

Facebook is in the lives of billions, it has become imperative that they enter these 

relationships. While the focus of chapter four has been narrowed to a look at how 

Cambridge Analytica and the Russian Federation via the Internet Research Agency were 

able to operationalise and weaponize Facebook’s data-based tools in order to try and 

influence the outcome of the 2016 U.S. presidential elections, the risks are more perilous 

in developing countries where faith in institutions seem more prone to erosion. 

Facebook’s newsfeed algorithm can quickly spread misinformation to users who are 

already wary of the State. Experts have considered misinformation, or fake news, the 

major threat to budding democracies around the world (Sanchez 2019).  

 

From the disinformation campaign in Brazil that was launched on WhatsApp to benefit 

the presidential run of far-right Jair Bolsonaro (Phillips, The Guardian 2018), to the fuelling 

of hatred and violence against the Rohingya and other Muslim minority groups in 

Myanmar (Stechklow 2018), Facebook has little room to escape the conditions set forth 

in Article 1(d). In 2016, Facebook partnered with Mexico, Indonesia, the Philippines, India 

and Colombia to combat misinformation by launching fact-checking programmes in each 

country. Prior to these partnerships, Facebook became a signatory party to the 

International Fact-Checking Network’s “fact-checkers’ code of principles”. IFCN is an 

international organisation made up of seven unpaid and independent counsellors 

representing different regions of the world, from journalism and media (International Fact-

Checking Network n.d.). Being a signatory allows IFCN, a third party to place itself into 
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Facebook newsfeed algorithm’s special queue consisting of content deemed possible 

misinformation.  

 

If the information is deemed fraudulent, then a marking system is used to notify users 

(Silverman 2016). In order for fact-checking agencies to partner with Facebook, they also 

have to be part of the IFCN. It could also be argued that these partnerships are non-

governmental and cannot, therefore, meet the condition of Article 1(d). Such an argument 

would be valid, since the fact-checking agencies Facebook has partnered with are 

independent. In fact, the idea of a state-run fact checking agency appears dubious on its 

face and would raise even further questions for Facebook at a time when it has had to 

answer so many. However, one can look to Facebook’s new relationship with the 

Philippines’ Department of Information and Communications Technology, and the Bases 

Conversion and Development Authority in an effort to improve “ultra-high” internet speed 

and accessibility throughout the country (Gov't of The Philippines Bases Conversion and 

Development Authority 2018). The goal is to build an improved internet infrastructure that 

makes the internet both faster and more affordable. Facebook infrastructure investment 

relationship with The Philippines is no different than states establishing development 

relationships with other states through Foreign Direct Investments. 

 

5.3. The State as a tool of Realpolitik  
Although there are other criterions of statehood besides the Montevideo convention, as 

well as scholarly detractors who argue the convention does not set the bar high enough, 

few have had the impact that the so-called “Montevideo standard” (Novogrodsky 2018) 

has had.  Hong Kong, a metropolis with its 7.5 million permanent inhabitants, defined 

territory, own government with effective control, and even its own currency, brings it right 

up to the line of statehood but not enough to go across. A Special Administrative Region 

within China’s “one China, two systems” policy, Hong Kong comes right at the cusp of 

statehood, save matters of foreign affairs and defence18 (National People's Congress 

 
18 “The Central People’s Government shall be responsible for the defence of the Hong Kong Special 

Administrative Region”—Chapter II, Article 14 HKSAR Basic Law 
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2011). Nevertheless, Hong Kong’s status hasn’t stopped a state such as the U.S. from 

making policy toward it. This comes into play at the present time as the U.S. and China 

are engaged in a trade dispute, each conducting a tit-for-tat tariff increase on goods 

traded between the two countries. Hong Kong has been exempted from this dispute, due 

to a U.S. law that mandates the government apply a different set of trade rules to Hong 

Kong SAR than it does the People’s Republic of China (Marlow 2019). Moreover, Hong 

Kong can and does enter into relations with other states within the narrow scope of the 

PRC’s central government i.e. such relations must be approved and be entered under the 

name “Hong Kong, China”.  

 

Representatives of the Government of the Hong Kong Special Administrative 

Region may, as members of delegations of the People's Republic of China, 

participate in international organizations or conferences in appropriate fields 

limited to states and affecting the Region, or may attend in such other capacity 

as may be permitted by the Central People's Government and the international 

organization or conference concerned, and may express their views, using the 

name "Hong Kong, China". (Hong Kong SAR of the People's Republic of China, 

Article 152 of the Basic Law, 1997) 

 

Taiwan also represents another reason for prolific use of the word “conceptualising” in 

this chapter. Taiwan has met all four criterions of the Montevideo Convention, has its own 

currency and even going a step further than Hong Kong by having its own military, yet 

has not been recognised as a state19 by the UN body since 1971 (United Nations General 

Assembly XXVI 1971). Founded by Chinese nationalists Taiwan’s expulsion can be 

traced to its insistence on using the Republic of China as its conventional name, and the 

 
19 “[The United Nations] Decides to restore all its rights to the People’s Republic of China and to 

recognize the representative of its Government as the only legitimate representatives of China to the 

United Nations, and to expel forthwith the representatives of Chiang Kai-shek from the place which they 

unlawfully occupy at the United Nations.”—UN General Assembly XXVI Resolution 2758 
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PRC’s insistence on Taiwan as part of the “One-China” policy20, which would effectively 

nullify Taiwan-the-state and make it an entity more like Hong Kong. Taiwan and Hong 

Kong have met the standards laid out in Article 1, a, b, c and d of the Montevideo 

Conventions, and conduct state-like functions. What the examples of Taiwan and Hong 

Kong suggest is that the state is conceptualised by a set of criterions that, dictated by the 

self-interests of other powerful states, can be flexible. Furthermore, this suggests that 

statehood errs more on the side of realpolitik than international law, which therefore 

leaves ample room for conceptualisation of a digital state. 

 

Other arguments against Facebook being a digital state might include the ability to 

provide for the common defence of itself and its inhabitants via military, its ability to 

generate revenue from its inhabitants in the form of taxes, law-enforcement or judiciary. 

However, Costa Rica abolished its military post-civil war in 1948 and relies on its public 

forces, an arm of the national police, to defend the state and yet it remains a state, 

nonetheless (Marujo 2011). Facebook’s robust cadre of security engineers around the 

globe, and defence standard operating procedure that includes exercises and a bounty 

program where hackers test vulnerabilities, and has the ability to defend itself (Green 

2019). Facebook’s revenue-collection authority could be explained as having derived 

from the user data to which it tailors its profit-generating Ads tool and Newsfeed algorithm 

(Wight 2014). Facebook’s terms and agreements codify the code that establishes the 

parameter of user behaviour, which is the law (Bickert 2018). Another argument might 

present itself with regards to Daesh, or the Islamic State in Iraq and Syria. At its peak in 

2014, it had a defined territory formed out of seized parts of Iraq and Syria, a permanent 

population despite the many who fled, a government [though its instrument of the effective 

control principle was brutal], and states could choose to enter into relations with ISIS at 

their will, although virtually none did so  (Novogrodsky 2018). This is a valid argument but 

most importantly, it echoes one of the cruxes of this chapter which is the emerging 

prominence of non-state actors and their impact on various human rights issues, to 

 
20 The PRC has threatened military retaliation as a deterrence against any internal, or external act by 

foreign actors, of advancing Taiwanese independence 
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include data rights, is on a collision course with an international order comprised of 

traditional nation-states. This now leads to an attempt to answer the main question, and 

it is one of effectiveness. Would the international human rights legal regime be an 

effective tool to hold a digital state, such as Facebook, accountable for data rights 

abuses? 
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6. Facebook Nation: Envisaging a Digital State within an International 
Order 

6.1. Measuring Effectiveness 
In building on chapter five, where it was suggested that Facebook Inc. met the four 

conditions set out in Article 1 of the Montevideo Convention, chapter six now aims to 

answer the main dissertation question. What is an effective way to for the international 

community to ensure that Facebook as a digital state—but a state nonetheless—

respects, protects and fulfils positive obligations having to do with data rights? Before 

delving further, it is important to note again that the narrowed scope of this dissertation 

does not allow a deeper exploration into auxiliary processes of statehood. For example, 

Article 4(2) of the UN Charter stipulates that in order for a state to be recognised by the 

193-member-state body, the state vying for membership must get through the 15-member 

Security Council21 with nine votes and a unanimous vote from the five permanent council 

members, as well as 2/3s majority vote in the General Assembly ( United Nations n.d.). 

The UN would be a significant factor in a conceptualised world where the digital state of 

Facebook exists because membership in the UN body means recognition by a majority 

of traditional nation-states. This has implications on partnerships, involvement in political 

and security apparatuses [i.e. security council], as well as economic agreements 

(Nordstrom 2003).  

 

Had the size and scope of this dissertation been greater, then the question of how feasible 

it would’ve been for an entity such as Facebook to survive the UN’s membership process 

and be recognised as a member state, and in what capacity would’ve been reconnoitred. 

The issue of consent would also have to be addressed because application for UN 

membership is based on the consent of the aspiring state, and within the question of 

consent comes the question of advantage. Would it benefit Mark Zuckerberg to seek UN 

membership as much as it would benefit members of the UN body? Attempting to answer 

 
21 “The admission of any such state to membership in the United Nations will be effected by a decision of 

the General Assembly upon the recommendation of the Security Council.”—Charter of the United 

Nations, Chapter II, Article 4(2), 1945 
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this question would most likely lead to scrutinising the UN membership’s consent doctrine, 

specifically creating a research scenario wherein the question of whether or not the UN 

should also indirectly adopt a doctrine of automatic membership not much different than 

a French citizen being automatically opted in as an organ donor, or automatic voter 

registration practises in some liberal democratic traditional nation-states. Because 

Facebook’s users, its de facto population, are also citizens of a majority of UN’s member 

states, and this might therefore create a possibility where the UN attempts to ascend 

Facebook’s recognition as a state.  

 

6.2. The Impact of International legal norms on a Digital State 
In using the links of intersectionality between data rights and human rights, in addition to 

other forms of data related rights, such as the right to be forgotten in Article 17(2) of the 

EU’s GDPR, Facebook as a digital-state would be on a path towards the scope of a 

customary international legal system that so far largely exempts private actors (Crawford 

2012). Evidence of this exemption can be found in the ongoing Araya v. Nevsun 

Resources Ltd case that has been elevated to the Canadian Supreme Court. The case, 

brought by a group of Eritrean plaintiffs alleging the corporation violated customary 

international law against slavery and torture when they were deployed to build a mine 

during their time as military conscripts (Court of Appeal for British Columbia 2017). While 

the final ruling of this case remains outstanding, another settled case of a different kind 

yet provides a more definitive proof of corporations being outside the scope of customary 

international law can be found in a U.S. Supreme Court ruling on Jesner et al. v. Arab 

Bank PLC. SCOTUS ruled in favour of the defendant and Justice Anthony Kennedy, 

based his opinion22 on the “international community’s conscious decision to limit the 

authority of these international tribunals to natural persons”. In other words, corporations 

do not constitute a person in the eyes of international law. This is consistent with Article 

 
22 “The international community’s conscious decision to limit the authority of these international tribunals 

to natural persons counsels against a broad holding that there is a specific, universal, and obligatory 

norm of corporate liability under currently prevailing international law.” (Jesner et al. v. Arab Bank, PLC 

(Opinion of Kennedy, J) 2018) 
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2 of the Montevideo Convention earlier mentioned in chapter five, which declares the 

state “a sole person in the eyes of international law”.23 In an international system where 

Facebook is designated a digital state, it would therefore assume personhood under 

international law and with it a set of duties codified by hard law. Facebook, the digital 

state, would be thrusted towards an international system of accountability. The primary 

benefit of Facebook’s designation as a state, would encourage, if not incentivise, a culture 

of responsible practices at Facebook in which it respects, protects and fulfils its data rights 

obligations.  There are also secondary yet just-as-important tools available that the 

international community could use to further encourage Facebook to promote the full and 

universal enjoyment of data rights. 

 

6.2.1. An International Covenant 
The end of WWII and the Universal Declaration of Human Rights brought with it a series 

of International Conventions addressing human rights issues from civil and political rights 

to rights for migrant workers and their families. Through their ratification, be it few or most 

of the eight now-existing human rights conventions, an international human rights legal 

regime has been created. While these conventions have not prevented all state parties 

from stepping out of bounds on civil and political rights, social and economic rights, the 

right not to be tortured, disability rights, and the right not to be disappeared among others, 

most states have taken some action towards meeting obligations and the world has had 

some semblance of a moral compass in the last 70 years. When a covenant is signed 

and ratified by a state, the positive and negative obligations become duties of the state. 

If designating Facebook as a state was done with the goal of universalising data rights as 

human rights, and empowering other states on the matter, then some sort of international 

convention on data rights would be a logical step. It is certainly one to be explored given 

the context and constraints of this dissertation. Similar to other international human rights 

conventions, an ICDR, for example, would impose a set of negative and positive 

obligations on Facebook. Negative obligations mean such a data rights covenant would 

 
23 “The federal state shall constitute a sole person in the eyes of international law.” (Montevideo 

Convention on the Rights and Duties of States 1933) 
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require Facebook, as a state party, to remove policies that conflict with the ability to fulfil 

those rights in order to its users to enjoy them. In the wake of being mired in scandals 

surrounding its protection of user data and the its tools respectively operationalised and 

weaponised by Cambridge Analytica and the Russian Federation, Facebook made some 

changes as legislative and regulative bodies began circling them with hearings, fines and 

a revamped data protection statute. 

 

One of the changes made was to give its users more control over their data by putting an 

opt-out policy in place to prevent the collection of data from a user’s browsing history 

(Wagner 2018). While it is a step in the right direction to give users a power they hadn’t 

had before news of Facebook’s failures to protect data surfaced, it doesn’t go the 

distance. An opt-out policy makes data collection default and thus relieves Facebook-the-

company of the full burden that comes with respecting, protecting and fulfilling data rights. 

Furthermore, an opt-out policy does not stop further data rights abuses because it doesn’t 

guarantee users will go through the process of opting out as it is likely buried behind a 

series of screens beyond “settings”. To put it another way, the opt-out policy encourages 

an apathetic regime, one in which the user indirectly enables Facebook to continue 

several facets of its pre-abuse scandal de facto. Let’s imagine that a previously suggested 

convention on data rights call for state parties to empower their citizens with an opt-in 

choice to the sharing of their datasets with other departments, ministries, bureaus, and 

other forms of third parties. An imposed negative obligation on states party to the 

convention, therefore, would be the repealing (De Schutter 2014) of measures that hinder 

citizens from enjoying their right to opt-in. Hints of how this could be applied to Facebook 

via an international covenant already exists in adopted views related to Tulzhenkova v. 

Belarus by the Committee on Civil and Political Rights. Para. 7 of the adopted views affirm 

that states have a negative obligation to not enact measures which contradicts positive 

obligations in the covenant24  (Tulzhenkova 2012). In keeping with the same scenario, an 

imposed positive obligation on a state party, by a data rights covenant would take the 

 
24 “Just as States parties to the Covenant must adopt legislative measures to give effect to rights, they 

also bear a negative obligation, deriving from article 2, paragraph 2 [of the ICCPR]” (Tulzhenkova 2012) 
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shape of policy enactments which extend the enjoyment of data rights to everyone. There 

are examples of international covenants imposing positive obligations on state parties. 

Article 2(1) of the International Covenant on Civil and Political Rights for instance, 

requires State Parties take action that ensures full enjoyment of rights for all individuals 

within the states’ jurisdiction (International Covenant on Civil and Political Rights 1976).  

 

6.2.2. A path to Legal Remedy 
If certain aspects of data rights were to achieve customary international law and or 

recognised by way of a legally binding covenant, legal remedies would be expanded. To 

date, mostly powerful western states have levied legal remedies on Facebook-the-

company. The common denominator is that these states have sound institutions and 

resources to make an effort at thrusting the burden of duty to respect, protect and fulfil 

data rights on Facebook. Lately, the fuss about Facebook, and how its data-powered 

tools and algorithms can wreak institutional and societal havoc, has been largely occupied 

by incidents in the Global North, also known as economically developed states (Odeh 

2010). Nevertheless, it is budding or flexible democracies that are more politically and 

socially fragile that have been facing an even clearer and more present danger. The 

violence against the Rohingya, for example, seemed to have been fuelled by user 

interaction and the regular appearance of misinformation on newsfeeds incited violence 

(Alex Warofka, Facebook Product Policy Manager 2018). In its current entity, Facebook-

the-company cannot be brought before the International Court of Justice, based on a 

matter of the ICJ’s limited judicial scope. When considering one of the arguments this 

dissertation is based on the premise of data rights being human rights, this caveat is 

important. If Facebook was a state party to an international covenant crafted with the 

intention of universalising data rights, then legal remedies would be within reach for 

individuals via states party to such a covenant (International Court of Justice 2019).  

 

6.2.3. Toward an International Monitoring Apparatus 
Another takeaway from the fallout over Facebook’s user data abuses, and perhaps an 

echo of the discussion gap identified in the relevant pieces of literature reviewed in 

chapter one, is that governments have been more reactive than proactive. But they 
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weren’t alone in this practice, so was Facebook. Chapter three included a summarisation 

of former-U.S. president Obama’s 2012 re-election campaign and their use of a third-

party tool to tap into Facebook’s trove of user datasets without the knowledge of millions, 

the same chapter also discussed the development of the Ads tool and how the Obama 

campaign used it to target would-be voters with customised messages. Chapter four 

discussed the weaponization of the Ads tool by the Russian Federation via the Internet 

Research Agency, as well as the operationalisation of stolen datasets by Cambridge 

Analytica. Reports have since surfaced alleging Facebook knew of Cambridge Analytica’s 

theft of its users’ datasets (Wong 2019). Facebook’s failure to act suggests a combination 

of negligence and bad policy it had in place at the time. In fact, Betsy Hoover who was 

organising director for  the Obama re-election campaign in 2012 pointed to Facebook’s 

Terms and Conditions at the time to deflect comparisons of the campaigns access to 

unwitting user datasets, to that of Cambridge Analytica’s (Hoover 2018). Facebook has 

since embarked on a series of actions aimed at remedying their several points of failure 

by bringing in more ad reviewers, increase restrictions on ad contents as well as 

transparency, more security engineers, and more required information on those who 

intend to purchase political ads. It also plans to coordinate better with law enforcement 

(Stretch 2018). While these are welcomed changes, depending on the degree of 

commitment to reforms, there are some existing, as well as new problems, which persist. 

The first is that at least two other data breaches have occurred since Zuckerberg’s mea 

culpa in front of select committees in both the U.S. House of Representatives and the 

Senate.  

 

One of the two data breaches was large scale, exposing 540 million datasets detailing 

user activities, and the datasets were stored insecurely (Murphy 2019). It is a significant 

development for a data breach so large to happen so soon after the Cambridge Analytica 

breach. Furthermore, it continues the question of trust between users, governments and 

Facebook as Zuckerberg remains keen on retaking control of a narrative that has slipped 

his grasp. Secondly, Facebook’s reforms on the Ads tool may open the door to newer 

privacy issues for an entity that is having a hard time, again, at convincing the public that 

it is a good steward of data safeguarding. Under its new requirements, ad buyers must 
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give up more sensitive identificatory information such as street address, telephone 

number, and federally issued ID number (Alba 2019). While this is a direct response to 

some of the tactics of Russia’s Internet Research Agency, described in chapter four, this 

is personally identifiable information. What does the fallout look like if hostile actors, 

opposition political operatives in this case, were to somehow gain access to the PII of 

certain political advertisers and launch a smear campaign aimed at intimidation? Most 

importantly, with its vast collection of datasets, why render more sensitive data to 

Facebook which, again, knows more about its users than most national intelligence 

outfits? Thirdly, Facebook’s reforms appear disingenuous because their reaction-based 

reforms suggest that they—a company whose security team boasts regular vulnerability 

checks—never seemed to have thought of these reforms until lately. Multi-billion and 

million-dollar fines, and a new data protection regulation suggests Facebook is in a race 

to self-regulate whilst hoping that appearing to do so may be enough to repel a growing 

tsunami of bad public relations (Stewart 2018). It is not in Facebook’s interests to allow 

lawmakers to develop the kind of political appetite needed to step in from the outside and 

make legislative changes.  

 

Further fuelling suspicion about Facebook’s commitment to structural reforms on data is 

its decision to move 1.5 billion users outside the scope of the GDPR and within the less 

stringent U.S. scope, just one month before the regulation went into effect. Since the code 

is law, as mentioned in chapter five, and the “terms and conditions” codify the law, 

Facebook accomplished this act by changing its terms and conditions (CNBC as cited in 

Reuters 2018). Before the change, Facebook’s 1.5 billion users living outside the U.S. 

had their datasets stored at the company’s headquarters in Ireland which is within the 

GDPR’s jurisdictional scope. As a state and party to an international covenant addressing 

data rights, Facebook would be subject to a monitoring body that regularly engages and 

ensures Facebook fulfils the obligations contained in the covenant. Article 28 of the 

ICCPR, for example, establishes a committee specific to the covenant (The United 

Nations General Assembly 1976). A committee tied to a covenant on data rights would 

consist of a monitoring body of subject matter experts representing several state parties 

akin to Article 28(2). More importantly, Facebook as a digital state, would be obligated to 
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meet conditions similar to those in Article 40, para 1-5, of the ICCPR which requires state 

parties to submit reports to such a committee. Nevertheless, it would perhaps be short 

sighted to assume matriculating Facebook into an international human rights legal regime 

would be the optimal solution to solving the problem of Facebook and accountability. 

 

6.2.4. International Human Rights Law and the Accountability Challenge 
On the one hand, IHRL offers serval good prospects for bringing Facebook to heel, were 

it to be recognised as a [digital] state. On the other hand, IHRL also meets what is perhaps 

its fiercest challenge on the issue of accountability. Within the challenge of accountability 

rests several factors that each contribute to the greater test of effectivity. Chiefly among 

these contributors are the concept of sovereign immunity, and state responsibility. 

Sovereign immunity describes a State doctrine that considers other states immune to 

adjudication for human rights violations because the violation was not committed in that 

state’s jurisdiction [who codifies sovereign immunity doctrine in law] (Gibney and 

Roxström 2012). Gibney and Roxström used the Al-Adsani v. United Kingdom ECtHR 

case, in which a man was tortured in Kuwait before being returned to the U.K., only to 

have the ECtHR rule on the side of sovereign immunity based on U.K’s own sovereign 

immunity law in 1978, and the 1972 Basle Convention (Gibney and Roxström 2012). State 

responsibility, the second of the two contributors to the accountability challenge posed to 

IHRL, is perhaps the most damaging because it represents such a metaphorically 

moveable goal post. In order for a state to be held responsible for human rights violations, 

it must be seen as having had high degree of control and awareness of the violation(s).  

 

The International Court of Justice’s Bosnia v. Serbia case seemed to demonstrate the 

potency of state responsibility in favour of a state wishing to abscond itself of fault. The 

ICJ ruled in favour of Serbia, despite it was their arming and equipping of the Bosnian 

Serbs that facilitated the genocide (Gibney and Roxström 2012). When applying the 

doctrine of sovereign immunity, and high standard of state responsibility as set precedent 

by the ICJ’s Bosnia v. Serbia ruling to conceivable legal scenarios against Facebook, it 

could be argued that the digital state could empody the same set of accountability 

challenges to IHRL. While soverign immunity as a doctrine would be conceivably more 
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difficult for Facebook-the-state to argue before a court of human rights because in theory 

a user could be simultaneously in both digital and a phsyical [nation] state, state 

responsibility would be a much more fruitful defence. It may be plausible to see a scenario 

where an international court of human rights finds that Facebook is not responsible for 

the deaths of thousands of Rohyinga Muslims, despite the fact Facebook’s newsfeed 

algorithm was leveraged as lethal vehicle of the delivery of misinformation which incited 

the deadly violence against a targeted group of minorities. It would be fair to assume or 

question if jurists would maintain a high standard for state responsibility. On the other 

hand, Facebook’s several mishaps contradicting its charge to respect, protect and fulfil 

data rights obligations for all its users, it is apparent that the presence of some form of 

legal regime could at least provoke a reactive culture change. The hope is, at least, that 

the prospect of an international legal data rights regime and the impact of naming and 

shaming such a legal regime could bring, would be constant on Facebook’s mind. 

Furthermore, Facebook as a digital state, with Mark Zuckerberg as one of the world’s 

most powerful leaders [that he is already] addressing the UN General Assembly at its 

annual gathering in New York City, would be a development in accountability because to 

date, Facebook remains mostly answerable to a few resourceful traditional nation-states 

in Global North but not the Global South, outside of firewalling (Ho n.d.), were it grows in 

influence and impact.  
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Conclusion 
The aims of this dissertation were to a) assess if Facebook met the standing definition of 

a state—referred to as a “digital state”—and b) if it was, then would designating it as such 

give the international community of “traditional nation-states” effective tools to ensure it 

meets a set of positive and negative obligations on data rights. Facebook’s size, territorial 

scope, influence and immersive nature has greatly developed in less than two decades. 

Its impact, as a result, has proven capable of transcending various long-held concepts of 

community, identity, politics and societies that have converged as well as evolved to 

define the present world. These changes perhaps beg for a reconceptualization of a world 

that, through recent spasms of nationalism, has stubbornly clung to borders and identities. 

With the evolution of Facebook comes a world in which a hostile foreign power can launch 

an attack against its geopolitical foe without neither sending an amphibious army storming 

that foe’s beaches, asserting airpower with relentless sorties, or deploying “little green 

men” to annex part of another state (Shevchenko n.d.). This new world, according to 

Facebook, has also led to a reality in which politicians and corporate advertisers have 

become indistinguishable and the virality of pictures, dehumanising words and news not 

subject to the gravity of facts can provoke large scale fatalities.  

 

Facebook’s Newsfeed algorithm, discussed in chapters three and four, has been a fast 

deliverer of misinformation or content that goes right up to the line of inciting violence, 

leaving it to the user to decide to take it across that line (Fischer and Taub 2018). Again, 

it was a combination of Facebook’s business model, dependent on a trove of its users’ 

personal data and the lack of or unwillingness of governments to conduct oversight that 

has enable Facebook’s most glaring consequences personal data lapses in 2016. 

Chapter five attempted to show how these tools and algorithms were turned against the 

very users whose datasets powered them. Data rights abuses cannot be laid solely at the 

feet of Facebook because other tech companies have also been in violation, such as 

YouTube. The Google-owned video sharing platform has been fined 170 million dollars 

by the U.S. federal government and the State of New York for unauthorised collection of 

datasets from children (Metz 2019).  
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Facebook has indeed met the conditions for statehood established in Article 1 of the 

Montevideo Convention. The conception of Facebook as a digital state was aided by the 

status of statehood appearing to be a tool of realpolitik as discussed in chapter six, using 

Hong SAR and Taiwan as primary examples. Only states get to define what states say 

they are, based on their self-interests, and this therefore suggests that the state can be 

conceptualised. If Facebook has met the conditions of statehood as chapter six 

established, then how effective would such a designation be in holding Facebook 

accountable? Chapter seven not only envisaged Facebook within the confines of an 

international human rights legal framework, but also contrasted with what accountability 

looks like for companies outside such a state-centric system. The conclusion, however, 

is that while envisaging Facebook would provide avenues to accountability not existing 

today, statehood would not be an entirely effective tool because of the challenges 

Sovereign Immunity and State Responsibility have posed to accountability within IHRL 

[see Chapter 6.2.4]. 

 

Ironically, Facebook not only meets the conditions of Article 1, it already acts as powerful 

states do even after ratifying binding international human rights legal instruments. In 

further exploration of a conceived covenant, one could also envision a scenario wherein 

Mark Zuckerberg signs and ratifies [since he is the executive, legislative and direct-

judiciary source of power at Facebook] such a covenant whilst creating a myriad of 

loopholes through reservations, derogations, and declarations. Through reservations, 

Zuckerberg could limit the scope of application regarding a certain right or set of rights, 

save those deemed non-derogable (De Schutter 2014). States can use reservations to 

blunt select legal demands of a treaty and thereby weaken it. Derogations could be a 

helpful tool for the purpose of obtaining temporary relief from fulfilling certain data rights 

in situations of natural disaster (De Schutter 2014), akin to its “marked safe” feature that 

is enabled in disaster-hit areas as a way of a user letting their friends and family know 

they are alive.  

 

However, it is within the scope of reason to imagine a scenario in which Facebook enter 

an information sharing pact of sorts wherein another state can get access to Facebook’s 
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user datasets in circumstances of exigency. There is also the margin of appreciation, or 

giving the state the benefit of the doubt, which has become a system of jurisprudence in 

the European Court of Human Rights (Gross and Fionnuala 2001). But potentially most 

fatal to a conceived data rights covenant would be the use of reservations and a powerful 

digital state such as Facebook, whose corporate imperialist status—referred to as a 

monopoly—has been exemplified through acquisitions of WhatsApp, Instagram, and its 

partnership with Norway’s Telenor (Telenor Myanmar 2019) leading to internet 

domination of Myanmar25.  

 

Facebook would need not look further than the United States and the 26 reservations, as 

well as declarations, they attached to the ratification of the ICCPR. Through the use of 

reservations, the U.S. has essentially professed superiority of its constitution over the 

covenant (Cerone 2011). Again, it would not be far-fetched to conceive a scenario in 

which Facebook asserts its Terms and Conditions are superior and declaring a critical set 

of articles in a data rights covenant as none self-executable, and since Zuckerberg is the 

source of legislative power, he would reserve the power to make policy changes as he’d 

see fit. Not even the much-touted GDPR is free of flaws as Facebook has created 

loopholes for itself to escape accountability imposed on it by Article 33(1)(2), which 

requires data breach report to be done in 72 hours (European Parliament and Council 

2016). Facebook has since gone beyond this timeline in a data breach, arguing that it 

reported within the time frame after its internal investigative team confirmed the breach 

outside of when it first received reports (Leetaru 2018).  

 

Changing the concept of states through digitisation of persons from one mostly restricted 

to physical entities who share territory-specific features and into a digital space is hardly 

new. Estonia has since created a digital backup of all its citizen’s records and stored them 

in a digital embassy in Luxembourg (Walt 2017). The digitisation of territories is also 

underway as Russia builds a sovereign internet that could seal its citizens from the rest 

 
25 “There are now 20 million Facebook users in Myanmar, and it is used by large numbers of people as 

their main source of news in the absence of a free media.” (Ellis-Petersen, The Guardian 2018) 
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of the digital world (Kennedy 2019). It is uncertain if traditional nation-states can keep 

enough pace to truly bring Facebook to heel for its business model. Unless, that is, the 

world is imagined anew into one where an international legal regime imagines Facebook 

as a digital state and is sufficient to check the excesses of powerful actors in ways it hasn’t 

been able to do in 70 years since the UDHR attempted to set the standard.  
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