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1 Background   

This thesis examines the interaction between law and ethics in governing ethical use of Artifi-

cial Intelligence (AI). Discussion on AI governance had began as early as the 1950s,1 and had 

been gaining momentum recently. The terminology used for describing the subject of regula-

tion often varies, and often goes beyond artificial intelligence to include smart robots, algo-

rithms and automated intelligent systems (AIS)2. The concerns discussed are also often vast 

and wide ranging, and can cover issues such as liabilities for harm caused by use of AI3 and 

legal rights and legal personhood for AI.4 In these complex, somehow chaotic and sometimes 

incompatible discussions, one important issue emerged: the role of human values and ethics in 

a futuristic society where AI is embedded in all facets of human lives.  

 

From the legally and morally right answer to the trolley problem5 to the debate about the legal 

rights and identities of robots6, the issues raised by AI are urgent, engaging, but also provok-

ing; because AI challenges not only the law and how it should regulate, but also the question 

of what it truly means to be human.7 The chaos invited by these complex questions of self - 

reflection at individual and societal level can be evidenced by the relentless but yet discon-

certing ethical guidelines, reports, principles issued by the different actors so far on the ques-

tion of AI and ethics. A mapping exercise conducted in 2019 had located 84 documents con-

taining ethical principles or guidelines for AI, drafted by private and public institutional ac-

tors. Majority of these guidelines were issued post 2017.8 One of the 84 guidance is the Ethics 

Guidelines for Trustworthy AI, 9 issued by the High Level Expert Group on AI (AIHIEG). 

Researchers had found high-level overlap between the different proposed ethical standards 

and guideline,10 however, what becomes clear from the many and varying discussions are that 

                                                 
1 Turing (1950).  
2 IEEE (2019) s.289.  
3 Hubart (2014), Curtis (2016), Bertolini (2014).  
4 European Parliament (2015), section 59(f), Solaiman (2017).  
5 Foot (1967) s.3.  
6 Coeckelberg (2010).  
7 See for example, Hildebrandt (2015) s.48, which discusses how human minds can be affected by technology, so 

much so that historically the invention of pen and paper changes the way humans relate, communicate and think.  
8  Jobin et al (2019) s.4 – 5.  
9  High Level Expert Group on Artificial Intelligence (2018)  
10 Jobin et al (2019) s.7.  
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there seems to be an agreement that something needs to be done, but there are diverse opin-

ions on the what, when, who and how.11  

 

In parallel to the ethics discussion, privacy and the law of data protection is frequently 

brought into the picture. As the line between online and offline are becoming increasingly 

blurred, where our environment is becoming digitised and we become increasingly unable to 

distinguish the real from the fake12, we as a society is indeed entering into an era of ‘onlife’.13 

The four major transformations to an Onlife according to the Onlife Manifeto, are said to be 

…  

a. the blurring of the distinction between reality and virtuality;  

b. the blurring of the distinction between human, machine and nature;  

c. the reversal from information scarcity to information abundance; and  

d. the shift from the primacy of stand-alone things, properties, and binary relations, to 

the primacy of interactions, processes and networks.14  

 

It is precisely in these environments that our right to privacy, which provides for room and 

space for us to be ourselves and preserves our identity assumes importance.15 Where our of-

fline identity is datafied online and where our profiles are inferred and decision making are 

automated, data protection law helps protect privacy rights through regulating the use and 

processing of data.16 However, while conceding that data protection laws do help regulate AI 

where there is personal data processing, there are nuanced views on the extent to which the 

objectives of data protection law in protecting right to privacy could be extended to regulating 

ethical use of AI.  

 

On one hand, one school of thought champions that  GDPR protects not only data and the 

right to privacy, but also other fundamental rights such as right to non- discrimination and 

presumption of innocence. If AI ethics is about ensuring the protection of fundamental human 

                                                 
11

 See for example, the proposal by the Legal Affairs Committee of European Parliament suggesting creation of 

a specific legal status for AI as a possible action plan which created fierce debates after issuance of the report. 
12 See for example, the deepfake technology which is further elaborated in the body of work below.  
13 Floridi (2015) s.1.  
14 Floridi (2015) s. 2.  
15 Hildebrandt (2015), s.187. 
16 Hildebrandt (2015), s.189.  
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rights, GDPR can already regulate ethical AI use. On another hand, a different school of 

thought takes a literal reading of the text of General Data Protection Regulation (GDPR)17, 

and believes that GDPR regulates data protection only - with significant flaws and oversights. 

In this school of thought, GDPR cannot be used to regulate AI ethics, and ethical code of con-

duct, standards, and guidelines are the appropriate instrument in this regard. The former 

standpoint is advocated and led by scholars such as Mireille Hildebrandt18 and Hielke 

Hijmans and Charles Raab, 19 while the latter standpoint is championed by Luciano Floridi.  

 

In order to understand why the different scholars have different views in interpreting GDPR, 

this Thesis goes on to propose that these views are stemmed from different perspectives on 

the role of ethics in the concept of law. Mireille Hildebrandt seeks deep in understanding the 

role of law and ethics in a constitutional democracy, where ethical stance as informed by so-

cietal values are enforced through democratically elected law makers, and where positive 

modern law is seen as needing to balance justice, legal certainty and legal instrumentality.20 

Ethics not only informs the justice element of the law, but also guide the application of the 

three elements of justice, legal certainty and legal instrumentality in the event of incompatibil-

ity.21 As GDPR is a law that protects human rights, it may be necessary to emphasis the ele-

ment of justice over legal certainty.22 By using ethics as having a dual role; to inform the ‘jus-

tice’ element of law and to guide the meta-ethics interpretation, the approach by Hildebrandt 

provides for the possibility of regulating ethical use of AI through the underlying values and 

ethics of GDPR.  

 

On the other hand, Luciano Floridi argues that ethics can be seen from two perspective: hard 

ethics and soft ethics.23 Hard ethics impacts on discussions in relation to rights, values, duties 

and responsibilities; it refers to discussions on what is morally right and wrong in the course 

of shaping and making the law. Soft ethics on the other hand, while covering the same norma-

tive ground as hard ethics, goes above and beyond compliance. Soft ethics is post compliance 

                                                 
17 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 

of natural persons with regard to the processing of personal data and on the free movement of such data.  
18 Hildebrandt (2019) Chapter 2, s.11; Hildebrandt (2015) s.80 – 87, 191 – 201.  
19 Hielke et al (2018) s.2 – 4.   
20 Hildebrandt (2015) s.80 – 87, 191 – 201. 
21 Ibid.  
22 Hildebrandt (2015) s.191 – 201. 
23 Floridi (2018) s.5. 
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ethics.24 With reference to GDPR, Floridi proposes that recitals within GDPR are merely soft 

ethics, and are therefore optional or are post compliance.25 Because the best interpretation of 

law is guided by recitals which is seen as soft ethics and therefore post compliance, when 

adopting Floridi’s way of understanding ethics and law, a narrow reading of GDPR becomes 

inevitable. Following this view, GDPR reveals significant gaps in protecting privacy rights,26 

and it is consequentially reasonable that GDPR is insufficient in governing AI ethics. A sepa-

rate set of ethical mechanisms steps in to fulfil that purpose.  

 

In other words, some view ethics as inherently part of the law, and where it concerns human 

rights law, the law should be read flexibly to achieve ethical purposes. Others define ethics in 

the context of law making instead of law in and of itself, by drawing a strict line between eth-

ics that inform development of law lex feranda (in latin, lex feranda means law ought or 

should be) versus ethics that is part of the law lex lata (in latin, lex lata means law as it is).  

 

The different opinion of the role of ethics in law appears to affect significantly the scope and 

coverage of GDPR, with the subsequent consequence of affecting the discussion on AI ethics 

governance. Even though the different understandings of law and ethics may have significant 

impact on the current discussion of both GDPR and the general governance of AI ethics, the 

current work towards AI ethics appeared to have not considered the nuanced perspectives. 

Instead, the current dominating narrative seems to be a consensus that GDPR cannot be used, 

or is insufficient in regulating ethical use of AI. This is evidenced by the current work at the 

EU level on AI ethics, where this thesis found that 83% of the reports or guidelines either 

recommended for or adopted separate ethical instruments such as AI ethical principles to gov-

ern AI ethics. However, this thesis proposes the consensus that GDPR is insufficient to regu-

lating AI ethics is superficial. When examining the EU issued reports or guidelines, it was 

found that 50% (3 out of 6) reports or guidelines made direct or indirect reference to Luciano 

Floridi and his proposed ethical principles. None of the report or guidelines made references 

to the work done by Mireille Hildebrandt, Hielke Hijmans or Charles Rabb.  

 

                                                 
24 Floridi (2018) s.5.  
25 Floridi (2018) s.4.   
26 See further, section 2.4 below explaining the lack of right to explanation about algorithms, as driven by Floridi 

et al.. 
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There are significant benefits to adopting the approach by Hildebrandt, Hijmans and Rabb, 

instead of Floridi, to interpreting GDPR and its regulation on AI ethcis. There is currently no 

unanimity on how AI ethical principles could be turned into enforceable laws. Several schol-

ars and research had suggested that a principle based approach on ethics would not work ef-

fectively to ensuring ethical use of AI. Pointing out differences between medical ethics and 

the proposed AI ethics, Brent Mittelstadt asserts there are 4 reasons foreseeing the failure of a 

principled approach: lack of common aims and fiduciary duties in developing AI, lack of pro-

fessional history and norms within AI community, lack of proven methods to translate princi-

ples into practice in AI technology, and lack of robust accountability mechanisms to punish 

non-compliance with such ethical principles.27 Brent is not alone in his criticism. A research 

conducted from a small sample of computer scientists reveals that non-binding ethical code of 

conduct was making almost zero impact on the behaviours of developers or data scientists in 

practice.28 In addition, not only are these guidelines criticised as being high level and lack 

specific recommendations, it was also observed that the most frequently mentioned aspects in 

the guidelines are also the ones that are capable of being fixed technically.29 Apparent issues 

with AI such as malevolent AIG, existential threat, and the possibility of political abuse using 

AI 30 were notably omitted or not discussed. Ethical principles, guidelines and code of con-

ducts are therefore not well placed in enforcing AI ethics.  

 

This thesis aims to explore these issues further by laying out the debate, and understanding 

the different perspectives on the role of ethics in law. Part 1 of this thesis will look into how 

the different narratives in ethics and law can impact on the interpretation of GDPR. Part 2 of 

this thesis aims to challenge the current dominating narrative, by proposing that GDPR can be 

used and is sufficient to regulating ethical AI. This thesis concludes with the dissatisfaction on 

the current lack in discussion on the different perspectives of how ethics can interact with law, 

and the impact of these perspectives to legal interpretation. This points to perhaps a larger and 

more systematic gap in between the two disciplines of ethics and law, where a bridge ought to 

be made to allow for wider, more nuanced discussions on GDPR, AI and ethics.   

 

                                                 
27 Mittelstadt (2019) s.2 – 8.  
28 McNamara et al (2018) s.732.  
29 Hagendorf (2019) s.3. 
30 Hagendorf (2019) s.4.  
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1.1 Research Question and Structure 

This thesis starts with examining the challenges brought by AI to the 21st century, especially 

focusing on aspects that arouse anxiety and therefore attention on ethical AI use. The position 

of privacy as public good is discussed in such context, and thereof the relevance of data pro-

tection laws to protecting privacy rights. The thesis then discusses data protection laws in Eu-

rope, and touches on why data protection law is well placed and assumes substantial relevance 

in regulating AI use. This raises the subsequent question, of the extent to which current data 

protection laws can already regulate ethical AI use. Some scholars such as Mireille Hilde-

brandt, Hielke Hijmans and Charles Rabb advocate that GDPR protects fundamental human 

rights beyond privacy right, and could be sufficient to regulating AI ethics. Others such as 

Luciano Floridi advocate that GDPR in and of itself contains significant gaps in regulating 

technology, let alone AI ethics. This thesis reveals that the latter approach is the current dom-

inating narrative in the EU AI ethics guidelines, and propose that diverse interpretation of 

GDPR is due to the different view between Hildebrandt and Floridi on the role of ethics in 

relation to law. The section elaborates each scholar’s view on the role of ethics in law, and 

validate this hypothesis through reviewing the highly contended ‘right to explanation’ under 

GDPR. The widely differed views to existence of the right to explanation in GDPR is ex-

plained in the context of the different views on the role of ethics in law proposed by the dif-

ferent named scholars. This thesis argues that law should not be understood as a mechanic 

enforcement tool that emphasizes legal certainty over justice, and points out weaknesses in 

Floridi’s approach of understanding law.  

 

Part 2 of this thesis goes on to challenge the current narrative, and suggest that GDPR is suffi-

cient to regulating AI ethics. Two case studies will be used to demonstrate how different nar-

rative or approach to understanding ethics and law could significantly affect the current dis-

cussion on AI ethics governance. The section uses Correctional Offender Management Profil-

ing for Alternative Sanctions (COMPAS) as an example of non-malevolent AI, and Deep 

Nude as an example of malevolent or non-friendly AI, and proceed to discuss how these algo-

rithms would be assessed under GDPR as interpreted by Hildebrandt, Hijmans and Rabb. By 

arguing that current data protection law should be read in conjunction with ethics to regulate 

AI, this thesis concludes that current policy makers need to understand how different views of 

role of ethics in law could affect interpretation of law, and suggests that the current approach 

to governing AI ethics demands a fresh and renewed examination.   
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Section 1.5 below further elaborates the following terms: the concept of ethics in the context 

of law, the concept of law as an essentially contested concept, the definition of AI/S, the defi-

nition of non-malevolent AI, and the definition unfriendly or malevolent AI. 

  

1.2 Methodology  

By discussing the role of ethics in the interpretation of law, this thesis seeks to illustrate the 

complex relation between lex lata and lex feranda. Lex lata is commonly understood as the 

law as it is, and positive law should be interpreted without modification to account for subjec-

tive preferences.31 Lex feranda is commonly understood as the law as it should and ought to 

be. 32 Under lex feranda, the law considered is normatively preferred due to unclear current 

rules.33  

 

Through arguing that ethics form part of the concept of law and the guidance to the applica-

tion of law, this thesis argues that ethics and morality considerations forms part of lex lata of 

data protection law. This thesis seeks to distinguish this reading from the perspective of those 

who see law and ethics as separate except to the extent where ethics inform the formation and 

development of law, thus seeing ethical interpretation of data protection law to regulate AI 

ethics as lex feranda.  

 

Based on the understanding of the different approaches to ethics and law, this thesis then fur-

ther proposes the hypothesis that GDPR is sufficient and can be used to regulating ethical AI. 

This thesis reviews the hypothesis that if GDPR is sufficient and can be used to regulating 

ethical AI, what consequences follow? This thesis achieves this by applying a broad and ethi-

cal interpretation of GDPR as lex lata to two algorithms. Law is an essentially contested con-

cept.34 Therefore, instead of using the result as a falsification or validation of the hypothesis, 

this thesis wants to highlight the benefits of such view as contrary to seeing ethical interpreta-

tion of GDPR as lex feranda.  

 

                                                 
31 Fellmeth et. al (2009) s.162 – 182.  
32 Ibid. 
33 Ibid.  
34 Hildebrandt (2015) s.134.  
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1.3 Legal Sources  

General Data Protection Regulation (GDPR) is the EU regulation being referred to in this 

thesis. In addition, the European Charter on Human Rights (ECHR) and the Charter of Fun-

damental Rights of the European Union (CFREU) is used to make reference to fundamental 

human rights that had been enshrined in the Charters, including right to human dignity, right 

to due process and privacy right.  

 

The AHLEG Ethics Guideline does not qualify as a legal instrument, but provides an influen-

tial and authoritative guidance for AI ethics at the EU level.  

 

1.4 Working Definitions and concepts 

1.4.1 Definition of AI 

There is currently no uniform consensus on the definition of AI. One of the definition of AI 

comes from the study of Dartmouth College in 1956, which described AI as ‘… machines that 

use language, form abstractions and concepts, and solve kinds of problems now reserved for 

humans, and improve themselves.’35 The Turing test which came from Alan Turing was sub-

sequently quoted as a test for Artificial ‘General’ Intelligence. The test proposed the possibil-

ity of an AI as a machine which can engage in a dialogue and could be passed in as a hu-

man.36 Other than the Dartmouth College’s study and the Turing test, the term ‘Artificial 

‘Narrow’ Intelligence’ emerged to describe AI that are used for performing specific tasks, 

such as conducting credit rating and attributing possibilities of committing a crime. 37  

 

However, as pointed out by Virginia Dignum, human intelligence is multifaceted, containing 

cognitive, emotional and social aspects. In fact, nine different types of human intelligence had 

been identified; anchoring intelligence as ‘existing somewhere along a multidimensional 

scale, in which cognition is just one of those dimensions’.38 Dignum considers intelligent 

agents as those that are capable of flexible action to meet design objectives, exhibiting proper-

ties such as reactivity, pro-activeness and scalability. While many AI systems exhibit only one 

of the properties, it is their combination that signifies truly intelligent behaviours. AI is thus 

                                                 
35 Bostrom (2014), s.387. 
36 Turing (1950) s.2.  
37 Pasquale (2015) s.1. 
38 Dignum (2019) s.10.  
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‘the discipline that studies and develops computational that exhibit some facet(s) of intelligent 

behaviour’.39 

 

More recently, Institute of Electrical and Electronics Engineers (IEEE) issued a report where 

they highlight that they … avoid using the vague term of AI and use instead the term autono-

mous and intelligent technical systems (AI/S).40 IEEE clarified that the purpose of using the 

term AI/S is to ensure ‘the broadest possible application of ethical considerations in the de-

sign of the addressed technologies and systems.’41 

 

This thesis prefers the definitions by Dignum and IEEE, where AI is recognised as a technol-

ogy that solves problems and improve themselves autonomously, instead of intending to de-

fine what constitutes smartness in a human sense. References to AI in this thesis therefore 

refers to machines that solve problems and improve themselves autonomously, rather than 

attempting to measure the machines by a multifaceted human intelligence.  

 

1.4.2 Concept of malevolent AI 

A malevolent AI can be understood as an Unfriendly AI, being an AI that would have a nega-

tive rather than a positive impact on humanity. There are surprisingly limited number of re-

sources that had been dedicated to discussing intentionally malevolent or unfriendly AI. Many 

of the researches that had been conducted on unfriendly or malevolent AI often refer to fac-

tors other than the creators’ malicious intention resulting in the creation of an AI that do not 

align with human values. For example, Omohundro proposed that designing AI with rational 

economic behaviour will bring about potentially anti-social behaviour in AI,42 but did not 

address the possibility that a creator may have a malicious intent to use rational economic 

behaviour to influence an AI to possessing anti-social behaviour.  

 

Yudkowsky proposed and theorized that the lack of research in malicious intent is a result of a 

general presumption that AI will be friendly. This results in a gap in understanding and dis-

                                                 
39 Ibid.  
40 IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems (2019), s.16.  
41 Ibid.  
42 Omohundro (2014) s 2.  
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cussing unfriendly AI.43 Instead of the assumption that all creators have good intention, 

Yudkowsky proposed that a malevolent AI could be harmful in both an international or unin-

tentional manner. 44 Unintentional harm could result from a mistake in design or program-

ming of the AI, or from a failure in environment such as hardware. Intentional harm could be 

seen from the perspective or malware, where AI is created with goals or values that do not 

aligned with creating positive impact to human society.45  

 

In light of the lack of literature in this regard, this thesis accepts and uses the definition of a 

malevolent AI as proposed by Yudkowsky, where AI could be either intentionally or uninten-

tionally harmful. 

  

1.4.3 Concept of Ethics in the Context of Law  

Ethics could be understood as a morality or moral philosophy. As Hildebrandt elegantly put, 

ethics is both above and below law.46 It is below law as it does not have the enforcement of 

law; however, it could also be above law, as ethics guide the decision of developers or board 

of directors, hence having enforcement of a different sort.47 Beyond individual choices, ethics 

can play a part in democratic participation. Ethical considerations could be (and should be) 

integrated by law at a meta-level. According to Hildebrandt, ‘Law and the Rule of Law em-

brace a pragmatic meta-ethics that integrates a system of institutional checks and balances 

that safeguard the freedom to live according to one’s own ethics – though within the limits 

needed to guarantee equivalent safeguards for others.’48 Because no one specific ethical 

stance takes precedent, positive modern law stands in to coordinate behaviours that provides 

for legal certainty, justice and legal instrumentality – three values defined by legal philoso-

pher, Gustav Radbruch to be core elements of law.49 According to Hildebrandt, ethics also 

interacts with law, to the extent it helps defines meta-ethics, which guides the balancing of the 

three constitutive elements of law.50 Beyond these legal and quasi-legal instruments, ethics 

                                                 
43 Yudkowsky (2008) s.6, 38.  
44 Pistono et al (2019) s.1.  
45 Ibid.  
46 Hildebrandt (2019) Chapter 11, sec. 11.2.  
47 Ibid.  
48 Hildebrandt (2019) Chapter 11, sec. 11.2.1.  
49 Hildebrandt (2019) Chapter 2, sec. 2.1. 
50 Hildebrandt (2019) Chapter 11, sec. 11.2.1. 
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may be part of the discussion not binding in law, but considered in the process of technologi-

cal development.51    

 

As mentioned above in 1.1, Floridi defines ethics based on its interaction with law; depending 

on whether the question of ethics arises within the context of making or shaping law, or be-

yond discussion of law. Where ethics arises in aiding or shaping the law, it is considered to be 

hard ethics. Soft ethics refers to ethical principles or behaviours that go beyond compliance 

with law, and help defines the actions that should be taken where there are competing inter-

ests.52 According to Luciano, ethics is before (hard) and after (soft) law. 53  

 

One point of departure between the two scholars comes in the difference of where ethics 

stands in relation to the law in itself. Floridi defines ethics based on its interaction with law, 

thus not seeing ethics as an inner element of law itself. Hildebrandt does not see ethics as hard 

or soft ethics; but as an inner element of law. 

 

Despite the nuances between Hildebrandt and Floridi, there is a mutual consensus that ethics 

may inform development of law. If embedded into law, ethics could become hard law. Ethics 

may also inform development of quasi-legal documents such as ethical code of conduct in an 

industry, forming soft law or soft ethics.  

 

1.5 Index of Abbreviations  

 

AI Artificial Intelligence  

AIHLEG Artificial Intelligence High Level Expert Group  

AI/S  Automated Intelligent Systems 

CFREU Charter of Fundamental Rights of the European Union 

COMPAS Correctional Offender Management Profiling for Alternative Sanctions  

DPD Data Protection Directive  

ECHR European Convention of Human Rights  

EDPB European Data Protection Board  

EDPS European Data Protection Supervisor  

                                                 
51 Ibid.  
52 Floridi (2018) s.5. 
53 Floridi (2018) s.7.  
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GDPR  General Data Protection Regulation  

ICO Information Commissioner’s Officer  

IEEE Institute of Electrical and Electronics Engineers 
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2 Introduction  

Without entangling ourselves into the various technologies of today, perhaps the best way to 

sum up the challenges of the 21st century is the blurring of the borders between the online 

world and the offline world. It is suggested that humans are transitioning to an ‘onlife’ 

world,54 where we as humans partake in a world where we are still constantly discovering, 

experiencing, learning as our surroundings are somehow coming alive.55 Such description is 

especially true in regards to the creation of AI, together with the proliferation of smart cities 

and internet of things. The continuous development of brain machine interfaces and human-

oids further shifts the rapidly disappearing gap between online and offline to a disappearing 

gap between humans and machines.   

 

History had shown that an environment permeated by technology has the potential to affect 

humans in ways more fundamental that we could possibly fathom. By revisiting the impact of 

the development of writing and the printing press, the history of events highlights the plastici-

ty of human brains, and demonstrates how technology could significantly impact humans and 

the society. 56 The human mind is believed to be originally made for orality and not for read-

ing and writing. According to a study by Wolf, human ancestors used 2000 years to acquire 

the skill of reading with an alphabet instead of with pictographs and ideographs; while chil-

dren today take around 2000 days to learn how to read and write fluently.57 Research had fur-

ther shown that due to the arrival of the printing press which is akin to a ‘writing technology’, 

where human brains adapted itself to force thinking in a more rationalized and systematic 

manner, lest the exponential increase in the amount of information made available by the 

printing press.58 In the years to come, the technological development of today has the poten-

tial to reconfigure our brains and reinvent our minds, in the same way the invention of writing 

and the printing press has influenced and shaped our brains as well as the society we live in 

today. A glimpse of such eventual development can already be witnessed, with concerns of 

emotional and ethics de-skilling being raised as potential consequence of replacing human 

                                                 
54 Hildebrandt (2015) s.42; Floridi (2018) s.1.  
55 Hildebrandt (2015) s.42.  
56 Hildebrandt (2015) s.48.  
57 Hildebrandt (2015) s.48 – 49.  
58 Hildebrandt (2015) s49. 



14 

 

intimacy with non-human agents instead. 59 By replacing human relationships with non-

humans’ ones, we forget that sustaining intimate relationships is hard work; fostered through 

engagement with others to learn and develop virtues that sustain relationships. This process is 

also a development of loving as virtues and affirmation of our personhood within ourselves.60 

The plasticity of the brain means that interaction with an increasingly humanised but yet not 

fully conscious non-human agents may potentially impact the way humans think, speak and 

interact in ways we are yet to foresee.       

 

Further, the arrival of an onlife world changes our sense of agency, our welt and umwelt; 

where we mediate with non- human agents often without realisation of the subtle and sublim-

inal intervention of the artificial agents in the environment. Hildebrandt uses the words Welt 

to describe the immediate environment which an agent lives and breathes in, and Umwelt as 

the unspoken perception of an environment, read out of interpretation or institution.61 Agency 

is always relational to other agents, and is also dependant on its co-constitutive relationship 

with the environment; 62 in this case, our Welt and Umwelt. By reconfiguring our Welt and 

Umwelt, continuous permeation of technology such as AI into our everyday lives has the po-

tential to erode human autonomy, and destabilise our expectations in a hyper-connected 

world.63 For example, Google’s algorithm used in Google search engine has been improved to 

gain new functionalities, so that it will begin to understand the context and the intention be-

hinds the queries. It will begin to return results which it believes is appropriate to the intention 

of the queries, instead of taking the queries at their face value.64 By reading intention into 

questions, Google is taking the next step from merely locating appropriate information to as-

suming agency of the quire and implying motivations. In the future, a smart fridge may order 

specific cuisine or food for you based on analysing your mood expressed via your social me-

dia uploads; your Google Assistant may help you organise your day based on analysing your 

stress level expressed through your conversations with your friends. Pre-emptive computing, 

pervasive profiling and non-human agents with increased autonomic behaviours and actions 

in an onlife world will increasingly determines our environment, and thereof, affects our be-

                                                 
59 Ess (2016) s21.  
60 Ess (2016) s.19 – 21.  
61 Hildebrandt (2015) s.267.  
62 Hildebrandt (2015) s.47.  
63 Hildebrandt (2015) s.48 – 61.  
64 Nield (2019) para 1 - 10.   
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haviour. How would this change the way humans define and understand themselves and their 

environments? Would you still trust that you do not feel stressed, if your Google Assistant 

present to you a detailed speech analytics showing use of aggressive words and body scan 

analytics showing rise in body temperature, arguing otherwise?  

 

The challenges to the 21st Century is in summary, the embedding of technology in our every-

day life which comes to threaten humans in the making of their choices, their interactions 

with their environment, their way of thinking and communicating and more.  

 

2.1 Privacy as the Public Good  

 

‘‘It is not only ideas and information that are shared, but, ultimately, our very selves.’’ 65  

 

As suggested by the psychologist Altman, privacy should be understood as an ongoing nego-

tiation of the borders between the private, the social and the public. 66 An understanding of 

privacy as informational privacy is a reductive understanding that fits well with a computer 

science approach, but is one that fails to cover the vast extensive meaning of what it entails. 67 

Instead, as an enabler of boundary negotiations, privacy creates a space that allows a person to 

develop and form its own identity, free from external interferences and influences. The right 

to privacy could therefore be defined as ‘the freedom from unreasonable constraints on the 

construction of one’s own identity’.68 Just as privacy should not be a right that is taken for 

granted and which requires conscious and continuous work, identity is not something that 

should be taken for granted either. Relational character of identity renders it vulnerable to 

other agents we interact with, as well as our Welt and Umwelt. 69  Development and the pro-

cess of identity building is therefore something that require protection.70 Privacy takes on the 

important role, of giving space for one to develop themselves while being free from external 

influences. Privacy should therefore not be understood as a private interest but a public good, 

                                                 
65 Hildebrandt (2015) s.41.  
66 Hildebrandt (2015) s.79. 
67 Hildebrandt (2015) s.80. 
68 Ibid. 
69 Hildebrandt (2015) s.82 – 83.   
70 Ibid.   
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because it protects the process of identity building which is essential to a democracy and the 

civil society.71 Privacy is also a public good because it requires public interference. The pub-

lic is the sphere of the freedom to act, whereby acting is not doing or making, but speaking. 

Public sphere is therefore a space which gives one voice to speak for itself; where one chal-

lenges, reinvent and rethink oneself and the society.72 In order to have a functioning public 

sphere, privacy needs to be first protected and practised.  

 

The datafication of the society means that it is not only the devices we use which are becom-

ing constantly ‘on’, it is also us and our identity that becomes alive in the veins of this net-

work which is living and engulfing us within. As a result, the border between private and pub-

lic is becoming increasingly blurred in the onlife world. Remember that our data recorded 

digitally is not just 1s and 0s; they carry with them deductive and implied information which 

can be used to inform others our identities in both a meaningful and physical sense. The re-

cent election campaign in Norway for example, showed that right side political parties target-

ed their campaigns to those who own a Mercedes; while left side political parties targeted 

their campaigns to those who are single and go to music festivals, or enjoy snowboarding as a 

recreational activity.73 These profiles have been assumed by political parties as people are 

within their voters’ segments, and campaigns were then driven to show advertisements sup-

porting the parties to solidify support. 74 In another incident concerning a data mining and 

analytics firm, Cambridge Analytica, voters’ data have been harvested unlawfully and used to 

influence political affinities and choices, particularly targeting swing voters in both the 2016 

American election and the Brexit Campaign.75  Suddenly, targeted marketing is no longer 

about just selling stuff, but also used for making political gains and affecting political deci-

sions in a constitutional democracy. As the Information Commissioner’s Officer (ICO) had 

explained, political parties had always had access to voters’ information.76 Political broad-

casts, town hall hustling and doorstep canvassing had always been traditionally used to spread 

political messages.77 The problem with the new and evolved form of political advertising is 

                                                 
71 Hildebrandt (2015) s.82, s. 85 – 87.  
72 Hildebrandt (2015) s.82, s. 86.  
73 See news article by Klungtveit (2019).  
74 Ibid. 
75 See news article by Cadwalladr (2017).  
76 ICO (2018) s.9.  
77 ICO (2018) s.10.  
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that these are often done in a less than transparent, opaque manner.78 The creation of echo 

chamber and the opacity in our Welt means that voters receive impartial information, and 

provides for a fertile ground that perpetuates Fake News.79 These incidents demonstrate anec-

dotally the reason why privacy is important and relevant in the onlife world: it is the tool that 

protects and allows us to preserve our very selves, our identity, our opinions and the exercise 

of our fundamental rights from undesirable external influences.  

 

2.2 Data Protection Regulation in EU and Protection of Fundamental Human 

Rights  

Having elaborated the importance of privacy in an onlife world, it is little wonder that the 

right to privacy is a fundamental human right within Europe and the European Union. There 

are several legal frameworks providing for the right to privacy and data protection within Eu-

rope and the European Union. The European Convention of Human Rights (ECHR) enshrine 

privacy in Article 8, which speaks of the right to respect for private and family life.80 Right to 

privacy is also enshrined in Article 7 of the Charter of Fundamental Rights of the European 

Union (CFREU), with the right to data protection enshrined in Article 8 of the CFREU.81 

Within EU, laws such as General Data Protection Regulation 2018 (GDPR) further comple-

ments the right to data protection.  

 

Data protection laws regulate the use of data, which may have some overlap with privacy to 

the extent that one self and its voice or identity could be expressed through personal data cap-

tured in a connected world. Data protection is a subset of privacy, and a means to achieving 

privacy.82 However, privacy is the right that data protection aims to protect, and may encom-

pass expression beyond personal data. It is suggested that privacy is concerned with complex 

concepts such as identity and autonomy, while data protection on the other hand is more con-

cerned with information self-determination and control.83 It is therefore easier to create fine-

                                                 
78 ICO (2018) s.11.  
79 ICO (2018) s.3.  
80 European Convention of Human Rights, Article 8.  
81 Charter of Fundamental Rights of the European Union, Article 7 and 8.  
82 Hildebrandt (2015) s. 186.  
83 Hildebrandt (2015) s.190.  
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grained regulation on data protection, focusing on data as the core subject of regulation, in-

stead of a right such as privacy. 84 

 

While not poised and purported to solve all challenges presented by technology and AI, data 

protection laws seem to be well placed to tackle some of the challenges upfront. As seen from 

the modernisation of privacy principles by the OECD in the 80s to meet the arrival of com-

puters and the resulting increase in automated processing, data protection laws had been the 

area of law that keeps up closely with technological changes. Data protection law … provides 

a framework for rebalancing unjust inequalities, setting enforceable standards for the indus-

try that can be relied upon as a level playing field, while helping to regulate the added value 

that may be created by the use of data-driven agency… . 85 As technology such as AI thrives 

on consuming personal data, data protection laws appear to provide the right check and bal-

ance (although not all) against it. Amongst others, the data protection directive and now 

GDPR provides for the right to object to automated decision making and profiling.86 This is 

particularly important where pre-empting computing and AI will be used in contentious areas, 

making decisions that could potentially affecting a person’s rights and freedom significantly87 

(such as COMPAS algorithm, to be discussed in section below). Further, as we seen above, 

digital footprint and data collected in the onlife had been seen in several cases of being used 

for profiling and creating ‘filter bubble’ to provide for political gains. It is reasonable there-

fore, that it was the Norwegian88 and UK Data Protection Authorities89 who investigated and 

took regulatory actions in incidents related to political targeting and campaigning in regards to 

Høyre and Cambridge Analytica respectively.  

 

However, conceding that data protection laws do help regulate AI and challenges brought by 

it, the question (and debate) that remains is the extent to which it regulates data protection as 

well as ethics of using AI. Mireille Hildebrandt had long advocated that while data protection 

law strengthens the right to privacy, its protection of rights extended to several other funda-

                                                 
84 Hildebrandt (2015) s.187. 
85 Hildebrandt (2015) s.187.  
86 GDPR Article 22.  
87 Hildebrandt (2015) s.197. 
88 See for example, Datatilsynet (2019) for the investigation and order made by the Norwegian DPA against 

Høyre for their political campaign in 2013.  
89 See report ICO (2018).  
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mental human rights. As discussed, the right to privacy should not be understood in the com-

putational science perspective of only protecting information privacy. As a right that allows 

the negotiation of the border between privacy, social and the public, the right to privacy is 

essential in a constitutional democracy, where individuals should be allowed to form and de-

velop opinions in an impartial manner that is free from external interferences (cf. 2.1).  As a 

tool that protects privacy right in the onlife, data protection law can thus have larger implica-

tions than merely regulating the technological processing of the data itself. Because putting 

data together can have significant implications for a number of rights and freedoms, data pro-

tection law also extends far beyond protection of one’s privacy to regulating the consequences 

of data processing.90 Hildebrandt specifically mentioned three rights that are closely connect-

ed to the right to privacy, and are protected by the data protection legal framework: right to 

non-discrimination, presumption of innocence and right to due process.91 The cause and effect 

of the enhancement of these rights and application of data protection laws can be understood 

from the objectives of the relevant sections within data protection laws and the subjects to 

which the relevant provisions intend to regulate; as elaborated below.  

 

The legal right to non-discrimination is enumerated and codified in Article 21 and 23 of the 

CFREU,92 and in Hildebrandt’s view is embedded in Article 8 of the Data Protection Direc-

tion (DPD) – now Article 9 of GDPR. Article 9 prohibits the processing of special categories 

of personal data by default lest one of the exceptions93 in Article 9(2) applies. Special catego-

ries of data are personal data that had been assessed as particularly sensitive, and merit protec-

tion as the context of their processing could potentially having significant risks to the rights 

and freedom of the data subjects.94 Such data are outlined in Article 9(1) and include personal 

data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, 

trade-union membership, and the processing of data concerning health or sex life.95 Hilde-

brandt opines that Article 9 builds on the right to non-discrimination, and establishes a by 

default prohibition on the processing of special categories of data so as to avoid data points 

                                                 
90 Hildebrandt (2015) s. 196. 
91 Hildebrandt (2015) s. 192 – 198.  
92 CFREU Article 21 and 23. 
93 Such exceptions include explicit consent, reason of substantial public interest, vital interests of data subjects 

and more.  
94 GDPR Recital 51.  
95 GDPR Article 9.  
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such as racial or ethnic origins causing discriminatory actions against the data subjects.96 Oth-

er than Article 9, Hildebrandt further opines that the right to non – discrimination is also en-

forced in Article 22, where data subjects are given the right to object to automated decision 

making, including profiling.97  

 

When reading the text to GDPR, Recital 51 appears to support Hildebrandt’s claim by stating 

that special categories of data are … Personal data which are, by their nature, particularly 

sensitive in relation to fundamental rights and freedoms merit specific protection as the con-

text of their processing could create significant risks to the fundamental rights and free-

doms.98
 Recital 71 furthermore explicitly mentions the right to non – discrimination, by stat-

ing that data controllers have the responsibility to implement organisation and technical 

measures to ensuring that mathematical or statistical procedures that are used for profiling 

must prevent discriminatory effects on the basis of special category of personal data.99  

 

Hildebrandt is also of the view that Article 22 directly protects the right to presumption of 

innocence, by providing individuals a right to object to automated processing and profiling 

which produces legal effects concerning him or her or significantly affects him or her.100 The 

presumption of innocence can be largely understood as… a norm that addresses government 

officials after a person had been charged with criminal offence.101 A person is presumed to be 

innocent until sentenced, and the burden of proof is on the prosecutor to prove that a wrong 

had been committed. This is particularly relevant in a criminal profiling context, where pre-

emptive computing had been increasingly used and relied upon to infer future commitment of 

crime or recidivism (pre-emptive criminal profiling will be further discussed in – depth in 3.1 

below).  Hildebrandt contests that targeted monitoring based on computational inferences 

ignore the foundation of presumption of innocence, as making decisions based on inferred 

information derived from pre-emptive computing is basically acting on conducts that had not 

yet occur.102 Article 22 ensures the presumption of innocence in the event of use of pre-

                                                 
96 Hildebrandt (2015) s. 192.  
97 Hildebrandt (2015) s. 192 – 198.  
98 GDPR Recital 51.  
99 GDPR Recital 71.  
100 GDPR Article 22.  
101 Hildebrandt (2015) s.99.  
102 Hildebrandt (2015) s.99. 
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emptive criminal profiling, by providing individuals the right to object to the processing.103 

Moreover, similar to special categories of data, processing of data relating to criminal convic-

tions and offences is regulated under Article 11, which leaves the autonomy of processing 

such data primarily with public authorities.104 This ensures that the processing of criminal 

convictions and offences data will be by default prohibited and out of reach from private and 

commercial actors unless permitted by State.  

 

The last of the fundamental right protected by GDPR, is the right to due process; a right close-

ly related to presumption of innocence. Due process can be largely understood as procedural 

fairness, a right based on substantive notions of equal respect and individual liberty.105 The 

right to due process is enshrined in Article 6 of European Convention of Human Rights, 

which provides for a right to fair trial.106 Due process is important, because it provides for a 

level playing field between different actors. If a person is to contest a decision, he/she must be 

able to have equal access to the knowledge of the prosecutor or claimant.107 Due process is 

also relevant to the mechanism and system of check and balances and rule of law, by allowing 

different actors a fair chance to challenge decisions, even when it is one made by powerful 

actors, or even State.108 In this perspective, due process is enforced through transparency, 

where individuals should have the right to know that a decision or judgment was made against 

them, and they should have the right to access to how and why that decision or judgment was 

made. 109 Article 22(3) GDPR protects the right to due process, by allowing individuals the 

right to obtain human intervention, and to express his or her view and to contest the decision. 

This could be read in combination of Article 13(2)(f), which provides for the obligation to 

inform individuals of the meaningful information about the logic involved, as well as the sig-

nificance and the envisaged consequences of such processing, in the event of automated deci-

sion making including profiling.110   

 

                                                 
103 Hildebrandt (2015) s.198.  
104 GDPR Article 11.  
105 Hildebrandt (2015) s.196. 
106 ECHR Article 6.  
107 Hildebrandt (2015) s.101.  
108 Hildebrandt (2015) s.101.  
109 Hildebrandt (2015) s.101. 
110 GDPR Article 13(2)(f).  
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This thesis notes that although these are the rights that had been explicitly pointed out by 

Mireille Hildebrandt, the same line of reasoning and interpretation could be used to under-

stand GDPR as protecting an even larger range of fundamental rights. This includes for ex-

ample, the right to human dignity under CFREU Article 1, the right to freedom of thought, 

conscience and religion under Article 10, freedom of expression and information under Arti-

cle 11, and freedom of association under Article 12. 111 By allowing space for one to freely 

develop its identity, data protection law can help protect autonomy and other freedoms fun-

damental to a person.   

 

2.3 GDPR and Governance of AI Ethics   

 

If one is to adopt Hildebrandt’s way of understanding GDPR, GDPR protects not only right to 

privacy, but also other fundamental rights such as right to non-discrimination, presumption of 

innocence and right to due process in the onlife (and potentially more). This understanding 

could be important in the context of AI. As defined in section 1.4.1 above, AI is a technology 

that solves problems and improve themselves autonomously. Often, the ability to improve 

themselves autonomously is built upon the technique of machine learning and neural net-

works, which learns by absorbing large amount of data and adapt its behaviours and decision 

making accordingly.112 Where AI processes personal data either by way of interacting with 

human beings, by using personal data as part of its self – improvement mechanism, or pro-

cessing personal data in order to make decisions or provide recommendations; in other words, 

where personal data is involved in any aspect of an AI, it will be required to comply with 

GDPR in regards to its personal data processing. To the extent that AI ethics concerns the 

morality of protecting fundamental human rights, it thus appears that GDPR can already sig-

nificantly regulate the ethics of using AI – at least in a personal data use and commercial con-

text, lest the household and personal use exception stated in Article 2 (c). 113 

 

However, this is not the view currently adopted by the AIHELG, which recently issued a draft 

ethics guidelines for achieving Trustworthy AI. When one reads the AIHLEG Ethics Guide-

                                                 
111 CFREU Article 1.  
112 See article by Knight (2017).  
113 GDPR Article 2(c). Article 2(c) further outlines other exceptions which are not mentioned here on the ground 

of irrelevance.  
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lines, it appears that AIHLEG only considers privacy as one requirement of AI ethics, and 

GDPR as relevant only to the extent it helps achieve respect for privacy. This can be read by 

GDPR being mentioned only 4 times in the Guideline, 3 times in relation to compliance to 

data protection law, and 1 time as an example of a law that protects fundamental human 

rights. 114 According to the Guideline, five principles and correlated values must be observed 

to ensure that AI is developed in a human-centric manner; and these include: the principle of 

beneficence ‘Do Good’, the principle of non-maleficence ‘Do no Harm’, the principle of au-

tonomy ‘Preserve Human Agency’, the principle of Justice ‘Be Fair’, the principle of explica-

bility ‘Operate Transparently’.115 Deriving from these principles, the AIHLEG further elabo-

rated ten requirements: accountability, data governance, design for all, governance of AI au-

tonomy (Human oversight), non-discrimination, respect for (& enhancement of) Human Au-

tonomy, respect for privacy, robustness, safety, and transparency.116 The Guideline further 

provided a checklist, which can be used to assess and address the requirements for Trustwor-

thy AI.117  

 

One can thus understand the intention of the AIHLEG of issuing this guideline to ensure AI 

ethics governance in addition to existing law and regulations that may be applicable to AI. 

Similar line of thought could be found in the other guidelines and reports, where 83% (5 out 

of 6) reports and guidelines issued at the EU level either adopted or recommended ethical 

principles for the purposes of governing AI ethics. This is in stark contrast to Hildebrandt’s 

view of GDPR, where GDPR contains inner morality and ethical principles which can already 

be applied to AI ethics. In particular, one can easily spot that most of the requirements, in-

cluding that of accountability, non-discrimination, safety, robustness and transparency are 

quite similar to in the existing rules already imposed by GDPR when processing personal da-

ta. If it is possible that these aspects are already regulated by existing law, why is there a need 

for additional AI Ethics Guidelines to govern AI ethics?  

 

                                                 
114 AIHLEG Guideline s.5, 11, 17, 25.  
115 AIHLEG Guideline s. 9 – 10.  
116 AIHLEG Guideline s. 14.  
117 See AIHLEG Guideline s. 31 for the complete checklist.  
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This Thesis looked closer at the current work on AI ethics identified in a recent report118, and 

found that 50% (3 out of 6) of the reports, guidelines or recommendations issued so far on AI 

ethics at the EU level made direct or indirect reference to work done by Luciano Floridi, a 

leading Professor of Philosophy and Ethics of Information with the Oxford Internet Institute 

on digital ethics or AI ethics. This includes the report by AI4People, the AIHLEG Guideline, 

and the European Parliament Report with recommendations to the Commission on Civil Law 

Rules on Robotics. Floridi chaired AI4People, a global forum and an initiative that was 

launched by the Atonium - European Institute for Science, Media and Democracy.119 

AI4People issued a report entitled AI4People—An Ethical Framework for a Good AI Society: 

Opportunities, Risks, Principles, and Recommendations.120 The Report researched some of 

the AI ethical principles proposed, and consolidated them into 5 overarching principles: be-

neficence (defined as ‘do good’), non-maleficence (defined as ‘do no harm’), autonomy (de-

fined as ‘respect for self-determination and choice of individuals’), and justice (defined as 

‘fair and equitable treatment for all’) and Explicability (enabling the other principles through 

intelligibility and accountability).121 These exact principles were adopted with slight modifi-

cations in the AIHLEG Guidelines.122  

 

In addition, while the European Parliament’s Draft Report with Recommendations to the 

Commission on Civil Law Rules on Robotics did not make explicit reference to Floridi’s 

work, its Annex detailed recommendations to propose implementation of the following ethical 

principles: Beneficence – robots should act in the best interests of humans; Non-maleficence – 

the doctrine of ‘first, do no harm’, whereby robots should not harm a human; Autonomy – the 

capacity to make an informed, un-coerced decision about the terms of interaction with robots; 

and Justice – fair distribution of the benefits associated with robotics and affordability of 

homecare and healthcare robots in particular.123 The principles proposed appeared to be exact-

ly the same as the ones proposed by AI4People and subsequently adopted by AIHLEG. It can 

be reasonably deduced that these principles were the work of Floridi. In fact, it appears that as 

early as 2013, Floridi had championed the use of  4 core principles commonly used in bioeth-

                                                 
118 See report by Jobin et. al (2019).  
119 See Atonium European Institute for Science, Media and Democracy (2018).  
120 AI4People (2018).  
121 AI4People (2018) s. 696 – 670.  
122 AIHLEG Guideline (2019) s. 8.  
123 European Parliament (2016) s.15.  
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ics, for digital ethics; and these 4 principles being beneficence, non-maleficence, autonomy 

and justice.124  

 

How does Floridi view GDPR in the perspective of AI ethics? Further to the work with 

AI4People, Floridi also chairs in the EAG as an advisor to the EDPS. The EAG’s report enti-

tled Towards Digital Ethics,125 writes that regulations such as GDPR indicates what is legal 

and illegal, but not what is good and the best moves towards a better society. … because even 

in the EU, legislation is necessary but insufficient. It does not cover everything (nor should 

it), and agents should leverage digital ethics in order to assess and decide what role they wish 

to play in the infosphere, when regulations provide no simple or straightforward answer, 

when competing values and interests need to be balanced (or indeed when regulations pro-

vide no guidance) and when there is more that can be done over and above what the law 

strictly requires…126 The Report also points to vulnerabilities within  GDPR itself, notably 

for example, the ongoing practical difficulties in reconciling data minimisation principle with 

big data use.127 The EAB therefore, … seeks to provide concepts and arguments for dealing 

with regulatory issues not adequately foreseen, 128 and … regard this kind of ethical reflec-

tions as a means to fill critical gaps in existing legal regulations....129  It is consequently ap-

parent that Floridi’s view of GDPR is that it is an regulation that has significant flaws in deal-

ing with emerging technology and its impact, let alone being used as an instrument to govern 

AI ethics.  

 

The approach taken by Hielke Hijmans and Charles Rabb seems to be in the middle of the 

spectrum between Floridi and Hildebrandt. Their view is that as compared to the data protec-

tion directive, GDPR goes further into the realm of ethics, where a wide coverage of ethical 

principles could be observed within the text of GDPR itself. Notions such as fairness, dignity, 

transparency, rule of law and accountability are embedded and translated into actionable legal 

requirements within GDPR.130 Within the context of GDPR, these ethical principles are real-

                                                 
124 See Floridi (2013).  
125 EAG (2019).  
126 Floridi (2018) s.5. 
127 EDPS Ethics Advisory Group (2018) s.7. 
128 EDPS Ethics Advisory Group (2018) s.8.  
129 EDPS Ethics Advisory Group (2018) s.15.  
130 Hijmans et al (2018) s.2.  
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ised through compliance with the data protection principles, fair and lawful processing, im-

pact assessment and so on. Further, Hijmans and Rabb also noted that data protection laws 

should not and cannot be technically applied, and ethical judgment to balance competing in-

terests need to be applied in different contexts.131 … the application of the GDPR has to be 

based to a considerable extent on understandings of the way in which dignity, fairness and 

other values are implicated and on judgements about the compatibility of these situations with 

the realisation of, for example, a liberal democratic society based on the rule of law and hu-

man rights.132 In view of these understandings, Hijmans and Rabb proposed that advice or 

high level ethical considerations could be appropriate for the purposes of guiding DPAs or 

EDPS in the application of GDPR, or for the purposes of ensuring consistency in ethical 

standards.133 This approach combines the understanding of soft ethics in terms of steering the 

authorities to read the regulation in a manner compatible with the societal values, while ac-

knowledging that GDPR already covers extensive ethical principles in its current form and as 

lex lata, but also that it must be read with flexibility.  

 

Despite the nuanced approaches to interpreting GDPR by Hildebrandt and Hijmans et al, it 

appears that Floridi’s proposal on AI ethics had heavily influenced the work at the EU level, 

and forms the dominating narrative on discussing EI ethics. This dominating narrative is that 

GDPR is insufficient to regulating AI ethics, and that separate ethical instruments will be re-

quired to govern AI ethics. The question that follows is a reasonable one: why does Hilde-

brandt and Floridi appear to have such stark contrast in their view on GDPR?  

 

This Thesis proposes that Hildebrandt and Floridi’s vastly different interpretation of GDPR 

stems from their different positions on the role of ethics in the context of law. The next sec-

tion of this thesis outlines what these views are, and proceed to demonstrate concretely how 

those views on ethics and law impact on the interpretation of law through the case of Right to 

Explanation under GDPR.  
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2.4 Understanding Ethics and Law  

As mentioned in section 1.1 and 1.5 above, Floridi proposes that within digital ethics, there 

are differences between what is called hard ethics and soft ethics. Hard ethics is what makes 

or shapes the law. Hard ethics is what we usually have in mind when discussing values, rights, 

duties and responsibilities—or, more broadly, what is morally right or wrong, and what ought 

or ought not to be done—in the course of formulating new regulations or challenging 

existing ones.134 While soft ethics covers the same normative ground as hard ethics, it does so 

by considering what ought and ought not to be done over and above the existing regulation. 

Not against them, or despite their scope, or to change them, or to by-pass them. Soft ethics is 

post-compliance ethics.135 It must be noted that in this context, ‘hard’ or ‘soft’ ethics as de-

fined by Floridi do not carry the same meaning of enforceability in defining a legal instrument 

of being ‘hard’ or ‘soft’. Hard ethics as per Floridi, is ethics discussed in the course of formu-

lating law or challenging law. This means that as long as ethics is discussed in the context of 

law making, it is considered hard ethics. This applies when one is discussing ethics that are 

already part of the law, or if ethics is discussed to challenge or change existing law.     

 

The question that follows logically is how could one identify hard ethics that are already part 

of the law, and distinguish from soft ethics that are supposed to be above and beyond law? 

Floridi did not appear to provide an answer to this question. However, one can perhaps look at 

his way of viewing GDPR as a potential insight on how he identifies ethics in existing laws. 

In the context of GDPR, Floridi argues that hard ethics is what contributed to the process 

leading to the elaboration of the articles in GDPR. Soft ethics is the framework that contrib-

utes to enable the best interpretations of the recitals in GDPR.136 Because recitals are viewed 

as soft ethics, it thus appears that Floridi identify ethics in lex lata by taking a literal reading 

of the black and white letters of the law.   

 

Mireille Hildebrandt on the other hand, looks at the role of ethics through the definition of law 

proposed by the legal philosopher, Gustav Radbruch. Law is defined by Gustav in terms of 

three constitutive values: legal certainty, justice, and instrumentality. Legal certainty refers to 

                                                 
134 Floridi (2018) s.4. 
135 Floridi (2018) s.4.  
136 Floridi (2018) Soft ethics application to GDPR s. 2.  



28 

 

the certainty and positivity of a foreseeable response to one’s action to create social trust.137 

Justice refers to … treating equal cases equally, and unequal cases unequally to the extent of 

their inequality; while instrumentality refers to law as … an instrument to achieve a variety of 

goals that are in part external to its own functioning.138 In a constitutional democracy, not one 

single ethical stance take precedence, no less as we as a society cannot all agree on the ethical 

rules or choices; it is also considered as unethical to impose the ethics of the majority on mi-

norities.139 As such, the role of law is to coordinate behaviours in a way that provide for legal 

certainty and justice without compromising the instrumentality of law.140 For example, we 

may all agree that the market should be treated fairly, but we may not be able to agree on 

what is considered as fair. At the end, political decisions will be made on what constitute a 

fair market, follow by legal decisions that apply what the legislature had enacted. From that 

moment onwards, the law will take over and make sure that law’s instrumentality in terms of 

policy goals set by the legislature is achieved in alignment with legal certainty (foreseeability) 

and justice (distributive and proportional equality).141 While the three elements may be in-

compatible, legal decisions must strive to achieve all three, guided by meta-ethics. 142 Law 

interacts with ethics, to the extent that ethics inform the inner element, ‘justice’, of Law. Law 

also interacts with ethics, to the extent it… embraces a pragmatic meta-ethics that integrates 

a system of institutional checks and balances that safeguard the freedom to live according to 

one’s own ethics, though within the limits needed to guarantee equivalent safeguards for oth-

ers… 143 In addition to the argument that justice is both an ethical value and a constitutive 

element of law, ethics as seen by Hildebrendt is deeply ingrained in both the internal core 

element of law as well as the external application of law. In this context, law could be and 

should be interpreted flexibly to ensure the best balancing of the different elements that form 

the concept of law (being justice, legal certainty and instrumentality).  

 

One could therefore argue that Floridi looks at ethics as the means of law (the process of mak-

ing the law), while Hildebrandt looks at ethics as the ends of law (the purposes of the laws). 

                                                 
137 Hildebrandt (2019) Chapter 2, sec.2.1. 
138 Hildebrandt (2019) Chapter 2, sec 2.2.2.  
139 Hildebrandt (2019) Chapter 11, sec 11.2.1.  
140 Ibid.  
141 Ibid.  
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This thesis proposed that this is the reason underpinning the different interpretation of GDPR. 

Because Floridi distinguishes ethics based on law making, the only way one could derive the 

intent of the law makers and the ethical principles advocated thereof, is through a literal read-

ing of the text of the law.144 On the other hand, because Hildebrandt sees ethics as part of the 

law and justice as one of the purposes of the law, one could read the text flexibly to achieve 

the ethical principles presumably intended by the lawmakers.145 

 

In the next section, this thesis turns to the much contested right to explanation under GDPR to 

validate this proposal. The right to object to automated decision making is not new, and exist-

ed since the Data Protection Directive. However, the relevant provision is more articulated 

under GDPR, and had been viewed by some to be providing a right to explanation of AI deci-

sion-making when read in combination with other recitals and articles. This triggered a de-

bate, where some argued that such right does not exist; while others supported this interpreta-

tion. This debate to the existence of the right to explanation is elaborated in the light of the 

different understanding of ethics and law as advocated by Floridi and Hildebrandt.  

 

2.4.1 Myth or Fact: Right to Explanation under GDPR  

The dispute about the existence of a right to explanation under GDPR was initiated by a paper 

written by Bryce Goodman and Seth Flaxman, entitled European Union Regulations on Algo-

rithmic Decision-Making and a ‘Right to Explanation’.146 Goodman and Flaxman first ex-

plained that there is a right to non-discrimination when concerning processing of sensitive 

data, as directed by Recital 71, Article 9 and Article 22. Recital 71 states … the controller 

should use appropriate mathematical or statistical procedures for the profiling, implement 

technical and organisational measures appropriate to ensure, … that takes account of the 

potential risks involved for the interests and rights of the data subject and that prevents, inter 

alia, discriminatory effects on natural persons on the basis of racial or ethnic origin, political 

opinion, religion or beliefs, trade union membership, genetic or health status or sexual orien-

tation, or that result in measures having such an effect.  

 

                                                 
144 This deduction can be supported by the elaboration on the right to explanation written by Floridi and Wachter 

et al in the next section.  
145 Hildebrandt (2019) Chapter 11, sec 11.2.1. 
146 See Goodman et. al (2016).  



30 

 

Goodman and Flaxman then touch on the question of whether GDPR regulates direct, or indi-

rect discrimination. They propose that there are two ways to read the recitals: one of minimal 

interpretation, which interprets the rule as applicable only to discriminatory effect as a result 

of use of sensitive data. The alternative is that of maximal interpretation: which is the broader 

view that sensitive data need not be an explicit variable in the dataset, but could be in the form 

of correlated variables that reveal sensitive data.147 Goodman and Flaxman made no reference 

to the basis of the where the principles of minimal interpretation and maximal interpretation 

are derived from. In any event, they alleged that the right to non-discrimination gives rise to 

complex dilemmas of algorithm discrimination, and it is under this context that a right to ex-

planation becomes important.  

 

Goodman and Flaxman went on to argue that Article 13-14 of GDPR on transparency, in ad-

dition to Article 22 on automated decision-making and as complemented by Recital 71, effec-

tively creates for a right to explanation. This means that an explanation of an algorithmic de-

cision must be provided to data subjects.148 Goodman and Flaxman went on to elaborate the 

technical challenges to complying with this requirement, and proposed that algorithms deci-

sion-making need to be transparent, fair, and should be ethically designed with cross-

disciplinary collaboration and input.149  

 

A paper making a rhetorical counter - claim that a right to explanation does not exist at all in 

any degree under GDPR was written to rebuke and dismiss such claim completely and utterly. 

This counter-claim was made by Sandra Wachter, Brent Mittelstadt and Luciano Floridi.150  In 

the paper by Wachter et. al, the disagreement on the existence of the right to explanation in 

GDPR could be summarised on a high level as focusing on the following two elements: literal 

interpretation of GDPR and historical changes to the GDPR. To start with the point on a lit-

eral interpretation of GDPR, Wachter et al. argues that a right to explanation had not been 

specifically or explicitly mentioned in Article 22. Instead, it is only explicitly mentioned in 

Recital 71.151 As Recital 71 is not a legally binding requirement per se but merely act as a 

                                                 
147 Goodman et. al (2016) s.4.  
148 Goodman et. al (2016) s.1, s.6.  
149 Goodman et. al (2016) s.7.  
150 Wachter et. al (2017) s 1.  
151 Wachter et. al (2017) s.9.  
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guidance to the interpretation of the articles, a right to explanation is therefore not legally 

mandated under GDPR. 152  

 

Further, Wachter et. al are of the view that principle of fair trial under the European Conven-

tion of Human Rights and Article 47 of the Charter of Fundamental Rights of the European 

Union and the rule of law means that rights must be explicitly legally established beyond rea-

sonable doubt before enforcement. This argument suggested that as a right to explanation is 

not explicitly mentioned in GDPR, it follows that it would be principally unfair to data con-

trollers if it exists. 153 Wacher et. al also concluded that an ex post right to specific decision 

cannot have been provided by law as it is not logically possible and would be incoherent.154 

This is because Article 13 and 14 requires that information be provided prior to processing, 

and it would not be possible to provide ex post information to data subjects prior to the pro-

cessing even being started. Such right is much of a right to information, and could not be 

stretched to a right to explanation. 155 Further, reading right of explanation into the text would 

make the other terms incoherent, which was deemed to be undesirable. … interpreting “logic 

involved” to grant an ex post explanation of specific decisions would mean the other terms of 

Article 15(1)h would be incoherent, if the right of access was invoked after a decision was 

made… the usage of different language between the two would be odd….156 

 

Wachter et. al also looked at the difference in the text between the 1995 Data Protection Di-

rective and the eventual wording of GDPR. In their view, the lack of significant difference in 

the wording despite repeated negotiations between European Counsel and Parliament indi-

cates a lack of willingness in creating such right.157 The paper further looks into member 

states’ interpretation of the Directive,158 and argued that a right to explanation, specifically for 

an ex post explanation of specific decision does not exist; and that such right as it currently 

stands exists only for ex ante explanation of system functionality.159    

                                                 
152 Wachter et. al (2017) s.10.  
153 Wachter et. al (2017) s.11.  
154 Wachter et. al (2017) s.15.  
155 Ibid.  
156 Wachter et. al (2017) s.19.  
157 Wachter et. al (2017) s.13, s.20.  
158 Wachter et. al (2017) s.13, s.21 -25.  
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Curiously, the right to non-discrimination had not been debated or discussed in the paper, 

despite the right to non-discrimination being the reason igniting the discussion.  

 

If one is to take a moment in reflecting the stance taken by Wachter et. al, it can be deduced 

that this interpretation of GDPR seems largely consistent with Floridi’s stand on hard and soft 

ethics; no less because Floridi had been listed as a co-author of the paper. Recalling Floridi’s 

approach of understanding ethics and interpreting GDPR, recital 71 which explicitly spells out 

the right to explanation is soft ethics and a kind of post compliance requirement. Even though 

the word soft ethics was not used to describe recitals, the paper by Wachter et al. clearly artic-

ulated the view that recitals assume no enforceability and does not in any way indicate for a 

right to explanation under GDPR. 160  

 

Following the paper by Wachter et.al, various government institutions, including House of 

Commons’ Science and Technology Committee and House of Lords Committee on AI, were 

commissioned to enquire further on the lack of a right to explanation in GDPR which ought to 

be remediated.161 

 

Andrew Selbst and Julia Powles follow up with a paper that heavily criticises Wachter et al. 

In the words of Selbst and Powles: this rhetorical gamesmanship is irresponsible and could 

have disastrous real-world effects.162 In particular, they emphasise that the paper by Wachter 

et. al provides for a supporting argument to dilute or evade the requirement to provide mean-

ingful information about the logical involved as spelled out under Article 13. They are of the 

view that the approach by Wachter et al. downplay the significance of the right for explana-

tion by calling it a right to information. They have noted that the paper by Wachter et. al had 

already been quoted in other works, and will create ripple effects across the field.163  

 

Similar to the view of Hildebrandt and Hijmans and Rabb on GDPR and ethics, Selbst and 

Powles see GDPR as a law with the aim of protecting a fundamental human right, meaning 

                                                 
160 See Wachter et. Al (2017) s 9 – 10.  
161 Thompson (2019) s.1.   
162 Selbst et. al (2017) s.13. 
163 Selbst et. al (2017) s.13.  
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that it warrants a flexible approach that interpret the letters of the law which veer towards 

justice, even if it may compromise legal certainty. 164 According to Selbst and Powles, a lack 

of mention of the explicit right to explanation should not be understood as meaning that such 

right does not exist. In their view, the purpose of GDPR is to provide for more robust right to 

the data subjects, and a flexible approach to interpreting GDPR should be adopted to ensure 

strengthening of data protection as a fundamental right.165  

 

On the particular understanding of the use of the word meaningful in Article 13, which de-

scribes information to be provided to data subjects should include … meaningful information 

about the logic involved: ‘‘… We consider one other possibility. Perhaps their (Wachter et. 

al) understanding corresponds to a thin understanding of “meaningful,” akin to an autonomy 

placebo. This is why we distinguish between the autonomy rationale for explanation and the 

instrumental one. If “meaningful” just means “enough information so that people do not feel 

like they entirely lack control,” then it is conceivable that Wachter, et al.’s separation can 

exist and comply with the GDPR because people differ wildly on such a subjective metric. In 

this case a basic explanation of the system functionality akin to “we examine features X, Y, 

and Z and determine an outcome” could, in theory, suffice. But neither an instrumental nor a 

more robust autonomy rationale would permit the distinction they draw. And such an inter-

pretation seems to go against the purpose of the GDPR to ensure more robust rights for data 

subjects.’’166 Andrew and Julia further argues that devising specific rules that lay out a right to 

explanation in a methodical way would hinder innovation and beneficial use of AI, which 

explains why the requirements under Article 13 – 15 are written the way they are. 167 

 

Unsurprisingly, Hildebrandt similarly supports that a right to explanation exists under GDPR. 

Mireille Hildebrandt wrote a paper outlining the right to explanation prior to Wachter et al, 168 

and was consulted in the paper by Selbst and Powles.169 

 

                                                 
164 Selbst et. al (2017) s.16. 
165 Selbst et. al (2017) s.7. 
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As of the day this paper is written, the right to explanation has yet to be challenged or validat-

ed at the Court of Justice of European Union, thus leaving a question mark on the status of the 

interpretation by the judiciaries.  

 

2.5 Unintended consequences? Impact on the Discourse of AI Governance  

 

This debate on right to explanation demonstrates that diverse understanding of the role of eth-

ics in law can result in different interpretation of the text of GDPR.  By understanding ethics 

as inherently part of the law, GDPR has a larger application that can provide for stronger 

rights and duties, such as the right to explanation. On the other hand, adopting the approach 

by Floridi and seeing recitals as soft ethics results in a literal reading and restrictive interpreta-

tion of the text in GDPR.  

 

Aside from the right to explanation, Wachter et. al, argued that Article 22 GDPR, which pro-

vides for the right to object to automated decision making, could be easily circumvented. This 

is because Art. 22 (1) states that ‘the data subject shall have the right not to be subject to a 

decision based solely on automated processing, including profiling, which produces legal ef-

fects concerning him or her or similarly significantly affects him or her.’ With emphasis on 

the word ‘solely’, Wachter et. al raised the doubt that even the most trivial human intervention 

would render the right to object to automated decision –making inapplicable, as it will mean 

that the processing will no longer be solely automated.170 This view had been rebutted to a 

certain extent by the EDPB, which stated that controller cannot avoid Art. 22 by fabricating 

human involvement,171 meaning that placing a human just to stamp the decision will not work 

to circumvent Art. 22. 172  

 

Further, Wachter et. al takes a literal approach to interpreting the law as it is; basing on the 

linguistic and literal meaning of the words, without resorting to the nature of GDPR being a 

regulation that aims to protect fundamental human rights. Understanding this approach from 

the definition of law provided by Gustav Radbruch, Wachter et. al took an approach to read 

GDPR that favours legal certainty over justice. This argument is supported by the mentioning 

                                                 
170 Wachter et. al (2017) s.13, s.33.  
171 EDPB (2017) s. 19.  
172 Hildebrandt (2019) sec 10.3.3.3. 
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of the right to fair trial and the rule of law by Wachter et. al, believing that a right (and the 

corresponding duties) must be explicitly legally established beyond reasonable doubt before 

enforcement in order for it to be fair. 173 According to Wachter et. al, … it would be highly 

controversial to impose fines on data controllers without having previously clarified explicitly 

and beyond doubt what duties must be met.174  

 

The resulting interpretation of GDPR that follows have very real consequences to the future 

modus of governing AI ethics. Adopting the Hildebrandt’s interpretation of GDPR means that 

ethical guidelines, code of conducts and principles are useful but not essential to ensuring 

ethical AI use, while adopting Floridi’s view of GDPR suggests the opposite. As a point of 

clarification, this thesis does not claim to have an answer to the sovereignty of one approach 

over the other. However, as noted above, 50% of the current guidelines issued at the EU level 

were based predominantly on Floridi’s suggestions on digital ethics. Further, at closer exami-

nation, only 1 of the 6 reports and guidelines issued at the EU level suggested to investigate 

the scope of current law in regulating AI ethics, with all the others omitting this particular 

step. This raises serious questions about the methodology adopted by the policy makers when 

developing the reports and guidelines, where the merits of alternative interpretations and ap-

proaches are completely ignored.  

 

Upon reviewing the approaches taken by Floridi and Hildebrandt respectively, it is the view 

of this thesis that the way Floridi views ethics in law (and consequently his interpretation of 

GDPR) is flawed; not in his interpretation of ethics, but in his interpretation of law. By view-

ing ethics in the context of law making instead of law, or in other words, means of law instead 

of ends of law; there seems to be an assumption that the objective of laws is purely to deter-

mine what is legal and what is legally not. Guidance that helps interpret law to achieve a bet-

ter society is accordingly classified as above and beyond legality and the law, or post compli-

ance. This view simplifies the complexity of the concept of law. The role of positive modern 

law as explained by Hildebrandt, is to strike the right balance between legal certainty, justice 

and instrumentality with the guidance of meta-ethics.175 These elements are not always com-
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patible, and achievement of one element may be compromising another.176 Using this ap-

proach, one could understand that in writing legal text in a restrictive way, lawmakers maybe 

compromising justice, but simultaneously helping provide legal certainty. If it is agreed that 

justice may be more important than legal certainty in a law that regulates fundamental human 

rights,177 one can opt to deduce the legislator’s intention of taking out the explicit right to ex-

planation from the actual GDPR text to the recital as a way of leaving room for interpretation 

to achieve justice, despite with the understanding that such action may compromise legal cer-

tainty.  

Further, … legal certainty, one of the core values of the law, is not about fixating the meaning 

of legal norms once and for all. Instead, legal certainty targets the delicate balance between 

stable expectations and the ability to reconfigure or contest them.178 Floridi and subsequently 

Wachter appears to misunderstand legal certainty solely from the expectation of those bound 

by the law and the according principle of fair trial. A literal reading of law with the sole goal 

of achieving a narrow view of legal certainty risks putting the role of law at risk of collapsing 

into a positivism that separates law from morality and politics.179 The effect of such mechani-

cal interpretation can be summarized by Hildebrandt as: … law is turned into an unresponsive 

and mechanical form of administration.180  

This thesis therefore supports the approach advocated by Mireille Hildebrandt, which demon-

strated understanding in both ethics and law. As discussed, these different perspectives can 

have unintended impact on the discussion on AI ethics governance. It is the imperative of this 

thesis to draw attention to alternative views on the role of ethics in law as advocated by Hil-

debrandt, Hijmans and Rabb; where AI ethics governance can be built on the bedrock of ex-

isting legislations and regulatory framework.  

 

Part 2 of this thesis therefore challenges the current narrative to ethical AI governance by ar-

guing that GDPR is already sufficient to regulating ethical use of AI. This is validated through 

applying Hildebrandt and Hijmans and Rabb’s approach to reading and applying GDPR to 

                                                 
176 Hildebrandt (2019) Chapter 2, sec. 2.1.  
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two AI, Correctional Offender Management Profiling for Alternative Sanctions (COMPAS) 

and DeepNude.  

 

3 An Analysis into Ethical AI Use as Regulated by GDPR 

 

As discussed above, one of the direct consequences of living in an Onlife, is the permeation of 

technology in the everyday life that assumes increased significance and impact at both per-

sonal and societal level. From this perspective, the use of algorithms and AI in the US Crimi-

nal Justice System greatly demonstrates this point. A report shows that over 60 automated   

systems   have   been   adopted   in   various   stages throughout the American  criminal  jus-

tice  system; this includes solutions such as PredPol, Level of Service Inventory (LSI), Public   

Safety Assessment (PSA), Post Conviction Risk Assessment (PCRA), and Correctional Of-

fender Management Profiling for Alternative Sanctions (COMPAS).181 These algorithms are 

used for a range of purposes: from sentencing, assignment of bond amount to assisting judges 

in making judicial decisions; these algorithms and AI are assuming an important role in the 

decision making process that can impact a person significantly.182 These particular uses of 

machine learning algorithms can be loosely defined as predictive policing, where policing is 

based on taking data from disparate sources, analyzing them and then using results to antici-

pate, prevent and respond more effectively to future crime.183  

 

The trend and the use of these algorithms seems to be justified by the unique problem faced 

by the US in regards to penal population. US has 5 times the international average of penal 

population, with nearly 2,2 million people behind bars.184 Risk assessments that had been au-

tomated in the form of algorithms or AI had therefore been justified as an enabler that allows 

the criminal justice system to be more ‘fair’, because risk assessment tools provide additional 

information to existing data in the decision making process. 185 It is also a cost effective 

measure of expediting processes and prioritising resources.186 Under this pretext, various as-

sociations connected to the judiciary, including the Conference of Chief Justice and the Amer-

                                                 
181 Liu et al. (2018) s.5.  
182 Propublica (2016) para 7.  
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ican Bar Association openly encourage and support the use of risk assessments to reduce re-

cidivism and increase public safety. 187  

 

These same reasoning motivated the use of COMPAS. COMPAS is a predictive algorithm 

that had been developed by a private for-profit company, Northpointe Inc.. In the US where 

there is a high rate of incarceration, using COMPAS to provide risk scoring for the defendants 

is claimed to be appealing, as it can be used to help determine who should be incarcerated and 

for how long. 188 This thesis chooses COMPAS as a case study, because of the prolific discus-

sions on the definition of fairness specifically concerning COMPAS. COMPAS was claimed 

to be indirectly racially discriminatory by a non-profit organisation, and this triggered a wave 

of debates on algorithmic fairness. In addition, a court case alleging that use of COMPAS 

violates the fundamental rights to presumption of innocence and due process was instigated in 

the US, and provides invaluable insights into the US judiciary’s view on AI ethics. While it is 

known that COMPAS uses 137 data points to determine the risk score, the detailed working 

of the COMPAS algorithm was not disclosed due to trade secrecy and intellectual property 

reason.189 The ongoing discussions on these issues make COMPAS an interesting case study.  

 

In addition to COMPAS, 3.5 will also look into the case study of DeepNude. DeepNude is an 

app created using pix2pix, an open-source algorithm developed by University of California, 

Berkeley researchers. 190 Pix2pix uses generative adversarial networks (GANs), which work 

by training an algorithm on a huge dataset of images. The algorithm used by DeepNude is 

similar to the one used in deepfake videos.191 In this case, DeepNude was trained on thou-

sands of naked images of women, and can be used to remove clothing of women in images; 

making the subjects look realistically nude. It was available for purchase by the public for $50 

before it was shut down by the creator quoting ethical reasons.192  

 

While it was claimed by the creator that DeepNude was not created with an intention to harm, 

it falls within the definition of malevolent AI proposed by Yudkowsky. Creation of Deep-

                                                 
187 State v Loomis (2016) 1 – 2.  
188 Propublica (2016) para 21 – 22.  
189 Corbett-Davies (2016) pare 18 – 20.  
190 Cole (2019) para 3.  
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Nude have a negative rather than positive impact on humanity, especially in light of its impact 

to women as well as the current issue of revenge porn.193 Interestingly, the creator of Deep-

Nude quoted that he was motivated by ‘genuine curiosity and desire to learn’, and that the app 

was created purely for entertainment reasons and not with intention of creating harm to any-

one.194 The eventual creation of the app was an after fact of a moral reasoning process, where 

the creator decided that the app was acceptable since the effect of DeepNude could be 

achieved through using Adobe Photoshop. Someone ‘would have created it anyway since the 

technology is there.’ 195 On this basis, DeepNude presents an interesting case study as an ex-

ample of malevolent AI.   

 

3.1 Defining Fairness: COMPAS Case Study   

 

The claim that COMPAS’s algorithm is racially discriminatory and unfair first emerged in 

2016, when non-profit organisation ProPublica obtained the risk scores assigned by COMPAS 

and conducted analysis over the dataset. Although race is not one of the requested input on the 

137 item questionnaire used by the algorithm to predict the rate of recidivism, ProPublica 

found that the algorithm has twice as high false positive rate for black defendants than white 

defendants, and white defendants are mistakenly labelled as low risk recidivists more often 

than black defendants.196 ProPublica reasonably concluded that the COMPAS algorithm is 

therefore racially biased and unfair.  

 

Northpointe Inc. rebutted the allegation, and claimed that the algorithm is fair as it achieves 

both predictive parity and accuracy equity. Predictive parity is defined in the statistical world 

as being satisfied if two groups being subjected to a model have an equal positive predictive 

value.197 In the context of COMPAS, there are two risk categories: low and medium/high. In 

the view of Northpointe Inc, the COMPAS algorithm achieves predictive parity, as the pro-

portion of defendants who reoffend within the two risk categories is the same regardless of 

race.198 Accuracy equity on the other hand is satisfied, if the two groups have equal prediction 
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accuracy within their group. 199 This means that if black and white defendants within their 

respective groups have equal chance of having positive or negative assigned to them, accura-

cy equity is achieved.200  

 

Northpointe Inc. further pointed out that the statistics discovered by ProPublica is due to the 

higher base rate of black as versus white defendants, not due to the algorithm being racially 

biased.201As black defendants are historically more likely to recidivist compared to white de-

fendants, it follows that a higher proportion of black defendants will experience false positive 

than white defendants.202 Therefore, Northpointe Inc. contended that the COMPAS algorithm 

is mathematically fair, and do not discriminate against different races. 

 

The position advocated by ProPublica on one side, and Northpointe Inc. on the other raisesd 

an interesting question: is COMPAS fair, or unfair? Which definition of fairness should be 

adopted in assessing the fairness of algorithms? On one hand, an algorithm can be mathemati-

cally fair as it achieves predictive parity and accuracy equity in the statistical model. On the 

other, one can also argue that while the algorithms is mathematically fair, it is unfair to an 

individual, because an individual is subject to higher error rate based on his/her race. At-

tempts to resolving this problem and achieving fairness under both criteria had been futile so 

far, leading to the conclusion that these two notions of fairness may be incompatible.203 

Where does the law stand in light of this apparent incompatibility?  

 

Aside from the question on fairness in algorithm, there are also doubts on the fairness in the 

use of the algorithm in legal decision making process. An experiment with human volunteers 

found that in a group setting, the predictive accuracy based on 7 pieces of information was 

67%, higher than the 65% achieved by COMPAS. 204 Further, an experiment developing an 

algorithm which used only 3 pieces of information: age, sex and prior convictions, was found 

to predict recidivism by COMPAS.205 As details of the algorithm was not provided by North-
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pointe Inc. due to trade secrecy reasons, doubts are understandably inevitable on the operation 

of the algorithm. In light of all of these factors, can one argue that regardless of the fairness of 

the algorithm, the use of the algorithm in the legal decision making process by itself is unfair?  

 

Both questions of fairness in algorithm and fairness on use of COMPAS algorithm in a legal 

decision making process had been put to test in State vs Loomis in the Wisconsin Supreme 

Court.  

 

3.1.1 State vs Loomis  

 

Loomis was charged by the State on 5 criminal charges, on the allegation that he was the 

driver involved in a drive by shooting. Loomis denied involvement, but pleaded guilty on 2 of 

the lesser criminal charges: attempting to flea a traffic officer and operating a motor vehicle 

without owner’s consent.206 In deciding the sentencing, the circuit court ordered a Presentence 

Investigation Report (PSI), which contained COMPAS risk scoring.207 Loomi’s COMPAS 

risk scores indicated that he presented a high risk of recidivism, but the PSI report itself came 

with a caution against the use of risk scoring. In particular, the instruction stated that … it is 

very important to remember that risk scores are not intended to determine the severity of the 

sentence or whether an offender is incarcerated.208 Despite the instruction, the circuit court 

ruled out probation and sentenced Loomis to six year imprisonment and 5 year extended su-

pervision; making reference also to the COMPAS risk score in the sentencing explanation.209  

The circuit court stated … “You’re identified, through the COMPAS assessment, as an indi-

vidual who is at high risk to the community. In terms of weighing the various factors, I’m rul-

ing out probation because of the seriousness of the crime and because your history, your his-

tory on supervision, and the risk assessment tools that have been utilized, suggest that you’re 

extremely high risk to re-offend.”210 

 

                                                 
206 State v Loomis (2016) para 11.  
207 State v Loomis (2016) para 12.  
208 State v Loomis (2016) para 17. 
209 State v Loomis (2016) para 19.  
210 State v Loomis (2016) para 19. 
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Loomis requested a new sentencing on two basis: violation of due process right and the con-

sideration of read in charges in the sentencing. 211 The circuit court dismissed the appeal on 

the basis that the sentencing would have been the same regardless of the COMPAS risk score. 

212 Loomis appealed this decision further at Wisconsin Supreme Court, focusing specifically 

on violation of due process right and the COMPAS element. Loomis claimed that such use: 

(1) … violates a defendant's right to be sentenced based upon accurate information, in part 

because the proprietary nature of COMPAS prevents him from assessing its accuracy; (2) it 

violates a defendant's right to an individualized sentence; and (3) it improperly uses gendered 

assessments in sentencing.213 

 

All three claims are rejected by Wisconsin Supreme Court. On the first claim, the Court con-

sidered that COMPAS uses largely static information and limited set of dynamic variables for 

calculating the risk scores.214 To the extent that the information used was either public infor-

mation or information provided by Loomis himself, the Court considered that Loomis had 

sufficient opportunity to contest the accuracy of the information.215 Further, Loomis was giv-

en the same PSI report, which means that he could have assessed and argued the accuracy of 

the information. This is so even though Loomis do not know precisely how the information is 

being used to calculate the risk score.216 The Court rejected the second claim on the basis that 

the sentencing decision was not made based purely on COMPAS risk score.217 As the decision 

was made in combination with other information which was individual to Loomis, the claim 

was invalidated.218 Lastly, the Court rejected the third claim on the basis that a gender neutral 

risk assessment would provide inaccurate results for both men and women.219 Because risk 

assessments that do not differentiate between men and women will misclassify men and 

women, the failure to take gender into consideration, at least when predicting recidivism risk, 

itself is unjust… thus, if the inclusion of gender promotes accuracy, it serves the interests of 

                                                 
211 State v Loomis (2016) para 23.  
212 State v Loomis (2016) para 27.  
213 State v Loomis (2016) para 34.  
214 State v Loomis (2016) para 54.  
215 Ibid.  
216 State v Loomis (2016) para 53, 55, 56.  
217 State v Loomis (2016) para 72, 74.  
218 Ibid.  
219 State v Loomis (2016) para 77.  
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institutions and defendants, rather than a discriminatory purpose.220 The Court also empha-

sised that the use of COMPAS risk score in the decision making process is acceptable as long 

as instructions are attached to the PSI report.221  

 

Note that Loomis did not allege indirect discrimination of COMPAS on the basis of race as 

alleged by ProPublica and Liu et. al.  

 

The decision of the Wisconsin Supreme Court attracted significant criticisms.222 It was criti-

cised for failing to consider the ‘anchoring effect’ of courts using such tools, where written 

warnings and instructions had been found to be ineffective in deterring the judges from being 

affected by the information presented.223  Further, it was pointed out that the decision as-

sumed Loomis had the means to challenge the information before the court, which was in fact 

hindered by the lack of transparency on how the algorithm works, and failing to consider po-

tential indirect discrimination on the basis of race.224   

 

As the next sections demonstrate, these criticisms will likely find grounds in Europe under 

existing regulatory framework.  

 

3.2 Predictive Policing in Europe   

 

Similar to the US, Europe is increasingly resorting to the use of data and technology to drive 

effective policing.225 This includes the use of machine learning algorithm to aid custody deci-

sion making in the UK, called the DURHAM’s Harm Risk Assessment Tool (HART).  HART 

uses 37 input variables, and predict the individuals’ recidivism probability in the next two 

years. Offenders who scored as medium risk will be introduced to the ‘Checkpoint Program’, 

a program designed to reduce re-offending. This means that individuals who are scored as 

                                                 
220 State v Loomis (2016) para 83.  
221 State v Loomis (2016) para 87 – 93.  
222 See Harvard Law Review (2017), Liu et al. (2018).  
223 Liu et al. (2018) s 11.  
224 Liu et al. (2018) s 11 – 13. 
225 See Jensen (2018) for a summary of the various technological initiatives taken by police forces in different 

member states.  
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‘high’ will not be given this opportunity, and will go through the normal court process in-

stead.226   

 

According to Babuta et al.,use of predictive policing tool such as HART in the UK is prob-

lematic under a range of legal, ethical and regulatory frameworks, including that of UK polic-

ing regulation, data protection law, administration law and CFREU.227 The issues raised can 

be classified into three categories: discretion and accountability, transparency and intelligibil-

ity and fairness and bias.228 Under the law enforcement regulatory framework, various codes 

and legislations regulate and constraint officers’ discretion. Introduction of predictive policing 

raises difficult questions on compliance with the applicable law enforcement framework regu-

lating discretion, as the exploratory use of predictive policing means that officers may become 

over reliant on inaccurate and incomplete data. Further studies need to be conducted on how 

the output of the algorithms fetter discretion of officers, to the extent it goes beyond being a 

mere decision support tool.229 In addition, UK Data Protection Act 2018230 provides safe-

guards for individuals in relation to significant decisions made based solely on automated 

decision-making. These obligations ensure that discretion are appropriately exercised in law 

enforcement context, therefore securing accountability.231  

 

The transparency and intelligibility issue is closely connected to the black box issue concern-

ing algorithmic decision making, where explicability and audibility of the technical operations 

of the algorithms are currently under discussion but had yet to be solved.232 Process transpar-

ency is also in question, with the right to due process being challenged when using predictive 

policing. Article 6 of the ECHR and the principle of equality of arms and adversarial proceed-

ings provide for such right, in addition to the duty to give reasons within administrative law 

both before and after the decision – making.233 This duty supplements the right to object to 

automated decision making under data protection law (as recalled, this was the view by 

                                                 
226 Babuta et al. (2018) s6 – 7.  
227 Babuta et al. (2018) s 29.  
228 Babuta et al. (2018) s 11 – 28.  
229 Babuta et al. (2018) s 11.  
230 UK implementation of GDPR.  
231 Babuta et al. (2018) s 13.  
232 Babuta et al. (2018) s 19 – 20.  
233 Babuta et al. (2018) s 20.  
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Goodman and Flaxman), so that individuals gain sufficient transparency to challenge the deci-

sion made.234  

 

Lastly, the issue of fairness and bias is related to Article 14 of ECHR, the right to freedom 

from discrimination; and right to privacy under both Article 8 of ECHR and UK Data Protec-

tion Act.235 While algorithms could be argued to help overcome human biases in the decision 

making process,236 the algorithm and the dataset used to train the algorithm may contain bias-

es not easily detected. Inherent biases in criminal dataset towards a certain group of individu-

als could further contribute to unfair treatment.237 Proportionality of such use is also ques-

tioned, with the delicate balancing exercise of public purposes being pursued as compared to 

the rights of individuals being compromised in this process.238 

 

Use of predictive policing in the European context therefore raises significant regulatory chal-

lenges under existing European regulatory framework. Similar to HART, it could be reasona-

bly expected that should COMPAS is introduced and used in Europe it would raise similar 

concerns. The next section focuses on data protection law, and examines concretely how 

COMPAS would be evaluated on the issues of accountability, transparency and intelligibility, 

and fairness and bias under GDPR.  

 

3.3 How GDPR will regulate use of COMPAS  

 

According to Hildebrandt, the methodology of legal protection by design (LPbD) is necessary 

to regulate the onlife. LPbD refers to the capability of translating legal conditions into tech-

nical requirements, while directing the law towards justice, legal certainty and instrumentali-

ty.239 There are three LbPD requirements that could be found within GDPR: Data Protection 

Impact Assessment (DPIA) under Art. 35, Data Protection by Design and by Default (DPbD9 

under Art. 25, and Right to object to Automated Decision Making under Art. 22.  
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Art. 35 requires that a DPIA be conducted if the processing is likely to result in high risk to 

the rights and freedom of natural persons.240 Art. 36 further states that data protection authori-

ties should be consulted, if the DPIA indicates that in absence of measures taken to mitigate 

the risks, the processing would result in a high risk.241 Hildebrandt notes that as the DPIA 

should not regard merely violation of obligations within GDPR but also on ‘rights and free-

doms of natural persons’, the assessment will necessarily need to regard how the processing 

impact the general rights of a person.242 Further, as the reference made is not the data subject 

itself but of natural persons, the impact needs not be on the person whose data is processed; 

but also of persons in general.243  In Hildebrandt’s view, when addressing fairness, one should 

shift away from addressing ‘fairness’ to addressing ‘unfairness’.244 While what is unfair may 

not be fair, according to the wording in Art. 35, there is already a legal obligation to at least 

remedy ‘unfairness by design’,245 if it can be interpreted that the unfairness will impact ad-

versely on the rights of natural person.  Indeed, this is a clever way of solving the dichotomy 

on the competing definitions of fairness. While GDPR had not defined what is fair, it aims to 

protect rights and freedom of individuals, and therefore regulate and remedy at least unfair-

ness.  

 

Should this line of reasoning is adopted, it is not difficult for one to see that the use of COM-

PAS to assist in sentencing is a high risk processing due to the significant impact to the rights 

and freedom of individuals, In particular, without going into the mathematical notion of ‘fair-

ness’, COMPAS would raise issue particularly concerning individuals who may be unfairly 

impacted due to their ethnicity, despite this being an indirect inference out of the COMPAS 

algorithm. Suitable and appropriate measures must as a result put in place to address the risks, 

… to ensure the protection of personal data and to demonstrate compliance with this Regula-

tion taking into account the rights and legitimate interests of data subjects and other persons 

concerned.246 While it can be argued that COMPAS will come with a user warning, the argu-

ment of which had been used by Wisconsin Supreme Court; the data controllers may still need 

to consult the data protection authorities if the residual risks remain high.  

 

Similarly, the requirement of DPbD requires that data controllers take appropriate organisa-

tional and technical measures to implement data protection principles in an effective manner 

                                                 
240 GDPR Art. 35(1).  
241 GDPR Art. 36(1).  
242 Hildebrandt (2019) Chapter 10, sec. 10.3.3.1.  
243 Ibid.  
244 Hildebrandt (2019) Chapter 11, sec. 11.3.2.  
245 Hildebrandt (2019) Chapter 11, sec. 11.3.4.  
246 GDPR Art. 35 (7)(d).  
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and to integrate safeguards into the processing to both meet the requirements of GDPR and 

protect the rights of the data subjects.247 On the basis of unfairness to the data subjects, it is 

unlikely that COMPAS will satisfy this requirement. Additionally, different experiments had 

demonstrated that lesser data points could achieve higher accuracy than COMPAS. The need 

for 137 data point for COMPAS to risk score thus raises question on the data minimisation 

principle.  

Lastly, Art. 22 provides that data subjects should have the right not to be subject to a decision 

based solely on automated decision making, including profiling, which produces legal effects 

concerning him or her or similarly significantly affects him or her.248 EDPB had clarified that 

Art. 22 is a prohibition by default, with applicable exceptions. In the event of exceptions, 

measures must still be in place to safeguard data subjects’ rights, freedoms and legitimate 

interests.249 Further, as discussed above in sec 2.4.1, Recital 71 together with Art. 13 and 14 

requires that information be provided in such circumstances, including meaningful infor-

mation about the logic involved and the significance and the envisaged consequences of such 

processing for the data subject.250 Hildebrandt opines that these rights relate directly to the 

right to presumption of innocence and due process, as the prohibition mitigate erosion of the 

presumption of innocence; while the transparency obligation ensure that the decision made 

can be contested.251  

Indeed, a general prohibition under Art. 22 would have provided data subjects such as Loomis 

the right not to be profiled by COMPAS, requiring alternative handling instead. Even if man-

ual handling or human involvement would be involved at some stage to review the risk score, 

safeguards would still need to be in place to protect data subjects’ interests and rights. This 

means that in addition to the provision of meaningful information to data subjects, appropriate 

complaint making process should also be in place so that meaningful opportunity can be given 

to contest data quality and data accuracy of the information; as well as the decision made bas-

ing on those information.  
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249 EDPB (2017) s. 19.  
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48 

 

In short, DPIA and DPbD work together to ensure the avoidance of unfairness and bias in 

personal data processing, and therefore ensuring accountability. The right not to be subject to 

automated decision-making and transparency obligation further ensures presumption of inno-

cence and due process.  

3.4 How GDPR will regulate use of Deepnude  

 

Similar to the argument against the use of COMPAS for sentencing assistance, it can be ar-

gued that DeepNude would not satisfy the DPIA and DPbD requirements under GDPR. As 

Art.35 requirement for DPIA is not limited to assessing impact of the person whose photo-

graphs are being uploaded, but anyone who could be impacted – which is all women in this 

case, it is likely that the processing would present high risks. This risk cannot be remediated 

due to the inherent nature of the app itself. This means that the creator of DeepNude has to 

consult the data protection authorities, if he is to proceed with the app. Further, use of Deep-

Nude present significant risks and impact to women, especially victims of revenge porns. The 

DPbD requirement under Art.25 is therefore also unlikely to be satisfied. Art. 22 do not apply 

to DeepNude, as there is no decision being made under DeepNude.  

 

Perhaps what is interesting about DeepNude is the purely personal or household activity ex-

ception under Art. 2 (2)(c).252 While the creator of DeepNude may be bound by GDPR if he 

offers the app on the World Wide Web and making the service available to data subjects in 

the Union,253 the user of DeepNude may not be bound by obligations under GDPR if he/she 

uses DeepNude for purely personal or household purposes. Any users\ can thus upload a pho-

to taken without consent and apply DeepNude without infringing GDPR, as long as they 

avoid commercialisation. While not meaning this would not infringe other laws, it does illus-

trate gaps and loopholes in existing laws, where personal and household activities are often 

outscoped regardless of consequences. This can be particularly concerning with DeepNude 

and DeepFake technology being made open source and publicly available to anyone. The pro-

liferation of fake news and other malevolent use of such technology need to be regulated.     

 

3.5 Framework to Governing AI Ethics  

 

As the case studies above demonstrated, GDPR can be interpreted to regulate AI ethics, to the 

extent that the ethical concern relates to protection of fundamental human rights. This is not 

bullet proof, as shown by the DeepNude case study where the activities do not fall within the 
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scope of GDPR. However, does that mean that ethical framework, code of conduct or guide-

lines are not needed? According to Babuta et al., while a number of legal frameworks includ-

ing that of data protection, policing and human rights legislations could be applicable to algo-

rithms use within criminal justice, the frameworks are complex and inaccessible to practition-

ers at operational level. Guidelines that translate these requirements into practical policies are 

welcomed.254 It can be argued that this same reasoning is applicable to general AI use outside 

of criminal justice realms, where ethical guidelines focusing on operationalisation of the legal 

requirements would be helpful in understanding the inner moral requirements of the law. Fur-

ther, discussion on meta – ethics could be helpful in assisting the interpretation of the justice 

element of the law, as well as the development in the instrumentality or purposiveness of the 

law.255 Discussion on AI ethics could therefore guide the application and interpretation of 

existing law, while providing foresights to the lawmakers in developing future law or amend-

ing existing ones to meet potential future challenges.  

 

4 Conclusion  

The discussion between enforcing legality as versus inner morality in the concept of law is not 

new, and can be illustrated by the debate between HLA Hart and Lon Fuller in 1950s.256 Hart 

believes that strict legality is essential, and that there should be a strict separation between law 

and morals. Good law is thus defined by achieving justice to individual expectations of what 

constitute legality and what do not.257 This concept is called legal positivism, its positivity 

refers to law being posited to such by whatever legal body that has the competence to enact or 

decide the law, and to the law’s positive existence, discriminating it from past law, future law 

or desirable law.258 Fuller on the other hand, advocates that inner morality is essential to 

achieving good law, and that this should be so even at the expense of legality.259 According to 

Fuller, … this ideal lies most nearly within our reach in the area of Constitutional Law con-

cerned with what I have called the inner morality of law. … interpretation can often depart 
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widely from the explicit words of the Constitution and yet secure in its conviction that it is 

faithful to an intention implicit in the whole structure of the government.260  

 

This back and forth discussion on how law should be interpreted to achieve a moral or ethical 

goals is therefore not new and will continue to be unresolved. Hildebrandt argues that law is 

an essentially contested concept, satisfying these characteristics: it covers intricate complexi-

ties that make it inherently ambiguous and necessarily vague. Being a matter of value of com-

plexity, ambiguity and vagueness, those who use the concept are forced to acknowledge the 

fact that others hold opposing or different views, requiring them to contest other conceptions, 

while defending their own. Although people may hold competing opinions on the meaning of 

the concept, they share an idea of what counts as an example of the content in the past. Final-

ly, the persistent competition about the meaning of the concept helps to sustain and develop 

what has been achieved by that example in the best possible manner.261  

 

However, in order for the best possible outcome to be reached in an essentially contested con-

cept, it is important that different views and opinions be contested. There is therefore a need 

for policy makers to be aware of the different approaches to understanding the role of ethics 

in the concept of law, and the different interpretation of law as a result. As this thesis demon-

strate, adopting one view over the other can have significant impact on the current narrative 

on the discussion of AI ethics governance. Policy makers should consider different nuanced 

perspectives and develop framework that is built on the bedrock of such insights and under-

standings.  
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