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1. INTRODUCTION AND METHODOLOGY 

The following master thesis has been drafted for information purposes only and is non-

binding in nature. Neither the author nor any other persons mentioned / related to this thesis 

shall hold any responsibility of any nature whatsoever.  

Marine Industry is evolving as a big concern. It is so because most of the modern ships are 

well equipped with computer systems being used for navigation, preparation of charts, 

propulsion etc. Attacks on the ships has been in news from a perennial stage however, 

recently the attacks performed through the computer systems installed on the ships are 

growing numerously. The same are referred to as the Cyber Attacks. The agenda of cyber 

security is of utmost importance nowadays. The most common attacks are GPS spoofing 

wherein; the vessels are tricked and misled to follow false GPS signals.  

The navigation systems installed in the maritime vessels consists of various networks which 

are collectively referred to as the Integrated Navigation System or INS.  The INS consists of 

the Electronic Chart Display and Information Systems, also called as ECDIS which is used in 

determining position of the ship using electronic charts.  

This thesis is an in depth analysis of what cyber risks and attacks are, the threats to equipment 

on board a vessel, the factors which influence the cyber-attacks, steps to mitigate risk and 

whether conventional lines of insurance law in maritime sector are able to provide coverage 

in relation to the never ending and emerging cyber risks and attacks, faced by various 

organisations globally. 

Cyber risks and attacks represent one of the most remarkable dangers faced by the 

international businesses today, and are increasing in severity. However, the risk represents an 

enormous opportunity for the insurance providers yet, majority of the providers have shown 

reluctance given the risks involved.  

The thesis shall lay down what is meant by ―Cyber Risk‖, followed by a number of landmark 

/ important cases on cyber-attacks. It shall also lay down the factual cyber risk scenarios, 

pertaining to maritime transportation sector, in order to discover the extent to which 

insurance may provide coverage.  

A mention of the general exclusions in the maritime insurance law is also made and the 

extent to which those exclusions exclude cyber risk in their insurance cover.  
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Further, a conclusion is drawn for the cyber insurance market and in particular, how a 

separate cyber insurance clause (by adding / extending the existing insurance policies) will 

respond to fill in the gaps in the conventional cover.  

 

2. WHAT ARE CYBER RISKS AND CYBER ATTACKS? 

In today‘s world, most of the smart devices namely computers, telephones, tablets, tracking 

devices, navigation equipment are all connected to the web through internet. These 

connections through the internet are no doubt very beneficial and advantageous nowadays 

however, on the same hand it comes with a handful of dangers too. Cyber risks and cyber-

attacks are some of the dangers associated with this present day luxury, the Internet. 

Cyber risk has been described as the ―biggest, most systemic risk
1
‖ being faced by the 

commercial market since the last many years. This risk originates, mainly out of the use of 

technological weapons and data bank (containing all the personal data of users around the 

world). These technological weapons target virtually all the organisations around the world 

thus, making them vulnerable and a prey to the cyber attackers.  

This type of risk is both first party and third party in nature and can range anywhere from 

cases related to cyber extortion, data theft, phishing, hacking, child pornography, grooming, 

spreading hate and terrorism to cause body injury and death. These cases of attacks cause a 

huge loss to the general public and also cause enormous monetary losses to big and small 

organisations apart from reputation damages.  

The rapid increase in digital advancements and the development and intricacies of the data 

and IT (Information Technology) systems means that the cyber risk to businesses are 

increasing every second. Cyber-risk, as defined by the Institute of Risk Management
2
, is ‗the 

risk of financial loss, disruption or damage to the reputation of an organisation due to any sort 

of failure of its information technology systems.‘ 

It was once considered that these cyber threats and risks were confined only to selective 

sectors, for instance IT sector, banks etc. However, the rapid evolution means that every 

                                                            
1 Marine Insurance Conference held in Dubai 2019 September. Can be accessed through the link 

https://dmic.ae/dwn/DMIC%202019.pdf (last accessed on 12.11.2019) 
2 See   https://www.theirm.org/knowledge-and-resources/thought-leadership/cyber-risk/ (last accessed on 

12.11.2019) 

https://dmic.ae/dwn/DMIC%202019.pdf
https://www.theirm.org/knowledge-and-resources/thought-leadership/cyber-risk/
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sector and businesses are now under continuous threat. Therefore, these risks should be 

carefully checked, analysed and insured. 

Transportation sector is one of the various businesses and sectors which fall under the threat 

of the cyber risks. The transportation sector has become very vigilant of the threats from 

these risks for example – an open Wi-Fi network used by almost everybody nowadays (more 

particularly the passengers) during their ship or air journey is a major weakness and can have 

direct implication in terms of the insurance.     

In the year 2015 in June
3
, Warsaw airport became a victim of a cyber-attack after hackers 

shut down its flight plan computers that were used to issue flight plans, and in the July of 

2015
4
, hackers were able to take full control of a car – The Grand Cherokee Jeep through the 

web, in an experiment for wired magazine. This incident compelled the car maker to update 

the software on all its cars to safeguard its vehicles from such plausible attacks. 

It is worthy to mention herein that the most revenue making industry in the transportation 

sector is the maritime industry
5
 which transports the majority of world‘s cargo from one part 

of the world to another. Maritime industry has so evolved in the recent years that the majority 

of the companies rely mostly on the internet for a major portion of their work thus, being a 

prey to the cyber risks and attacks.  

An example of such an attack that recently happened was in the year 2019 wherein, the 

shipping lines Maersk on 8 January 2019 published a phishing scam alert, confirming that 

several of the company‘s customers in Malaysia had received fraudulent and spurious emails 

which were trying to portray themselves as that of the Maersk and asking them to change 

bank account details for payments
6
 being made by the customers to Maersk. Later the same 

year, it was also reported on 14 January 2019 that a phishing campaign using macro – 

                                                            
3 New reported by Reuters on their website which can be accessed here https://www.reuters.com/article/us-

poland-lot-cybercrime/hackers-ground-1400-passengers-at-warsaw-airport-idUSKBN0P10X020150621 (last 

accessed on 12.11-2019 
4 Please see https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/ (last accessed on 12.11.2019) 
5 See report on Review of Maritime Transport 2018 by the United Nations Conference on Trade and 

Development UNCTD https://unctad.org/en/PublicationsLibrary/rmt2018_en.pdf (last accessed on 12.11.2019) 
6 See the report on Maersk.com/news/2019/01.08/phishing-scam-alert (last accessed on 12.11.2019) .Please note 

the said alert was removed from the website however; a new alert of the same kind has been issued. 

https://www.maersk.com/news/articles/2019/05/16/maersk-employees-impersonated-in-phishing-scam (last 

accessed on 25.11.2019) 

https://www.reuters.com/article/us-poland-lot-cybercrime/hackers-ground-1400-passengers-at-warsaw-airport-idUSKBN0P10X020150621
https://www.reuters.com/article/us-poland-lot-cybercrime/hackers-ground-1400-passengers-at-warsaw-airport-idUSKBN0P10X020150621
https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
https://unctad.org/en/PublicationsLibrary/rmt2018_en.pdf
https://www.maersk.com/news/articles/2019/05/16/maersk-employees-impersonated-in-phishing-scam


4 

 

enabled emails that contained two fraudulent Maersk invoice documents that leverage the 

LokiBot banking Trojan
7
. 

Not only the above, the port of Rotterdam on 28
th

 January warned various maritime 

organisations about the circulation of spurious copies of the port‘s website
8
. In that case it 

was mentioned that the cyber criminals from time to time design fake copies of the port‘s 

website with a sole intent of trapping future clients to disclose their confidential information 

or payment of fraud invoices. It was also mentioned that in some cases the website looked 

like an exact replica of the port of Rotterdam official website.  

There was also a case, where the drug traffickers recruited cyber criminals to breach the IT 

system at the port of Antwerp which controlled the movement and location of containers. The 

breach enabled the criminals to access secure data which gave them the location and security 

details of the containers, meaning the traffickers could easily send in lorry drivers to steal the 

cargo and take out huge volumes of cocaine and heroin hidden in the consignments of timber 

and bananas from South America, before the legitimate owners of the containers arrived
9
. 

Barring the entire effective counter measures by the businesses, more particularly by the 

maritime sector, such cyber-attacks can start occurring very often as the maritime industry 

moves to rely 100 % on the web and computing systems. 

 

3. VARIOUS DEFINITIONS OF THE CYBER RISK AND CYBER ATTACK 

 

In today‘s world, there are numerous contracts and recitals that define the term ―cyber-attack‖ 

in order to form a contractual obligation. Different terminologies are used to define this term 

however, in view of the marine insurance the term cyber-attack shall be linked to (a) a 

shipping company; (b) a ship owning company; (c) a charterer; (d) port management 

company or other port handling organization. 

                                                            
7 See the alert published on https://brica.de/alerts/alert/public/1243485/more-lokibot-via-fake-maersk-quotation-

invoice/ (last accessed on 25.11.2019) 
8 Alert published on 28.01.2019 at the official website of the Port of Rotterdam which can be accessed at 

portofrotterdam.com/en/news-and-press-releases/watch-out-for-fake-copies-of-our-website (last accessed on 

25.11.2019) 
9 The news published by the BBC can be accessed here https://www.bbc.com/news/world-europe-24539417 

(last accessed on 25.11.2019) 

https://brica.de/alerts/alert/public/1243485/more-lokibot-via-fake-maersk-quotation-invoice/
https://brica.de/alerts/alert/public/1243485/more-lokibot-via-fake-maersk-quotation-invoice/
https://www.bbc.com/news/world-europe-24539417
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This thesis revolves around cyber-attacks that are connected to the Maritime sector only 

however, the term can also be defined in a different manner for a different sector. The 

following shall consist of definitions as laid down by the international organisations and P&I 

Clubs. 

 According to the ―Interim Guidelines on Maritime Cyber Risk Management‖ 

published by the International Maritime Organisation
10

 ―…maritime cyber risk refers 

to a measure of the extent to which a technology asset is threatened by a potential 

circumstance or event, which may result in shipping-related operational, safety or 

security failures as a consequence of information or systems being corrupted, lost or 

compromised.‖  

 

 The BIMCO, CLIA, ICS, INTERCARGO, INTERMANAGER, INTERTANKO, 

IUMI, OCIMF and WORLD SHIPPING COUNCIL produced ―The Guidelines on 

Cyber Security Onboard Ships
11

‖ which states that ―Cyber-attack is any type of 

offensive manoeuvre that targets IT and OT systems, computer networks, and/or 

personal computer devices and attempts to compromise, destroy or access company 

and ship systems and data.‖ 

 

 As per the UK P&I Club Q&A document (2018)
12

: ―Cyber risks can be defined as the 

risk of loss or damage or disruption from failure of electronic systems and 

technological networks‖ 

 

 The Japan P& I Club in its P&I Loss Prevention Bulletin published in May of 2018
13

 

stated the definition of Cyber risk as ―Cyber Risk is a potential risk to lead to 

operation failure of the IT systems, which will cause financial loss, disruption or 

                                                            
10 MSC.1/Circ.1526 Annex ( Page 1) Can be accessed through the link 

http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC.1-

CIRC.1526%20(E).pdf (last accessed on 05.11.2019) 
11 The Guidelines On Cyber Security On-board Ships (Page 50) Can be accessed through the link 

https://www.ics-shipping.org/docs/default-source/resources/safety-security-and-operations/guidelines-on-cyber-

security-onboard-ships.pdf?sfvrsn=20 (last accessed on 05.11.2019) 
12 Cyber risks and P&I insurance  (Page 1) Can be accessed through the link 

https://www.ukpandi.com/fileadmin/uploads/uk-

pi/Documents/2018/Brochure/Cyber_Risks_and_PandI_Insurance.pdf (last accessed on 05.11.2019) 
13 P&I Loss Prevention Bulletin published in May 2018 (Page 17) Can be accessed through the link 

https://www.piclub.or.jp/wp-content/uploads/2018/05/Loss-Prevention-Bulletin-Vol.42-Full.pdf (last accessed 

on 05.11.2019) 

 

http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC.1-CIRC.1526%20(E).pdf
http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC.1-CIRC.1526%20(E).pdf
https://www.ics-shipping.org/docs/default-source/resources/safety-security-and-operations/guidelines-on-cyber-security-onboard-ships.pdf?sfvrsn=20
https://www.ics-shipping.org/docs/default-source/resources/safety-security-and-operations/guidelines-on-cyber-security-onboard-ships.pdf?sfvrsn=20
https://www.ukpandi.com/fileadmin/uploads/uk-pi/Documents/2018/Brochure/Cyber_Risks_and_PandI_Insurance.pdf
https://www.ukpandi.com/fileadmin/uploads/uk-pi/Documents/2018/Brochure/Cyber_Risks_and_PandI_Insurance.pdf
https://www.piclub.or.jp/wp-content/uploads/2018/05/Loss-Prevention-Bulletin-Vol.42-Full.pdf
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damage to the reputation of an organization. Cyber risk includes external factors (such 

as computer virus, Trojans, or attack over network, etc.) and internal factors 

(malfunction, miss-operation, or system bug, etc.).‖  

From the above definitions the special characteristics of the term can be extracted. Firstly, a 

cyber-attack on a ship is an act by a third party secondly, the purpose of the attack is to 

damage or destroy the vessel, its cargo, damage to reputation of the shipping company, theft 

of information on-board which holds value to the third party. Thirdly, this type of attack is 

performed by way of an offensive action against ship‘s IT systems (various computer and 

electronic systems on the ships) or any other connectivity or electronic process or device 

connected to the ship. 

 

4. RECENT CYBER ATTACKS IN THE MARITIME SECTOR 

Cyber-attacks on shipping industries are happening every now and then, the main issue is 

whether these industries want to acknowledge the cyber-attacks or not.  This section of the 

thesis will talk about few of the landmark and documented cyber-attacks on the shipping 

industry followed by the most recent ones-  

4.1 IRAN 

With joint approvals placed on Iranian exports by the worldwide community, water 

transport is the only backbone of the country that keeps its economy alive. In the year 

2011, the shipping lines called IRISL (Islamic Republic of Iran Shipping lines) fell prey 

to a cyber-attack.
14

 The shipping line is a state owned shipping company. The said 

attack destroyed all the data which was related to the tariffs, loading, consignment 

numbers, date and place which caused an immense financial loss.
15

 The managing 

director of the shipping lines claimed that the attack took consignment and general 

cargo shipping information from the shipping lines. It was also thought looking at the 

severity of the attack that the other governments were involved. 

 

                                                            
14 An article by Yeganeh Torbati and Jonathan Saul, titled as ―Iran‘s Top Cargo Shipping Line Says Sanctions 

Damage Mounting,‖ Reuters, October 22, 2012 can be accessed at https://www.reuters.com/article/us-iran-

sanctions-shipping/irans-top-cargo-shipping-line-says-sanctions-damage-mounting-

idUSBRE89L10X20121022. (last accessed on 05.11.2019) 
15 Sourced from a report published on Maritime Cyber Risk, dated 15.10.2014 

https://maritimecyprus.files.wordpress.com/2015/06/maritime-cyber-risks.pdf (last accessed on 05.11.2019) 

https://www.reuters.com/article/us-iran-sanctions-shipping/irans-top-cargo-shipping-line-says-sanctions-damage-mounting-idUSBRE89L10X20121022
https://www.reuters.com/article/us-iran-sanctions-shipping/irans-top-cargo-shipping-line-says-sanctions-damage-mounting-idUSBRE89L10X20121022
https://www.reuters.com/article/us-iran-sanctions-shipping/irans-top-cargo-shipping-line-says-sanctions-damage-mounting-idUSBRE89L10X20121022
https://maritimecyprus.files.wordpress.com/2015/06/maritime-cyber-risks.pdf
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The harm caused by this attack made it nearly impossible for the persons employed at 

the docks to load and unload the ship as it made it impossible for them to account for 

the cargo placed on the ships or stored elsewhere. They had to individually verify each 

and every container placed on the ship. 

 

The company did not say how long it took to bring back the shipping lines to the 

normal functioning of the company but declared that the said attack had caused them a 

considerable amount of loss. 
16

 

 

Another attack took place in Iran in the year 2012 in the month of October wherein the 

officials from the Iranian capital, Tehran described that there has been an attack which 

had the targeted communication networks installed on the offshore oil and gas platform 

in the Persian Gulf.
17

 Most of the share of the Iranian GDP is occupied by oil exports 

therefore; the government of Iran, including the investors were concerned that the 

economy of the country will suffer a lot if there would be any closure of the oil 

networks.
18

 

 

These cyber-attacks and threat on the critical infrastructure of the country had 

compelled them to invest heavily in cyber security and defence capabilities.
19

 Since 

2012, there has not been made any public announcement of any other cybercrime 

against the country‘s maritime industry.  

 

4.2 ICEFOG 

In the year 2013, Internet security provider Kaspersky Labs presented a proof of a 

continuing phishing attacks on Japanese and South Korean assets. This attack has been 

going on since early 2010. As per Kaspersky, the victims of the said attack has been 

                                                            
16 The said news article published on ―The Iranian‖ news website can be accessed here 

https://iranian.com/2012/10/23/irans-top-cargo-shipping-line-says-sanctions-damage-mounting/ (last accessed 

13.11.2019) 
17 The news article can be accessed on The Maritime Executive page at https://www.maritime-

executive.com/article/iran-s-offshore-platforms-become-target-of-recent-cyber-attacks (last accessed 

13.11.2019) 
18 The data can be accessed from http://www.worldstopexports.com/irans-top-10-exports/ (last accessed 

13.11.2019) 
19 Bill Gert, ―Iran Rapidly Building Cyber Warfare Capabilities,‖ The Washington Free Beacon, May 12, 2015, 

https://freebeacon.com/national-security/iran-rapidly-building-cyber-warfare-capabilities/.(last accessed 

13.11.2019) 

https://iranian.com/2012/10/23/irans-top-cargo-shipping-line-says-sanctions-damage-mounting/
https://www.maritime-executive.com/article/iran-s-offshore-platforms-become-target-of-recent-cyber-attacks
https://www.maritime-executive.com/article/iran-s-offshore-platforms-become-target-of-recent-cyber-attacks
http://www.worldstopexports.com/irans-top-10-exports/
https://freebeacon.com/national-security/iran-rapidly-building-cyber-warfare-capabilities/
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primarily governmental institutions, contractors for military, maritime and shipbuilding 

industry, mass media and IT companies.
20

 Cyber specialists have termed this type of 

phishing attack as an advanced persistent threat (APT). An advanced persistent threat
21

 

is basically an attack on the network in which a person having no authorisation gains 

access to a network and stays undetected for a period of time.  

 

This type of threat has a sole intent to steal data, than to cause any harm to the network. 

To gain access to these networks (based in Japan and South Korea) the cyber criminals 

developed a back door entry which was called Fucobha: the ―Icefog‖. This door is a 

communicating intelligence tool that is directly accessed by the cyber criminals. This 

door i.e Icefog has its own version in both Windows and Mac operating system. The 

latest version of the Icefog doesn‘t automatically penetrate into the data but is 

controlled by the criminals to perform directly on the live systems of the victim. During 

the attack, various other malicious apps and tools were uploaded to the victims live 

system in order to extract the data.
22

 Once they were inside the victim‘s system they 

stood there, unnoticed and slowly extracted whatever data they required.
23

 Kaspersky 

outlined the origin of the back door in Java programs and within the MS Office and 

Mac operating system.
24

 After drawing the origins of the backdoor, Kaspersky 

uncovered six different versions of the backdoor Icefog:  

 

 The Icefog version 2011 – This version was the oldest and was responsible for 

working against the Japanese House of Representatives and the House of 

Councillors in 2011. 

 Type 1—this type of version also sometimes called the normal version was 

responsible for interacting with command and control servers.  

                                                            
20 ―Kaspersky, ―The ‗Icefog‘ Apt: A Tale of Cloak and Three Daggers‖. Kaspersky Lab. 2013.Page 3 

https://media.kaspersky.com/en/icefog-apt-threat.pdf (last accessed 25.11.2019) 
21 Definition of ―Advanced persistent threat (APT),‖ can be found on 

https://searchsecurity.techtarget.com/definition/advanced-persistent-threat-APT. (last accessed 25.11.2019) 
22 ―Kaspersky, ―The ‗Icefog‘ Apt: A Tale of Cloak and Three Daggers‖. Kaspersky Lab. 2013.Page 3 

https://media.kaspersky.com/en/icefog-apt-threat.pdf (last accessed 25.11.2019) 
23 Page 7 Maritime Cyprus, ―Virtual pirates at large on the cyber seas‖. Maritime Cyprus. October 15, 2014. 

Accessed November 5, 2019. https://maritimecyprus.files.wordpress.com/2015/06/maritime-cyber-risks.pdf 
24 Kaspersky Lab, ―Kaspersky Lab exposes ‗Icefog‘: a new cyber-espionage campaign focusing on supply chain 

attacks,‖ September 26, 2013 

http://www.kaspersky.com/about/news/virus/2013/Kaspersky_Lab_exposes_Icefog_a_new_cyberespionage_ca

mpaign_focusing_on_supply_chain_attacks. (last accessed 25.11.2019) 

https://media.kaspersky.com/en/icefog-apt-threat.pdf
https://searchsecurity.techtarget.com/definition/advanced-persistent-threat-APT
https://media.kaspersky.com/en/icefog-apt-threat.pdf
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 Type 2 – this type of version was responsible for interacting with a script based 

proxy server which redirected the commands from the criminals to another 

machines. 

 Type 3- this type of version was responsible for using a different communication 

method which was a type C&C (Command and control), 

 Type 4 – Kaspersky was not able to bring a sample of this version but suspected 

that this type of backdoor also caused infections. 

 Icefog New Gen- this type of version was responsible for communicating by the 

direct TCP (Transmission control Protocol).
25

 

 

It was only after, when the Kaspersky published their report that the cyber criminals 

turned around and soon disappeared from the internet. The report of the company 

enabled IT security companies and security specialists around the globe to verify their 

systems of any suspicious back doors like Icefog. One of the oil and gas company 

based in the United States of America had also concluded that their systems were 

bypassed by Icefog however; they did not have the knowledge as to when and for how 

long their systems have been affected.
26

 

 

4.3 NOTPETYA 

In the year 2017, in June the A.P. Moller - Maersk was one of many international 

businesses that were hit by a ransom ware malware called the NotPetya.  This malware 

was spread on the web through accounting software called MeDoc, which was used for 

filing tax returns in the Ukraine.
27

 This accounting software contained backdoors into 

the networks of people who were using this software for the purposes it was made for. 

These backdoors were used by the malware in order to penetrate through the software 

system. At the very moment when the company (Maersk) became aware that their 

systems have been compromised by this malware, they quickly responded by initiating 

closing down of the entire affected network. The NotPetya had affected and impacted 

the container related business of the Maersk which accounted for three out of the nine 

                                                            
25 Kaspersky, ―The ‗Icefog‘ Apt: A Tale of Cloak and Three Daggers‖. Kaspersky Lab. 2013.Page 25 

https://media.kaspersky.com/en/icefog-apt-threat.pdf (last accessed 25.11.2019) 
26 More information on  http://www.securityweek.com/icefog-cyber-attacks-targeted-us-energyfirms-using-java-

backdoor. (last accessed 25.11.2019) 
27 Maersk Interim Report Quarter 2, 2017, Page 6  

https://investor.maersk.com/static-files/7eee21c8-e825-46d2-bc62-dcd155d00e88 (last accessed on 25.11.2019)  

https://media.kaspersky.com/en/icefog-apt-threat.pdf
http://www.securityweek.com/icefog-cyber-attacks-targeted-us-energyfirms-using-java-backdoor
http://www.securityweek.com/icefog-cyber-attacks-targeted-us-energyfirms-using-java-backdoor
https://investor.maersk.com/static-files/7eee21c8-e825-46d2-bc62-dcd155d00e88
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businesses. The ransom ware affected the operations at Maersk terminals in four 

different countries which caused huge delays and disruptions lasting for weeks. 

 

After the incident Maersk revealed the financial impact the ransom ware attack had on 

it. According to a report issued by Maersk, the total expenditure to deal with the ransom 

ware attack was estimated somewhere around $200 - $300 million. It was a relief for 

Maersk that the ransom ware was unable to steal data and cause any data losses. This 

was a major relief as the said theft and loss could have had a devastating effect on the 

company, given the secretive nature of the shipping industry.  

 

Maersk was not the only company hit by NotPetya in 2017, the ransom ware had also 

attacked the pharmaceutical giant Merck
28

, and an American based courier delivery 

company FedEx
29

. 

 

  

4.4 GHOST SHIPPING 

This case is a classic example where some drug traffickers are making money based on 

the vulnerability of the maritime network systems. During the years 2011 and 2013, the 

drug traffickers worked in close connection with some technological expert 

counterparts to hide cocaine in the shipments that were en route the port of Antwerp in 

Belgium. The said task was easily done by accessing the networks which were in 

control of handling what was inside those shipments (TEU). 
30

 According to a website, 

the hackers were able ―to have remote access to the terminal systems and thereby, they 

[the drug traffickers] were able to release containers to their own truckers without 

knowledge of the port or the shipping line.‖
31

 The workers at the port noticed that the 

containers were perpetually missing which made them report the attacks to the local 

authorities.  

 

According to the Dutch prosecutors, the smugglers‘ modus operandi was placing the 

drugs in the commercial goods which were being sent from South America to Antwerp 

                                                            
28 See more at https://www.merck.com/about/home.html 
29 See more at https://about.van.fedex.com/ 
30 The news published by the BBC can be accessed here https://www.bbc.com/news/world-europe-24539417 

(last accessed on 25.11.2019) 
31 Page 7 Maritime Cyprus, ―Virtual pirates at large on the cyber seas‖. Maritime Cyprus. October 15, 2014. 

Accessed November 5th, 2019. https://maritimecyprus.files.wordpress.com/2015/06/maritime-cyber-risks.pdf 

https://www.merck.com/about/home.html
https://about.van.fedex.com/
https://www.bbc.com/news/world-europe-24539417
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in various containers TEU (the twenty foot equivalent unit containers). They did that in 

anticipation of being unobserved by any authorities. When the containers arrived at the 

port of Antwerp, these smugglers came in trucks and carried forged bills of lading in 

order to gain control of the containers that had the drugs hidden in them.  By the time 

the person with the real bills of lading came to take the delivery, the smugglers had 

already escaped with the shipments. The authorities at the port thought that they have 

handed over the containers to the rightful owners since the networks reflected 

smuggler‘s information. However, ultimately, the security officers informed higher 

authorities, and the police raided the hideouts, where all the hacking devices along 

with drugs and millions of Euros in cash were found.
32

 

 

It was also quoted by the, then head of Antwerp‘s organized crime units, ―These 

criminal organizations always look for a new way to get drugs out of the harbour. In 

this case, they hired hackers [who were] very high level, intelligent guys, doing a lot of 

software work.‖
33

  

 

The, then director of Europol, Mr Rob Wainwright
34

 believed that this was a ―new 

business model‖ opted for, by the drug smugglers who were looking to exploit the 

cyber community, more precisely the maritime sector. He also believed that in order to 

be one step ahead of these smugglers and cyber criminals, the local authorities should 

acquire more information and communication technology skills and government 

should provide them with necessary infrastructure and lay downs new regulations. It is 

also shocking to state that till now, the amount of drugs smuggled in the country 

through Antwerp port is unknown.  

 

The act of breaching the networks and gaining unlawful control by way of penetration 

has been termed as the ―ghost shipping‖. The Antwerp port smuggling case was the 

first known case of its kind.
35

 It is also worthy to mention that in the year 2012 the 

                                                            
32 The news published by the BBC can be accessed here https://www.bbc.com/news/world-europe-24539417 

(last accessed on 25.11.2019) 
33 The news published by the BBC can be accessed here https://www.bbc.com/news/world-europe-24539417 

(last accessed on 25.11.2019) 
34 See more https://www.europol.europa.eu/sites/default/files/documents/rob_wainwright_profile1.pdf (last 

accessed on 25.11.2019) 
35 ―Page 8 Maritime Cyprus, ―Virtual pirates at large on the cyber seas‖. Maritime Cyprus. October 15, 2014. 

Accessed November 5, 2019. https://maritimecyprus.files.wordpress.com/2015/06/maritime-cyber-risks.pdf 

https://www.bbc.com/news/world-europe-24539417
https://www.bbc.com/news/world-europe-24539417
https://www.europol.europa.eu/sites/default/files/documents/rob_wainwright_profile1.pdf
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customs authority in Australia found out a similar cyber-attack. It was a case where 

these hacker, hacked the logistic controls to find out if the authorities were tracking the 

goods in the containers. If they were not being tracked, the hackers could have used the 

same technique as in Antwerp port case.  

 

 

4.5 MOBILE OFFSHORE DRILLING UNITS 

The Mobile Offshore Drilling Units (MODUs) are a type of units which allow the oil 

and gas companies to drill for untapped resources offshore. In the year 2013, during 

the drilling process somewhere in the Gulf of Mexico, the people working there, who 

were employed by a U.S.-based oil company unknowingly, fed a malware into the 

main control system of the Mobile Offshore Drilling Unit – MODU. This accidental 

upload paralysed the rig from making any communications with its navigation system. 

The malware came from a pen drive of a worker which had previously corrupted some 

pornographic images and pirated songs.
36

  

 

The report which soon came out after the incident, reported that the files that were 

corrupted were downloaded from the web ―crossed over to the rig‘s computer systems 

when the devices were plugged in.‖
37

  The thrusters
38

 and all the navigation related 

equipment on the offshore drilling unit were stopped, which caused the drilling unit to   

change its location by drifting away from the drilling site. This caused tremendous 

delays in the operation of the drilling units‘ production.  

 

There have also been two such cases involving similar drilling units that have been 

made public. In one of the cases, the hack caused the drilling unit to destabilize on its 

own, which resulted in time loss for production. In the second case, a malware 

penetrated into the propulsion system of a rig moving from South Korea to Brazil, 

which caused a 19 days delay in its transportation. It is undisputed that these crimes 

caused huge monetary losses but on the same hand any future breaches of this kind can 

                                                            
36 Sonja Swanbeck, ―Coast Guard Commandant Addresses Cybersecurity Vulnerabilities on Offshore Oil Rigs,‖ 

CSIS Strategic Technologies Program, June 22, 2015, https://www.csis.org/blogs/strategic-technologies-

blog/coast-guard-commandant-addresses-cybersecurity-vulnerabilities. (last accessed on 25.11.2019) 
37 Ibid 
38 Definition of Thrusters can be found here https://www.wartsila.com/encyclopedia/term/thrusters (last 

accessed on 25.11.2019) 

https://www.csis.org/blogs/strategic-technologies-blog/coast-guard-commandant-addresses-cybersecurity-vulnerabilities
https://www.csis.org/blogs/strategic-technologies-blog/coast-guard-commandant-addresses-cybersecurity-vulnerabilities
https://www.wartsila.com/encyclopedia/term/thrusters
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also result in oil spills and loss of life through explosions thereby causing damage to 

the environment. 
39

 

 

4.6 UNITED STATES OF AMERICA 

Recently in February this year (2019), a large vessel which was en route to New York 

sent signals to the US Coast Guard intimating them that the ship was "experiencing a 

significant cyber incident impacting their shipboard network."  

 

The Coast Guard sent a team to look into the matter and to investigate the issue. They 

discovered that there had been a malware which penetrated inside the vessel‘s control 

system and significantly corrupted the functionality. However, the essential systems 

for the ships control were unhampered.  

 

In the wake of this incident, on July 8
th

 the military branch issued an advisory to 

commercial ships recommending them to advance their cyber security systems. These 

systems included but were not limited to segmenting the shipboard networks, 

enforcing per-user passwords and roles, installing basic security protections, and 

patching regularly.
40

 

 

4.7 VESSEL NAVIGATION CONTROLLED BY HACKERS 

 

In the year 2013, a research team at the University of Texas
41

 managed to control the 

navigation system of a luxury boat in the Mediterranean. The experiment performed by 

the research team was done by an instrument which was valued at $3000 USD 

however; the cost of the luxury boat was $80 million USD. By way of the GPS 

spoofing techniques, the research team injected their own radio signals into the 

navigation system of the boat and as a result the team was able to gain control of the 

steering of the boat. It is also worthy to note, that during the experiment being 

performed on the boat, the GPS system of the boat reported that the boat was steering 

                                                            
39 Article can be accessed on https://maritime-executive.com/blog/maritime-cyber-attacks-changing-tides (last 

accessed on 25.11.2019)  
40 Article can be accessed on  https://www.darkreading.com/vulnerabilities---threats/coast-guard-warns-

shipping-firms-of-maritime-cyberattacks/d/d-id/1335198  (last accessed on 25.11.2019) 
41 ―UT Austin Researchers Successfully Spoof an $80 million Yacht at Sea‖ 

https://news.utexas.edu/2013/07/29/ut-austin-researchers-successfully-spoof-an-80-million-yacht-at-sea/ (last 

accessed on 25.11.2019) 

https://maritime-executive.com/blog/maritime-cyber-attacks-changing-tides
https://www.darkreading.com/vulnerabilities---threats/coast-guard-warns-shipping-firms-of-maritime-cyberattacks/d/d-id/1335198
https://www.darkreading.com/vulnerabilities---threats/coast-guard-warns-shipping-firms-of-maritime-cyberattacks/d/d-id/1335198
https://news.utexas.edu/2013/07/29/ut-austin-researchers-successfully-spoof-an-80-million-yacht-at-sea/
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in a straight line as it was supposed to however, it was not the case. The said 

experiment was carried out by the permission of the captain of the boat who in a state 

of surprise said that ―did a number of attacks and basically we on the bridge were 

absolutely unaware of any difference‖.
42

 

 

4.8 SOME OF THE DOCUMENTED INSTANCES ON CYBER-ATTACKS IN THE 

YEAR 2018 –  

 

4.8.1 DECEMBER 2018 - U.S. Navy officials reported that hackers from China are 

continually stealing their information pertaining to those from the Navy 

contractors including ship maintenance data and missile plans.
43

 

 

4.8.2 NOVEMBER 2018 - The internet security researchers state that Russia propelled 

synchronised cyber-attacks against the Ukrainian government and military targets 

prior to and throughout the attack on Ukrainian vessels in late November.
44

 

 

4.8.3 NOVEMBER 2018 – Austal
45

, the defence builder in Australia had announced 

that it been attacked by hackers which resulted in stealing of the unclassified ship 

designs and the same were later sold online.
46

 

 

5. THE THREATS TO THE EQUIPMENTS ON BOARD 

It is true that today‘s maritime industry is heavily reliant on the ICT systems for a proper 

operation of their company and fleet. Most of the cyber-attacks result due to the 

vulnerability of these ICT systems being utilised by almost everyone in the maritime 

industry. These ICT equipment include but are not limited to the navigation systems, the 

automatic identification system (AIS), the global positioning system, industrial control 

system (ICS) and the Electronic Chart Display Information System (ECDIS), 

                                                            
42 Article published by Cyber arms can be accessed at https://cyberarms.wordpress.com/2013/07/26/hacker-

team-takes-over-80-million-super-yacht/ (last accessed on 25.11.2019) 
43 News at the reuters world news can be accessed on https://www.reuters.com/article/us-usa-cyber-china-

navy/chinese-hackers-targeting-u-s-navy-contractors-with-multiple-breaches-wsj-idUSKBN1OD1V6(last 

accessed on 25.11.2019) 
44 See more at https://www.rferl.org/a/ukraine-russian-ship-rams-navy-tugboat-off-crimea-azov/29619665.html 

(last accessed on 25.11.2019) 
45 See more at https://www.austal.com/about-us(last accessed on 25.11.2019) 
46 See more at https://safetyatsea.net/news/news-safety/2018/australian-defence-shipbuilder-austral-victim-of-

iranian-cyber-attack/(last accessed on 25.11.2019) 

https://cyberarms.wordpress.com/2013/07/26/hacker-team-takes-over-80-million-super-yacht/
https://cyberarms.wordpress.com/2013/07/26/hacker-team-takes-over-80-million-super-yacht/
https://www.reuters.com/article/us-usa-cyber-china-navy/chinese-hackers-targeting-u-s-navy-contractors-with-multiple-breaches-wsj-idUSKBN1OD1V6
https://www.reuters.com/article/us-usa-cyber-china-navy/chinese-hackers-targeting-u-s-navy-contractors-with-multiple-breaches-wsj-idUSKBN1OD1V6
https://www.rferl.org/a/ukraine-russian-ship-rams-navy-tugboat-off-crimea-azov/29619665.html
https://www.austal.com/about-us
https://safetyatsea.net/news/news-safety/2018/australian-defence-shipbuilder-austral-victim-of-iranian-cyber-attack/
https://safetyatsea.net/news/news-safety/2018/australian-defence-shipbuilder-austral-victim-of-iranian-cyber-attack/
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Today‘s mariners rely heavily on networks, systems, and outside sources for navigation. 

Many significant cyber threats are the result of vulnerabilities in equipment carried and 

used by the maritime industry worldwide. Equipment vulnerable to cyber-attacks 

includes navigation systems, and this section reviews four of those critical systems: the 

automatic identification system (AIS), global positioning system (GPS), industrial 

control system (ICS), and Electronic Chart Display Information System (ECDIS).  

5.1 The vessels going out of sight from the Automatic Identification System –  

The AIS is a very common type of protection system which is deployed by all the 

ships whether commercial or military (over 1600 gross tons). The AIS allows the 

ships to obtain necessary data about the other ships which are sailing.
47

 The AIS 

transmits the speed, type of the ship, the kind of goods it is carrying, the course, 

whether anchored or sailing and other information.  

 

In the year 2012, the illegal transport of crude oil from Iran to China, India and South 

Korea was exposed. In that case three ships owned by Iran were flying a Tanzanian 

flag and they imitated to be the ships from Syria. This was an attempt made by them 

so as to escape the boarding and inspection of the cargo.
48

 Sailing through the 

international waters was an easy task for the Iranian oil company, which mimicked its 

AIS system and data to reflect that of a Tanzanian ship. During interrogation, the 

officers who represented the agency for flagging in Tanzania denied that ships 

belonged to their registry.
49

 This type of an easy task chosen by the shipping 

companies shows how weak the technology is in terms of hacking and spoofing. The 

amount of illegal oil and other goods being transported by way of these techniques is 

completely unknown. 

 

Not only this, there was another event in the year 2010 wherein, a privately owned 

shipping boat, disabled its AIS in order to engage in fishing activity in Argentinian 

waters. The said shutting off of the AIS was done in order to evade from the radars of 

the Argentinian Coast Guard by travelling outside the territorial waters. It is also 

                                                            
47 See news at https://abcnews.go.com/Blotter/guys-make-oil-tankers-disappear-virtually/story?id=20565851 

(last accessed on 25.11.2019) 
48 ―Iran shipping signals conceal Syria ship movements Daniel Fineren‖See news at 

https://www.reuters.com/article/us-syria-iran-tracking/exclusive-iran-shipping-signals-conceal-syria-ship-

movements-idUSBRE8B50KX20121206 (last accessed on 25.11.2019) 
49 Ibid 

https://abcnews.go.com/Blotter/guys-make-oil-tankers-disappear-virtually/story?id=20565851
https://www.reuters.com/article/us-syria-iran-tracking/exclusive-iran-shipping-signals-conceal-syria-ship-movements-idUSBRE8B50KX20121206
https://www.reuters.com/article/us-syria-iran-tracking/exclusive-iran-shipping-signals-conceal-syria-ship-movements-idUSBRE8B50KX20121206
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shocking to know that although the Coast Guard assumed that the boat has travelled 

outside the territorial waters but they were not able to track it. This news was made 

popular on the local newspaper by terming it as a game of Hide and Seek. 

 

5.2 GPS Terrorism 

It is true that in the olden times, the seamen were not bothered by the natural 

phenomena such as the sun, moon, and rain and kept the sail going. Nowadays, the 

maritime sector is heavily reliant on the global positioning system. This positioning 

system is important to maintain the safety at sea and also for effective navigation. 

However, this system is an easy prey of the techniques such as spoofing and jamming 

which causes a breakdown if done successfully by the hackers. 
50

 

 

GPS spoofing as had been previously explained is a type of electronic attack to 

control the course of ship whereas GPS jamming is caused by when hackers use a 

device to block the original GPS signals which the receiver receives. GPS jamming 

and spoofing are a big concerns since, the mariners over rely on the GPS and they 

neglect the traditional visual aids in navigating narrow channels. Sailing through the 

narrow channels increases the risk of grounding or collision which is directly 

proportional to the delays, significant damages, and financial strains.
51

 

 

One such case of GPS hacking took place in 2013 when four cranes were taken out of 

commission due to abnormalities in the GPS. This incident took place in a port in 

United States and caused a delay of seven hours. 
52

 

 

5.3 Electronic Charts Display and Information System Hacks 

Paper charts nowadays have become a thing of the past. These kinds of charts have 

been superseded by the Electronic Chart Display and Information System (ECDIS), 

which is a computer-based navigational chart display. The ECDIS works by receiving 

                                                            
50 Brittany M. Thompson, GPS Spoofing and Jamming: A Global Concern for All Vessels. Coast Guard 

Proceedings Winter(2014–2015) Page 50  
51 Operational Analysis Division – U.S. Homeland Security ―Consequences to Seaport Operations from 

Malicious Cyber Activity,‖ Office of Cyber and Infrastructure Analysis (OCIA), March 3, 2016.  Page11. (last 

accessed on 25.11.2019. 

https://homeport.uscg.mil/Lists/Content/Attachments/2203/OCIA_Consequences%20to%20Seaport%20Operati

ons%20from%20Malicious%20Cyber%20Activity.pdf 
52 Ibid 

https://homeport.uscg.mil/Lists/Content/Attachments/2203/OCIA_Consequences%20to%20Seaport%20Operations%20from%20Malicious%20Cyber%20Activity.pdf
https://homeport.uscg.mil/Lists/Content/Attachments/2203/OCIA_Consequences%20to%20Seaport%20Operations%20from%20Malicious%20Cyber%20Activity.pdf
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information from the AIS, GPS data, speed, course, and radar.
53

 This source of 

information which is fed in the ECDIS allows formation of electronic charts that 

allow a ship to properly navigate. In order for the ECDIS to work efficiently and 

effectively, the up to date information is received through the non- secure internet 

connection which puts the safety of the navigational data on board at risk.
54

 

 

6. WHY DO CYBER-CRIMES HAPPEN?  

The maritime industry has become an invisible industry wherein, the people have 

become used to being a part of it. This specific industry or sector has not received a level 

of awareness as compared to the other consumer targeting industries. The general public 

or an average person does not know how big this industry is, unless you are living in a 

major port city and know how big the scale of this sector is. Therefore, it will not be out 

of place to say that this industry is invisible when compared with others such as military 

or financial institutions as these industries have much higher cyber activities as compared 

with the maritime industry.  However, this does not mean that the maritime industry does 

not hold any interest. This industry has a number of characteristics, which lure the cyber 

criminals. The most prominent characteristics are -  

 

 A necessity of data collection or exchange among different stakeholders. For 

instance, the transportation of a cargo in a vessel will involve data of different 

stakeholders such as the shipping line, origin port, destination port, shipper, buyer, 

consigner, consignee, port authorities, freight companies, banks etc.  All these 

stakeholders involved in transportation shall have different levels of cyber security. 

This data shall be a quite valuable source for somebody if accessed easily.  

 

 The amount of detailed information this data carries may include large volume of 

monetary transfers taking place. This may involve payments being made by the 

                                                            
53 Page 12 Maritime Cyprus, ―Virtual pirates at large on the cyber seas‖. Maritime Cyprus. October 15, 2014. 

https://maritimecyprus.files.wordpress.com/2015/06/maritime-cyber-risks.pdf (last accessed on 25.11.2019) 
54 Operational Analysis Division – U.S. Homeland Security ―Consequences to Seaport Operations from 

Malicious Cyber Activity,‖ Office of Cyber and Infrastructure Analysis (OCIA), March 3, 2016.  Page11. 

https://homeport.uscg.mil/Lists/Content/Attachments/2203/OCIA_Consequences%20to%20Seaport%20Operati

ons%20from%20Malicious%20Cyber%20Activity.pdf. (last accessed on 25.11.2019) 

https://maritimecyprus.files.wordpress.com/2015/06/maritime-cyber-risks.pdf
https://homeport.uscg.mil/Lists/Content/Attachments/2203/OCIA_Consequences%20to%20Seaport%20Operations%20from%20Malicious%20Cyber%20Activity.pdf
https://homeport.uscg.mil/Lists/Content/Attachments/2203/OCIA_Consequences%20to%20Seaport%20Operations%20from%20Malicious%20Cyber%20Activity.pdf
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shipping companies to shipyards, bunker companies, ship owning companies, ship 

owners etc.  

 

 Most of these stakeholders which are involved in monetary exchanges are spread 

across many countries and different time zones. Further, most of these stakeholders 

have never met and they talk virtually using emails or telephones. Thus, making it 

easier for the cyber criminals to know the amount of time, it will take to react to any 

activity carried on by them. Any duplicity will thus, take some time to discover.  

 

 

7. THE FACTORS INFLUENCING THE CYBER CRIMINALS - 

 

7.1 Money Theft  

    The money theft is quite straightforward motivation which can be accomplished in 

many different ways. The easiest and the most common way is to trick a company to 

transfer money in a bank account which resembles that of the genuine account 

however, it goes directly to the criminals. This method of theft can be approached 

virtually through any money transfer however, since the amount of technology and 

resources needed in such a theft is quite high therefore these attacks are mostly 

aimed at big transactions.  Another method is through the use of ransom ware for 

example the Cryptolocker
55

, NotPetya as mentioned earlier. In this case the victim‘s 

information on the system is encrypted by the hackers and the victim in order to 

decrypt the data has to pay a huge amount. Seen from a maritime point of view, this 

type of attack can also be related to a pirate attack which hijacks both the crew and 

the ship for a ransom. Further, such an attack on a shipping company could involve 

encrypting the customer database of the company. For a container terminal this 

would involve scrambling of the data that keeps a track of location and the type of 

goods in the containers kept in the terminal.  

 

From the aforesaid example of a physical piracy and theft using the ransom ware, it 

is evident that money theft is actually a very viable business for the cyber criminals 

as the same can be done sitting behind a computer screen like most other 

                                                            
55 See more about Crypto locker at https://www.avast.com/c-cryptolocker (last accessed on 25.11.2019) 

https://www.avast.com/c-cryptolocker
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cybercrimes and be undetected. With the technological advancements happening 

every day there can be numerous ways and avenues to extort money through 

cybercrimes. These techniques can be used by the GPS jammers also which can 

disrupt the operation of a ship and lead the ship to a point where it would be less 

costly for the victim to pay a ransom than to be subjected to the jamming attack.  

7.2 Movement of Cargo 

The illegal movement of the Cargo is another form of factor which influences the 

cyber-crimes however; this type of influence is also focussed on monetary aspect. 

Two documented examples of moving cargo are the drug trafficking incidents at the 

port of Antwerp and the Australian customs breach. In these cases the breach of 

computer systems enabled the hackers to move the goods without proper 

authorisation. Some cyber experts have found some breach points which allowed the 

hackers to allow unauthorised access and movement of the cargo. These points, 

which the experts have found out, may be located in different countries in various 

companies like shipping lines, logistics companies, manufacturers, ports, terminals, 

customs authorities and IT data portal providers.  

 

7.3 Data Theft 

The information of the shipping companies is stored in the form of data. This data or 

information contains a lot of monetary value to the cyber criminals. However, in the 

cases of data theft the utilisation of this data varies among different cyber criminals. 

 

One such utilisation can be stealing of data for criminal activities like tactical 

procedure. For example, stealing of information that shows which containers has the 

most precious goods and when is the said container being picked up and by what 

means. The theft of these precious goods can also be effective in a successful way if 

the vehicle coming to pick the container is also equipped for ICT systems such as 

the GPS.  

 

Another instance could be stealing of information for pirate attack on a ship. This 

type of attack could be easily enabled if the ECDIS system has been penetrated by 

the cyber criminals that would give them access to the ship‘s data.  
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It is also worthy to mention that the theft of data has its roots imbedded in industrial 

espionage also. A successful attack would uncover the supply chain details as the 

details concerning the commodities being transported in the vessel.  

 

The theft of data can also be used to extract the financial data for investment 

purposes or for manipulating the values in such investments. Not only can the cyber 

criminals steal the data but the data theft can also be performed by the nation-states 

as part of their fixed intelligence efforts. 

 

 

8. WHO IS CONNECTED BEHIND THE ATTACKS? 

The groups which are behind the cyber-attacks fall within four categories: 

 

The first one can be termed as the criminals who have no cyber-attack skills, the second 

ones can be cyber criminals who have the necessary skills to perform an advanced 

attack, the third one could be the hackers followed by the state nations. 

 

The criminals who have no cyber-attack skills by themselves are not a threat to the 

cyberspace. However, today it is fairly easy wherein the required skills to carry out a 

cyber-attack be purchased as a service from the existing black market. The cost of these 

services can vary drastically starting from 100 USD until infinity. According to a 

source available on the web
56

 the price for such services in the Russian hackers markets 

could range from 100-550 USD. The said price can easily install a malicious program 

on 1000 unsuspecting computers. 

 

Further, all types and levels of skills required to affect a cyber-attack of any nature or 

complexity can be bought by these criminals who lack the cyber-attack skills 

themselves. These criminals are mostly active in the Maritime industry and have 

previously carried on the hijacking of the ships, cargo stealing etc. The attack carried 

on by them mainly includes data theft in order to maximise their chances of a 

successful attack.  

 

                                                            
56 ―Russian Underground 101‖. See more at https://www.trendmicro.de/cloud-content/us/pdfs/security-

intelligence/white-papers/wp-russian-underground-101.pdf (last accessed on 25.11.2019) 

https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-russian-underground-101.pdf
https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-russian-underground-101.pdf
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Certain cyber criminals who have the desired skills to carry out an effective cyber-

attack can work either for the first group of criminals by their services or by working 

for themselves. Another report
57

 depicted that the cyber space is being ruled by 

approximately 50 groups which shows that these groups are well equipped and have 

great resources at their disposal. These groups of criminals with relevant skills and 

resources execute the attacks by being man in the middle, which is seen in many 

industries including the maritime industry. Most of these criminals are money 

motivated and will only target those maritime industries where they will stand a chance 

of securing huge sums of money. They would either steal money by using their skills 

and resources or resort to using the ransom ware.  

 

The third type of group can be called as the hackers who are activists. This kind of 

group, uses hacking as the mode of carrying out cyber-attacks that are, mostly carried 

out in order to propagate their own politically motivated agendas. As far as the 

maritime industry is concerned this kind of criminals shall only be motivated to 

perform an attack to create losses and disturbances. Furthermore, there may be other 

aspects why these activists would attack a maritime industry. One such aspect would be 

a campaign against such company which is worthy of receiving a punishment and 

however, the government is not punishing them. An example of the same could be n 

maritime accident which involved environmental damages and the political group 

would think that the company has not been adequately penalised.  It might also target 

the whole maritime industry, for there are political reasons to it. 

 

The companies operating in the maritime sector may also be made a target if these 

activist hackers are looking for a collateral damage. It may also be possible that a 

campaign is carried out against a specific country or a region and as a result thereof, all 

the big companies may get affected or targeted. Irrespective of the political motives all 

these attacks can be fatal and causes a lot of losses.  

 

The further position is occupied by the states. It is also considered that the attacks 

carried out by the states are more invasive and more destructive. These groups can be 

influenced by the theft of information however, in the case of maritime sector this 

                                                            
57 See more at https://www.techworld.com/news/security/global-cybercrime-dominated-by-50-core-groups-

crowdstrike-report-finds-3498393/ (last accessed on 25.11.2019) 

https://www.techworld.com/news/security/global-cybercrime-dominated-by-50-core-groups-crowdstrike-report-finds-3498393/
https://www.techworld.com/news/security/global-cybercrime-dominated-by-50-core-groups-crowdstrike-report-finds-3498393/
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might not be the only influence. ―Given the importance of sea freight to any country‘s 

economy, obtaining the ability to be able to manipulate with this should not be ruled 

out as such ability could be seen as yet another clandestine military or political tool.‖
58

 

 

9. EFFECT OF THE CYBER-ATTACKS ON MARITIME INDUSTRY 

It has been thought by the majority that the cyber-attacks are mainly technical in nature 

and require a technical team for technical solutions. However, no doubt it is true that 

during the middle of the cyber-attack you need a technically sound person to face and 

finish the attack. The main impact of the attack has nothing to do with the technicalities 

of maritime industry, but on the normal business processes. It is noteworthy to say, that 

the magnitude of the attack could be high or low but the maritime companies shall have 

a contingency plan similar to what they have during the natural disaster outbreaks. 

During the attack, it has to be made clear to all about how and what decision is to be 

taken. During the breach of system, numerous non-technical considerations will have to 

be made. It will also be ideal to keep the systems running and online for some time, this 

shall be done in order to identify all the entry points and take them out together. The 

early shutting down of the systems shall alert the attackers and will make them pull out 

soon before anything is detected. However, shutting down of systems at a later stage 

can also cause a financial loss, it is to also be checked if the company has another 

payment gateway for an interim period.  

During this decision making stage, the question would come back to who is going to 

take a call, will it be the IT manager or the commercial manager? No doubt the IT 

manager will suggest keep the systems online however, the commercial manager would 

suggest immediate closure of the systems. It is also important to note that the 

commercial manager will not have enough knowledge about the importance of 

customer facing a communication during the attack. If there are no set rules laid down 

by the company about the plan of action to be taken during the attack, the valuable time 

can be lost in trying to find a decision. It will also be worse in case the IT managers 

unilaterally tries to fix the matter and the commercial managers are not even informed. 

                                                            
58 Page 21 Maritime Cyprus, ―Virtual pirates at large on the cyber seas‖. Maritime Cyprus. October 15, 2014. 

https://maritimecyprus.files.wordpress.com/2015/06/maritime-cyber-risks.pdf (last accessed on 25.11.2019)  

https://maritimecyprus.files.wordpress.com/2015/06/maritime-cyber-risks.pdf
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From the above scenarios it can be evidenced that the decision making act, during the 

attack has cross-functional relevance of both short term and long term nature. It is 

therefore, of utmost importance that the decision makers of the company are completely 

familiar with such attacks and threats even before the occurrence. This shall enable the 

decision making process a quick and a less time consuming effective way. These 

decision making authorities shall also be well acquainted with the local port authorities, 

customs authorities and other law enforcement authorities but in the country and 

abroad. 

 

10. WHEN DOES THE CYBER ATTACK ENDS? 

The key test is to find out whether the cyber-attack has been successfully tackled or not. 

It is very common where the shipping companies operate in various countries or cities 

and they have numerous offices across the globe. In that case it shall be important to 

see if the attack has affected those entry points also which are located in different 

locations. If this would be the case a combating team should also effect the safe 

functioning of all those systems. 

In case where the victims operate from only one office, it shall be crucial to see if the 

attack has the capability of leaving any traces behind, which might become active over 

a period of time. In such cases a proper forensics has also to be carried out for various 

hardware devices such printers, external hard disks, bar code scanners, x-ray machines 

etc. 

11. SIGNIFICANCE OF CYBER ATTACKS AND CYBER RISK IN MARITIME 

SECTOR 

A cyber-attack on the maritime industry can be defined as an unauthorised attempt to 

digitally gain access to or disrupt the normal functioning of the Information and 

Communication Technology (ICT) systems aboard a vessel for the purpose of 

modifying, stealing or harming the confidentiality, integrity or availability of the 

system and / or its data
59

  

                                                            
59 As defined by Control Risk. See more at https://www.controlrisk.com/(last accessed on 25.11.2019) 

https://www.controlrisk.com/
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The problem of cyber risk and attacks is of great significance in the maritime 

transportation sector. As of today, over 90 % of the international trade is estimated to 

take place through water transport, therefore the safety of such trade taking place 

through shipping vessels is very critical to the global market and economy. It is 

important to note that, the shipping vessels are highly dependent on GPS navigation, 

radars and other mapping and tracking devices, and the cargo that includes 

consignments for trade can be lost, stolen, damaged or destroyed by the cyber attackers. 

Cyber attacker uses various methodologies like GPS Spoofing, Jamming or signal 

interference to commercial vessels in order to make gains
60

.  

Global Positioning System (GPS) contains a network of satellites which broadcast time 

stamped messages to the receivers which then is used to calculate and describe a 

location. These receivers then calculate the amount of time they took to receive the 

signal and by way of calculations predict the distances. The structure of the GPS signals 

is not very complex and is known to public. These type of signals can also be generated 

using other equipment and will mimic the signals received from the satellites. The 

generation of these non-satellite signals may then be received by the receivers and 

alters the position. This type of signal generation from a non-satellite device with a sole 

intent to take over the navigation systems is called GPS Spoofing. 

There have also been cases of manipulated Domain Name System (DNS) wherein the 

attackers manipulated the DNS by initially compromising user data for accounts that 

can make such changes. Using these account data, the attackers alter Domain Name 

System (DNS) record accounts thus, replacing the legitimate address of a service with 

an address the attackers can control. This creates a risk that persists beyond the period 

of traffic redirection, as data submitted by users like passwords; usernames can easily 

be harvested and used for further security breaches. 

Not only the above, Phishing attacks, payment diversion frauds and fraudulent websites 

highlight the range of cyber-attacks that are a threat to the maritime sector nowadays.  

Yet the low levels of cyber security responsiveness training and awareness in this 

sector, especially the ones on board, can easily make them an easy target for the 

                                                            
60 ―Norway tired of Russia‘s electronic warfare troubling civilian navigation: Unacceptable and risky‖. See more 

at http://vikingarnews.com/norway-tired-of-russias-electronic-warfare-troubling-civilian-navigation-

unacceptable-and-risky/(last accessed on 25.11.2019) 

http://vikingarnews.com/norway-tired-of-russias-electronic-warfare-troubling-civilian-navigation-unacceptable-and-risky/
http://vikingarnews.com/norway-tired-of-russias-electronic-warfare-troubling-civilian-navigation-unacceptable-and-risky/
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attackers by way of hacking. Also their alliance with the pirates makes the impact of 

losses on the vessels a lot more than what is even expected.  

The maritime sector has continually factored hazard into its daily business activities 

having sought to balance the risks caused by natural disasters (such as floods, 

hurricanes, blizzards, earthquakes, and ice storms), regulatory changes (like statutory 

provisions related to crew, life and fire safety, environment, cargo, and certification) , 

and piracy and technology variations.  

Cyber-security may not be the primary thing on the plan of shipping companies and 

ship owners, but as the risks involved are very major, the companies can now no longer 

avoid this problem.  

Nowadays most attacks that are cyber in nature hunt, inflicting damage to the ships, 

consignments and operations of the company by taking over industrial control systems 

that are responsible for controlling operations such as navigation and propulsion, cargo 

handling, inventories and container tracking system.  

It is not very difficult to imagine, for example a devastating commercial impact across 

the whole world if a vessel that is crossing the Suez Canal is attacked. The same may 

cause blockage of the channel thus affecting a number of businesses and causing losses. 

Suez Canal is one of the world‘s busiest petroleum shipping channels. In the year 2013, 

the Suez Canal was attacked by a terrorist group which shared the ideology of Al-

Qa`ida — the Furqan Brigades
61

. They attacked the vessels traversing the canal and as a 

result, these militants successfully disrupted the shipments through the Suez Canal by 

sinking a large vessel and blocking the canal for a period of time,  

There are a numerous factors at work that are giving way to these criminals and cyber 

attackers. Companies are nowadays focussed more on cutting costs, to make more 

profits by reducing the number of humans on board and their in depth training on 

board. Vessels are more and more reliant on technology, automation (concept of 

autonomous vessels) and electronic navigation systems however, this results in 

compromise of secure environment. Further, the industry‘s main focus still remains on 

the structural security of the ships, cargo and crew members. 

                                                            
61 See more at https://www.trackingterrorism.org/group/al-furqan-brigades (last accessed on 25.11.2019) 

https://www.trackingterrorism.org/group/al-furqan-brigades
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It is noteworthy to suggest that according to Security Association for the Maritime 

Industry (SAMI)
62

 there is a deep realisation in the maritime sector, that cyber threats 

and crimes are a concern which must be given a talk by all as it is booming and 

becoming increasingly reliant on electronic charts. The Safety of Life at Sea 

Convention (SOLAS) from the International Maritime Organisation (IMO) has laid 

down numerous requirements and checks with regards Electronic arrangements at ports 

and on the vessels. It is also worth mentioning that if the electronic arrangements on the 

ships and or ports are not installed in a proper manner or inaccessible from the rest of 

the ship‘s IT systems like firewall, then there is a greater chance of these arrangements 

being attacked by cyber attackers and can divert the course of ship. The same is also a 

classic example of how the Maritime sector should properly shake hands with the new 

technology ensuring that it carefully understands cyber-security before implementing 

the new technology.  

12. STEPS TO MITIGATE RISKS BY THE MARITIME INDUSTRY 

The industries in the maritime sector should closely monitor geopolitical developments 

and \ or any military exercises in different regions which form a part of their business. 

They should also consider implementing various user access restrictions like session 

based access with time limits to help isolate the infested devices. They should also 

deploy various controls in order to keep a check on suspicious network traffic.   

The industries should also give importance to implementing controls for example data 

leakage prevention (DLP)  which assists in finding any suspicious network traffic and 

unusual behaviour and also assist in undertaking long monitoring and audits. 

Not only on the above the industries should also monitor the unusual number of 

duplicated requests to legitimate websites that are abused for command and control 

(C&C).  

Industries should also add the indicators of compromise associated with both spear 

phishing campaigns to their defence systems. They should also make sure that Java
63

 is 

disabled for all unauthorised sources as the same can compromise the security. 

                                                            
62 See more at https://www.iso.org/organization/5488060.html (last accessed on 25.11.2019) 
63 To know more visit https://java.com/en/download/faq/whatis_java.xml(last accessed on 25.11.2019) 

https://www.iso.org/organization/5488060.html
https://java.com/en/download/faq/whatis_java.xml
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Industries should also make sure that there exists a firewall and intrusion prevention 

system to prevent most port scanning attacks. A timely upgrade to all the hardware, 

software and firmware should be done to minimise the risk of attackers leveraging 

vulnerability within the network.  

Captains and crew members, as well as engineers and other auxiliary staff should be 

made aware of what cyber-attacks consist and involve. They should be trained on the 

following – 

o A brief overview of what GPS spoofing and jamming time 

o How to identify the attacks on vessels using their navigations and mapping systems 

and receivers 

o Using monitoring controls, such as  vestigial signal defence (VSD), to detect and 

confirm GPS spoofing 

o The process to initiate in case of the jamming or GPS spoofing, the measures to 

adopt in order to escalate and report such case. 

o Implementing the Domain name System Security Extensions (DNSSEC) protocol 

to enforce authentication of DNS records by validating as associated signature to 

that record.
64

 The same is to be done in order to prevent any DNS record 

manipulation and espionage operations against on shore offices of the maritime 

sector. 

o Educate employees about the risks associated with sharing their personal 

information on various social media websites like Facebook, Twitter, Instagram 

etc. The personal information can range from birthdays, information about the co-

workers email addresses, important documents related to business or locations etc.  

o Educate employees on threats related to spear phishing and social engineering, 

which continue to be the preferred attack vectors in credential stealing and 

espionage campaigns 

o Disable macros on MS Office tools such as Word, Excel, PowerPoint, and enable 

two factor authentications for corporate and personal email IDs. 

o Make the employees aware of the implications on reverting to suspicious E-mails, 

URLs and put a limit on the amount of content to be downloaded by the employees 

and also their ability to run and install software. 

                                                            
64 See more at https://www.cloudflare.com/dns/dnssec/how-dnssec-works/ (last accessed on 25.11.2019) 

https://www.cloudflare.com/dns/dnssec/how-dnssec-works/
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o Implement detections rules that segregate spurious email which closely resemble 

the company email ID. 

o Inspect wire transfer information in supplier‘s email request to identify suspicious 

details. 

o Industries should ensure installation of latest patches released by Microsoft for 

security vulnerability. 

 

13. INTERNATIONAL INSTRUMENTS FOR CYBER SECURITY IN THE 

MARITIME SECTOR  

 

This section shall state the laws which are formalised by the specialised organisations in 

the Maritime sector. These laws are mainly focused on Maritime and / or cyber security 

in the Maritime sector. 

 

13.1  LAWS ON MARITIME CYBER SECURITY FORMULATED BY THE 

INTERNATIONAL MARITIME ORGANISATION (IMO), LONDON 

―As a specialized agency of the United Nations, IMO is the global standard-setting 

authority for the safety, security and environmental performance of international 

shipping. Its main role is to create a regulatory framework for the shipping industry 

that is fair and effective, universally adopted and universally implemented.‖
65

 

Out of the various frameworks on the shipping industry the IMO also lays does 

framework regulations in the area of cyber risk. 

Cyber risk in the maritime sector would mean the degree of the level to which 

equipment that involves technology would be targeted by the cyber criminals. This 

technological equipment would range from the vessel of the shipping companies to 

all the devices installed in the vessel like navigation systems, PCs, propulsion 

systems, electronic charts etc.  

The targets to the equipment may result in failures such as operational, safety or 

security due to information being hacked or stolen.  

                                                            
65 See more at http://www.imo.org/en/About/Pages/Default.aspx (last accessed on 25.11.2019) 

http://www.imo.org/en/About/Pages/Default.aspx
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According to IMO, cyber risk management is a process of identifying, analysing, 

assessing and communicating an internet related risk and accepting, avoiding, 

transferring or mitigating it to an acceptable level, considering costs and benefits of 

actions taken to stakeholders. The ultimate motive of the IMO is to provide a safe 

and protected backing to the shipping sector. 

Due to the growing cyber threats and attacks on the shipping industry, the IMO has 

in the year 2017 issued guidelines on cyber risk management. The said circular is 

named as MSC-FAL.1/Circ.3
66

 and it lays downs various high level sanctions on the 

management of cyber risk in order to prevent cyber-attacks and threats to the 

shipping industry. It also talks how cyber technologies have become an important 

part of today‘s maritime industry. The sanctions laid down by way of this circular 

can be combined with the risk management process that are already present and are 

accompanying the already established safety and security management practises laid 

by the IMO. 

Another resolution i.e. MSC.428 (98) - Maritime Cyber Risk Management in Safety 

Management Systems
67

 was also adopted by the Maritime Safety Committee. This 

resolution inspires the management to guarantee that, the cyber threats are 

accordingly spoken and talked about in the existing safety management systems 

which have been defined in the International Safety Management Code (ISM code). 

The deadline for the same to be addressed and verified in the company‘s Document 

of Compliance is 1 January 2021.  

The ISM code is an important instrument which establishes various measures for the 

safe management and smooth operations of the vessels. The integrated concept of the 

Code allows the integration of necessary cyber security measures in the Safety 

Management System (SMS) of the company. 

 

                                                            
66 See more at http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-

FAL.1-Circ.3%20-

%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20(Secretariat).pdf (last accessed on 

25.11.2019) 
67 See more at 

http://www.imo.org/en/OurWork/Security/WestAfrica/Documents/Resolution%20MSC.428(98)%20-

%20Maritime%20Cyber%20Risk%20Management%20in%20Safety%20Management%20Systems.pdf (last 

accessed on 25.11.2019) 

http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3%20-%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20(Secretariat).pdf
http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3%20-%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20(Secretariat).pdf
http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3%20-%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20(Secretariat).pdf
http://www.imo.org/en/OurWork/Security/WestAfrica/Documents/Resolution%20MSC.428(98)%20-%20Maritime%20Cyber%20Risk%20Management%20in%20Safety%20Management%20Systems.pdf
http://www.imo.org/en/OurWork/Security/WestAfrica/Documents/Resolution%20MSC.428(98)%20-%20Maritime%20Cyber%20Risk%20Management%20in%20Safety%20Management%20Systems.pdf
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13.2 LAWS ON MARITIME SECURITY BY THE EUROPEAN UNION (EU)
68

 

 

13.2.1 Regulation (EC) No 725/2004 on enhancing ship and port facility security – 

   

The foremost aim of the aforesaid is to implement community measures aimed 

at enhancing the security of ships, through measures of preventive nature used 

in international trade and associated port facilities, in the face of threats of 

intentional unlawful acts (including piracy and armed robbery at sea). The 

regulation provides a basis for the harmonised interpretation and 

implementation and Community monitoring of the special measures to 

enhance maritime security adopted by the International Maritime Organization 

(IMO) in 2002, which amended the 1974 International Convention for the 

Safety of Life at Sea (SOLAS Convention) and established the International 

Ship and Port Facility Security Code (ISPS Code). The Regulation makes 

mandatory, a number of recommendations introduced into Part B of the ISPS 

Code.  

 

13.2.2 Port Security Directive : Directive 2005/65/EC on enhancing port security - 

 

This directive complements the security measures introduced by the regulation 

(EC) No 725/2004, by making an entire port subject to a security regime. In 

order to obtain maximum protection for maritime and port activities, measures 

should be taken that cover all the ports within a perimeter defined by the 

member state in question thereby, ensuring that security measures taken in 

accordance with the Regulation benefit from enhanced security within the 

areas of port activity. These measures should apply to all ports in which one or 

more port facilities, which are covered under the regulation, are situated. The 

directive also provides for mechanisms for implementing these measures and 

checking their conformity.  

 

                                                            
68See more at 

https://ec.europa.eu/transport/sites/transport/files/modes/maritime/security/doc/legislation_maritime_security.pd

f (last accessed on 25.11.2019) 

https://ec.europa.eu/transport/sites/transport/files/modes/maritime/security/doc/legislation_maritime_security.pdf
https://ec.europa.eu/transport/sites/transport/files/modes/maritime/security/doc/legislation_maritime_security.pdf
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On 20 January 2009, the Commission had submitted a report assessing the 

implementation of the directive to the European parliament and the council, on 

the information obtained by monitoring the implementation of this directive by 

member states. The report therefore, focuses on implementation related 

matters and short-term results.  

 

13.2.3 Commission Regulation (EC) No 324/2008 on procedures for conducting 

commission inspections in the field of maritime security.  

 

In order to monitor the application by member states of the EU legislation on 

maritime security, the commission conducts inspections to verify the 

effectiveness of national quality control systems and maritime security 

measures, procedures and structures at each level of every member state and 

that of the individual port facilities and relevant companies. The European 

Maritime Safety Agency (EMSA) participates in these inspections led by the 

commission's services and provides the commission, with technical assistance 

in the performance of the inspection tasks in respect of the ships, relevant 

companies and Recognised Security Organisations
69

.  

 

In accordance with Directive on port security, the Commission should monitor 

the implementation by the Member States of the Directive jointly, with the 

inspections provided for ships and port facilities. The Regulation adopted on 9 

April 2008, lays down the procedures for the monitoring the implementation 

of Directive 2005/65/EC jointly with the inspections at the level of Member 

States and port facilities, in respect of ports by the Commission.  

 

 

 

 

 

 

                                                            
69 The definition of the Recognised Organisation can be found through this link 

http://www.emsa.europa.eu/visits-a-inspections/assessment-of-classification-societies.html (last accessed on 

14.11.2019) 

http://www.emsa.europa.eu/visits-a-inspections/assessment-of-classification-societies.html
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13.2.4 Maritime Security Committee (MARSEC)  

 

The Commission is assisted by Regulatory Committee (Maritime Security 

Committee - MARSEC) acting in accordance with the regulatory procedure. 

MARSEC is a Regulatory Committee established by virtue of Article 11 of 

Regulation (EC) No 725/2004 and it also assists the Commission with regard 

to its activities under Directive 2005/65/EC. The Regulatory Committee is 

chaired by the Commission and consists of experts representing all Member 

States. Periodical exchange of information between Member States and 

Norway and Iceland, has taken place. Best practices and indications on 

national instructions have been shared in this forum and, most importantly, it 

was also agreed, to create a mechanism for secure mutual information where 

each member state could insert sensitive information i.e. security levels 

adopted, threat evaluations and others topics relevant for the security of 

European shipping.  

 

Furthermore, the Commission meets regularly with the Stakeholder Advisory Group on 

Maritime Security (SAGMaS) which is a forum, where the stakeholders can express 

their views on the work of the Regulatory Committee, MARSEC. The Commission 

considers inviting to the meetings of SAGMaS, any stakeholder organisation that is a 

European or an International (and not merely a national) organisation, and has a 

demonstrable professional interest in the subject of maritime security (as covered by EC 

legislation), and in view of this, the Commission will offer an added value to the subjects 

under discussion at the particular meeting of the Committee. 

The main objective of the European Union‘s maritime security policy has been to protect 

people and the economy of the EU from the magnitudes of the illegal and deliberate acts 

against the maritime sector, which includes the port and the shipping operations.  

The Union‘s legislation mainly includes a combination of precautionary steps which are 

embodied in the Regulation on the one hand, which talks about improving the security 

for the ships and the ports and the Directive on the other hand, which talks about the port 

security.  
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This gives a regulatory framework which enables the security of the maritime sector, 

which forms a part of transport logistics chain against the perils of an attack and threats. 

This regulation, which falls outside the global obligations, is intended and is made in 

such a manner to guarantee the finest level of defensive safety imaginable for the 

maritime industry.  In spite of the same, the regulation also makes sure that while safety 

is of utmost importance it should not hamper the normal world trade scenario on the sea.  

The European Parliament and the European Council has assumed the responsibility to the 

Commission to monitor the application of all the obligations laid down by the member 

states. The Commission will also check the efficiency of the national maritime security 

measures and procedures. In order to accomplish this responsibility handed over on the 

shoulders of the Commission, it has agreed on a Regulation on procedures for carrying 

out Commission checks in the area of maritime security. 

The Commission has been trying to ensure the problems being faced by the Maritime 

sector in battling with piracy and robbery on the ships. Piracy has also been there on the 

agenda of the Commission wherein, in accordance with the recital (2) of Regulation (EC) 

No 725/2004
70

 it is stated: "The security of European Community shipping and of the 

citizens using it and of the environment in the face of threats of intentional unlawful acts 

such as acts of terrorism, acts of piracy or similar, should be ensured at all time‖ 

 

13.3 INTERNATIONAL SHIP AND PORT FACILITY SECURITY (ISPS) CODE 

 

The International Ship and Ports Facility Security (ISPS) Code (SOLAS XI-2 and the 

ISPS Code, 2018)
71

 – This code establishes the regulatory principles in order to 

recognise security threats, precautionary measures against security incidents, security- 

related information exchange standards and security assessment methodology. It is also 

worthy to state that the Part B of this code established that, both the Port Facility 

Security Assessment (PFSA) and Ship Security Assessment (SSA) must address the 

                                                            
70  See more at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32004R0725 (last accessed on 

25.11.2019) 
71 More information on the International Ship and Ports Facility Security (ISPS) Code (SOLAS XI-2 and the 

ISPS Code can be accessed through the following link, 

2018)http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Pages/SOLAS-XI-

2%20ISPS%20Code.aspx (last accessed on 05.11.2019)  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32004R0725
http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Pages/SOLAS-XI-2%20ISPS%20Code.aspx
http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Pages/SOLAS-XI-2%20ISPS%20Code.aspx
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radio and telecommunication systems, which includes the network and computer 

systems. 

 

13.4  ISO/IEC 27001 STANDARD ON INFORMATION TECHNOLOGY 

 

The International Organization for Standardization (ISO) has addressed the issues on the 

cyber security and has published a series of standards regarding cyber-security. ISO/IEC 

27001 (ISO/IEC 27000 Family - Information Security Management Systems, 2018)
72

 is a 

series of standards which are mainly formed to assist companies and business in order to 

manage the security of various assets which include financial information, intellectual 

property, employee details or information entrusted by third parties. The ISO/IEC 27001 

is providing requirements for an information security management system (ISMS). An 

ISM system is a systematic approach to managing sensitive company information so that 

it remains secure. These standards are very supportive and significant for maritime and 

shipping companies and also for ships to adopt in their practice. It is a basic safety 

measure for vessels to avoid any kind of mismanagement and help the safe-keeping of 

their information. 

 

13.5 THE NORWEGIAN MARITIME AUTHORITY (NMA)
73

 IN NORWAY  

The Norwegian Maritime Authority is an administrative and supervisory body which has 

authority in the cases pertaining to the safety of life, health, material values and the 

environment on board the ships flying the Norwegian flag and foreign ships sailing in the 

Norwegian waters. This authority is also responsible for providing legal protection of 

rights for the ships that are registered in Norway. The Norwegian Maritime Authority is 

a subsidiary of the Ministry of Trade, Industry and Fisheries and the Ministry of Climate 

and Environment. The actions of the Norwegian Maritime Authority are governed by 

national and international legislation, agreements and political decisions. 

In an article
74

 published by the NMA it has been revealed that the Norwegian National 

Security Authority (NSM) has in June 2019, received information regarding cyber 

                                                            
72 More information on the International Organization for Standardization can be found on the following link 

https://www.iso.org/isoiec-27001-information-security.html  (last accessed on 05.11.2019) 
73 The Norwegian Maritime Authority https://www.sdir.no/en/about-us/ (last accessed on 25.11.2019) 

https://www.iso.org/isoiec-27001-information-security.html
https://www.sdir.no/en/about-us/
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operations aiming at various different sectors and companies based in the United States 

of America, Europe and the Middle East. The threat actors have shown high capability 

and ability to conduct their procedures. 

The NSM and the Norwegian National Cyber Security Centre (NCSC) recommends all 

ship owning companies to follow its fundamental principles for ICT security (available 

in Norwegian Language)
75

, and its social media guidelines (available in Norwegian 

language)
76

 
77

. It recommends the following measures for the threats to the companies: 

―To ship owners and companies with the responsibility for infrastructure on ships:  

 Segmentation of the network: There should not be a physical connection between 

administrative and operative parts of the network.  

 Log activity on all endpoints and in the network: NSM NCSC recommends 

keeping logs for at least 6 months.  

 Use encrypted communication where it is possible, also between ships and land 

based infrastructure. Manipulation of communication can easily be done if it is not 

encrypted.  

 Restrict access to information and systems to people that require it due to their 

position and role. Restriction of access will in most cases limit the consequences 

after an incident.‖
78

 

Each company, which is related to the Norwegian interest, is strongly recommended by 

the NSM, to keep monitoring the security. In case the company does not have the 

infrastructure to keep a continuous check on the security, the NSM has also affiliated 

some security service provider as a part of their national scheme.
79

 

                                                                                                                                                                                         
74 See more at 

https://www.sdir.no/contentassets/20793abde8e6466486434d14fbddc55c/maritim_sektor_eng1.pdf?t=15719462

29208 (last accessed on 25.11.2019) 
75 See more at https://www.nsm.stat.no/globalassets/dokumenter/nsm_grunnprinsipper_for_ikt-2018.pdf (last 

accessed on 25.11.2019) 
76  See more at https://www.nsm.stat.no/globalassets/dokumenter/brosjyrer/socialmedia_web.pdf 
77 See more at https://www.nsm.stat.no/blogg/podcast---some-og-sikkerhet/ (last accessed on 25.11.2019) 
78https://www.sdir.no/contentassets/20793abde8e6466486434d14fbddc55c/maritim_sektor_eng1.pdf?t=157194

6229208 (last accessed on 25.11.2019) 
79 See more at https://www.nsm.stat.no/om-nsm/tjenester/leverandorforhold/kvalitetsordning-for-bruk-av-

leverandorer-av-tjenester-innen-ikt-hendelseshandtering/ (last accessed on 25.11.2019) 

https://www.sdir.no/contentassets/20793abde8e6466486434d14fbddc55c/maritim_sektor_eng1.pdf?t=1571946229208
https://www.sdir.no/contentassets/20793abde8e6466486434d14fbddc55c/maritim_sektor_eng1.pdf?t=1571946229208
https://www.nsm.stat.no/globalassets/dokumenter/nsm_grunnprinsipper_for_ikt-2018.pdf
https://www.nsm.stat.no/blogg/podcast---some-og-sikkerhet/
https://www.sdir.no/contentassets/20793abde8e6466486434d14fbddc55c/maritim_sektor_eng1.pdf?t=1571946229208
https://www.sdir.no/contentassets/20793abde8e6466486434d14fbddc55c/maritim_sektor_eng1.pdf?t=1571946229208
https://www.nsm.stat.no/om-nsm/tjenester/leverandorforhold/kvalitetsordning-for-bruk-av-leverandorer-av-tjenester-innen-ikt-hendelseshandtering/
https://www.nsm.stat.no/om-nsm/tjenester/leverandorforhold/kvalitetsordning-for-bruk-av-leverandorer-av-tjenester-innen-ikt-hendelseshandtering/
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The following has also been recommended by the NSM and NCSC
80

 

―Be aware of, and be critical to, emails with links or attachments:  

 If there are any doubts whether an attachment or a link is safe to open – make an 

assessment if opening it is necessary. Report suspicious emails and / or messages 

that relate to the company and to the employer.  

 Be careful with documents that suggest enabling macros in Word, Excel or 

PowerPoint.‖ 

“In social media:  

 Suspicious messages received through social media should be reported to the 

employer if they can be connected to your employment or the company in general.  

 Establish and maintain contact only with people whose identity can be verified.  

 Be critical to messages with links and attachments in social media.  

   Expect that everyone can see all information shared on social media about work 

and your private life.  

 Do not publish work-related information without consent from your employer.  

 Do not publish information about other individuals without their consent.  

 Enable available security settings in products and applications.  

 Do not reuse the same password across services.‖ 

Apart from the above, the NMA also recommends the guidelines on cyber security on-

board ships
81

. These guidelines are produced and supported by the following key players 

in the Maritime industry: 

 BIMCO
82

 

                                                            
80See more at 

https://www.sdir.no/contentassets/20793abde8e6466486434d14fbddc55c/maritim_sektor_eng1.pdf?t=15719462

29208 (last accessed on 25.11.2019) 
81 https://www.sdir.no/globalassets/guidelines-on-cyber-security-onboard-ships.pdf?t=1571946229208(last 

accessed on 25.11.2019) 
82 More about BIMCO on https://www.bimco.org/about-us-and-our-members(last accessed on 25.11.2019) 

https://www.sdir.no/contentassets/20793abde8e6466486434d14fbddc55c/maritim_sektor_eng1.pdf?t=1571946229208
https://www.sdir.no/contentassets/20793abde8e6466486434d14fbddc55c/maritim_sektor_eng1.pdf?t=1571946229208
https://www.sdir.no/globalassets/guidelines-on-cyber-security-onboard-ships.pdf?t=1571946229208
https://www.bimco.org/about-us-and-our-members
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 International Chamber of Shipping 
83

 

 INTERCARGO
84

 

 InterManager
85

 

 INTERTANKO
86

 

 International Union of Marine Insurance IUMI
87

 

 Oil Companies International Marine Forum OCIMF
88

 

 World Shipping Council
89

 

These guidelines although listed on the NMA website, are non-binding in nature. The 

approaches to the cyber risk management are company and vessel defined. It is also 

important to note that these approaches should be guided by the requirements as laid 

down by the relevant national, international and flag state regulation. These guidelines 

offer a risk-based approach in recognizing and countering to the cyber risks. 

 

14. MARINE INSURANCE LAW IN NORWAY 

In this section a brief overview of the Marine Insurance in general (based only according to 

Norwegian insurance law) shall be done to enable to reader to understand how different 

marine insurance policies differ in nature from one another. 

Marine insurance is one of the earliest practices of any insurance provisions on this planet. 

People from Rome and Greece were: ‗in the habit….of guarding themselves against some of 

the risks of the maritime enterprise…whether in the shape of loans or mutual guarantee‘.
90

 

 

14.1 In Norway the sources of Marine Insurance are the following: 

14.1.1 The Insurance Contract Act of 1989 also termed as ICA
91

 

                                                            
83 More about ICS on https://www.ics-shipping.org/about-ics/about-ics(last accessed on 25.11.2019) 
84 More about INTERCARGO on https://www.intercargo.org/about/(last accessed on 25.11.2019) 
85 More about InterManager https://www.intermanager.org/about/(last accessed on 25.11.2019) 
86 More about INTERTANKO on https://www.intertanko.com/about-us(last accessed on 25.11.2019) 
87 More about International Union of Marine Insurance IUM on https://iumi.com/about/introducing-iumi (last 

accessed on 25.11.2019) 
88 More about Oil Companies International Marine Forum on 

https://www.ocimf.org/organisation/introduction.aspx(last accessed on 25.11.2019) 
89 More about world shipping on http://www.worldshipping.org/about-the-council (last accessed on 25.11.2019) 
90 Frederick Martin, The History of Lloyd‘s and of Marine Insurance in Great Britain with an Appendix 

containing statistics relating to marine insurance (Macmillan and Co 1876)2. 

https://www.ics-shipping.org/about-ics/about-ics
https://www.intercargo.org/about/
https://www.intermanager.org/about/
https://www.intertanko.com/about-us
https://iumi.com/about/introducing-iumi
https://www.ocimf.org/organisation/introduction.aspx
http://www.worldshipping.org/about-the-council
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– Of minute significance in marine insurances, see § 1-3.2 (c). But: § 7-8 

– Cargo insurance follows the ICA solutions, with some exceptions for 

international transport, see § 1-3.2 (e) 

 

14.1.2 The Nordic Marine Insurance Plan (NP) 2013
92

 (Most widely used) 

 

– Agreed document, developed over 135 years 

– Covers most of the ship insurances (except P&I and striking) 

– Extensive preparatory documents in the form of commentary 

– Has a very little relationship with the Insurance Contract Act 1989 

– Structure: Divided into 4 parts 

– Part one (Chapter 1-9): Deals with rules common to all types of insurance 

– Part two (Chapter 10-13): Deals with Hull Insurance 

– Party three (Chapter 14-16) : Deals with other insurances for ocean going vessels 

(total loss insurances, war insurance, loss of hire insurance) 

– Party four (Chapter 17-19): Deals with other insurances (fishing vessels 

insurances, offshore structures insurances, builders‘ risks insurances) 

14.1.3 The Norwegian Cargo Clauses (CICG) 2004
93

 

- Similar to the NMIP 2013 however, has less extensive commentaries and strongly 

connected to the ICA 1989. 

 

14.1.4 The Gard and Skuld P&I conditions (rules)
94

 
95

 

 

14.2 Types of Marine insurance 

14.2.1 Insurance related to ships 

           Insurance related to ships fall under three subheadings which are as follows: 

                                                                                                                                                                                         
91 https://www.finanstilsynet.no/globalassets/laws-and-regulations/laws/act-insurance-contracts.pdf (English 

translation of the Insurance Contract Act) (Last visited 29.10.2019) 
92 http://www.nordicplan.org/The-Plan/ The amended 2019 version of the plan can be accessed from this 

website. (last visited on 25.11.2019) 
93 https://cefor.no/globalassets/documents/clauses/norwegian-cargo-clauses/cefor-cargo-clauses-261-2004-

eng.pdf English version of the cargo clauses can be accessed from this website (last visited on 25.11.2019) 
94 http://www.gard.no/web/publications/document/chapter?p_subdoc_id=962010&p_document_id=781871 

Gard Rules for the ships can be accessed from this website (last visited on 25.11.2019) 
95 https://www.skuld.com/products/Conditions/pi-rules/2019-pi-rules/ Skuld Rules for the ships can be accessed 

from this website (last visited on 25.11.2019) 

https://www.finanstilsynet.no/globalassets/laws-and-regulations/laws/act-insurance-contracts.pdf
http://www.nordicplan.org/The-Plan/
https://cefor.no/globalassets/documents/clauses/norwegian-cargo-clauses/cefor-cargo-clauses-261-2004-eng.pdf
https://cefor.no/globalassets/documents/clauses/norwegian-cargo-clauses/cefor-cargo-clauses-261-2004-eng.pdf
http://www.gard.no/web/publications/document/chapter?p_subdoc_id=962010&p_document_id=781871
https://www.skuld.com/products/Conditions/pi-rules/2019-pi-rules/
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14.2.1.1Hull Insurance – Covers damage to/ loss property. There is an element of 

liability and loss of income. Two subparts of Hull Insurance are Hull 

Insurance and Hull interest insurance (covering only total loss 
96

 and liability) 

 

14.2.1.2Loss of Income – Covers the income that is derived from the ship. This type of 

insurance covers Loss of Hire 
97

if the ship is damaged and Loss of Freight 

interest 
98

if the ship becomes total loss. 

 

14.2.1.3Liability – Covers the liability of the ship owner with respect to the third party 

liability. This is usually covered by the Protection and Indemnity (P&I) 

insurance clubs like Skuld and Gard in Norway. It is noteworthy that the Hull 

and hull interest insurance also covers part of the collision liability  

The aforesaid three different types of insurance related to ships differ mainly in the interests 

insured along with the calculation of compensation.  

14.2.2 Insurance related to goods under transport 

This kind of insurance mainly is concerned with the cargos travelling from 

seller to buyer. It covers casualty and damage insurance which also includes 

owner‘s profit however it does not cover loss of income in general and owner‘s 

liability. 

 

14.2.3  Some other types of Insurance 

 

 Related to marine risk/ civil risk (Example hull insurance against marine 

perils) 

 Related to war risk (Example hull insurance against war perils)
99

 

                                                            
96 Clause 11-1 NMIP 2013 Total loss - The assured may claim compensation for a total loss if the vessel is lost 

without there being any prospect of it being recovered or if the vessel is so badly damaged that it cannot be 

repaired. No deductions shall be made in the claims adjustment for unrepaired damage sustained by the vessel in 

connection with an earlier casualty. (Can also be accessed at http://www.nordicplan.org/The-Plan/Part-

Two/Chapter-11/#Clause-11-1) (Last visited 29.10.2019) 

97 Chapter 16 of the Nordic Marine Insurance Plan 2013. (can also be accessed at http://www.Nordicplan.org 

The-Plan/Part-Three/Chapter-16/#Clause-16-1) (Last visited 29.10.2019) 
98 Clause 14-2 NMIP 2013 Insurance against loss of long-term freight income (freight interest insurance) 

If insurance has been effected against loss of long-term freight income (freight interest insurance), the insurer is 

liable for total loss in accordance with the rules contained in Chapter 11 for the amount stated in the insurance 

contract. (Can also be accessed at http://www.nordicplan.org/The-Plan/Part-Three/Chapter-14/#Clause-14-2) 

(Last visited 29.10.2019) 

http://www.nordicplan.org/The-Plan/Part-Two/Chapter-11/#Clause-11-1
http://www.nordicplan.org/The-Plan/Part-Two/Chapter-11/#Clause-11-1
http://www.nordicplan.org/The-Plan/Part-Three/Chapter-14/#Clause-14-2
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 Related to primary risk (Example liability normally covered by P&I 

 Related to costs for saving acts (Example primary risk liability which is 

covered by P&I, may be covered by hull insurance, if incurred in order to 

avoid  damage to the ship) 

 

15. SCENARIOS IN INSURANCE POLICIES WITH RESPECT TO THE CYBER 

RISKS  

 

The scenarios herein, shall not be treated as country specific and will display that 

sometimes the conventional insurance policies (in general) may provide cover for 

certain cyber perils indirectly. There have been instances wherein, the insured and the 

insurer remained unaware about the coverage with respect to cyber risks which were 

underwritten in the policies. An example of this would be the P&I issued policy. 

 

 Cyber risk offers a great range of risks (first party) which include damage to the 

property, any kind of disruption in the trade, theft or data losses and costs for 

recovery of that data. Not only this, it also covers a range of liability risk which 

include litigations expenses and monitoring investigations.  

 

 The use of Cyber specific terminologies and Cyber-specific wordings shall act as 

an effective measure to fill up the gaps in the insurance cover that occurs in the 

conventional lines of insurance with respect to wide ranging peril setting.  

 

 It has been seen on various occasions and instances (also as listed above), that the 

cyber threat may be one of the causes of major losses caused to the maritime 

industry. These major losses may be particularly protected in a particular 

insurance policy and not specifically covered or specifically excluded. Therefore 

most of the times, the insurer shall on be liable for the losses which was caused 

proximately by the perils which are listed in the insurance cover and not 

otherwise. Proximately herein would mean the dominant and effective cause for 

the loss. 

                                                                                                                                                                                         
99 Den Norske Krigsforsikring For Skib Gjensidig Forening (The Norwegian Ship owners‘ Mutual War Risks 

Insurance Association) takes care of the marine war risk insurance and currently has approx. 3 430 vessels and 

mobile offshore units insured against the war risk. More info on https://www.warrisk.no/about/facts-and-figures/  

(last accessed on 14.11.2019) 

https://www.warrisk.no/about/facts-and-figures/
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 An example of how cyber risk is generally excluded from the insurance cover can 

be better understood from a scenario based on terrorism
100

 which is as follows – 

 

Facts  

A ship owner is covered under an insurance policy which includes terrorism 

which is market-standard in relation to the scope of cover and exclusions.  

 

Various computer programs (as the cyber criminals call them) or viruses are being 

developed each day for various purposes in order to carry out cybercrimes. These 

viruses can easily disable or enable various control mechanisms for instance the 

ones controlling temperature for storage on ship. These viruses can easily affect 

umpteen numbers of personal computers including those available at the office of 

the ship owner.  One of the employees of the ship owner used a USB stick which 

he usually uses for transferring files from one computer to another. 

 

The employee, acting without any malicious intent or knowledge of the computer 

virus, infested all the computer systems by using the USB stick at work. The virus 

disabled all temperature control systems, leading to a fire which destroyed large 

parts of the ship. 

 

The insured had to seek a protection on its terrorism policy for the losses incurred 

on account of fire that was caused by the computer virus.   

 

The insured could not claim any protection under its property damage and 

business interruption policy as cover is excluded under a carefully drafted 

terrorism exclusion. 

 

Analysis 

Generally the terrorism policies which are available widely in the market protects 

the insured from the losses that arises out of the physical loss or damage to the 

insured‘s properties and contents. These losses are protected where they arise out 

of an act of terrorism, political violence and/or sabotage, or a resulting fire. Also, 

                                                            
100 Fictitious case meant for illustration purpose only and bear no resemblance to a true case  
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very often it is stated in the policies that in order to claim protection, the insured 

will have to justify that the loss incurred by him was caused prominently by the 

above mentioned reasons.  

 

It is true that the virus creating for ideological purposes would definitely qualify 

as an act of terrorism, however it is also clear that the employee of the ship owner 

used a USB stick in the computer which caused the attack otherwise the computer 

systems would not have been infected. In these circumstances, the act of terrorism 

may not have been the prominent cause of the insured/ policy holder‘s losses; 

however on the other hand the employee‘s actions amount to a cause from a new 

and independent source. 

 

Exclusions  

Most policies available in the market on terrorism typically exclude losses arising 

on account of a physical loss or damage caused by ―attacks by electronic means‖, 

such as computer hacking or the introduction of a computer virus.  

Consequently, even if the insured is able to demonstrate its case that the virus was 

the prominent cause, the losses are likely to be excluded in the policy.   

 

Summary  

As can be seen, that the loss incurred by the insured was primarily falling within 

the scope of cover, subject to insured demonstration that the peril was the 

prominent cause of the loss, a broad exclusion for attacks by electronic means 

would, if such an exclusion appears in the policy wording, be likely to preclude 

cover. 

 

16.  ASSESSMENT OF THE NORDIC MARINE INSURANCE PLAN WITH 

RESPECT TO THE INSTITUTE CYBER ATTACK EXCLUSION CLAUSE 

(CL.380) 10/11/2003 

Most of the theft or losses occurring in the maritime industry, involves the use of 

information technology. Be it loss of containers by wrongfully releasing them or use 

of deceitful information while bidding for back- loads on haulage websites on the 
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internet, information technology do play an important role. Why is it that the 

underwriters of the insurance policy are excluding these events from the policies? 

It is pertinent to note that the institute cyber-attack clause – Cl.380 is amalgamated 

into various marine insurance policies and is being widely accepted by most of the 

insurance markets.
101

 The said clause is listed below: 

‗1.1 Subject only to clause 1.2 below, in no case shall this insurance over 

loss damage liability or expense directly or indirectly caused by or 

contributed to by or arising from the use or operation, as a means for 

inflicting harm, of any computer, computer system, computer software 

programme, malicious code, computer virus or process or any other 

electronic system. 

 1.2 Where this clause is endorsed on policies covering risks of war, civil 

war, revolution, rebellion, insurrection, or civil strife arising therefrom, or 

any hostile act by or against a belligerent power, or terrorism or any person 

acting from a political motive, Clause 1.1 shall not operate to exclude 

losses (which would otherwise be covered) arising from the use of any 

computer, computer system or computer software programme or any other 

electronic system in the launch and/or guidance system and/or firing 

mechanism of any weapon or missile.‘ 

A bare reading of the said clause gives an opinion that the clause is not modern 

as it was drafted in 2003. It is vague and simply means that if any kind of 

electronic equipment of system is used to cause loss then the exclusion could 

be applied.  

This can be explained through a very basic layman terms by the following 

example
102

- 

‗For example, if a fraudster wishes to collect a cargo from a port, they 

may decide to create a bill of lading which is a replica of the original 

and which allows the fraudster to obtain the release of the cargo. Very 

often, such documents are created using computer programme to scan, 

copy and then alter the original document. 

                                                            
101 This is not the case in the NMIP since according to the commentary of the Nordic Plan it is stated that ` After 

11 September 2001, the reinsurance market also introduced an exclusion for the use of computer technology for 

harmful purposes, the Cyber Attack Clause (CL 380). No such exclusion has been incorporated in the Plan 

because it is possible at present to reinsure this risk, and many insurers choose to do so. Insurers who do not 

have such reinsurance must therefore include this exclusion clause in their individual insurance contracts.´ Can 

be accessed through the link 

http://archive.nordicplan.org/Documents/Nordic%20Plan%202013/NordicPlanVer2016-Com-part-1.pdf Page 31 

(Last accessed on 06.11.2019) 
102 Example taken from an online article which can be accessed through the link 

https://www.kennedyslaw.com/thought-leadership/article/cyber-exclusion-clauses-are-they-fit-for-purpose (last 

accessed on 06.11.2019) 

http://archive.nordicplan.org/Documents/Nordic%20Plan%202013/NordicPlanVer2016-Com-part-1.pdf
https://www.kennedyslaw.com/thought-leadership/article/cyber-exclusion-clauses-are-they-fit-for-purpose
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Does cover really depend on whether or not the fraudster has used a 

computer system to create the forgery? Is it underwriters‘ intention to 

analyze the document used to perpetrate the fraud? So: 

 If the fraudster has used a color copying machine, correction fluid and 

a type writer there is cover; but 

 If the fraudster has used a computer to create the documents the 

exclusion applies?‘ 

The stealing of the information and the data is not a new phenomenon; this has been 

happening for very long time however, it is only the method by which this theft is 

taking place is new. Instead of relying on the blanket cover of CL.380 the insurers 

need to consider suitable assurances with respect to the information technology and 

related devices.  

However, it will also not be out of place to state, that if an underwriter of the 

insurance cover decides not to rely on CL. 380 in one particular incident that 

involves use of the computer programme, they might risk waiving their right on this 

exclusion in other cases. 

It is a common understanding of many that the cyber-attack is covered under the War 

Risk insurance only. However, according to the NMIP, there is a distinction between 

the clauses 2-8
103

 and 2-9
104

 of the NMIP. 

 

The Clause 2-9 speaks of ―riots, sabotage, acts of terrorism or other social, religious 

or politically motivated use of violence or threats of the use of violence, strikes or 

lockouts‖ 

 

It is worthy to point herein that the cyber-attacks can be categorized as some kind of 

sabotage
105

 however, it is also important to point that the cyber-attacks can also be 

considered as a marine peril (covered under the P&I insurance) if the attack is devoid 

of any political, social or religious motivation. Furthermore, since it is nearly 

impossible to go to the roots of the cyber-attack as the factor of anonymity is always 

prevailing, insurers don‘t want to invest time and money in going deep down the 

roots to prove it as a marine peril, therefore, most of the times its considered as a war 

peril.   

 

                                                            
103 Clause 2-8. Perils covered by an insurance against marine perils, The Nordic Marine Insurance Plan Page 8 

 
104 Clause 2-9. Perils covered by an insurance against war perils, The Nordic Marine Insurance Plan Page 9 
105 Definition of Sabotage can be found on the link https://www.lexico.com/en/definition/sabotage (Last 

Accessed on 06.11.2019) 

https://www.lexico.com/en/definition/sabotage
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17. THE CHALLENGES FACED BY THE INSURANCE COMPANY IN 

MARITIME SECTOR 

The cases discussed in this thesis are mostly specific in nature which may or may not 

be covered under the conventional lines of insurance. The insurance market is also 

considering more systemic attacks which cause a broad range of potentially insured 

losses.  This type of prospect has not yet been realised by many insurance providers 

across the globe, however this is perhaps becoming a realistic prospect in the 

unending and ever evolving cyber perils.  

 

For example, hacking of a port‘s data which includes both the navigational and 

logistical aspects of its operation could lead to massive losses. These losses may 

include damage and loss to the ships, cargo, infrastructure of the port, its business and 

may also cause damage to life. These kinds of losses shall trigger claims on hull and 

cargo, property damage and business loss and general liabilities policies which are 

bought by numerous stakeholders. These losses shall affect the insurance market in a 

very impactful way as the stakes are high.  

It is also true, that these types of cyber-attacks or perils cause a lot of challenges to the 

underwriters. It is fairly easy for them to underwrite specific losses such as a single 

ship as it is well understood and form a part of their day to day work however; the 

likelihood of a systemic attack and loss arising from it requires a careful analysis. 

 

The regulators are also keeping an eye on how the market tackles the cyber risks and 

potential for the accumulated losses, which go beyond the normal underwriting 

expectations at the start of the policy.  

The unending and growing risk of cyber-attacks and threats calls for an innovative 

and sophisticated thinking by the insurers and the underwriters, people planning the 

pricing models and possible coverage to the clients across the globe. This is because 

the cyber-attacks and threats, especially in the marine industry, may lead to umpteen 

numbers of risks that include but are not limited to cargo loss both at the port and at 

the sea, system miscarriage, or piracy. It is not out of place to say that those risks have 

always existed; however the consequences of the cyber-attacks be it resulting in the 

risks mentioned above or anything else, represent a whole new space of risks which 

has not be assessed and measured as yet.  
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Thus, insurance providers shall and are must needed to revise and update their models 

consequently. Furthermore, since the risk of cyber-attacks is a whole new space of 

risk which is not evaluated yet, it poses a foremost challenge to the reinsurers which 

try and endeavour to provide assistance on pricing and potential coverage for their 

clients. 

18. CONCLUSION 

The law which regulates the marine insurance is private in nature, wherein the parties 

to the insurance contract enter mutually into a legally binding instrument that is the 

insurance policy. Presently, there are no binding, international conventions which 

regulate cyber security in the maritime industry, which means that there is no 

obligation on the insurers to cover cyber risks in their insurance policies. On the other 

hand various international conventions which cover marine insurance are present in 

plenty. For example the  International Convention on Civil Liability for Oil Pollution 

Damage (1992)
106

, International Convention on Civil Liability for Bunker Oil 

Pollution Damage (2001)
107

 and Nairobi International Convention on the Removal of 

Wrecks (2007)
108

. All of these mandates insurance to be obtained by all ship-owners 

and shipping companies. These public international law examples clearly 

demonstrate how they can be utilised to direct contribution from the marine insurance 

industry.  

The cyber security at the sea and in maritime sector is still an emerging field as it is 

filled with assumptions and narrations. It will not be wrong to suggest that the greater 

we indulge in technology, the greater at risk we are. The maritime industry is one of 

the many industries which are struggling with this difficulty of indulging wholly in 

technology. They are continuously devising different methods and ways in order to 

effectively tackle and defend themselves from the criminal minds sitting behind the 

computer screens. These methods and ways are a huge challenge to the industry 

                                                            
106 The said convention can be accessed from the link 

http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/International-Convention-on-Civil-

Liability-for-Oil-Pollution-Damage-(CLC).aspx (last accessed on 25.11.2019) 
107 The said convention can be accessed from the link 

http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/International-Convention-on-Civil-

Liability-for-Bunker-Oil-Pollution-Damage-(BUNKER).aspx (last accessed on 25.11.2019) 
108 The said convention can be accessed from the link 

http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/Nairobi-International-Convention-on-the-

Removal-of-Wrecks.aspx  (last accessed on 25.11.2019) 

http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/International-Convention-on-Civil-Liability-for-Oil-Pollution-Damage-(CLC).aspx
http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/International-Convention-on-Civil-Liability-for-Oil-Pollution-Damage-(CLC).aspx
http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/International-Convention-on-Civil-Liability-for-Bunker-Oil-Pollution-Damage-(BUNKER).aspx
http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/International-Convention-on-Civil-Liability-for-Bunker-Oil-Pollution-Damage-(BUNKER).aspx
http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/Nairobi-International-Convention-on-the-Removal-of-Wrecks.aspx
http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/Nairobi-International-Convention-on-the-Removal-of-Wrecks.aspx
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because it does not want to lose on the privileges which the technology offers in 

abundance.   

With respect to the insurance industry (more particularly the ones handling maritime 

industry) and its role in the present scenario of advancement of the technology and 

risks associated with it, the main question that arises is that, how the insurance 

industry will effectively insure against these risks associated with technology in order 

to safeguard their clients.  The insurance industry stands at the initiation of a long and 

a cumbersome path which has to be cemented with great minds and efforts in order to 

fully respond to this new yet old cyber – world. 

Assumed, that the wide-ranging choice of cover available in the cyber insurance 

market, it seems reasonable that the cyber insurance will, to some extent be seen as 

the means of filling the gaps which the conventional insurance policies leave open in 

relation to the cyber risks, that have been illustrated in the present thesis. Furthermore, 

with growing threat approaching from the cyber-attacks, the requirement for 

international instrument (laws and regulations) governing cyber-security becomes 

highly pertinent. 
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19. LIST OF ABBREVIATIONS 

i. GPS – Global Positioning System 

ii. INS – Integrated Navigation System 

iii. ECDIS – Electronic Chart Display and Information System 

iv. IT- Information Technology 

v. ICT- Information and Communication Technology 

vi. P & I Club – Protection and Indemnity Club 

vii. APT – Advanced Persistent Threat 

viii. C & C – Command and Control 

ix. TEU- Twenty Foot Equivalent Unit Containers 

x. MODU- Mobile Offshore Drilling Unit 

xi. ICS- Industrial Control System 

xii. AIS- Automatic Identification System 

xiii. DNS – Domain Name System 

xiv. SAMI- Security Associations for Maritime Industry 

xv. SOLAS- The Safety of Life at Sea Convention 

xvi. IMO- International Maritime Organisation 

xvii. DLP – Data Leakage Prevention 

xviii. DNSSEC- Domain Name System Security Extension   

xix. VSD – Vestigial Signal Defence 

xx. ISM Code – International Safety Management Code 

xxi. SMS – Safety Management System 

xxii. MARSEC – Maritime Security Committee 

xxiii.  SAGMas – Stakeholder Advisory Group on Maritime Security 

xxiv. ISPS- International Ships and Port Facility Security 

xxv. ISO – International Organization of Standardization 

xxvi. NMA – Norwegian Maritime Authority 

xxvii. NSM – Norwegian National Security Authority 

xxviii. NCSC – Norwegian National Cyber Security Centre 

xxix. ISMS – Information Security Management Systems 

xxx. ICA – Insurance Contract Act of 1989 

xxxi. NMIP – Nordic Marine Insurance Plan 

xxxii. CICG – Norwegian Cargo Clauses 2004 
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