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1 Introduction1  
 
Tracking of information from personal devices such as computers, tablets and mobiles phones 
is widely deployed in the EU.2 Personalised advertising is one of the most common purposes 
for tracking people’s personal devices,3 and is typically performed under the presumption of 
valid user consent.4  
 

                                                 
1 Table of abbreviations are included Section 10.1. 
2 WP29-WP229 (February 3, 2015), see the full citation in Section 9.5 
3 Norwegian Data Protection Authority (November 2015) p. 7 
4 WP29-WP194 (7 June 2012) p. 9 
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Yet, several surveys have shown that a significant majority of European consumers deem it 
unacceptable for companies to track personal data for commercial use, such as online adver-
tising.5 Many are not either aware that they are being tracked while shopping or reading news 
online.6  The practice of online tracking has also been subject to several complaints after the 
General Data Protection Regulation (GDPR) came into effect on 25 May, 2018.7  
 
The topic of this paper is whether, and under what circumstances the contemporary preva-
lence of online tracking technologies used for personalised advertising is lawful under current 
EU law. This paper will examine the regulatory framework applicable for online behavioural 
advertising (OBA) in the EU and explore the circumstances where OBA might be lawful, both 
based on current and proposed legislation.  
 
OBA is covered by two different bodies of law in the EU, namely, electronic communications 
law and data protection law. The relevant rules within electronic communications law are 
found in the ePrivacy Directive (ePD). The European Commission proposed on 10 January 
2017 to repeal the ePD and replace it with a new e-Privacy Regulation.8 The proposal is still 
being debated and it is yet uncertain whether and it what form the proposal will be adopted. 
Nonetheless, this paper will also examine what implications the proposal may have for the 
ability to lawfully perform OBA in the EU. 
 
The topic of this paper raises two central questions. Firstly; online tracking technologies are 
commonly not permitted under EU law without prior consent.9 Consent to cookies are pre-
dominantly obtained by pre-formulated consent declarations on websites and in application 
software, for instance by notice banner on the bottom of websites.10 A pertinent question is 
thus whether, and under what circumstances, this practice constitutes a valid consent in line 
with the requirements of the GDPR. Secondly; there are exemptions to the consent rule. An-
other material question is thus whether, and under what circumstances, OBA may be deployed 
in the EU without consent.11 
 
The paper is structured in nine parts. Methodology is accounted for in Chapter 2, while defini-
tions and explanations of central concepts are included in Chapter 3. An introduction to the 
                                                 
5 Commission (10 January 2017 b) p. 8, Commission (10 January 2017 c) p. 16 
6 Commission (10 January 2017 c) p. 23-24 
7 The Economist (March 23, 2019) and CNIL (21 January 2019) 
8 Commission (10 January 2017 a) 
9 ePD art. 5(3), also see Section 4.1 
10 WP29-WP208 (2 October 2013) p. 2 
11 ePD art. 5(3) provides for two exhaustive exemptions from the consent requirement. GPDR art. 6(1) provides 

several alternative legal basis for processing personal data, including consent.  
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applicable law is provided in Chapter 4, including the interplay between the GDPR and the 
ePD. The requirements for valid consent in the online environment are explored in more detail 
in Chapter 5. Then, Chapter 6 includes an assessment of the legal availability for deploying 
tracking technologies without consent.12 The proposed e-Privacy Regulation is discussed in 
Chapter 7. Chapter 8 offer concluding remarks, while Chapter 9 contains the final conclusion.  
 
1.1 Research question 
 
The question examined in this paper is to what extent the use of online tracking technologies 
is lawful for OBA under current and proposed EU data protection and electronic communica-
tions law.  
 
The paper examines under what conditions a freely given and informed consent to OBA is 
feasible, and alternatively, to what extent OBA may be performed without consent. Further-
more, the paper examines to what extent the proposed ePrivacy Regulation will entail changes 
to the lawfulness of OBA in the EU.  
 
1.2 Limitations and presumptions 
 
The paper is limited to online tracking technologies for behavioural advertising. As will be 
explained in Section 4.1, there are some online tracking technologies that are covered by the 
ePD, while others are excluded. This paper examines online tracking technologies in general, 
both those that are included and excluded from the ePD. Surveillance, interception and track-
ing of “communications”, as defined by the ePD, fall outside the scope of online tracking 
technologies. The prohibition against interception of “communications” is thus only briefly 
explained, for comparative purposes in Section 4.1.   
 
There is already and extensive amount of literature on the problems with consent in the online 
environment.13 The objective of this paper is not to add to this list of already existing litera-
ture on the topic of so called “consent fatigue”, relating to the tendency that people may be 
overwhelmed by the number of consent requests they are confronted with online,14 or the top-
ic of the “consent paradox”, referring to the discrepancies between how consumers value pri-
vacy in surveys and how they seemingly care about privacy while surfing online.15 Neverthe-

                                                 
12 ePD art. 5(3) 
13 See for instance: Carolan (2016), Joergensen (2014), Mantelero (2014), Alsenoy, Kosta et. al. (2014), Whitley 

(2009) 
14 Commission (10 January 2017 b) p. 30 
15 Hartzog (2018) p. 37-38, Nissenbaum (2009) p. 8  
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less, the potential challenges and pitfalls of online consent will be duly mentioned, in connec-
tion with examining the lawfulness of OBA.   
 
Data protection law applies whenever personal data is processed (see Section 4.2 for a more 
detailed account).16 The lawfulness of OBA based on non-personal data is not evaluated. 
Consequently, throughout this paper, it is presumed that information about individual online 
behaviour from natural persons (as opposed to legal persons) is tracked, and that the infor-
mation is not anonymised.  
 
The paper is focused on the initial legal requirements for using OBA, i.e. securing a valid le-
gal basis pursuant to the GDPR and the ePD. Subsequent requirements once a valid pro-
cessing basis has been secured, in Chapter III, IV and V of the GDPR, are not covered. Pro-
cessing of special categories of data, pursuant to GDPR Article 9 is not covered in this paper. 
The legality of using tracking technologies for any other purposes except OBA falls outside 
the scope of this paper. Issues related to the territorial scope of EU law are also not covered; it 
is therefore presumed for the analysis in this paper that both the GDPR and the ePD apply.17  
 
2 Methodology 
 
The methodological approach comprises of analysis of legal sources applicable to OBA in 
Chapter 4-6, followed by a critical-descriptive account of the proposed ePrivacy Regulation in 
Chapter 7 and critical evaluation of the current legal state for OBA in Chapter 8.  
 
The paper also includes descriptive accounts in Chapter 3 and 5. Chapter 3 includes a brief 
summary of the concepts that are the topic of this paper, namely tracking technologies and 
behavioural advertising, while Chapter 5 includes a historical comparative account to shed 
light on how the development of the ePD from 2002 until its revision in 2009.18 Moreover, 
Chapter 5 features a case study to illustrate how the law may be applied in practice. The case 
study is based on real examples found on some of the largest e-commerce sites in the EU and 
the Nordic countries during the work with this paper. The examples are listed in Appendix I.  
 
The legal analysis is based on EU legal instruments, with a focus on the GDPR and the ePD. 
Implementation by the Member States falls outside the scope of this paper.  
 

                                                 
16 GDPR art. 2(1)  
17 GDPR Article 3 
18 Directive 2009/136/EC 
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Besides analysis of the operative provisions, the legal analysis relies heavily on references to 
recitals. Recitals are not binding law but are helpful to guide the interpretation of the opera-
tive provisions. However, in the event of any contradiction between recitals and the operative 
provisions, the operative provisions shall prevail.19 Due to the legislative history of the legal 
instruments analysed in this paper, there are certain contradictions between recitals and opera-
tive provisions, which will be pointed out consecutively where relevant. 
 
Interpretative guidance is also sought from the Article 29 Working Party (“WP29”), which 
was an advisory expert group established under Article 29 of the repealed Data Protection 
Directive (DPD). The documents issued by WP29 have no binding force. Similar to recitals, 
they are only referred to for interpretative aid of the operative provisions. However, the opin-
ions of WP29 are an important source for national supervisory authorities, perhaps for the 
lack of both national and European case law to guide the interpretation of the law.20 
 
The WP29 was composed of representatives from the supervisory authorities of each Member 
State.21 The mandate of the WP29 was, among other tasks, to advice on proposed amend-
ments of the DPD.22 WP29 was also tasked to provide opinions on the ePD.23 The mandate of 
WP29 referred to the issuance of “opinions and recommendations”.24 However, some of the 
WP29 documents are also referred to as “working documents”.25 A “working document” is in 
this paper interpreted as additional guidance to previous opinions. Thus, opinions will prevail 
in case of conflict with working documents.26  
 
The term “guidelines” is used by the WP29 in the period from 2016-2018 (from the GDPR 
was adopted on 27 April 2016 until it was implemented on 25 May 2018). The term “guide-
lines” is included under the mandate of the European Data Protection Board (EDPB),27 estab-
lished under Article 68 of the GDPR. The guidelines issued by WP29 have been endorsed by 
the EDPB, including the guidelines on consent from 2018.28 The guidelines from WP29 from 
2016-2018 will be cited as EDPB, in line with GDPR Article 94(2). Older opinions and rec-

                                                 
19 C‑136/04 (Deutsches Milch-Kontor) para. 32 
20 Gutwirth (2008) p. 605 
21 Directive 95/46/EC art. 29(2) 
22 Directive 95/46/EC art. 30(1)(c)  
23 ePD art. 15(3) 
24 Directive 95/46/EC art. 30(4) 
25 WP29-WP194 (7 June 2012) 
26 Markou (2016) p. 237 suggests that the WP29 slightly departs from previous opinions in the working docu-

ment, see Section 5.3.2. 
27 GDPR art. 70 
28 EDPB (25 May 2018) 



7 
 

ommendations may refer to both the ePD and the GDPR and will henceforth be cited as 
WP29.  
 
European Court of Justice (ECJ) is referred to in relation to the general terms and concepts of 
EU data protection law. However, the ECJ has not yet directly considered the use of online 
tracking technologies for behavioural advertising. Lastly, academic sources are used as addi-
tional interpretative guidance for the legal analysis.  
 
Data protection law includes several principles and legal standards. It is thus difficult to deci-
pher the precise content of data protection law with a mere literal interpretation of legal text. 
The prevalence of principles and standards makes it pertinent to apply a teleological interpre-
tative approach. A teleological interpretative approach implies that the objective of the provi-
sions, in particular the data protection principles of GDPR Article 5, plays a decisive role up-
on analysing, for instance, what is meant by a valid consent pursuant to the GDPR. 29  
 
Although the paper relies on data protection principles for interpretative guidance, the paper 
will not offer a separate assessment of the Charter of Fundamental Rights (the Charter) and 
the European Convention on Human Rights (ECHR).30 An assessment of the ECHR and the 
Charter would entail a comprehensive analysis of all the fundamental rights, including the 
possible balance that needs to be struck between data protection principles and the right to 
freely conduct business in the Article 16 of the Charter, which in itself could merit a separate 
paper.  Accordingly, the fundamental data protection principles, as enshrined in the Article 7 
and 8 of the Charter and Article 8(1) of ECHR are interpreted within the framework of the 
GDPR, without offering a full or exhaustive analysis of the balance between other fundamen-
tal rights enshrined in the ECHR and the Charter. 
 

3 Definitions and concepts 
 
This Chapter includes an account of the essential terms and concepts used in the following 
parts of the paper. The Chapter also provides essential background information on the topic of 
OBA and tracking technologies.  
 
 

                                                 
29 Leanerts and Gutierrez-Fons (2014) p. 31-33 
30 EU is a member of Council of Europe and has ratified the ECHR, see the TEU art. 6. Case law of the Europe-

an Court of Human Rights is referred to by the ECJ, as further observed in Chapter 6.  
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3.1 A short history of cookies 
 
Cookies are small text files that are stored locally in terminal equipment, such as computers, 
tablets or mobile phones. Cookies were first developed by Lou Montulli in the early 1990s. 
The challenge Lou Montulli was confronted with was to build up a virtual shopping cart that 
remembered the items that the users had placed in it, while the user continued to browse the 
site for more items to buy before checking out. This procedure required the items selected by 
the user to be stored somewhere. The ground-breaking solution then became to store the in-
formation on the users own devices in small text files.31  
 
Mr. Montulli named the invention “cookie”. The name stems from “magic cookies”, which 
programmers used to call the bits of codes exchanged between devices.32 Cookies were first 
introduced in Netscape’s browser in 1994. All who used the Netscape browser at the time 
would get cookies placed in their computers by default, without any information about the 
feature, and without the opportunity to consent or opt out.33  
 
3.2 Remote tracking technologies 
 
The term remote tracking is used in this paper as a reference to tracking based on information 
stored on a remote server, as opposed to local storage on the tracked device, such as cookies. 
Remote tracking technologies may for instance collect information about what a customer 
purchase in an e-commerce store, but instead of storing the information locally on the tracked 
device, the information is stored directly on the e-commerce store’s own server.  
 
Local storage technologies were first deployed to save storage space.34 The cost of storing 
data has later dropped significantly,35 making it more sensible for service providers to store 
more of the information on their own servers, rather on thousands of various devices around 
the world that the service providers ultimately do not have any direct control over.  An exam-
ple of a remote storage solution is to track information of users based on log-in platforms. 
Log-in solutions are presumably more precise as they track behaviour across devices, whereas 
cookies and other local storage technologies are restricted to one device. Remote tracking is 

                                                 
31 Kesan & Shah (2004) p. 298 
32 Schwartz (September 4, 2001) 
33 Kesan & Shah (2004) p. 300 
34 Ibid. p. 298 
35 The Economist (May 6, 2017) 
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therefore becoming increasingly more popular as the tracker keeps complete control of the 
information.36 
 
As will be shown in Chapter 4, the ePD only apply to local tracking technologies. Remote 
tracking is, however, covered by the GDPR, provided that personal data is processed.  
 
3.3 Online behavioural advertising and profiling 
 
The WP29 has defined behavioural advertising as “advertising that is based on the observa-
tion of the behaviour of individuals over time.”37  The information collected through online 
tracking may be used to create profiles of individuals or group of individuals, for example 
based on consumer preferences.38 Profiling is defined by the GDPR as automated processing 
to “evaluate certain personal aspects” relating to individual persons.39 A company that merely 
collect statistics about its customers, for example the number of customers in any given day, 
or information about their age or gender, will not amount to profiling, insofar the company is 
not making any evaluations or predictions about the customers.40 
 
OBA may thus be divided into three production processes; 

- Firstly, information about the online behaviour of an individual is tracked.  
- Secondly, a profile is created based on the tracked information.  
- Thirdly, the profile is used to deliver personalised advertisements that are presumed to 

match the individual’s interests and preferences.  
 
The abbreviation “OBA” (referring to online behavioural advertising), is used as an umbrella 
term encompassing the three processes named above. 
 

4 Introduction to the relevant EU law 
 
The ePD is part of a sector specific body of law that regulates the electronic communications 
industry.41  Nonetheless, the ePD includes several provisions that apply to all industries, in-

                                                 
36 Norwegian Data Protection Authority (2015) p. 18-19 
37 WP29-WP171 (22 June, 2010) p. 4 
38 Ibid. p. 7 
39 GDPR art. 4(4) 
40 EDPB (6 February 2018) p. 7 
41 ePD art. 1 
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cluding the provisions related to the use of cookies and similar tracking technologies; see Sec-
tion 4.1 below.42  
 
The GDPR applies for all processing of personal data. OBA is covered by data protection law 
to the extent the tracked data constitutes personal data.43  The majority of data collected from 
personal terminal equipment is likely to be personal data, see Section 4.2 below.  
 
The following parts of this Chapter provide an account of various stakeholders defined in ap-
plicable EU law (Section 4.3), followed by a discussion on the interplay between the GDPR 
and the ePD (Section 4.4). In particular, the question of whether the ePD “particularise” or 
“complements” the GDPR is addressed. 
 
4.1 Electronic communications law – the ePD 
 
The operative provisions of the ePD do not include the terms “tracking” or “behavioural ad-
vertising”. The use of tracking technologies is rather framed within the provisions on confi-
dentiality. Article 5 covers confidentiality in two distinct relations; firstly, in relation to confi-
dentiality of “communications”, and secondly confidentiality in relation to information stored 
in terminal equipment (such as computers, tablets, mobile phones and other communication 
devices).   
 
Confidentiality of communications is covered by Article 5(1). The term “communications” is 
a defined legal term which refers to information exchanged between a finite number of peo-
ple.44 Furthermore, the term is limited to communications through the use of “electronic 
communications services”, which is also a defined legal term. The term “electronic communi-
cation services” does not include internet-based communications, such as for example Skype, 
Messenger and WhatsApp.45 This paper is only concerned with OBA. Confidentiality of 
communications as defined in the ePD therefore falls outside the scope of this paper. 

                                                 
42 It may be questioned whether the particular rules on cookies and local tracking technologies in Article 5(3) of 

the ePD in fact should be categorised as data protection law, since the provision are aimed at protection the 
privacy of users and subscribers, and apply to all industries and not only electronic communications net-
works and services. However, Article 5(3) also applies for non-personal data, see Article 1(2). Thus, to 
avoid further complication, Article 5(3) will be referred to as electronic communication law to unambigu-
ously distinguish the provision from data protection law, which only applies whenever personal data is pro-
cessed, see GDPR Article 2(1). 

43 GDPR art. 2(1) 
44 ePD art. 2(d) 
45 The Framework Directive for electronic communications networks and services (Directive 2002/21/EC), Arti-

cle 2(c), cf. ePD Article 2(1).  Directive 2002/21/EC will be replaced by the European Electronic Communi-
cations Code (EECC) on 21 December 2020, cf. EECC Article 125. The EECC amends the definition of 
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Confidentiality of information stored in terminal equipment is covered by Article 5(3). Cer-
tain tracking technologies, such as cookies, make use of information stored locally in terminal 
equipment. Other types of tracking technologies make use of information stored on remote 
servers. The ePD only covers the first type of tracking technologies, namely, technologies that 
access or store information locally on the device that is being tracked.  
 
The use of cookies and other local tracking technologies constitutes an access of confidential 
information.46 Confidential information may not be accessed without prior consent from the 
“user or subscriber”47 of the device where the information is stored. There are, however, two 
exemptions from this consent requirement.48 The exemptions from consent will be addressed 
in detail in Chapter 6.  
 
4.2 Data protection law – the GDPR 
 
Data protection law only applies for processing of information that falls under the definition 
of “personal data”. Personal data is defined by Article 4(1) of the GDPR as “any information 
relating to an identified or identifiable natural person”. 
 
In principle, any information that relates to an identified or identifiable natural person may be 
considered personal data. The term “identifiable” is important as it specifies that it is not a 
requirement that a natural person is actually identified, but that identification is possible.49 
This does not extend to the mere theoretical possibility of identification, but that the infor-
mation may “reasonably” be used to identify a person, taking the costs and available technol-
ogy into account.50 The ECJ has confirmed that IP-addresses, including dynamic IP-addresses 
may constitute personal data.51 The Court’s conclusion that online identifiers may be personal 
data is now codified in the preamble of the GDPR.52 Consequently, the great majority of in-
formation collected in cookies is presumably personal data, even when the information con-
tained in or related to a specific cookie is ephemeral, such as for instance dynamic IP address-
es. This definition is seemingly broader than the definition of personal data that the OBA in-
                                                                                                                                                         

“electronic communications services”, which then will include internet-based communication services, cf. 
EECC Article 2(7).  

46 ePD art. 5(3) 
47 Defined by the Directive 2002/21/EC art. 2(h) and (k), cf. ePD art. 2(1) 
48 ePD art. 5(3) 
49 WP29-WP136 (20 June 2007) p. 12 
50 GDPR rec. 26 
51 C-70/10 (Scarlet Extended) para. 51 and C-582/14 (Breyer) para. 49 
52 GDPR rec. 30  
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dustry commonly seems to rely upon. For instance, Borgesius has pointed out that the Interac-
tive Advertising Bureau (an interest organisation for the OBA industry) has claimed that in-
formation used for OBA is not personal, since information like name, address or e-mail ad-
dress are not used.53 It follows contrary to this claim, from the broad definition of personal 
data encompassed in GDPR Article 4(11), that use of online tracking technologies commonly 
will include processing of personal data.  It is therefore presumed for the legal analysis made 
in the following parts of this paper that the GDPR apply alongside the ePD.   
 
4.3 Definition of the stakeholders involved 
 
4.3.1 Relevant stakeholders under the GDPR 
 
The GDPR includes definitions of the responsible parties in the form of “controllers” and 
“processors”.  Controllers are the persons or entities that “determines the purposes and means 
of the processing of personal data”,54 e.g. the company that decides to deploy cookies to col-
lect information for OBA. The processors are the persons or entities “which processes person-
al data on behalf of the controller.55 Data subjects means any natural person which the per-
sonal data in question may be related to.56 
 
Several entities may be regarded as joint controllers if they jointly determine the purposes or 
means of the processing activity.57 For instance, the ECJ has concluded that a company which 
installs a Facebook “like” button on its website,58 or create a Facebook page for its compa-
ny,59 is a joint controller with Facebook. Joint control entails, among other things, that both 
controllers need to obtain consent, insofar the processing activity relies on consent.60  
 
4.3.2 Relevant stakeholder under the ePD 
 
The ePD does not include any separate legal definitions of the responsible parties.61 The defi-
nitions of the GDPR and the Framework Directive for electronic communications networks 

                                                 
53 Borgesius (2016) p. 258 
54 GDPR art. 4(7) 
55 GDPR art. 4(8) 
56 GDPR art. 4(1).  
57 GDPR art. 26(1) 
58 C-40/17 (Fashion ID) para. 80-81 
59 C-210/16 (Witshaftsakademie) para. 39 
60 C-40/17 (Fashion ID) para. 101 
61 See ePD art. 2(1) 
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and services shall apply to the ePD, unless specific alternative definitions are provided.62 This 
entails that the definitions of “controllers” and “processors” also are relevant for the ePD.  
 
The provision that covers online tracking technologies in the ePD is Article 5(3). The original 
version of Article 5(3), referred to the “controller” as the responsible party for obtaining con-
sent to use cookies. The reference to the “controller” was deleted in the amendment of the 
ePD in 2009.63 Thus, the current version of Article 5(3) does not refer to the “controller”, or 
any other specific responsible party. Article 5(3) simply stipulates the requirement of obtain-
ing prior consent, without specifying who is responsible for obtaining such consent.  This 
entails that the requirement of obtaining prior consent applies to anyone who wishes to use 
online tracking technologies, regardless of their status as controllers, processors or something 
else.64  
 
Consent shall be obtained from either the “user or the subscriber”65 of the terminal equipment, 
according to Article 5(3). It is not clear from the operative provision if the data collector may 
freely choose between obtaining consent from either the subscriber or the user. WP29 sug-
gested in 2005 that consent under the ePD must be obtained from the person that the device 
relates to, which according to the WP29 is the user.66 Eleni Kosta argued in 2013 that consent, 
on the basis of self-determination, primarily should be obtained from the user, but that con-
sent could be obtained from the subscriber if the user cannot be specified.67 Consent from the 
user is thus necessary as a main rule, even if there may be certain exceptional circumstances 
where only consent from the subscriber may suffice. Accordingly, this paper will apply the 
term “user” throughout this paper as a reference to the natural person (as opposed to legal 
person) that consent is required from.  
 
The ePD applies both to natural and legal persons.68 However, this paper is built on the as-
sumption that personal data is processed when online tracking technologies are used, which 
implies that the data relates to a natural person. Consent is then as a minimum required from 
the natural person concerned.  

                                                 
62 ePD art. 2(1) 
Directive 2002/21/EC will be repealed with effect from 21 December 2020 and replaced with the European Elec-

tronic Communications Code (EECC), see EECC Article 125(1).  
63 Directive 2009/136/EC art. 2(5) 
64 WP29-WP171 (22 June 2010) p. 8-9 
65 Defined by the Directive 2002/21/EC art. 2(h) and (k), cf. ePD art. 2(1).  
66 WP29-WP115 (November 2005) p. 7. The consent requirement was then only present in Article 6 and 9, later 

added to Article 5(3) in 2009, see Section 5.1 below.  
67 Kosta (2013) p. 391 
68 ePD art. 1(2)  
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4.4 The relationship between the ePD and the GDPR 
 
The ePD is formally part of a sector specific legislative package for the electronic communi-
cations industry. It may thus seem odd that the rules related to OBA is placed in this directive, 
as the rules on online tracking apply in general to all industries and not only a specific sec-
tor.69 The reason may be explained by timing, as the public awareness around cookies, spy-
ware and similar technologies became apparent around the time the ePD was debated from 
2000 to 2002. The DPD from 1995 was enacted before cookies became common knowledge 
(see Section 3.1 above). However, it may also be argued that tracking technologies are best 
placed in the ePD, as regulation of tracking technologies is paramount to secure confidentiali-
ty of electronic communications, which is the subject matter of the ePD.70 Nevertheless, the 
placement of tracking technologies in the ePD has led to much debate and confusion on the 
relationship between the ePD and data protection law.71 Notably, it has been questioned 
whether the ePD “complements” or “particularise” data protection law.72  
 
According to Article 1, the ePD both “particularise and complements” data protection law. 
Article 5(3) is an example of “particularisation”, as it lays out one particular basis for use of 
information from terminal equipment, namely consent. The particularisation of Article 5(3) 
entails that the other five alternative processing bases in GDPR Article 6(1) are unavailable, 
insofar as Article 5(3) applies.73 Consent is then the only available option whenever the ePD 
applies, i.e. the ePD function as lex specialis over the GDPR in relation to the consent re-
quirement.74  
 
Article 5 (3) feature two main requirements. Firstly, the user shall be given “clear and com-
prehensive” information in line with the GDPR. Secondly, prior consent from the user is re-
quired.75 The consent shall fulfil the criteria defined in the GDPR.76 Accordingly, ePD makes 
references to the GDPR in both of the two essential requirements that shall be fulfilled to use 
local tracking technologies lawfully.  

                                                 
69 Commission (10 January 2017 b) p. 4, Commission (2015) p. 37 
70 ePD art. 1(1) 
71 For instance, in the evaluation process of the ePD (2015-2017), it was claimed that the relationship is «very 

complex» and that the information and consent rule is unclear and lacks clarity, see European Commission 
(2015) p. 114 and European Commission (2017) p. 234. 

72 Borgesius (2015) p. 173-175  
73 EDPB (22 March 2019) para. 40 and WP29-WP171 (22 June 2010) p. 10 
74 WP29-WP171 (22 June 2010) p. 9-10 
75 ePD art. 5(3) 
76 ePD art. 2(f) 
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Borgesius argued in a paper from 2015 that consent pursuant to the ePD did not provide a 
valid legal basis for processing personal data in accordance with the now repealed DPD.77 
This conclusion builds on the premise that consent under the ePD and data protection law are 
different.78 However, the consent requirement is identical in both the ePD and the GDPR.79 In 
relation to the requirements for a valid consent, it is thus insignificant whether the consent 
requirement in the ePD “particularises” or “complements” the GDPR. The essential point is 
that the information and consent requirement in the two bodies of law are equivalent.  
 
Consequently, it is for the most part superfluous to examine the information and consent re-
quirement of the GDPR and the ePD separately. Nonetheless, because of the long-lived con-
ception that consent under the ePD is different from that of the repealed DPD and the GDPR, 
it is necessary to devote some additional attention to this subject in Chapter 5 below. 
 
In the following Chapter 5 and 6, the EU law related to OBA is assessed in greater detail. The 
requirement of consent is the topic of Chapter 5; thereafter the alternatives to consent is exam-
ined in Chapter 6.  
 

5 Consent as legal basis for online behavioural advertising 
 
There are no formatting requirements to consent. Consent may therefore be declared either 
orally or in writing, and either online or in the physical world.80 Nonetheless, an oral or self-
written consent declaration is not very likely to happen in the context of OBA. The following 
examination is therefore limited to the validity of consent declarations obtained by pre-
formulated online consent declarations, such as notice and consent banners on websites.  
 
The quality of a consent obtained in direct human dialogue, where the implications of the 
consent are properly discussed, is presumably higher than a consent obtained by the click on a 
button on a website. A material question is then if the minimum standards for consent are dif-
ferent in the online world, for instance in relation to consent to cookies and other local track-
ing technologies. Hence, to examine this question, the legislative history of the consent re-

                                                 
77 Prior to the GDPR, the ePD referred to the information and consent requirements of DPD. 
78 Borgesius’ paper from 2015 may have been motivated by the national implementation of the ePD. Several 

Member States have implemented the Directive with a more lenient consent requirement than required by 
the ePD. See Chapter 5.1 for a more detailed account.  

79 ePD Article 2(f) 
80 GDPR rec. 32 
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quirement in the ePD will be described in Section 5.1, followed by an examination of the con-
sent criteria pursuant to GDPR in Section 5.2. 
 
Based on the account of the applicable law in Section 5.2, a case study of a typical consent 
scenario to OBA will be presented in Section 5.3. The lack of case law on the topic makes it 
pertinent to present a case study, to examine how the applicable law may be applied in prac-
tice. Next, based on the case study, a comparison to online direct marketing will be made in 
Section 5.4.  
 
Consent is only one out of six available processing grounds for processing personal data in the 
GDPR.81  However, in this Chapter, the five alternatives to consent will not be examined. 
These alternatives are, however, the topic of Chapter 6 to follow.  
 
5.1 The history of the consent requirement for cookies and local tracking 

technologies 
 
The original ePD from 2002 was adopted without a consent requirement. The European Par-
liament proposed to introduce a consent rule, but the proposal failed to make it to the final 
version.82 The original version of Article 5(3) from 2002, regarding the use of cookies and 
local tracking technologies read: 
 

Member States shall ensure that the use of electronic communications networks to 
store information or to gain access to information stored in the terminal equipment of 
a subscriber or user is only allowed on condition that the subscriber or user con-
cerned is provided with clear and comprehensive information in accordance with Di-
rective 95/ 46/EC, inter alia about the purposes of the processing, and is offered the 
right to refuse such processing by the data controller. [emphasis added] 

 
The use of local tracking technologies required “clear and comprehensive information” and 
the right to refuse. The law on electronic communications was revised in 2009. The Parlia-
ment used this opportunity to re-introduce the consent requirement.83 This time, the consent 
requirement made it to the final text of the revised directive. The revised Article 5(3), which 
is still in force, reads: 
 
                                                 
81 GDPR art. 6. In addition, there are alternative processing basis provided for special categories of data (Article 

9), which is not dealt with in this paper.  
82 Parliament (24 October 2001) 
83 Parliament (18 July 2008) 
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Member States shall ensure that the storing of information, or the gaining of access to 
information already stored, in the terminal equipment of a subscriber or user is only 
allowed on condition that the subscriber or user concerned has given his or her con-
sent, having been provided with clear and comprehensive information, in accordance 
with Directive 95/46/EC, inter alia, about the purposes of the processing.84 [emphasis 
added] 

 
Thus, the right to refuse was replaced with a requirement of consent. The meaning of the new 
consent requirement has been debated since its adoption in 2009. Notably, 13 Member States 
claimed in a statement from 2009 that the new consent requirement implied no material 
change.85 The consent requirement should thus be interpreted as a right to opt out. The 13 
Member States relied on Recital 66 of the amendment directive as support for their claim. 
Recital 66 reads (inter alia): 
 

Where it is technically possible and effective, in accordance with the relevant provi-
sions of Directive 95/46/EC, the user’s consent to processing may be expressed by us-
ing the appropriate settings of a browser or other application. 

 
The reference to “appropriate settings of a browser or other application” in Recital 66 is thus 
used as support for the claim the consent requirement in reality is nothing more than the pre-
viously “right to refuse” in the original version of the ePD.86 
 
WP29 has argued contrary to the claim made by the 13 Member States. In its opinion on OBA 
from 2010, WP29 reiterated that consent entails “active participation” from the consenter. 
Thus, appropriate setting in the browser may, depending on the circumstances, indicate an 
active initiative from the user.87 Nonetheless, the browser setting will not automatically indi-
cate a valid consent (contrary to how some Member States has implemented the directive).88 
WP29 pointed out that the majority of the browsers available at the time the opinion was writ-
ten did not offer appropriate settings.89  
 

                                                 
84 Directive 2009/136/EC art. 2(5) 
85 Kosta (2013) p. 304 
86 Markou (2016) p. 226 
87 WP29-WP171 (22 June 2010) p. 15-16 
88 An evaluation Report of the e-Privacy Directive from 2015 (see European Commission June 10, 2015) report-

ed that about 10 Member States have implemented the Directive with browser settings as a default consent 
solution.  

89 WP29-WP171 (22 June 2010) p. 14 



18 
 

Browser settings are only one of many potential ways to obtain consent. Recital 17 of the ePD 
suggests that consent may be obtained through “clicking a box when visiting an Internet web-
site”.90  Recital 32 of GDPR is more reserved, suggesting that ticketing a box on a website 
“could” constitute valid consent. The recitals of the ePD dates back to 2002, which is both 
prior to the adoption of the consent criteria in 2009, and the adoption of the GDPR in 2016. 
The recitals of the GDPR should accordingly provide more up to date guidance on how the 
consent requirement should be interpreted. Any contradictions between the recitals of the 
GDPR and the recitals of the ePD should thus be interpreted in favour of the GDPR.  
 
Accordingly, interactive boxes on website as described in Recital 17 of the ePD may, and may 
not, constitute valid consent. Furthermore, settings in the browser or application software as 
described in Recital 66 of the amendment directive from 2009 may, and may not, constitute 
valid consent.91 Whether the consent is valid is a question of whether the criteria for consent 
are fulfilled, pursuant to the GDPR. These criteria are the topic of Section 5.2, directly below.  
 
5.2 The criteria for valid consent  
 
Consent may be used when appropriate. The controller is responsible for evaluating whether 
consent, or another legal basis is appropriate, taking into consideration the fundamental data 
protection principles in GDPR Article 5. It follows from Article 5(1)(a) that all processing 
shall be lawful, fair and transparent. The principle of lawfulness, fairness and transparency 
builds directly on the right the private life and data protection, as enshrined in the Article 7 
and 8 of the Charter and ECHR Article 8(1).92 
 
In the following, the criteria for consent pursuant to the GDPR are examined (Section 5.2.1) 
followed by specific guidance for pre-formulated electronic consent (Section 5.2.2). The con-
textual factors will thereafter be examined in Section 5.3 to evaluate whether consent is law-
ful, fair and transparent, and thereby an appropriate legal basis in the context of OBA.   
 
5.2.1 Consent pursuant to GDPR 
 
The GDPR defines consent as “a freely given, specific, informed and unambiguous indication 
of the data subject's wishes”. Furthermore, the indication shall be provided by either a “state-

                                                 
90 Recital 17 refers to consent in general, and not consent for cookies or tracking technologies specifically. For 

instance, the Directive also includes provisions on prior consent to direct marketing to be explored in Sec-
tion 5.4 below.  

91 Directive 2009/136/EC 
92 See references to relevant case law on in Section 6.1.1. 
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ment” or a “clear affirmative action”. The statement or the affirmative action shall function to 
signify “agreement to the processing of personal data”.93 Nevertheless, the definition of con-
sent should not be confused with contract,94 to be further explored in Chapter 6 to follow.  
 
The definition of consent is comprised of four essential properties. Consent shall be; 
i) “freely given”,  
ii) “informed”, 
iii)  “specific” and 
iv)  “unambiguous”95 
 
Importantly, all the four elements named above are legal standards that needs to be interpreted 
in context. It is thus not possible to lay out in exact terms what is meant by a feely given, in-
formed, specific and unambiguous consent in all potential circumstances. General guidance is 
nonetheless helpful as a starting point. Accordingly; guidance for the four elements follows 
directly below. The guidance is thereafter applied on a concrete case presented in Section 5.3. 
 
Firstly, the notion of “freely given” is particularly relevant to evaluate in the event of power 
asymmetry between the controller and the data subject.96 Consent may fall foul of the “freely 
given” criterion if consent is requested in situations where the data subject has no or limited 
alternative choices. Consent that is made contingent on a requested service may for instance 
lead to an invalid consent. Article 7(4) further specifies that “utmost account” shall be taken 
to whether consent is made conditional on the provision of a service where processing of per-
sonal data is not necessary.97 For instance, if the data subject wants to access an online news-
paper, but is denied access unless he or she consent, the consent is unlikely to meet the crite-
rion of “freely given”.98  
 

                                                 
93 GDPR art. 4(11) 
94 EDPB (11 April 2018) p. 8 
95 See n. 93 
96 GDPR rec. 43 
97 It has been questioned whether conditional consent to cookies is permitted under the ePD. Recital 25 may 

support this by the following wording: “Access to specific website content may still be made conditional on 
the well-informed acceptance of a cookie or similar device, if it is used for a legitimate purpose.” The word-
ing may give rise to uncertainty. The recital is in contradiction with the consent requirement as stipulated in 
the GDPR, i.e. conditional consent may not be valid merely on the grounds of a legitimate purpose. None-
theless, Recital 25 dates back to 2002, i.e. before the consent requirement was introduced in 2009. Further-
more, the recital is contradictory to the operative provisions of the ePD, which states that consent shall be in 
accordance with the GDPR, cf. ePD art. 2(f). In the event of such contradiction, the operative provisions 
shall prevail. 

98 EDPB (11 April 2018) p. 8 
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Secondly, the notion of “informed” consent indicates, according to Recital 42, that the data 
subject as a minimum should be aware of the identity of the controller and the processing 
purposes. EDPB furthermore recommends that the data subject is provided information about 
six distinct elements of information, including;  

i) the controller’s identity,  
ii)  the processing purposes,  
iii)  the types of personal data,  
iv)  the existence of the right of withdrawal, and  
v)  automated decision making, or  
vi)  transfers to third countries (when relevant)99 

 
Thirdly, the notion of “specific” is closely linked to the criterion “freely given”. A consent 
declaration that is bundled up with several different purposes is unspecific. An unspecific 
consent deprives the data subjects to select what purposes they want to consent to. A person 
that only intended to consent to one purpose will be forced to consent to the whole pack-
age.100 Unspecific consent declarations will therefore often run the risk of producing invalid 
consents.  
 
Fourthly, the notion of “unambiguous” is an essential factor for ensuring valid consent. If it is 
not clear what the data subject has consented to, it is evidently hard to substantiate a valid 
consent. The controller “shall be able to demonstrate that the data subject has consented to 
processing of his or her personal data”, pursuant to Article 7(1). Even if consent is not formal-
ly contingent on the provision of a service, the user may get the impression that there is no 
freedom to choose.  For instance, a consent declaration that pop up on a website may be per-
ceived as something that the user is required to accept to continue to use the site, in particular 
if the pop up blocks the content until the user has clicked either “yes” or “no”. Disruptive 
consent requests may be ambiguous, as it is difficult to ascertain if the click made by the user 
in fact was an indication of the user’s will to be subject to OBA, or just an attempt to get rid 
of an annoying message.101  
 
Article 7(1) and (2) indicate that the controller has the burden of proof to substantiate that a 
valid consent is obtained. According to Recital 42, the controller should implement “safe-
guards” to ensure that the data subject is both “aware” of that consent is given, and the extent 
of the consent. As will be further observed below, it may be argued that it is not sufficient to 
merely maintain records of obtained consents, without having any safeguards to ensure that 
                                                 
99 Ibid. p.13 
100 GDPR rec. 43, EDPB (11 April 2018) p. 10-11 
101 EDPB (10 April 2018) p.16 
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the data subjects are actually conscious about the consent that has been given.102 A relevant 
safeguard may for instance be to remind the data subject about the data processing activities 
within regular time intervals.103 Consequently, the responsibility for the controller to obtain a 
valid consent does not end the moment the initial consent is collected. The controller must 
ensure that the consent is “active” in the sense that the data subject is continually aware of 
what he or she has previously approved. Whenever the data subject is unaware of what he or 
she has previously approved, the data subject will evidently be deprived of his or her rights, in 
particular the right to withdraw the consent at any time.104 A continued maintenance of con-
sent is thus a prerequisite for compliance with the fairness and transparency principle, en-
shrined in Article 5 of the GDPR. 
 
The obligations of Article 7(1) of the GDPR to demonstrate valid consent signify an essential 
difference between consent and acceptance of contract. The common denominator of consent 
and contract is that both represent indications of the will of autonomous parties. However, 
when a contract is entered into, it is not possible to withdraw. The parties are bound by con-
tract until the contract may be cancelled, suspended or terminated, subject to the terms in the 
contract in which the parties have agreed upon. Consent is essentially different from contract 
in this respect, as it presupposes the continued acceptance from the consenter.105 The right to 
withdraw the consent is specifically stipulated in Article 7(3). In particular, Article 7(3) states 
that withdrawal shall be as easy as to give consent. 
 
5.2.2 Guidance for pre-formulated electronic consent 
 
The controller is free to use pre-formulated electronic consent declarations insofar the four 
criteria (freely given, informed, specific and unambiguous) for consent are fulfilled. Article 
7(2) includes further specification to the consent criteria, namely that the declaration should 
be clearly distinguishable from other matters covered in the pre-formulated document. This 
implies, inter alia, that the declaration cannot be hidden away in small print in the middle of a 
dense and complex contract.106 Recital 42 specifies that pre-formulated declaration “should be 
provided in an intelligible and easily accessible form, using clear and plain language and it 
should not contain unfair terms”, with reference to the criteria for fairness and clarity set in 
the Unfair Terms in Consumer Contracts Directive.107 Moreover, the obligation of fairness 

                                                 
102 The controller shall at all times be able to demonstrate compliance, cf. GDPR art. 5(2) and art. 24(1). 
103 EDPB (10 April 2018) p. 21 
104 GDPR art. 7(3)  
105 GDPR art. 7(3) 
106 EDPB (10 April 2018) p.14 
107 Directive 93/ 13/EEC 
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and transparency is directly reflected in the fundamental data protection principles of Article 5 
of the GDPR.  
 
WP29 issued a “working document” in 2013 with guidance for pre-formulated electronic con-
sent.108  The working document suggests that consent may be obtained through the use of 
information and consent notice banners on websites.109 WP29 proposed a layered approach, 
where the user may click on a link to obtain all the necessary information.110  Furthermore, 
the working document suggests that consent must be obtained by a “traceable user-client re-
quest” such as clicking on a link, to indicate an “active behaviour” from the user. The work-
ing document emphasises that information should be provided in proximity to the link, box or 
button that is used to indicate the active behaviour of the user.111 Presumably, if the infor-
mation is not exhaustively provided in the first information notice, the user will be required to 
click on “more information” to read the full length before the user may take an informed deci-
sion to click either “yes” or “no”.112  The requirement to provide sufficient information may 
be difficult to balance with the requirement of “plain and intelligible” language.113 If the user 
is required to click through a number of different pages, the user may in the end loose over-
sight of what he or she is actually consenting to.114 WP29 emphasised again in 2018 that a 
layered approach is recommended, but to accommodate the concern of losing oversight, 
WP29 also suggests that the information should also be made available in its entirety in one 
single document.115 
 
A website that relies on a cookie consent banner at the bottom of a website to obtain consent 
is required to ensure that the consent may also be withdrawn as easy as it was given. In prin-
ciple, this would imply that the website offers a withdrawal button that is as easily accessible 

                                                 
108 WP29-WP208 (2 October 2013) p. 4 
109 Markou (2016) argues (see p. 237) that W29 has departed from its previous opinions on consent in this 

“working document” by proposing that it is sufficient to require merely an “active behavior” from the user, 
and that a click on a button unrelated to cookies will suffice as valid consent. In my opinion, there is nothing 
in the working document that supports this interpretation. The active behavior required must be related to 
cookies (or other tracking technologies) to count as a valid consent. Nonetheless, previous opinions and 
more recent guidelines should prevail over the working document (had there been any contradictions), see 
Section 2 above.  

110 WP29-WP208 (2 October 2013) p. 3 
111 Ibid. 4 
112 EDPB (10 April 2018) p.14 
113 GDPR art. 12(1) 
114 EDPB (11 April 2018) p. 18 
115 Ibid. p. 11 
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to the user as the initial consent request, presumably by a withdrawal notice banner at the bot-
tom of the website.116  
 
In conclusion, following the requirements of the GDPR and the guidance provided by WP29 
and EDPB, it should in principle be viable to obtain a valid consent by pre-formulated elec-
tronic consent declarations. The question, however, is to what extent this way of obtaining 
consent is suitable for OBA. To examine the context of OBA, a case study is included in Sec-
tion 5.3 directly below, followed by a comparison of OBA with direct marketing in in Section 
5.4.  
 
5.3 Case study: Max and Behave 
 
The purpose of this case study is to evaluate the appropriateness of consent as legal basis for 
OBA, subject to a given context, as described in the following.  
 
Behave is an advertising company which offers OBA services. Behave instructs its customers 
to install local tracking technologies on their websites to track the visitors’ actions on the 
website. Behave has created a standard pre-formulated information notice banner that it has 
instructed its customers to display on their websites. The notice reads: 
 

«We use technology on our website for analysis and marketing purposes, adjustment 
of content and further development of our services».117  

 
The banner provides two interactive options, namely to click a button named “ok” or click the 
button “more information”. By clicking more information, the visitor is provided the entire 
privacy notice for the customer website, which among other things informs the visitor that 
personal data may be shared with third parties, like Behave, for marketing purposes. Max has 
clicked “ok” on approximately 300 of the websites that subscribe to Behave’s advertising ser-
vices over the last four weeks. 
 
Max was later made aware of Behave in a news article concerning Behave’s data tracking 
activities. Max decided to figure out whether he was tracked by Behave and found to his sur-
prise that he was. Behave collected information about Max across the approximately 300 
websites to create a profile of Max’s interests and preferences to be used for personalised ad-
vertisements. Max complained to Behave. Behave referred to the numerous consents obtained 

                                                 
116 EDPB (10 April 2018) p. 21 
117 See Appendix I 
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from Max, while Max claimed that he never had consciously consented to Behave’s tracking 
activities.  
 
The notice text referred to above is based on a real example from a Norwegian e-commerce 
store (retrieved in April 2019) that has installed tracking technologies from an advertising 
company on its website. A number of websites across the EU, that uses online tracking tech-
nologies from third parties had similar consent notice banners in the same period.118 
 
There are three main problems with Behave’s pre-formulated consent declaration. Firstly, the 
consent is not requested from Behave, but its customers.  Thus, to the extent consent is validly 
obtained, it only covers the customers and not Behave. The ePD requires consent from all 
entities using information collected from tracking technologies.119 Moreover, both the entity 
that installs tracking technologies on its website, and the entity which subsequently process 
the personal data obtain from tracking, are considered to be controllers under the GDPR.120  
To accommodate this requirement, the WP29 has recommended that website operators could 
set aside space for the third parties to insert their own pre-formulated consent declaration in 
order to obtain valid consent.121  
 
Secondly, the consent is uninformed. The consent declaration does not inform the user that 
tracking technologies will be deployed for OBA, or that the information will be disclosed to a 
third party, namely Behave. The user may read that the information will be disclosed to third 
parties, if the user chooses to click on “more information”. However, users that merely click 
“ok”, without reading the additional information will be uninformed.  
 
Thirdly, the consent is ambiguous and unspecific, and might thereby also be invalid. The no-
tice banner contains a bundle of different processing purposes. The user is then presented with 
two options, either “ok” or “more information”. Neither of these two options provides the user 
with the right to refuse cookies for particular purposes, for instance OBA. On the contrary, the 
user is requested to accept all use of technologies, including OBA. The user may read more 
about the use of the technologies before accepting, but the user is not given a real choice to 
refuse.  
 

                                                 
118 See Appendix I 
119 WP29-WP171 (22 June 2010) p. 8-9 
120 See Section 4.3.1 
121 WP29-WP171 (22 June 2010) p. 19 
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These three abovementioned issues may be partially cured by a sufficient pre-formulated con-
sent declaration. In the case of Behave, an improved consent declaration may take the follow-
ing form, based on best practice examples from the EDPB: 
 

“We will retain your shopping history and use details of the products you have 
previously purchased to make suggestions to you for other products which we believe 
you will also be interested in”122 

 
The options provided below this declaration are presumed to be “accept” and “reject”, placed 
in equal sized buttons. Max is then given a granular choice, where he can choose to reject 
cookies, while accepting cookies used for other purposes. We may also presume that the dec-
laration is provided after Max has been presented with all the relevant information, at mini-
mum the six information components referred to in in Section 5.2.1 above, including the fact 
that information will be combined with other websites that Max has given consent to. Lastly, 
we may presume that Behave has designed the notice banner in a way that makes it hard to 
ignore, for example by partially blocking the content that Max wanted to see. The notice ban-
ner will only disappear insofar Max has clicked through all the information pages and thereaf-
ter clicked either “accept” or “reject”.123  
 
Although the consent declaration is somewhat improved, in line with the guidelines issued by 
EDPB, there are still some hurdles on the path to secure a valid consent. Firstly; Behave is 
still not directly identified. Rather, it is still the customers of Behave who ask for consent on 
their own websites, and not Behave itself. Secondly; even if Behave had asked for a separate 
consent for itself, there are still additional requirements to be fulfilled. Notably, Behave shall 
in addition “demonstrate” that valid consent is obtained, pursuant to Article 7(1) of GDPR. To 
comply with Article 7(1), we may presume that Behave has maintained records of all visitors 
that have clicked “accept”. The pre-formulated consent declaration rest on the presumption 
that the user has read the text before clicking “accept” or “reject”. To safeguard that the user 
has actually read the text, Behave could have added the following statement: 
 

“I hereby declare to have read and understood the text above.” 
 

Yet, the consent declaration is not a contract. Behave may not secure a valid consent by at-
tempting to contractually bind the user into giving a valid consent. If a user clicks “accept” 
without having read the text, the user is in fact uninformed. In this case, Max claims that he 
                                                 
122 EDPB (11 April 2018) p. 9 
123 Upon the implementation of GDPR in May 2018, both Facebook and Google nudged their user to review and 

accept data settings through full-screen pop ups, see Norwegian Consumer Council (2018) p. 10-12. 
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had not consciously consented to Behave’s processing activities. Max does not dispute that he 
clicked “accept” numerous times, but he claims that he did not contemplate that this action 
indicated approval of Behave’s OBA activities. Behave is not able to refute this claim, other 
than providing records of Max’s clicks on the “accept” button.  
 
Behave may possibly claim that Max acted negligently by clicking “accept” without bothering 
to read the entire privacy policy before he clicked “accept”. Nevertheless, the fact that Max 
may have acted negligently does not alter Behave’s responsibility to secure a valid consent. 
On the contrary, the fact that some website visitors may be unable or unwilling to read, is a 
risk that Behave should take into consideration when assessing whether consent is an appro-
priate legal basis for its processing activities. A particular risk to take into account is that 
website visitors may be children which lack the legal capacity to consent,124 elderly people 
with limited digital competencies, visually impaired users or immigrants with a poor profi-
ciency of the language used by Behave.125 In fact, some of the websites that Behave requests 
consent from may be especially targeted to one or more of these demographic groups, which 
will require additional measures to secure a valid consent.  
 
Furthermore, we have presumed in this case that the notice banner is partially blocking the 
content that Max wanted to access, until Max either accept or reject the request. The fact that 
Behave offers the choice to reject makes the consent formally unconditional on the service 
requested by Max. However, even though “reject” was an available alternative, the infor-
mation provided to him did not make it clear that he was free to choose. There is a clear risk 
that Max may have thought that clicking “accept” was a precondition to continue to the web-
site.126  
 
In addition, it may be questioned whether the mere quantity of requests may pose a risk on the 
part of Behave. Max has clicked “accept” approximately 300 times to an identical pre-
formulated consent request. The mere quantity of the requests may deprive them of quality, as 
website visitors, such as Max, may become overwhelmed by the ubiquitous presence of al-
most identical consent requests on merely all websites they visit.127  
 
Another problem with the quantity is the difficulty of withdrawing consent. In this case, Max 
wants Behave to stop all processing of his personal data. Withdrawal shall be as easy as giv-

                                                 
124 GDPR Article 8 includes special rules for consent to information society services for children, in particular 

rules on parental consent.  
125 EDPB (11 April 2018) p. 11 
126 EDPB (10 April 2018) p. 10-11, EDPB (April 9, 2018) p. 6 
127 EDPB (10 April, 2018) p. 17 
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ing consent. However, while it was easy to click “accept” when Max was confronted with the 
consent request, it is evidently harder to identify all the sites he has visited to withdraw his 
initial consent. Withdrawal of consent thus seem harder to do than giving the initial consent, 
even if Behave had instructed its customers to provide an easily identifiable “withdrawal” 
button on their websites. Moreover, also contacting Behave directly to withdraw the consent, 
once Max has been able to identify Behave, is arguably more cumbersome than it was to give 
the initial consent. 
 
The context in which the request is presented is also relevant.128 In comparison, in for in-
stance a hospital setting, it is not unreasonable to presume that the patient will listen attentive-
ly to the medical advice given by medical personnel before the patient give his or her consent 
to medical treatment. In the presence of medical personnel, the patient may withdraw the con-
sent at any time during the proceedings (as long as the patient is conscious). In contrast, in 
this case, when a person visits a website, for instance to read the latest news, the users are 
presumably not motivated to read a text about tracking technologies and thereafter carefully 
evaluate whether to accept the use of such technologies. The context of the online environ-
ment is thus not necessarily the most favourable for ensuring a valid consent.  
 
The case of Max and Behave is not a worst in class scenario, at least not after Behave made 
certain improvements to its consent declaration. Notably, Behave did not rely on pre-ticketed 
boxes (which is not uncommon in the OBA industry), but rather relied on the active behaviour 
of the user to indicate consent.129 Behave has followed the guidance of EDPB and WP29 on 
several important accounts.  Nevertheless, even if Behave follow the general guidance from 
EDPB and WP29 exhaustively on all accounts, there are still contextual issues that make con-
sent challenging, including the quantity of consent requests and the situation in which consent 
is requested. These important contextual factors are essentially different in the case of direct 
marketing, to be further explored directly below.   
 
5.4 Comparison to direct marketing 
 
The ePD includes several consent requirements. Consent is not only required for use of cook-
ies and local tracking technologies, but also for direct marketing. Direct marketing refers to 
the concept of contacting individuals directly, for example by phone or e-mail. It is not per-
mitted to send unsolicited marketing e-mails without prior consent pursuant to Article 13(1). 

                                                 
128 Kosta (2013) p. 193 
129 See Advocate General Szpunar’ opinion in C-673/17 (Planet 49). Judgement expected later this year.  
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The definition of consent is identical throughout the ePD.130 Thus, the criteria for obtaining 
consent for unsolicited direct marketing is identical to the criteria for consenting to OBA.  
 
Similar to OBA, it is not untypical that consent to direct marketing is obtained by electronic 
pre-formulated consent declarations. Nevertheless, there are several essential differences be-
tween OBA and direct marketing, which may cause electronic pre-formulated consent decla-
rations to be more appropriate for the latter rather than the former. Direct marketing differs 
from OBA in four essential ways.  
 
Firstly, the nature of direct marketing is more obvious to the recipient compared to tracking. 
In direct marketing, the recipients will become aware of what they have consented to each 
time they receive a commercial message. The nature of direct marketing makes it consequent-
ly easier to secure awareness among the recipients.  
 
Secondly, it is relatively painless for the marketer to ensure that the right of withdrawal is as 
easy as the initial consent, by providing the ability to withdraw the consent with every mes-
sage sent to the recipient. Recipients of marketing e-mails are arguably accustomed to the 
practice of providing an “unsubscribe” button in the end of each e-mail, which makes it rela-
tively easy to withdraw the consent.  
 
Thirdly, consent requests to direct marketing is typically not presented as a default solution 
for all first-time visitors to websites in the form of notice banners. Rather, consent to direct 
marketing is commonly requested for example in connection with the check-out procedure in 
e-commerce stores, or a as a separate invitation on websites that visitors may actively choose 
to subscribe to. Thus, the issue that people may be overwhelmed with requests is not as ap-
parent with direct marketing compared to OBA. An exception to this may apply for pop ups 
that nudge the user to subscribe to newsletters. However, pop ups may usually be dismissed 
without “forcing” the users to consent.  
 
Fourthly, the relationship is commonly one to one. The recipient has typically consented to 
commercial messages from one defined entity. Consent to OBA is noticeable different. In 
OBA, there may be numerous entities involved. Each of these entities needs to obtain a valid 
consent.131 WP29 envision that this may be solved by ensuring that the website owners set 
aside space for each entity that needs to obtain consent.132 It is evidently cumbersome for us-
ers to consent individually to each entity involved in OBA, even if website owners provided 
                                                 
130 ePD art. 2(f) 
131 See Section 4.2 
132 WP29-WP171 (22 June, 2010)  p. 19 
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for this solution on their websites. The users would then be overwhelmed with even more 
consent requests. However, as evidenced in the case of Max and Behave, the common indus-
try practice is seemingly that consent to OBA is only requested once, and then presumed to 
cover all the entities covered in the contractual chain. The identity of the entities processing 
personal data is then not necessarily known to the users, which makes it hard to secure a valid 
consent.  
 
5.5 Concluding remarks 
 
The validity of electronic consent declarations is subject to a concrete assessment of the con-
text and the nature of the activities that consent is sought for. The case study of Max and Be-
have in Section 5.3 above has shown that consent to OBA may be both cumbersome and high-
ly uncertain, as it is difficult to secure sufficient information to the users and ensuring that the 
users continues to be fully aware of what they have consented to. Arguably, Behave did not 
succeed in its quest to obtain valid consent from Max. Valid consent entails an indication of 
the free will, in support of the right to personal autonomy and self-determination, which are 
integral to the right to private life in ECHR Article 8(1).133 Consent should be reserved for 
those situations where a consent request is capable of emancipating the data subject; that is 
where consent actually is an indication of the free will.134 The clicks made by Max on approx-
imately 300 websites did not make him sufficiently aware of Behave or Behave’s processing 
activities. The clicks are thus unlikely to represent a valid consent.  
 
OBA is typically justified based on the assumption of valid consent.135 Nevertheless, it is not 
uncommon that service providers formulate their request for consent in a manner similar to 
contractual formation. For instance, upon creating a Google account, the user is requested to 
confirm the two following statements: “I accept Google's Terms of Service” and “I accept that 
my information is used as described above and detailed in the Privacy Policy”.136 Contractual 
acceptance thus seems to be an essential way for the industry to justify the use of online track-
ing technologies.  Accordingly, in the following Chapter 6, to plausibility of lawfully deploy-
ing OBA based on either contract or the legitimate interest of the service provider will be ex-
amined.  
 
 

                                                 
133 Rouvroy and Poullet (2009) p. 65-67 
134 Mantelero (2014) p. 653,  Kosta (2013) p. 187-188, Brownsword (2009) p. 90 
135 WP29-WP194 (7 June 2012) p. 9 
136 CNIL (21 January 2019) 
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6 Alternatives to consent as legal basis for online behavioural 
advertising 

 
Consent is not a prioritised solution in GDPR. Rather, consent is only one of several possible 
solutions, which may be relied upon by the controller when appropriate.137 There are five al-
ternatives to consent in the GDPR.138 Three of these alternatives are not relevant for OBA, as 
they refer to processing in the name of “public interest”, or processing required for compli-
ance with “legal obligations” or the “vital interests” of the data subject. There are then two 
potential alternatives to consent; these are processing based on “performance of contract” 
with the data subject, and processing based on the “legitimate interest” of the controller.139 
 
In contrast to the GDPR, the ePD operates with consent as the default solution, accompanied 
with two narrow exemptions. The first exemption pertains to the transmission of “communi-
cations”, as defined in Article 2(d) of the ePD. This exemption is relevant for electronic 
communications services when access to confidential data is needed to transmit communica-
tions successfully, for example the location of the device in order to know which cell tower 
the device should be connected to. The exemption only applies for the explicit purpose of 
transmitting communications, thus, the information may not be used for secondary purposes, 
such as OBA, without consent.140  The second exemption relates to provision of services that 
are requested by the user. Consent is not required when access to information is “strictly nec-
essary” to provide an information society service “explicitly requested” by the user. An in-
formation society service may for instance be the service offered on a website.141 This exemp-
tion may be relevant for OBA and will therefore be examined in greater detail in Section 6.2 
in the following.   
 
In this paper it is presumed that personal data will be processed when online tracking technol-
ogies are used in relation to personal devices.142 Accordingly, GDPR will apply, which entails 
that at least one of the alternatives to consent in the GDPR must be applicable to OBA. The 
ePD, in contrast, only applies for local tracking technologies, such as cookies.143 Remote 

                                                 
137 EDPB (10 April 2018) p. 4 
138 In addition, there are separate processing grounds for special categories of personal data (GDPR article 9), not 

further dealt with in this paper, see Section 1.2 above.  
139 GDPR art. 6(1) 
140 ePD art. 5(3), WP29-WP194 (7 June 2012) p. 3 
141 Information society services are defined by Directive 2015/1535 Article 1(2).  
142 See Section 1.2 and 4.2 above. 
143 See Section 4.1 above.  
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tracking technologies may thus be used independently of the consent requirement in the ePD, 
if one of the alternatives in the GDPR applies.  
  
Thus, in the following, the alternatives to consent in the GDPR will be examined first, in Sec-
tion 6.1, followed by an assessment of the exemption for consent in the ePD in Section 6.2. 
The alternatives to consent are all examined in light of the case study of Max and Behave, in 
Section 5.3 above.  
 
6.1 Alternatives to consent in the GDPR 
 
The controller is responsible for identifying the most appropriate solution for processing per-
sonal data, taking into account the five data protection principles in Article 5 of the GDPR.144 
One of these principles is the principle of lawfulness, fairness and transparency.145 The prin-
ciple builds on principle of proportionality enshrined in the right to private life in Article 7 
and 8 of the Charter and Article 8(1) of ECHR.146  
 
Furthermore, the requirement of necessity is explicitly stated in all of the five available alter-
natives to consent in Article 6(1) of the GDPR. Since the requirement of necessity is a com-
mon denominator, the assessment will commence with an analysis of this requirement in Sec-
tion 6.1.1, followed by a more detailed examination of the performance for contract alterna-
tive in Section 6.1.2, and the legitimate interest option in Section 6.1.3.  
 
6.1.1 The requirement of necessity 
 
The essential differentiator between consent and the available alternatives to consent, is that 
processing based on valid consent is the only option which fully acknowledge the free will of 
the data subject. Accordingly, the alternatives to consent enable the controller to process per-
sonal data either fully or partially against the data subjects’ free will, for example, if there is a 
public interest, vital interest or legitimate interest in doing so. Since processing is taking place 
without the consent of the data subject, it is of paramount importance to ensure that the pro-
cessing is indeed “necessary”.  
 
The requirement of necessity emanates from the right to private life, enshrined in Article 8(1) 
of the ECHR. Derogations from the right to private life, is lawful only insofar two require-

                                                 
144 GDPR art.5(2) and 24(1) 
145 GDPR art. 5(1)(a) 
146 C-92/09 (Eifert) para. 50-52  
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ments are fulfilled. Firstly, the derogation must be mandated by law. Secondly, the derogation 
must be “necessary in a democratic society”.147  
 
Based on the case law on the right to private life of ECHR Article 8(1), the ECJ has examined 
whether various forms of processing personal data is “necessary”.148 ECJ has clarified that the 
necessity test to be conducted under Article 7 and 8 of the Charter corresponds with that of 
ECHR Article 8(1).149 In the 2008 Huber-judgement, the ECJ applied the necessity test direct-
ly on the assessment of the legal basis required for processing personal data pursuant to Arti-
cle 7 of the DPD (now replaced with the GDPR). The ECJ considered whether it was neces-
sary for the German state to maintain a centralised register of foreigners residing in Germany. 
The German state claimed that the processing was “necessary” for the performance of a task 
carried out in the public interest, cf. Article 7(e) in the DPD. One of the stated purposes was 
statistical, i.e. the German government needed to maintain statistical information about where 
foreigners in Germany resided.150 ECJ maintained that the purpose may be “necessary” in the 
name of public interest, insofar the registry only contains data that are necessary for the gov-
ernment to fulfil its tasks, and that the centralised nature of the registry enabled the govern-
ment to fulfil those tasks more effectively compared to other available alternatives.151   
 
Furthermore, in the Satamedia-judgement, also from 2008, the ECJ held that the necessity 
criterion must be interpreted “strictly.” The Satamedia-judgement concerned processing of 
personal data for journalistic purposes. The ECJ held that processing of personal without con-
sent was lawful only if “strictly” necessary to perform journalistic activities.152  
 
There are thus two essential determining factors related to the necessity criterion. Firstly, the 
nature of the stated processing purpose is of essence. The relative significance of the purpose 
must be balanced up against the intrusiveness of the measures deployed to achieve the pur-
pose. Secondly, it is vital to evaluate whether the processing of personal data is indeed neces-
sary to obtain the stated purpose, or if other alternatives are attainable. These two determining 
factors are often highly intertwined. Highly excessive or invasive processing activities re-
quires more justification than less excessive or invasive processing activities. Thus, a balance 

                                                 
147ECHR art. 8(2), C-465/00 (Rundfunk) para. 76 
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must be struck between the importance of the stated purpose and the detrimental effects the 
planned processing activities will have on people’s privacy.153  
 
The stated purpose in the context of OBA is to provide personalised advertising, to the com-
mercial benefit of advertisers and other parties involved in the advertising industry. The ques-
tion is then whether, and to what extent personal data may be processed without consent for 
this particular purpose. This question will first be evaluated based on the performance of con-
tract alternative, and thereafter on the basis of the legitimate interest option.  
 
6.1.2 Performance of contract 
 
Processing of personal data for the performance of contract is only applicable if the controller 
has entered into a valid contract with the data subject. The rules on formation of contract are 
not part of EU law, but subject to domestic legislation in each Member State. Contract law in 
most Member States recognises that contract may be legally binding without an explicit ac-
ceptance.154 For instance, the continued use of a service without objecting to the terms may 
constitute acceptance of a contract, although the contract may be fully or partially invalidated 
under consumer protection legislation, to be further addressed below. 
 
The typical example of processing that may take place under the performance of contract is 
the processing of the customer’s name, contact details and payment information to provide the 
service.155 In this case, however, we will envision that a data subject is using personalised 
advertising as a “service”, which will require more extensive processing of personal data. It is 
not entirely unlikely that some people may enjoy exposure to personalised advertising, and 
even sign up for services that may offer personalised deals and offers on products and services 
that users are interested in.  
 
A valid contract only gives the controller the right to process personal data that is “neces-
sary”. On the face of it, it could be argued that what is “necessary” depends on what the data 
subject has signed up for in the contract. Accordingly, if the data subject has signed up for a 
service that relies on OBA, it would then be “necessary” to process personal data to honour 
the contract. The extent and invasiveness of the processing activities “necessary” to perform 
the contract would then be entirely defined within the boundaries of what the data subject has 

                                                 
153 C-465/00 (Rundfunk) para. 84 
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signed up for. This interpretative approach would, however, run contrary to the case law of 
the ECJ.  
 
According to the case law of ECJ, the necessity criterion entails that the purpose of processing 
must be weighted up against the impact on the fundamental rights of the data subjects, see 
Section 6.1.1 above. This assessment cannot be examined in abstract. Thus, in the following, 
the case of Max and Behave in Section 5.3 above will be relied upon. However, in contrast to 
the case described in Section 5.3, we may here presume that Behave has not (attempted) to 
ask for consent, but that Behave rather delivers a service to Max on a specific platform, for 
example a consumer shopping platform. Max has accepted terms and conditions on the web-
site by clicking on a button once. The personalised advertisement is created the same way as 
described in Section 5.3 above, that is, by the means of tracking technology installed on web-
sites that Max has visited. Max receives personalised advertisements while using the shopping 
platform, and we may assume that he reacts largely positive to this feature.  
 
The amount of personal data processed about Max is rather substantial, as his behaviour on 
approximately 300 websites are monitored. Moreover, the extent of the processing is in prin-
ciple limitless as the amount of personal data continues to grow as Max continues to visit 
even more websites. Arguably, there are less excessive and less invasive ways to offer per-
sonalised advertising. For example, the provider of the shopping platform could limit the pro-
cessing of personal data to Max’s shopping history on that platform, and yet be able to offer 
Max relevant deals and offers.  
 
Furthermore, the “performance of contract” alternative needs be examined in light of the data 
protection principles enshrined in Article 5 of the GDPR, which inter alia states that all pro-
cessing of personal data needs to be “fair” and “transparent”.  The controller is responsible for 
identifying the most appropriate processing alternatives, in light of Article 5. The question is 
then if it is appropriate to rely on the performance of contract, or if another legal processing 
ground may be more relevant.  
 
EDPB suggests that the “performance of contract” alternative may be appropriate to rely on 
when the processing of personals data is in line with the parties’ “reasonable expectations.156 
The “performance of contract” alternative is thus more pertinent for processing activities that 
are so obvious to the data subject that the increased transparency produced by consent would 
be superfluous. For instance, when a data subject is asked for name and contact details when 
ordering goods online, it is presumably obvious to the data subject that the information will be 

                                                 
156 EDPB (9 April 2019) p. 9 



35 
 

used to perform the contract, namely delivering the goods to the stated address. Consent 
would then be superfluous, and the performance of contract alternative would be the appro-
priate option.  
 
OBA is comparatively more complex and less transparent than providing contact details to get 
a package delivered to the door. As evidenced in the case study of Max and Behave, it may be 
difficult to fully comprehend the scale and complexity of OBA services for the average user. 
The controller is responsible for keeping the data subject informed, regardless of whether the 
controller relies on consent or some other legal justification.157 The question is then which 
alternative the controller should choose to be best in line with the transparency principle. 
Consent is then arguably a more appropriate option. 
 
Lastly, in light of the abovementioned considerations, it may be questioned whether a contract 
for the provision of OBA would be valid under EU consumer protection law. This will ulti-
mately depend on the terms of the contract. However, any contract which requires an exten-
sive amount of processing of personal data may run foul of the requirement of “fair” consum-
er terms, which follows from Article 4 of the Unfair Consumer Terms Directive. Arguably, 
Article 4 needs to be interpreted in a manner that adhere to the right to privacy and data pro-
tection, enshrined in Article 7 and 8 of the Charter.  If personal data is processed beyond what 
is “necessary” under the GDPR, then there is also good reason for the contract to be deemed 
invalid under Article 4 of the Unfair Consumer Terms Directive, at least for the parts of the 
terms relating to mandatory processing of personal data which is not “necessary” under Arti-
cle 6(1)(b) of the GDPR. The performance of contract option may only be applied for valid 
contracts. Hence, the performance of contract alternative may also be inapplicable, merely on 
the account that the controller has failed to secure a valid contract.  
 
6.1.3 Legitimate interest 
 
Personal data may be processed when the controller has substantiated a “legitimate interest” 
in doing so. The question is then if OBA may constitute a legitimate interest. WP29 has sug-
gested that controllers “may have a legitimate interest in getting to know their customers' 
preferences to enable them to better personalise their offers”.158 Moreover, Recital 47 of the 
GDPR states that “the processing of personal data for direct marketing purposes may be re-
garded as carried out for a legitimate interest.”. The legitimate interest option may thus be 
relied upon when processing of personal data is necessary for certain forms of marketing. This 
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does not, however, entail that any form of online tracking to produce personalised advertise-
ments is legitimate.159 Again, as with the assessment of the performance for contract above, it 
is not possible to examine this question in abstract. Reference is thus made to the case of Max 
and Behave in Section 5.3 above. 
 
The “legitimate interest” option requires an assessment of the interests of the controller, com-
pared with those of the concerned data subjects. The controller does not have a legitimate 
interest if the controller’s interests are “overridden by the interests or fundamental rights and 
freedoms of the data subject”.160 The more compelling the interest of the controller, the more 
likely it is that the interest and rights of the data subject may be overridden by the compelling 
interests of the controller.161 
 
Behave has collected information from approximately 300 different websites that Max has 
visited. We may presume that Max has no contractual relationship with Behave as such and 
has never actively requested services or contact with Behave. The extensive tracking across 
websites may give Behave a more accurate profile of Max’ interests and preferences. Howev-
er, the interest of having a potentially more accurate profile of Max must be balanced with the 
privacy interests of Max. In this case, there are no particular measures implemented to take 
Max’s interests into account.162   
 
Furthermore, there are alternatives to online tracking technologies. Behave may for instance 
ask the data subject for the information they need to offer personalised advertising, for in-
stance in registration forms or surveys.163 Online tracking technologies is thus not “necessary” 
to offer personalised advertisements, even though tracking may be more accurate or cost effi-
cient than surveys. The amount of personal data is contingent on the number of websites visit-
ed by Max and could potentially have been a lot more than the approximately 300 that Max 
visited.  
 
Lastly, there are other legal grounds under the GDPR that are more promising, in particular 
consent. A valid consent would provide Max with a choice in advance, while the legitimate 
interest option only provides Max a right to refuse, once the processing activity has already 
taken place.164 To this argument, it may be questioned whether “legitimate interest” ever 
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would be more appropriate than consent, provided that a valid consent give the data subject 
more control. WP29 suggests that the legitimate interest option may be preferable, under cer-
tain conditions, to avoid over-reliance on other grounds.165  
 
Hence, provided that the controller implements certain measures to safeguard the interests of 
the data subject, the legitimate interest option may in fact be more appropriate than consent. 
Reliance on legitimate interest would then relieve the data subject from being bothered with 
consent requests, while at the same time being free to reject to the data processing at any time. 
Hence, certain forms of personalised advertising, of limited scale and with clear boundaries, 
may potentially be performed under the “legitimate interest” option; insofar the consent re-
quirement in the ePD does not apply, see Section 6.2 below. This may for example amount to 
collection of visiting history on a single website, without processing any additional demo-
graphic information, and without combining the information with data collected from other 
services or websites.166  
 
6.2 The exemptions in the ePD 
 
The ePD applies for local tracking technologies, such as cookies. Consent is then required, 
regardless of the alternatives to consent in the GDPR, unless the specific exemption to con-
sent in Article 5(3) of the ePD applies.  
 
The exemption stipulates that cookies or other local tracking technologies may only be used 
without consent insofar it is “strictly necessary” to perform a service that is “explicitly re-
quested” by the user.167 Accordingly; to evaluate whether the exemption applies it is neces-
sary to perform an assessment in three parts. Firstly, the notion of a “service” as defined in the 
ePD must be examined to evaluate whether OBA may constitute a service. Secondly, it must 
be assessed what type of service the user has “explicitly requested”. Thirdly, in relation to the 
“strictly necessary” criterion, it must be considered whether the service may be offered with-
out tracking technologies, or alternatively with less use of such technologies.  
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6.2.1 The notion of a “service” 
 
The consent exemption applies for “information society services”, which is a defined legal 
term in EU law.168 An information society service is “any service normally provided for re-
muneration, at a distance, by electronic means and at the individual request of a recipient of 
services”.169 The requirement “normally provided for remuneration” indicates that the user 
normally pays for the service, but not necessarily. The service may also be sponsored by a 
third party, for example companies that purchase advertisements.170 Thus, the legal definition 
does not exclude online behavioural advertisement as such. In contrast to the performance of 
contract option in GDPR, the notion of a “service” does not presuppose a valid contract.171 A 
service may thus be provided regardless of whether the user has accepted the terms of service.  
 
6.2.2  “Explicitly requested” by the user 
 
The service must be “explicitly requested” by the user. A website as such is often too broad to 
constitute only one service. A website may feature many services, for instance communica-
tion services, search and directory services, and possibly also personalised advertisements. 
Hence, for the first part of the assessment, it is necessary to identify the appropriate level of 
granularity.172 A reader of an online newspaper has not necessarily requested advertisements, 
let alone personalised advertisements. Meanwhile, it is not unconceivable that advertisements 
may be “explicitly requested” by some users.   
 
The WP29 has thus suggested that the exemption should be analysed from a functional ap-
proach. The question is then what types of functionality the user has “explicitly requested”.173  
WP29 suggests as an example that a person that has requested online news has not necessarily 
requested to use the “comments” functions that often appear at the end of a news article. The 
level of granularity proposed by WP29 is thus quite high.174 Transferred to the context of 
OBA, it may be reasoned that a user that “explicitly requests” personalised advertisements, 
has not necessarily “explicitly requested” these advertisements to be delivered by online 
tracking. Personalised advertisements may for instance be delivered based on interests and 
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preferences that the user has submitted directly, for instance in an online registration form or 
survey.175  
 
However, there may be reason to be cautious of the potential difference between “service” 
and the underlying technical functionality of the service. The wording of Article 5(3) refers to 
the explicit request of a “service” and not the explicit request of a particular technical func-
tionality. Thus, an explicit request to personalised advertising should suffice; an explicit re-
quest to a particular technical functionality, such as online tracking should consequently not 
be an absolute requirement. 
 
WP29 has suggested that the term “explicitly requested” entails a request in the form a “posi-
tive action” from the user.176 In comparison, a contract under the performance of contract al-
ternative on the GDPR may be concluded without explicit acceptance.177 The requirement of 
“explicit request” is then somewhat stricter, with some resemblance to consent. The require-
ment of “explicit request” is not necessarily identical to consent in the GDPR, but the re-
quirement nevertheless presume a positive action, which is not an obligatory requirement in 
the alternatives to consent in the GDPR.  
 
6.2.3 “Strictly necessary” to perform the service 
 
Unlike the GDPR, the ePD relates to the use of information in terminal equipment (mobile 
phones, computers, tablets etc.) and not personal data as such. The use of information stored 
in terminal equipment shall be kept confidential, in line with Article 5(3) of the ePD, unless it 
is “strictly necessary” to use the information for the provision of a service that is “explicitly 
requested” by the user concerned.  
 
There are yet no case law which directly deals with the interpretation of “strictly necessary” in 
the ePD. Nevertheless, the ePD is, like all other EU instruments, subject to the Charter and the 
ECHR.178 Use of information on personal devices may infringe upon the right to private life, 
in particular if the information amount to “personal data”, as defined in the GDPR. A balance 
must be struck between the stated purpose on one side, which in this case is the provision of 
OBA, and the fundamental rights to privacy on the other. The assessment to be made is thus 
equivalent to the assessment under the GDPR, see Section 6.1 above. Accordingly, when tak-
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ing the case of Max and Behave into account, the exemption to consent is not applicable as 
the excessive processing of personal data conducted by Behave is not “strictly necessary”.  
 
6.3 Concluding remarks 
 
In this paper, it is presumed that the GDPR applies since use of tracking technologies related 
to natural person commonly entails processing of personal data. The ePD will only apply in-
sofar local tracking technologies are used, such as cookies.  
 
The performance of contract option in the GDPR presume a valid contract between the data 
subject and the controller. A contract may be valid without explicit acceptance, for instance, 
based on conclusive behaviour.179 The legitimate interest option in the GDPR merely requires 
a legitimate interest. In comparison, the exemption in the ePD is only applicable insofar the 
user has “explicitly requested” the service, which entails a positive action from the user. The 
requirement of a positive action thus has similarities with the consent requirement, without 
necessarily being identical on all accounts.  
 
Al the alternatives to consent in the GDPR, as well as the exemption to consent in the ePD, 
requires the processing of personal data and use of tracking technologies to be “strictly neces-
sary”. The assessment of strictly necessary requires a balance to be struck between the fun-
damental right to privacy and data protection in the Charter and the ECHR, and the stated 
purpose, which in this case the provision of OBA. Based on the case of Max and Behave, the 
amount of personal data processed is arguably not within the boundaries of “strictly neces-
sary”.  
 
However, the alternatives to consent in GDPR may apply in other cases, where the amount of 
data processing is less excessive than in the case of Max and Behave. For instance, the WP29 
has suggested that controllers “may have a legitimate interest in getting to know their custom-
ers' preferences so as to enable them to better personalise their offers”.180 Nevertheless, when 
the ePD applies alongside the GDPR, a legitimate interest will not suffice. An exemption 
from consent requires that OBA is needed for the provision of an “explicitly requested” ser-
vice. A positive action is thus required from the user, even under the exemption of consent. 
The practical application of the alternatives to consent is thus seemingly limited, given that 
some form of positive action from the user is nevertheless required. 
 

                                                 
179 See Section 6.1.2 above 
180 WP29-WP217 (2014) p. 25 
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Another related question, which falls outside the scope of this paper, is whether OBA at all is 
compatible with the notion of a “service”, under the auspices of the Charter. Notably, the Eu-
ropean Commission proposed in 2017 to recognise personal data as payment for services, in 
relation to a new proposed consumer directive for digital content.181 The proposal has been 
heavily criticised by the European Data Protection Supervisor (EDPS), as the proposal would 
legally recognise personal data as a commodity.182 That is, however, if the delivery of a ser-
vice, such as personalised advertising, is paid for with personal data. The service is commonly 
paid for by monetary means by advertisers, while the recipients of the advertisements contrib-
ute with their personal data. Whether the contribution of personal data shall be regarded as a 
payment, alongside the payment received from advertisers, calls for a thorough assessment, 
which could merit a separate paper.  
 

7 Proposed e-Privacy Regulation 
 
The European Commission proposed a new ePrivacy Regulation on 10 January 2017, to re-
place the current ePD. The proposed regulation is still under debate. It is unclear at the time of 
writing if and when the new regulation will be adopted. The proposed regulation will encom-
pass not only local tracking, but also remote tracking technologies.183 Thus, the current regu-
latory gap will be closed.184 Moreover, the choice of instrument, namely, regulation instead of 
directive, will secure a harmonised approach across the Member States, as opposed to the 
current relatively diversified implementation in Member State law (of for instance the consent 
requirement).185   
 
The proposal includes changes to the consent requirement, and new exemptions from con-
sent.186  The Commission has proposed to require browser and software providers to inform 
about privacy settings upon installation, and make it mandatory for the users to make a choice 
of what settings they prefer before the software is put to use.187 The proposed changes to con-
sent are further examined in Section 7.1, while the exemptions are explored in Section 7.2.  
 
 

                                                 
181 Commission (9 December 2015) 
182 EDPS (March 14, 2017) p. 7-8 
183 ePrivacy Regulation Article 8(1) as proposed by the European Commission (10 January 2017 a) 
184 See Section 3.2 
185 See Section 5.1 for the historical account of the implementation of the ePD.  
186 ePrivacy Regulation Article 8(1) 
187 ePrivacy Regulation Article 10(2) 
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7.1 Consent by settings in the browser 
 
One of the most debated issues of proposal is new rules on so-called browser consent. Brows-
er consent is mentioned as one possible way to obtain consent, in the recitals of Directive 
2009/136, which amended the ePD in 2009. The recitals states that consent may be evidenced 
by the users’ browser settings, when it is “technically possible and effective”.188 This entails 
that the browser setting must be sufficiently designed to ensure a valid consent. The reference 
to browser settings is proposed removed from the recitals, to be included in the operative pro-
visions of the ePrivacy Regulation. The proposed Article 9(2) reads: 
 

consent may be expressed by using the appropriate technical settings of a software 
application enabling access to the internet. 

 
Browser and software providers shall be required to present the user with information about 
different privacy settings and request the user to consent to a particular setting. The proposed 
Article 10(2) reads: 
 

Upon installation, the software shall inform the end-user about the privacy settings 
options and, to continue with the installation, require the end-user to consent to a set-
ting. 

 
Software providers are not covered by either the ePD or the GDPR, unless they fall under the 
definition of controllers, processors or use online tracking technologies. Thus, the proposed 
Article 10(2) includes a new group of entities – namely software providers – within the regu-
latory scope of online tracking technologies. Article 10(2) imposes a direct responsibility for 
software providers to ensure that users are informed about privacy settings upon installation, 
and that users are then required to select a specific setting.  
 
In effect, the proposal requires software providers to make it easier to obtain valid consent, by 
prompting the users to make a choice about their privacy settings. The proposal is otherwise 
silent on the topic of privacy by default.189 For example, Article 10(2) does not mention what 
settings that should be activated by default, if the users fail to make a choice. Rather, the pro-
posal assumes that the user will make a choice and is unconcerned about whether the most 
privacy friendly option should be selected by default.  It is unclear why the proposal did not 
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feature privacy as a default solution, in the event the users are unable or unwilling to make a 
specific choice.190  
 
Article 10(2) has been erased in latest amendment proposal by the Council, issued on 26 July 
2019.191 The proposal has yet not been debated by the European Parliament. If Article 10(2) is 
erased, the consent requirement will be essentially equivalent to the current ePD, with the 
noted difference that the implementation will be harmonised across the Member States.  
 
7.2 New exemptions to the consent requirement 
 
The two exemptions from the consent requirement in the ePD are retained in the proposed 
ePrivacy Regulation. The proposal also includes an additional exemption for “web audience 
measurement”. The new exemption stipulated in Article 8(1) states that tracking technologies 
may be installed if: 
 

it is necessary for web audience measuring, provided that such measurement is car-
ried out by the provider of the information society service requested by the end-user. 

 
The wording is ambiguous. Firstly, it is not clear what is meant by “web audience measur-
ing”. For instance, would such measuring only amount to visitor counting, or is it also possi-
ble to categorise the visitors into for instance age, gender, location, interests or preferences? 
Secondly, it is neither clear what is meant by “carried out”. Shall the wording be understood 
as a restriction on engaging third parties, or is permitted to use third parties to execute the 
measuring as long as it is “carried out” on behalf of the service provider?  
 
The latest amendment proposal by the Council clarifies that “web audience measuring” is 
limited to people counting, excluding further categorisation of the visitors. Furthermore, the 
amendment proposal adds that the measuring may be executed by third parties acting as pro-
cessors on behalf of the service provider.192 
 
In the context of OBA, the third party will typically be the advertisement company offering 
services to customers that operate websites. The customer will provide personal data to the 
advertisement company based on information obtained from tracking technologies installed 
on the customer’s website. As illustrated with the case of Max and Behave in Section 5.3 
above, the advertisement company has instructed the customer to install the technology, as a 
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precondition to supply the advertisement services to the customer. Moreover, the advertise-
ment company determines the purposes and means of the subsequent processing to deliver 
personalised advertisements to the customer. The advertisement company is then unlikely to 
qualify strictly as a “processor” acting on behalf of its customer. Rather, both the customer 
and the advertisement company are likely to qualify as joint controllers, in line with the Wirt-
shaftsakademie judgement from 2018, and the recent Fashion ID-case from 29 July 2019.193 
The ECJ concluded in the Wirtshaftsakademie judgement that Facebook and the owner of a 
Facebook Fanpage were joint controllers in relation to the personal data processed on the Fa-
cebook platform, due to the fact they both “contributed” in determining the purpose and 
means of processing.194 Moreover, in the Fashion ID case the ECJ concluded that a website 
which installed a “Facebook Like” button was a joint controller with Facebook.195 Applied to 
the case of OBA; the customer is controller in relation to the decision to install tracking tech-
nologies on its website, whereas the advertisement company is controller in respect of the 
subsequent processing of personal data to perform OBA, which the customer ultimately has 
no control over. The exemption will then not apply, since the exemption, as proposed by the 
Council presumes that the third-party provider of web audience services qualify as a proces-
sor, and not as a controller.196 
 
At the time of writing, it is unclear whether the “web audience measuring”-exemption will be 
adopted, and if adopted, the final wording remains to be seen. Nevertheless, based on the pro-
posal by the Commission and the latest amendment proposal by the Council, it seems unlikely 
that the exemption will constitute any significant change for the lawfulness of OBA.  
 

8 Concluding remarks 
 
On 21 January 2019, the French data protection authorities (CNIL) levied a fine against 
Google for failing to provide sufficient information and valid consent to OBA. In a statement 
on the fine, a spoke person from Google stated: 
 

“We’ve worked hard to create a GDPR consent process for personalized ads that is as 
transparent and straightforward as possible, based on regulatory guidance and user ex-
perience testing,”197 

 
                                                 
193 C-210/16 (Wirtshaftsakademie) para. 36, C-40/17 (Fashion ID) para. 76 
194 C-210/16 (Wirthshaftsakademie) para. 36 
195 C‑40/17 (Fashion ID) para. 76 
196 Council (26 July 2019), see suggested Article 8(1)(d). 
197 Meyer (24 January 2019) 



45 
 

The statement builds on the premise that consent to OBA necessarily is feasible insofar all the 
guidance from supervisory authorises is followed. Thus, under this paradigm, the question is 
not if valid consent is feasible to obtain for online tracking, but rather how consent may be 
validly obtained. Accordingly, the focus is essentially on formulating solid consent requests, 
rather than questioning the practice of online tracking itself. Furthermore, the facts of the 
CNIL case seem to suggest that major industry players, such as Google, seem to confuse con-
tractual formation with consent. This is illustrated, for example by the fact that Google asks it 
users to confirm the following statement: “I accept that my information is used as described 
above and detailed in the Privacy Policy”.198 Thus, Google asks the user for a general ac-
ceptance of its entire handling of personal data without specifying, for instance, that personal 
data will be processed for personalised advertising. This “contractual fallacy” may lead nu-
merous companies to erroneously attempt to ask for consent, while they in reality attempt to 
contractually bind the user into accepting the companies’ handling of personal data. Moreo-
ver, data subject may be deceived into believing that contractual acceptance of privacy poli-
cies is required to use a particular service, for example that clicking “ok” on a cookie consent 
banner is required to continue to use a website.199  
 
The thesis presented in this paper is that consent to industry standard practices of OBA, as 
illustrated with the case of Max and Behave, is challenging to obtain in a valid form. The es-
sential reason for this is that OBA entails a combination of two properties that are essentially 
incompatible with each other. Firstly, the activity of OBA is both technically and organisa-
tionally complex, involving technology that the average user does not fully understand,200 and 
a supply chain of various entities that are inconspicuous to the average user. Consent pre-
sumes a clear identification of the consent requester, which is evidently difficult in a long 
chain of suppliers and sub-contractors. Secondly, consent is obtained relatively effortlessly by 
pre-formulated electronic consent declarations, which enable the industry to obtain large 
amounts of consents on record, without the needs to consult the consenting individuals in per-
son. Hence, the industry is requesting consent in a relatively uncomplicated manner to an ac-
tivity which is complex and hard to understand for the average user. There is then good reason 
to believe that many of the affirmative clicks that the industry currently has on record fails to 
indicate truly valid consents based on the informed free will of consenting individuals.  
 
The use of online consent declaration is not problematic in all cases. Online consent may be 
appropriate and thereby valid in some cases, for example for direct marketing examined in 
Section 5.4.  However, the case of Max and Behave illustrates that consent to OBA may be 
                                                 
198 CNIL (21 January 2019) 
199 EDPB (9 April 2019) p. 6, Norwegian Consumer Council (27 June 2018) 
200 Carolan (2016) p. 469 



46 
 

difficult to obtain, even when the advertisement company follow all the best practice guidance 
issued by advisory boards, such as EDPB. However, it is important to emphasise that although 
pre-formulated electronic consent declarations are not suitable for the OBA deployed in the 
case study offered in this paper, it cannot be ruled out that valid consent is feasible for OBA 
in some cases. For example, it may be viable that OBA of more limited scope, involving in-
formation from fewer sources (and not about 300 various sources as in the case with Max and 
Behave) may be lawful under current EU law. Hence, the question should be reframed from 
asking “how can we obtain valid consent to our activities” to rather ask “is our activities com-
patible with EU data protection law”. If the answer is in the negative, the incompatible activi-
ties should either be abandoned or revised to accommodate EU data protection law, for exam-
ple by limiting the amount of personal data processed and making the processing more trans-
parent and intelligible for the data subjects. Moreover, consent should only be used when it 
actively contributes to support the right to self-determination, a right that is inherently includ-
ed in the right to private life.201 
 
The same applies for the regulators. Instead of introducing a new e-Privacy Regulation that in 
effect nudge users to consent to settings in the browser or application software, the new ePri-
vacy Regulation should rather focus on privacy by design and default measure that could both 
emancipate and protect the users.202 One measure could for example be to require browser 
and software applications to reject tracking technologies by default. Furthermore, software 
providers could be required by law to reject consent requests by default, similar to software 
that blocks pop ups and advertisements. OBA could then be subject to consent that is actively 
sought by the user, similar to consent to newsletters and other direct marketing communica-
tions, se Section 5.4 above.  
 
In addition, the new ePrivacy Regulation could provide an exemption from consent for OBA 
of limited scale and with appropriate safeguards, built on the premise of the “legitimate inter-
est” option in the GDPR. This would ensure that an over-reliance of consent is avoided for 
processing activities that would otherwise have fallen within the scope of “legitimate interest” 
in the GDPR. This could for instance be limited to tracking of shopping history on one web-
site, without combining the data with any additional demographic data and without combining 
the information with data from other services or websites.  Website owners would then be 
encouraged to process limited amounts of personal data about their own visitors and custom-
ers without the need for consent, while at the same time discouraging the current practice of 
extensive data processing, sponsored by big industry players like Google and Facebook.  
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9 Conclusion 
 
This paper has examined to what extent the use of online tracking technologies is lawful for 
OBA under current and proposed EU data protection and electronic communications law. The 
conclusion to that examination may be summarised along three prongs. Firstly, consent is the 
only viable option for OBA, at least in the manner tracking technologies is commonly de-
ployed by the industry, as illustrated by case of Max and Behave in Section 5.3 above. Sec-
ondly, consent obtained by electronic pre-formulated consent declarations are unlikely to pro-
duce valid consents (as defined by the GDPR) for the activities described in Section 5.3 
above. Thirdly, the proposed ePrivacy Regulation does not alter the current legal status in any 
significant way. Accordingly, the current practices of OBA, as illustrated in Section 5.3, 
needs to be revised to be in line with EU law. Regrettably, the current focus for both the in-
dustry players and regulators seems to be on how the consent requirement may be revised to 
accommodate for the use of tracking technologies, rather than questioning the practice of 
tracking itself.  
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Appendix I  

 English version of the notice 
banner 

Original language version Third parties Source 

Coop.no 
(Norway) 

We use technology on our 
website for analysis and 
marketing purposes, adjustment 
of content and further 
development of our services. 

Vi benytter teknologi på nettsiden til 
analyse- og markedsføringsformål, 
tilpasning av innhold samt for å 
videreutvikle våre tjenester. 
 
Mer informasjon                          Ok. 

Google, 
Facebook and 
Hotjar 
(among 
others) 
 
 

Source: 
https://coop.no/om-coop-x/personvern 
(accessed 27 April, 2019) 

Komplett.no 
(Norway) 

 Vi i Komplett ønsker å gi deg en unik 
handleopplevelse, til dette bruker vi 
informasjonskapsler (cookies) og 
pixels. Noen av disse er nødvendige for 
at nettbutikken vår skal fungere, andre 
bidrar til at du skal få en skreddersydd 
opplevelse.  
 
Ved å trykke «Det er greit» godkjenner 
du bruken av cookies og pixels. 
 
Det er greit.                          Jeg vil vite 
mer. 

Google, 
Hotjar 

Source: 
https://www.komplett.no/kundeservice/om-
komplett/databehandlere/ 
(accessed 27 April, 2019) 

Zalando.de 
(Germany) 

Zalando uses cookies in order to 
give you a better service. By 
continuing to browse the site you 
are agreeing to our use of 
cookies. I agree. 

Zalando verwendet Cookies, um Ihnen 
den bestmöglichen Service zu 
gewährleisten. Wenn Sie auf der Seite 
weitersurfen stimmen Sie der Cookie-
Nutzung zu. Ich stimme zu. 
  
   
   

Google, Bing, 
Facebook 
(among 
others) 
 

Source: 
https://www.zalando.de/cookies/ 
(accessed 27 April, 2019) 
 
 
 
 
 
 

https://coop.no/om-coop-x/personvern
https://www.komplett.no/kundeservice/om-komplett/databehandlere/
https://www.komplett.no/kundeservice/om-komplett/databehandlere/
https://www.zalando.de/cookies/


Tesco.com 
(United 
Kingdom) 

By browsing this site you accept 
cookies used to improve and 
personalise our services and 
marketing, and for social activity. 
Read our privacy policy for more 
about what we do with your 
data, as well as your rights and 
choices – including how to 
manage cookies. Accept and 
close. 

 Google  
 
 

Google not named in privacy policy, but 
cookies from Google are set in the browser 
upon visiting the website. List of cookies are 
accessible in the browser settings. 
 
Privacy Policy: 
https://www.tesco.com/help/privacy-and-
cookies/privacy-centre/privacy-policy-
information/privacy-policy/ 
(accessed 27 April, 2019) 

 

The top 10 e-commerce sites in 2018 in Europe are Otto (Germany), Tesco (UK), Groupe Casino (France), Shop Direct Group, Home Retail Group (both UK), 
Zalando (Germany) and John Lewis (UK), in addition to Amazon, Apple and Staples. https://ecommercenews.eu/ecommerce-in-europe/.  

https://www.tesco.com/help/privacy-and-cookies/privacy-centre/privacy-policy-information/privacy-policy/
https://www.tesco.com/help/privacy-and-cookies/privacy-centre/privacy-policy-information/privacy-policy/
https://www.tesco.com/help/privacy-and-cookies/privacy-centre/privacy-policy-information/privacy-policy/
https://ecommercenews.eu/ecommerce-in-europe/
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