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Abstract

Secure software development represents a fundamental part of ‘security
by design’ which in turn is an essential element of ‘privacy by design’
in the terminology of GDPR (General Data Protection Regulation). Fol-
lowing and adhering to the principles of privacy by design and security
by design during software development has become a legal requirement
throughout Europe with the introduction of GDPR in 2018. Secure soft-
ware development is typically based on specific methods that software-
design teams apply to discover threats and remove vulnerabilities, as es-
sential steps for improving the security of systems in general.

Agile software development is practiced in some form or another
in most software development projects around the world, but the lack
of built-in mechanisms to incorporate security and privacy into the
development methods often leads to vulnerable systems and which also
are not legally compliant with regards to GDPR. Secure Agile is nothing
more than to ensure that security requirements are explicitly included as
part of agile software development. Including security in the development
process will naturally require extra time and effort, with potentially
reduced agility as a consequence. To minimize the reduction in agility it
is important to have practical and efficient methods for including security
in the agile software development process.

To address these concerns regarding built-in security and privacy in
Agile, this thesis discusses different methods for secure Agile software
development and also proposes Threat Poker as a new software devel-
opment game to aid developers in the process of developing secure soft-
ware. Threat Poker is a simple team-based activity for secure Agile used
for assessing both security risks and privacy risks, and for evaluating the
effort needed to eliminate the corresponding vulnerabilities during soft-
ware development. To evaluate the usefulness of Threat Poker, an exper-
iment was conducted with a class of students in programming. The data
collected was examined to determine the benefits of the method as well as
for improving Threat Poker.
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Chapter 1

Introduction

The adoption and application of practical methods for developing ade-
quately secure software has become a necessity for companies and devel-
opers in order to produce legally compliant IT systems. The trend towards
increasingly prescriptive security and privacy regulations for IT systems
such as GDPR (General Data Protection Regulation) has resulted in very
specific requirements with regards to security and privacy in IT systems.
Threat modeling and removal of relevant vulnerabilities can be consid-
ered as the main elements which contribute to strengthening the security
of IT systems. Threat modeling and removal of vulnerabilities must be in-
tegrated efficiently into the different development methodologies that are
currently being used.

Agile development can follow different development methodologies
that all share a common set of values and principles. These principles
include allowing continuous changes in the specifications, frequent
deliveries, frequent meetings, both between the developers and business
people, but also internally in the development team. Progress is measured
by working software, and the process should promote sustainability.
Simplicity is essential, as well as technical excellence and good design. The
teams should be self-organizing and at regular intervals, should reflect
on the process and adjust accordingly[2]. Agile methodologies are based
on the continuity of the many different processes involved, the planning,
the testing, integration and others. All agile methodologies are made
to be lightweight and stress the importance of collaboration between
team members and encourage them to quickly and efficiently reach a
decision[20, 28].

Agile software development, being the most common and frequently
used methodology for software development, was not originally designed
with security in mind. As such, many Agile projects do not have built-in
steps for dealing with security issues, and this has now become a problem
due to the new requirements of Security by Design and Privacy by Design
which must be followed in order to develop legally compliant systems.
This thesis investigates challenges for secure agile software development
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and proposes a method called Threat Poker which is intended to make
secure Agile simple and easy.

1.1 Research Questions

As a way to inspect and discover ways of incorporating security and
privacy into the different Agile development methods and why they are
needed, the following research questions are proposed:

1. What are the current challenges facing the Agile development
methodology due to the new security and privacy rules and
regulations?

2. How can Threat Modeling and Risk Assessment be included in an
Agile fashion?

3. What is the potential for utilizing Threat Poker as a method for
secure Agile?

1.2 Research Method

The first step of discovering the solution to the questions asked was to
conduct a literature survey to investigate the different methods for Agile
software development utilized today. The second step for this process was
to examine the information gathered and analyze the different challenges
faced by these methods in regards to security, and to identify room for
improvement in terms of agility. The next step after identifying the
different challenges facing the different development methods currently
in use, was to design a new method that could be incorporated into Agile
development, a model that was named Threat Poker. The fourth step was
to design an experiment to test the proposed solution, how the solution
could be used and how it solved some of the challenges faced. The last
step was to conduct the actual experiment and analyze the data collected
to examine the validity of the method, but also to get valuable feedback
from whence improvements to the technique could be made.
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Chapter 2

Background

Many threat actors have the motivation and capacity to attack digital
systems and ICT infrastructures. It is crucial to understand and attempt to
predict how threat actors will attack, which is called ‘Threat Modeling’.
Identifying threat scenarios is a prerequisite for knowing how to stop
them. Of course, it is impossible to predict all relevant threat scenarios,
but system developers must still do as best they can. Whenever there
is an opportunity to successfully execute a threat scenario it means that
there are vulnerabilities which are weaknesses that can be exploited
by attackers. Blocking or mitigating a threat scenario is equivalent to
removing the corresponding security vulnerabilities. There are several
different ways of discovering vulnerabilities in a system, and there are
many different published guidelines on where the most common ones
are located. One such guideline is OWASP’s publication ‘Top 10 Security
Risks’[14] which describes typical security vulnerabilities found in web
application software, as a guidance for how to avoid these vulnerabilities.
Another guideline is the CWE (Common Weakness Enumeration)1 which
is a community-developed list of common software security weaknesses.

2.1 SDLC - Software Development Lifecycle

Software development life cycle (SDLC) can be defined as “a process used
for structuring the development of any software system, from initiation through
to implementation”2. SDLC is used in the design of software, in the
development and in the testing of software, and the aim of the process is to
produce high quality software at the lowest cost in the shortest time. SDLC
defines some best practices in the form of a detailed plan defining what
should be done at each stage of the development process. This plan is a
way of describing a way to develop, maintain and alter software. The most

1https://cwe.mitre.org/
2https://blog.testlodge.com/software-development-life-cycle/
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common levels in SDLC are Requirement gathering and analysis, Design,
Implementation or Coding, Testing, Deployment and Maintenance.

One of the most important parts of software development is the
first stage, the requirement gathering and analysis. In this stage
information and requirements are gathered from the stakeholders. This
information consists of the functional and non-functional requirements
for the system, the goal of the system, who the users are and so forth.
The requirements for the product is documented through a Software
Requirement Specification, (SRS). Understanding the product is crucial to
the development of said product, which is why this stage is so important.
When all information is gathered, it is analyzed and the feasibility of the
product is determined.

The second stage is the design. In this stage, the Software Requirement
Specification is turned into a Design Document Specification, (DDS), a
proposed design approach for the product architecture, which is then
reviewed by all stakeholders who offer feedback.

When the design document is completed, the developers are able to
start the implementation/coding according the the previous documenta-
tion.

When all coding has been completed, the different modules of the
product are released for testing. Testing is an important step where the
product is rigorously tested to discover errors and vulnerabilities which
in turn are assigned to developers to have them fixed. The testers will also
reference the requirement specification to make sure the product fulfills
the requirements.

Once testing has been completed, the product is deployed to the
production environment, and based on feedback, adjustments can be
made.

The last stage in the process is Maintenance. After the product had
been deployed and is in use, issues may occur that need to be fixed, and
also updating, upgrading and enhancing the product may be desired or
required and so should be handled by the developers345.

Several software development models or approaches have been pro-
posed and applied during the last 30 years. Each model has its charac-
teristics, advantages and disadvantages, but common to them all is that
they do not focus on security[8] (p.1098). A selection of five prominent
development models are briefly analyzed and compared in[11]. These are:
Waterfall, Iteration, V-shaped, Spiral and Agile. Scrum is a particular form of
the Agile Model which is discussed below.

Specific security related tasks should be included in the various phases
of the SDLC, whether the development follows the waterfall model, the

3https://www.softwaretestinghelp.com/software-development-life-cycle-sdlc/
4https://stackify.com/what-is-sdlc/
5https://www.tutorialspoint.com/sdlc/
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agile model, or any other model. Due to the radical difference between
the waterfall and agile models, the development team needs to adapt
the specific approach to secure development depending on the model
followed, as described in the next section.

2.2 The Waterfall Model

The basic idea behind the waterfall model is that each phase must be fully
completed before the next phase, as symbolized by the waterfall metaphor
where water only flows downwards. This also implies that the complete
set of requirements must be defined and fixed at the beginning of the
project. In case it is necessary to revisit a previous stage, then a costly
overhead is to be expected (metaphorically make water flow upwards), so
this should be avoided. However, it is typically the case that requirements
have to be changed in the middle of a software development project, so
that many software development projects based on the waterfall model
have suffered large blow-outs in cost and time.

Figure 2.1: The waterfall model for software development

As a reaction to the rigid structure of the waterfall model several other
models have been proposed.

2.3 Secure Software Development in the Water-
fall Model.

Several models have been proposed to ensure secure development
in the waterfall model, including the NIST framework for Security
Considerations in the System Development Life Cycle[10], as well as
Microsoft’s Security Development Life cycle (SDL)[3].

In Microsoft SDL, every phase of the waterfall model includes security
related tasks, which thereby contributes to reducing the number of
vulnerabilities in the delivered software.
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Figure 2.2: SDL: Microsoft Security Development Lifecycle [3]

Vulnerabilities are unintentional side-effect of software development.
The challenge for secure software development is precisely to avoid
building vulnerabilities into the system. By looking at the list of 25 most
common software errors maintained by SANS6, we see that many of these
are directly related to irresponsible or sloppy programming practice.

6http://www.sans.org/top25-software-errors/
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Chapter 3

Agile and Development
Methodologies

3.1 Development Methodologies

Currently in the software development industry, there are a multitude of
different development methodologies that can be utilized by a develop-
ment team. Each of them have their uses, but which method is chosen for
a specific project is mostly determined by the company culture and what
type of project the methodology is needed for. The problem facing most
of these methodologies is that they are not based around security, and as
such do not have built in mechanisms to deal with the security and pri-
vacy aspects of the system. Adding security later can be problematic in
many cases, and hence finding efficient ways of including security during
development has become a necessity.

3.2 Agile

The most common development methodologies used today are Agile
in some form. Agile software development is a collection of different
frameworks and practices used to help developers deal with a continuous
changing environment, based on specific principles that were outlined
in the Agile Manifesto [2]. The main principles consist of early and
continuous delivery, welcoming changes, frequent delivery of working
software, business people and developers working together, building
projects around motivated people, and giving them the resources to
succeed [2]. Agile focuses on having face-to-face meetings, seeing
working software as the measurement of progress and also on promoting
sustainable development. Agile also gives attention to technical excellence
and good design, simplicity, and assumes that self-organizing teams
help develop good architectures, requirements and design. It also has
a focus on reflection and on adjusting the process accordingly. There
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are several principles in focus when dealing with the Agile method. As
previously stated, part of the focus of the Agile methods is centered
around face-to-face meetings and self-organizing teams, and this is based
on the principle that individuals and interactions are more important than
processes and tools. While processes and tools are important aspects of
development, the Agile method assumes that the interactions between the
different individuals which the team comprise of, is of more value to the
development process. In Agile, the working software is how progress is
measured, and hence, it puts more focus on the working software than
on comprehensive documentation. Comprehensive documentation is not
in itself a bad thing, and is necessary to some degree, but the focus of
the development team needs to be on the final product to be delivered.
Business people and developers working together is also an important
part of the Agile method, so customer collaboration will hold more value
over contract negotiation, which can bring boundaries to the project.
Through collaboration the development team can better understand and
recognize the requirements and needs of the client and thereby deliver a
satisfactory product.

Lastly, responding to change over following a plan is at the core of
the Agile method. In Agile, changes are welcome as the project changes,
but it also puts focus on reflection and making changes accordingly.
Blindly following a set plan can have negative consequences, especially
when considering a continuously changing market and ever evolving
technology, which makes a teams ability to adapt to change crucial. To be
Agile means to implement changes when necessary in an efficient manner.

While processes and tools, comprehensive documentation, contract
negotiation and following a plan are all important in their own way, they
still hold less priority in Agile. This distinction is at the core of Agile.

3.3 Secure Software Development in the Agile
Model.

There are relatively few studies in the literature on secure agile software
development models. In Wichers’ proposal [30] it is argued that secure
software development in the agile model needs a quite different approach
to that of the waterfall model.

Wichers recommends to identify all stakeholders and clarify what their
main security concerns are. From that analysis a set of threat models can
be extracted which in turn form the basis for stakeholder security stories.
Then during the development phase, one has periodic security sprints in
between the regular development sprints. It is also proposed to include a
final security review before deploying the final system.

Microsoft has presented a version of SDL for agile software develop-
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ment [4]. The Agile Security Development Lifecycle, a model that contains
the same security steps as in the waterfall SDL model, where these steps
are grouped in 3 categories:

• One-Time practices: Foundational security practices that must be
established once at the start of every new Agile project.

• Every-Sprint practices: Essential security tasks done in every sprint.

• Bucket practices: Important security tasks that must be done
regularly, but not necessarily in every sprint.

Microsoft’s agile SDL model has merit, but one drawback is that
it does not separate between functional and non-functional security
requirements. The model for secure agile software development the we
propose below is partially inspired by the model described in [30] and
by Microsoft’s Agile SDL model, and at the same time offers several
improvements over the models mentioned above. Our approach to
handling security in the agile model is based on the distinction between
functional security controls and non-functional security controls, as
described below.

• Functional security controls reflect and implement user stories that
are directly related to security, such as when password management
and verification are used as controls to implement a user story for
log on, or when Access Control Lists (ACLs) are used as a control
for specifying and enforcing policies for accessing various resources
within a domain.

• Non-functional security controls are applied in order to eliminate or
mitigate vulnerabilities in the implementation of other user stories,
such as when applying secure programming techniques in order to
avoid buffer overflow bugs, or when applying input filtering when
designing a front-end to an SQL database in order to avoid SQL-
injection. Software designers must understand that any type of user
stories, both ordinary user stories as well as specific security related
user stories, must be implemented in a secure way. The way to do
that is precisely through non-functional security controls. The idea is
that security threats that are intrinsic to a specific user story should
be handled during the sprint for the same user story.

A further example of non-functional security controls is when imple-
menting a user story about the logic for handling the check-out of a shop-
ping basket on an e-commerce website, where a threat could be that the
customer is able to trick the system into changing the number of items af-
ter the price has been computed, so that the customer could receive many

14



items but only pay for one. This security concern must be handled during
the sprint that implements the check-out of shopping baskets.

Based on these considerations we propose to introduce a new security
phase into the sprint iteration. This security phase focuses specifically on
identifying threats against the current user stories. The new phase should
also specify how the threats can be controlled or mitigated, and should
specify tests for those mitigation controls. The implementation of non-
functional security controls is then handled in the ordinary phase that
develops, integrates and tests the new functionality for the current sprint.
Threat Poker is precisely the technique to be used in the security phase.
Threat Poker is described as a possible method in Chapter 6.

Specific security related tasks should be included in the various phases
of the SDLC, whether the development follows the waterfall model, the
agile model, or any other model. Due to the radical difference between
the waterfall and agile models, the development team needs to adapt
the specific approach to secure development depending on the model
followed, as described in the next section.

There are many challenges facing the different Agile methods with the
requirement of security and privacy, and without the built in mechanisms
that should have been implemented during the methodologys develop-
ment, finding and dealing with these challenges can be difficult. The major
problems is the lack of a specific method to deal with security. Threat mod-
eling vulnerability analysis and risk assessment was not a part of tradi-
tional Agile frameworks and since the different Agile methodologies were
not security and privacy based, it is a struggle to include efficient methods
to accomplish this and still keep the agility of the development method.
Many methods that deal with security and privacy are thus not compatible
with the different Agile methods. Another major problem with integrat-
ing security and privacy into the Agile framework is the time constraint.
Agile is based around short iteration after which working software is to
be delivered. This can be a major problem because the short time span the
developers are working with does not usually lend enough time to prop-
erly discover the threats facing the different features, as well as eliminating
them and testing the software. Lack of experience and knowledge about
security and privacy is also a major roadblock when trying to integrate se-
curity and privacy into the Agile frameworks. Security and privacy have
traditionally not been a major focus for developers and because of this, has
often become a neglected area of study for many developers. This lack of
experience and knowledge means that security and privacy related issues
have often gone undiscovered, been plainly ignored by the developers, or
been added on at the end of the project. The problem with simply adding
the barest of security and privacy at the end of the project is that it fails
to adequately protect the system. Considering security and privacy at the
end is also a problem when trying to discover the different threats and
vulnerabilities the system face, thereby resulting in many vulnerabilities
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to go undiscovered by the developers and remain in the system for the
threat actors to exploit.

3.4 The Scrum Method

The basic idea behind Agile methods such as Scrum is that new
or evolving requirements can be specified in parallel with, or after
already implemented requirements [2]. This is possible by splitting
the development into separate stories where each story covers a set
of requirements that can be implemented and tested more or less
independently of other stories. Each cyclic iteration in the Agile model
is a sprint which are to be completed in a specific amount of time, usually
a few weeks. The major drawback of the Agile model is that it often does
not scale well to large and complex development projects.

Figure 3.1: The Scrum method for software development

The basic idea behind agile methods such as Scrum is that new
or evolving requirements can be specified in parallel with, or after
already implemented requirements [2]. This is possible by splitting
the development into separate stories where each story covers a set
of requirements that can be implemented and tested more or less
independently of other stories. Each cyclic iteration in the agile model
is a sprint which are to be completed in a specific amount of time, usually
a few weeks. The major drawback of the agile model is that it often does
not scale well to large and complex development projects.
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Scrum is defined as “A framework within which people can address
complex adaptive problems, while productively and creatively delivering
products of the highest possible value” [23]. It was introduced in the
1990’s by creators Ken Schwaber and Jeff Sutherland, and has been
used to great effect by helping to improve the product as well as the
teams working on them. While Scrum was created to be a lightweight
framework, and simple to understand, mastering the method with all its
different components, different roles, different events and artifacts can
be challenging. Scrum is not a process, a technique or a method, it is
better described as a framework in which a team can utilize different
methods and processes. Scrum is a way of improving the product, the
team and the environment by handling the product management and the
work techniques.

The Scrum framework is made up of many different components that
each play an essential role in the usage of the framework. The components
in the Scrum framework consists of the Scrum teams, and their different
predefined roles, the different events that the team goes through, the
different artifacts and the rules. The main purpose of the rules described
in the Scrum framework is to connect the different roles together with the
events, the artifacts and to govern the relationship and interactions that
occur in the framework.

Initially, Scrum was designed as a way of managing and develop-
ing products, but as the framework has matured, the framework has ex-
panded to include other uses. Scrum has successfully been used to re-
search, to develop products and enhancements, for release of products
and enhancements, develop and sustain different environments, and sus-
tain and renew products.

3.4.1 Scrum Team

At the core of Scrum is a team of different people. These teams are made
to be very flexible and able to adapt. The strength of the method lies in
the fact that these qualities are shared and continued whether it is a single
team or multiple teams that work on developing, operating and sustaining
different projects and products.

The Scrum Team is made up of people with different predefined roles,
consisting of a Product Owner, the Development Team and a Scrum
Master. The teams are self-organizing, so as to choose the best way to
proceed and accomplish their work, and cross-functional, meaning they
have the competence to be able to finish the work without depending on
outside influence.
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Product Owner

The Product Owner is the person responsible and accountable for maxi-
mizing product value, and is also solely responsible for the management
of Product Backlog. The management of the Product Backlog includes the
expressing if items in the backlog, ordering them, optimizing the value of
work from the Development Team, ensuring that the Product Backlog is
transparent, and ensures an adequate understanding from the Develop-
ment team regarding the items in the Product Backlog.

Development Team

The Development Team in another important role in the Scrum Team. The
Development Teams are made up of professionals who are responsible for
the development and delivering of Increments at the end of each Sprint.
There are several characteristics that define the Development Team. The
team should be self-organizing, independent, and not being influence by
other roles. They should be cross-functional, the team should contain the
required skills to create the product Increment. The team will have no
titles inside the Development Team, there are no sub-teams, and while the
team members may have specialized skills, accountability remains on the
team as a whole.

Scrum Master

The last official role in the Scrum Model is the Scrum Master. The
Scrum Master is responsible for the Scrum process, by helping with the
understanding of Scrum theory, practices, rules and values. The Scrum
Master has different roles and responsibility in regards to the different
groups the Scrum Master interacts with.

The Scrum Master interacts with the Product owner to ensure that
the goals, scope and product are understood by the Scrum Team. The
Scrum Master may also aid the Product Owner in finding techniques
for Product Backlog management, helping the Scrum Team understand
the Product Backlog items, understanding product planning, helping the
Product Owner to understand how to maximize value by arranging the
Product Backlog, understanding agility and facilitate Scrum events. In
regards to the Development team, the Scrum Master helps the teams be
self-organizing and cross-functional, helps in the development of high-
value products, helps by removing obstacles to the team’s progress,
facilitates Scrum events and coaches Scrum where it is not fully adopted,
incorporated or understood.

The last official role the Scrum Master interact with is the Organization.
The main responsibilities in this relationship is coaching the organization
in the adoption of Scrum, planning scrum implementations, guiding
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employees and stakeholders understanding of and the enactment of
Scrum. The Scrum Master is also responsible for enabling change to
increase the productivity in the Scrum Team and last, to collaborate with
other Scrum Masters to increase the effectiveness of the application of
Scrum.

3.4.2 Scrum Pillars

Scrum is based on an empirical process control theory, which assumes that
knowledge comes from experience and decisions must be based on what
is known. This theory in turn is stands on three pillars, transparency,
inspection, and adaption, where all of these have been implemented in
the Scrum framework in some fashion.

Transparency in this context means that those responsible for the
project must be aware of the significant aspects of it, that the aspects must
be visible to them.

Inspection means that the users must continuously inspect the artifacts
and progress to discover inconsistencies, though the inspections should
not interfere with the work.

Last of these pillars is Adaptation. If it is discovered that some parts of
the projects is deviating from what is acceptable, then adjustments must
be made, which should be conducted and completed as soon as possible
so as to not deviate more.

3.4.3 Scrum Events

In accordance with the Inspection and Adaptation pillars, Scrum contains
four different events that take part throughout the process. These
events are: Sprint Planning, Daily Scrum, Sprint Review, and Sprint
Retrospective. Scrum Events are a collection of defined steps in the Scrum
framework. What is accomplished with these events is to give routine to
the process and also to eliminate or lessen the need for ad hoc meetings
not defined in Scrum.

Sprint

At the core of the Scrum framework are the Sprints. A Sprint lasts for a set
period of time, which can not be shortened or lengthened once the Sprint
has started, though it can be canceled.

A cancellation can only be decided by the Product Owner, although it
can be under the influence of the Development Team, the stakeholders or
the Scrum Master. This would happen if the Sprint Goal becomes obsolete,
which could happen for various reasons, like the market changing or
technology conditions changing. The main idea behind this is to cancel
the Sprint if the goal no longer makes sense. While it is possible to cancel
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the Sprint, it is rarely done because of the short timespan the Sprint is
active.

As previously stated, Sprints have a set time span, typically two
weeks to a month, but no longer than that, in which an Increment that
is completed, usable and ready for release, if decided by the Product
Owner is developed. The Sprints are continuous, and one will commence
immediately after the previous one is finished.

The Sprint is made up of several different components, the Sprint
Planning, Daily Scrums, the development work, the Sprint Review, and
the Sprint Retrospective.

During the Sprint, it is important to note that, it is allowed for the
Development Team to make changes to the Sprint Backlog and renegotiate
the scope and clarify it with the Product Owner , but it is not allowed to
make changes that can endanger the Sprint Goal, the quality goals can not
decrease.

Due to the set time frame in a Sprint, it is not an option to consider
projects for Sprints that exceed the one month limit time frame. The
reason behind this is that a Sprint has a goal that is to be completed in
the allotted time, where something is to be developed, something is to be
built with a design and a plan with a product Increment as a result. When
a Sprint takes longer than a month, the chance of changes increases, the
complexity might increase and, because of this, the risk level may increase.
With the Sprints being limited to the maximum of one month, it enabled
predictability due to inspection and adaptation and it also limits risk to a
one month cost.

Sprint Planning

One aspect of the Sprint is the Sprint Planning. This is where what
happens in the Sprint is planned out by the whole Scrum Team and the
Sprint Goal is crafted, which is the objective of the Sprint by implementing
the Product Backlog, the reason why the Increment is being built.

The Sprint Planning is set to answer the questions:

• ”What can be delivered in the Increment resulting from the upcom-
ing Sprint?”

• ”How will the work needed to deliver the Increment be achieved?”

The Development Team will forecast what functionality will be created,
the Product Owner focuses on the objectives of the Sprint, and which
Product Backlog items will achieve the Sprint Goal. When Product
Backlog items are selected, and the Sprint Goal is set, a new discussion
takes place about how to best accomplish this Goal, how best to create
a Definition of Done Increment, which is then removed from the Sprint
Backlog.
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Daily Scrum

During the Sprint, Daily Scrum meeting occur every day. This meeting is a
short event, typically 15 minutes, where the Development Team meets and
plans work for the next 24 hours. This is done to help with collaboration
and performance, which is accomplished by inspecting the work done
from the previous Daily Scrum meeting, but also by predicting the next
24 hours.

Sprint Review

Sprint Review is another part of the Sprint. This is done at the end of the
Sprint to examine and inspect the work, or the Increment, accomplished
in the Sprint, but also to adapt the Product Backlog if necessary.

Sprint Retrospective

The last part of the Sprint is the Sprint Retrospective. The Sprint
Retrospective is a way for the Scrum Team to examine itself, how the
Sprint went, and how to improve during the next Sprint.

3.4.4 Scrum Artifacts

Scrum also provides Transparency through artifacts. These artifacts are
designed to provide transparency of key information so each team will
have the same understanding of the artifact as the rest of the team. The
artifacts defined in Scrum are the Product Backlog, the Sprint Backlog and
Increments.

Product Backlog

The Product Backlog is an ordered list of all the known requirements
of the product. The Product Owner is the user who is responsible for
the Product Backlog and everything connected to it, whether that is the
content, the availability or ordering the list. Like earlier stated, Scrum was
designed to be flexible and this is reflected by having a dynamic backlog.
The Product Backlog is a document that is never completed. It is under
continuous change due to the evolving needs of the product, items such
as the different features, functions, requirements, enhancements and fixes,
items that are dynamically added, edited or removed to reflect the flexible
nature of the framework. In addition, each item in the Product Backlog
will contain information about the feature, the description of the feature,
order, estimate, value and they will also often include a test description.
Which is the ’Definition of Done’. As the development of the product
continues, and the team gets feedback and other information from the
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testing, the Product Backlog will change to reflect this. Requirements
never stop changing, and so neither does the Product Backlog. There are
many changes to the product that will affect the Product Backlog, type,
changes to the business requirements, changes in the market conditions,
or even technology used. Another attribute of the Product Backlog is the
Product Backlog refinement. This is the act of adding details, estimations
and order to the Product Backlog items. Like the Product Backlog, the
refinement of it is also an ongoing process between the Product Owner
and the development team. The purpose of this is to review the items in
the list. Thought the Product owner has the ability to update the items in
the Product Backlog at any time and also the ability to influence the team,
the final estimations are completed by the development team,

Sprint Backlog

The next artifact in Scrum is the Sprint Backlog. The Sprint Backlog is
a list made up of the items from the Product Backlog that have been
selected for the current Sprint, as well a plan for the delivery of the
product increment and how to accomplish the goal. The Sprint Backlog is
basically a prediction, a plan, done by the Development Team about what
functionality will be included in the next release. Throughout the Sprint,
the Sprint Backlog undergoes changes, the Development Team is the only
ones allowed to make changes to the Sprint Backlog, and these changes
can be made in response the team learning more about what needs to be
done in the Sprint. If new features are required, they are added to the
backlog, if features are deemed necessary, they are removed and as the
work is completed, the estimation of remaining work is updated.

Increment

The last artifact is the Increment. This is a list of all the Product Backlog
items finished during the Sprint, as well as the value of the increments of
all previous Sprints. When the Sprint is completed, the Increment must be
defines as Done, in a usable condition regardless of the decision from the
Product owner to release the product.

3.5 Secure Scrum.

Like most development methodologies, Scrum originally was not de-
signed with a specific integrated way to deal with security and privacy
concerns, and because of this it does not contain a guide on how to best
implement security in the method. There have been developed several
methods to try and solve this problem such as Secure Scrum, and Security
Backlog in Scrum. There have also been developed a few games that can
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also be helpful when dealing with this shortcoming in scrum. Examples
of this is Protection Poker and Microsoft’s Elevation of Privilege.

The Secure Scrum Model[19] is a example of how security can be
implemented in Scrum. Secure Scrum is a variation on the original
Scrum methodology with a focus on secure development during the entire
process.

The goal of using the Secure Scrum model is to achieve an acceptable
or appropriate level of security. What Secure Scrum means by this is to
achieve a level of appropriate security, the systems needs to have a high
enough level of security so that it is no longer profitable for an attacker to
find vulnerabilities to exploit. Secure Scrum is a value-oriented approach
to the development of security, focusing security implementations on
those parts with the highest value to the stakeholders.

In Secure Scrum there are four main components, the Identification
component, the Implementation component, the Verification component,
and the Definition of Done component. The purpose of these various
components is to effect the Scrum methodology. The different components
are put on top of the Scrum model to influence the different stages in the
Scrum process.

3.5.1 Identification Component

The purpose of the identification component is to discover security related
issues during the development. The security concerns are identified and
marked in the Product Backlog. This component is made to be a part
of the creation of the Product Backlog, but it is also used during the
Product Backlog Refinement, during the Spring Planning, and during
the Sprint Review. In this component, each user story is ranked and
evaluated according to loss value associated with them. The loss value
is the consequence of the feature connected to the specified user story
assumed to be attacked and compromised. The next step in this process
is to evaluate various misuse cases and then rank them according to risk.
When this is completed, the development team as well as the stakeholders
will have a shared understanding of the different security risks, which are
then documented in the Product Backlog by using S-Tags and S-Marks.

S-Tags are used in the Product Backlog to identify items with security
related concerns which are marked with S-Marks to differentiate the
security item from non-security related items in the backlog. In addition
to this, the S-Tags also need to be included in the Sprint Backlog, to ensure
the visibility of the security concerns. During a sprint, it is normal for
different user stories of backlog items to be split unto tasks and sub-tasks.
It is important in this case that tasks marked with an S-Mark, are also
marked with the corresponding S-Tag, and if subdivided, that each sub-
task be given the same S-Mark and connected to the original S-Tag, so they
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can always be traced back to the original task or user story.

3.5.2 Implementation Component

The implementation component raises the awareness of the security
concerns which are used in Sprint Planning and the Daily Scrum meetings.
During the implementation stage of the development process, all the
individuals on the development team need to have an understanding and
be aware of which requirements that need to be prioritized, and for this,
the functional requirements should be in the Product Backlog, including
the S-Tags to indicate the security concerns.

3.5.3 Verification Component and Definition of Done

The verification component ensures that testing is possible with focus on
security, which is then managed in the Daily Scrum meetings. Last, the
Definition of Done defines is defined individually by each Scrum Team
and is comprised of a list of the acceptance criteria for security related
issues. In Secure Scrum, the S-Tags are not only used for indication of
security concerns, but they can also identify the verification requirements
as well as being an estimation technique for the verification effort. Ideally,
verification should be a part of the Definition of Done, but there are
exceptions where the developer does not have the knowledge and/or the
resources to complete the verification process. In this case, the Definition
of Done can not include the verification. When this happens, there must be
created a new task that inherits the verification aspects from the original
task, which will also contain the corresponding S-Marks, connected to the
S-Tags, that must be included in the new task. This opens up for having
a Definition of Done excluding the verification which is then compatible
with the Scrum model, and doing the Definition of Done this way ensures
that the connection between S-Marks and S-Tags remain intact, and no
security concerns are lost[19].

3.6 Security Backlog in Scrum.

Like many development models, Scrum is not built around implementa-
tion of security and does not provide a guide on how to deal with the
security aspects of the software that is being developed. Due to this, there
needs to be an effective way to implement security features into Scrum
and other agile methodologies. A way to do this is with the Security
Backlog[1], which is another model for integrating security in the Scrum
Model. When dealing with the Security Backlog of Scrum, a new backlog
was added to deal with all the new security concerns in the software or
due to new features being added to the planned product. The purpose of
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the Security Backlog therefore, is to implement different design principles
based on security and privacy to limit the number of vulnerabilities and to
reduce the risk to the software that is being developed. In regular Scrum,
the Product Owner is the role responsible for the Product Backlog, but
with the addition of the new Security Backlog, a new role was required to
hold the responsibility of the Security Backlog, this new role is the Security
Master. The purpose behind the Security Master is to be responsible for
the Security Backlog and also to be the deciding factor in which security
or privacy features require the most attention, and then add it to the Sprint
Backlog which is then completed by the developers. Due to the required
responsibilities of the Security Master, this person should be someone with
experience and knowledge of security and privacy. There are several tasks
associated with this role, in addition to managing the Security Backlog.
Based on the various security principles which the Security Master should
be familiar with, the Security Master is tasked with identifying the dif-
ferent features in the Product Backlog that can pose a security or privacy
risk to the product that is being developed. It is very critical that all of
these risks are documented, and this is done in the Security Backlog. The
Security Master is also responsible for performing testing of the selected
features.

To utilize this method, using the Security Backlog with Scrum, will
force each of the items in the Product Backlog to be considered for
the Security Backlog. During this step, the Security Master will go
through all the items in the Product Backlog and make an evaluation
and determination on whether the item poses a security or privacy risk
and document it. If there are any security or privacy concerns attached
to the feature, it will be added to the Security Backlog item requires any
attention from a security perspective. The items that the Security Master
deems necessary are then added to the Security Backlog which are then
forwarded to the Sprint Backlog to be carried out by the developers during
the Sprint.

3.7 Kanban

Kanban1 is a method used in software development that was developed
from Toyota’s Production System and Lean. It is based on a Just-in-
time production system. Kanban is a framework that is concerned with
visualizing the ’what’, the ’when’ and the ’how’ of the production process,
or development process when talking about software development.
Kanban is a tool used as a way to efficiently manage development
processes. There are four major principles that make up the Kanban
framework. These consists of visualizing work to increase communication

1https://www.atlassian.com/agile/kanban
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and collaboration, avoiding an unmanageable amount of non-prioritized
open tasks, measure and optimize the flow, gather information, and
predict future problems, and lastly, to aim for continuous improvement
by analysis.

A main component of the Kanban method, are the meetings. Unlike
Scrum, Kanban does not feature specific meetings, and as such, all
meetings are optional.Though optional, there are several meetings that are
commonly used, but since there are not set rules for them, someone on the
team usually takes initiative to set it up and keep the meeting orderly.
During these meetings, the Kanban board is used to help maintain focus
and to keep track of that needs to be addressed. The meeting is usually
spent going through the Kanban board, and also look at the tasks that
have changed position on the board.

Another commonly employed technique when working with Kanban
is the Retrospective. The retrospective was adopted from Scrum.
Originally, it was a meeting that would happen at the end of a sprint, and
during the meeting, the team would discuss problems and successes that
had occurred during the sprint, what went well and what did not. One of
the reasons for these types of meetings was to improve on how the team
worked which could then be implemented in the next sprint.

Since Kanban is not based around meetings, there have been a few
methods developed to implement this into the methodology. These
include the scheduled retrospective, the stop and solve, and the kanban
pull system. The scheduled retrospective is the one most based on
the original scrum method. This is where the meetings are held at a
regular interval, and like scrum, during the meeting a discussion takes
place about the problems, issues, possible improvements, and the general
workflow. The stop-and-solve method was developed as an alternative
due to the scheduled retrospective not really fitting with how work items
are handled by Kanban boards, so the stop-and-solve method is instead
used by each developer working with an issue. When an issue is found
that the developer is not able to solve, a retrospective is called where the
team looks at the problem and brainstorms for a possible solution. The last
is the Kanban Pull System. In this method, a pull system is implemented,
which means that a retrospective is not called until it is actually needed,
and initiation happens based on explicit rules set for the pull system.
These rules should cover both a maximum as well as a minimum and
when this limit is reached, a retrospective is called. Anyone on the team
can encounter an issue, and because of this anyone is able to add a new
issue, as a ’note’, to the Kanban board.
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3.7.1 Kanban Board.

A main part of the Kanban process is the Kanban board2. This method is
inherited from the original methodology developed by Toyota which was
modelled after how a supermarket will stock their shelves. Traditionally, a
physical board was used with different tools like magnets to hand notes on
the board. While physical boards have been in use for many years, there
have been been developed several digital tools which can be used instead
of the physical boards to increase the efficiency and help with keeping
the board up to date. A Kanban board is made up of several different
columns which can be adapted to suite the needs of the team. The columns
normally used are made up of one for ”To Do”, which is made up of tasks
that are to be done. One is ”Work in progress”, which describes the tasks
which are currently being worked on. Another is ”Testing”, which are
tasks that are completed and sent to testing. Finally is ”Done”, which
describe the tasks that are finished.

2https://www.atlassian.com/agile/kanban/boards
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Chapter 4

Secure Software Development

4.1 Security Design Principles.

Well-defined Security principles are worth considering when working on
secure development, and they often serve as a guide to what good design
could look like. These are also helpful for developers who might not have
that much experience with security because it gives an idea of what they
should focus on.

4.1.1 Security by Design and Privacy by Design

Security by Design is a term used to describe a way of doing software
development where security is in focus from the inception of the project,
where the project has been designed to be secure from the beginning. The
goal of doing development this way is to try to make the system as free of
vulnerabilities as possible, and as difficult to attack as the developers can
make it. This is accomplished by for example continuous testing, different
safeguards and by following best programming practices. This method of
doing software development stands in contrast to software development
where security has a tendency to become an afterthought. As a system
develops over time, it becomes harder and harder to add security to the
system. Addressing vulnerabilities and patching different security holes
becomes more difficult later in the project, and it will never be as effective
as it could be if it had been designed that way from the beginning1 2.

Incorporating Security by Design into the development of software
has a significant impact on the general process. What this means for the
system and for the developers is that security must be included in all the
individual steps of the development process, it must be included in the
requirement specification, in the architectural design, in the coding, in the
testing, in the deployment process, and the management of the product.

1https://www.justaskgemalto.com/en/what-is-security-by-design/
2https://whatis.techtarget.com/definition/security-by-design
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Because of the significance of the work required to deal with this, there
needs to be a way of doing it efficiently without losing the agility of
the development method. In addition to Security by Design, there also
needs to be Privacy by Design, due to GDPR. With Security by Design
dealing with the general security aspects and risks associated with the
system, privacy is concerned with the potential risk for the data subject.
Privacy risks can lead to severe damage if not handled properly and taken
into consideration during the development process, equal to the security
aspects.

Security by Design and Privacy by Design are two general principles
used to approaching the security and privacy related aspect of develop-
ment. There are several others that have been previously used for software
development. These include security through obscurity, security through
minority and security through obsolescence. When considering security
by Design, i.e. to adequately consider security during every step of the
development process and operation, it can be helpful to consider common
design principles.

4.1.2 Common Design Principles

There exists some commonly used principles that are often considered
when working with security, and security by design. Some of these
principles consists of: minimizing the attack surface, establishing secure
defaults, the principles of least privilege, defense in depth, fail securely,
don’t trust services, separation of duties, avoid security by obscurity, keep
security simple and fix security issues correctly.

Minimizing the Attack Surface

Minimizing the attack surface is one that concerns risk, and the additional
risk any new feature will add to the overall system. The attack surface
of any application is the total sum of resources that can be exploited
by an attacker. The principle behind minimizing the attack surface is
to reduce the size, the complexity and the quantity of what needs to
be protected, but also to limit the possible points of attack. When
possible, to keep things as small as possible, improve the security of the
system by reducing the number of things that can go wrong, by reducing
points accessible to attackers. Working with this principle does require
considerations regarding added size and complexity of new features, and
also the benefits compared to the added cost that any new feature will
bring in complexity and size, but also the resizing and reducing the
complexity of already existing software. It is also worth considering that
with this principle, it might also be more effective and beneficial to remove
the feature containing the vulnerability than add security features to deal
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with them34[13].

Establish Secure Defaults

The next security principle is to establish secure defaults. The idea
behind this principles is that the application needs to be secure by default,
and reducing the security should be an action conducted by the user, if
allowed. This means that there should be strong security rules put into
place. These rules could be rules governing passwords, registrations, and
others, but they should be enabled by default [13].

Principle of Least Privilege

The Principle of Least Privilege, which is the recommendation that any
account should only have the least amount of privilege that is required
to perform the assigned tasks. Using this principle means that any user
is only granted the permissions to read, write and execute files or use
resources that are necessary. In addition, this can also be applied to
different applications, systems, processes and others, by restricting access,
to only allow these types of rights depending on the actions that are
authorized. It is very common to see security breaches which involve
privileged credentials. By employing the principle of least privilege, the
organization is restricting the attack surface, reducing the points of attack,
which can also help reduce malware infection and if an infection occur, can
help contain it to the original infection point and stop it from spreading to
the entire system 5 6 [13].

Defense in Depth

Next is the Principle of Defense in Depth. This principle often takes the
form of security in different layers. This principles states that to have
multiple security controls that can reduce the risk in different ways is the
best way to secure the software. By having different security controls on
different levels, it enables the different layers to guard against weaknesses
in other security layers. This also means that if one control fails, another
one will take over to deal with the failure. While defense in depth is
a good approach to dealing with security vulnerabilities, it does require
more complexity in the system which does put it into competition with
simplicity, with minimizing the attack surface. Because of this, it can be

3https://www.oreilly.com/library/view/security-from-first/

9781491996911/ch04.html
4https://www.securitymagazine.com/articles/89283-ways-to-reduce-your-attack-surface
5https://searchsecurity.techtarget.com/definition/

principle-of-least-privilege-POLP
6https://digitalguardian.com/blog/what-principle-least-privilege-polp-best-practice-information-security-and-compliance
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argued that by having a system based on defence in depth, the added
complexity might bring more risks. This then needs to be weighed up
and considered against the risk to the entire system 7 [13].

Fail Securely

Fail securely is another principle which states that the way an application
fails can help determine whether the application is secure, so therefore,
proper handling of errors is crucial to the security of the system. This
means that when an error occurs, it should not provide the user with
additional privileges, and it should not provide the user with sensitive
information that could be useful in attacking the system. When an error
occurs, there are three operation that can be carried out by the system. The
system can allow the operation, the system can disallow the operation, or
the system can provide an exception. The general principle is that should
an error occur in the system, it should not allow the operation, rather, it
should cause the system to execute the disallow operation, and follow the
instruction in that path [13].

Don’t Trust Services

Another important principle is Dont Trust Services. Many applications
use third party vendors or services for different purposes, but this does
constitute another security risk for the application or the software. It is
likely that these different services have different security policies than
what is applied in the application and so should not be trusted due to the
developers having no control or influence over the security of the services.
In addition to this, data received from third party services should always
be validated and verified, the the services should never have high-level
permissions in the application or the software 8 9 [13].

Separation of Duties

Separation of Duties is a key fraud control. This principle separates
the duties of entities in a system. These are divided into an entity that
approves an action, an entity that carries out an action and an entity that
monitors an action, and this principle states that these entities should be
separate. The goal of this principle is to avoid conflict of interest, errors,
fraud, or other illegal actions 10 [13].

7http://www.pearsonitcertification.com/articles/article.aspx?p=2218577&

seqNum=4
8https://blog.threatpress.com/security-design-principles-owasp/
9https://yurisubach.com/2017/04/04/restful-api-security-principles/

10https://www.csoonline.com/article/2123120/separation-of-duties-and-it-security.

html
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Avoid Security by Obscurity

Security by Obscurity can be a big problem if the security of the system is
reliant on it being kept secret, as it is a very weak control.

Security by obscurity is the belief that the system is secure as long as
nobody outside the development team knows anything about the system,
or the mechanisms governing it. It is based on the idea that a system
will remain secure as long as no one knows about the vulnerabilities
the system might contain, and thus, less likely for an attacker to know
about and being able to exploit. The aim of this method is to secure
the system by hiding possible security flaws and vulnerabilities. What
this means for the system, is that it operates on a strict need to know
basis. One of the main problems with this approach to development is
that as soon as the information becomes known, the security becoming
useless. Open systems today have the advantage of being tested by
hackers, penetration testers and others, and by doing it this way security
flaws and vulnerabilities are discovered and can be fixed. Going through
this level of scrutiny and testing by the security community does make
the system more secure. With security by obscurity, the system loses this
advantage 11 12.

Security through minority is another method, a subcategory of security
through obscurity. The effectiveness of this approach lies on the use
of code not frequently used. Typically, an attacker will look for
vulnerabilities in software and code more commonly used which might
increase their target range 13.

Security through obsolescence, another related methods, which is
where developers will rely on obsolete software and technologies whose
vulnerabilities are no longer well known and used, whose systems might
be harder to attack due to the lack of knowledge and experience in dealing
with these systems 14. These methods have as a whole, largely become
deprecated in favor of security by design, but there are still examples of
systems where these methods are still employed.

Keep Security Simple

The Keep Security Simple principle is very tightly connected to the
minimize the attack surface principle. Keep it simple, is not a principle
solely belonging to the security aspect of development, but is a very
common general design principle to software development that have been
applied to security. The KISS principle, or Keep It Simple Stupid, the basis
for this principle is that systems perform better with simpler design rather

11https://www.techopedia.com/definition/21985/security-through-obscurity-sto
12http://users.softlab.ntua.gr/~taver/security/secur3.html
13https://whatis.techtarget.com/definition/security-through-minority
14https://whatis.techtarget.com/definition/security-through-obsolescence
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than more complex design. This also applies when developing security
controls. Developers should try to keep it as simple as possible. By having
complex code and very sophisticated architecture, it increases the risk of
vulnerabilities being added to the system due to the increased complexity,
but it increases the attack surface of the system, making it more vulnerable
to attacks 15 [13].

Fix Security Issues Correctly

The last principle if Fix Security Issues Correctly. When a vulnerability
or an issue have been discovered, it is important to handle it correctly.
Understanding the underlying cause of the problem is an important part
of this principle. When the problem has been identified and the cause
discovered, the flaw needs to be fixed, and different tests should be
developed to ensure the problem is fixed and will not occur again, but
there also needs to be considerations made regarding the rest of the
system. It is common for design patterns to be used in the development
of software and as such, if a problem occurs in one part of the system,
it is quite possible that another part of the system might share the same
error, and because of this, the developers need to be able to identify all the
systems affected by this flaw 16 [13].

4.2 OWASP Top 10

OWASP’s publication ‘Top 10 Security Risks’ [14] describes typical
security vulnerabilities found in web application software, as a guidance
for how to avoid these vulnerabilities. These are a good indication of
where developers can find the most common vulnerabilities in software
and how to mitigate them, which can be especially useful for developers
who might be lacking experience in secure software development.

The OWASP Top 10 is under continual development and improvement
and is based on data submissions collected from firms specializing
in security and from industry surveys. The data collected contains
information about vulnerabilities from real-world applications and APIs.
The goal of the OWASP Top 10 list is to educate developers and other
about the most common and most important vulnerabilities found in
applications and the consequences of these weaknesses, and also to
provide several techniques on how to mitigate against them.

1. The first item on the list is Injection. This category contains
information about different injection flaws, such as SQL injection,
NoSQL injection, and LDAP injection. All of these can happen

15https://www.techopedia.com/definition/20262/keep-it-simple-stupid-principle-kiss-principle
16https://blog.threatpress.com/security-design-principles-owasp/
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when unintended or malicious data is sent as a command or a
query to the interpreter which can then execute commands or access
unauthorized data.

2. Second on the list is Broken Authentication. This happens when
functions dealing with authentication are implemented or config-
ured incorrectly which can allow attackers to compromise pass-
words, keys, tokens or other exploit other vulnerabilities which can
lead to the permanent or temporary theft of an identity associated
with the system.

3. Third is Sensitive Data Exposure. This deals with insufficient or non-
existent protection of sensitive data. Many applications and APIs do
not provide sufficient protection of sensitive data and as such, can
allow an attacker to modify the data or steal it, which can lead to
major threats like theft, fraud and others.

4. Fourth is XML External Entities (XEE). XML External Entities
happens when XML processors that have not been configured
properly try to evaluate external entity references contained in an
XML file. External entities like these can be used for internal file
disclosure by using the URI handler, it can be used for internal file
sharing, internal port scanning, remote code execution, and DOS
attacks.

5. Fifth is Broken Access Control. Access control deals with what each
user is allowed to perform under their authorization. Broken access
control happens when this is not properly enforced or configured,
which can allow users greater access or permissions than what was
originally granted. Exploiting this flaw can grant an attacker access
to restricted data, sensitive information, unauthorized functionality
and more.

6. Security Misconfiguration is the sixth category on the list. This
is the most commonly faced issue. This can happen because of a
number of different reasons. Most often Security Misconfiguration
can be attributed to insecure default configurations, incomplete
configurations, open cloud storage, misconfigured HTTP headers,
and error messages containing useful information to an attacker or
even sensitive information. All of these can lead to serious security
and privacy issues and as such, all operating systems, frameworks,
libraries and applications must be configured correctly and securely
and must also be updated and patched as is necessary.

7. Item number seven on the list is Cross-Site Scripting (XXS). Cross-
Site Scripting vulnerabilities can occur when a web page accepts user
input that has not been properly validated or encoded, which then
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enabled an attacker to inject client side code which then is executed
in the browser. Using XXS allows an attacker execute scripts in
the browser of the victim which can allow the attacker to perform
session hijacking, to deface a website, and also, redirect the user to a
malicious site of the attackers choosing.

8. The eight is Insecure Deserialization. This can happen because of
malformed or unexpected data and is very dangerous because it
often leads to remote code execution. In addition, it can also be
used for different attacks like replay attacks, injection attacks and
privilege escalation attacks.

9. Ninth is Using Components with Known Vulnerabilities. Due to
different components, like libraries and frameworks, running with
the same privileges as the application using them, by using a
component with a vulnerability can affect the entire application,
which in turn can lead to serious data loss or server takeovers.
The vulnerabilities in the components may also enable an attacker
to undermine the protections and defenses established in the
application and perform different attacks, or cause other malicious
impacts on the system.

10. Last on the list is Insufficient Logging and Monitoring. The main
problem that stems from this threat is that it enable attackers to keep
attacking the system, to maintain persistence spread to more systems
and tamper, steal or destroy data. This happens when there is a
lack of monitoring and logging, especially when this is coupled with
insufficient integration with incident response.

4.3 Threat Modeling

A common way to try to implement security in any development
methodology is to incorporate threat modeling. “Threat modelling works
to identify, communicate, and understand threats and mitigations within the
context of protecting something of value.”[15]

The main purpose of doing threat modeling is to reduce risk and meet
security objectives, but there are many ways to accomplish this. Threat
modeling usually starts by figuring out the issues facing the developers,
questioning what the developers are doing, what can go wrong, how this
can be fixed, whether the solution is a good one, and so forth. There
are multiple ways of answering these and other questions that might
occur when doing threat modeling, and also many tools that can be
used. When doing threat modeling, there is a basic process that is usually
followed, which consists of several steps. These steps are the assessment
scope, identify the threat agents and possible attacks, understanding
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existing countermeasures, identify exploitable vulnerabilities, prioritizing
identified risks, and last to identify countermeasures to reduce the risk 17.

The main purpose of the assessment scope step is to identify the assets
in the system, that needs to be protected. Often, this can be information
stored in databases or sensitive files, but it can also be the reputation the
the company, the privacy of the users. It can be the security of physical
equipment, and many other assets that are contained within the system.
Whatever the asset, knowledge about them is crucial to threat modeling.
Acquiring knowledge about the assets can be used to know where an
attack can happen, what an attacker might want from the system, what
is valuable to an attacker, which is the next step in threat modeling,
identifying the threat agents and the possible attacks. Threat agents,
which can be defined as an “Individual, group, organization, or government
that conducts or has the intent to conduct detrimental activities” 18. A threat
agent can be anyone, both from inside the company and outside, and the
attacks can be both malicious as well as accidental, and so the developers
needs to take both into consideration. The next step, understanding
existing countermeasure, cataloging what is currently done to mitigate
risks, should also be a part of the threat model, understanding what has
already been done, what should be done, what needs to be changed,
what needs to be added, what is good enough. Next is to identify the
exploitable vulnerabilities. When you have a good understanding of the
system and the risks involved, the developers can start the search for new
vulnerabilities, in both the old system, or in the new features that are being
developed and also if the new features can cause vulnerabilities in the
main application.

When it comes to threat modeling, prioritization is a very important
step. This is why prioritization of the identified risk is a big part of
threat modeling. When prioritizing the identified risks, there are several
different factors that should be considered. How likely it is for the threat
to be exploited and the impact if this happens, are the main concepts to
be considered, but how difficult it is to fix the problem and how quickly
it can be done are questions that should also be asked when working on
this step. Based on the different factors, each risk is rated and prioritized
accordingly.

The last step is to identify countermeasures to reduce the risk. This
step focuses on finding methods to reduce the risks of the system to level
that are acceptable, finding solutions to features that cause threats to occur
and eliminate them or minimize them.

There are several different methods used when doing threat modeling,
some of the common ones include STRIDE, PASTA, TRIKE, VAST and

17https://www.owasp.org/index.php/Category:Threat_Modeling#Threat_

Modeling_-_Generic_Steps
18https://definedterm.com/threat_agent/179783
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OCTAVE 19.

STRIDE

STRIDE [26] is an acronym which is made up of different categories
of common security risks, Spoofing of the user identity, Tampering,
Repudiation, Information disclosure, Denial of service and Elevation of
privilege. Each of the different categories focuses on different security
principles like CIA, Confidentiality, Integrity and Availability, and also
Authorization, Authentication and Non-Repudiation. Spoofing is a
collection of methods that are based around the act of posing as another
user or claiming a false identity. Tampering is the modification of data or
processes for malicious purposes. Repudiation refers to the ability to deny
that an action or event has occurred. Information disclosure can either
refer to data breaches or data leaks, both which deals with the obtaining,
or release of secure or confidential information. Denial of service is a
category of attacks meant to affect the availability of a resource, a service, a
machine for legitimate users. Last is Elevation of Privilege. This category
deals with the exploitation of flaws or bugs to obtain permissions or
credentials higher than initially intended.

PASTA

PASTA, one of the newer methodologies, on the other hand is a risk-centric
approach and it stands for Process for Attack Simulation and Threat
Analysis. The PASTA threat model provides a seven step process for risk
analysis. “The goal of the PASTA methodology is to align business objectives
with technical requirements while taking into account business impact analysis
and compliance requirements” 20.

TRIKE

TRIKE is a risk based open source threat modeling methodology that
focuses on security from a cyber risk management perspective with the
foundation being a requirement model that assures that the threat level is
acceptable to all stakeholders 21.

VAST

VAST, Visual, Agile and Simple Threat modeling was created to combat
the shortcomings and challenges of other thread modeling methodologies.
“The founding principle is that, in order to be effective, threat modeling must scale

19https://devops.com/threat-modeling-the-why-how-when-and-which-tools/
20https://threatmodeler.com/2018/09/15/threat-modeling-methodology/
21https://threatmodeler.com/2018/09/15/threat-modeling-methodology/
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across the infrastructure and entire DevOps portfolio, integrate seamlessly into
an Agile environment and provide actionable, accurate, and consistent outputs
for developers, security teams, and senior executives alike” 22. This method
calls for two different thread models, an operational threat model for the
infrastructure team and an application threat model for the development
team. The application threat model “is a structured and methodical approach
that allows you to identify potential threats to applications, classify them by
risk, and prioritize mitigation efforts based on the technical and business impact
these threats pose to the organization, should they be carried out” 23. In the
operational threat model “the data flow information is presented from an
attacker not a data packet perspective. By relying on Process Flow Diagrams
rather than Data Flow Diagrams, VAST threat models do not require extensive
systems expertise” 24.

OCTAVE

OCTAVE, Operationally Critical Threat, Asset, and Vulnerability Evalua-
tion methodology, is one of the first developed threat modeling method-
ologies and it was specifically developed for cybersecurity threat model-
ing, and it “is heavy-weighted and focused on assessing organizational (non-
technical) risks that may result from breached data assets” 25.

22https://threatmodeler.com/2018/09/15/threat-modeling-methodology/
23https://threatmodeler.com/2016/04/15/application-threat-modeling-past-present-future/
24https://threatmodeler.com/2018/09/15/threat-modeling-methodology/
25https://threatmodeler.com/2018/09/15/threat-modeling-methodology/
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Chapter 5

Software Development Games

5.1 Gamification

Gamification is defined as “The application of typical elements of game playing
(e.g. point scoring, competition with others, rules of play) to other areas of
activity, typically as an online marketing technique to encourage engagement
with a product or service”1. The concept of Gamification involves using
elements, components, commonly found in games and applying them to
real world situations.

The main principle behind Gamification is not based around technol-
ogy, but rather around creating a learning environment based on decisions
and rewards. By not being based around technology enables the princi-
ples of Gamification to be applicable in a multitude of different situations
and methods. Several different elements or aspects of the game can be
extracted and used for Gamification. These might include a point sys-
tem, Badges as a visual manifestation of achievements that can be accom-
plished in the process. Leader boards are commonly used to rank players,
and different graphs can be used to plot performance and to compare to
past performance. Different stories might be implemented to give mean-
ing to the situation. Avatars are also a common elements that can be used,
where the individual players typically create their own visual represen-
tation of themselves. Teammates are also an aspect of the game that is
used in Gamification. These teammates are able to play different roles
based around situations whether to create conflict or increase cooperation
between players [22].

The goal of creating this environment is to increase the motivation of
the players, but also to increase the level of engagements in the learning
process. When the different methods utilizing Gamification principles are
used efficiently, the games can increase the opportunities for improvement
in the players, they will provide increased feedback, and help with
cooperation between the players in solving tasks and also help with

1https://en.oxforddictionaries.com/definition/gamification
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adaptation to a changing environment based around the actions of the
players.

The principle of Gamification is to use various aspects of games to
engage the ‘players’ in the task at hand. Using a deck of playing cards
is a good way to obtain this effect in a learning situation in a class, and
during practice in a software development team.

A deck of playing cards is familiar to most people, and sitting around a
table with playing cards in the hand typically triggers the positive feeling
of playing a game. People’s familiarity with playing cards also gives an
intuitive interpretation of the cards’ face values with regard to threats
and their solutions. Low cards intuitively represent low threats or effort
estimations, and picture cards intuitively represent high threats and effort
estimations for solving the threat scenarios.

5.2 Delphi and Wideband Delphi

5.2.1 Delphi

Delphi practice was developed in the 1940s by the RAND Corporation. It
is used for making forecasts, predictions about the future, and at the core,
it is a way to help a group of people reach a consensus. In this practice
participants make individual and anonymous estimations, and show the
result, but do not discuss the thoughts behind them.

“Delphi may be characterized as a method for structuring a group communi-
cation process so that the process is effective in allowing a group of individuals, as
a whole, to deal with a complex problem”23.

The usefulness of the Delphi method stems from its ability to bring
out and refine the opinions of a group of individuals, a team of people
knowledgeable about the subject, or experts in the field.

Advice Community was defined by Norman C. Dalkey, as a way to
show the significance of the Delphi method. The business sector, as well
as the government sector employ any number of consultants, to provide
information, make predictions, analyze and so forth. These people are the
Advice Community, and they are a collection of individuals with vastly
different backgrounds and experiences, but relevant to the problem facing
the decision makers, and while some of the advice provided might be
based on observation and empirical data, a lot of ot will be based on
opinion. From a decision makers point of view, this can be a problem
based on the fact that even equally competent people are likely to provide
different answers. There are several ways to deal with this, a common
one is the committee. One of the problems with this is that of a dominant
individual. What this means is that is it is very likely that the team is very

2https://web.archive.org/web/20080407120733/
3http://www.is.njit.edu/pubs/delphibook/ch1.html
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much influenced by the person doing the most talking, that the opinion
of the group is often determined by this individual. Another problem is
noise, or rather irrelevant and redundant material that hold no significance
to the discussion, and lastly, the problem of group pressure.

This is the background for the Delphi method, to try to eliminate or
reduce these undesirable aspects of group collaboration. The method
is based on three characteristics, and these are Anonymity, Controlled
feedback, and Statistical group response, and these are the principles that
have been adopted into more modern methodologies. The anonymity
principle is to help curb the influence the dominant individual might have
on the group, and this is accomplished by each member of the group
providing separate and private answers to the questions, or the topic to
be discussed, in a development setting, this might be the user stories that
are being evaluated. This is usually done by privately writing down the
answer, or the estimation. The Controlled feedback aspect in the Delphi
method is devised to reduce the noise. In Delphi, this is usually done by
having several iterations where the result of the previous iteration is fed
back to the team. The statistical group response is a representative of the
group opinion, the estimate settled on based on the opinions of the entire
team[5].

5.2.2 Wideband Delphi

Wideband Delphi is a variation on the original Delphi method and it
was developed in the 1970s by Barry Boehm and John A. Farquhar. The
Wideband was added on because the method added more interaction and
communication than what the original method included, with the original
method avoiding discussion inside the group.

In the Wideband Delphi technique, the team is comprised of individu-
als with different roles, the project manager, a moderator, experts and rep-
resentatives from the development team. Also in Wideband Delphi, the
technique is made up of two different meetings, the kickoff meeting and
the estimation meeting. Before the meetings start, one or two monitors are
selected from the group participants, the monitor team. The kickoff meet-
ing is a way to start the estimation process. In this meeting the Delphi
method is explained to the team members unfamiliar with the method.
The second goal of this meeting is to provide the team with the problem
specification, and the object of the meeting is for the team to gain an under-
standing that specification, and discuss the problems. The team members
then prepare, separately, their individual estimations, and brings them to
the estimation meetings. At the start of the estimation meetings, the mod-
erators collects all the estimations and divulge to the rest of the team the
different estimations without providing the names corresponding to the
different estimations, this is done to give the team an idea of the span
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of the estimations. Each team member will the read aloud the task list
they came up with, any assumptions, and any issues raised and discus-
sion ensures. After this discussion, each team member is able to revisit
their estimations and make changes, and this continues until consensus is
reached45.

5.3 Planning Poker

Planning Poker[7] is a card-based method for estimation and planning.
Planning Poker was originally proposed by J. Grenning in 2002, and

it, like Wideband Delphi, is a consensus based way of doing estimation.
For development teams, user stories are what commonly needs to be
estimated, and this is usually done in a group setting, but common to most
group collaborations, this can be affected by a number of problems. These
problems can include company politics, group pressure, anchoring, and
dominant personalities, and all of these can contribute to the inefficiency
of the estimation process. Both the Delphi method and the Wideband
Delphi methods have found ways of dealing with these problems, which
is the base for the Planning Poker method.

The planning Poker method starts by the customer or the product
owner reading and explaining the different user stories to the develop-
ment team and discussion around the different user stories ensures. This
discussion includes what needs to be done to implement the suggested
feature, the work required, and this is done to the point where all the
developers on the team feel they have enough information and under-
standing of the feature to make an educated estimation on the user story.
Each developer is then required to individually come up with an estima-
tion based on the information receive and all estimations are then shown
simultaneously.

Planning Poker is played with a special deck of cards, Planning Poker
cards, where each of the team member will have a deck, which are cards
with increasing values, often the sequence: 0, 1, 2, 3, 5, 8, 13, 20, 40 and 100,
and the values typically represent story points. These story points often
represent days, but they can be adapted to other units of measurement
based on what the team is estimating. Each player will then choose an
estimate that they deem appropriate and at the same time, reveal the cards.

When the estimations are revealed, the developer with the lowest
estimation and the highest estimation is required to justify their estimates.
After this, a new discussion in the group is conducted in order to decide
on an estimate. If consensus is not reached, if there are discrepancies in

4http://www.cc.uah.es/msicilia/lo-delphi/case_Delphi_I.html
5https://www.tutorialspoint.com/estimation_techniques/estimation_

techniques_wideband_delphi.htm
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the estimations, a second round is played, with new discussions and new
estimates, and the pattern continues until a group estimate is reached6.

Playing Planning Poker this way is a way to ensure that all the
participants are heard, and able to provide their opinion, which is a way
to combat the common dominant individual problem which is often seen
in group collaborations.

Planning Poker is also a way to deal with the anchoring problem.
Anchoring is the idea that one estimate can influence the subsequent
estimates, the impact one estimate can have on other estimates. This
problem is dealt with in Planning Poker by all estimated being shown
simultaneously[9].

Planning Poker is often played in the beginning of the project, shortly
after the product backlog is created, the product backlog being a list of
everything the product needs to be completed, typically in the form of
user stories, but due to the continual change of the backlog, where user
stories are added as new requirements are discovered, it is often helpful
for the team to play Planning Poker, or conduct other estimations, once
during each iteration7.

5.4 Protection Poker.

Protection Poker is a method that can be used by developers to con-
duct software risk assessment when working with agile development
methods[24]. It was proposed by professor Laurie Williams at North Car-
olina State University[31] and like Planning Poker, and others, is a Wide-
band Delphi technique.

It was developed as a means to help agile development teams prioritize
security so as to prevent the attacks that could cause the most damage.
Protection Poker is a security game played with playing cards. Similar
to Planning Poker, Protection Poker utilizes special cards when playing
the game. The team members playing Protection Poker will be assigned
nine different cards each, which will be representing different values to be
used for the risk estimation. 1, 2, 3, 5, 8, 13, 20, 40 and 100 are values often
seen in Planning Poker, and are also commonly used for the Protection
Pokers value points and ease points. The ease points will represent the
ease of attacking the system and the value points represents the value
of the different assets. Using these values helps developers make more
accurate estimations due an increase in accuracy when estimating small
things, and using a limited number of values enables the team to make
quicker estimations.

Protection Poker is based around estimation of risk.
6https://www.mountaingoatsoftware.com/agile/planning-poker
7https://www.mountaingoatsoftware.com/agile/planning-poker
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Usually risk is is computed by an equation:

Risk = Probability of Loss × Impact of Loss. (5.1)

Protection Poker on the other hand uses another equation to determine
security risk:

Security Risk = Ease of Attack × the value of possible asset exploitation.
(5.2)

When an attacker attacks a system, they will likely attack software that
gains them the greatest reward for the least amount of effort, and this is
the basic principle behind the Protection Poker equation. Ease of attack
relates to the difficulty level a specific feature makes the system, which
means that the easier the system is to attack, the greater the risk that the
system will be attacked. The second part of the equation relates to the
value of the resource or feature, If the asset is of particular value to an
attacker, which in turn might make the attacker work harder to perform
an attack, which will also increase the likelihood of an attack taking place.

Protection Poker is made to be played during planning meeting, if
using Scrum, it would happen in the scrum planning sessions. During
these sessions, the product owner will explain the requirements of the
feature to be developed. When the requirements are understood, the
process progress to a new discussion in the team where they discuss the
security ramifications this new feature could have. Misuse cases and
threat models must be examined to determine how the new feature may
impact the system, if it will make the system more or less secure, or
whether the security is impacted at all, and talk of how this might be
solved. The team will decide whether to start with the value points or
with the ease points and the round will start. When this part of the process
is completed the participants will vote using the playing cards on the
security risk components according to the traditional security estimation
model. The team players will express their estimation of the likelihood of
an incident and the impact by throwing cards face down, and then discuss
their estimations when the card values are revealed.

If there are major discrepancies in the different votes of the develop-
ment team, a shorter, more focused discussion will take place. After this
discussion is completed to the satisfaction of the team, a new vote will take
place. This pattern will continue until consensus is reached, and the team
has agreed on an estimate.

The first point, whether value point or ease point, has been decided on,
a new round with the other point will commence, and the team will vote
and discuss until there have been reached a consensus on this as well [6]
[31].

Risk = (likelihood of incident)× (impact of incident). (5.3)
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5.5 Elevation of Privilege.

Microsoft’s Elevation of Privilege is an existing method used to help
with threat modeling. It was originally intended for those new to threat
modeling as well as those who do it occasionally, to expose them to
threat modeling and with it being a game, to bring some enjoyment to
threat modeling for non-security experts. “The Elevation of Privilege card
game helps clarify the details of threat modeling and examines possible threats
to software and computer systems”8. The Elevation of Privilege game is
played using a special deck of cards that consists of 84 cards, 74 of which
are playing cards and the rest divided into instruction cards, reference
cards, an about card, and a play and strategy flowchart card. The 74
playing cards are divided into six different suits, Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service, and Elevation of
Privilege (STRIDE). These different categories formm the STRIDE model
[27]. Each card is made up of a number, a card value ranging from 2 till
aces, a suit and a description of a threat example corresponding to the
suit of the card. The threat descriptions mostly for the benefit of new
and/or inexperienced players, to provide helpful information and useful
hints. Scoring is also a part of the game and it is meant to encourage
competition and to promote flow and a sense of accomplishment, but the
main aspect of the game is to bring some enjoyment to threat modeling,
both for beginners and also experienced security experts.

The Elevation of Privilege game starts by drawing a diagram describ-
ing the system that is to be modeled and dealing the cards between the
players.

Each new round has a ’lead’ suit, and in each round the players must
play a card in that suit if they have one, or they can also choose to play a
trump card. Each player plays an appropriate card, and links the threat on
the card to the system. If the player does not have a card in the suit, the
player may play any card from any other suit. To play a card, the player
will read the description out loud to the rest of the development team
and explain how this particular threat applies to the system that is being
threat modeled. This is done to promote discussion on the different aspect
associated with the threat which allows for a learning experience for
players with less experience in threat modeling. Another way discussion
and debate is promoted during the rounds is with the use of aces. The
purpose of the aces is to be played with the invention of a new threat.
When this happens, it often require the use of reference cards, but also a
discussion regarding the equivalency of the threats, and this provides an
opportunity for a deeper discussion on the different suits and the different
threats.

Each round will have a winner, and this person is the player who

8https://www.thegamecrafter.com/games/elevation-of-prvilege
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played the card with the highest value in the lead suit, but if a trump
card has been played, the player who played the trump card with the
highest value is the player who wins the current round. During the
game, a person is in charge of keeping score of the points won during
the rounds. In addition to keeping score of the points, this person is
also responsible for documenting the threats discovered as well as who
discovered them. In the official rules of Elevation of Privilege only the
threat with the highest value associated with the system being developed
will get a point allocated, but as a way of increasing the involvements of
less experienced players, for each threat played, a point is allocated to the
player.

When each round is completed, each point tallied and added to the
scoreboard, the next round commences, with the person who won the last
round starting a choosing a cards, a threat to play.

This pattern will continue either until the players are out of cards or
ways of connecting the threats to the system, or the players are out of
time.

At the end of the game the scores are tallied up and the one with the
highest amount of points wins the game [25].

5.6 OWASP Cornucopia

OWASP Cornucopia [17] is another security card game used in devel-
opment. Unlike Microsofts Elevation of Privilege which is based on the
STRIDE threat model, OWASP Cornucopia is based on the OWASP Secure
Coding Practices (SCP), in addition to parts from the OWASP Application
Security Verification Standard, the OWASP Testing Guide and the Prin-
ciples of Secure Development, (David Rook). These different standards
make up the five different suits of the Cornucopia game which encompass
different categories of security risks, as well as a sixth one, Cornucopia,
which consists of everything not included in the other five categories.

5.6.1 Cornucopia Principles and Standards

OWASP Secure Coding Practices

The OWASP Secure Coding Practices is a document that was created to
be integrated into the software development lifecycle to help mitigate
against most common security vulnerabilities. It is a document in a
checklist format that contain several general software security coding
practices, but it does not provide details on how to implement these
coding practices and as such, some experience dealing with secure
software development is generally required, or the resources to gain the
necessary guidance. What the guide does provide is a list of practices
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that easily can be translated into coding requirements which can then
be implemented by the development team who have the experience to
deal with the threats. The OWASP SCP contains several main categories,
which are subdivided into several smaller points which makes up the
checklist. The main categories are Input Validation, Output Encoding,
Authentication and Password Management, Session Management, Access
Control, Cryptographic Practices, Error Handling and Logging, Data
Protection, Communication Security, System Configuration, Database
Security, File Management, Memory Management, and General Coding
Practices. [12]

OWASP Application Security Verification Standard

The OWASP Application Security Verification Standard is is a list of
security requirements or tests for applications. The purpose of this
standard is to define, build, test, and verify secure applications and is
meant to be utilized by developers, by architects, by testers, by security
professionals, tool vendors, and consumers. The main goals are to help
different organizations develop and maintain secure applications and also
to help security service vendors, security tool vendors and consumers
align their requirements with the offerings [16].

OWASP Testing Guide

The OWASP Testing Guide is a document that covers the pre-requisites
and scope of testing applications, it covers the principles of successful
testing and testing techniques, the OWASP Testing Framework and the
techniques and tasks related to the different phases of the software devel-
opment lifecycle. Lastly, it covers how to test for specific vulnerabilities by
code inspection and penetration testing [18].

Principles of Secure Development

The last basis for Cornucopia is The Principles of Secure Development,
which contains several different categories to consider when doing secure
development. These categories are Input Validation, Output Validation,
Error Handling, Authentication and Authorization, Session Management,
Secure Communication, Secure Storage, and Secure Resource Access 9.

5.6.2 Cornucopia, the Game

As previously stated, the Cornucopia game is made up of five different
suits of security risks as well as a sixth one which include everything

9https://www.owasp.org/images/4/43/OWASP-SecureDevPrinciples-David-Rook.

pdf
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not defined in the other suits. Like regular playing cards, each suit of
Cornucopia contains 13 different cards, 2-10, an ace, and a king, queen
and jack, as well as two jokers. Each of the cards are mapped to a CAPEC
software attack patterns ID which in turn is mapped to a CWEs.

CAPEC, Common Attack Pattern Enumeration and Classification is
a publicly available catalog of common attack patterns, which intend to
help with the understanding of how weaknesses and vulnerabilities in
different applications and other cyber-enabled capabilities are exploited
by attackers. CWE, Common Weakness Enumeration, is a list of software
weaknesses, and the purpose of the list is to describe software security
weaknesses in the architecture, the design, or the code. It also serves as a
standard for software security tools targeting these weaknesses as well as
provide a way to identify weaknesses and how to deal with them.

In addition to being mapped to the CAPEC, the user stories are also
mapped to the 36 primary user stories in the SAFECode document [21],
and also the OWASP SCP, ASVS and OWASP AppSensor.

Agile development methodologies, which strength lies in the early
feedback system, with sprints usually in two to four week intervals, and
changes being incorporated dynamically, but with such a short time,
developers might find difficulties to deal with many security related
issues, and this is what the SAFECode document aims to help with. The
aim of this document is to provide developers with a list of security related
user stories and security tasks that can be implemented into the agile
development environment.

AppSensor is the Application Attack Detection and Prevention.
AppSensor is a conceptual framework and methodology that offer guid-
ance in how to implement intrusion detection and automated response
in different applications. AppSensor defines several different detection
points for identifying an attacker. The AppSensor also provides a guide
on how best to proceed when an attacker has been identified, how to re-
spond, the actions that could be taken. The AppSensor also makes is pos-
sible to identify and eliminate a threat, an attacker, before an exploitable
vulnerability can be found [29].

The purpose of the Cornucopia game is to aid developers in identifying
security requirements and also to develop security related user stories.

The five suits are in Cornucopia are Data validation and encoding,
Authentication, Session management, Authorization, Cryptography. Each
card of the game is given a suit, a number, and a description of a threat
associated with the specific suit. The majority of the cards provides lookup
information in addition to the attack description. What this means is
that the attack is included in the referenced item, but not necessarily
the entirety of its intent. This lookup information is the attacks and
five connected resources, the resources being the different standards,
Secure Coding Practices, the Application Security Verification Standard,
AppSensor, Common Attack Pattern Enumeration and Classification, and
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the user stories in Practical Security Stories and Security Tasks for Agile
Development Environments. Not all the cards provide this look-up
information. The aces and the jokers are the exceptions and what they
provide instead of lookup information is general tips. The main text on
each card is an attack, but the specific attack is given a unique name which
can represent the computer system, a person, or even a group, and the
attacker is always named at the start of the description.

For the game play, the aces are the high cards and the Cornucopia suit
is the trump suit. To start the game, the jokers are removed from the deck,
and a few of the Cornucopia suit low cards, to ensure all the players will
have the same number of cards. When all the cards are dealt, and a player
can start by playing any card from their hand other than a Cornucopia suit
card. When a card is played, the player must first read the description out
loud and explain how this threat applies and gets a point if the rest of the
group thinks the attack might work, if it is an actionable bug. Each player
continues this pattern, but the player has a card of the same suit, that card
must be played, if not, the player can play any other card. The only way to
win a hand is to have play the card with the highest value or a the highest
card in the trump suit. The player who wins a round, is the one leading
the next round. This is repeated until all the cards are played.

When the game is finished, all the applicable threats and the matching
security requirements are reviewed and the team can create the user
stories, specifications and test cases.
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Chapter 6

Threat Poker

Risk assessment and Threat modeling is an essential part of developing
software that is compliant with all laws and regulations, but how can
this be done efficiently without losing the benefits of using an Agile
framework. There are many different ways that can be used to integrate
security and privacy in the development methodology. There are several
different ’games’ that are useful for this purpose, but many of them
contain different aspects that might make them hard to use, difficult to
understand, or not being compatible with Agile methods. The different
games might be too complicated, the rules not being clear, or the game
might be too competitive to be conducive to be a learning environment.
When special cards are required, they might be hard to obtain, or
expensive. We therefore propose Threat Poker as a very simple card based
gamification of secure Agile.

6.1 Principles of Threat Poker

Secure software development means that the software team identifies
relevant threat scenarios, and then removes vulnerabilities so that the
identified threat scenarios are blocked or mitigated. Threat Poker assumes
that the Scrum Team, or other Agile team, is able to identify relevant
threats that can negatively affect or take advantage of the functionality
to be implemented during a sprint. This can be done by considering
adversarial goals from the attacker’s point of view, in the form of ’Misuse
Cases’ and ’Evil User Stories’. STRIDE [27] is a methodology that can assist
team members in discovering threats, but this is also true for other Threat
Modeling methods, which also are applicable on Threat Poker to help the
developers discover vulnerabilities in the software during development. It
is impossible to identify all relevant threat scenarios, and the development
team simply has to do as best they can. Experience and expertise in threat
modeling are important to be able to identify as many threats as possible.

Threat Poker, like Planning Poker and Protection Poker, is a Wideband
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Delphi technique, and this is evident in the way the game is played and
how the players interact with each other. Each round of Threat Poker
consisting of a Threat estimation and Solution estimation with anonymous
voting and then a discussion featuring the estimations indicated by the
votes of the team members. Threat Poker also include techniques based on
principles found i Gamification. As previously stated, the main purpose
behind Gamification is to engage the players by applying game elements
to real world situations, whether that is through different components
taken from games, like a point system, leader boards or teammates. One
major component taken from Gamification is the use of traditional playing
cards.

6.1.1 Threat Poker in Scrum

Depending on the development method, there are several stages in the
used methodology where Threat Poker can be implemented. When using
Scrum, several specified meetings are used for different purposes. There
are daily Scrum meetings, planning meetings, and also retrospective
meetings. When using Scrum, Threat Poker is most useful in the planning
stages of the process where the the sprint iteration is planned out, what
feature to work on, where security and privacy risks can be assessed and
evaluated and where the solution can be discussed, found and solved, if
needed, in the planned sprint.

6.1.2 Threat Poker in Kanban

Kanban, on the other hand, does not have specified meetings set up in the
methodology, but a common practice is to use retrospective meetings to
take a look at the Kanban board, which tasks have been moved, but also
to discuss the issues found depending on the retrospective method used.
When using Kanban, a threat board would be introduced, where, during
the work process, each team member, when finding a security or privacy
issue, would be able to add it to the board. During a retrospective meeting
these issues would be used instead of the user stories that are the basis for
the discussion.

Security Board / Threat Board.

”Threat board” is a method that could be useful when thinking about
security and privacy and trying to implement Threat Poker in Kanban.
The board would be added as a another column or as an entirely new
board, where security or privacy concerns could be added. The idea is
that when, during the development process, a security or privacy concern
is discovered, it could be added directly to the column/board and then,
during either the planning meeting or the retrospective meeting, could be
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discussed and made into a features and added to the ”To-Do” column of
the Kanban board. When the feature then is on the board, the normal
meeting can commence and the threat can be assessed and estimated
using Threat Poker described in Chapter 6. When this is completed,
when appropriate, the feature would then move into the Work-In-Progress
column of the board.

6.1.3 Traditional Playing Cards in Threat Poker vs. Planning-
Poker Cards

There are several different games used for development purposes, and
many of them use card games. Common among them is that they often
require or encourage the use of specially developed cards to play the
game. Planning poker use planning poker cards with values based on
a Fibonacci sequence, Microsoft’s Elevation of Privilege also use specific
cards to describe the risk to be played about, Threat Poker, on the other
hand uses regular playing cards.

There exist several different reasons why this was thought the best tool
to use for estimation in this game.

By using traditional playing cards, the team members are provided
with cards they are already familiar with, with values that are intuitive
to the players because they are familiar with the cards. Using cards in this
way, by providing the players with familiar and intuitive values, will help
to provide the values with meaning, instead of just an arbitrary number
in a number sequence. Based on the intrinsic value of the different types
of cards, the difference of severity between the value of a king, which is a
high value card, in a regular card deck, and the number 50 in a random
sequence, might be easier to understand, with the familiar cards providing
more of a context to the values than what another unfamiliar card would
provide.

Using playing cards also helps creating an association between regular
card games and Threat Poker, and as such can help make risk evaluation
and estimation into a game, into something fun and by making it feel like a
game it helps to engage the team members in the task of estimation, which
is the purpose for playing the game.

Another reason for using regular playing cards are their availability.
While specially designed cards, such as the Planning Poker cards, and the
cards used in Microsoft’s Elevation of Privilege can be difficult and time
consuming to get a hold of, normal playing cards are readily available,
easy and cheap to get a hold of. The normal playing cards does not require
special ordering or manufacturing, and most offices will have at least one
deck lying around to be used.
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6.2 Threat Poker with Separate Rounds

This version of Threat Poker consisted of a risk round and a solution round
for each relevant threat scenario. For each threat scenario, Threat Poker is
played to:

1. Estimate both the security risk and the privacy risk resulting from
the specific threat scenario.

2. Estimate the time and effort needed to remove the vulnerabilities
exploited by the threat scenario, i.e. so that the threat scenario is
blocked.

Figure 6.1: Risk model for the factors of risk

Each risk is due to a threat scenario, where a risk level is assessed by
1) how easy it is to execute the threat from the attacker’s perspective, and
2) the negative consequence of the event, as shown in Figure 6.1. The risk
level is calculated as a conjunctive combination of these two factors. This
risk assessment exercise must be done separately for both security and
privacy risks. In most cases, it would be natural to say that a particular
threat scenario causes both security risk and privacy risk according to




Security risk = (ease of executing threat)× (potential security impact)

Privacy risk = (ease of executing threat)× (potential privacy impact)
(6.1)

The basic principle for estimating (security and privacy) risks is that
the attacker’s chances of success increases with the ease of executing a

53



threat scenario, and that the resulting risk increases with the potential
negative impact resulting from the threat scenario. If a new feature makes
the system easier to attack, then the likelihood of an attack occurring will
increase.

Figure 6.2 illustrates cards used for playing Threat Poker. Each player
(member of the Scrum team) gets an entire suite from the deck, i.e. of
Hearts, Spades, Diamonds or Clubs so that one card deck is sufficient
for four players. For more than four players, two or more card decks are
needed. The suit colour has no meaning other than separating the players
from each other.

Figure 6.2: Card Suits

First comes the risk round where each player can play two cards (face
down), i.e. for security risk and privacy risk respectively. Low cards
express low risk, and high cards express high risk. Then the cards are
turned to show their values. In case of significant deviations between
card values, a discussion follows where each player explains the reasoning
behind the risk assessment. During the discussion the players typically
influence each other’s estimations. The risk round can then be repeated to
converge risk estimates, and this pattern continues until an approximate
consensus is achieved.

Then follows the solution round where the players can play two
cards (face down) to estimate the effort of solving the threat, i.e. to
remove vulnerabilities so that the threat scenario is blocked. Low cards
express low effort and short time to implement the solution, while
high cards express high effort and long implementation time. Once
the players have played their cards, the cards are turned to show their
values. A discussion then follows with repeated solution rounds until an
approximate convergence emerges.

In the risk round, the level of security risk is represented by even
values: 2, 4, 6, 8, 10 and Q (Queen). The level of privacy risk is represented
by odd values: 3, 5, 7, 9, J (Jack) and K (King). Table 6.1 gives the
interpretation of each card value in terms of security risk and privacy
risk. The round starts by discussing the threat scenario, which can also
be discussed during repetition rounds.

The benefit of letting Scrum team members first play their cards face
down is that every member of the team initially is not influenced by any
other team member, and is subsequently prompted to discuss his or her
opinion. This principle will encourage less outspoken members to also
share their expertise and knowledge with the rest of the team, but also
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Table 6.1: Risk Levels
Even values: Security Risk Levels Odd Values: Privacy Risk Levels
2 Insignificant security risk, ig-

nore
3 Insignificant privacy risk

4 Very low security risk, only
solve if relatively low effort

5 Very low privacy risk, little or
limited effect on data subjects

6 Low security risk, should be
solved when moderate effort

7 Low privacy risk, transient or
moderate negative impact on
data subject

8 Moderate security risk, must
be solved even when signifi-
cant effort needed

9 Moderate privacy risk, long or
significant negative impact on
data subjects

10 High security risk, must be
solved

J High privacy risk, high and
permanent negative effect on
data subjects

Q Very high security risk, with
potentially very detrimental
consequences

K Very high privacy risk, with
very serious permanent neg-
ative effects and potentially
suicidal data subjects

A (Ace) – Extreme security risk or privacy risk. The project
owner should seriously reconsider the viability of the user story
of the present sprint.

to increase the general knowledge of the team. This will also help with
dealing with bias that may be introduced by strong and or loud team
members. Another benefit is to stimulate convergence towards teams
consensus according to the principle of the Delphi Method [31].

Since a specific threat can cause both security risk and privacy risk, the
team members can play both an even-value card and an odd-value card in
the same round. The team needs to converge towards a consensus for both
security risk and for privacy risk. Note that Table 6.1 lists the ace card ‘A’
as a special case, i.e. extreme risk either for security or privacy.

During the solution round, the estimated effort of implementing the
solution as part of the present sprint is represented by the even values: 2,
4, 6, 8, 10 and Q (Queen). This type of solution is typically a non-functional
security requirement, i.e. it is not a function that is part of the functional
specification of the system. On the other hand, odd values: 3, 5, 7, 9,
J (Jack) and K (King) express that the implementation of the solution is
added to the backlog, i.e. it is not to be done as part of the current sprint.
This type of solution is typically a functional requirement, i.e. it becomes a
new item in the functional specification of the system. Table 6.2 describes
the interpretation of each card value in terms of effort levels for the present
sprint or to be part of a user story to be sent to the backlog. Whenever
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relevant, both cards with even numbers and odd numbers can be played.
This round very similar to traditional planning poker. Before playing, the
team starts with a discussion about possible solutions of the threat, which
can also be discussed later during the solution round.

Table 6.2: Effort Levels
Even values: Sprint Effort Levels Odd Values: Backlog Effort Levels
2 Has already been solved 3 Will be solved as part of a user

story in the backlog
4 Very low effort, very easy to

solve in the present sprint,
5 Very low effort, very easy to

solve, but should be done in a
separate sprint

6 Low effort, relatively easy to
solve in the present sprint

7 Low effort, relatively easy to
solve, but should be done in
another sprint

8 Moderate effort, relatively
time consuming to solve in
the present sprint

9 Moderate effort, relatively
time consuming to solve in
another sprint

10 High effort, the solution to
this threat will take most of
the time of most of the team in
the present sprint.

J High effort, the solution to
this threat will be a major part
of another sprint

Q Very high effort, the solution
will be so time consuming
that the present sprint must be
extended significantly

K Very high effort, a separate
sprint is needed to only focus
on solving this threat

A (Ace) – Impossible to solve threat as part of the development
project. The solution must be sought outside of the project.

Since the solution of a specific threat can require components both as
part of the present sprint and in the backlog, the team members can play
both an even-value card and an odd-value card in the same round. The
team needs to converge towards a consensus for both security risk and for
privacy risk. Note that the ace card ‘A’ is a special case indicating that
the solution is not a part of the project. This is a rule concerning security
issues where the solution is out of the scope of the project and should be
handed over to the appropriate people to be deal with.

After both the risk and the solution rounds have been played, the score
of each threat will be calculated. The decision to solve the threat should be
set approximately when the threat score is greater than to 0, but a higher
score will have a higher priority, i.e.

IF Threat Score ≥ 0
THEN Solve threat
ELSE Ignore threat

(6.2)
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6.2.1 Variations of Threat Poker

Another way of playing Threat poker is as a board game. When doing
it this way, some modifications are done to the method on how to play,
but not on the fundamental principles of the game. The team will still
use the same user stories and discussion techniques, but will forego the
deck of cards in favor of a created 2x2 grid that can easily be drawn up
before the game is stared. The grid is drawn up and each sector will
represent a different level of risk and solution. One sector will be high
risk and difficult to solve/long time to solve, another will be high risk but
easy to solve/short time to solve, the third will be low risk and difficult to
solve/long time to solve and the last is low risk and easy to solve/short
time to solve. Each player will use some form of tokens, to place on
the board, and after each discussion or round, will move their tokens to
represent their opinions on the feature that is discussed. When all player
are in agreement, all tokens in the same section of the grid, the team has
reached consensus and can move on.

6.3 Threat Poker: An experiment

An experiment was conducted at the University of Oslo to observe the
usefulness of Threat Poker, the best way to perform it, and the result
that could be gained by implementing the method. Participants in
the experiment were students in the Bachelor course IN2000 Software
Engineering during the Spring semester 2018. The experiment was as
part of the course where the students get extensive training in working
in Scrum Teams.

6.3.1 Ethical Guidelines

During the planning phase of the experiment, an application was sent
to NSD (Norsk Senter for Forskningsdata), for approval due to the
participants being video recorded which constitutes collection of personal
data and thus is a privacy issue. In this application was documented what
the experiment would involve, what type of data would be collected, how
the personal data would be collected, how it would be stored, who would
have access to it, and what would happen to it at the end of the study. In
addition to this, a consent form for the participants, was sent in to NSD
for approval.

When the request for approval had been sufficiently documented to
the satisfaction of the ethical guidelines required by NSD, the experiment
could take place.
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Before the students were allowed to participate in the experiment they
were each given a copy of the consent form which they read and signed
before they were allowed to take part in the study.

6.3.2 The Process

To properly take advantage of the limited time spent by each of the
development teams during this experiment, it was important to organize
each session, and by having a clear plan on how each session should be
utilized. The structure of the experiment was as follows:

1. Signing of the consent forms.

2. Introduction to Threat Poker.

3. Explanation of the documents provided, the instructions, cheat
sheets, user stories.

4. The team starts playing Threat Poker.

(a) Discussion regarding the user stories and the threats related to
the features required.

(b) Individual estimation.

(c) Estimation explanation and discussion based on the individual
estimations and reevaluation if needed.

5. Discussion about Threat Poker, what went well, what went wrong
and what could be improved.

6.3.3 Documentation

Before the development teams started playing the game, they were
provided with documents meant to aid them in the process. Each of
the teams were provided with a list of the the same system description,
the main requirements for the system, and the same user stories to work
from. The hypothetical system to be developed was an online pharmacy
e-commerce website. The user stories were set up in the form of: ”As a
user, I should be able to .....”

The team was given a list of several different user stories and tasked
with coming up with the use case or misuse-case that could be associated
with these user stories. The user stories involved several different
scenarios, comprising mostly of:

• As a user, I should be able to log into the system.

• As a user, I should be able to create/edit my profile.
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• As a user, I should be able to order product.

• As a user, I should be able to see my orders.

These user stories were set up in this way to provide a variety of
security and privacy threats that are often present in every-day systems
and thus needs to be addressed. For each user story, the teams were
encouraged to come up with one main security and/or privacy threat and
focus on that for the discussion.

Each team was also provided with the interpretation of the different
card values, and what even and odd values indicated, whether they were
dealing with a security risk or a privacy risk. This list and interpretation
of card values – according to the participants – proved extremely helpful
when it came to the estimations because by doing it this way, they got a
guide on how their opinions should be estimated.

The last piece of documentation given to the developers are the rules
for the Threat Poker game.

6.3.4 The Experiment

The experiment was performed by several different student teams in the
software engineering course. The teams participating in the experiment
were comprised of between 2-6 students.

The students were initially introduced to Threat Poker during an
earlier lecture in the course, because of this, the different teams were
somewhat familiar with the method, but immediately before each group
participated in the experiment they were reintroduced to the method
using a presentation about Threat Poker. They were provided with the
rules for the game, how it is played, the different rounds, the purpose
behind it, and the general process.

The students were given the same scenario that was to be discussed in
the form of specific user stories that had been predefined to give each team
the same starting point and to see the different groups under the same
conditions and observe how the different groups worked with Threat
Poker and the different observations they would make. The user stories
were based on a specific hypothetical system that was to be developed,
and the students were tasked with identifying and describing relevant
threats to the system and how to deal with those threats.

During the experiment it became evident that the students shared a
lot of the same general knowledge, but with some of them having more
specified knowledge about certain aspects of software security. While
none of them were security experts, they all had thoughts and opinions
about what should be required and how this could best be implemented.

During the session in which Threat Poker was played and practiced,
all the participants took part in the discussion, asking questions, sharing
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knowledge, trying to think what could go wrong with the user story in
case of an attack, how this could be exploited and how best to protect
against the threat scenario.

The students were observed and filmed during the entirety of the
Scrum Meeting where they played Threat Poker. After the meeting they
they were asked about their impression of the process, what went well and
what could be improved to make the method more useful and intuitive.
The observation of the students during the Scrum meeting provided
qualitative indications of the advantages and disadvantages of playing
Threat Poker as part of the meeting. During the Threat Poker sessions,
the students could be interrupted to help clarify the different aspects of
the process or information could be injected if and when needed.

After identifying and briefly discussing the threat posed to the system
or the users, the team started playing the risk round by playing cards
face down to indicate their personal opinion on the severity of the
security/privacy risks and then showed their cards. When all cards
had been showed, and new discussion took place to explain the thought
process behind the individual estimations of each player. This gave each
unique player a chance to share their opinion on each threat, and to share
their knowledge of how severe this threat could be if allowed to exist in
the system. This caused new information that had previously not been
discussed to surface and allowed for the students with more knowledge
to share their experience and the students with more limited knowledge
to learn.

Since Threat Poker is a method that encourage those players with
the highest and lowest numbers to explain their reasoning, it helps to
provide a way for all members of the team to share their opinions, which
is something that could be seen during the experiment.

In the first discussion round, some students were more reluctant to
share their thoughts, but as the game progressed, and the cards were
shown, each member got to share their opinion and partake in the
discussion. This process repeated a few times until the group reached a
consensus on the threat level, and the it progressed to the next round,
where a discussion took place on how best to solve this problem by using
the blue cards to estimate the difficulty of the implementation of the
solution. Figure 6.3 shows a student Scrum Team playing Threat Poker
during the experiment.

For the students, a consensus was generally reached rather quickly,
typically requiring no more than two rounds of card estimation before
switching between the threat and solution rounds, and it seemed the most
time went into figuring out the misuse case that should be used in the
Threat Poker round. To make the experiment more efficient and allow for
more testing of the actual method, the last group was given specific misuse
cases or specific threats to the system and discussed this. Doing it this was
allowed for more time to discuss specific risks, and conduct more Threat
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Figure 6.3: Actual round with participants and cards playing Threat Poker

Poker rounds. This did prove to be a more efficient way of conducting the
Threat Poker experiment, in that it did allowed for more rounds of Threat
Poker to be conducted, and let the last group go through more user stories
than the other groups had.

6.3.5 Feedback

When the experiment terminated, each of the participants provided
feedback on their perceived result, as well as the positive and negative
aspects of Threat Poker. When analyzing the data collected, certain
changed were made to the method to reflect the feedback given during
the experiment.

The general consensus from all the student groups was that this was
a useful technique, helpful to generate a discussion about security and
privacy that should be a mandatory part of the development process.
Using Threat Poker forced the groups to consider different threat scenarios
and how to deal with them, and also the impact if the vulnerabilities were
not dealt with in a satisfactory manner.

By giving the groups the same user stories, and by them having
much of the same knowledge and experience, it caused them to come up
with many of the same threats, and also caused much similarity in the
solutions suggested. The estimations provided by the team members was
somewhat different inside the group, but after a few rounds, they reached
a consensus. When reaching a consensus, the estimation differed from
group to group, but was generally in the same range for the similar threats.

While the students were mostly positive to Threat Poker, there were
some comments regarding the intricacies of the method. In some aspects
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Threat Poker had become too complicated and too many details to
remember and keep track of. During each round the developers would
have separate cards for privacy and security. According to feedback
received on this matter, the general consensus was this was an overly
complicated way of doing it. The developers felt that it was hard to keep
track of which cards were assigned as security related cards and which
ones were privacy related. Another note on having the cards indicate
security and privacy separately was that it was overly detailed because
the developers would discuss what type of risk the feature faced, and
the type of risk did not really have any significance due to it needing
to be fixed either way. This feedback was also reflective on the feedback
received about the employed rounds in Threat Poker. As with the different
values for the different types of cards, having different rounds for risk and
solution, also became complicated.

Working with the feedback provided by the participants helped
identify some of the issues facing Threat Poker, and a solution to these
problems was established by integrating the different rounds into one
single round. This is discussed below.

6.4 Threat Poker with Integrated Rounds

Initially, the solution estimation round and the risk estimations rounds
were played separately. The risk round featured cards separated into even
numbered cards and odd numbered cards, which indicated whether the
cards dealt with a security risk or a privacy risk. This same format was
used for the solution round. In both of these rounds a low card would
indicate a low risk and simple to fix depending on the round played, but
having so many details and rounds in the game proved to be an issue.
Based on the feedback received, this was an overly complicated way of
playing Threat Poker, and so the method was revised.

The proposed revision of the Threat Poker lies in playing with
integrated risk and solution rounds. Instead of having two separate
rounds in the game, there is now only one round. In this new round
even numbered cards indicate the Risk level of the threat, while the odd
numbered cards indicate the effort required to fix the issues. In addition
to integrating the rounds, another change was made to the Risk and Effort
rounds. Instead of having one card each for security and privacy, there
now is just general risk. At this point in the game, the type of risk is
relatively insignificant, due to a high risk having to be fixed whether it
is a security risk or a privacy risk. During the discussion part of the game,
the developers will indicate whether the risk associated with the feature is
a security risk or a privacy risk and then play over the risk regardless of
what type of risk it is.

The revision done to Threat Poker is indicated in the Table 6.3.
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Table 6.3: Risk and Effort Levels
Even values: Risk Levels Odd Values: Effort Levels
2 Insignificant risk, can be ig-

nored unless the effort is min-
imal.

3 Minimal effort, can be solved
quickly and easily.

4 Very low security and/or pri-
vacy risk, only solve if the ef-
fort is very low.

5 Very low effort, very easy and
quick to solve.

6 Low security and/or privacy
risk, should be solved if the
effort is low.

7 Low effort, relatively easy to
solve

8 Moderately high risk, should
be solved even when high ef-
fort needed

9 Moderate effort, consider to
solve threat in another sprint

10 High risk, must be solved
even when very high effort

J High effort, the solution to
this threat will be a major part
of another sprint

Q Very high risk, with poten-
tially very detrimental conse-
quences. To be solved at all
costs.

K Very high effort, a separate
sprint might be needed to fo-
cus on solving this threat

A (Ace) – Extreme risk. Must be solved, or else reconsider the
viability of user story.
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Part III

Discussion and Conclusion
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Chapter 7

Discussion and Conclusion

Concluding this thesis, we can look back at the research questions asked in
Section 1.1. The first question posed was what are the current challenges
facing the Agile development methodology due to the new security and
privacy rules and regulations. In this thesis several different problems
facing the Agile development method has been identified, mainly due to
lack of built in mechanisms and a lack of methods that provide ways of
integrating security and privacy while at the same time preserving the
integrity of the different Agile methods. With that in conclusion, we feel
that the research done in this thesis has sufficiently answered the first
research question.

The second research question asked how Threat Modeling and Risk
Assessment can be included in an Agile fashion. In this thesis, multiple
different ways of performing Threat Modeling and Risk Assessment have
been investigated and examined to determine the compatibility with the
different Agile models. Due to the general lack of security experience in
developers today, several games and and guidelines have been discussed
to help engage developers and provide them with means to develop
secure and legally compliant software. In this thesis we also suggested a
new method for implementing security and privacy in the different Agile
development methods in the form of Threat Poker, which is a way for
including built-in security and privacy while still being Agile.

The third and last research question asked what the potential is for
utilizing Threat Poker as a method for secure Agile. During the writing
of this thesis an experiment was conducted to evaluate the validity and
usefulness of Threat Poker, and the principles surround the method. In
this thesis, the rules and principles surrounding Threat Poker has been
described and documented to provide an insight into the method and how
it can be a useful addition to the Agile method. The experiment performed
also gave an indication on how the method could be utilized in a
professional setting. Using Threat Poker helps estimating the seriousness
of security and/or privacy risks during software development, as well
as how to deal with them. In addition to this, it is way for sharing
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knowledge and experience between developers and engage them to
performing Threat Estimation and Risk Assessment. It should also help
with satisfying the requirements for privacy-by-design and security-by-
design which are now fundamental principles in the development of
legally compliant computer software.
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Abstract. Secure software development is a part of ‘security by design’
which in turn is a prerequisite for ‘privacy by design’ defined by GDPR.
To follow and adhere to the principles of privacy and security by design
during software development is a legal requirement throughout Europe
with the introduction of GDPR in 2018. Secure software development is
typically based on specific methods that software-design teams apply to
discover and solve security threats and thereby to improve the security of
systems in general. This paper describes Threat Poker as a team-based
method to be exercised during agile software development for assessing
both security risk and privacy risk, and for evaluating the effort needed
to remove corresponding vulnerabilities in the developed software.

1 Introduction

The adoption and application of practical methods for developing adequately
secure software has become a necessity for companies and developers in order to
produce legally compliant IT systems. The trend towards increasingly prescrip-
tive security and privacy regulations for IT systems such as GDPR (General
Data Protection Regulation) has resulted in very specific requirements with re-
gards to security and privacy in IT systems. Threat modeling and removal of
relevant vulnerabilities can be considered as the main elements which contribute
to strengthening the security of IT systems.

We introduce Threat Poker as an efficient method for secure systems devel-
opment which stimulates developers to consider security and privacy threats and
to evaluate ways to remove or mitigate vulnerabilities related to those threats.
Threat Poker is a card game meant to be played during Scrum meetings or other
team meetings in agile software development projects. The idea behind the game
is to stimulate the team members to think about – and discuss – relevant threats
and risks to security and privacy resulting from each new feature or user story
being introduced and implemented in the incrementally completed system.

Threat Poker is in some aspects similar to Planning Poker [5], but while
Planning Poker is used mainly for time estimation of implementation efforts,
Threat Poker primarily focuses on the estimation of risks resulting from security

? Published in the proceedings of the 23rd Nordic Conference on Secure IT Systems
(NordSec 2018), Oslo, November 2018.
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and privacy threats, and secondly on the estimation of the effort needed to solve
those threats, i.e. to remove relevant vulnerabilities. As required by GDPR,
it is necessary to consider both the security risks as well as the privacy risks
during the software development process. A security risk represents the potential
severity of a threat to cause harm which negatively affects information assets.
A privacy risk on the other hand represents the potential severity of a threat to
cause privacy harm to data subjects, i.e. to negatively affect the privacy of real
persons affected by the data. The victim of a threat is thus totally different in
the case of security risks and privacy risks respectively, which precisely is the
reason why these two risk types must be considered separately.

Section 2 below briefly mentions different models for software development,
in particular the waterfall and agile models. Section 2.1 offers a description
of how security is currently implemented in methods of software development.
Section 2.2 describes the details of how to play Threat Poker. Section 3 describes
qualitative observations of a simple experiment with students at the University
of Oslo participating in a session of Threat Poker as part of a class in agile
software development. Section 4 provides a discussion and draws conclusions
from this initial study.

2 SDLC - Software Development Lifecycle

Several software development models or approaches have been proposed and ap-
plied during the last 30 years. Each model has its characteristics, advantages and
disadvantages, but common to them all is that they do not focus on security [6]
(p.1098). A selection of five prominent development models are briefly analysed
and compared in [8]. These are: Waterfall, Iteration, V-shaped, Spiral and Agile.
Scrum is a particular form of the Agile Model which is discussed below.

The waterfall method is the classical and most heavy-weight approach to
software development, whereas agile methods represent the most light-weight
and flexible approach. We will briefly describe the waterfall method and the
specific agile method called Scrum, as they represent very different approaches
to software development. Figure 1 shows the waterfall model.

Verification 

Maintenance 

Design 

Requirements 

Implementation 

Fig. 1. The waterfall model for software development
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The basic idea behind the waterfall model is that each phase must be fully
completed before the next phase, as symbolized by the waterfall metaphor where
water only flows downwards. This also implies that the complete set of require-
ments must be defined and fixed at the beginning of the project. In case it is
necessary to revisit a previous stage, then a costly overhead is to be expected
(metaphorically make water flow upwards), so this should be avoided. However,
it is typically the case that requirements have to be changed in the middle of
a software development project, so that many software development projects
based on the waterfall model have suffered large blow-outs in cost and time.

As a reaction to the rigid structure of the waterfall model several other models
have been proposed, where the Scrum method is illustrated in Figure 2 below.

Fig. 2. The Scrum method for software development

The basic idea behind agile methods such as Scrum is that new or evolving
requirements can be specified in parallel with, or after already implemented
requirements [2]. This is possible by splitting the development into separate
stories where each story covers a set of requirements that can be implemented
and tested more or less independently of other stories. Each cyclic iteration in
the agile model is a sprint which are to be completed in a specific amount of
time, usually a few weeks. The major drawback of the agile model is that it often
does not scale well to large and complex development projects.

Specific security related tasks should be included in the various phases of the
SDLC, whether the development follows the waterfall model, the agile model, or
any other model. Due to the radical difference between the waterfall and agile
models, the development team needs to adapt the specific approach to secure
development depending on the model followed, as described in the next section.
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2.1 Secure Software Development

Security Design Principles. When considering security by design, i.e. to ade-
quately consider security during every step of the development process, it can be
helpful to consider common design principles. Several principles are defined by
OWASP (Open Web Application Security Project) in ASVS (Application Secu-
rity Verification Standard) [9]. These principles consists of: minimizing the attack
surface, establishing secure defaults, the principles of least privilege, defence in
depth, fail securely, don’t trust services, separation of duties, avoid security by
obscurity, keep security simple and fix security issues correctly. Security princi-
ples are worth considering when working on secure development, and they often
serve as a guide to what good design could look like. These are also helpful for
developers who might not have that much experience with security because it
gives an idea of what they should look for.

Secure Software Development in the Waterfall Model. Several models
have been proposed to ensure secure development in the waterfall model, includ-
ing the NIST framework for Security Considerations in the System Development
Life Cycle [7], as well as Microsoft’s Security Development Lifecycle (SDL) [3].

In Microsoft SDL, every phase of the waterfall model includes security related
tasks, which thereby contributes to reducing the number of vulnerabilities in the
delivered software.

Vulnerabilities are unintentional side-effect of software development. The
challenge for secure software development is precisely to avoid building vul-
nerabilities into the system. By looking at the list of 25 most common software
errors maintained by SANS1, we see that many of these are directly related to
irresponsible or sloppy programming practice.

Secure Software Development in the Agile Model. Agile development
can follow different development methodologies that all share a common set of
values and principles. These principles include allowing continuous changes in
the specifications, frequent deliveries, frequent meetings, both between the devel-
opers and business people, but also internally in the development team. Progress
is measured by working software, and the process should promote sustainability.
Simplicity is essential, as well as technical excellence and good design. The teams
should be self-organizing and at regular intervals, should reflect on the process
and adjust accordingly [2]. Agile methodologies are based on the continuity of
the many different processes involved, the planning, the testing, integration and
others. All agile methodologies are made to be lightweight and stress the impor-
tance of collaboration between team members and encourage them to quickly
and efficiently reach a decision. [16] [11]

There are relatively few studies in the literature on secure agile software
development models. In Wichers’ proposal [17] it is argued that secure software

1 http://www.sans.org/top25-software-errors/
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development in the agile model needs a quite different approach to that of the
waterfall model.

In [17] it is recommended to identify all stakeholders and clarify what their
main security concerns are. From that analysis a set of threat models can be
extracted which in turn form the basis for stakeholder security stories. Then
during the development phase, one has periodic security sprints in between the
regular development sprints. It is also proposed to include a final security review
before deploying the final system.

Microsoft has presented a version of SDL for agile software development [4].
The Agile SDL model contains the same security steps as in the waterfall SDL
model, where these steps are grouped in 3 categories:

– One-Time practices: Foundational security practices that must be estab-
lished once at the start of every new Agile project.

– Every-Sprint practices: Essential security tasks done in every sprint.
– Bucket practices: Important security tasks that must be done regularly, but

not necessarily in every sprint.

Microsoft’s agile SDL model has merit, but one drawback is that it does
not separate between functional and non-functional security requirements. The
model for secure agile software development the we propose below is partially
inspired by the model described in [17] and by Microsoft’s Agile SDL model, and
at the same time offers several improvements over the models mentioned above.
Our approach to handling security in the agile model is based on the distinc-
tion between functional security controls and non-functional security controls,
as described below.

– Functional security controls reflect and implement user stories that are
directly related to security, such as when password management and verifica-
tion is used as a control to implement a user story for logon, or when ACLs
(Access Control Lists) are used as a control for specifying and enforcing
policies for accessing various resources within a domain.

– Non-functional security controls are applied in order to eliminate or
mitigate vulnerabilities in the implementation of other user stories, such
as when applying secure programming techniques in order to avoid buffer
overflow bugs, or when applying input filtering when designing a front-end
to an SQL database in order to avoid SQL-injection. Software designers must
understand that any type of user stories, both ordinary user stories as well as
specific security related user stories, must be implemented in a secure way.
The way to do that is precisely through non-functional security controls. The
idea is that security threats that are intrinsic to a specific user story should
be handled during the sprint for the same user story.

A further example of non-functional security controls is when implementing
a user story about the logic for handling the check-out of a shopping basket
on an e-commerce website, where a threat could be that the customer is able
to trick the system into changing the number of items after the price has been
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computed, so that the customer could receive many items but only pay for
one. This security concern must be handled during the sprint that implements
the check-out of shopping baskets. Based on these considerations we propose
to introduce a new security phase into the sprint iteration. This security phase
focuses specifically on identifying threats against the current user stories. The
new phase should also specify how the threats can be controlled or mitigated, and
should specify tests for those mitigation controls. The implementation of non-
functional security controls is then handled in the ordinary phase that develops,
integrates and tests the new functionality for the current sprint. Threat Poker
is precisely the technique to be used in the security phase.

The Scrum Method. Scrum is defined as “A framework within which people
can address complex adaptive problems, while productively and creatively deliv-
ering products of the highest possible value.” [12] It was introduced in the 1990’s
by creators Ken Schwaber and Jeff Sutherland, and has been used to great effect
by helping to improve the product as well as the teams working on them. The
Scrum method is built around Scrum teams and their predefined roles as well as
certain rules and events, and each component is an integral part of the scrum
process and is essential to the method. Each scrum team consists of members
that will have different roles with different functions. These roles consists of a
Product Owner, the development team, and the Scrum Master.

The scrum team needs to adhere to certain events defined in the scrum
method. These include the sprint, the sprint planning, the daily scrum, the
sprint review and the sprint retrospective. The Scrum method also consists of
a product backlog, which is everything that is needed in the product, and the
sprint backlog, which is a subset of the product backlog, certain items that are
to be completed in the current sprint and the plan for how this increment of the
product is to be delivered.

Security Backlog in Scrum. Like many development models, Scrum is not
built around implementation of security and does not provide a guide on how
to deal with the security aspects of the software that is being developed. Due
to this, there needs to be an effective way to implement security features into
Scrum and other agile methodologies. A way to do this is with the Security
Backlog. The Security backlog is a new backlog that is added to the scrum
model, and is used to manage the security risks associated with the software. In
addition to the backlog, another role is proposed to add to the Scrum model,
the Security Master, who should be a person who has considerable knowledge
about security and has the job of managing the Security Backlog. The Security
Backlog implements the security design principles to limit the vulnerabilities
and to reduce the security risks of the software. Using this method, forces the
Product Backlog to go through the Security Backlog and the Security Master
decides which features require security attention and these are added to the
sprint backlog to be carried out by the developers. Other security features that
the Security Master selected are added to the the Security Backlog. [1]
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Secure Scrum. Another method used to implement security in scrum is the
Secure Scrum Model. Secure Scrum consists of four different components, Iden-
tification component, Implementation component, Verification component, and
Definition of Done component. These components are put on top of scrum and
they are used to influence the stages of the scrum process. In the implementation
component, security concerns are identified and marked in the Product Backlog.
The implementation component raises the awareness of the security concerns
which is used in Sprint Planning and the Daily Scrum meetings. The verifica-
tion component ensures that testing is possible with focus on security. Last, the
Definition of Done defines the Definition of Done for security related issues. [10]

Protection Poker. Protection Poker is a method that can be used by devel-
opers to conduct software risk assessment when working with agile development
methods [13]. It was proposed by professor Laurie Williams at North Carolina
State University [18]. It was developed as a means to help agile development
teams prioritize security so as to prevent the attacks that could cause the most
damage. Protection Poker is a security game played with playing cards. It is
made to be played during planning meeting, if using scrum, it would happen
in the scrum planning sessions. During these sessions, the product owner will
explain the requirements of the feature to be developed. When the requirements
are understood, the process progress to a new discussion in the team where they
discuss the security ramifications this new feature could have. Misuse cases and
threat models must be examined to determine how the new feature may impact
the system, if it will make the system more or less secure, or whether the security
is impacted at all, and talk of how this might be solved. When this part of the
process is completed the participants will vote using the playing cards on the
security risk components according to the traditional security estimation model

Risk = (likelihood of incident) × (impact of incident). (1)

The team players will express their estimation of the risk (likelihood of an
incident and its impact) by throwing cards face down, and then discuss their
estimations when the card values are revealed. This process can continue over
repeated rounds until a consensus is reached.

Protection Poker is a Wideband-Delphi technique, which is based on the Del-
phi practice which was developed in the 1940s by the RAND Corporation and
is used for making forecasts. In this practice participants make individual and
anonymous estimations, and show the result, but does not discuss the thoughts
behind them. Wideband Delphi was created as a variant to the original where
discussions would occur between each repeated round [18].

Elevation of Privilege. Microsofts Elevation of Privilege is also an existing
method used to help with threat modeling. It was originally intended for those
new to threat modeling as well as those who do it occasionally, to expose them
to threat modeling and with it being a game, to bring some enjoyment to threat
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modeling for non-security experts. The Elevation of Privilege game is played
using a special deck of cards that consists of 84 cards, 74 of which are playing
cards and the rest divided into instruction cards, reference cards, an about card,
and a play and strategy flowchart card. The 74 playing cards are divided into
six different suits, Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service, and Elevation of Privilege (STRIDE). These different cate-
gories form the STRIDE model [15]. Each card is made up of a number, a suit
and a description of a threat example corresponding to the suit of the card. The
threat descriptions mostly for the benefit of new and/or inexperienced players,
to provide helpful information and useful hints. Scoring is also a part of the game
and it is meant to encourage competition and to promote flow and a sense of
accomplishment, but the main aspect of the game is to bring some enjoyment to
threat modeling, both for beginners and also experienced security experts. The
Elevation of Privilege game starts by drawing a diagram describing the system
that is to be modeled and dealing the cards between the players. The cards are
played after the same suit and the threat linked to the system and for each
threat, a point is added to the player who submitted the threat. At the end of
the game the scores are tallied up and the one with the highest amount of points
wins the game. [14]

2.2 Principles of Threat Poker

Secure software development means that the software team identifies relevant
threat scenarios, and then removes vulnerabilities so that the identified threat
scenarios are eliminated / blocked. Threat Poker assumes that the Scrum team
is able to identify relevant threats that can negatively affect or take advantage
of the functionality to be implemented during a sprint. This can be done by
considering adversarial goals from the attacker’s point of view, in the form of
’Misuse Cases’ and ’Evil User Stories’. STRIDE [15] is a methodology that can
assist team members in discovering threats. It is impossible to identify all rel-
evant threat scenarios, and the Scrum team simply has to do it as best they
can. Experience and expertise in threat modelling are important to be able to
identify as many threats as possible.

Threat Poker consists of a risk round and a solution round for each relevant
threat scenario. For each threat scenario, Threat Poker is played to:

1. Estimate both the security risk and the privacy risk resulting from the spe-
cific threat scenario.

2. Estimate the time and effort needed to remove the vulnerabilities exploited
by the threat scenario, i.e. so that the threat scenario is blocked.

Each risk is due to a threat scenario, where a risk level is assessed by 1)
how easy it is to execute the threat from the attacker’s perspective, and 2)
the negative consequence of the event, as shown in Figure 3. The risk level is
calculated as a conjunctive combination of these two factors. This risk assessment
exercise must be done separately for both security and privacy risks. In most
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Fig. 3. Risk model for the factors of risk

cases, it would be natural to say that a particular threat scenario causes both
security risk and privacy risk according to





Security risk = (ease of executing threat) × (potential security impact)

Privacy risk = (ease of executing threat) × (potential privacy impact)
(2)

The basic principle estimating (security and privacy) risks is that the at-
tacker’s chances of success increases with the ease of executing a threat scenario,
and that the resulting risk increases with the potential negative impact resulting
from the threat scenario. If a new feature makes the system easier to attack, then
the likelihood of an attack occurring will increase.

Figure 4 illustrates cards used for playing Threat Poker. Each player (member
of the Scrum team) gets an entire suite from the deck, i.e. of Hearts, Spades,
Diamonds or Clubs so that one card deck is sufficient for four players. For more
than four players, two or more card decks are needed. The suit colour has no
meaning other than separating the players from each other.

Fig. 4. Card Suits



10 Rygge and Jøsang

First comes the risk round where each player can play two cards (face down),
i.e. for security risk and privacy risk respectively. Low cards express low risk,
and high cards express high risk. Then the cards are turned to show their values.
In case of significant deviations between card values, a discussion follows where
each player explains the reasoning behind the risk assessment. During the dis-
cussion the players typically influence each other’s estimations. The risk round
can then be repeated to converge risk estimates, and this pattern continues until
an approximate consensus is achieved.

Then follows the solution round where the players can play two cards (face
down) to estimate the effort of solving the threat, i.e. to remove vulnerabilities
so that the threat scenario is blocked. Low cards express low effort and short
time to implement the solution, while high cards express high effort and long
implementation time. Once the players have played their cards, the cards are
turned to show their values. A discussion then follows with repeated solution
rounds until an approximate convergence emerges.

In the risk round, the level of security risk is represented by even values: 2,
4, 6, 8, 10 and Q (Queen). The level of privacy risk is represented by odd values:
3, 5, 7, 9, J (Jack) and K (King). Table 1 gives the interpretation of each card
value in terms of security risk and privacy risk. The round starts by discussing
the threat scenario, which can also be discussed during repeated risk rounds.

Table 1. Risk Levels

Even values: Security Risk Levels Odd Values: Privacy Risk Levels

2 Insignificant security risk, ignore 3 Insignificant privacy risk

4 Very low security risk, only solve if rel-
atively low effort

5 Very low privacy risk, little or limited
effect on data subjects

6 Low security risk, should be solved
when moderate effort

7 Low privacy risk, transient or moderate
negative impact on data subject

8 Moderate security risk, must be solved
even when significant effort needed

9 Moderate privacy risk, long or signifi-
cant negative impact on data subjects

10 High security risk, must be solved J High privacy risk, high and permanent
negative effect on data subjects

Q Very high security risk, with potentially
very detrimental consequences

K Very high privacy risk, with very seri-
ous permanent negative effects and po-
tentially suicidal data subjects

A (Ace) – Extreme security risk or privacy risk. The project owner should seriously
reconsider the viability of the user story of the present sprint.

The benefit of letting Scrum team members first play their cards face down
is that every member of the team initially is not influenced by any other team
member, and is subsequently prompted to discuss his or her opinion. This prin-
ciple will encourage less outspoken members to also share their expertise and
knowledge with the rest of the team, but also to increase the general knowl-
edge of the team. This will also help dealing with bias that may be introduced
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by outspoken and opinionated team members. Another benefit is to stimulate
convergence towards teams consensus according to the principle of the Delphi
Method [18].

Since a specific threat can cause both security risk and privacy risk, the team
members can play both an even-value card and an odd-value card in the same
round. The team needs to converge towards a consensus for both security risk
and for privacy risk. Note that Table 1 lists the ace card ‘A’ as a special case,
i.e. extreme risk either for security or privacy.

During the solution round, the estimated effort of implementing the solution
as part of the present sprint is represented by the even values: 2, 4, 6, 8, 10 and Q
(Queen). This type of solution is typically a non-functional security requirement,
i.e. it is not a function that is part of the functional specification of the system.
On the other hand, odd values: 3, 5, 7, 9, J (Jack) and K (King) express that
the implementation of the solution is added to the backlog, i.e. it is not to be
done as part of the current sprint. This type of solution is typically a functional
requirement, i.e. it becomes a new item in the functional specification of the
system. Table 2 describes the interpretation of each card value in terms of effort
levels for the present sprint or to be part of a user story to be sent to the
backlog. Whenever relevant, both cards with even numbers and odd numbers
can be played. This round very similar to traditional planning poker. Before
playing, the team starts with a discussion about possible solutions of the threat,
which can also be discussed later during repeated solution rounds.

Table 2. Effort Levels

Even values: Sprint Effort Levels Odd Values: Backlog Effort Levels

2 Has already been solved 3 Will be solved as part of a user story in
the backlog

4 Very low effort, very easy to solve in the
present sprint,

5 Very low effort, very easy to solve, but
should be done in a separate sprint

6 Low effort, relatively easy to solve in the
present sprint

7 Low effort, relatively easy to solve, but
should be done in another sprint

8 Moderate effort, relatively time con-
suming to solve in the present sprint

9 Moderate effort, relatively time con-
suming to solve in another sprint

10 High effort, the solution to this threat
will take most of the time of most of
the team in the present sprint.

J High effort, the solution to this threat
will be a major part of another sprint

Q Very high effort, the solution will be so
time consuming that the present sprint
must be extended significantly

K Very high effort, a separate sprint is
needed to only focus on solving this
threat

A (Ace) – Impossible to solve threat as part of the development project. The solution
must be sought outside of the project.

Since the solution of a specific threat can require components both as part
of the present sprint and in the backlog, the team members can play both an
even-value card and an odd-value card in the same round. The team needs to
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converge towards a consensus for both security risk and for privacy risk. Note
that the ace card ‘A’ is a special case indicating that the solution is not a part
of the project. This is a rule concerning security issues where the solution is out
of the scope of the project and should be handed over to the appropriate people
to be deal with.

After both the risk and the solution rounds have been played, the score of
each threat will be calculated according to Eq.(3).

Threat Score = 2 × Risk Level − Effort Level. (3)

The decision to solve the threat should be set approximately when the threat
score is greater than or equal to 14, i.e.

IF Threat Score ≥ 14
THEN Solve threat
ELSE Ignore threat

(4)

3 A Simple Threat-Poker Experiment

An experiment was conducted at the University of Oslo to observe the usefulness
of Threat Poker, the best way to perform it, and the result that could be gained
by implementing the method. Participants in the experiment were students in
the Bachelor course IN2000 Software Engineering during the Spring semester
2018. The experiment was as part of the course where the students get extensive
training in working in Scrum Teams.

During the planning phase of the experiment, an application was sent to
NSD (Norsk Senter for Forskningsdata), for approval due to the participants
being video recorded, which constitutes collection of personal data and thus is
a privacy issue. The experiment was approved and the students gave consent to
being video recorded, so the experiment could be conducted as planned.

The experiment was performed by several different student teams in the
software engineering course. The teams participating in the experiment were
comprised of between 2-6 students.

During the experiment it became evident that the students shared a lot of the
same general knowledge, but with some of them having more specified knowledge
about certain aspects of software security. While none of them were security
experts, they all had thoughts and opinions about what should be required and
how this could best be implemented.

During the session in which Threat Poker was played and practiced, all the
participants took part in the discussion, asking questions, sharing knowledge,
trying to think what could go wrong with the user story in case of an attack,
how this could be exploited and how best to protect against the threat scenario.

The students were initially introduced to Threat Poker during an earlier lec-
ture in the course. Immediately before each group participated in the experiment
they were reintroduced to the method using a presentation about Threat Poker.
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They were provided with the rules for the game, how it is played, the different
rounds, the purpose behind it, and the general process. They were also provided
with the interpretation of the different card values, and that even and odd values
indicated whether they were dealing with a security risk or a privacy risk. This
list and interpretation of card values – according to the participants – proved
extremely helpful when it came to the estimations because by doing it this way,
they got a guide on how their opinions should be estimated.

The students were given the same scenario that was to be discussed in the
form of specific user stories that had been predefined to give each team the same
starting point and to see the different groups under the same conditions and
observe how the different groups worked with Threat Poker and the different
observations they would make. The user stories were based on a specific hypo-
thetical system that was to be developed, and the students were tasked with
identifying and describing relevant threats to the system and how to deal with
those threats.

The students were observed and filmed during the entirety of the Scrum
meeting where they played Threat Poker. After the meeting they they were
asked about their impression of the process, what went well and what could
be improved to make the method more useful and intuitive. The observation of
the students during the Scrum meeting provided qualitative indications of the
advantages and disadvantages of playing Threat Poker as part of the meeting.
During the Threat Poker sessions, the students could be interrupted to help
clarify the different aspects of the process or information could be injected if
and when needed.

At the beginning of the Threat Poker session, each team was given the same
system description, the main requirements for the system, and the same user
stories to work from. The hypothetical system to be developed was an online
pharmacy e-commerce website. The user stories were set up in the form of: As
a user, I should be able to .....

The team was given a list of several of them and tasked with coming up with
the use case or misuse-case that could be associated with these user stories. The
user stories involved several different scenarios, comprising mostly of:

– As a user, I should be able to log into the system.
– As a user, I should be able to create/edit my profile.
– As a user, I should be able to order product.
– As a user, I should be able to see my orders.

These user stories were set up in this way to provide a variety of security and
privacy threats that are often present in every-day systems and thus needs to be
addressed. For each user story, the teams were encouraged to come up with one
main security and/or privacy threat and focus on that for the discussion.

After identifying and briefly discussing potential threats to the system or the
users, the team started playing the risk round by playing cards face down to
indicate their personal opinions about the severity of the security/privacy risks
and then showed their cards. When all cards had been shown, and new discussion
took place to explain the thought process behind the individual estimations of
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each player. This gave all the players a chance to discuss the threat, and to
share their opinions about how severe this threat could be if allowed to remain
unchecked. This brought to the surface new information that had previously not
been discussed, and allowed the students with limited knowledge to learn from
more students with more knowledge and experience.

Since Threat Poker is a method which encourages those players with the
highest and lowest risk/effort estimates to explain their reasoning to each other
it stimulates all members of the team to share their opinions. This effect could
clearly be observed during the experiment.

In the discussion during the initial round, some students were relatively re-
luctant to share their thoughts, but as the game progressed, and the card values
were shown, each member got to express his or her opinion and take part in the
discussion. The risk round was repeated a few times until the group reached a
consensus on the security and privacy risk levels. Then the game progressed to
the solution round which started with a discussion about how best to solve this
threat, and then by playing with cards to express the estimated effort required
to implement the solution. Figure 5 shows a student Scrum Team playing Threat
Poker during the experiment.

Fig. 5. Actual round with participants and cards playing Threat Poker

For the students, a consensus was generally reached rather quickly, typically
requiring no more than two repetitions of the risk round before proceeding to the
solution round. From observing the game it seemed that the largest amount of
time went into discussing and understanding each specific threat scenario that
was going to be subject of the risk and solution rounds in the Threat Poker
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game. To test this assumption, the last group of students was presented with
specific threat scenarios for the system to be developed, so they did not need to
identify and discuss threat scenarios. This proved to be more efficient in some
ways, in that it allowed for more threat scenarios to be considered as part of the
Threat Poker game. When all relevant threat scenarios for one user story had
been considered, the group could jump to the nest user story and play Threat
Poker over new threat scenarios. The last group was therefore able to plat Threat
Poker with more user stories than the other groups had.

Doing it this way still allowed for many specific threats to be discussed, but
not for new threats to be discovered by the team.

4 Discussion and Conclusion

Using Threat Poker helps estimating the severity of security risks and/or privacy
risks identified during software development, as well as estimating the effort to
solve those risks. This can be seen as an important element of privacy-by-design
and security-by-design which is now required for the development of computer
software.

The general consensus from all the student groups was that Threat Poker is a
useful technique, and helpful to generate a discussion about security that should
be a mandatory part of the development process. Using Threat Poker forced the
groups to consider different threat scenarios and how to deal with them.

By giving the groups the same user stories, and by them having much of the
same knowledge and experience, resulted in many of the same threats, and also
much similarity in the suggested solutions by the different groups. The estima-
tions provided by the team members were somewhat different inside each group,
but after a few repetitions of a round, they reached a consensus. When reaching
a consensus, the estimation differed from group to group, but was generally in
the same range for the similar threats.

While generally a very helpful technique, several different ways for improving
Threat Poker was suggested by the different groups. Chief among them was a
suggestion for the solution part of the card game.

The first groups were given the instruction that in the solution round, the
card value would indicate the ease of implementing the solution to the threat,
meaning that value 2 would indicate that the threat would be difficult to solve,
and that value 12 (Queen) would indicate that the threat would be easy to solve.
The students in the first group found this confusing, and indicated that to make
Threat Poker more intuitive, the solution estimation with the cards should be
the opposite of how they were told to play, meaning that a low card value should
indicate that the solution required low effort to implement, and a high card value
should indicate high effort to implement the solution.

The convention suggested by the students was tried with the last group, and
from their perspective, this seemed like the easier and more intuitive way of
expressing effort during the solution round of Threat Poker, and is exactly how
we have described threat poker above in this paper.
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