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Abstract

In this thesis, we focus on User authentication and e-authentication frame-
works. We have found a disconnect between industry authentication solution
and e-authentication framework. The contribution is to evaluate biometric
solutions against the criteria of e-authentication frameworks.
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Chapter 1

Introduction

1.1 Motivation and background

Because of the increase in our daily online activities, user authentication
is something that we have grown accustomed to. We go to websites, type
username and password and login. Chances are that you are registered at
a high number of websites that require you to type your credentials, which
ideally should not be the same (the passwords at least). This cumbersome
mechanism can, especially if you are subscriber of many services, lead to
very bad habits. People typically use insecure methods to ensure that they
remember passwords. The most usual strategies people use are:

– Have simple passwords

– Use names and dates of family members / people close to you / pets

– Use birth dates as pin-codes

– Reuse passwords for many services

– Write down passwords and usernames where it might not be safe

According to SplashData top 100 worst passwords[28] for 2018, the
most common password is ”123456” followed by ”password”. Bad password
habits represent a vulnerability which puts our digital identity in danger
and can have devastating consequences. According to a recent article by
Dinside.no[47] the biggest data leak of user credential have been released on
the Internet with over 773 million unique user accounts. Another article by
the insurance company Gjensidige shows that over 150 thousand Norwegian
citizens are victims of identity theft. Part of the problem may be duo to
weak user credentials, hence user authentication is a very important topic
for the security of information technology.
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In this thesis, we evaluate whether problems related to passwords can be
solved with the help of biometrics. Three of the most popular and widely used
Norwegian user authentication solutions which are part of the Norwegian
public sector federation, MinID, BankID and BankID on Mobile, have been
chosen to be evaluated alongside the world’s leading biometric-based user
authentication solution FIDO, developed by the FIDO Alliance. To help
us with the criteria for authentication assurance levels required by the e-
government services, three user authentication frameworks have been chosen
as guidelines, which are the Norwegian RIS, the European eIDAS and the
American NIST SP 800-63.

1.2 Research questions

This thesis focuses on both password- and biometric based user authentica-
tion systems as a basis for our evaluation. The password based solutions are
all based on the Norwegian framework for electronic identification and au-
thentication(Rammeverk for identifikasjon og sporbarhet). During the evalu-
ation of FIDO, we also show how these solutions perform in the international
frameworks. Once this is done, we are able to answer the research questions
for this thesis:

1. To what degree are the Norwegian authentication solutions for
e-government aligned with the international e-Authentication frame-
works?

2. To what degree are biometric authentication solutions able to satisfy
the criteria in international e-Authentication frameworks?

3. Are user authentication solution, which is based on biometrics, able to
match the performance of the traditional authentication solutions.

This theses attempts to answer the above listed research questions. A sum-
mary of the answers to these questions can be found in the conclusion 7.

1.3 Structure of the thesis

Before we can evaluate the solutions, we first need the background informa-
tion for how each of the solutions are implemented and the security measures
behind them. The first part of this thesis is therefore focused on presenting
the technical background. Chapter 2 Cryptography and 3 Biometrics give us
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the necessary basis to understand the mechanisms behind each of the solu-
tions. Then we go through the relevant user authentication frameworks and
solution before we evaluate them and answer our research questions.

1.4 Research Methods

The research method applied in this project consist of three interconnected
components. the first comp covers an extended literature study of theory
and and practical solutions for cryptography biometrics and user authenti-
cation and frameworks for user authentication in e-Government. the second
component of research methods covers the investigation of the topics from
the literature study in order to discover interesting issues, relationships and
gaps for further analysis. During this part of the project, one particular is-
sue was identified which was the lack of evaluation of certain authentication
solutions with regard to e-authentication framework. The third component
covered the evaluation of various user authentication solutions with regard
to relevant prominent e-authentication frameworks
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Chapter 2

Security Background

2.1 Cryptography

This chapter explains fundamental concepts of cryptography. When we deal
with important and sensitive data, data confidentiality often becomes the
most important factor. The content of messages send online must therefore
not be visible to any other than the authorized persons or entities involved.
Because of the architecture of the Internet, we are not able to hide messages
and data packets that are being sent online. The possibility that an attacker
might be monitoring our Internet traffic and stealing information mid-way,
is always high. To hide the information content in the messages we typically
use encryption. This means that even if someone gets hold of the message
we are sending, they will not understand the content. With the help of
cryptography we can also be sure that data received and sent has not been
altered or interfered with during transit.

2.1.1 Cryptographic hash functions

A hash function is a computationally efficient function for mapping binary
strings of arbitrary length to binary strings of some fixed length. The input
is often data called the message and the output often called hash-value,
hash sum, message digest or just digest [4]. There are many types of hash
functions, but they all do pretty much the same thing, as shown in Figure
2.1.

One purpose for hash functions is for storing passwords. The password
represents the input from the user. Usually, the minimal length of the pass-
word is set to 8 characters to make brute-force attack difficult because it
gives a relatively large number of potential permutations. If we take a look
at the mathematics, it is easier to understand, as shown in Table 2.1.
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Figure 2.1: Hash function

String Length Search Space Depth Search Space Size
a 1 26 (a-z) 26 (261)
aa 2 26 (a-z) 676 (262)
abc 3 26 (a-z) 17.576 (263)

abcxyz 6 26 (a-z) 308.915.776 (266)
Aa 2 26+26 = 52 (a-z,A-Z) 2704 (522)
Aa1 3 26+26+10 = 62(a-z,A-Z,0-9) 238.328 (623)

- 1 33 (special char) 33 (331)
Ab1* 4 26+26+10+33 = 95 81.450.625 (954)
Pass1! 6 26+26+10+33 = 95 735.091.890.625 (956)

Table 2.1: Search space for brute-force attack

The hash function’s task is to take any message and return the digest of
that message, which is always a fixed length, to disguise the message for any
pattern and other information that would give away the content. Other than
that, the following properties of hash functions are important[67].

1. Given a message m, the message digest h(m) can be calculated very
quickly.

2. Given a hash y, it is computationally infeasible to find an m’ with
h(m’)=y. In other words, the hash function should be a one-way func-
tion.

3. It is computationally infeasible to find messages m1 and m2 so that
h(m1) = h(m2) In other words, it should be computationally impossible
to find two different messages that have the same digest.
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One of the strengths of the hash function is also a weakness. Because the
hash-value that is produced is a fixed length, the occurrence of two messages
that would produce the same digest is theoretically possible to find, because
the set of possible messages is much longer than the set of possible digests.
There are of course many messages with the same digest, but requirement
(3) says that it should be hard to find examples[67]. This is referred to
as collision resistance. A strongly collision-free hash function is when it is
computationally infeasible to find two messages m1 6= m2 for which h(m1)
= h(m2). In practice, requirement (3) is weakened meaning that it is weakly
collision-free. This means that it should be computationally infeasible for a
given m, to find another m’ that has the same digest as m. Requirements
(1) and (2) says that using a hash function, it should both be very quick to
create a digest from a message and also at the same time computationally
infeasible to revert the process and retrieve original message using the same
hash function and a digest.

Hashing passwords is necessary because storing the passwords as plain
text is very bad practice and also not acceptable according to modern stan-
dards on how to store confidential data. Services with many users tend to
become a target for hackers because they most likely have lots of personal
information about their users which can be of interest to a hacker to sell or to
use for blackmailing. If we take the LinkedIn-hack[45] in 2012 as an example,
we can understand why. LinkedIn had a data breach where over 100 million
usernames and passwords were stolen. The passwords were encrypted using
the Secure Hash Algorithm 1 (SHA-1), but many of them were cracked easily
using rainbow hash tables. At that time LinkedIn had not implemented salt-
ing to their algorithm before hashing[71], so the hash values were produced
from hash tables which made it easier to crack them.

Another practical use for hash functions is for verifying the integrity of
files and messages. Because the same input(without salting) always returns
the same hash digest, the digest can be sent together with the message to
a receiver. On arrival, the receiver can hash the message and compare the
digests. If the values are different, then you know the message has been
tampered with on the way. You can be sure of this because of rule (3):
different messages will not have the same hash value.

2.1.2 Symmetric cryptography

When encrypting information, most often it is useful to transform it back
so that the receiver can understand the message and not have some unread-
able and encrypted version. In this context hash functions are not suitable
because they are one-way function. Symmetric cryptography or Symmetric
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key encryption is an option. Messages are still being encrypted, but rather
than scrambling a message randomly and make it irreversible, we use a cryp-
tographic key. The same key is used to both encrypt and decrypt messages,
as shown on Figure 2.2. The purpose is to hide information from all unau-
thorized entities without the key, but also making it reversible and readable
again for those who possess the key.

A symmetric key encryption algorithm takes a message, often referred to
as plain text, and encodes it using the secret key to cipher text. Now in order
to decrypt the cipher text back to the original plain text form, you need the
secret key. Without it the only way to decrypt is to apply the brute force
method to try and find the key, or by guessing, just as in hash functions,
which theoretically can take thousands of years.

Figure 2.2: Symmetric key encryption [60]

The mathematical theorems behind modern secure symmetric key en-
cryption is out of the scope of this thesis, but as a simple example I will
introduce one of the oldest symmetric encryption schemes known as Shift
Cipher or Caesar’s Cipher. It was used by the emperor Julius Caesar of
Rome to send messages to his military commanders and to protect the con-
tent in case it got into enemy hands. His version was to shift every letter in
the alphabet 3 places to the left[69]. Hence, writing a message meant that
every letter was replaced with the letter 3 steps back, as illustrated in Figure
2.3.

The advantages of using a symmetric key encryption is that it is very fast
to encrypt and decrypt, and that it can also be very secure for a well designed
algorithm. Some examples of modern secure cryptosystems are Blowfish,
AES, Twofish, Serpent etc. All those mentioned have a key of 128-bits which
offers more than 3∗1035 key combinations[65]. However, there are also a some

7



Figure 2.3: Shift Cipher/Caesar’s Cipher [69]

disadvantages. Because there is only one key, the key has to be pre-shared,
i.e. the receiving end needs a copy of the key to decrypt the message. And
because every means of electronic communication is insecure, transportation
of the key is a major problem. Symmetric cryptosystems can not provide
digital signature either. Because there is only one key involved, you can
never know who the sender or receiver is when two parties are communicating.
They would both be in possession of the same key so it is not possible to
know the difference with absolute certainty.

2.1.3 Asymmetric cryptography

Asymmetric key encryption, also called public key encryption, is the solution
to some of the problems with symmetric key encryption. The problem with
having only one key is an unauthorized party intercepts it, then the encryp-
tion is useless because the key is compromised. We cannot physically meet
to exchange keys every time we want to send a message. So we need a way to
exchange keys between two or more systems over an insecure communication
line without sharing the actual key or information that would weaken it. A
key agreement scheme was published in 1976 by Whitfield Diffie and Martin
Hellman describing how to publicly agree on a secret key. After the necessary
step described in the section below, a secret symmetric key is created and
can be used to securely communicate.

Soon after the publication of the Diffie-Hellman algorithm, another very
well known asynchronous cryptosystem scheme was published. RSA, which is
named after the three inventors of the algorithm (Ron Rivest, Adi Shamir and
Leonard Adleman), is one of the first public-key cryptosystems and is widely
used for secure data transmission. What makes this algorithm different and
secure for communication is that the encryption and decryption keys are
different from each other, as shown on Figure 2.4. The encryption key, also
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called the public key, is public and everyone who wants to communicate and
send you messages uses that key to scramble their messages before sending
it to you. Upon arrival, the cipher text is unscrambled back to plaintext
using a private key that is only available to your system. The private key is
used with a concept called the trapdoor function. The encryption process is
very similar to a one-way function (hash function), meaning it is impractical
to try to crack it because the only way is by brute force, which, with large
enough numbers, can take thousands and millions of years to compute with
current technology, even if you had all the computational power on earth.
The search size simply becomes too large to search through. However, if you
know where to look, then the search becomes much easier, hence the name
trapdoor. It is very well hidden, but if you have it or find it, then your escape
is quick and easy. The most important property of the trapdoor is the use
of prime numbers.

Figure 2.4: Asymmetric key encryption (RSA) [60]

2.1.3.1 Diffie-Hellman

One of the first public-key schemes was the Diffie-Hellman key exchange
which is a method of securely establishing a share secret cryptographic key
over public and insecure channel. Based on the modular integer exponenti-
ation, the security of this protocol is based on the difficulty of computing
discrete logarithms. Table 2.2 shows all the necessary steps on how to arrive
at a shared secret key even if someone is intercepting all messages. In this
scenario Alice and Bob are trying to establish a secure channel between them
and Eve is reading every message they are exchanging.
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Step Alice Eve Bob
1. p = 17, g = 3 → p = 17, g = 3 ← p = 17, g = 3
2. s = 15 s = 13
3. 315 mod 17 ≡ 6 313 mod 17 ≡ 12
4. 6 → 6, 12 ← 12
5. 1215 mod 17 ≡ 10 613 mod 17 ≡ 10
6. encrypt message → !&#$% decrypt

decrypt message %$&#! ← encrypt message

Table 2.2: Diffie-Hellman key exchange

Step 1: Alice and Bob agree publicly on a prime modulus and a generator. This
information is available for Eve

Step 2: Alice and Bob each chooses their own secret key.

Step 3: Alice and Bob both raise the generator to the power of their secret key.

Step 4: Then they only send the result to each other.

Step 5: Next, they take each others generated results and raises that to the
power of their own secret key. Now they have the same secret key,
leaving Eve stuck with the discrete logarithm problem if she tries to
find the secret.

Step 6: Alice and Bob can now safely exchange messages encrypted with their
shared secret key.

Needless to say, in practice we use larger numbers for obtaining sufficient
time complexity. Without the secret key from either Alice or Bob, Eve
will have to apply brute force to crack the key, which is assumed to be
computationally impossible given sufficiently large integers.

2.1.3.2 RSA

Up until the 1970s cryptography was based on symmetric keys. Then, the
British engineer and mathematician, James Ellis, made people in GCHQ
thinking about a new idea of non-secret encryption which was based on
the concept that lock and unlock are inverse operations. The idea is to
never exchange keys, but instead send the lock and keep the key for yourself.
Unfortunately Ellis was never able to come up with a mathematical solution
for this, but he had some ideas on how this should work. The key should
be split into two parts, encryption(the lock) and decryption(the key). The
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decryption key should remove the effect of the encryption, leaving only the
message.

The solution was found by a colleague mathematician and cryptographer,
Clifford Cocks in GCHQ. He created a special one-way function called trap-
door one-way function. It is still easy to perform, and very hard to reverse,
unless you have some special information, called the trapdoor. So for our
one-way function we will be using the modular exponentiation (also called
clock arithmetic). If we have a message m, we could have following equations.

1. Encryption→ me mod N ≡ ? : For encryption, given the message it is
easy to find ”?”, because it’s a forward operation. This is our one-way
function.

2. Decryption → ?e mod N ≡ R : Undoing it is going to take long time
and lots of trial and error method and guessing.

3. Decryption with trapdoor → Rd mod N ≡ m : For the key, we need a
trapdoor. We need to raise R (the encrypted message) to some other
exponent (d) to return the original message. (d) is our trapdoor.

4. The operation → me∗d mod N ≡ m : This is how the process works.
The exponents (e) and (d) are the complement of each other. It will
undo whatever (d) does to the message.

Now that we know the process, we need to understand how to construct
(e) that makes it hard for anyone to construct (d). For this problem, prime
factorization is introduced. More than 2000 years ago, the father of geom-
etry, Euclid of Alexandria, showed that every natural number has exactly
one prime factorization, meaning every number is the product of a unique
sequence of prime numbers. Prime factorization is also a fundamentally dif-
ficult problem to solve. As example, if you take two prime numbers and
multiply them together, lets say 11 and 13, then with a simple calculator one
can find that the answer is 143. Now, to reverse that process you need to try
or guess with every prime numbers up to

√
143. If I give you a larger number,

lets say 16837, you would need probably hours or maybe days so solve by
hand. A computer can do it much faster than us because it can try millions
of possibilities in less than a second. But even the computers can be beaten
with key sizes that are several hundreds of digits long. The time complexity
grows exponentially and even computers will eventually need thousands of
years to factor such numbers. So factorization is what Cocks used to build
the trapdoor solution. Step 1: Choose two random numbers, p1 and p2,
that are both over 150 digits long. Step 2: Multiply p1 and p2 to get N.
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The number N is now over 300 digits long and it would take years to find
the solution. Now we hide p1 and p2, but to construct our keys, we need a
function that depends on knowing the factorization of N. For this function,
the work of Leonhard Euler is used. One function he defined and used for
this algorithm is called Euler’s totient or phi function (φ). It is used as
a property of a number. Given a number N, it outputs how many numbers
that are equal or less than N that do not share any common factor greater
than 1 with N (N share factor with itself so it is not counted). Calculating
φ is difficult in most cases except with prime numbers because they do not
share any factor greater than 1 with any other number. So φ(p), p is any
prime, is equal to p-1. This rule also extends to the following:

φ(p1 ∗ p2) = φ(p1) * φ(p2)

N = p1 * p2 → φ(N) = φ(p1) * φ(p2)

φ(N) = (p1− 1) * (p2− 1)

So Cocks now found a trapdoor for φ(N), which is easy if you know the
factorization of N. Connecting this to modular exponentiation, he looked
back at Euler’s Theorem, which states:

mφ(n) mod N ≡ 1

Some simple modifications were made based on the rules of exponents.

1. First if you raise the number 1 to any exponent k (1k = 1), the answer
is always 1.

2. If you multiply any number m with 1 (1∗m = m), the answer is always
m.

Based on these two rules we can rewrite the equation as:

m ∗mk∗φ(N) ≡ m (mod N) → mk∗φ(N)+1 ≡ m (mod N)

This is the trapdoor that will undo the effect of the public key. If we rewrite
the last equation as me∗d ≡ m (mod N), m is the message, e is a random
number with the condition that it is an odd number and does not share any
factor with N or φ(N), N is the product of two primes and finally d is the
private key with the conditions that it is less than φ(N) and does not share
any co-prime to N and φ(N) (does not share factor with any of them). d will

now undo the effect of e, which is (d=k∗φ(N)+1
e

). To put all this together, a
short overview is illustrated on Table 2.3

12



Step Alice Eve Bob
1. p1 = 43

p2 = 61
N = p1 ∗ p2 = 2623
φ(N) = 2520
e = 11

d = 10∗(2520)+1
11

= 2291
2. N = 2623 → N = 2623 N = 2623

e = 11 → e = 11 e = 11
3. m = ”AAA” = 111

c = (11111 mod 2623)
c = 1414 c = 1414 ← c = 1414

4. cd mod N = m 141411 mod 2623 = 1514
14142291 mod 2623 = 111 111414 mod 2623 = 1463
m = 111 = ”AAA” m = ???

Table 2.3: RSA public key encryption

Step 1: This is the most important step of the whole process. First Alice picks
two large primes, p1 and p2, around the same size. Then she computes
N = p1*p2 and φ(N). Now she chooses a small number e that is co-

prime to both N and φ(N). Now she picks k such that k∗φ(N)+1
e

is an
integer.

Step 2: Now she hides everything except N and e, because they make up her
public key. Everyone who wants to send her messages grabs a copy and
computes their message. Eve also gets a copy because this is public.

Step 3: Bob wants to send message ”AAA” to Alice. First he turns this mes-
sage into a number. Then he uses Alice’s public key to encrypt the
message and sends it. Eve can of course see what he is sending, but it
is encrypted.

Step 4: Alice now uses her private key and decrypt the message. Eve is only
able to decrypt the message if the can figure out φ(N), which would
require knowledge of the factorization of N.

This algorithm was immediately classified by the British GCHQ, but later
independently rediscovered in 1977 by Ron Rivest, Adi Shamir and Leonard
Adleman, and is now the most widely used public key algorithm in the world.
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Chapter 3

Biometrics

Biometrics can be described as a person’s unique characteristics and we cat-
egorize them into two parts, behavioral and physiological. The difference
between the two is that behavioral is a person’s learned traits that have been
acquired over time, whilst physiological refers to physical measurements of
a human body. Below is some examples of the most used modalities for
biometric authentication systems.

Physiological modalities Behavioral modalities
Fingerprint Voice
Finger vein Signature
Palm vein Keystrokes
Hand geometry Gait
Face
Eye (Iris & Retina)
DNA

Table 3.1: Biometric Modalities

3.1 Fingerprint Recognition

Fingerprint is the most popular and used modality in biometric solutions.
The reason for its popularity is that it remains permanent throughout a
person’s life, data acquisition is easy and there are ten available sources and
most important of all, it is unique. No two fingers, either on the same hand
or on the opposite hand or on someone else’s hand, have exactly the same
fingerprint. Even for identical twins who share DNA, their fingerprints are
different. This is because our fingerprints are constructed by random and
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physical conditions that we all experience in the womb long before we are
born, with all its unique and random details.

Fingerprints are made of s set of ridges, valleys, direction of the lines
and dots. There are primarily two levels of patterns on a fingerprint. The
first one is the global ridge pattern, which are three main types of, Loop,
Arch and Whorl. Loop is the most common of them with over 65% of the
population having it. Whorl is in second place with 30% and least common,
with 5%, is arch. The three global patterns can be viewed on Figure 3.1. To
start with the most common, Loop has a ridge structure which enters from
one side of the finger, makes a turn and exits the same side it entered. Whorl
have usually no enter or exit point. The ridges form one (sometimes two)
circle(s) on the finger. Arch is the easiest to recognize, with ridges entering
from one side of the finger, then rises and drops around the center like a wave
and exits from the opposite side it entered.

Figure 3.1: Fingerprint patterns [68]

The second level is called the local ridge pattern. This is the more detailed
analyses of the fingerprints and most real life and commercial fingerprint
recognition software is based on the local ridge patterns for increased security.
The detailed characteristic points in a fingerprint is called minutiae and there
are as much as around 150 minutiae types [12]. In reality, ridge endings and
ridge bifurcations are the two main types, and all the other can be constructed
using these two. Ridge endings are as the name suggest, a ridge line that
suddenly ends. A ridge bifurcating is when a single ridge line splits into two
or more ridges. Figure 3.2 shows the two types and also a few other common
types of ridges that are used by fingerprint recognition systems.

For fingerprint matching, there are many techniques to accurately match
two fingerprints correctly together. Most popular are Minutiae based recog-
nition, but there are also few more such as Correlation and Pattern-based
recognition.

Minutiae based fingerprint matching technique refers to the specific de-
tails in ridges in the fingerprint that are important for keeping each finger-
print unique. More minutiae points that are visible and found in an finger-
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Figure 3.2: Fingerprint minutiae types [63]

print image means more unique fingerprint and less likely for someone else to
copy. A typical fingerprint scanner will look for as many details in a finger-
print and make a binary code from that image and save it in a database. This
will then be used as the reference when a finger is scanned for example in an
authentication attempt. The two prints (from database and input print) will
then be compared, and depending on the algorithm, the number of minutiae
points matched, will be considered a match or non-match. The two prints
do not have to be 100% match, but usually there is a threshold set by the
system and it may vary. This process is dependant on a good quality image
to extract minutiae from and a good quality image may have around 40 to
100 minutiae points [12].

On Figure 3.2 you can see some of the minutiae points that a fingerprint
recognition system will look for and use for comparison with the saved fin-
gerprint in the database. The obvious observation here would be that this
technique, even though it may be very accurate, needs a good quality image
to extract the details from. Usually an image captured by the fingerprint
reader contains unwanted noise (dust, dirt, blurriness etc.) which will affect
the fingerprint and might fail to recognize the input. The process for recog-
nition and identification is therefore few more steps than only to compare
two fingerprints. Based on [15, 34, 74], the process consists of few very im-
portant and necessary steps. The first step is where all the pre-processing
is done. When the image is acquired from the sensor, it is not immediately
ready to be matched. The image may be exposed to algorithms such as:
image enhancement, image binarization, image segmentation etc. This will
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increase the quality of the image and make further processes easier and more
accurate. Next step is the actual minutiae extraction from the pre-processed
image. As much minutiae points which will make the fingerprint unique
is found and extracted for matching. But before matching, false minutiae
that were located in previous step are removed. Figure 3.3 is an example of
a processed fingerprint and below are some of the processing stages briefly
explained.

Fingerprint Image Enhancement is the process of making the input
image clearer and extract more details. The image contrast will be
increased and the distinction between the ridges and valleys becomes
more clear and the incorrect broken lines of the ridges are connected.

Fingerprint Image Binarization is the process of converting the gray
scale image into binary image. This is done by dividing the image into
small parts or blocks and choose a local threshold for conversion. Each
block is calculated and the value will be either 0 or 1 according to the
threshold.

Fingerprint Image Segmentation is the process of constructing the re-
gion of interest (ROI). The noisy background (noisy ridges and valleys)
are discarded from the foreground (clear ridges and valleys) which will
increase the performance of the automatic fingerprint system by reduc-
ing the processing time, increase the recognition process and reduce
the probability of false feature extraction [33];

Fingerprint Image Thinning is the process of reducing the thickness of
each ridge line to a singe pixel. A good thinning algorithm should keep
center pixel of a ridge with no discontinues.

Minutiae marking and extraction is the process of finding and marking
the minutiae points (ridge endings and ridge bifurcations) and save
them for matching later.

Remove False Minutiae is the process of removing the false minutiae
that are eliminated in previous steps, but are detected by the making
phase.

Finally, Minutiae Alignment and Matching is the process of comparing
the fully processed input image with the original fingerprint. In the
alignment stage, first a random minutiae point is chosen from each
image and the similarity is calculated based on its type, coordinates,
neighbour minutias etc. In the matching stage, the number of matches
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Figure 3.3: Example of processing of fingerprint image. (a) Original capture,
(b) Enhancement of (a), (c) Thinning and minutiae extraction [72]

are counted and if the number of matches is greater than the threshold,
then the image of input and the original are assumed to be of the same
finger.

3.2 Face Recognition

Face recognition (FR) has had a slower start in the race of biometrics as
a secure identification method. Early versions of software did a good job
identifying faces, but they were easy to bypass just by displaying a picture
of the person. Major advances have been made in the recent years for this
technology, making it more popular than ever in many areas, including se-
cure authentication. The involvement of Artificial Intelligence (AI) and deep
learning algorithms has made a huge impact on the accuracy and security of
this technology, which the public has responded very positive to and shown
a much more accepting attitude towards.

Facial recognition, similar to fingerprint, uses different approaches to ex-
tract details of a person’s face from a photo to create a unique representation.
There are many main methods used for this purpose and they all have their
advantages and disadvantages. The main idea is that for FR systems is to
take an image of a face and divide the viable landmarks (nose, eyes, mouth,
etc.), called nodal points, and measure them in different ways. The measure-
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Figure 3.4: Process of facial recognition [14]

ments give us numerical values, which combined, gives us a unique code for
every individual, called a faceprint.

Before discussing the good qualities and capabilities of face recognition
systems, I will first introduce some of the limitations and problems that such
systems have to address. And the easiest one to start with are the ever
changing poses and expressions our faces make. Our faces are very dynamic
and constantly changing in terms of pose, expression and angle, but also
facial hair, aging, scars, etc. Although the changes can be minimal for our
human eyes, the data obtained from two slightly different facial expressions
(for example smiling and not smiling) from the same face can result in huge
differences, meaning that systems might interpret them as two different faces.
Another problem for these systems are the lighting conditions and shadows
in the images. The result might lead to misalignment of the pattern of the
face. In the search for solutions to these problems, many advanced and ef-
fective pre-processing algorithms have been developed, and they significantly
improve the performance, but they do not completely erase the problem.

To successfully identify or verify a face to another, there is first a need
for a reference to compare against so a database of faces is needed. Then
for every claim of identity, an image is provided and the system, after some
pre-processing, compares it to the original from the database. It is worth
mentioning that they both go through the same processes. No data or images
are stored in their original readable state. The original image has been
exposed to all the same pre-processing algorithms and then stored as a non-
readable and non-reversible encrypted mapping of the face in the database
[41]. Thus, when claiming the identity of a face, the image you provide is
processed and compared with the reference and outputs a percentage based
matching between them. Given a threshold value, the system then decides if
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the two faces belong to the same person.
Every face recognition systems includes one or more of the following pro-

cesses:

Face detection This is typically the first step in any FR systems. This
process is only concerned with finding whether there are any faces available in
an image, and if present, returns the location and content of each face. This
is a critical part of any FR systems because all faces must be located before it
is further processed. There are many challenges to address in this step, such
as: Pose, angle, expressions; Changes over time, facial hair, glasses, hats
or other accessories; Poor lighting and image quality, shadows, blurriness,
different scales, etc. In spite of all these conditions, tremendous progress
have been made to face detection systems and they have improved a lot
in the last decade and many methods have been proposed over the years.
Details about them is outside the scope of this thesis. [73]

Figure 3.5: Face detection [51]

Face alignment After the face is detected, next step is to locate the facial
landmarks, such as eyes, nose, mouth, chin, etc. Then landmarks and edges
of the face are marked with points (usually 68 points) as shown on figure.
3.6

Face Recognition There are many ways to compare faces and determine if
they indeed belong to the same person. Some of the methods that are in use
are based on face geometry, appearance, 3D, piecemeal, template matching,
eigenface, neural networks, deep learning, and even thermal radiation and
heat signature. Below is a short overview of some of these.
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Figure 3.6: Landmarks detection [42]

• Geometric- (also called feature-)based FR is maybe the most in-
tuitive method for comparing and recognizing faces. It is easy to in-
terpret and understand because it transforms the face landmarks into
geometric primitives. The landmarks are located and measured based
in their relative position to each other, distance between them, height
and width etc. Multiple View Geometry techniques are used to handle
minor changes in pose differences and camera viewpoint. [70]

• Appearance-based FR is newer compared to geometric representa-
tion, and instead uses a more direct approach. Facial landmarks are
still located and processed, but in this method, more details are picked
up and encoded, such as facial hair, freckles, scars, and wrinkles, etc.
Then the pixels-intensities around these areas are directly compared
to estimate similarities between faces and determine the identity of
the person in the image. This method is very cleverly designed and
engineered, but whenever an identity is falsely detected, or two faces
are wrongly matched, it is often hard to understand why according to
experts, because it lacks the intuitive approach as in geometric. [70]

• 3D-based FR technology utilizes the three dimensional space and cap-
tures the face from multiple angles and gathers more data. Apart from
locating the facials landmarks, it also measures the depth of the eye
sockets, length of the nose, and a general shape of the face, which is
very helpful to make the estimation more accurate and (in theory) be
able to detect attempts to place an image in front of the sensors. This
increase in data acquisition might give more accurate result, but it will
also make the process computationally more expensive and needs larger
data storage. [32]

• Thermal-based FR systems use the thermal radiation that are emit-
ted from our face, and captures it using special thermal infrared (IR)
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Figure 3.7: 3D image of the face [76]

cameras. Heat patterns caused by temperature variations on the sur-
face of the face can be recorded and visualized, called thermogram.
This unique signature is due to distinctive and permanent physiolog-
ical characteristics under the skin that contain valuable information
which can be exploited for face recognition. The biggest advantage is
that this is the only method that is not affected by illumination, and
can even work in total darkness. In spite of the unique qualities of this
method, there are some disadvantages which has limited its progress
and area of use. Thermal sensors are more expensive and they pro-
duce lower resolution and higher noise images. In addition, the sensors
are sensitive to temperature changes in the surrounding environment,
which might produce a lot of noise in the image. Facial heat patterns
can change due to physical and physiological conditions such as lack of
sleep, fear, stress and excitement. Furthermore, glass blocks large por-
tion of the thermal energy, resulting in loss of information near the eye
region. And last, whenever the environment or a camera is changed, a
re-calibration of the sensors are required. [13]

• There is also a possibility to combine more than one method to increase
the performance, called Hybrid. This can improve the accuracy, but
might also slow down the performance.

3.2.1 Face Recognition Software

Face recognition software have for very long time been used by the law en-
forcement and airport security for surveillance and automatic alert in case
of positive match for any offenders. Mobile FR software is used by police
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Figure 3.8: Image captured with thermal infrared camera camera [13]

officers to look up suspects while out on patrol. Airport use them to capture
a live photo of passengers to verify that it is the same face as in the passport.

An example of one of the best FR systems in modern days, is Facebook’s
DeepFace. It is based on 3D modeling of the face and deep learning algorithm,
and was trained with a large collection of photos from Facebook social media
platform [61]. It was then applied on the benchmark dataset, called Labeled
Faces in the Wild (LFW) [30], which is a database of faces in uncontrolled
environment. The result is an astounding 97.35% accuracy, which is just
below human level at 97.53% on the same dataset [36].

3.3 Iris Recognition

Iris is another unique biological trait that we can use for identification. Iris
recognition has been acknowledged as one of the most useful modalities for
biometric recognition in the last few decades. Iris is the to colored ring
around the pupil and the goal is to identify the textual characteristics of
the muscular pattern. Every individual have unique iris on each eyes, and
even identical twins do not share iris pattern, similar to fingerprint. But the
iris have many features which makes it more secure and stable than other
biometric modalities, such as:

• A single iris contains more than 10x details as fingerprint. The chance
of two individuals having identical iris are very low (estimated at 1 in
1078). [19, 31, 40]

• The iris is well protected behind a transparent layer called the Cornea,
and not easily changed by external factors, unlike fingerprint which can
slowly be degraded and lose some characteristics if regularly exposed
to manual labor. [20, 40]
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• The iris is one of the most stable biometrics of all. The unique pattern
starts to form at about the third month of the gestation, and by the
eight month, the iris development is largely complete. Pigment accre-
tion may occur, but before reaching the second year of your life, the
iris will be fully developed, and it will remain unchanged throughout a
lifetime. [20, 62].

• The template size of iris is the smallest of every other biometrics modal-
ities, which makes the searching process extremely fast. An iris recog-
nition system can match up to 500.000 a second. New and faster com-
puters have pushed this number up to million of searches per second.
[20, 31, 56, 58]

• In spite of its incredible matching velocity, the error rates are extremely
low, which makes it perfect for use in high risk and security systems.
[19],

Figure 3.9: The iris captured in visible-light [35] and near-infrared [20] (NIR)
spectrum

An iris recognition system consists of the following stages: 1) image ac-
quisition, 2) segmentation, 3) feature extraction and 4) pattern matching.

1) Image Acquisition This first stage is of vital importance for the overall
performance of an iris recognition system because higher image quality results
in more accurate recognition results. The problem which arises in this stage
is the fact that the surface of the iris is very small and therefore, getting a
clear and high quality image of the iris is a difficult task. The dilemma is
a trade off between security and usability. A short range iris scanner which
provides a very high quality image have traditionally been very inflexible
and requires high level of cooperation from the user, as shown on figure
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3.10. A more user-friendly option are the middle range scanners with ranges
up to around 1 meter. There are many examples of these, for example in
smartphone which has iris recognition as a feature. They operate with lower
quality images and therefore also have lower security. There are also devices
that can capture the iris from a distance of over 10 meters [44] and I am sure
there will be more in the future, but they will of course never be as secure
or accurate as short range.

Figure 3.10: A short range iris acquisition device [40]

2) Segmentation This stage involves finding the iris and separating it
from the rest of the image. Typical algorithms used here are edge-detector
to find the boundaries between the iris and: 1) the sclera (the white part), 2)
the pupil, 3) top eyelid, 4) bottom eyelid. Other techniques and algorithms
are used to find and remove noises such as eyelashes and light reflections
that can occur when capturing an image in visible light. After the iris is
successfully found and isolated from the rest of the image, it is transformed
into normalized rectangular block for universal and constant dimensions.

3) Feature Extraction Finally the iris is ready to be encoded and made
unique for either storing in a database, or performing a search against the
database. Gabor filters is a commonly used method for texture analysis to
extract the most discriminating features and patterns of the iris. The result
is then encoded into a biometric template, called Iris-code, which can be
compared to other similar templates.

4) Pattern Matching The iris-code is simply a bit pattern representing
the most discriminating features of the iris. When comparing two iris-codes,
all the corresponding bits are compared to each other to determine if both
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Figure 3.11: Result after each process. a) Iris segmentation: Separate the
iris from the pupil and sclera. b) Iris normalization: Make the iris into a
rectangular shape to create universal dimensions for template. c) Feature
extraction. Finally compute the iris-code either for comparison or storing in
database. [75]

codes are from the same iris. The difference between them is determined
based on how many bits match. This difference is called the Hamming
Distance (HD), and is computed using the logic bit-wise operator XOR.
The distance is then compared with a threshold to determine a match or
non-match. [40, 58]

3.3.1 Iris recognition software

Iris is a very unique and secure biometric modality for identification. Iris
recognition software are very fast and accurate for verification because of
the simple template. Because of patent laws and expensive hardware, the
technology is less popular than fingerprint and face recognition. But that
is quickly changing as the technology is getting less expensive and users are
more positive towards it.
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3.4 Security vs Usability

The main advantage of using biometrics for authentication purposes is that
they provide relatively strong authentication solutions in a very user-friendly
way. Just with a swipe of a finger or a quick look into a camera is so unique
that the probability of someone else in the world hat would produces the same
result of characteristics are theoretically non-existing. That is the theoretical
point of view, but in reality there is unfortunately a different story. There
are mainly two challenges associated with biometric authentication systems:

1. A biometric authentication pattern matching algorithms are based on
percentage similarity between two samples and will sometimes have
performance issues related to this.

2. The biggest challenge for biometric authentication systems however,
which sets the absolute limitation for the full potential for utilization
of biometrics, is the threat of attackers replicating someone else’s bio-
metric modality and cause a lot of harm, either to the system or the
owner of the identity. With the non-secretive properties of our biomet-
ric characteristics, this is a very relevant problem. Below I will discuss
the two concepts in more detail.

3.4.1 FAR and FRR

A very famous quote which is associated with Albert Einstein goes like:
”Insanity is doing the same thing over and over and expect different results”.
In the context of biometric this is ironic because it is not insanity to expect
different results, but rather the norm. As discussed the different biometric
recognition systems, the first stage, data acquisition, is always a crucial one.
In the case of fingerprint recognition, the finger scanner will not read the same
exact data from a fingerprint every time. This is due to numerous factors,
including size different between our fingertips and the surface-area of the
scanner, the curve and shape of our fingertips, dirt and/or scars/injuries,
pressure, angles etc., which will all result in noises or minutia extraction
differences because of area coverage, where you end up with different results
for the same finger from the same person. The same idea and concept extend
to all other biometric modalities and systems. Back to the quote, doing
the same thing over and over will in fact produce different results, but the
system must still be able to recognize the input. Sooner or later, all biometric
authentication systems face the same problems, which are False Accept and
False Reject, because of these inconsistencies in the results.

27



False acceptance rate (FAR) is the percentage of how many illegal user
who are classified as legal users, and false rejection rate (FRR) is the percent-
age of how many legal users who are classified as illegal users by a biometric
recognition system duo to incorrect matching of the biometric input data and
the template[37, 38, 64]. A system’s FAR and FRR are typically calculated
as the number of occurrences divided by the number of attempts (e.g. one
false accept in 1000 attempts is equal to 1

1000
). These numbers should be

as low as possible to maximize the security and performance of a system,
but the problem is a bit complicated. This problem occurs because in any
biometric matching algorithm, a successful match is decided on a percentage
similarity between two samples by a given threshold. Lowering the threshold,
would result in lower FRR, but higher FAR (because of lower accuracy). On
the other hand elevating the threshold would mean lower FAR (because of
higher accuracy), but also high FRR. When the two numbers are equal, it
is called Equal Error Rate (EER), as shown on figure 3.12. The goal is to
make EER as small as possible. This is because nobody wants a system that
would pass a large number of imposters as genuine users and on the other
hand, nobody wants a system that keep failing to recognize them as genuine
users.

Figure 3.12: The relationship between FAR and FRR [16]

3.4.2 Presentation Attack

Presentation attacks are the Achilles’ heel of any biometric system. Over the
years, biometric recognition systems have been fine-tuned for optimal per-
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formance when it comes to recognizing the unique characteristics of a person
to distinguish them from everybody else on the planet. Unfortunately, its
biggest strength is also its weakness. The most common presentation attack
is called Spoofing, which involves presenting a forged biometric signature to
a capturing device. Because they are trained to recognize patterns from
various biological traits, they are susceptible to attacks by forged biometric
signatures on various objects, disguised as a genuine biological modality.

According to ISO/IEC 30107 PAD - Part 1: Framework, the definition
of Presentation attack (PA) is: ”Presentation to the biometric data capture
subsystem with the goal of interfering with the operation of the biometric
system”. There are two main types of PAs:

1. Present false data to a biometric capturing device in an attempt to be
matched to someone else’s biometric reference (Impostor).

2. Disguise own biometric data in an attempt to avoid being matched to
their own biometric reference (Concealer).

Spoofing is the most common form of PAs and it involves presenting an
imitation of a real biometric signature to a biometric capturing device to be
authorized with the identity of the victim. This could be leveraged to e.g.
gain access to victims bank account or similar services, frame someone by
leaving fingerprints at a crime scene or alter their biometric characteristics
to not be recognized e.g. because of criminal record. The consequence would
have, in many cases, devastating effect on the victims.

There are specific methods and tools for attacks against each modality
and below are some examples of them:

Fingerprint Recognition

A fingerprint can be fabricated by using objects which can mimic the
imprint of a genuine fingerprint such as silicone, plastic, candle wax,
Plasticine, gelatin, glue, latex, etc. Even gummy bears have been suc-
cessfully used to spoof fingerprint scanners. Using these objects and
various methods (which is outside of the scope of this thesis), a finger-
print can be extracted from smudges on a flat surface and made into a
mold to be presented to a biometric acquisition device which will read
and process it and eventually recognize the patterns for either identifi-
cation or authentication purposes. Figure 3.13 is an example of a fake
fingerprint.
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Figure 3.13: Illustration of a fake fingerprint made of latex [24]

Facial Recognition

Our faces are maybe the most vulnerable biometric modality thanks to
social networking, high resolution cameras and tons of selfies floating
around the Internet. Apart from only using pictures and videos there
are also 3D masks to spoof the more advanced systems. You simply
place the picture, play the video or put on a mask with the face of a
victim, in front of the acquisition device and it will extract features
from it. Figure [23] is an example on how advanced and high quality
masks can get. In the case of identical twins, facial recognition systems
are still not able to distinguish between them.

Figure 3.14: 3D masks used to spoof facial recognition systems [23]
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Iris Recognition

The details of the iris are in many ways harder to acquire which also
makes iris scanners harder to spoof. Irises are located on our eyes
which, unlike fingerprints, do not leave traces. It also has a very small
surface and therefore not easy to extract details from regular pictures
from social network and such. But this just makes it harder, not im-
possible. A high resolution image can be enough to trick some iris
scanners. Another approach is e.g. cosmetic contact lenses which can
serve multiple purposes. Worst scenario would be to recreate someone
else’s iris pattern on one of them, and steal their identity, but the most
realistic use for these lenses are to obscure one’s own iris pattern to
avoid identification.

Figure 3.15: Illustration of a real (left) vs spoofed (right) sample of the iris
[50]

3.4.3 Presentation Attack Detection (PAD)

Presentation attacks poses a major threat to the biometric authentication
and recognition systems, but this challenge has not in any way been ignored.
There are hundreds of research papers with solution proposals for each modal-
ity with the goal on how to detect and reject presentation attacks, mostly
in the pre-processing stage. Presentation attack detection (PAD) is a frame-
work on which these attacks are specified and categorized on for decision
making on how to prevent them. There are a lot of articles, methods, tech-
niques and opinion on what the best and optimal solutions are. I will discuss
some of the common methods of PAD on how they differentiate between a
real and a fake biometric sample that are presented to the biometric sensor.

One of the most common algorithm for PAD, which extends to all modal-
ities discussed so far in this thesis, is called Liveness detection. Though they
are implemented and function differently for each modality, the objective is
the same for all: Make sure that the biometric sample not only belongs to
a legitimate user, but also that the user is alive and present at the time the
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data is collected [39]. This method can include medical measurements such
as pulse and blood flow, blinking, head movement, intense texture analyses,
etc.
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Chapter 4

User Authentication

User authentication can be implemented in many ways with different degree
of security. When we talk about it in the context of e-government and e-
banking, the choice of implementation is narrowed down. This is because of
the level of security needed for these systems are much higher than for other
systems. The design and implementation for user authentication solutions
in such context are guided by user authentication frameworks which acts as
a recipe and sets number of requirement which the solutions has to obey in
order for them to be used for such services.

In this Chapter, we will discuss four such frameworks along with four
solutions to evaluate them later. There are mainly three types of authentica-
tion: User authentication, Data authentication and System authentication.
This paper focuses on User authentication.

4.1 Identity and Access Management

Identity and access management is the process of granting access to resources
to the right individuals. This includes the process of identification, authenti-
cation and access control. Before accessing any data, one has to be identified,
then prove that identity to the authenticator and be verified. Depending on
access authorization, the system will then grant access only to data and re-
sources for which the user has been authorized. Identity management(IM) is
a part of Identity and Access Management (IAM). IM focuses on authenti-
cation while IAM also includes access control. Figure 4.1 shows the life-cycle
of a digital authentication system, which consists of enrollment and authen-
tication.
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Figure 4.1: Digital Identity model. The diagram shows enrollment on the
left side and authentication process on the right side [46].

4.1.1 Background

The definition of user authentication can simply be explained as the process
of determining whether someone or something is, in fact, who or what it is
declared to be [57]. The authentication process is there to keep both parties
safe, a user trying to log into a system/service, and the system/service being
sure that the attempted login is by a legitimate user and not an imposter
or an attacker. Since we will be talking about banking and e-Government
services, this could be a major issue. How does authentication really work
and how can an attacker take advantage and attack the process? A client (a
customer/user) and the server (online bank service) has to communicate with
each other in order to verify each others identities. As humans, it is quite
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easy to spot a complete stranger who is claiming to be one of your friends
when you clearly see that they are not. This idea is absurd to us humans,
but the computer has no way of knowing. The server cannot just accept and
determine the identity of a user just based on e.g. a username, therefore
it needs additional information. One of the oldest protocols to protect a
user is PAP (Password Authentication Protocol). Every time a new user is
created, a password must also be chosen. The password is a pre-shared secret
between the user and the system and it is needed alongside the username to
be able to access the system as proof of representing the chosen user. Only
the correct combination will result in successful login, everything else will be
rejected by the system. This is possible because the server keeps a record of
all the usernames and their corresponding passwords in a database. Every
time a username is typed, the system will check if that particular username
exists and if yes, then it will check if the typed password matches with
the password stored in the database. In early days, computers were not as
advanced as today, and simple password authentication was enough to keep
a user safe from intruders (if the password was kept secret). Also, people
did not have as much sensitive and private data online as now so the data
had low value. When services started to collect more private data, securing
that data became vastly important. The “secret” password were no longer
safe for multiple reasons. One of the simplest ways to steal someone’s online
identity or just obtain secret information is by shoulder surfing while they
try to login to some website. The damages this could cause is depending on
what service the attacker gains access to. If it is a simple service for e.g.
reading news or streaming music or movies, then the damages are not that
severe. The attacker would just enjoy the free access to that service on your
expense. If however we take a huge leap and say that the information found
by the attacker are credentials for a banking service, then the damages could
be worse to say the least.

In many cases, only the password is considered to be secret, so an attacker
can, together with a username, perform different attacks to gain access if
the password is weak. Dictionary- and brute force attacks are two examples
where you let your computer “guess” the password for you. Dictionary attack
uses pre-defined words in a list and tries different combinations of them while
brute force tries every alpha-numeric combinations. This is not the fastest
way (the length of the password is the biggest challenge for this attack), but
it will eventually uncover the password. This is the main reason why easy
and short passwords are cracked relatively quickly.
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4.1.2 Federated Authentication and Single Sign-On

Federated Authentication (also called Federated Identity (FID)) solutions
are similar to regular authentication, in that a person have to register and
create an identity to be able to use a service. The difference with federated
identity and SSO is that the service you are trying to access, does not have
to issue your identity. You can instead use a third party Identity Provider
(IdP) to create an identity and use that to access the service, but it is not
limited for that service only. It can be used for all services supporting that
IdP. That means you only need to create identity once, and be able to use it
across services inside and outside organizations. Service providers will also
benefit from this as it eliminates the need to have a separate identity man-
agement system. Instead the third-party IdP can take care of the identity
management, which includes registration of new users, verification and au-
thentication of existing users etc. The authentication process will include
the IdP, and users will now authenticate to the IdP. The IdP will commu-
nicate the result to the service. As shown on Figure 4.2, the user (called
subscriber) tries to log on to a service (called Relaying Party (RP)) using
federated identity. The service recognizes this and redirects the users to the
IdP to be authenticated. The IdP will then communicate the result to the
service. The service trust the IdP and therefore will grant the user access. If
many service providers subscribe to the same IdP, users only need one iden-
tity and can use it across all services that supports the IdP. A service can also
support more than one IdP, which means it will accept multiple identities.
For example, there are many services now that supports login using either
Facebook, Twitter and Google. Other examples are the Norwegian identity
providers, BankID, BankID on smartphone, MinID etc.

4.2 User Authentication Frameworks

4.2.1 Authentication Assurance Level

To better understand the usefulness of biometric authentication in more im-
portant environments, we need to first understand the Authentication Assur-
ance Level (AAL). These levels of assurance are very important for the trust
in the identity of the users. There are several well known and widely used
frameworks that allow an identity provider to indicate to a service provider
how much trust is behind the authentication event. Service providers, based
on their own needs and risk assessment, determine what level of assurance
they require in an authentication event in order to allow the users access [2].
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Figure 4.2: Federated Authentication [26]

4.2.2 NIST SP800-63-3

The National Institute of Standards and Technology is a physical science
laboratory and part of the United States Department of Commerce. It was
established by the congress in 1901 and is an agency that works with improv-
ing measurements and enabling and supporting innovation. Through years
with measuring, designing and improving technology, it is now one of the
biggest and most respected laboratories with standards and frameworks that
is being used around the world. NIST is now spread across six laboratories

– Center for Nanoscale Science and Technology (CNST)

– Communications Technology Laboratory (CTL)

– Engineering Laboratory (EL)

– Information Technology Laboratory (ITL)

– Material Measurement Laboratory (MML)

– Physical Measurement Laboratory (PML)

Information Technology Laboratory (ITL) at NIST is responsible for Spe-
cial Publication 800-series (SP-800). The series contains reports on their
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research, guidelines, system security and its collaborative activities with in-
dustry, government, and academic organizations[46]. The guidelines is for
agencies implementing digital identity services to provide technical require-
ments to keep the users safe and secure.

In their latest version, they have retired the concept of level of assurance
(LOA) as a single measurement of implementing authentication solutions.
Instead, they have divided it into three component parts to provide agencies
flexibility in choosing identity solution. The three component of identity
assurance are[46]:

• Identity Assurance Level (IAL): The identity proofing process

• Authenticator Assurance Level (AAL): The authentication process

• Federation Assurance Level (FAL): The strength of assertion in feder-
ated environment

These three components are separated from the original SP800-63-3 and
are called volumes. Each volume describes in depth the components I men-
tioned above. They are separated as follows:

• SP800-63-3 - Digital Identity Guidelines

• SP800-63A - Enrollment and Identity Proofing

• SP800-63B - Authentication and Lifecycle Management

• SP800-63C - Federations and Assertions

4.2.2.1 SP800-63-3 - Digital Identity Guidelines

Digital identity is the unique representation of a subject(person) engaged
in an online transaction[46]. But this does not have to be the same every-
where on the web. For example one can have a digital identity for email
and another for social media. Most applications do not need to know the
real identity of a person, this is called pseudonymous identity and means
that digital identity does not reflect a person’s real identity. Before this new
version of this Special Publication (SP800-63-3), the three levels described
both the enrollment and authentication. That did not allow any flexibil-
ity in choosing identity solution. With this new approach everyone is free
to choose the different processes independently. Even though many organi-
zations most probably will select same level in each volume, this is not a
requirement. Organizations can now mix and match levels in each volume
independently, but federation agency systems must also include the last part
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about Federation (more about that in SP800-63C). Another positive aspect
of this change is that NIST anticipates that each individual volume will be
revised asynchronously[46]. The most recent revision of each volume should
be used even if the revision numbers do not match (example SP800-63A-1
and SP800-63B-2). Because technology moves at different rate in each field,
this method makes it easier to update one volumes without affecting the
others and always stay up to date.

To start the process, a link between a real person and their digital iden-
tity must be created and this is called identity proofing. In the enrollment
process, the party who is being proofed is, in these guidelines, called an ap-
plicant. When an applicant successfully completes the proofing process, they
are referred to as a subscriber. A trusted entity called the Credential Ser-
vice Provider (CSP) is in charge of registering subscriber authenticators and
issues electronic credentials which will be unique for each user. In the authen-
tication phase, the party who is being authenticated is called a claimant and
the party verifying that identity is called a verifier. The verification of a user
is done so that the Relying Party (RP), which is the server providing access
to subscribers, establishes confidence in the identity of the subscribers. The
RP and the verifier may be the same entity or separate. In case of separate,
the RP will receive an assertion from the verifier and decide if the assertion
meets its established criteria for the system.[46].

4.2.2.2 SP800-63A - Enrollment and Identity Proofing

One of the biggest challenges in online transactions is to be sure that the
person behind the actions that are being executed, is intentional by the
legal owner of that account. As mentioned before, different services require
different level of assurance, simply because the risk of an attacker getting
access to accounts on different services results from different consequences.
The first preemptive action is a secure and successful enrollment process
which is described in Identity Assurance Levels (IAL) which comes in three
levels (as described in the series).

IAL-1 There are no requirements to link the applicant to a specific real-life
identity. Any attributes provided are self-asserted or should be treated as
self-asserted. Self-asserted attributes are neither validated nor verified.
This level is used for minimum security services and have no trust
between user and system.

IAL-2 Evidence support real-world existence of the claimed identity and veri-
fies that the applicant is appropriately associated with this real-world
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identity. IAL2 introduces the need for either remote or physically-
present identity proofing. Attributes could be asserted by Credential Ser-
vice Providers (CSPs) to Relying Parties (RPs) in support of pseudony-
mous identity with verified attributes. A CSP that supports IAL2 can
support IAL1 transactions if the user consents.

IAL-3 Physical presence is required for identity proofing. Identifying attributes
must be verified by an authorized and trained CSP representative. As
with IAL2, attributes could be asserted by CSPs to RPs in support of
pseudonymous identity with verified attributes.

In IAL2 all the necessary personal information is being gathered, verified
and saved. The use of biometric data is optional and enrollment does not
necessarily have to be done in person. IAL3 on the other hand requires the
use of biometric, and hence remote enrollment is no longer an option. This is
to provide further evidence of superior strength to protect the identity from
impersonation, fraud, or other significantly harmful damages. There is also
many detail about what and how information should be gathered, which is
outside of the scope of this thesis.

4.2.2.3 SP800-63B - Authentication and Lifecycle Management

After a successful enrollment, subscribers will have all the necessary infor-
mation and tokens (authenticators) to prove their identity to the given ser-
vice/application to login and start using it. This document contains technical
guidelines for digital authentication of subjects to system over a insecure net-
work. When an authentication process is initiated, the claimant has to prove
his/her identity to the verifier by proving possession of the authenticator(s)
through a secure authentication protocol. The different Authenticator As-
surance Levels (AALs) establish different level of trust in the claimant and
at the higher levels it will make it harder for non subscribers to imperson-
ate a subscriber. The higher levels will reduce the risk attacks and it is up
to each service provider to set the AAL level based on own risk assessment
and the type of service and their data collection policies. Sensitive data re-
quires higher security. The different levels of Authenticator Assurance are
(as described in the series).

AAL-1 Provides some assurance that the claimant controls an authenticator
bound to the subscriber’s account. AAL1 requires either single-factor
or multi-factor authentication using a wide range of available authenti-
cation technologies. Successful authentication requires that the claimant
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prove possession and control of the authenticator through a secure au-
thentication protocol.

AAL-2 Provides high confidence that the claimant controls authenticator(s)
bound to the subscriber’s account. Proof of possession and control of
two different authentication factors is required through secure authen-
tication protocol(s). Approved cryptographic techniques are required at
AAL2 and above.

AAL-3 Provides very high confidence that the claimant controls authentica-
tor(s) bound to the subscriber’s account. Authentication at AAL3 is
based on proof of possession of a key through a cryptographic proto-
col. AAL3 authentication requires a hardware-based authenticator and
an authenticator that provides verifier impersonation resistance; the
same device may fulfill both these requirements. In order to authenti-
cate at AAL3, claimants are required to prove possession and control of
two distinct authentication factors through secure authentication proto-
col(s). Approved cryptographic techniques are required.

Below is a list of authenticator types that are described in this document
and are used in the different authentication levels.

• Memorized Secret - This is typically referred to as password or PIN
(Something you know)

• Look-Up Secret - A physical or electronic record with set of secrets
shared between the between the claimant and the CSP. (Something
you have)

• Out-of-Band Devices - A device that is used for secure commu-
nication with the verifier through a private secondary channel for
e-authentication. (Something you have)

• Single-Factor One-Time Password (OTP) Device - A device which gen-
erates One-Time Passwords with a secret that is embedded in the de-
vice. These devices prove both possession and control of the device.
The device will typically generate and display 6 characters or digits
which the user manually inputs to the verifier. (Something you have)

• Multi-Factor OTP Device - This is a similar device as the one above,
but before the device generates a One-Time Password the user have
to activate the device through second factor authentication. This can
be achieved by a PIN number or a fingerprint sensor on the device.
(Something you have AND something you know or something you are)
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• Single-Factor Cryptographic Software - A cryptographic key that is
stored on a disk or some other ”soft” media. Authentication is accom-
plished by proving possessions and control of that key. (Something you
have)

• Multi-Factor Cryptographic Software - Same as ”Single-Factor Cryp-
tographic Software”, but need second factor authentication to activate.
(Something you have AND something you know or something you are)

• Single-Factor Cryptographic Device - A hardware device that performs
a cryptographic operations using protected cryptographic key(s) and
provides the authenticator with output directly, no manual interference
by the user. (Something you have)

• Multi-Factor Cryptographic Device - Same as ”Single-Factor Crypto-
graphic Device”, but need second factor authentication to activate.
(Something you have AND something you know or something you are)

Each of the levels in AAL have different requirements of use of the au-
thenticators. For example AAL-1 is free to choose any of the mentioned
authenticators types (have to choose one). AAL-2 can either choose between
a multi-factor authenticator or a combination of two single-factor authentica-
tors (one of which has to be memorized secret). The requirements for AAL-3
is different from the two previous. There is a list of the allowed combination
of authenticators which is not optional and cannot be altered with. Below is
a list of legal combination of authenticator for AAL-3.

1. Multi-Factor Cryptographic Device

2. Single-Factor Cryptographic Device used in conjunction with Memo-
rized Secret

3. Multi-Factor OTP device (software or hardware) used in conjunction
with a Single-Factor Cryptographic Device

4. Multi-Factor OTP Device (hardware only) used in conjunction with a
Single-Factor Cryptographic Software

5. Single-Factor OTP Device (hardware only) used in conjunction with a
Multi-Factor Cryptographic Software Authenticator

6. Single-Factor OTP Device (hardware only) used in conjunction with a
Single-Factor Cryptographic Software Authenticator and a Memorized
Secret
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Both measurements of physical and behavioral biometric characteristics
are included in the authenticators. But for a variety of reasons, this doc-
ument supports only limited use of biometrics for authentication. It is de-
scribed that biometric characteristics do not constitute secrets. Someone’s
biometric characteristics can be found or recorded (picture of face, fingerprint
by touching something etc). Furthermore, the result of biometric comparison
is probabilistic, whereas the other authentication factors are deterministic.
Some of the issues can be solved with Presentation Detection Attack (PAD),
but additional trust in the sensor or biometric processing is required to en-
sure that PAD is operating correctly. Use of biometrics must therefor be in
compliance with several requirements. Some examples are:

• It shall only be used as part of multi-factor authenticator device (Some-
thing you have).

• The False Acceptance Rate (FAR) of the biometric system shall be 1
in 1000 or better.

• The biometric system should have PAD implemented and should also
demonstrate at least 90% resistance to presentation attack.

These requirements plus many others are specified to improve the perfor-
mance of the biometric system and make it the results more deterministic.
This gives us a clear indication that the trust in biometric in this document is
not very high and there is yet plenty of room for improvement in the future.

4.2.2.4 SP800-63C - Federations and Assertions

Federation authentication, as mentioned above, makes it easier for each in-
dividual to have access to more than one service with a single identity. But
different services will have different levels of authentication assurance and
it is up to the RP to determine which Federation Assurance Levels (FALs)
it is willing to accept. Each FALs have protocols on how to construct and
secure transactions. These protocols contain requirements and responsibili-
ties of the federation towards the subscriber. This is very important because
the subscriber’s information is shared between two parties. If a subscriber
tries to access a simple service, the information that is shared with the RP
by IdP has to be reasonable. The RP should not ask for more information
than what is necessary. The same applies to the IdP. IdPs will have much
insight in subscribers activities, what services he/she uses, how often, etc.
This example is an issue that is concerning the privacy of subscribers. Other
security requirements described are; Key Management - IdP shall protect
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the assertions with signature and key using approved cryptography so that
the RP is unable to impersonate the IdP at another RP; Runtime Decisions
- White-listing and black-listing IdPs and RPs regarding information shar-
ing; Re-authentication and Session Requirements - Each session is managed
separately by the RPs. Assertions - What information and attributes the
assertion, sent from the IdP to RP, shall include; Assertion protocol - How
the assertions shall be secured to prevent attacker manufacturing valid asser-
tions or reusing captured assertions from previous sessions; The three levels
are as following.

FAL-1 Allows for the subscriber to enable the RP to receive a bearer assertion.
The assertion is signed by the IdP using approved cryptography.

FAL-2 Adds the requirement that the assertion be encrypted using approved
cryptography such that the RP is the only party that can decrypt it.

FAL-3 Requires the subscriber to present proof of possession of a cryptographic
key referenced in the assertion in addition to the assertion artifact it-
self. The assertion is signed by the IdP and encrypted to the RP using
approved cryptography.

4.2.3 eIDAS

Electronic Identification, Authentication and Trust Services [55] (eIDAS)
is the European Union (EU) Regulation on set of standards for electronic
identification and trust services for electronic transaction in Internal Market
(European Single Market). It is regulation nr 910/2014 of the The European
Parliament and the Council of the European Union of 23 July 2014. Some
of the acts in the regulation entered into force on 17 September 2014 (listed
in Article 52), but the full regulation was applied 1 July 2016. The goal is to
strengthen the Internal market by boosting trust and cross-border electronic
transactions. It ensures that people and businesses can use their own national
electronic identity scheme (eIDs) to access public services in all EU Member
States.

Security and trust of such ecosystem is of course very important. A
person’s identity has to be unique across all Member States and the risk
of impersonations or stolen identity has to be close to impossible. eIDAS
also repeals the old electronic signature by the eSignature Directive which
was established in 1999. eIDAS has as goal to make cross-border transaction
secure and trustworthy by extending the trust services with the following[22]:
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• Time stamping: The date and time on an electronic document which proves
that the document existed at a point-in-time and that it has not changed
since then.

• Electronic seal: The electronic equivalent of a seal or stamp which is applied
on a document to guarantee its origin and integrity.

• Electronic delivery: A service that, to a certain extent, is the equivalent in
the digital world of registered mail in the physical world.

• Legal admissibility of electronic documents to ensure their authenticity and
integrity.

• Website authentication: Trusted information on a website (e.g. a certificate)
which allows users to verify the authenticity of the website and its link to
the entity/person owning the website

All services that are in compliance with the requirements of eIDAS reg-
ulation will have the EU trust mark which tells users that the service is
trusted and they can carry out their online transaction in a safe, convenient
and secure way. On figure 4.3 is the EU trust mark logo which is inspired by
the flag of the European Union.

Figure 4.3: EU trust mark [21]

4.2.3.1 Implementation of eIDAS [17]

eIDAS also divides assurance into three levels which are Low, Substantial
and High. The specifications are prescriptive, but they have no preferred
technology. The implementation regulation is a separate documentation and
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describes 4 stages in total which are (1) Enrollment, (2) Electronic identifica-
tion management (3) Authentication and (4) Management and organization.
The document distinguishes between a natural person, which is an regular
person, and a legal person, which may be a private (i.e business entity or
non-governmental organization) or public (i.e. governmental) organization.
Although they are very similarly described, I will be only focusing on natural
persons.

(1) Enrollment

• Application and registration - inform the applicant about terms and
conditions, and recommended security precautions related to the use
of electronic identification before collecting relevant identity data for
proofing and verification.

• Identity proofing and verification - the applicant proves his/her exis-
tence by presenting evidence which is validated by a Member State.
There are different requirements in terms of evidence to be presented
and validated to reach the higher levels.

• Binding the electronic identification and natural person - the natural
person has been verified by an authoritative source (reliable source
which provides accurate information) and his/her identity is linked with
the electric identity.

(2) Electronic identification management

• Electronic identification, characteristics and design - utilization of au-
thenticator factor(s) (knowledge-, possession- or inherent based) de-
pending on assurance level. In case of inherent based, this document
does not specify any preferred biometric modality (fingerprint, face,
etc). Higher levels require more than one factor and various security
controls to be sure that the correct person is in possession of the au-
thenticator factors.

• Issuance, delivery and activation - making sure that after issuance of
the electronic identity means reaches only the intended person.

• Suspension, revocation and reactivation - revocation of an electronic
identity, either by the owner or by other authorized authorities.

• Renewal and replacement - taking into account risks of change in the
person identification data for renewal or replacement of eID to meet
the same assurance requirements as initial identity proofing.
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(3) Authentication

• Authentication mechanism - a reliable verification of the eID before
releasing a person’s data. The authentication mechanism security con-
trols should make it highly unlikely for attackers with different capa-
bilities (depending on the different levels) to succeed.

(4) Management and organization

• All service providers with services related to electronic identification
in a cross-border context shall have in place documented information
security management, policies, approaches to risk management, and
other recognized controls so as to provide assurance to the appropriate
governance bodies for eID schemes in the respective Member States that
effective practices are in place. (This part is for specific requirements
for service providers and outside of the scope of this thesis.)

4.2.4 RAU

Rammeverk for Autentisering og Uavviselighet (RAU) [3], translated into
English as ”Framework for Authentication and Non-Repudiation” is the Nor-
wegian framework for electronic identification in public sector. It is an easy
and universal guide across all public enterprises to secure transactions both
on public and private network. Offering compatible eID authentication pro-
tocols and schemes reduces the cost for authentication solutions and at the
same time makes it easier for the users because they can use same credentials
across all public services.

The framework was published in April 2008 and focuses on User Authen-
tication which in turn provides basis for non-repudiation and accountability.
Non-repudiation is the ability of a service to provide proof of integrity and
origin of data, which in turn means that it provides proof that the data sent
through an insecure network has not been altered with and can, with very
high confidence, be linked to a specific person as evidence if needed. This can
for example be achieved using PKI because of the unique and secret private
key which is used to sign the data.

4.2.4.1 Implementation

The risk assessment for authentication was based on four levels of assurance,
unlike NIST and eIDAS which only use three. The lowest level in RAU
specifies little or no assurance of correct user authentication. Although there
are four levels, only the top two levels meet the minimum requirements for
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public services, and of the two, only level 4 requires Public Key Infrastructure
(PKI). These two levels are called Person Standard (level 3) and Person
High (level 4) and they have extended security measures because of their
data access privileges and potential authentication risks. Apart from that,
all levels can provide some form of authentication and electronic signature,
though the lower levels offer relatively low level of assurance. Below is a
brief summery of the important properties in each level and what level of
assurance they provide:

Level 1: None

- Password and username are chosen freely over the Internet

- Personal identification number(fødselsnummer) can be used for identi-
fication.

Level 2: Low

- Single factor authentication.

- Password is sent in the mail to the home address of the user.

- One-time-password (OTP) generator without any password protection,
is sent to the home address of the user.

- Both static and dynamic authentication factors can be copied. This
requirement describes how the authentication factors are stored locally
and how they are protected, both physically and logically. Because the
password is sent by mail, there will always be a chance of interception
and therefore can be copied. There is also no requirements about tam-
per proof OTP device, which means it can be vulnerable and does not
meet the requirement of ”not-copyable”.

- There should be routines and logs which can link a person, with rea-
sonable certainty, to an action.

Level 3: Substantial

- Two-factor authentication, one static (password), one dynamic (OTP).

- OTP generator which is activated with PIN-code. The PIN-code and
device are sent separately.

- List of OTP, which is sent in the mail, used alongside username and
password.
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- OTP on mobile phone is possible if the phone (SIM-card) is registered
to the user.

- No personal attendance is required for pickup of the authentication
factor(s), but there are measures of making sure that wrong person
does not utilize the solution.

- Dynamic authentication factors can be copied, but not static. The
dynamic authentication factors that can be copied are for example a
pre-defined list of OTP, one of which is randomly chosen each time a
user attempts to login. The static password is chosen first time with
the help of dynamic authentication factor once it is received.

- Same requirement as level 2 for linking a person to an action.

Level 4: High

- Most of the same requirements as for level 3, but:

- Personal attendance is required minimum once (first time) with valid
ID (e.g. passport, drivers licence, etc.)

- Public Key Infrastructure (PKI)

- None of the authentication factors can be copied. There is no list
of OTP and no password is sent by mail. The user chooses his/her
password with some conditions to make it more secure (e.g. must be
8 characters long, include at least one capital and small letter and one
number, etc.) and dynamic authentication factors are required to be
tamper proof.

This short summary does not contain all the details of RAU, but is a
brief overview. RAU has been used for some time (since 2008), but after
the release of eIDAS, the replacement of RAU is inevitable due to the Euro-
pean Economic Area (EEA) agreement on ”equal obligation”[18, 54]. This
means that Norway, as part of the EEA agreement, has to follow the same
regulations as the other EU Member States. Therefor a new framework is
needed to comply with the specifications of eIDAS which is set to replace
RAU slowly, but surely from 2018. This new framework, which is currently
a public draft, is described next.

49



4.2.4.2 RIS

Rammeverk for Identifikasjon og Sporbarhet (RIS), which translates to
Framework for Identification and Accountability [53], is the new version
of RAU. This framework, at the time of writing this thesis, is still under
consultation and not finalized [52]. However, I will give a short overview of
the big changes that have been proposed compared to RAU.

The main reason for this new version, which are listed in the document,
are first and foremost the compliance with the eIDAS framework. Moreover
the new name indicates the change of focus compared to its predecessor. The
term ”Authentication” is changed to ”Identification” and the term ”Non-
Repudiation” is changed to ”Accountability”. The most noticeable change
however, are the new assurance levels which are adopted from eIDAS. What
was previously a four level assurance scale has now become three, similar to
eIDAS. This means that the lowest level (AAL 1 from RAU) is discarded
and no longer needed. The names of the new levels are also equivalent to
those from eIDAS which are Low, Substantial and High. Another notice-
able difference is that the identification process is no longer only focused on
authentication, but also enrollment and identity proofing. The new frame-
work clearly requires that every identity claim applies to a person found in
the national registry (folkeregisteret) with secure and unambiguously link to
his/hers eID. So every enrollment and identity proofing is solely based on a
person’s personal identification number (fødselsnummer (fnr) / d-nummer).
Other characteristics, such as name and date of birth, is not considered
unique because other people might have the same attributes.

The concept of Accountability has replaced ”non-repudiation” (also called
content-commitment) to describe more than just a simple yes or no. Non-
repudiation as mentioned is the property of providing proof to whether some-
one did something or not. Accountability on the other hand provides more
detail about the evidence as well as how to keep it safe. This is done based
on the following (as described in the document):

• Produce evidence that a particular entity performs a particular action
at a certain time.

• Save the evidence for as long as it is required, with sufficient assurance
that it is not deleted or altered.

The evidence may contain:

• Identification of all entities involved in the event

• A description of the event.
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• What document the event is linked to

• What time did the event take place

Accountability has become a key component of this framework and can
be achieved at two levels. Level 1 is simply keeping logs of events that are
happening. But to lower the risk of deletion and alteration of the information,
level 2 also requires an independent third party to be involved to give the
evidence further assurance.

Once again, the role of biometrics is insignificant and has small part in
this framework. Although this document is written in a technology-neutral
way, biometrics are not mentioned as a crucial factor in any aspect of security.
It is only briefly mentioned as an alternative way for assurance level 4 when
personal attendance is required to receive the issued authenticators. But
that will not impact the security or user experience because that is a process
performed only in the case of issuing new authenticators, which only happens
rarely.

4.3 Technologies and Implementations

Moving on to the real world implementations there are many examples of
authentication and identity management technologies which are used by mil-
lions of people. Most of them are for the most part based on an approved
framework such as those which have been discussed in this thesis. Next, I will
discuss two of the most popular and widely used authentication technologies
(BankID and MinID) which are used to access all public services in Norway
and they both fit into the RAU framework. They do not include any bio-
metrics in neither the process of identity proofing nor authentication. FIDO
and BTAP on the other hand are two different approaches to authentication
with biometrics in the heart, which will be discussed later in this chapter.

4.3.1 MinID

MinID is an electronic identification (eID) solution developed and managed
by the Directorate for Administration and ICT (DIFI ) in the public sec-
tor. It complies with RAU assurace level 3. There exists unfortunately no
public technical paper or requirement specifications describing the security
behind the technology. I will instead discuss the process of enrollment and
authentication based on information found on their websites together with
my own experience. I will also give my assumption on how the security is
implemented on the basis of these information.
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Difi was established in January 1st 2008, and started working to create a
solution for a common authentication portal to all public services, meaning
using the same authentication method to access all public services. They gave
it the name ID-portal (ID-porten) which today consists of six technologies.
MinID, which is developed by themselves and the rest are developed by
private companies.

Technology Company AAL
MinID DIFI 3
BankID Nets AS 4
BankID on Mobile Nets AS 4
Buypass ID on smartcard Buypass AS 4
Buypass ID on mobile Buypass AS 4
Commfides Commfides Norge AS 4

Table 4.1: ID-portal authentication methods [48]

MinID is at AAL 3 according to RAU and therefore cannot be used to
access the most sensitive data such as medical records, as seen on figure 4.6.
On the far right the authentication is for ”helsenorge.no”, which contains
health record of each person, and MinID is not listed as an option. But
ID-porten have included many AAl4 eID solutions for people to choose from.
Most popular among those on the list 4.1 are BankID/BankID on mobile,
otherwise MinID is very popular.

4.3.1.1 MinID

To apply for a new MinID is a simple process. Every resident of Norway has
a national identity number (fødselsnummer(Fnr) / D-nummer(Dnr) (Dnr is
equivalent to fnr for non-Norwegian citizens)). This also means that they are
registered in the national registry (Folkeregisteret) with personal information
such as address and postal code among other things. First step is to apply
for the 20 random generated codes which can be seen on figure 4.4 (bottom
choice). Then you fill out your national ID / Dnr and 20 random codes will be
generated and sent by letter to the address registered to you in the national
registry. The letter is referred to as PIN-code letter and contains 20 5-digit
codes which are numbered 1 to 20 as seen on figure 4.5. The numbering is
important because the system will by random choose one (or more) number
between 1 and 20 each time, regardless of any order, and you have to supply
it with the code belonging to that number.

Once the codes arrive, you resume the registration process for new MinID.
From the registration page, shown on figure 4.4, you continue with the top
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Figure 4.4: First step in registration for MinID

choice this time. You will first be asked for two codes from the PIN-code
letter, and after that the system collects some mandatory information about
you, such as phone number and email address. You also have to choose
an 8-digit password to satisfy the requirement of two-factor authentication
according to the RAU. After this, you are ready to authenticate yourself
using MinID on public services.

Authentication with MinID is pretty simple. First you type your Fnr/Dnr
and the password that was created by you. Then the system asks for one
of the 20 codes from the PIN-code letter by its number (e.g. PIN nr 17)
which you have to provide and the authentication is complete. The letter
with PIN-codes is not very user friendly to carry around and always keep
safe. Therefore, MinID has made it possible to change the second-factor
authenticator from PIN-code letter to SMS to the phone number that were
registered under the enrollment process.

4.3.1.2 How it might be implemented

Due to absence of documents describing the technical parts of this technology,
I will instead give my assumption based on enrollment and authentication
process, RAU framework (AAL 3) and other implementations with similar
functionality.

First of all, the PIN-code letter is the main factor in creating MinID. This
process of receiving the letter seems relatively reliable because the destination
is not optional and therefore not possible for an attacker to take advantage
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Figure 4.5: PIN-code letter for MinID. Adopted from the MinID website
(fictitious codes)

of by sending someone else’s codes to him-/herself. Fnr and Dnr are not
considered a secret so it is possible to have knowledge about someone else’s
Fnr/Dnr and order new codes on their behalf (it seems), but the destination
address will always be chosen from the national registry, and an attacker will
not be able to change that.

One way the implementation could be functioning is that the server keeps
an encrypted copy of the generated codes for comparison with the inputs.
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Figure 4.6: The government Id-federation, which shows how different gov-
ernment services offer the same set of alternative authentication methods.
Login screen for (from left): L̊anekassen(scholarships), Skatteetaten(Taxes),
Helsenorge(health related)

Changing from the PIN-code letter to OTP via SMS would make the service
more user friendly and secure, because: 1) Our phone is more personal and
always available to us. 2) In case of compromised static password, the code
via SMS is always random and time limited whilst the letter is always the
same 20 codes (with no time limit) chosen randomly. Therefore the security
of SMS greater. It is a small but could perhaps be a crucial difference. I
would also argue that it is easier to notice that your phone is missing than a
piece of paper you rarely use.

4.3.2 BankID

In early 2000, the BankID collaboration was established by the Finance In-
dustry Association and the Norwegian Banking Industry (now under the
name of Finance Norway) to develop a common infrastructure for issuing
and managing electronic identification and signatures. The company respon-
sible for development, maintenance and management of the solution is Nets
Norway Infrastructure AS (Nets). In 2004 the solution was ready and the
first customers were issued their BankID. Today there are over 4 million Nor-
wegians who have a BankID. BankID is used by all banks, ID-port, which
means all public services, and also increasing number of enterprises [43] in
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Norway for electronic identification and signature.
BankID is based on a version of the Public Key Infrastructure (PKI)

which is required by the RAU AAL4. There are two versions of BankID. The
”old” version is the same as when it first was released, which is a two-factor
authentication protocol using a combination of a person’s national identity
number (fødselsnummer), and a static password alongside a dynamic one-
time-password (OTP). The OTP is a separate and secure hardware device
which is issued by the bank. The ”new” version is called ”BankID on mobile”
where the hardware device is replaced by a function programmed in the SIM-
card.

4.3.2.1 BankID

BankID can only be issued by the banks. There is an age limit of 18 years.
For minors, they need consent from the parents/guardians. To start the pro-
cess, the customer has to show up in person a local bank office with valid
identification. Valid ID to receive BankID is a Norwegian passport, foreign
passport, travel certificate for refugees or Norwegian immigration passport
[1]. This is where the enrollment and identity proofing is happening. I was
unfortunately not able to find any literature describing all of the processes,
but based on publicly available information and my own personal encounter
with BankID, I will give an overview of the most crucial parts of this tech-
nology.

All the necessary information about the customer is gathered at the bank
office and the BankID, linked with the customers real identity, is issued.
Before the enrollment is finished the customer needs two authentication fac-
tors to be able to use his/her BankID. First, a static password has to be
chosen (Something you know) and then a dynamic OTP device (Something
you have) which they receive from the bank. There are two types of OTP
devices, one of which is equipped with numbered buttons and the other with
a single activation button, which is show on figure 4.7. For obvious reasons,
these devices are very secretive and not much is publicly available, but there
are some information about how they operate. Based on interview with the
IT security officer for banking standardization office (Bankenes standardiser-
ingskontor (BSK)), the devices generates a random one-time-password using
three variables, (1) something random, (2) something unique and (3) a se-
cret algorithm[59]. The random variable is a built-in clock because time only
moves forward, never same value twice and therefore always random. The
second variable is a unique key for each customer. This is needed because
the secret algorithm generates the random one-time-password using the time
and unique key as parameters. The devices are made tamper proof to protect
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the secrets inside them. If opened, it will self-destruct and make the infor-
mation unrecoverable. Details about how this is done is kept secret by the
banks. And to make it guessing- and brute-force attack proof, the generated
password is only valid for short amount of time.

When the enrollment is complete, the customer is able to use the BankID
to log in to their online banking website, all public services and also numerous
private enterprise services. Notice on figure 4.6 that BankID and BankID
on mobile are both AAL 4 and are accepted for helsenorge.no, which is the
Norwegian health portal where all health records about every citizen is stored.
AAL 4 is required to get any access to health information [49].

Figure 4.7: OTP devices from DNB. With and without PIN

When the bank issues a BankID for a customer, it keeps a copy of the
authentication factors to be able to compare the typed credentials upon an
login event. This means that the bank server has a virtual copy of the cus-
tomer’s OTP device (clock, unique key and secret algorithm) and is able to
generate the same OTP as the customer. The static password is of course
stored as a salted hash-value in a database. As mentioned earlier, BankID is
based on a version of PKI and certificates. All private keys and their belong-
ing certificates are encrypted and securely stored at the bank. The costumers
go through the two-factor authentication to enable their private key and cer-
tificate for authentication on different services and to sign documents. In
a normal PKI system, the users and only the users, have the possession of
their private key and it is stored locally at the users. In BankID however,
the private key is stored at the bank. Centralized storage of private key has
not been specified in RAU, but is allowed according to RIS [53].

4.3.2.2 BankID on mobile

BankID on mobile is not an alternative to regular BankID, but rather an
extension. There are some prerequisites before a customer can activate and
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use this feature:

1. Must have a BankID in advance.

2. Both the Bank and mobile operator must support BankID on mobile.

3. Must have a phone and SIM-card that is compatible with this technol-
ogy (does not have to be a smartphone).

If all the conditions above are met, then activating this feature is a very
simple and quick process. The customers can do this themselves in matter
of minutes. They have to log in to their bank’s website and follow some
simple steps. BankID on mobile has a slightly different architecture than
BankID. During configuration, a new private key is created, encrypted and
stored within the SIM-card of the customer. The customer is also prompted
to create a 4-8 digit pin-code to protect the private key on the SIM-card.

Figure 4.8: Login screen with BankID on mobile

The biggest advantage of using BankID on mobile is that you do not need
a dedicated hardware device just for the purpose of two-factor authentication,
you can just use your phone instead. These days, everyone has a phone which
they carry with them everywhere they go, so in that sense we are always
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equipped with our second-factor authenticator. The authentication process
is very simple and intuitive. On figure 4.6, we choose the option ”BankID p̊a
mobil”. Figure 4.8 shows the further steps. You fill out your phone number
and date of birth. The application then sends a request to your phone which
has to be signed with your private key on your SIM-card. For further security,
two random reference words are added and sent together with the request,
as shown on figure 4.8. If the two words (login screen and the request to
your phone) are equal, you can continue and write your PIN-code in the
next window. If the PIN-code is correct, then the request is signed with the
private key on the SIM-card and sent back the website and you will soon
after pass the authentication.

4.3.3 FIDO Alliance

The FIDO Alliance is an non-profit organization working towards the goal of
passwordless authentication. It started as an idea in late 2009 on how PayPal
could use biometrics instead of passwords for online users identification, by
Ramesh Kesanupalli (at the time CTO of Validity Sensors). The idea turned
into an industry standardization with more than 200 FIDO Certified solutions
and over 3 billion users authenticating with FIDO solutions today. Some
of the big companies involved are Google, Facebook, Microsoft, Amazon,
Samsung, PayPal and many more[7, 9]. So what is the FIDO solution?

Fast Identity Online (FIDO) was launched in February 2013 with two
main objectives. First, to have a standardized interoperable, relatively
strong- and simple authentication mechanism that could be used across
devices and services. Second, get rid of the old and cumbersome username-
password combination and have a user-friendly and secure action such as
swiping a finger, entering a PIN, speaking into a microphone, inserting a
second–factor device or pressing a button[8].

The solution is based on public key cryptography with two simple steps,
Registration and Login. The most important feature in the solutions are a
private authenticator, e.g. smartphone or a secure portable device, that will
not be shared with anyone. The two steps are explained in their solutions as
following[8]:

Registration

• User is prompted to choose an available FIDO authenticator that
matches the online service’s acceptance policy.

• User unlocks the FIDO authenticator using a fingerprint reader, a but-
ton on a second–factor device, securely–entered PIN or other method.
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• User’s device creates a new public/private key pair unique for the local
device, online service and user’s account.

• Public key is sent to the online service and associated with the user’s
account. The private key and any information about the local authen-
tication method (such as biometric measurements or templates) never
leave the local device.

Login

• Online service challenges the user to login with a previously registered
device that matches the service’s acceptance policy.

• User unlocks the FIDO authenticator using the same method as at Reg-
istration time.

• Device uses the user’s account identifier provided by the service to select
the correct key and sign the service’s challenge.

• Client device sends the signed challenge back to the service, which ver-
ifies it with the stored public key and logs in the user.

What makes this simple and relatively secure is that user authentication
is happening locally on the private device. Instead of authenticating to a
service, users now authenticate themselves to their device and, if success-
ful, the device will authenticate them to the service, as shown on figure 4.9.
FIDO have developed two protocols to fit this description. These are Uni-
versal Authentication Framework (AUF) and Universal 2nd Factor (U2F).
UAF allows online services to offer passwordless and multi-factor security
by registering their device with a local authentication method as mentioned
earlier. Once registered, the user simply repeats the local authentication ac-
tion to login. UAF also allows for multiple local authentication mechanism
such as fingerprint + PIN[6]. U2F allows online services to a add second
factor to their existing password infrastructure to login. Users log in with
their usual username and password, but the service now also requires second
factor authentication. The user chooses between inserting and pressing a
button on a USB device or tap over Near-field communication (NFC) during
registration and authentication. With the second factor, the users can choose
a simpler password while still maintaining a relatively strong authentication
assurance[10].

The local authentication is done to activate signing of the challenge with
the private key that is stored on the device. Thus the private key remains
private and is never exposed on the Internet and can never be attacked
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on the server-side. This is also the case about any data that is used to
authenticate users locally, such as biometric data, PIN code etc. The user
is then eliminated as a weak link and a target for attackers because they
cannot be tricked into giving up their secret because they literally do not
know the secret, they can only activate it on their device. The result is fast
and simple, yet strong authentication in a very user-friendly way on a large
ecosystem, which is constantly expanding, across operating systems, devices
and applications. Figure 4.9 illustrates the FIDO architecture.

Figure 4.9: How FIDO works [11]

4.3.3.1 FIDO2

The FIDO2 project is the next step which is to integrate the easy and user-
friendly solutions directly into the web-browsers. It consists of two standards
which are WebAuthn[66] by World Wide Web Consortium (W3C) in collab-
oration with FIDO Alliance, and FIDO’s Client-To-Authenticator-Protocol
(CTAP)[5]. WebAuthn lays out the web APIs that developers can take ad-
vantage of and enable their FIDO-based authentications in the web browsers.
All the major browsers (Chrome, Firefox and Edge etc) are already support-
ing and implementing this for simplicity and increased security for their users.
The way this works is by the users initiating an authentication process on
a website that uses the FIDO authentication. The website then uses the
WebAuthn API to make a JavaScript call on the browser which sends a chal-
lenge to the user. The browser then connects with the underlying operating
system (Android, Windows, Mac etc) and requests a response from the user.
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This is where CTAP comes in. It allows the user to sign the challenge using
the capabilities of the operating system (fingerprint sensor, Bluetooth, NFC,
microphone, USB etc). The user authenticates locally and signs the chal-
lenge with his/her private key. No local data (biometric data, PIN codes,
USB token etc) will ever leave the device. Like earlier mentioned, FIDO solu-
tions are based on public key cryptography and the local authentication will
only sign the challenge using the private key stored securely in the device.
The service will recognize the signature because of the unique feature of the
public private key-pair.

4.4 The SWAN project

SWAN, short for ”Secure Access Control over Wide Area Network, is a
research project funded by The Research Council of Norway. The project
is a collaboration with six partners under the IKTPLUSS project: NTNU
(Coordinator of the project), University of Oslo, Idiap Research Institute
in Switzerland, Safran Morpho, Zwipe and The Association of German
Banks, illustrated on Figure 4.10. The goal of this research project is to
develop countermeasures and technologies that lead to a usable, economic,
and privacy-preserving access control platform based on biometrics and
smartphone tokens. The motivations behind this project are to address the
increased number of illegal access to customer accounts in e.g. ebanking,
ehealth, email, ecommerce etc. which are of critical threat to Norwegian
consumers and citizens, and the Norwegian economy as a whole.

Figure 4.10: The SWAN consortium and their contributions to the project

The underlying concept of SWAN is to achieve trustworthy and secured
banking transactions based on biometric authentication. The core idea is to
develop a biometric capture process that is compatible with a range of de-
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vices including smartphones, personal computers and stand-alone terminals,
enabled by a trusted computing platform, and authentication protocols. The
aim is to develop a highly reliable, cost-effective and secure transaction au-
thentication service for the financial sector (e.g. online banking) that is easy
to use for consumers, and protects their privacy.

The reasons for introducing biometric authentication according to SWAN
are as following:

1. It provides a stronger form of authentication, as it utilises individual
physical/behaviour characteristics to ensure that the customer is the
one initiating the transaction, assuming that the system is resistant to
PA.

2. It minimises the risk of identity theft and subsequent financial fraud.

3. The use of multiple biometrics enable universal access, and potentially
stronger security.

4. It offers reliable, fast and convenient authentication to consumers and
citizens, and a cost-effective solution to financial service organisations.

Figure 4.11: Graphical presentation of inter-dependencies between work
packages for SWAN.

As shown on Figure 4.11, the project is divided into six work packages
(WP). WP1 includes project management, dissemination, and standardiza-
tion, WP2-WP5 are the research activities and WP6 takes in inputs from
WP2-WP5 to produce a proof-of-concept demonstrator. The research activ-
ities focus on each their topics which are following:
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WP2: Privacy Preserving Biometrics

Biometrics are the core of this solution and the data is highly sensitive so
keeping it safe is of utmost importance to avoid misuse, loss or theft of data.
To achieve this, SWAN is researching to develop innovative privacy preserving
biometric solutions based on advanced template protection methods. All
biometric data will be stored locally on the personal device used to enroll,
which eliminates the need for a centralized or cloud based system to minimize
the risk and damage in case of an attack.

WP3: Information Fusion

Not all transactions are high volume transactions. For best security and
user-friendliness, each transaction can be categorized based on risk. For
small volume transaction, authentication is still relevant, but with lower
security, e.g. the presence of a smartphone as a single modality might be
sufficient. Based on the transaction volume, the system can increase the
number of combined modalities needed in order to successfully authenticate,
e.g. highest level requires smartphone, fingerprint, voice, face and iris.

WP4: Presentation Attack Detection

To protect our biometrics data and attacks on our personal devices from
forged artifacts and spoofing, SWAN research will include building a system
that prohibits presentation attacks of biometric input data with innovative
methods of presentation attack detection.

WP5: Transaction Protocol

Trustworthy transaction authentication protocols play a vital role in the
success of online financial transaction applications. Phishing and malware
threats are significantly growing by spreading malicious software over vari-
ous communication channels, personal computers and also on smartphones.
Malware is capable of gathering information (including passwords, bank ac-
count numbers and valid transaction numbers) used by the customer during
financial transactions. Thus, there is a strong need of reliable transaction
authentication protocols to securely link the financial transaction details and
to provide end-to-end security. To achieve this, SWAN will develop a secure
transaction authentication protocol based on biometrics, alongside trusted
communication tools for this purpose. The protocol will be based on the
Biometric Transaction Authentication Protocol (BTAP) [29].
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4.4.1 BTAP

Biometric Transaction Authentication Protocol (BTAP) is developed as a
solution to the problem of insufficient security attached to an online bak-
ing transaction. When a user authenticates to an online bank using various
forms of passwords, there is always a possibility that the platform used in
this process, might be infected by malware. Thus, in case the platform is
infected there is a risk that the malware changes the transaction details or
copies or steals sensitive information for later misuse. To overcome this prob-
lem, BTAP authenticates the transaction using biometrics. The transactions
are encrypted using a second factor biometric device. This process adds
a unique biometric characteristic of the person which makes directly con-
nects the user to the transaction. This is considered more secure (depending
on the biometric system) than a knowledge-based (which can be shared) or
possession-based (which can be lost or stolen). Although BTAP authenti-
cates the user as part of a transaction, it is falls under the definition of data
authentication, and not user authentication which means that it is excluded
in the evaluation process in the next chapter.
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Chapter 5

Evaluation

This chapter focuses on assessing the assurance levels of all the solutions
according to each of the aforementioned frameworks. This will give us an
idea on security and performance of the solution according to international
standards. The main objective however, will be to see how the FIDO solution
fits in to these standards. This will help us assess the situation of biometric-
based user authentication technologies and enable us to predict its impact in
the coming years.

Before the evaluation, a short overview of the most important elements
of each solution has been presented and can be viewed in Table 5.1, 5.2,
5.3 and 5.4. These will help us in the process of comparing and mapping
the criteria in each framework to the solutions. Because of differences in
the authentication frameworks in terms of criteria and their descriptions, the
following assumptions have been made to make the mapping clearer:

1. Because RAU is soon to be replaced, it is not included in this evalua-
tion.

2. In each framework, we will evaluate it to what the solution currently
is assigned with, except in the case of FIDO because we want to find
an estimated assurance level that FIDO satisfies.

3. In each framework, we only go through the relevant sections, which
makes comparing and mapping possible for the chosen solutions. Cri-
teria from following sections will be be reviewed:

• Details about enrollment and Identity proofing.

• Details about authentication factor(s).

• Details about authentication protocol(s).
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MinID solution Ref

Enroll with personal identification number (Fnr/Dnr) which can be found in
the national registry.

I

Authentication factor is sent to home address of the applicant. II

Two-factor authentication with static password and dynamic second-factor
authenticator (PIN-code letter)

III

Table 5.1: MinID solution overview

BankID solution Ref

Identity and binding is based on personal attendance and valid ID. I

Two-factor authentication, static password and dynamic OTP generator. II

Personal attendance is required the first time acquiring the dynamic
authenticator.

III

The dynamic authenticator device is tamper-proof with a self-destruct
protocol if the case is opened.

IV

BankID is based on PKI with centralized private key. Only activated upon
successful two-factor authentication.

V

Table 5.2: BankID solution overview

67



BankID on Mobile (BoM) solution Ref

Is issued with the help of BankID I

Two-factor authentication, two random words generated by the server AND
the PIN-code on the SIM-card.

II

Second factor authenticator is the user’s SIM-card which is used under the
registration process, meaning that he/she is already in possession of their
second-factor authenticator

III

The dynamic authenticator, which is a function on the SIM-card, is protected
by PIN-code for the SIM-card and PIN-code for the activation of the function.
The SIM-card will automatically be locked after very few attempts and the
information remains encrypted. This can be considered tamper-proof.

IV

Based on PKI with the private key securely encrypted and stored locally
on the SIM-card of the user.

V

Table 5.3: BankID on Mobile solution overview

FIDO solution Ref

Log into an online service. Register an authenticator. During configuration
of the authenticator, a key-pair is generated by the authenticator and public
key is sent and stored at the service. The registered authenticator is now
part of the authentication.

I

Various authenticators provided by FIDO, e.g single-factor, two-factor,
multi-factor and supports knowledge-based and inheritance-based activation.

II

Table 5.4: FIDO solution overview
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Criteria for RIS-Low MinID BankID BoM FIDO

Identification and binding of a person based on their Fnr - - - -

Authentication factors are delivered based on personal information
found in the national registry (home/email address)

- - - -

One-factor authentication e.g. password. - - - -

Criteria for RIS-Substantial

Identification and binding of a person based on their Fnr I - - -

Authentication factors are delivered based on personal information
found in the national registry (home address)

II - - -

Two-factor authentication that is offered on the open marked, but
which does not satisfy level high

III - - I

Criteria of RIS-High

Identification and binding of a person is based on photo or biometric
evidence or eID of the same level.

- I I -

Authenticator factor(s) are delivered only by personal attendance. - III III -

Two-factor authentication, something you know and either something
you have or something you are

- II II II

The solution must be based PKI. The private key either stored
centralized or on a smartcard.

- V V I

Table 5.5: RIS criteria for each assurance level
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Criteria for eIDAS-Low MinID BankID BoM FIDO

Collect the relevant identity data required for identity proofing. - - - -

The person can be assumed in possession of valid identity and
can be assumed to be genuine according authoritative source.

- - - -

The binding has been established on nationally recognised procedures. - - - -

One-factor authentication from two different categories - - - -

Authenticator(s) delivered via mechanism by which it can be assumed
that it was delivered to the intended person.

- - - -

Security mechanism against guessing, eavesdropping, replay with
enhanced-basic attack potential.

- - - II

Criteria for eIDAS-Substantial

Collect the relevant identity data required for identity proofing. I - - -

The person must prove possession of evidence recognized by Member
State as valid identity. AND The evidence relates to a real person
according authoritative source. AND Steps have been taken to minimize
risk that evidence is not lost, stolen, suspended, revoked or expired

1 - - -

The binding has been verified on the basis of information from an
authoritative source.

1 - - -

Two-factor authentication from two different categories. III - - II

Authenticator(s) delivered via mechanism by which it can be assumed
that it was only delivered to the person whom it belongs to.

II - - -

Security mechanism against guessing, eavesdropping, replay with
moderate attack potential.

III - - II

Criteria of eIDAS-High

Collect the relevant identity data required for identity proofing. - I I -

Provide photo or biometric identification. The information is
verified by an authoritative source

- I I -

The binding has been verified on the basis of information from an
authoritative source. AND The binding is verified on the basis of
information uniquely representing the person.

- I I -

Two-factor authentication from two different categories AND The
authenticators are protected against duplication and tampering and
attacks with high attack potential.

-
II
IV

II
IV

II

Authenticator(s) delivered via mechanism by which it can only be
delivered to the person whom it belongs to

- III III -

Security mechanism against guessing, eavesdropping, replay with
high attack potential.

-
II
V

II
V

II

Table 5.6: eIDAS criteria for each assurance level
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Criteria for NIST Identity Assurance Level 1 MinID BankID BoM FIDO

Zero or more self-asserted attributes. Attributes are not verified. I - - I

Criteria for NIST Identity Assurance Level 2

Remote or in-person unsupervised identity proofing. Minimum necessary
information to resolve unique identity.

I - - -

The authentication factor(s) are ensured to be delivered into the
possession of the whom it belongs to.

II - - -

Evidence of identity (the description can be found in [25]):
One piece of SUPERIOR or STRONG evidence OR
Two pieces of STRONG evidence OR
One piece of STRONG AND two pieces of FAIR evidence.

I - - -

The evidence has been confirmed as genuine at strength of STRONG. I - - -

The identity evidence is confirmed either by physical or biometric
comparison. (NIST SP 800-63A [25] section 4.4.1.4)

NA - - -

The address of the person is validated by authoritative source(s). I - - -

Criteria for NIST Identity Assurance Level 3

Remote or in-person supervised identity proofing. Minimum
necessary information to resolve unique identity.

- I I -

The authentication factor(s) are ensured to be delivered into the
possession of the whom it belongs to.

- III III -

Evidence of identity (the description can be found in [25]):
Two pieces of SUPERIOR evidence OR
One piece of SUPERIOR two pieces of STRONG evidence OR
Two pieces of STRONG AND one piece of FAIR evidence.

- I I -

The evidence has been confirmed as genuine at strength of SUPERIOR. - I I -

The identity evidence is confirmed either by physical or biometric
comparison. (NIST SP 800-63A [25] section 4.4.1.4)

- I I -

The address of the person is validated by authoritative source(s). - I I -

Biometric samples (facial image, fingerprint) at the time of proofing
is collected.

- I I -

Table 5.7: NIST Identity Assurance Level criteria for each level
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Criteria for NIST Authenticator Assurance Level 1 MinID BankID BoM FIDO

Authentication shall occur by the use of a single-factor authenticator. - - - II

Communication between the claimant and the verifier shall be on
separate channel than with the authenticator to prevent
man-in-the-middle attack.

- - - II

Criteria for NIST Authenticator Assurance Level 2

Authentication shall occur by the use of either a multi-factor or
two single-factor authenticators.

III - - II

When a device, such as smartphone is used, the unlocking of the
device is not considered as one of the authentication factors.

III - - II

At least one authenticator is resistant to replay attack. III - - II

Communication between the claimant and the verifier shall be on
separate channel than with the authenticator to prevent
man-in-the-middle attack.

III - - II

Criteria for NIST Authenticator Assurance Level 3

Authentication shall occur by the use of a combination of
authentication factors (list available in NIST SP 800-63B[27]
section 4.3.1): Single-factor Cryptographic Device AND
Memorized secret.

- II II II

When a device, such as smartphone is used, the unlocking of the
device is not considered as one of the authentication factors.

- II II II

All cryptographic devices are resistant to replay attack. - II II II

Communication between the claimant and the verifier shall be on
separate channel than with the authenticator to prevent
man-in-the-middle attack.

- II II II

Versifier compromise resistant by either keeping the private
locally or store the output from at least one authentication
factor in hashed from (keep it secret from the service provider).

-
II
V

II
V

II

Table 5.8: NIST Authenticator Assurance Level criteria for each level
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Criteria for NIST Federation Assurance Level 1 MinID BankID BoM FIDO

The assertion is signed by the Identity Service Provider. - - - -

Criteria for NIST Federation Assurance Level 2

The assertion is encrypted, signed by the Identity Service Provider
and send to the Relying Party

III - - -

Criteria for NIST Federation Assurance Level 3

Cryptographically prove possession of the private key by use of
cryptographic authenticator before the assertion is encrypted, signed
and sent to the Relying Party by the Identity Service Provider.

-
II
V

II
V

-

Table 5.9: NIST Federation Assurance Level criteria for each level

RIS eIDAS NIST
IAL AAL FAL

MinID Substantial Substantial 1 2 2
BankID High High 3 3 3
BankID on Mobile High High 3 3 3
FIDO NA NA 1 3 NA

Table 5.10: The final estimated assurance level of the user authentication
solutions according to the different frameworks
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Chapter 6

Discussion

Now that we have a fundamental knowledge and understanding of user au-
thentication with both traditional passwords or tokens (based on secrecy
and on the difficulty of solving computationally hard mathematical prob-
lems) and with biometrics (based on unique biological characteristics), it is
time to discuss the performance of these methods. In this chapter, we discuss
both methods with their respective strengths and weaknesses.

When it comes to online user authentication, passwords alone have long
been ruled out as sufficient proof of identity. Passwords are a knowledge-
based (something you know) authentication factor which, in spite of its ad-
vantages, is vulnerable to many forms of remote attacks. Second-factor au-
thenticators are introduced as physical devices, something you have, which
increases the credibility of a person and extends their security. However, this
introduces new problems, such as theft, loss of possession, duplication, etc..
Next in line to provide us with security are ourselves. Biometric authentica-
tion factors, which are inheritance-based (something you are) seem to be in
between both the other authenticators. Biometric recognition systems pro-
vide relatively secure user authentication and are widely used as lightweight
authentication mechanisms in, for example smartphones and laptops, which
are considered highly personal devices, but there is still little support for
them in digital identity frameworks, such as the ones discussed in this thesis.
We look at the evaluation to discuss the following:

• Do the solutions achieve their current assurance level in all of the frame-
works?

• Does biometric user authentication achieve similar levels of assurance
as the other solutions?

The frameworks that were chosen for this thesis are prominent interna-
tional frameworks for the development of digital identity solutions for use in
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e-government services. When looking at the assurance levels that the solu-
tions achieved by one such framework (RAU), we can clearly see in Table
5.5-5.9 that they are able to reach the same assurance level in all the other
frameworks, based on our assumptions. However, there is a misalignment in
the case of MinID in Table 5.7. The modern structure of the NIST frame-
work, where authentication assurance has been divided into three volumes,
provides not only flexibility for the solutions, but also more detailed criteria
in each process of user authentication (enrollment, authenticator, federation).
MinID is solely based on enrolment through a person’s Fnr, and therefore
fails the NIST criterion to provide either physical or biometric comparison
between the Fnr and the applicant. Also worth mentioning is that we are
able to evaluate FIDO with an assurance level in both Identity Assurance
Level and Authenticator Assurance Level (FIDO is not a federation so we
ignore the Federation Assurance Level), which we are not able to do in RIS
and eIDAS because it is not able to fulfill all the requirements of level LOW
in either of them.

6.1 Biometric Evaluation

FIDO is the world’s leading solution in biometric user authentication with
many of the top technology companies behind it. However, a fundamental
challenge of user authentication is in fact the configuration phase where the
enrollment takes place. Once a user is enrolled and the credentials are se-
curely provisioned and stored, then the focus will be on the operation phase
where the authentication takes place. Unfortunately, the FIDO solution fails
to address the enrollment process. Their solution is instead based on of-
fering service providers an authentication solution that will replace current
password-based solutions or add an extra layer of authentication. Based on
this fact alone, FIDO is unable to reach any assurance level according to
both RIS and eIDAS.

FIDO provides various local authentication solutions on the device to pro-
vide proof of possession, e.g. PIN, fingerprint, face, etc.. The device’s private
key is then activated on the authenticator to sign a challenge. Depending
on the biometric systems that is embedded in the FIDO authenticators, it
is theoretically possible to reach the higher assurance levels in the authenti-
cation phase. There are instances of biometric systems that can meet some
of the authentication criteria of the frameworks, whilst based on biometrics.
With the use of a strong biometric system and their public key encryption,
FIDO has technically what it takes to pass the criteria of the authentication
phase in all the frameworks.

75



The final estimated assurance level of FIDO is relatively limited when it
comes to mapping it against current Authentication Assurance frameworks,
as shown in Table 5.10. This does not necessarily mean that it performs
poorly. FIDO is mainly an authentication protocol, and it can in theory
receive the highest level in its own domain. However, as an overall online
authentication solution for e-banking and e-government, it lacks the most
important feature which is the identity proofing during registration. Per-
haps it can be adopted by banks or identity providers as an authentication
protocol, which is what it is made for, but it is currently not an standalone
electronic identity solution.

6.2 Which one to choose?

In modern user authentication systems, there is not only a question of either
to choose a secret, device or your fingerprint. The risk of having your digital
identity stolen is too great to consider only one of the methods. Every
authentication system that is used in areas that would impact a person’s
life now has to use either multi-factor authentication as we have seen in the
frameworks. So the choice is no longer either password, device or fingerprint,
but rather a combination of two or three factors. At this point, there is a
new challenge to be addressed, which is usability. For every security measure
that is put into the authentication process, the less user friendly the process
becomes.

6.3 Future of Biometrics

Passwords have been used for a very long time. The concept of ‘a secret
is secure’ is still widely spread. The vulnerabilities are essentially all con-
nected to the users. Biometrics on the other hand, is still evolving. The
biometric recognition systems, as discussed in Chapter 3, have come a long
way and they are more accurate than ever. The problems is no longer with
their recognition capabilities, but with their vulnerabilities to presentation
attacks. Our biological characteristics are unique, but they are also perma-
nent. In the case of a successful presentation attack it would not be as simple
as changing a password and therefore it would forever be compromised. The
challenges with presentation attack detection is that they are mostly focus-
ing on what is known, which does not prevent new attacks until they have
already been executed. The presence of false acceptance rate is also a larger
issue than guessing attacks on passwords. These reasons are maybe why
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the current frameworks have kept their distance from biometrics. However,
if the development of more reliable presentation attack detection continues,
such as promoted by the SWAN project, then the feasibility of replacing the
password with biometrics increases.
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Chapter 7

Conclusion

Our focus in this thesis was on the performance of the biometric authenti-
cation solution against the traditional password-based. After an estimated
evaluation, the results are very clear. FIDO has the potential to be a top
electronic identification solution in the context of e-government, but because
of the lack of the enrollment phase, the solution alone does not have any
value for e-government services. Before concluding this thesis, we will visit
the research questions and provide a summary of answer them based on our
findings.

Q1: To what degree are the Norwegian authentication solutions for
e-government aligned with the international e-Authentication frame-
works?

A1: The Norwegian solutions was able to comply with almost all the criteria
of the international frameworks. The only mismatch was found in the
MinID solution on the gathering of biometric evidence in the enrollment
phase of the NIST SP 800-63A framework.

Q2: To what degree are biometric authentication solutions able to satisfy
the criteria in international e-Authentication frameworks?

A2: Because FIDO lacks enrollment of a person in the registration phase, it
is unfortunately not able to perform very well according to the criteria
of the frameworks.

Q3: Are user authentication solution, which is based on biometrics, able to
match the performance of the traditional authentication solutions.

A3: User Authentication can be divided into two parts, enrollment and
authentication. FIDO is not able to compete with the traditional solu-
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tions in terms of enrollment, but because of its wide variety of authen-
ticators, it can potentially achieve the highest level of assurance in the
authentication phase.
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