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1 Introduction 

Social networks like Facebook, Twitter and YouTube are steadily growing1. As a result, the 

ever increasing number of users also increased the amount of user generated illegal content. 

This work is geared towards one critical aspect of online content: online hate speech. I focus 

on this because of its significant effect on society2, the online debating culture and the 

democratic discourse on online platforms3. It is also internationally perceived as a problem4. 

Even though social network providers became powerful representatives of the web5, there is 

little regulation with regard to hate speech on social media platforms. As the work will show in 

next section, non-existent hate speech regulation can entail severe consequences. At the same 

time, regulation of illegal hate speech is a difficult topic, since regulating any form of speech 

generally puts the fundamental right of freedom of expression at stake.  

Initiatives to regulate hate speech (on social networks) are often controversial, since they aim 

for a difficult balance6. On one hand illegal content should be prevented; however, on the over, 

this should not avert legal or even socially valuable communication7.  

 

1.1 What is illegal hate speech and how is it related to fundamental rights 

The term hate speech is often freely used without first explicitly defining it. This sometimes 

conveys the impression that the term is used as a political concept rather than as a precise 

scientific term.8. That being said, accusing someone of using hate speech is a strong statement 

since often it is assumed the offender is being politically incorrect. However, not everything 

that is so-called hate speech is actually an offense or illegal. 

Assimakopoulos et al. provide a way to classify hate speech into either soft or hard hate speech9. 

Using their approach, hard hate speech is a form of speech prosecutable and prohibited by law; 

whereas soft hate speech is a form of speech that is lawful, but nonetheless comprises alarming 

characteristics of intolerance and discrimination. 

                                                 
1 Statista, “number of social network users”, accessed October 23, 2018, 
https://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/.  
2 Compare: European Commission (COM) “C(2018)1177 final”, 1; Guiora&Park, “Hate speech”,958; Haraszti, 
“Complaints of a watchdog” xiii; German Federal Government, “BT-Drucksache 18/12727, Regierungsentwurf 
NetzDG”, 1.  
3 COM, “Code of Conduct”, 1. 
4 Chulitskaya in: “Online Hate Speech in the European Union”, 66; COM, “C(2018) 1177final“, 1. 
5 Sartor, “Providers Liability”, 6; Corey, “Intermediary Liability“, 294. 
6 Sartor, „Providers Liability“, 13. 
7 Idib. 
8 Koreng, „Hate speech im Internet“, 151; Assimakopoulos, “Online Hate speech”, 12. 
9 Assimakopouls, “Online Hate speech”, 4. 
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Regulation of illegal hate speech online is crucial and not just a scientific debate. For example, 

on August 25, 2017 in Myanmar’s Rakhine State violence broke out against the Muslim 

minority of the Rohingya. Since then, more than 723.000 Rohingya have fled, mainly to 

Bangladesh10, from serious human rights violations11. The committed crimes are so severe that 

the UN aims to classify these as genocide, as “the manner in which they were perpetrated, are 

similar in nature, gravity and scope to those that have allowed genocidal intent to be established 

in other contexts” 12. The hatred that fueled the violence against the Muslim minority was 

mainly spread through the social media platform Facebook, which for many in Myanmar is the 

Internet itself13. Now that the UN and journalists worldwide have criticized Facebook’s poor 

reaction to hate speech and hateful incitement of the public on its platform14, Facebook has 

admitted that their platform was used to support the violence and bloodshed15. “[W]e weren’t 

doing enough to help prevent our platform from being used to foment division and incite offline 

violence. We agree that we can and should do more"16, Alex Warofka, Facebook’s Product 

Policy Manager wrote.  

 

This example shows two things. First, it shows how powerful social networks have become and 

how politics can no longer ignore ongoing processes on social networks. Second, it shows that 

there is a need for the regulation of illegal hate speech. Refraining from regulating illegal hate 

speech means an infringement of human rights like human dignity or the right to the integrity 

of the human body. Ultimately it shows that the constitutional state suffers from an inadequate 

handling of illegal hate speech.  

Tolerance and respect for the equal dignity of all humans are considered the fundaments of a 

democratic society. Consequently “it may be considered necessary in certain democratic 

                                                 
10 UNHCR, “Rohingya emergency”, accessed 07 November 2018, http://www.unhcr.org/rohingya-
emergency.html.  
11 UNHCR “Rohingya Refugee emergency at a glance”, accessed 07 November 2018, 
https://unhcr.maps.arcgis.com/apps/Cascade/index.html?appid=5fdca0f47f1a46498002f39894fcd26f.  
12 UN Human Rights Council, “Report of the independent international fact finding mission on Myanmar”, 16. 
13 Stated by: UN Human Rights Council, “Report of the independent international fact finding mission on 
Myanmar”, 14; The NYT, “A War of Words”, accessed November 07, 2018, 
https://www.nytimes.com/2017/10/27/world/asia/myanmar-government-facebook-rohingya.html.  
14 For instance: UN Human Rights Council, “Report of the independent international fact finding mission on 
Myanmar”, 14; The Guardian, “Myanmar: UN blames Facebook for spreading hatred of Rohingya”, accessed 
November 07, 2018, https://www.theguardian.com/technology/2018/mar/13/myanmar-un-blames-facebook-for-
spreading-hatred-of-rohingya.  
15 The NYT, “Facebooks admits it was used”, accessed November 07, 2018, 
https://www.nytimes.com/2018/11/06/technology/myanmar-facebook.html; CNN, “Facebook: We didn't do 
enough”, accessed November 7, 2018, https://edition.cnn.com/2018/11/06/tech/facebook-myanmar-
report/index.html.  
16 AlexWarofka, Facebook Product Policy Manager, Facebook Newsroom, accessed November 07, 2018, 
https://newsroom.fb.com/news/2018/11/myanmar-hria/.  
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societies to sanction or even prevent all forms of expression which spread, incite, promote or 

justify hatred based on intolerance […] provided that any “formalities”, “conditions”, 

“restrictions” or “penalties” imposed are proportionate to the legitimate aim pursued” 17. The 

quote originates from the ruling Erbakan v. Turkey by the European Court of Human Rights 

and formulates a generally valid and important statement regarding illegal hate speech. Even 

though this was ruled in the context of “offline” hate speech, it is applicable to illegal online 

hate speech as well. The same rules that are applicable offline should have to apply online, 

especially when basic rights are at stake. 

 

The question then is why the regulation of hate speech is such a controversial topic. The main 

point of the debate is the interference of hate speech regulation with fundamental rights, like 

freedom of expression. The freedom of expression constitutes the essential foundation of every 

democratic society18 and is enshrined for instance, in Art.11 of the Charter of Fundamental 

Rights of the European Union, in Art.10 of the European Convention on Human Rights of the 

Council of Europe, Art.19 of the UN’s Universal Declaration of Human Rights, or Art.5(1) of 

the German constitution (the Basic Law (BL)). Notwithstanding, all these regulations contain 

grounds of limitation that permit the legal limitation of expression. Such a limitation, though, 

has to balance with other fundamental interests and rights and, as stated above, it has to be 

proportionate to the legitimate aim pursued. This is where the issues with regulating illegal hate 

speech begin. 

Another problem is trying to decipher between hard and soft hate speech. In general, a 

democratic society has to withstand aggressive or fierce expressions of opinion19, which may 

give rise to soft hate speech and therefore must be protected by the freedom of expression. 

Illegal hate speech, on the other hand, should not be protected. In this case the freedom of 

expression should be curtailed on the basis of national laws, a legitimate aim and a given 

necessity20.  

The problem is that the lines between these two types of speech blur which makes it difficult to 

determine where the legal boundaries of freedom of expression should be drawn. Thus, 

prohibiting illegal hate speech however, must be done carefully since curtailing the freedom of 

expression with regard to illegal hate speech would be to safeguard the (fundamental) rights of 

                                                 
17 European Court of Human Rights (ECHR), “Fact sheet - Hate speech”, 1. 
18 ECHR, “Factsheet – hate speech”, 1. 
19 Compare e.g.: BVerfGE 93, 266(289) „Soldaten sind Mörder“; ECHR, “Handyside v. the United Kingdom”, 
para.49. 
20 Buyse, “Words of violence”, 780.  
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individuals or groups that are infringed by the use of illegal hate speech and furthermore to 

safeguard the public order.  

An effective way to curtail hard hate speech is to limit the freedom of speech with regard to 

statements that breach criminal laws. This may achieve the aim of protecting those targeted by 

illegal hate speech, as the example of Myanmar illustrates.  

 

It still remains to lay out hard/illegal hate speech and how it should be defined. Even though 

there are many definitions of hate speech, none are universally accepted. As this thesis focuses 

on the European approaches towards illegal hate speech, the working definition is oriented 

towards European definition suggestions. In February 2017 the European Parliament requested 

a resolution on establishing a common legal definition on hate speech in the European Union 

(EU) 21. So far, however, a common legal definition has not been adopted. However, the EU 

Council Decision22 defines offenses concerning racism and xenophobia. Since this contains 

aspects relatively close to hate speech, this is the definition that is usually used in EU related 

contexts23. According to Art.1(1)(a) all conduct “publicly inciting to violence or hatred directed 

against a group of persons or a member of such a group defined by reference to race, colour, 

religion, descent or national or ethnic origin” is punishable. However, this definition leaves out 

important characteristics like sex and gender identity.  

Another difficulty in pin pointing hate speech comes from the fact that it is not an offense 

codified in criminal law. Since hate can take many forms, many categories of punishable 

behavior qualify as hate speech. Accordingly, it is subsumable to various offenses and always 

comprises an expression that serves for the linguistic devaluation of a single person or a group 

of persons24. In addition, significant differences in legal traditions in EU member states provide 

even more varying applications of considerable norms25. This causes the difficulties in fitting 

hate speech into an offense that covers all variables, while protecting soft hate speech and 

avoiding a breach of fundamental rights.  

Therefore, in the following work, one should keep in mind two things. The first is that the term 

illegal hate speech is defined as hard hate speech by Assimakopoulus. And the second is that it 

is assumed that hate speech is the public incitement to violence or hatred directed against a 

                                                 
21 European Parliament, „Motion for legal definition“, accessed September 26, 2018, 
http://www.europarl.europa.eu/sides/getDoc.do?type=MOTION&reference=B8-2017-0172&language=EN. 
22 Council Decision 2008/913/JHA. 
23 So for instance: COM, „Code of Conduct“, 1. 
24 Koreng, „Hate speech im Internet”, 152. 
25 Alkiviadou, „Regulating Hate Speech in the EU“, 6. 
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group of persons or a member of such a group defined by reference to race, color, religion, 

descent, national or ethnic origin, sex or gender. 

 

 

1.2 Scope 

In the previous section, illegal hate speech was identified as a societal problem which requires 

regulation. Therefore, the thesis addresses the question of how illegal hate speech online is 

regulated in the EU, and whether this is adequate to tackle the problem. Furthermore, this thesis 

will assess a German regulation under the same aspects and how it may be transferable to EU 

law. 

 

Even though there are diverse approaches towards hate speech regulation, the emphasis in this 

thesis is on legal regulation. Depending on different legal traditions, there exist various legal 

approaches to tackle illegal hate speech online. The thesis is limited to regulation established 

by the EU. A comparison with, for instance, the very different provisions in the US will not be 

included, since the scope of this thesis does not allow for such a comprehensive analysis. 

To this end, I will address which hard and soft law approaches currently exist in the EU and 

assess whether the regulatory situation is sufficient or shows shortcomings. For now, the EU 

provides no hard law that explicitly tackles hate speech. However, there are regulations for 

tackling illegal content online, of which some are relevant for illegal hate speech. The moste 

relevant hard law regulations are the Directive on electronic commerce26 (hereinafter E-

Commerce Directive), the Terrorism Directive27 and the Council Framework Decision 

2008/913/JHA on combating certain forms and expressions of racism and xenophobia by means 

of criminal law (hereinafter The Framework Decision). These will be assessed in the course of 

this thesis. 

In regards to soft law regulation, the “Code of Conduct on countering illegal hate speech online” 

(hereinafter CoC) directly targets hate speech. For this reason, the CoC is the most relevant EU 

regulation concerning illegal hate speech, and will be addressed in more detail. 

Furthermore, the German Act to Improve Enforcement of the Law in Social Networks (Network 

Enforcement Act) (hereinafter NEA) constitutes the first hard law of a European Member State 

to specifically tackle illegal hate speech online. Therefore, I assess whether provisions of this 

                                                 
26 Directive 2000/31/EC on certain legal aspects of information society services, in particular electronic commerce, 
in the Internal Market (Directive on electronic commerce). 
27 Directive (EU) 2017/541 on combating terrorism. 
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law could provide inspiration for how an EU hard law de lege ferenda could be designed. The 

NEA, moreover, includes parallels to the CoC, which could be helpful in transferring aspects 

of German law into European law.  

I will finally sum up the aspects of the CoC and the NEA that could be included in a European 

hard law regulation, without explicitly stating how a future law should be designed.  

 

All regulations are assessed with emphasis on their suitability to tackle illegal hate speech 

online. Due to the limited scope of the thesis, however, not all related problems can be discussed 

at full length. The relation to fundamental rights, for instance, is addressed in a reduced manner, 

since an analysis of hate speech regulation under a human rights perspective would fill a work 

in itself. Furthermore, the analysis of the NEA as a potential model law requires a concentration 

on German law in general, and the German constitution in particular. At this point, the same 

limitation applies: an exhaustive and in-depth analysis of the German basic law is not possible. 

Moreover, the thesis is also meant to be comprehensible for readers without a background in 

German law. A full in-depth analysis of for instance Art.5 of the German Basic Law (BL) 

would, however, require such background. The emphasis of the analysis lies on the NEA’s 

relevance as a model law for the EU, not on assessing every legal aspect of the NEA in detail. 

 

1.3 Methodology 

In this work, I describe the existing EU hard and soft law regulations and analyze these with 

regard to whether they are adequate to tackle illegal hate speech online. To conduct my analysis, 

I introduce the notion of adequate regulation. This analysis criterion require some further 

explanation.  

 

This thesis considers hate speech regulation as comprising of both hard and soft law, a definition 

in line with Black. She establishes that “regulation is the sustained and focused attempt to alter 

the behavior of others according to defined standards and purposes with the intention of 

producing a broadly identified outcome or outcomes, which may involve mechanisms of 

standard-setting, information-gathering and behavior modification”28. Especially, regulation 

does not require that particular control elements like for instance standard-setting, have to exist 

to affirm it29.  

                                                 
28 Black, “Critical Reflections on Regulation“, 20. 
29 Idib, 20. 
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This is a fairly broad definition which allows to consider soft law as a regulation, since 

regulation can be affirmed without standard-setting.  

Finally, regulation refers to all regulatory instruments used by the EU, including those that will 

try to alter behavior. In order to handle illegal hate speech it seems also necessary to go beyond 

merely legal measures. The CoC, for instance, entails the approach of educating social network 

users. Although user education is not strictly a legal method, this approach will be analyzed as 

well, since the CoC is analyzed. 

 

When is regulation of illegal hate speech adequate? Adequacy, in this work, is used as a generic 

term for different criteria used to analyze regulatory instruments concerning illegal hate speech. 

There are three main criteria which are developed for the analysis in the course of this work, 

and oriented on the principle of proportionality. The first important criterion assesses, whether 

regulation is necessary at all to solve an identified problem. In Section 1.1 illegal hate speech 

was identified as a societal problem which satisfies this criterion. Regulating hate speech, 

therefore, is a justifiable aim to pursue.  

Second, another essential aspect of adequacy is sufficiency. For a piece of regulation to be 

sufficient it should be able to tackle illegal hate speech online. This criterion entails that no 

important aspects are left out in the hate speech regulation. Sufficiency usually also means that 

the affected parties have an incentive to follow the regulation. It is not necessary that the 

incentive is an imposable fine. Instead, it can also be established through societal pressure in 

the case of non-compliance.  

The third criterion for a regulation to be adequate is that the regulation of hate speech should 

not raise new legal problems. Specifically, in case of (fundamental) rights, any infringement 

would have to be proportionate. New legal problems could arise due to the establishment of 

imprecise provisions, which can cause legal uncertainty. With regard to hate speech the 

criterion of proportionate regulation is of particular importance, as any regulation always has 

to be balanced with the freedom of expression.  

While analyzing a regulatory instrument, I will apply the criteria above and examine whether 

they are met, not fully met or not met at all. The aim of these criteria is to analyze to what 

degree a regulatory instrument is adequate regarding the regulation of illegal hate speech online. 

This analysis is meant to indicate tendencies rather than simply dividing into adequate and 

inadequate regulation. 
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Besides this legal-dogmatic analysis, I will also apply an empirical method to demonstrate the 

practical implications of provisions entailed in certain regulatory instruments. To assess the 

effects of a regulatory instrument, illegal hate speech has to be measurable to a certain degree. 

There are different ways to measure it but one option is to count how often content is reported 

as hate speech on a social network in a certain period. However, this method is imprecise since 

one cannot assumed that everything reported as hate speech actually qualifies as illegal hate 

speech. Therefore, it would be more useful to look among the received complaints at the number 

of cases that actually qualified as illegal hate speech. Then, the percentage of illegal content 

actually removed or blocked can also provide a revealing insight into the effectivity of provision 

that aims at tackling illegal hate speech.  
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2 Tackling online hate speech – The framework in the EU 

The first chapter made it clear that some form of online hate speech regulation is needed. It can 

also be observed that the EU and the COM consider the society to be affected at large by illegal 

content30. There is also an ongoing debate about hate speech and hate speech regulation on a 

European level. This is noteworthy, since it leads to the question of whether the EU has 

adequate regulation in place, or if improvement is required.  

In this chapter, existing European hard and soft laws will be depicted and subsequently analyzed 

under the established criteria for adequacy. First, the emphasis will be on hard law regulation, 

as hard laws are generally more impactful than soft laws. It is referred to hard laws as binding 

EU laws in form of regulations, directives, etc. All EU Member States have to comply with 

these laws, making them more effective than soft law. There is no European hard law regulation 

that explicitly tackles hate speech, although, there is regulation for tackling illegal content 

online. Given the intersection between illegal content and hate speech, this regulation could be 

of relevance for hate speech regulation. In addition to hard hate speech, illegal content in this 

sense includes child pornography, terroristic propaganda, and copy right and trademark issues. 

These issues are for instance covered by the Directive to combat the sexual abuse and sexual 

exploitation of children and child pornography31, the E-Commerce Directive32, the Terrorism 

Directive33 or the Council Framework Decision 2008/913/JHA on combating certain forms and 

expressions of racism and xenophobia by means of criminal law (hereinafter The Framework 

Decision). With regard to hate speech, the last three regulations above are of the most interest. 

To this end, they will therefore be outlined and examined in regards to how they apply to hate 

speech. 

Thereafter this thesis analyses the Code of Conduct on Countering Illegal Hate Speech Online 

(CoC), since it is the most important soft law instrument with regard to illegal hate speech. The 

question finally will be, if these laws, alone or together, are adequate regulation, or if more 

efforts on behalf of the EU are required to overcome existing legislative loopholes.  

 

2.1 The E-Commerce Directive 

The E-Commerce Directive is the oldest of the instruments. In regards to hate speech regulation 

the most relevant provision may be Art.14(1) which states: “Where an information society 

                                                 
30 COM, “C(2018)/1177 final“, 1. 
31 Directive 2011/93/EU. 
32 Directive 2000/31/EC on certain legal aspects of information society services, in particular electronic commerce, 
in the Internal Market (Directive on electronic commerce). 
33 Directive (EU) 2017/541 on combating terrorism. 
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service is provided that consist of storage of information provided by a recipient of the service 

[…] the service provider is not liable for the information stored at the request of a recipient of 

the service”. Based on this article, information service providers (ISPs) are exempted from 

liability with regard to illegal content hosted for their users. As social network provider merely 

host content for their users, but do not upload content on their own, they are generally subjected 

to the exemption under Art.14(1)34. In other words, Facebook, YouTube, Twitter etc. are 

basically not responsible for illegal content posted in their networks. Illegal information in that 

sense comprises for instance content that breaches copyright protection or content that entails 

illegal hate speech. 

This exemption, however, only applies as long as the provider does not acquire knowledge or 

awareness of the illegal content, Art.14(1)(a) and upon obtaining knowledge or awareness, acts 

expeditiously to remove or to disable access to the information, Art.14(1)(b). 

With regard to illegal hate speech this require the users of social networks to identify illegal 

hate speech and report it to the network providers. Only when the illegal content is reported to 

the ISP will a legal duty arises to review and if necessary, delete it. However, in regards to 

tackling illegal hate speech the mechanism could be more effective. The problem is that social 

network providers are not obliged to set up a clear complaints mechanism for users and there is 

no review mechanism or strict removal period for the illegal content stipulated. It can be said 

that an easy and accessible complaints mechanism will incentivize users to report content that 

is deemed to be illegal. On the other hand, if the complaint mechanism is too complex, users 

will be dissuaded to use it. However, even an effective report mechanism is not sufficient if no 

adequate review mechanism is set up. A poor review mechanism can delay the removal of 

illegal content. Although access to reported illegal content has to be disabled “expeditiously”, 

this standard does not provide great clarity, as the Directive lacks a corresponding definition. 

Some guidance is entailed in Recital (46), which determines that “disabling of access has to be 

undertaken in the observance of the principle of freedom of expression and of procedures 

established for this purpose at national level”. This could be interpreted as quick but, only as 

fast that it is still possible to consider fundamental rights. Yet, there is still scope left for 

interpretation of this criterion.  

 

Hence, on the basis of the E-Commerce Directive, the mechanism to review and, if necessary 

take down reported illegal content is dependent on the implementation by every member state. 

                                                 
34 However beyond mere technical and passive operating: CJEU, “case C-324/09 L’Oréal/eBay”, para 113; CJEU 
“cases C-236/08 to C-238/08, Google and Google France”, para 114, 120. 
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Thus, a variety of different national mechanisms are possible, subjecting ISPs to various rules 

that are depending on the country they are operating in. Not only this create challenges to 

comply with every rule, it also blocks incentives to establish comprehensive and more effective 

mechanisms on the part of the ISPs. In conclusion, this directive does not entail sufficient means 

to effectively tackle illegal hate speech online. It is not effective enough to reach the aim 

pursued. This makes the E-Commerce Directive an insufficient means for the regulation of hate 

speech and, therefore, not fully adequate. However, it was arguably not established with the 

intention to tackle illegal hate speech online. In addition, the current debate about increasing 

the liability for ISPs should be kept track of. The draft for the new Copyright Directive35, for 

instance, aggravates liability rules for ISPs. They are potentially forced to establish effective 

content recognition technologies36, which demand that active content screening and control is 

set up. The same applies for the proposed amendment of the Directive on Audiovisual Media 

Services37, which aims at enhancing the responsibility of video-sharing platform providers in 

accordance with the liability exemptions of Art.14 E-Commerce Directive. In case the new 

Copyright Directive and the amended Directive on Audiovisual Media Services enter into force 

as intended, this could in the long term also have implications for the liability of ISPs with 

regard to illegal hate speech removal.  

 

2.2 The Framework Decision 

The next hard law regulation that relates to the hate speech discussion is the Framework 

Decision. It was established to approximate criminal laws for racist and xenophobic offenses38, 

in order to ensure that the same behavior constitutes an offense in all Member States39. By 

establishing a minimum regulation of racism and xenophobia the Framework Decision ensures 

in theory that certain hate based crimes are no longer committed without legal consequences. 

Even though hate speech is not included in the listed offences, it can be subsumed under some 

of them, as racist and xenophobic offenses are often based on a certain form of hatred. The 

Framework decision defines ‘hatred’ in Recital(9) “as referring to hatred based on race, colour, 

religion, descent or national and ethnic origin”. Similarly, hate speech is severe and derogatory 

dislike expressed in words, either spoken or written, and forms thereby a subcategory of the 

generic term hatred. 

                                                 
35COM, “Proposal for a Directive COM/2016/0593 final - 2016/0280 (COD)”. 
36 COM, “Proposal for a Directive COM/2016/0593 final - 2016/0280 (COD”, §13(1). 
37 COM, “COM(2016) 287 final - 2016/0151 (COD), Proposal for a directive on audiovisual media services”. 
38 Recital(12)-(13). 
39 Recital(5). 
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The fact that the Framework decision is actually meant to address certain forms of hate speech 

follows, for instance, also from the Code of Conduct on countering illegal hate speech online 

(see Art.1 (1)(a) of the Framework Decision as a definition of hate speech 40). The Framework 

decision therefore appears to be more likely to represent an adequate regulation with regard to 

hate speech. The thesis discusses if this is actually the case in the following paragraphs. 

 

There are three types of conduct that are punishable criminal offenses according to the 

Framework decision and relate to hate speech as well. These are:  

1. Art.1(1)(a) which penalizes public incitement to violence or hatred directed against a 

group of persons or a member of such a group defined on the basis of race, colour, 

descent, religion or belief, or national or ethnic origin. 

2. Committing the under Art.(1)(a) listed offense by public dissemination or distribution 

of tracts, pictures or other material, Art.1(1)(b). 

3. Publicly condoning, denying or grossly trivialising crimes of genocide, crimes against 

humanity and war crimes as defined in the Statute of the International Criminal Court 

(Articles 6, 7 and 8) and crimes defined in Article 6 of the Charter of the International 

Military Tribunal, when the conduct is carried out in a manner likely to incite violence 

or hatred against such a group or a member of such a group, Art.1(1)(c). 

The Framework Decision’s adequacy in tackling hate speech regulation has to be assessed on 

basis of the offenses. Are they sufficient in tackling all issues related to hate speech? Do they 

provide legal certainty and appropriate law enforcement possibilities? 

 

The first point of criticism is that hate speech is only included in some of the listed offenses, 

but not directly addressed by any. Even though hate speech can be subsumed under the three 

mentioned offenses, it still remains a nebulous offense. Furthermore, the range of the described 

offenses is furthermore quite narrow when regarding illegal hate speech and the threshold for a 

conviction is quite high. Illegal hate speech is thus only partly covered by these offenses. Also, 

due to the pursued minimum harmonization approach, the penalization of conduct that may 

include a form of hate speech, varies according to national laws. Consequently the threshold 

for convictions varies as well. Prosecution with the same effectivity in all Member States 

though needs a very clear common starting point, like at least a commonly agreed definition of 

hate speech.  

                                                 
40 COM, “Code of Conduct”, 1.  
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Moreover, the list of characteristics41 on which punishable hate can be based on, does not 

include the characteristics of gender and sex/sexual orientation. Discrimination due to sexual 

orientation or gender is still a common and widespread problem, (see for example the report on 

Discrimination in the EU in 201542). Hatred directed against lesbian, gay, bisexual or 

transgender and transsexual persons43 as well as hatred based on gender issues has to be 

punishable as well. Thus the Framework decision is lacking sufficiency in a large area. 

 

Furthermore the Framework Decision is not directed towards xenophobic and racist offenses 

online. This has implications for the law enforcement concerning offenses that committed 

online, as the Framework Decision is not targeting this process. Of course everything that is 

punishable “offline” constitutes an offense online as well, but the enforcement becomes 

difficult without corresponding means to enforce it in an online environment. The Framework 

decision does for instance not give any guidance on reporting mechanisms for social networks 

or how illegal hate speech can be identified. It also does not contain in depth statements on how 

to balance freedom of expression and hate speech. Art.7(2) establishes that none of the 

introduced offense attributes should lead to a Member State establishing measures in 

contradiction to fundamental principles relating to freedom of expression. Yet the difficult 

relation between this fundamental right and hate speech regulation is a crucial aspect and at the 

same time main counterargument for opponents of hate speech regulation. This illustrates that 

the regulation of online hate speech needs to be done in a comprehensive way and not as a side 

issue within another law. Finally, topics like enhanced intermediary liability or judicial 

controllability of removal mechanisms raise huge challenges with regard to illegal hate speech 

online, which are not touched at all by the Framework Decision. 

 

In conclusion, the Framework Decision entails an improvement with regard to regulation of 

racist and xenophobic offenses because it introduces a catalogue of punishable offenses and a 

minimum sanctioning level. Considering adequate hate speech regulation, the Framework 

Decision has however significant shortcomings as stated above, and will provide little 

consistency in hate speech definitions and punishment among the EU member states44. Thus it 

would be a mistake to assume the Framework decision provides a completely adequate 

regulation with regard to hate speech. 

                                                 
41 in Art.1para1(a). 
42 COM, „Report. Discrimination in the EU in 2015”, 13. 
43 The so called LGBT Community. 
44 Similar: Alkiviadou, “Regulating Hate Speech in the EU”, 6. 
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2.3 The Terrorism Directive 

The third regulatory instrument to do with hate speech is the Terrorism Directive. Terrorist 

propaganda usually aims at either glorifying a terrorist organization and its acts or at stirring up 

hatred against an enemy, or a group of enemies. Characteristics like religion or ethnic affinity 

usually provide the basis for hatred directed against particular groups. The Directive aims at 

inhibiting dissemination of such propaganda and thereby covers partly hate speech. This also 

has relevance for social network providers, since social networks are a preferred means for 

spreading terrorist propaganda and recruitment45. The Directive puts emphasis on the 

importance of removing terrorist content containing provocations to commit terroristic 

offenses. Recital(22), for instance, denotes that removing online content is a means of 

combating terrorism on the internet. However the Terrorism Directive states that content 

removal has to be in line with the provisions of the E-Commerce Directive. Accordingly, social 

network provider can, even with the aim of combating terrorism, not be obliged to set up a 

monitoring system, cf. Recital(23). 

The recitals are, however, not binding but rather give an explanation for the actual articles of 

the Directive. An intersection between hate speech and terroristic content exists for instance in 

Art.5. It prohibits the public incitement on- or offline to commit a terrorist offense. In addition 

Art.14 criminalizes the aiding and abetting to Art.5 and other in the Directive listed offenses. 

As long as a certain form of illegal hate speech can be subsumed under this article, it is also 

prohibited. However, this is arguably a very small intersection, since hate speech is often not 

about terrorism.  

 

Overall the Terrorism Directive creates new possibilities and provides improved means to 

combat terrorism46. With regard to hate speech online, the Directive covers only a minor section 

and is an insufficient tool to manage the issue in total. It only provides partial support in this 

field and is also not able to complement the Framework decision in an appropriate way. 

In conclusion, the European hard laws provide only a groundwork for tackling hate speech 

online and are not yet sufficient or appropriate for the problem at hand. Even taken together, 

the three existing hard law regulations do not sum up to a fully adequate regulative instruments, 

since they regulate particular law areas without complementing each other.  

To this end the thesis discusses, whether the gaps found in the hard law regulations can be filled 

by EU soft law regulation.  

                                                 
45 Nicas, J., “Eliminate Online Terrorist Propaganda”,1. 
46 Compare e.g. Caiola, A, “Directive on combating terrorism”, 424. 
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2.4  Soft law regulation, in particular the Code of Conduct  

In addition to the hard laws, there are moreover several non-legislative measures in place, such 

as the CoC, the COMs Recommendations on measures to effectively tackle illegal content 

online47, and the actions of the EU Internet Forum to challenge terrorist narratives and online 

hate speech. In contrast to hard law regulations, these soft law measures are non-binding. 

Notwithstanding, even though adhering to this guidelines is voluntary, they have influence. The 

measures are primarily addressed to service providers, i.e. social network providers in the case 

of hate speech. Regulation through soft law instruments is of interest for several reasons. From 

a legal point of view, these measures are a more moderate means than hard laws. Especially 

with regard to the difficult balancing of hate speech regulation and the protection of freedom 

of speech, it is easier to implement rules of conduct through voluntary guidelines, than to adopt 

actual hard laws.  

Having only minimal measures in place is also potentially of interest for the social network 

providers. As long as they comply with the guidelines, the impact of governmental regulation 

on their businesses is comparatively small. Thus it is somewhat left up to them in deciding how 

strong the regulation impacts their business. As long as these measures appear to be sufficient 

regulation, social network provider have considerably more influence on their network design. 

This simplifies and reduces costs for complying with the voluntary rules, raising the incentive 

to do so.  

 

Apart from representing a beneficial approach towards hate speech for social network 

providers, the question remains to what extend the existing soft law instruments represent an 

adequate regulation in the specified sense. In the following, the thesis elaborates on whether 

the CoC and other soft law approaches are sufficient means to tackle illegal online hate speech. 

(Either alone or in combination with the discussed hard law instruments). The focus will 

primarily be on the CoC, since this instrument exclusively addresses online hate speech. 

Furthermore, in the course of the elaboration of the CoC, it will also be touched upon the 

Commission Communication48, and the Commission Recommendation49. Both are addressing 

measures to tackle illegal content in general. 

A preliminary for the discussion on the CoC is the quick content dissemination in social 

networks and the subsequent removal process for illegal content. A reasonable removal process 

                                                 
47 COM, „C(2018) 1177 final“. 
48 COM(2017) 555 final. 
49 C(2018) 1177 final, which is the follow up on the Communication COM(2017) 555 final. 
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entailing blocking or deletion options is a starting point for hindering the spread of illegal 

content, since for victims of illegal hate speech the infringing content inflicts more damage the 

longer it stays online50. Within this process, an appropriate review and removal period should 

be reached. The duration of the removal process, however, is a controversial. The initial point 

of reference for an appropriate removal period is given by the E-Commerce Directive, which 

demands an “expeditious” removal of illegal content. Even though “expeditious” requires 

somewhat swift actions, this does not clearly specify a time limit and leaves room for 

interpretation. When the E-Commerce Directive was introduced, this seemed to be sufficient. 

However, big social networks and music and film file sharing services were not existent back 

in 200051. With this expansion the need for efficient review and quick removal of illegal content 

online increases. Notwithstanding, the undefined time limit provided by the E-Commerce 

Directive is found to be rather inadequate in this context52. 

In 2017, the COM published a Communication on Tackling Illegal Content Online53, analyzing 

how long on average it takes for illegal content to get removed. The study shows that the 

removal of content depends on the type of the content. For instance child sexual abuse material 

was deleted in 91% of the time, 1/3 of it within 24 hours and the rest within 72 hours54. 

Similarly, 80-90% of terrorist content that was flagged by Europol55. However, when it came 

to illegal hate speech, only an average of 59% of the illegal content was deleted56. Even though 

this percentage was lower before, this still provides possibilities for improvement. Note that 

this percentage only considers illegal hate speech. While soft hate speech is protected by the 

freedom of speech, illegal hate speech is not and therefore higher removal rates are desirable. 

The report does not comment on the amount of time needed to delete the illegal content.  

 

The question of an appropriate removal period and how this can be enforced remains. 

According to current legislation, it is unlawful to oblige the social network provider to set up a 

detection system that identifies illegal hate speech. This would be a monitoring obligation 

prohibited by Art.15(1) of the E-Commerce Directive57. As a consequence, the flagging 

                                                 
50 UNESCO Publishing, “Countering Online Hate Speech”, 13. 
51 From the current big social networks Facebook was the first to be established in 2004, compare Facebook’s 
newsroom, accessed October 29, 2018, https://newsroom.fb.com/company-info/. 
52 Compare Chapter 1. 
53COM, “COM(2017)555final“,4.  
54,Idib, 4. 
55 Idib, 4. 
56 Idib, 5. 
57 For relating case law see for instance: CJEU, “case C-70/10, SABAM/ Scarlet”, para. 69 et seq.; CJEU, “case 
C-360/10, SABAM/ Netlog”, para. 38 et seq. 
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mechanism remains the most important means to identify online hate speech. Flagging means 

that users can report content they deem illegal, by for instance clicking a button set up for this 

purpose. Although there are attempts to use artificial intelligence (AI) to support the flagging 

process, flagging by users can as of now not be replaced by AI. First, training AI on identifying 

different meanings in different contexts is still a challenge58 and second deciding whether or 

not content can be classified as hate speech is not only dependent on linguistic subtleties, but 

also on the context. At present, AI performs well in the field of hate speech only on the data set 

it was tested on. Yet it is simple to disguise hate speech or bypass the AI algorithm, since for 

instance if illegal hate speech posts contain typos, they are impossible to detect by AI algorithms 

59. For the time being it thus remains essential that users and entities like trusted flaggers flag 

illegal hate speech. As a result, the COM demands in its Communication60 an easily accessible 

and user-friendly reporting mechanism. When relevant, this mechanism should also be 

available to the general public, i.e. non-signed-in users61. Also, it is important that it is easy to 

indicate why the post is deemed illegal by the reporting person. The flagging mechanism then 

has to be complemented by a reviewing and take-down system.  

 

It is difficult to come up with a good reviewing and take-down system. There have been efforts 

on a European level to draft a guideline for IT companies on this topic. These efforts finally 

resulted in the European Commission developing the CoC in collaboration with Facebook, 

Microsoft, Twitter and YouTube62. By now, Google+, Instagram, Snapchat and Dailymotion 

also consented to using the CoC. Because the most relevant social network providers consented 

to the CoC, this makes the CoC a relevant legal instrument. The thesis examines it in the 

following section. 

 

2.4.1 Code of Conduct on Countering Illegal Hate Speech Online  

Having so many social network providers agreeing on the CoC, it is likely that this instrument 

can be considered an adequate regulation of illegal hate speech. However, this possibility is 

diminished by the fact that the CoC is a non-binding guideline that is not legally enforceable in 

case of a breach of its standards.  

Below, the work addresses to what extend adequacy can be affirmed for the CoC. 

                                                 
58 Gröndahl, T., “Evading Hate-speech detection”,2. 
59 Idib,5. 
60 COM, “COM(2017)555final”, 9. 
61 Idib, 9. 
62 COM, “CoC”, 1. 
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The CoC is made up of 12 public commitments which are described and analyzed in the 

following. To provide for more clarity in this work, the commitments are summed up into the 

following subcategories.  

1. Establishment of a notification, review and take-down process, embedded in 

Community Guidelines 

2. Safeguarding a functioning review process by employing special trained teams 

3. Suggestion of an appropriate removal period 

4. Education of social network users 

5. Entering into partnership with Civil Society Organizations (CSOs) 

 

2.4.2 Establishment of a notification, review and take-down process 

Several considerations in the CoC address the idea of flagging content as illegal. The reported 

content then has to be reviewed. Therefore, a mechanism that enables to process notifications 

and if necessary to disable/delete the reported content has to be established. Moreover, the CoC 

elaborate on the necessity for social network providers to supply Community Rules or 

Guidelines entailing guiding principles for their users with regard to this removal process. 

Unfortunately, there is no explicit guidance on what this means or how hate speech should be 

defined. The only specification given by the CoC is that the guidelines should prohibit the 

promotion of incitement to violence and hateful conduct.  

 

At this point, the question the thesis questions whether the CoC would be more effective and 

transparent, if they established a comprehensive definition of illegal hate speech. The current 

approach, however, leaves it up to the social network providers to define both protected free 

speech and hate speech. Facebook for instance states “We do not allow hate speech on Facebook 

because it creates an environment of intimidation and exclusion and in some cases may promote 

real-world violence. We define hate speech as a direct attack on people based on what we call 

protected characteristics — race, ethnicity, national origin, religious affiliation, sexual 

orientation, caste, sex, gender, gender identity, and serious disease or disability.”63 The 

definition is broader than the one given in the EU Council Decision, which is actually a good 

thing, since it also comprises attributes like sex and gender. Nevertheless, an institution like the 

EU should not leave it up to a private company to define the difference between protected free 

speech and illegal hate speech. 

                                                 
63 Facebook Community Standards, accessed October 01, 2018, 
https://www.facebook.com/communitystandards/hate_speech. 
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2.4.3  Safeguarding a functioning review process by employing special trained teams 

Besides establishing prohibited content/conduct, more requirements have to be met to safeguard 

a functioning review process. According to the CoC, social network providers should employ 

dedicated teams to carry out the review process. But as a result, social network providers will 

have to employ enough staff. This staff would have to handle the reports and be trained in 

responsible treatment of hate speech posts. This is in principle a good demand, since the large 

number of social network users require a proportional amount of employees that can moderate 

the content. The CoC, however, contains no guiding principle for how many content reviewers 

approximately would be seen as sufficient. Facebook, for example, maintains 1200 employees 

in one of its biggest deletion centers in Berlin, Germany64. These moderators delete everything 

that is against the Community Standards and/or German law. But compared to the 32 million 

German Facebook users in September 201865, the amount of content managers is minuscule. 

Facebook is only an example, but the presumption is that other big social networks like 

YouTube and Twitter also suffer from the same problems. 

Finally, the CoC does not specify how social network providers have to train their staff on 

current societal developments. This is a problem since recognizing illegal hate speech requires 

a degree of current affairs knowledge. Hence, the CoC lacks a concretization of the content. 

 

2.4.4 Removal Period 

A novelty compared to existing legal instruments is that the CoC contains besides the 

recommendations for the review process also a recommendation for the removal period. 

According to this recommendation illegal hate speech posts should be reviewed in less than 24 

hours, followed by disabling access to the content or deleting it if justified. Based on necessity 

of acting quickly against online hate speech, 24 hours for a first review seems reasonable. 

However, 24 hours is short if only a few reviewers are responsible for a large number of reports. 

It could be useful instead to implement a checklist for the reviewing process and guidelines for 

cases where content is not easily classifiable. Even so, such guidelines cannot release social 

network providers of their responsibility of employing trained staff. The guidelines can only 

support staff that are familiar with social standards and habits in the country where the content 

is posted. Given the short time frame, qualified reviewers are therefore important in preventing 

                                                 
64 NY Times, “Tame Facebook”, accessed October 01, 2018, 
https://www.nytimes.com/2018/05/19/technology/facebook-deletion-center-germany.html. 
65 Facebook News Room, “10 Jahre Facebook auf deutsch”, accessed October 01, 2018, 
https://de.newsroom.fb.com/news/2018/09/austauschen-vernetzen-freundschaften-schliessen-10-jahre-facebook-
auf-deutsch/. 
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superficial decision-making in regards to illegal hate speech. It is a balancing act between 

disabling too much content risking an infringement on the freedom of speech, and not disabling 

enough illegal hate speech risking an inefficiency in the process. 

 

2.4.5 Education of social network users 

An interesting aspect of the CoC is the provision that IT companies should educate their users 

and raise awareness of content that is forbidden under community rules. This should in theory 

be easy to achieve by forcing the user to read and agree to a code of conduct containing rules 

of behavior. In practice, however, it is very likely that the majority of users would agree to this 

code of conduct without reading the terms66. The only suggestion from the CoC on educating 

users is to raise awareness by installation of a notification system. However this approach does 

not work, because it does not convey to the average user what qualifies as illegal hate and what 

does not. It is also doubtful whether an average user will reconsider his/her post every time 

under the possibility that somebody could report it. In general, there are no other consequences 

than the post will be blocked or deleted, which hardly makes the notification system a tool to 

raise awareness. Because of this, educating users under the guidelines of the CoC seem almost 

pointless. In conclusion, the idea of raising the user’s awareness is good, the implementation in 

the CoC, however, is not well-grounded and insufficient.  

 

2.4.6 Entering into partnership with civil society organizations 

Another approach is that IT companies should enter into partnerships with civil society 

organizations (CSOs). These organizations could function as trusted flaggers. The only 

prerequisite for this based on the CoC is that the CSOs are provided with clear information on 

individual company rules and Community Guidelines. Since they are better “equipped” than 

the average user, they can flag illegal content more reliably and precisely. CSOs are also 

important in developing counter-narratives and promoting a respectful and tolerant online 

environment67. Compared to. populist groups that flood the internet with constructed 

xenophobic stories, organizations that work on revealing the actual facts are crucial.  

 

One example is the story about the selfie of the German chancellor Angela Merkel and Anas 

Modamani, a Syrian refugee. This picture was misused to disseminate a smear campaign on 

                                                 
66 Similiar in: UNESCO Publishing, “Countering Online Hate Speech”, 30. 
67COM, “Code of Conduct”, 1. 
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Facebook68. The Syrian was i.a. alleged to have lit a homeless man and blamed for terroristic 

attacks. The whole story went viral and was shared and expanded on particular Facebook sites. 

Many of the posts sharing the picture entailed hatred against Anas Modamani and refugees in 

general. This illustrates how important it is to work on general public education. The prejudice 

and lies could, furthermore, be prevented by spreading fact based counter-narratives. 

Enlightened users should be less susceptible to promotion of hate and coursing. Finally, social 

network providers can support CSOs to help expand their outreach. 

CSOs have, furthermore, another important functioning. Hate crime statistics reported by 

governments are generally based on statistics for convictions. These statistics lack the incidents 

of online hate speech not brought before court, which is the majority of cases. Thus, the CSOs 

have a crucial job in reporting hate incidents that do not appear in government hate crime 

statistics. This would, among other things, emphasize governmental under-reporting. 

The approach to work more closely with CSO is good and brings the CoC closer to adequacy. 

However, the provision alone is not sufficient to exhaustively tackle online hate speech.  

 

2.4.7 Evaluation of the Code of Conduct  

The commitments provided in the CoC constitute some improvements compared to the 

guidance for tackling illegal hate speech that existed before. Yet the CoC leaves some questions 

to be answered. 

 

The CoC has now also been reviewed and assessed by the EU in three evaluations. These 

evaluations, in particular the last one, assess whether the CoC could be deemed adequate 

regulation under the established criteria of legitimate aim, sufficiency and proportionality. The 

EU Commissioner for Consumers and Gender Equality Vĕra Jourová sums up the 3rd evaluation 

as: "The Code of Conduct is now proving to be a valuable tool to tackle illegal content quickly 

and efficiently. This shows that where there is a strong collaboration between technology 

companies, civil society and policy makers we can get results, and at the same time, preserve 

freedom of speech.”69  

And indeed, the evaluation shows that improvements have been made. An average of 70% of 

illegal hate speech reported to the participating IT companies was deleted. In average, the 

assessment of the reports was in in 81,7% conducted in less than 24 hours Compared to the 

                                                 
68 See e..g. NYT, “Refugee’s Selfie with Merkel”, accessed October 03, 2018, 
https://www.nytimes.com/2017/02/06/business/syria-refugee-anas-modamani-germany-facebook.html.  
69 COM, “press release regarding CoC”, accessed October 03, 2018, http://europa.eu/rapid/press-release_IP-18-
261_en.htm.  
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results of the first and second evaluation (28% and 59% notified illegal hate speech was deleted) 

this is a noticeable different. However, these rates still vary significantly between companies. 

While Facebook removed 79,8% of the notified illegal content, Twitter deleted only 45,7%70. 

In addition, both removing rates and reactions to notifications have been notably different 

between countries and social network providers 71. The complaints were assessed under national 

laws transposing the EU Council Framework Decision 2008/913/JHA72, which causes different 

outcomes in hate speech assessments.  

 

Another problem is the inadequate feedback to users73. In theory, users should be told the reason 

their post was deleted. This applies both for users with deleted content and users that flagged 

content. The CoC though, establishes in no way a claim for such a process. This limits the 

transparency of the removal process, but is easily fixed by adopting such a specification. 

Finally, I believe there should exist a way to retrieve wrongful deleted content and an easy 

appeal-possibility for users. A wrongful deleted post could be an interference with the freedom 

of expression. Therefore an appropriate remedy possibility must be available 

 

Overall the CoC contains fairly good approaches, in particular the specifications for a review-

process, the proposed 24 hour time limit, and the emphasis on increasing the cooperation with 

CSOs. In addition, the most influential social networks in Europe are represented, which 

demonstrates that the CoC has some reach. Notwithstanding, there is the fact that all the 

measures are voluntary and there are no sanctions for non-compliance in place.  

Even though the CoC has many good qualities, this makes the CoC not fully adequate regulation 

with regard to tackling illegal hate speech in my opinion. 

First, the CoC does not provide a generally valid hate speech definition. Even though it refers 

to the Framework Decision’s hate definition, this does not replace the need for a proper 

definition since without a proper definition, each Member State will interpret the Framework 

Decision differently, which causes slightly different specifications and varying criminal laws 

in each Member State. Consequently, social network providers might be subjected to different 

law elaborations in each Member State, which will manifest into different Community 

Guidelines for each Member State.  

                                                 
70COM, “Results of the 3rd monitoring exercise”,3. 
71 Compare tabel “Rate of Removals per EU Country” in “Fact Sheet Countering hate speech”,3. 
72 COM, “Results of the 3rd monitoring exercise“, Annex. 
73 COM, “press release regarding CoC”, accessed October 03, 2018, http://europa.eu/rapid/press-release_IP-18-
261_en.htm. 
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In addition to leaving the definition up to the IT companies, the CoC leaves the responsibility 

of safeguarding or limiting free speech to them as well. As a result, any limitation of free speech 

in this case is not grounded in hard law, but in “Community Standards” and “Terms of Service”. 

The social network providers have to establish their own definition and assessment methods for 

illegal hate speech. Hence, content that is deemed to be illegal will only be assessed based on 

Community Rules. This is highly problematic since fundamental freedoms, like the freedom of 

expression, must only be curtailed on the basis of well-balanced laws.  

 

In addition, the insecurity about what is allowed to be expressed online does not only affect 

social network providers, but also their users. Unpopular ideas and opinions should still be 

allowed to be expressed, whether in real life or online. Trying to regulate hate speech without 

a transparent basis, however, could stifle debate and create a climate of suspicion and mistrust74. 

You could counter that the CoC only guides to take down content that already counts as illegal 

hate speech75, however there is no proof that only illegal content is taken down by the social 

network providers. This results in an ambiguity that should not exist concerning a fundamental 

right. Even though, Community Standards of social networks have to comply with European 

and national laws, the average user may not have full knowledge of the relevant laws. This 

makes it nearly impossible for users to understand whether or not the Community Standards of 

a social networks include illicit terms and conditions.  

 

Could this problem be rectified by establishing a proper definition and framework in a hard 

law? First, the CoC should establish the same conditions online and offline. The reasoning is 

that somebody who denies the holocaust in public, for example, is probably aware that they are 

committing of an offense. The same person doing this online must not have the feeling to be in 

right. Tolerating any form of illegal hate speech, either online or offline, under the guise of free 

speech will actually just damage free speech. Thus the lawmakers have to safeguard procedures 

in which social network providers take down content. The decision about legality and illegality 

has to be made by the state. Leaving this responsibility to the social network providers is 

unaccountable and non-transparent since it is not clear how and on which basis the Community 

Standards and Guidelines are developed.  

                                                 
74 Portaru, A, “Freedom of Expression Online”, 84. 
75 COM, “Fact sheet – Countering illegal hate speech”, accessed October 03, 2018, http://europa.eu/rapid/press-
release_MEMO-18-262_en.htm.  
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In addition, the whole removal process lacks transparency. None of the big social networks 

informs users with a detailed justification why a post was deleted. Nor does a reporting user 

receive a comprehensive feedback on reported content. Furthermore, the CoC makes no 

provisions for the retrieval of unlawful deleted content. Such a provision would reduce the 

severity of the interference with the freedom of speech right. 

 

It has to be established that the CoC lacks important aspects. This is partly caused by the non-

binding nature of the CoC, which also results in missing enforcement and remedy possibilities. 

Certain problems with the CoC could be solved or improved by replacing the current CoC with 

a hard law. This would solve the criticism that the law is currently not binding and lacks remedy 

options. A hard law could also increase transparency by giving clear norms and specifications 

on the reviewing and removal processes. In addition, it should be specified how affected users 

will be informed.  

Whether such a hard law would be favorable is also interesting since Germany is closely 

watched by the international society because they were the first EU Member State to adopt a 

law to tackle hate speech online. The law passed in Germany partly shows parallels with the 

CoC. Thus this law could be used to amend the CoC. Therefore, the work examines below 

whether the German law is an adequate law or if it suffers from the same problems as the CoC. 

Moreover, it will be examined if this law contains approaches favorable over the CoC and if 

these are transferable to an EU level.  

 

All in all, there is neither a hard law nor a soft law that would cover all legal issues with regard 

to hate speech. Even combining the existing legal instruments in the EU these cannot qualify 

as covering the hate speech problems in a satisfying way. Consequently, approaches for 

improvements are needed and it will be assessed, if these can be found within the German 

Network Enforcement Act. 
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3 German Act to Improve Enforcement of the Law in Social Networks (Network 

Enforcement Act)  

Chapter 3 intends to clarify, whether or not the Network Enforcement Act (NEA) could be 

a model law for an EU regulation. As presented in Chapter 2 this was the first hard law on hate 

speech introduced in Europe. This law also contains approaches that are similar to those found 

in the CoC, like the provision for a general 24 hours removal period. On the other hand, the 

NEA got similar criticisms to the CoC like an absent hate speech definition and a missing 

solution to wrongfully deleted content. Apart from this, the NEA contains notable approaches, 

like the provision for regulatory fines and the provision for a “person authorized to receive 

service” that are non-existent in the CoC. Due to the similarities and the additional novelties in 

the NEA, an analysis of the NEA, including a comparison with the CoC, is interesting. This 

analysis will allow us to decide whether the NEA is an unsuitable transposition of the CoC or 

whether it could serve as a model for an adequate European hate speech law. 

 

3.1 Background and Scope of the NEA 

The NEA was issued September 1st, 2017 and entered into force October 10th, 2017. On January 

1st, 2018 the law entered into effect, subjecting Facebook, YouTube, Twitter and so on to its 

rules. The German lawmaker intended to enhance the law enforcement online by adopting 

compliance rules for social networks. This should result in more effective tackling of hate 

crime. Quite remarkably, only the official reasoning for the law76, and not the actual law cites 

the term “hate speech”. Regardless, the law is generally perceived as a law explicitly tackling 

hate speech.  

Despite that increase in hate speech online is uncontested in most debates77, the course of action 

laid down in the law is very controversial in German78 and international news79. On June 8th, 

2018, the first claim against the NEA was filed before the Administrative Court of Cologne80, 

alleging that the law is both formally and materially unconstitutional. The plaintiffs aimed at 

finally achieving a referral according to Art.100(1) BL to the German Constitutional Court. It 

is not possible to predict whether this claim will succeed and when a decision in this case can 

                                                 
76 BT-Drucksache18/12727, “Regierungsentwurf NetzDG”, 10. 
77 Compare the discussion in Chapter 1. 
78 Against the NEA e.g.: Müller-Franken., “Netzwerkdurchsetzungsgesetz-Verfassungsrechtliche Fragen”; 
in favor: Peifer, “Netzwerkdurchsetzungsgesetz-Zivilrechtliche Aspekte”. 
79 The Economist, “Germany is silencing “hate speech““, accessed October 31, 2018, 
https://www.economist.com/europe/2018/01/13/germany-is-silencing-hate-speech-but-cannot-define-it. 
80 The statement of claim can e.g. be found under 
https://mhoeferlin.abgeordnete.fdpbt.de/sites/default/files/2018-
06/Klageschrift%20NetzDG_VG%20K%C3%B6ln.pdf.  
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be expected. Within this work I will only discussed the NEA’s material legitimacy, for instance 

the alleged infringement of fundamental rights. Besides this, the claim will not have any other 

importance within the following analysis. The aspect of formal constitutionality is not relevant 

for the assessment of, whether the law is good content-wise, or to estimate the relevance of the 

provision for European law.  

 

The scope of the NEA is clarified in Art.1, where it is established that the NEA applies to 

‘telemedia service providers which, for profit-making purposes, operate internet platforms 

which are designed to enable users to share any content with other users or to make such content 

available to the public (social networks)81’. This provision is subject to a de minimis limit, 

meaning that only networks that have two million or more registered users in the Federal 

Republic of Germany are under obligation82. The German law maker considers networks of this 

size to be opinion leaders83. In addition, this limit arguably protects smaller SN and platforms, 

as the implementation of the required measures comes with a cost. The NEA imposes reporting 

and organizational obligations on the provider, Art.2,3 and 5. The infringement of these 

obligations is followed by a sanction mechanism. Art.1I(3) NEA comprises a catalogue of 22 

criminal offences which are established in the German Penal Code84. Once content, i.e. a 

post/comment/tweet etc., fulfills one (or more) of these offenses, it is classified as unlawful 

content and has to be blocked or taken down. The social network providers subjected to the law 

have to provide a reporting function, which enables users to flag content that is deemed to fulfill 

one of the listed offenses.  

 

3.2  The framework in detail 

Like the CoC the NEA contains a catalogue of provisions for social network provider which, in 

contrast to the commitments entailed in the CoC, are binding. In the following paragraphs the 

work analyzes, whether these provisions could serve as practical suggestions for improvement 

for the CoC is analyzed in the following. In the course of the analysis, the main emphasis is put 

on German papers, as a legal in-depth discussion about the NEA primarily occurred within 

German specialist literature.  

 

 

                                                 
81 Art.1(1) NEA. 
82 Art.1I(2) NEA. 
83 BT-Drucksache18/12356, “Regierungsentwurf NetzDG”, 11. 
84 German Strafgesetzbuch (StGB) 
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3.2.1 What is classified as unlawful content under the NEA 

According to the governmental draft, the NEA85 should mainly crack down on hate speech and 

fake news. However, the NEA shies away from establishing a legal hate speech definition. The 

NEA rather limits itself to already existing offenses contained in the German Penal Code, which 

are listed in Art.1(3) NEA. The NEA deems that content provided by a social network user that 

fulfils the requirements of one of the offences within the meaning of Art.1(3) NEA, is unlawful 

content. 

Not all of the listed offences are clearly relevant with regard to hate speech (see for instance 

offenses like §89a, §91 or §184b in conjunction with 184d of the German Penal Code). These 

are rather directed at tackling illegal and harmful content in a broader sense, punishing 

subversive activities or offenses related to child pornography. 

In the NEA, hate speech can be assigned to three groups of offenses: offenses against the public 

order, offenses against the personal honor or threat. The former are for instance covered by 

§130 of the German Penal Code, the latter e.g. by §§185-187 of the German Penal Code. §241 

of the German Penal Code is also relevant in regards to punishing threat.86 

 

The assignment of hate speech to the related offenses might, however, not be that simple since 

hate speech is not clearly defined 87. Although everyone has a personal opinion on what should 

classify as insult or incitement of the people, a subjective perception from a legal layman’s 

perspective cannot be decisive in a constitutional state. From a legal point of view, the 

fulfillment of offense requirements is not always easily identifiable. Some offenses require an 

assessments in multiple steps, several offenses contain indefinite legal terms which require 

interpretation, and some offenses also require a deeper analysis of the physical offense 

characteristics. This can be exemplified with the requirements of §130 of the German Penal 

Code. It punishes incitement of the public, an offense which must also be punishable according 

to Art.1 of the Framework Decision. The offense requirements of the German law have stringent 

demands, since the threat of punishment for §130 is relatively high, with up to five years of 

imprisonment, §130(1) German Penal Code. Merely pejorative slogans do not fulfill the offense 

requirements, since slogans of a pure hateful intention would be needed. The act has to 

evoke/incite hatred and the hateful intention has to be positively determined. For instance it 

would not be enough to put up a door sign at a Café stating “No admission for foreigners”88, 

                                                 
85 BT-Drucksache18/12356, “Regierungsentwurf NetzDG”. 
86 Similar assumption: Peifer, “Netzwerkdurchsetzungsgesetz: Zivilrechtliche Aspekte”, 20-21. 
87 Also discussed in: Peifer, “Netzwerkdurchsetzungsgesetz: Zivilrechtliche Aspekte”, 20. 
88 Ostendorf, H, „StGB § 130 Volksverhetzung“,Rn.11. 
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even though this obviously is discriminating. The sign as such does not confirm the existence 

of a pure hateful intention. Apart from listing the criminal offences, no examples of 

unlawfulness are given by the legislator, leaving the assessment for unlawfulness to the social 

network providers. Thus this requires that the network providers handle this responsibility, by 

for instance employing specialized or trained staff. Still, this challenge comes with problems, 

like the correct identification of satire. Satire is a form of expression that uses for instance 

humor, exaggeration, irony or ridiculousness to illustrate certain circumstances. This is often 

provocative, but nevertheless covered by the freedom of expression. Only days after the NEA 

entered into force in January 2018, the Twitter account of the German satire magazine Titanic 

was blocked. The magazine parodied Beatrix von Storch, one of the AFD leaders, whose 

account had also been blocked after publishing anti-Muslim and anti-migrant posts89. The latter 

account was blocked legitimately, the former was not. Twitter arguably had a bad start with the 

implementation of the law, yet this illustrates that provisions for content deletion has to be very 

precise. 

 

Another problematic aspect with NEA is that certain forms of hate speech may sometimes not 

be covered by the German criminal laws. This is an example of soft hate speech, where you feel 

it should be punishable by law, but it is not. This can be exemplified with §185 of the German 

Penal Code, punishing insult. In general, an insult has to be directed against a single person. In 

in particular cases it is also possible to insult a collective90. In the latter case the individuals of 

a group have to be directly addressed by the insult. This group furthermore has to be clearly 

distinguishable and sufficiently identifiable against other groups. An insult to the group has to 

take up a characteristic that is present in every member of the group91. An insult directed against 

“all women”, “all refugees” etc. is not constituting an offense92, since the group in question is 

not numerically estimable93. This is problematic when classifying general statements about 

groups as hate speech. According to the current German jurisprudence this does yet not qualify 

as an insult of a collective94. The scope of the norm is thereby clearly restricted. It can be 

assumed that the addressed statement would probably nonetheless be illegal under community 

guidelines and could be reported and blocked/deleted on the basis of this. Notwithstanding, 

                                                 
89 Reuters, “online hate speech law”, accessed October 11, 2018, https://www.reuters.com/article/us-germany-
hatecrime/german-opposition-calls-for-abolition-of-online-hate-speech-law-idUSKBN1EW0Q9.  
90 The corresponding German offense is “Beleidigung unter einer Kollektivbezeichnung“. 
91 Bundesgerichtshof (BGH), NJW 1989, 1365 (1365 f.), „Soldaten sind Mörder“. 
92 Idib, 1365. 
93 Idib, 1366.  
94 Compare also: Koreng, Hate speech im Internet”, 153. 
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with regard to the fact that the NEA aims at effectively tackling hate speech, the recourse on 

social network guidelines as removal basis is not convincing. Already as a part of the CoC 

analysis it was criticized. It was discussed earlier that the definition and classification of hate 

speech should not fall to the social network providers. The same criticism applies here. The 

development of community guidelines is not publicly observable and the enforcement of these 

is solely reserved to the network providers. At large, the guidelines are presumably congruent 

with actual laws, however the whole enforcement is opaque and not comprehensible for a 

particular individual. More guidelines on what the lawmakers deem to be illegal content could 

therefore be helpful. 

 

In the case that content was deemed to be illegal within the scope of the NEA, the content has 

to be either blocked or deleted by the social network provider. The removal process introduced 

by the NEA, however, raised some discussions which will be discussed in the next point.  

 

3.2.2 Blocking and removal of unlawful content  

Art.15 of the E-Commerce Directive forbids to establish a general obligation to monitor95. 

Therefore, also under the NEA social network providers cannot be forced to establish a 

monitoring mechanism that detects illegal content. Hence, the detection and reporting of 

unlawful content is dependent on social network user and complaint bodies or trusted flaggers. 

Earlier, I criticized the CoC for missing provisions on how a report mechanism should be set 

up. Since this mechanism is crucial for the whole blocking/removal process, the lawmaker 

should make some specifications. In this respect, the NEA shows an improvement. One of the 

important obligations imposed by Art.3(1) is that social network providers have to “maintain 

an effective and transparent procedure for handling complaints about unlawful content […]. 

The provider shall supply users with an easily recognizable, directly accessible and permanently 

available procedure for submitting complaints about unlawful content”. This provision 

establishes a clear framework for the complaints mechanism. Even though no further 

explanation is given for the paragraph, the provision is specified enough.  

 

Providers subjected to the NEA have to block or if necessary delete unlawful content after a 

review process. The law distinguishes between two types of unlawful content - manifestly 

                                                 
95 Compare for instance the Netlog/Sabam ruling CJEU C-360/10, even though the subject is copyright law. 
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unlawful content96 and unlawful content97, according to which the removal periods differ. The 

characteristic of manifestly, i.e. obviousness, entails that any auditors is able to determine 

unlawfulness at first sight. Some scholars, however, argue that the distinction between 

manifestly unlawful and unlawful content is problematic. They argue the term of “unlawful 

content” suffers of inadequacy98 and does not permit a meaningful recourse. An argument in 

favor of this criticism is that in Art.1(1) NEA it is only stipulated that a listed offense has to be 

committed. Yet, Art.1(1) does not indicated, whether the social network provider only has to 

proof that the physical elements of the offense are fulfilled, or, if as well the criminal intent of 

the offender has to be proofed. Proving the subjective intention behind a post that contains 

illegal content would in many cases be difficult or even impossible. As a consequence, in many 

cases illegal content would rather classify as manifestly unlawful then as unlawful content. 

Finally, this would result in long review processes.  

In general, the interpretation of statutes comprises, however, not only the interpretation of the 

wording, but i.a. also the interpretation by means of the legislative intent. The government 

clarifies in the draft for the NEA that only the physical elements of an offense have to be 

fulfilled to deem “content” unlawful99. This argument, therefore, rather points out inaccuracies 

in the formulation of the legal text than demonstrating its inapplicability. 

 

What notwithstanding should be discussed in more detail is the removal period for manifestly 

unlawful cases, were the blocking/removal has to occur within 24 hours after receiving the 

complaint, Art.3(2)Nr.2 NEA. The timeframe of 24 hours for the blocking/removal is not 

exactly a novelty, it was already suggested in the CoC. It is, nonetheless, quite controversial for 

the following reasons. 

 

The interpretation of the 22 criminal listed offenses in Art.1I NEA, is often complex. In 

manifestly unlawful cases the removing/blocking, has to occur within 24 hours after receiving 

the complaint, Art.3(2)Nr.2 NEA. This 24 hour period was heavily criticized by German 

scholars for being an intensification of §10 Telemedia Act (Telemediengesetz (TMG)), which 

is the transposition of Art.14 of the E-Commerce Directive100. The apprehension is that the 

                                                 
96 Art.3(2)Nr.2 NEA. 
97 Art.3(2)Nr.3 NEA. 
98 Liesching, “Rechtswidrige Inhalte”, 814. 
99 BT-Drucksache 18/12356 “Regierungsentwurf NetzDG“, 12. 
100 For instance: Koreng, ”Hate speech im Internet”, 159; Müller-Franken, “Netzwerkdurchsetzungsgesetz-
Verfassungsrechtliche Fragen”,10. 
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short period might lead to blocking/deletion of posts without a clear determination of their 

unlawfulness101.  

The federal ministry of justice, however, argues that there exists an obligation to act, if 

knowledge of misuse of the service is acquired. This provision exists already in Art.14 E-

Commerce Directive/ Art.10 TMG. Further on, the federal ministry of justice argues that the 

standard for deletion is solely German laws. This would not leave scope to the social network 

providers to decide on a “personal” basis, whether or not content is unlawful. Accordingly, no 

new obligations for a removal process would be created. In fact, the NEA would only ensures 

that there is compliance with existing laws102. The federal ministry’s arguments per se are 

reasonable, since only content that classifies unlawful under the NEA has to be deleted by the 

social network providers. The argumentation, however, misses two aspects. 

 

First, the problem remains that the review process is done by the social network providers and 

not by an independent third party. Hence, special trained staff that reviews the content on behalf 

of the social network provider is required. Otherwise, it cannot be assured that the offenses 

listed in Art.1(3) NEA are identified and examined correctly. Therefore, the uncertainty persist 

that actual legal content is wrongfully deleted, due to time pressure or an inaccurate 

examination. Moreover, some scope is left to the social network providers to delete content 

according to their wishes. Not on the basis of the NEA, but on the basis of their community 

guidelines. Facebook, for instance, takes a two-step approach to review content. Where content 

is deemed to be illegal, it first is reviewed under Facebook’s Community Standards. Only if the 

reported content does not violate the Community Standards, it will also be reviewed for legality 

based on the NEA103. In case Facebook’s Community Standards are violated, the content will 

be taken down worldwide. Content that, however, only infringes the NEA will not be taken 

down worldwide, but access to the content is locally disabled in Germany104. 

 

Secondly, according to Art.4(2) NEA, the non-compliance with the removal obligation can be 

punished with high fines. Especially with regard to the 24 hour removal period, social network 

providers are pressured to comply with the provision. This fosters the apprehension of over-

                                                 
101Idib; Guggenberger, “Netzwerkdurchsetzungsgesetz”, 1. 
102FAQ Netzwerkdurchsetzungsgesetz Federal Ministry of Justice, accessed: September 2, 2018, 
https://www.bundesjustizamt.de/DE/Themen/Buergerdienste/NetzDG/Fragen/FAQ_node. 
103 Compare Facebook Helpcenter, „difference between NetzDG and Facebook’s Community Standards”, 
accessed November 5, 2018, 
https://www.facebook.com/help/984904225005204?helpref=search&query=community%20standrads&sr=1&ref
=contextual.  
104 Idib. 
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blocking, like in the case of the Titanic magazine’s Twitter account. Over-blocking means that 

actual lawful content is blocked or deleted (in order to block unlawful content). Thus, it is a 

problematic over-reaction. Lawful content is protected by freedom of expression and opinion 

and must not become a collateral damage in the fight against hate speech. The fear of over-

blocking is also not completely unsubstantiated with regard to the amount of the possible fines. 

A breach of the NEA can be sanctioned with up to 5 million Euros105, or up to 50 million Euros 

for legal entities or associations of individuals106.  

On the other, a quick reaction towards illegal content online is crucial. The speed with which 

illegal content is spread and the damage that can be caused, demand effective countermeasures. 

Moreover, omitted removals in single cases do not provoke a fine, the NEA only punishes 

systematical failure 107. This means that a social network provider would have to violate his 

obligations for several times before a fine would be imposed.  

Against the apprehension of over-blocking it can be opposed that the NEA also fines if the 

provider fails to provide, to provide correctly or to provide completely, a procedure for dealing 

with complaints, Art.4(1)Nr.2. Whether or not a provider fails to establish such a procedure can 

be verified. According to Art.2(2) the social network providers have to publish a report 

biannually, providing insight into how many complaints were submitted, if these complaints 

lead to blocking or deletion of content, and after which criteria the decisions were made. This 

makes it somewhat difficult to delete content for the reason of “evading a fine”. Even though 

the establishment of this complaints management system comes at a costs for the social network 

providers, compared with the revenue the big networks generate, the costs are not inadequate. 

And there is one further strong impetus for social network provider to not randomly delete 

suspect content without further review. The social networks are dependent on their user’s data 

and the income through advertisement. If large numbers of posts would be deleted without 

reason, the probability that the network becomes unattractive for users is high. This would 

probably cause user to leave the network and rather join another one108. Apart from the 

provisions imposed from the law maker, there is as well a social pressure to behave law-abiding.  

In conclusion, the 24 hours period is a proportionate specification, also bearing in mind that is 

only applies to manifestly unlawful content.  

                                                 
105 Art.4(2) NEA. 
106 Compare §30(2)3 Gesetz über Ordnungswidrigkeiten (OWiG), i.e. the German law on misdemeanors. 
107 „BT-Drucksache 18/12727, Regierungsentwurf NetzDG“, 27. 
108 Similar: Peifer, “Netzwerkdurchsetzungsgesetz: Zivilrechtliche Aspekte”, 19. 
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In addition, the first biannually transparency reports that had to be published by the social 

network providers109 proved that the great apprehensions of over-blocking were not justified. 

This is exemplified with the transparency report for Facebook in the next paragraph. 

Facebook registered from January 11th, 2018 until June 30th, 2018 an amount of 886 complaints 

based on the NEA. The reporting process in Facebook is divided such as a user can either report 

a breach of community rules or a breach of the NEA. Therefore, the number of complaints with 

regard to the NEA is comparable low in proportion to the amount of complaints Twitter and 

YouTube registered. The mechanism at Facebook enables also to report more than just on 

content in one complaint.  

218 of the 886 complaints Facebook received resulted in a deletion of content. Based on that 

218 complaints, 362 post were deleted110. Thus, 24.6% of all complaints let to an erasure of 

data which means every 4th reported content was deleted. YouTube got with 214.827 complaints 

even more complaints than Facebook, of which 58.297, i.e. 27,14 % were deleted111. The 

numbers for Twitter are 264.818 complaints of which 10,82 %, namely 28.645 were deleted 

according to the NEA112. This does not match the concern that every post that is reported, will 

be deleted to evade possible fines.  

 

In point of fact, it can be questioned, whether the blocking/deletion-mechanism is even effective 

enough. Since content that is blocked or deleted due to violation of the NEA, but does not 

breach the Facebook community rules will still be available outside of Germany. A European 

hard law with comparable duties for social network providers would be more effective.  

 

Finally, for all the cases where unlawfulness of the content is not obvious, the removal period 

is immediately, this generally being within 7 days of receiving the complaint, Art.3(3) NEA. 

This period is flexible and can be adjusted to the special needs of every not manifestly unlawful 

case, which makes it proportionate. Moreover, Art.3(3)(b) NEA establishes the opportunity to 

refer the decision within 7 days to a recognized self-regulation institution. This means that in 

the case of insecurities about a case, the decision can be referred to specialists. Facebook, 

however, did not consult such an institution. They only referred 54 cases to external legal 

adviser, which are counted as a part of Facebook’s ‘enlarged legal department’113. This is also 

                                                 
109 According to Art.2(1)NEA. 
110 The whole Facebook transparency report for the first half of 2018 can be looked up under: 
https://de.newsroom.fb.com/news/2018/07/facebook-veroeffentlicht-netzdg-transparenzbericht/.  
111 Google, “Transparenzbericht YouTube“, 8. 
112 Twitter, “Netzwerkdurchsetzungsgesetzbericht“, 7. 
113 Facebook, “NetzDG-Transparenzbericht“; 6. 
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the case for YouTube, where zero cases were referred to a recognized self-regulation institution, 

but 40 to a law firm specialized in criminal law. Twitter referred 107 cases to an external body, 

but also non to a recognized self-regulation institution114. All three deleted more than 90% of 

the complaints within the 24 hour period115. This arguably suggests that the 24 hours for 

manifestly unlawful cases are sufficient to review the complaints. 

 

In conclusion, the blocking/removal process could be more effective regarding the range, since 

illegal content is only disabled in Germany. Additionally, the partial opacity concerning the 

reason for blocking/deletion of a particular post is criticizable.  

The removal period of 24 hours for manifestly unlawful cases, however, seems to be reasonable. 

 

3.2.3 Reporting Obligation 

The reporting obligation arises when a social network receives more than 100 complaints per 

calendar year. It is established in Art.2(1) NEA and has a similar function like the evaluations 

of CoC. Where the requirement of Art.2(1) is fulfilled, a report in German language has to be 

published biannually, and remain accessible for the public in a directly reachable site. For the 

first half-year of 2018, all the social network providers under obligation of the NEA had to 

publish such a report116, since they already received significantly more than a 100 complaints 

in the first six month of 2018. These reports have to entail nine compulsory points, allowing to 

get an insight into how illegal hate speech is handled on the platforms. Due to these compulsory 

points, the gathered information is comparable and detailed enough to obtain relevant 

information out of the reports. Art.2(2)Nr.2, for instance, establishes that the report has to 

include a “description of the mechanisms for submitting complaints about unlawful content and 

the criteria applied in deciding whether to delete or block unlawful content”. This specification 

allows to understand what was done and why it was done. This is important, since it provides a 

certain controllability of the social network providers. The failure to correctly include the 

compulsory points, means non-compliance with the reporting obligation and can cause a fine 

in accordance with Art.4(2) NEA.  

The reporting obligation is a good instrument to review what the social network providers did 

within the scope of the NEA, and also to monitor the overall impact of the NEA. A more 

                                                 
114 Idib. 
115 Compare the corresponding transparency reports.  
116 E.g. Google, “Transparenzbericht YouTube“, Facebook, “NetzDG-Transparenzbericht“; Twitter, 
„Netzwerkdurchsetzungsgesetzbericht“. 
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comprehensive evaluation of the NEA will be possible once several reports have been compiled. 

Yet, the report for the first half of 2018 already allows initial conclusions to be drawn.  

 

3.2.4 Independent supervisory institution and right to claim restoral of wrongful deleted 

content 

One main point of criticism with regard to the CoC is that the decision about illegality of content 

was left over to the social network providers. The NEA entails shortcomings under a similar 

aspect. Even though the NEA contains an exhaustive list of offenses, according to which 

unlawfulness of content has to be assumed, the actual legal classification of unlawfulness is 

done by the providers. 

Whether or not something is punishable by law is the responsibility of maintaining the public 

order, which is an immanent state’s responsibility117. Critics of the NEA classify the decision-

making independence of the providers as a privatization of the law enforcement118. The law 

enforcement, however, can never be privatized in a democracy, but has to lie within the 

responsibility of the judiciary. Yet, the argument of privatized law enforcement can be 

countered with the following. The NEA obliges to implement a comprehensible deletion 

management and as well to explain the self-imposed rules of the procedure119. This enhances 

the transparency by demanding accountability of the providers with regard to the deletion 

process120. In addition, the subjected providers are according to Art.2(2)Nr.4 obliged to provide 

information on personal resources, how specialized the deployed staff in terms of, for example, 

linguistic expertise is, etc. Without a doubt, it remains a possibility that the network providers 

could make incorrect decisions. Notwithstanding, there is a control management in place which 

forces the social network providers to account for what they do. Decision making merely on a 

private value system will not be possible. In addition, in case that an actual punishment 

according to the German Penal Code should be imposed, this would have to be ruled by a court. 

This power is not handed over to the network providers. Besides that the call for a court decision 

about each reported content is unrealizable with regard to the amount of reports that are received 

by the social networks.  

 

Nonetheless, it could be a compromise or improvement to require a referral to an objective third 

party institution in not manifestly unlawful cases, i.e. in more complicated cases. The idea of 

                                                 
117 Similar for instance: Wimmers/Heymann, “NetzDG – eine kritische Stellungnahme”, 97. 
118 Idib,98. 
119 Peifer, , “Netzwerkdurchsetzungsgesetz -Zivilrechtliche Aspekte”, 20. 
120 Idib. 
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such an institution is already enshrined in Art.3(6), where self-regulation institutions are 

established. Currently, the referral of cases is on a voluntary basis. The above-mentioned 

transparency reports for the first half-year of 2018 though, show that not a single case was 

referred to a self-regulation institution. In some cases law-firms were consulted121, yet these are 

also private actors that are not guided by the state. 

 

Another aspect that goes along with wrongful deletion is that the NEA does not provide for 

adequate remedy possibility in that case. Content that wrongfully was classified as illegal and 

in consequence removed, will probably remain deleted for two reasons. 

The NEA does not establish a general right to appeal a decision. Only when content was deleted 

based on the decision of a self-regulation institution, the affected user has a right to appeal 

according to Art.3(6)Nr.3,4 NEA. However, since so far no decisions were referred to such an 

institution, this right to appeal has no actual relevance.  

In the case that the removal or blocking decision was made by a social network provider, the 

affected user is not entitled to claim restoration from the network provider and can only take 

legal actions against the decision before an ordinary civil court. This, however, is a costly and 

lengthy procedure for an average user122. It is therefore questionable, whether this meets the 

minimum standard for adequate legal protection123. Users should in general be able to easily 

file a complaint if they are of the opinion that a removal was unlawful. The current legal 

protection procedure is not appropriate to the situation124. Furthermore, in cases were the 

complaint is justified, a right for the person concerned to claim the restoration in an easy and 

low-cost way should be established within the law. Even though this might involve significant 

costs for the social network providers125.  

 

3.2.5 Possible interference with the freedom of expression, Art. 5(1) BL 

The provision in the NEA partially raise doubts concerning their compatibility with 

fundamental rights. Therefore, this concern will be analyzed in the following.  

 

 

                                                 
121 E.g. the case for: Twitter, “Netzwerkdurchsetzungsgesetzbericht”,7; Facebook, “NetzDG-
Transparenzbericht”,6; YouTube, “Transparenzbericht”, 8. 
122 Müller-Franken, “Netzwerkdurchsetzungsgesetz: Verfassungsrechtliche Fragen”, 13. 
123 Idib. 
124 Idib. 
125 Aspect of costs as a comprehensible consideration: Peifer, “Netzwerkdurchsetzungsgesetz: Zivilrechtliche 
Aspekte”, 20. 



 

37 
 

3.2.5.1 Scope of protection  

The freedom of speech is enshrined in the German Constitution in Art.5(1)sentence 1 BL. It 

grants the right to freely express one’s opinion through words, in writing or pictures, without 

state interference. Furthermore, it is granted to everybody and in general considered a right of 

defense against the state126. Mainly protected by Art.5(1) BL are value judgements that have 

any opinion-forming effect. Factual statements, however, are only protected as long as they 

contribute to opinion-forming and are not evidentially untrue127.  

By implication this means that evidentially untrue statements are not included within the scope 

of protection of Art.5(1), since these are not worth protection128. Accordingly soft hate speech 

is in general protected by the freedom of expression, whereas hard hate speech is not. Illegal 

hate speech that, containing a value judgement or a not clearly wrongful factual statement, will 

be within the scope of protection of Art.5(1)129, however, the protection of this type of 

expression is subordinate when it comes to a balancing against other rights. 

 

The reporting, review and removal process in the NEA concerns statements in social networks 

which initially are protected by the freedom of speech130. Therefore it has to be examined if an 

interference with the freedom of expression is given. Parts of the German literature negate an 

interference. They argue that the law in the first place does not oblige to remove specific 

content, but to provide a complaints system131. The prevailing opinion in the literature, 

however, considers the law to infringe Art.5(1) BL132, since it has a “chilling effect”, caused by 

the high possible fines and the alleged over-blocking133.  

 

3.2.5.2  Constitutional Justification of the infringement  

A given infringement of the freedom of expression could be justified, as Art.5(2) BL contains 

grounds of limitation that permit the legal limitation of expression by a general act. Whether 

the NEA is a general act is controversial134, but would be irrelevant anyway if the NEA neither 

is proportionate. The principle of proportionality requires that an infringement has to purpose 

                                                 
126 Schwarz, Meinungsfreiheit und Persönlichkeitsschutz, 241. 
127 Idib, 242. 
128 BVerfG, “Beschluss des Ersten Senats vom 10. November 1998 - 1 BvR 1531/96“ - Rn.52. 
129 Wissenschaftlicher Dienst, “NetzDG, Vereinbarkeit mit der Meinungsfreiheit”, 6. 
130 Idib, 7. 
131 Idib, 8. 
132 For instance: Müller-Franken, “Netzwerkdurchsetzungsgesetz-Verfassungsrechtliche Fragen”, 7; 
Wimmers/Heymann, “NetzDG – eine kritische Stellungnahme”, 100; Liesching, “Das BVerfG wird das NetzDG 
kippen”, II.1; Guggenberger, “Das Netzwerkdurchsetzungsgesetz in der Anwendung”,12. 
133 Cf. Chapter 3.2.2 . 
134 Summed up in: Wissenschaftlicher Dienst, “NetzDG, Vereinbarkeit mit der Meinungsfreiheit”, 10. 
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a legitimate aim. Furthermore the means used to reach this aim have to be suitable, necessary 

and appropriate.  

The NEA aims at enhancing the law enforcement online by adopting compliance rules for social 

network providers which should result in more effective tackling of hate crimes and support the 

democratic society135. This is a legitimate aim136. Furthermore, the provisions entailed in the 

NEA have to be a suitable means to reach the aim. It is already sufficient that the means 

promotes this aim in some way. The means has to be necessary, meaning that there is no milder, 

equally efficient means than the one entailed in the provisions. A milder means could be to 

delete content only after a court order. However, this approach is not practical. Court 

proceedings take often a long time, in addition the courts are generally overloaded with 

proceedings. Therefore, an effective legal protection could not be guaranteed that way. Another 

means, however, could be to refer the decision over unlawfulness to an objective third-party 

institution like the self-regulation institution. Yet, it would have to be assessed how costly such 

a course of action is and whether it would be practicable. Therefore, it is not evident whether 

there is a milder and equal effective means. 

Finally, the infringement based on the NEA should be appropriate, meaning that the impact of 

the infringement must not be out of proportion with regard to the pursued aim. At this point it 

is again put forward that there is a high risk of over-blocking, i.e. blocking/removal of actual 

legal content. In Chapter 3.2.2 this work already concluded that the alleged risk of over-

blocking is probably exaggerated. However, the process could definitely become more 

transparent by cooperating with a self-regulation institution.  

What, however, is problematic under the aspect of proportionality is the in Chapter 3.2.4 

described missing possibility to restoral of unlawful deleted content, which leads to insufficient 

legal protection. Even if there were only few cases of over-blocking the missing remedy 

possibility becomes particular weighty. Therefore, the infringement should finally be qualified 

as inappropriate and hence not constitutionally justified137.  

Accordingly, under the previously established criteria of adequacy, the NEA classifies as 

inadequate, since an unjustified infringement of fundamental rights is a severe deficiency.  

 

 

                                                 
135 See Chapter 3.1 . 
136 Wissenschaftlicher Dienst, “NetzDG, Vereinbarkeit mit der Meinungsfreiheit”,11. 
137 Same result: Wissenschaftlicher Dienst, “NetzDG, Vereinbarkeit mit der Meinungsfreiheit”, 16; Müller-
Franken, “Netzwerkdurchsetzungsgesetz-Verfassungsrechtliche Fragen”, 10; Liesching, “Das BVerfG wird das 
NetzDG kippen”, II.1.b) bb). 
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3.2.6  Possible interference with the principle of equality, Art.3(1) BL 

Partly, the NEA is also considered to infringe the principle of equality, enshrined in Art.3(1) 

BL, by applying a de minimis limit138. The duties according to Art.2 and 3 NEA apply only to 

social networks that have more than 2 million user in Germany. This is an unequal treatment 

compared to social networks with less than 2 million user. However, the range of smaller social 

networks is not as far-reaching. In addition, the monetary administrative expenses could 

overstrain small providers.  

Apart from that social networks with less than 2 million user are not exempted from all duties 

under the NEA. For instance the duty to name a person authorized to receive service (Art.5 

NEA) remains, as well as the obligation to provide information according to Art.14(3)-(5) 

TMG. Therefore, an interference with the principle of equality is considered rather improbable, 

as an equal treatment of all social network providers is not appropriate.  

 

3.2.7 Valuable final clauses 

Besides the already discussed aspects the NEA contains two more noteworthy provisions. First, 

Art.5, obliges all social network providers to name a person authorized to receive service in the 

Federal Republic of Germany. The providers need to draw attention to this fact in an easily 

recognizable and directly accessible manner on their platforms, Art.5(1) NEA. Thus, the social 

network providers can no longer evade responsibility by not providing contact details. 

Moreover, the threshold of high costs for the enforcement of civil law claims abroad is 

overcome in this way139. In addition, Art.5(2) NEA establishes that requests for information 

from German law enforcement authorities have to be responded within 48 hours of receipt. 

 

The second noteworthy provision is the amendment of Art.14 TMG. The NEA contains a 

provision which entitles to claim the “disclosure of information about subscriber data within 

[the provider’s] possession insofar as this is necessary for the enforcement of civil law claims 

arising from the violation of absolutely protected rights by unlawful content as defined in 

section 1 subsection (3) of the Network Enforcement Act”.  

Prerequisite for the information claim is an entitlement according to §242 German Civil 

Code140, on the basis of an unlawful statement. Furthermore a “court order on the permissibility 

of such disclosure” is necessary. Before the amendment was made, an information claim would 

                                                 
138 Liesching, “Das BVerfG wird das NetzDG kippen”,II.3.b). 
139 Höch, “ Das NetzDG ist besser als sein Ruf ”,290. 
140 Idib. 
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arise according to §242 of the German Civil Code, but Art.14(2) TMG hindered the 

enforcement of the claim on grounds of data protection provisions141. The change introduced in 

the NEA eliminates this unnecessary contradictions of evaluation. 

 

 

3.3 Compatibility with European Law, in particular with the E-Commerce Directive 

Finally, the NEA raised to some extend also concerns about its compatibility with European 

law. As stated by the explanatory memorandum of the law, the German federal government 

assumes the compatibility with the E-Commerce Directive142. This, however, is doubted within 

the literature143 on basis of several aspects.  

First, the country of origin principle, which is perceived as “one of the cornerstones of the E-

Commerce Directive”144, is presumably violated. This principle entails according to Recital(22) 

among others that “information society services should be supervised at the source of the 

activity” and that it is important to state the “responsibility on the part of the Member State 

where the service originates”. The principle applies according to Art.3(2) E-Commerce 

Directive to the so called “coordinated field”, for which Art.2(h) provides a legal definition. 

The above described provisions of the NEA lay down requirements for ISPs and clearly fulfill 

the criteria of the coordinated field145. The NEA, however, should as well apply to social 

network providers which are established outside of Germany (for instance to Facebook Europe 

based in Ireland). Therefore this approach is perceived as violation of Art.3(2) E-Commerce 

Directive146. Thus, decisive for the question whether the E-Commerce Directive is violated is, 

whether the exception of Art.3(4) E-Commerce Directive applies for the NEA, which is alleged 

by the German Federal Government147. Critics, however, state that the exception of Art.3(4) 

does not apply. Since the NEA as such is a general law, whereas the exemption only applies to 

case-by-case approaches148.  

 

                                                 
141 Idib. 
142 “BT-Drucksache 18/12727, Regierungsentwurf NetzDG”, 29-30. 
143 For instance: Peifer, “Netzwerkdurchsetzungsgesetz: Zivilrechtliche Aspekte”; Koreng, “Hate speech im 
Internet”; Guggenberger, “Das Netzwerkdurchsetzungsgesetz in der Anwendung”. 
144 Spindler, “The new German Act on Responsibility”, 168. 
145 Same: Spindler, “The new German Act on Responsibility”, 168. 
146 Peifer, “Netzwerkdurchsetzungsgesetz: Zivilrechtliche Aspekte”, 22. 
147 BT-Drucksache 18/12356, Regierungsentwurf NetzDG”, 14. 
148 E.g. Spindler, “The new German Act on Responsibility”, 170; Liesching, “Die Durchsetzung von Verfassungs- 
und Europarecht gegen das NetzDG”, 29. 



 

41 
 

Moreover, also the notice-and-take-down-procedure established by the NEA is criticized under 

two aspects. As described above, unlawful content has to be removed either within 24 hours or 

immediately, this generally being within 7 days. The E-Commerce Directive on the other hand 

does not establish a fixed timeframe for the removal of illegal content. Critics now put forward 

that the fixed timeframe violates the more open approach of the E-Commerce Directive149. 

While some consider the German provision as definitely incompatible with Art.14 E-

Commerce Directive150, others are more cautious with their criticism, arguing that the 

interpretation of the notion “expeditiously” should be left over to the CJEU151. Otherwise, too 

much leeway for the Member States would result in many different notice-and-take-down-

procedures, undermining the harmonization approach of the EU152. 

 

The second point of criticism concerning the notice-and-take-down-procedure is that 

Art.3(2)Nr.1 NEA obliges social network providers to take actions upon the reception of the 

complaint, whereas Art.14(1)(a) of the E-Commerce Directive requires actual knowledge of 

illegal information in order to oblige a hosting provider to take actions. Art.4(1)Nr.2 NEA 

enables furthermore to fine, if a provider fails to provide correctly a procedure to deal with 

complaints. This could be perceived as “duty of knowledge”153, which would be a monitoring 

obligation in contrary to Art.15 E-Commerce Directive.154 Yet, Art.3(2)Nr.1 NEA does not 

oblige to have a system in place that scans the social network for illegal content before 

complaints have been received, but to have a mechanism in place that enables to effectively 

review the incoming complaints. In addition, also the E-Commerce Directive does not take 

away the liability from providers in case of negligent disregard of illegal content. 

Notwithstanding, the aspect of having a 24-hours removal period in manifestly unlawful cases, 

in combination with the obligation to start actions after a complaint was received, could be a 

problem. At the very moment of receiving a complaint, it still has to be reviewed before 

knowledge of actual unlawfulness can be determined. Thereby, the point in time, when 

reactions of the providers are required, is shifted forward in time. The 24 hours have to be used 

                                                 
149 Guggenberger, “Das Netzwerkdurchsetzungsgesetz in der Anwendung”, 5; Spindler, “The new German Act on 
Responsibility”, 172. 
150 E.g. Guggenberger, “Das Netzwerkdurchsetzungsgesetz in der Anwendung”, 5; Liesching, “Die Durchsetzung 
von Verfassungs- und Europarecht gegen das NetzDG”, 29. 
151 Spindler, “The new German Act on Responsibility”, 172. 
152 Idib. 
153 Liesching, “Die Durchsetzung von Verfassungs- und Europarecht gegen das NetzDG”, 29. 
154 Cf. Chapter 2.2.1 E-Commerce Directive and Chapter 2.3.1 Code of Conduct. 
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to review the complaint and if necessary to take actions. Art.14(1) E-Commerce does not 

require such early actions155.  

 

On the other hand, also the CoC entails a duty to review notifications about illegal content and, 

if necessary, to take actions within 24 hours156. Even though the CoC is non-binding and does 

not prevail over the E-Commerce Directive, it has implications for what the COM considers an 

adequate timeframe for ‘notice and take down’. It shoes as well that not only the German 

lawmaker, but also the COM considers it important that “hate speech is expeditiously acted […] 

upon receipt of a valid notification in an appropriate time frame”157 and that this time frame is 

for the “majority of valid notifications […] in less than 24 hours”158. Therefore, the shifting 

forward of the point when reaction is required might not be that serious.  

 

In the end, however, all the mentioned aspects of criticism would have to be decided by the 

CJEU, for instance in the way of a preliminary ruling according to Art.267 of the Treaty on the 

Functioning of the European Union. Some of the provisions of the NEA could be invalid with 

regard to European law. These could, however, also be amended to reach conformity with 

European law. The NEA can nevertheless provide approaches with regard to a European Anti-

hate speech law. In particular, the alleged nonconformity with the E-Commerce Directive could 

be overcome with a European law, since the European lawmaker could clear up the 

uncertainties concerning the notion of “expeditiously” and the notice-and-take-down-process. 

 

 

3.4  Concluding remarks on the NEA 

The NEA was reviewed under the aspect whether it could be a model law for the EU. Both the 

NEA and the CoC, which in this work has been identified as the most relevant European illegal 

hate speech regulation, agree on important aspects, such as a 24 hours timeframe for review 

and removal of illegal content, or the provisions for an easy-to-use complaints system on the 

social networks.  

Despite these similarities and the necessity of a hate speech law, the NEA remains imperfect 

with the need for amendments in itself159. Therefore, it does not yet qualify as a completely 

                                                 
155 Spindler, “The new German Act on Responsibility”,173. 
156 Compare COM, “Code of Conduct”, 2. 
157 Idib,1.  
158 Idib, 2. 
159 Similar: Peifer, “Netzwerkdurchsetzungsgesetz-Zivilrechtliche Aspekte”, 22; Höch, “ Das NetzDG ist besser 
als sein Ruf”, 292. 
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adequate law, since it raises concerns with regard to the protection of the freedom of expression. 

For now, the responsibility of the correct law implementation is left to social network providers, 

without that involving a supervisor authority or a self-regulation institution is mandatory. 

Furthermore, the NEA does not provide a right to restoration in the case that lawful content was 

deleted. Affected users would rather have to file an appeal before the ordinary civil courts. 

However, this costly and lengthy procedure does not provide effective legal protection.  

Finally, the NEA does not clarify what hate speech under a legal perspective is, and the NEAs 

compatibility with European law remains unclear as well. In addition, content blocked or 

removed due to the NEA is still available outside of Germany, which makes the removal process 

ineffective. It would be more favorable that the illegal content would not be available in whole 

Europe. This, however, could only be achieved with a uniform European law. 

 

All these aspects necessarily require improvement, both to maintain the applicability of the 

NEA in Germany, but also to take on the NEA as a model law for the EU. 

On the other hand, the NEA contains also favorable approaches, like the extensive biannually 

reporting obligation, the comprehensive provisions on a user-friendly complaints mechanism, 

the approach towards a self-regulation institution (which so far remains insufficiently 

developed), and the obligation of naming a person authorized to receive service. Furthermore, 

it is necessary to guarantee a quick and effective law enforcement in the area of protection of 

personality online160, which makes regulation in this area important.  

 

Ultimate, the deficiencies in the NEA do not preclude to take out approaches of the NEA, 

however, the NEA as such cannot yet serve as a model law. 

 

 

 

 

 

 

  

                                                 
160 Peifer, “Netzwerkdurchsetzungsgesetz-Zivilrechtliche Aspekte”, 22. 
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4 Conclusion 

Illegal hate speech online is a serious problem which requires adequate regulation in order to 

protect personal rights and the constitutional state. The EU currently does not provide regulation 

that tackles illegal hate speech in a fully adequate manner. The E-Commerce Directive as most 

relevant hard law regulation arguably was not designed to control hate speech. Opposed to that, 

the CoC explicitly targets at illegal hate speech online, but is as a soft law instrument non-

binding and lacks enforceability. Yet, the missing enforceability is not the only point of 

criticism concerning the CoC, as it reveals more substantive deficits. However, the CoC can be 

considered a starting position for binding future regulation. Inspiration for a European law can 

partly also be taken from the German NEA, even though the law as such also requires further 

amendments. 

 

As social networks are one of the main platforms for information exchange and gathering, a 

potential future law should also enhance the accountability of social network providers. 

Furthermore, it should contain a comprehensive complaints and blocking/removal mechanism, 

and provide possibilities for easily accessible and inexpensive legal protection. This is of 

particular importance, as this regulation would have to be balanced with the fundamental right 

of freedom of expression. An unjustified infringement of the freedom of expression must be 

avoided in any case. On the other hand, no scope should be left to illegal hate speech under the 

guise of protecting free speech. 

Furthermore of high relevance is a harmonized regulation, as fragmented national regulations 

do not satisfy the pressing transboundary problem of illegal hate speech online. This is also 

shown by the fact that the CoC has different effects in the various EU Member States.  

 

In conclusion, the situation in regards to illegal hate speech in the EU is far from the drastic 

example in Myanmar which given in the introduction. However, the regulation in place is found 

to be not fully adequate, since it is insufficient to tackle the problem of illegal hate speech 

satisfactorily. There is potential for improvement, but the regulatory efforts in place are going 

in the right direction. 
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