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Introduction 

The primary aim of the present work is to analyze the emerging principle of Security by Design under EU 

law in information security and data protection, with some references to international and national 

regulations, only when they are considered relevant and as a matter of comparison with the EU law. 

The subject is topical because the data breaches are constantly increasing and, with the success and spread of 

the Internet of Things, they affect everyone’s daily life, companies’ and individuals’ included. The 

importance of the question is even higher if we take into account the worrying trend, especially by big 

corporations, to accept the risk of data breaches, keeping  the IT security investments low.
1
 If this trend will 

continue, all security’s failures will be externalities paid by the entire community. This is the reason why 

there is a need for the legislator to step into this matter  more strongly.  

I have decided to structure the thesis starting with the arguments that are more distant from the law scope and 

gradually approaching to the legal matter, till the actual analysis of the law and the consequent draw of 

conclusions.  

Therefore Chapter One will be dedicated  to the description of design in IT practice, on how it is defined and 

on how it is integrated in a more complex procedure used to realize software and hardware by the 

practitioners.  

Then, under Chapter Two, I am going to tackle the two concepts/rights of information security and of data 

protection, their points in common, differences and interactions.  

Subsequently, under Chapter Three, I am going to individuate and study the principles of Privacy by Design 

and Security by Design, which I consider the link between the IT practices and the law, their gestation in 

literature and following progressive introduction in legislation. Privacy by Design will be analyzed as far as 

it is useful to understand Security by Design, which is the core of the thesis. 

Then, under Chapter Four, I am going to overview the EU framework trying to underline, without attempting 

to be comprehensive, those sources that contain Security by Design or its elements, directly or indirectly. 

The objective is to individuate a recognizable and consistent path of increasing importance of the principle 

across the law. The analysis will follow a chronologically based method, starting with the replaced laws of 

the past, following with the current laws and ending with the potential laws of the immediate future, the 

proposals.  

The ultimate goal of this study is to answer the following research question: “Is there the Security by Design 

principle in the current EU Framework? If so, what are its features?” 

In the following thesis I will try to alternate a descriptive and a critical approach.    

I have decided to use the reference style known as Chicago 16
th
. 

                                                 

1 Massive Data Leaks Keep Happening Because Big Companies Can Afford to Lose Your Data, 

https://motherboard.vice.com/en_us/article/bje8na/massive-data-leaks-keep-happening-because-big-companies-can-

afford-to-lose-your-data.  

 

https://motherboard.vice.com/en_us/article/bje8na/massive-data-leaks-keep-happening-because-big-companies-can-afford-to-lose-your-data
https://motherboard.vice.com/en_us/article/bje8na/massive-data-leaks-keep-happening-because-big-companies-can-afford-to-lose-your-data
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Chapter One 

What does it mean intervening at the design phase? 

 
1. The Design concept in IT 

In order to tackle the subject matter of this work it is necessary to provide some definitions. First of all I 

would like to clarify what is intended for “design” in expressions belonging to the IT sector such as 

“software design” and “secure by design”. 

1.1 “Software design” 

Software design is defined as “the process  by which an agent creates a specification of a software artifact, 

intended to accomplish goals, using a set of primitive components and subject to constraints.”.
 2
 

Alternatively software design has been referred as “all the activity involved in conceptualizing, framing, 

implementing, commissioning, and ultimately modifying complex systems (…) the activity 

following requirements specification and before programming”.
3
 

As it appears clearly from the latter definition design represent just a part of the complex software 

development, preceded and followed by different phases, coding included, from which designing is 

ontologically distinct.
4
  

It is worth mentioning that, in individuating some principles related to software design, it was stated that the 

design should be assessed for quality as it is being created, and not after.
5
 This principle has the same 

rationale as the so-called waterfall model, which is based on fully completing a step before continuing to the 

next step of a development process. This means that should any of the initial requirements made during the 

first step be wrong, the project have to start from scratch (figure 1.1).
 6
 

The decision of making security evaluations at the design phase, which will be the core of the thesis, 

replicates somehow the ex ante approach described above consisting in assessing quality during the design 

phase and not after it and in avoiding to proceed before the previous step is completed.  

According to the IoT Design Manifesto, besides, design is presented as an “impactful act (…) [which gives 

us] the power to affect relationships between people and technology, as long as among people”.
 7
 

Even if it is far too early to draw premature conclusions, difficultly this parallelism is a mere case, rather it 

could be the effect of the adaptation of the law and regulation to an already well-established IT practice.  

                                                 
2
 Ralph and Wand, “A proposal for a formal definition of the design concept”, 109.  

3
 Freeman and Hart, “A Science of Design for Software-Intensive Systems”, 20. 

4
 Davis, “201 principles of software development”, 101.  

5 
Ibid, 8, 85.  

6
 Fjogstad, Ease implementation of security standards related to web application development, 12. 

7
Harm Van Beek, The Incredible Machine, “Exploring the Design in Privacy by design” (panel at the Computers 

Privacy and Data Protection congress, Brussels, Belgium, January 23, 2018) 

https://www.youtube.com/watch?v=qMwQRB7nJwo, the IoT Design Manifesto is available here: 

https://www.iotmanifesto.com/#introduction.  

https://en.wikipedia.org/wiki/Agency_(philosophy)
https://en.wikipedia.org/wiki/Artifact_(software_development)
https://en.wikipedia.org/wiki/Goal
https://en.wikipedia.org/wiki/Constraint_(mathematics)
https://en.wikipedia.org/wiki/Software_requirements
https://en.wikipedia.org/wiki/Computer_programming
https://www.youtube.com/watch?v=qMwQRB7nJwo
https://www.iotmanifesto.com/#introduction
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Figure 1.1: graphic representation of the waterfall method 

 

1.2 “Secure by design” 

According to the UK Government secure by design is “a design-stage focus on ensuring that security is in-

built within consumer IoT products and connected services”.
 8
  

This definition is quite tautological but, at the same time, it highlights two aspects: the consumer-oriented 

approach and the crosscutting nature of the concept, involving both hardware and software. In fact the terms 

“products” and “services” cover both the hardware of a machine and its virtual components.   

It follows that, according to this definition, security by design involves the functionality of the devices as a 

whole, not omitting any part.  

The Ware Report by the Defense Science Board Task Force on Computer Security in 1970 expresses a 

similar principle: “Providing satisfactory security controls in a computer system is in itself a system design 

problem. A combination of hardware, software, communications, physical, personnel and administrative-

procedural safeguards is required for comprehensive security. In particular, software safeguards alone are not 

sufficient.”
 
.
9
 

                                                 
8
 Secure by Design: Improving the cyber security of consumer Internet of Things report, Department for Digital, 

Culture Media & Sport, UK Government, 7 March 2018 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686089/Secure_by_

Design_Report_.pdf , 33. 
9
 Defense Science Board Task Force on computer Security, Security controls for computer systems, by Willis H. Ware, 

February 1970, Washington D.C., vi , https://csrc.nist.gov/csrc/media/publications/conference-

paper/1998/10/08/proceedings-of-the-21st-nissc-1998/documents/early-cs-papers/ware70.pdf.  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686089/Secure_by_Design_Report_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686089/Secure_by_Design_Report_.pdf
https://csrc.nist.gov/csrc/media/publications/conference-paper/1998/10/08/proceedings-of-the-21st-nissc-1998/documents/early-cs-papers/ware70.pdf
https://csrc.nist.gov/csrc/media/publications/conference-paper/1998/10/08/proceedings-of-the-21st-nissc-1998/documents/early-cs-papers/ware70.pdf
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Speaking of privacy by design, and focusing in here in the “design” part of the locution, has been said that it 

represents the act of “thinking privacy as a function”,
 10

 which in the security field would become “thinking 

security as a function” of the product or service being developed.  

Similarly, Steve Jobs said that “It’s not just how it looks like and feels like. Design is how it works”,
11

 

stressing on the functionality of the product.  

This first definitional discourse is focused on design, while a more detailed dissertation will be dedicated to 

the security concept, distinguishing it from the privacy one, further on in the next chapter.  

   

2. Design outside of the technical jargon  

The user’s perception of a product like a device or of a service or the appearance of webpage or of an 

application, have to be considered, according to some studies, design too and should be analyzed and 

regulated.  

In fact design in the common meaning, and especially as the appearance of the user’s interface (buttons, 

links, the shape of screens, and especially language) may be used to manipulate the user’s psychology.
 12

 The 

issue is not trivial, because such a planned manipulation would influence citizens’ behavior online, with 

consequences offline, including our democracy’s functioning.     

The latter represents the common meaning of design outside of the IT jargon even if we may argue that also 

the looks and feel of a webpage, for example is always the result of designing as intended in the previous 

paragraphs. The two concept of design belonging to IT jargon and to common meaning, are strictly 

correlated, their relation could be compared to the one existing between the project (IT jargon design) and 

the product (the common meaning of design). In other words if one concept changes the other follows, but 

only unilaterally in the project to product direction, while the opposite is not possible.  

For the purpose of this work design will be considered just in the IT sector meaning described above.  

   

3. Ten principles of Security Design 

A study
13

 conducted on multiple academic sources (Viega &McGraw,
 14

 Cliff Berg’s
15

) and  governmental  

and non-governmental entities’ definitions such as Open Web Application Security Project
 
(OWASP),

 16 
 

                                                 
10

 Jonathan Fox, Cisco USA, “Exploring the Design in Privacy by design” (panel at the Computers Privacy and Data 

Protection congress, Brussels, Belgium, January 23, 2018) https://www.youtube.com/watch?v=qMwQRB7nJwo . 
11

Walker, The Guts of a New Machine, New York Times, 30 November 2003, 

https://www.nytimes.com/2003/11/30/magazine/the-guts-of-a-new-machine.html .    
12

 Hartzog, interview with Angelique Carson, iapp.org, The Privacy Advisor Podcast, August 24, 2018,  

 https://iapp.org/news/a/the-privacy-advisor-podcast-podcast-product-design-as-an-exercise-of-power-and-

manipulation/  
13

Rozanski and Woods, Software System architecture: working with stakeholders using viewpoints and perspectives, 

456-459 
14

 Viega and McGraw, Building Secure Software: How to avoid security problems the right way, they have individuated 

10 principles, ch. 5 
15

Berg, High-assurance design: architecting secure and reliable enterprise applications, the author introduces 155 

principles, 1-590. 
16

The Open Web Application Security Project has individuated 10 principles: 

https://www.owasp.org/index.php/Category:Principle.    

https://www.youtube.com/watch?v=qMwQRB7nJwo
https://www.nytimes.com/2003/11/30/magazine/the-guts-of-a-new-machine.html
https://iapp.org/news/a/the-privacy-advisor-podcast-podcast-product-design-as-an-exercise-of-power-and-manipulation/
https://iapp.org/news/a/the-privacy-advisor-podcast-podcast-product-design-as-an-exercise-of-power-and-manipulation/
https://www.owasp.org/index.php/Category:Principle
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National Institute for Standards and Technologies (NIST),
 17

 National Cyber-Security Centre (NCSC)
 18

  has 

allowed to identify ten security design principles  that an IT designer should follow:  

i) Least privilege: limit privileges to the minimum for the context, because broad privileges allow malicious 

or accidental access to protected resources; 

ii) Separate responsibilities: separate and compartmentalise responsibilities and privileges, this increases 

control and accountability, limits the impact of successful attacks and makes the attacks less attractive;  

iii) Trust cautiously: assume unknown entities are untrusted, have a clear process to establish trust, validate 

who is connecting; 

iv) Simplest solution possible: actively design for simplicity - avoid complex failure modes, implicit 

behaviour, unnecessary features. Security requires understanding of the design and it allows analysis; 

v) Audit sensitive events: record all security significant events in a store resistant to tampers. An auditing 

will provide a log to reconstruct the past; 

vi) Secure default and fail securely: force changes to security sensitive parameters, because defaults 

passwords, ports and rules are “open doors”; 

vii) Never rely on obscurity: assume attacker with perfect knowledge, this forces secure system design; 

viii) Defence in depth: do not rely on single point of security, secure every level, vary mechanisms, stop 

failures at one level propagating; 

ix) Never invent security technology: do not create your own security technology, always use a proven 

component; 

x) Secure the weakest links: find the weakest link in the security chain and strengthen it. 

I have decided to introduce the list in this chapter about the Design concept only to give a preliminary more 

concrete idea of the work of securing in IT. It must be specified that the abovementioned principles belong to 

Security design, which is a pure IT sector, different from the legal concept of Security by Design, the subject 

of this work.   

 

4. Two technicians’ points of view 

I have asked personally to two IT technicians that currently work or have worked for a long time in the 

industry, facing up with the challenges of security, what is their idea of security by design and its possible 

efficient practice application.  

From the answers of the first of them
19

 it has emerged that Security by design has to be considered more as a 

process than as a product. This process should be efficient, consistent  and easy, in order to put the company 

that manage the system at the cutting edge in terms of security. The theme of obsolescence has emerged as 

one of the biggest concerns. 

                                                 
17

The National Institute for Standards and Technology (U.S. Government) in its last publication on the subject has 

individuated 32 principles: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160v1.pdf.  
18

The National Cybersecurity Centre (U.K. Government) has listed 44 principles: 

https://www.ncsc.gov.uk/guidance/security-design-principles-digital-services-main.   

 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160v1.pdf
https://www.ncsc.gov.uk/guidance/security-design-principles-digital-services-main
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Therefore, on the opinion of the first professional, is fundamental to introduce, since the design phase, an 

automated testing process which checks the security. The latter would be much more reliable than a check 

conducted manually, practice that in his experience has conducted to security issues. 

Finally the automated checking process should be integrated with a regression test too, that means re-running 

functional and non-functional tests to ensure that previously developed and tested software still performs 

after a change (see Annex I).
20

 

The other professional affirms that SbD means “that security is considered before even a single line of code 

is written”, adding that security already represents a major part of designing a software in the industry with 

the application of the so called Threat Modelling. Obviously transposing an industry’s practice into a legal 

obligation would constitute a big step further. 

His discourse goes beyond the current technologies, considering also extremely powerful quantum 

computers, the result of a developing technology which surpasses the binary logic of bits, and that could 

potentially make even the current encryption an inadequate protection. Basically, he affirms, we would need 

a parallel development of technologies and security technologies, when usually the developments happen 

before in profitable market distinct from security.    

The response, based on his working experience, has individuated an another industry’s distortion, that is the 

trend of omitting a serious security evaluation by the developers, the last link in the chain and the actual 

code-writers, unless an input is made by the company. SbD could be a changing factor in the context 

described, because its presence in the law would require the company to be complaint with security 

requirements since the design stage and, therefore, it would be in the company’s interest to check that the 

employees work following the provision.    

Finally it has been expressed the preference for a preventive and pro-active method, built on SbD, rather than 

for a method based on reactivity, implying an intervention just after a breach or, in the best case, after 

realizing the bug existence by the developer itself (see Annex II).
21

 

   

   

 

 

 

 

 

 

 

 

 

 
                                                 
20

 Davide Patti (Software engineer) interviewed by the author via email, Manchester, 8 September 2015.   
21

 Surya Gopal Vikas Kutala (Software engineer), interviewed by the author via email, 3 November 2018.  
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Chapter Two 

Information Security and Data Privacy  
 

1. A definitional task  
In this chapter I am continuing with the task of delimiting the field of the thesis and, since the security by 

design principle emerged after the development of privacy by design, it is of fundamental importance to 

highlight the differences between the two concepts. 

Furthermore, is useful to describe the relation between security and privacy in a dynamic situation, i.e. what 

happens when the two overlap and enter into conflict. 

The Council of Europe has released a short film titled Beyond to highlight the dangers posed by those who 

wish to illegally obtain personal data.
 22

 

The film shows a data intruder running through a building, entering the doors in a long corridor and 

downloading one victim's personal data at home, another's medical records during an examination by a 

doctor and a third victim's bank details during a transaction at his bank.  

If only the doors of the rooms to which the intruder, a running man in a black suit always taken from behind, 

had not the right to access, had been closed according to security standards, the unlawful download of data 

would not have happened.  

This example shows that data security precedes data privacy, contributes to implement it and partly overlaps 

with it. While privacy is something different, involving other principles about what, coming back to the film 

example, happens inside the rooms. In fact, the principles and the rules of privacy control the activity of the 

legitimate data collector, that have access to the rooms,  like the doctor and the financial advisor, in a 

proactive way. According to various principles of privacy, the way they treat data must be something more 

than just secure. So, collectors have to lock the door behind them, but not only that.   

 

2. Security’s definition 

Security, in this context intended as information and communication security, has been defined as the 

protection against the threat of theft, deletion or alteration of stored or transmitted data within a cyber 

system.
 23

 This definition is consistent with the consolidated recognition of three information security basic 

principles: confidentiality, integrity and availability (also known as the CIA triad).
 24

 

Confidentiality contemplates that the data are not made available or disclosed to unauthorized individuals, 

entities or processes.
 25

  

                                                 
22

 https://www.coe.int/en/web/data-protection/home.  
23

ENISA: Definition of Cybersecurity – Gaps and overlaps in standardization, 11, 

file:///C:/Users/AsusNB/Downloads/Cybersecurity_Definition_Gaps_v1_0.pdf.  
24

 ISO 27000 Information Security Management System – Overview and Vocabulary. Authenticity, accountability, non 

repudiation and reliability are considered as possible properties of IT security.  
25

 Ibid. 

https://www.coe.int/en/web/data-protection/home
file:///C:/Users/AsusNB/Downloads/Cybersecurity_Definition_Gaps_v1_0.pdf
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Integrity, on the other hand, requires that data have not been altered or destroyed in an unauthorized manner, 

involving the task of maintaining and assuring the accuracy and completeness of data over their entire 

lifecycle.
 26

  

Finally availability is the property of being accessible and usable upon demand by an authorized entity.
 27

 

This means the computing systems used to store and process the data, the security controls used to protect it, 

and the communication channels used to access it must be functioning correctly. The main threat to 

availability is the Denial of Service (DoS), such as a flood of incoming messages to the target system, 

essentially forcing it to shut down. 

 

2.1 The relation with public security  

It is fundamental not to confuse IT security, in the terms in which it has been described, with the broader 

concept of public security. 

Public security may be defined as “the function of governments which ensures the protection of citizens, 

organizations, and institutions against threats to their well-being  and to the prosperity of their 

communities”.
28

 From this definition we can appreciate the publicity of the matter, since the “governments” 

are addressed, and the broad scope of protection involving physical and legal persons.  

Nowadays IT security represents a fundamental part of public security, as informatics technologies could be 

the vector for serious threats. For this reason the EU institutions have been active, intervening in sensitive 

matters such as the protection of essential service IT infrastructures (see Network and Information Security 

Directive, par. 2.2.4, Chapter 4). 

Public security is a topic often interrelated with privacy too, because, as it has happened in the last 15 years, 

privacy has been sacrificed by the governments for the benefits of it, especially in the fight against terrorism.  

Therefore privacy and public safety have been considered as two opposite weights on the political scale’s 

plates: to an increase of one had to correspond the decrease of the other. 

But a reflection has been conducted about this zero-sum logical scheme, trying to demonstrate that privacy 

and public security could be enhanced together, with a win- win effect; also with the support of the design of 

the systems and the technologies.
 29

 

    

3. Privacy’s definition 

First of all privacy has to be intended here as data privacy, all the other dimensions of privacy are alien to 

this work.    

There are four principal ways of defining privacy. Warren individuates it in terms of non-interference,
30

 

Gavison and Bygrave in terms of limited accessibility (secrecy, solitude and anonymity),
31

 Westin in terms 

                                                 
26

Boritz. “IS Practitioners' Views on Core Concepts of Information Integrity". International Journal of Accounting 

Information Systems”, 277-278 
27

 Ibid 24. 
28

Maritime Domain Awareness in the Canadian Safety and Security Program, 1. http://cradpdf.drdc-

rddc.gc.ca/PDFS/unc131/p538238_A1b.pdf . 
29

 Cavoukian, Global Privacy and Security, by design: turning the “privacy vs. security” paradigm on its head, 332-333. 

https://en.wikipedia.org/wiki/Security_controls
http://www.sciencedirect.com/science/article/pii/S1467089505000473
http://cradpdf.drdc-rddc.gc.ca/PDFS/unc131/p538238_A1b.pdf
http://cradpdf.drdc-rddc.gc.ca/PDFS/unc131/p538238_A1b.pdf
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of information control,
32

 and Inness in terms of protection of intimate and sensitive aspects of life. Bygrave 

has also underlined the subtle distinction between privacy and data protection, where the latter ignores the 

spatial or physical dimensions of privacy.
33

 

Focusing on the legal aspect, privacy has often risen to an international and humanitarian maximal level of 

protection in the sources of law.  

Article 17 of International Covenant on Civil and Political Rights (ICCPR) in its Article 17,
34

 Article 12 of 

the Universal Declaration of Human Rights (UDHR)
35

and Article 8 of the European Convention on Human 

Rights (ECHR)
 36

 provide the highest example of privacy’s recognition and protection. 

The cornerstone of data privacy is the concept of “personal data”, that delimitates what is included in data 

privacy discipline and what is not. Normally, only those data that can be used to identify an individual are 

considered personal data.
 37

  

Data privacy is an individuals’ affair. In fact, considering the legislation all around the world, given some 

exception (the Electronic Privacy Directive, section E.2), the general trend is to protect and giving privacy 

rights to the individuals rather to collective entities such as corporations, for example.
 38

  

Among the core principles that drive data privacy is the principle of fair and lawful processing, the broad and 

criterion of proportionality (suitability, necessity and non-excessiveness), the minimality, the purpose 

limitation in individuating a precise and legitimate purpose and operating according to it, the data quality 

(validity, relevance, completeness), the data subject participation and control, including the access and 

rectification right and the right of portability, the data security and, finally, the sensitivity principle 

recognized for the treatment of certain types of data.
 39

 Last but not least the principle of data privacy by 

design and by default recently introduced, that will be further analyzed below.   

4. Security and Privacy: a comparison  

It is not easy to make a comparison between the two concepts. 

The first reason is structural. In fact, speaking of privacy, the data is mostly thought and considered right in 

the moment during which it is handled and, more technically, collected and processed by the data user. In the 

privacy scope there is more attention to the dynamical aspect than to the static one of protection, even if this 

                                                                                                                                                                  
30

 Warren and Brandeis, The Right to Privacy, 193, 205.   
31

 Gavison, Privacy and the Limits of Law, 421. 
32

 Westin, Privacy and Freedom, 7.  
33

 Bygrave, Data Privacy law: an international perspective, 168. 
34

“1. No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence, 

nor to unlawful attacks on his honour and reputation. 2. Everyone has the right to the protection of the law against 

such interference or attacks.” 
35

 No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks 

upon his honour and reputation. Everyone has the right to the protection of the law against such interference or 

attacks. 
36

 “1. Everyone has the right to respect for his private and family life, his home and his correspondence. 2. There shall 

be no interference by a public authority with the exercise of this right except such as is in accordance with the law and 

is necessary in a democratic society in the interests of national security, public safety or the economic well-being of 

the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the 

rights and freedoms of others.” 
37

 Ibid 33, 130. 
38

 Ibid, 139. 
39

 Ibid, 146-168. 



12 

 

consideration has not be seen as absolute; there must be attention to security during the processing of data as 

well, but actually most of the problems regarding security are solved since a reliable and strong access 

system is provided.      

The other reason is about the position occupied in the law sources’ hierarchy. As described in the previous 

paragraph, privacy has been considered, for a long period of time, a human fundamental right, a core 

European basic right, whilst security has not yet.  

The discourse regarding a comparison between the two can be developed on two different levels: the 

principles’ level and the objective level. 

 

4.1 The comparison at a principles’ level 

As regarding the principles’ level, security requirements do not cover all the areas of privacy,
 40

 so  the scope 

of privacy appears larger than the security one, therefore requiring a wider spectrum of activities to 

implement it.     

As it has been said above under par 2.2, data security  involves CIA (confidentiality, integrity and 

availability), while data privacy’s areas are broader, including, among the others, lawful processing, 

minimality, proportionality, purpose limitation, information quality, etc. (see par. 2.3). A lot of the 

mentioned principles belonging to the security and privacy spheres overlap with a different degree: 

confidentiality is entirely common. Data quality coincides with integrity as far as it requires that the data are 

not abusively altered (according to the definitions provided above, an authorized modification of data would 

compromise data quality, but not integrity). Data subject participation and control aligns with availability as 

far as both require a prompt and functioning access of the data subject to its data. Besides, data security may 

also be intended as one of the principles listed for data privacy, a small replica of the data security concept 

integrated inside the sphere of privacy, another sign, if needed of the approaching trend between data privacy 

and data security (figure 1.2). 

 

                                                 
40 
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Protection congress, Brussels, Belgium, January 23, 2018) https://www.youtube.com/watch?v=qMwQRB7nJwo . 
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Figure 2.1: Euler diagram representing data security’s sphere on the left and data privacy’s one on the right. 

 

4.2 The comparison at an objective level 

Data security and data privacy operate on different objective areas.  

Data privacy operates, as it has been said, just on personal data, while data security does not follow the 

distinction between personal and not personal data, pursuing the protection of data’s category in general.  

So data security regards collective entities’ data as well, but not only, it regards also the data of machines, 

commodities, etc. 

At this level we could look at the operational area of interest of data privacy as a subset of the operational 

area of data security.  

The circumstance has a consequence on the subjective level too, as from a data privacy perspective there will 

never be a situation where the rights of a person are not involved. A process of data from the point of view of 

security could be completely detached from any involvement of human rights, instead: let’s think of a 

corporate processing another’s corporate’s data about the accounts, or of a corporate processing an 

autonomous machine’s data, or of a machine processing a corporate’s data, personal data excluded.   
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Figure 2.2: Euler diagram representing data security’s sphere (the bigger) and data privacy’s one (smaller). 

 

5. Dynamical interactions and conflicts’ solution 

The two concepts of security and privacy are quite integrated and, as it has been described, the 

approximating trend is ongoing, like two planets that exercise a mutual force of attraction.  

Nevertheless conflicts could arise during this trend.  

For example, what would happen if there was the necessity to delete data, or to make them unintelligible, or 

to abort the entire system in order to avoid that the data enter in the possession of unauthorized subjects? The 

example that has come to my mind is the security systems adopted by the banks to dissuade robberies: 

marking banknotes with ink with the so called  intelligent banknote neutralisation system (IBNS). In the 

example money is compared to data, the protected value. The IBNS makes the money unusable when there is 

an actual threat of robbery, similarly let’s imagine a technology that would produce the same effect on data, 

making them unusable for the intruders and for the legitimate possessors. In this way confidentiality would 

be kept, but the data would be lost, with detriment for availability.  

At least two principles would come into conflict, making necessary a decision or a balancing between them. 

Confidentiality, a core principle of data privacy, that is the necessity to keep the data secret to external 

subjects, would collide with availability, a pillar of data security, which, as it has been said before, it is the 

property of being accessible and usable upon demand by an authorized entity 

A provision logically similar has been applied in Denmark, where Section 41(4) of Denmark’s Personal Data 

Act states that for personal data which is processed for the public administration and is of particular interest 
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to foreign powers, measures shall be taken to ensure that it can be disposed of and destroyed in the event of 

war or similar conditions.
 41

 In this case national security and public security have been considered more 

valuable than IT security (in the shape of availability) from the point of view of the Danish lawmaker.  

Hopefully in the future there will be more and more technologies which allow the satisfaction of every aspect 

of security and privacy, or maybe those technologies already exist, like pseudonymization and encryption, 

the latter, through the use of a key belonging to the authorized user, makes the data available and 

confidential at the same time. 

Taking into account a technology such as encryption, potentially decisive in the solution of the conflict, 

because it brings with it confidentiality and availability, preserving data privacy and data security at the same 

time, the discourse would shift on the opportunity, highly debated, to create back doors in encrypted systems.  

In fact back doors’ presence would enhance availability in terms of opportunity to access data also for 

investigations by the authorized entities (e.g. police), and would corrodes confidentiality, increasing the risk 

for attacks. On the other hand not contemplating back doors would enhance confidentiality at the expenses of 

availability.   
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Chapter Three 

On the concept of …by Design and its gestation in the legal field 
 
1. Privacy by Design’s origins and funding principles 

The term “Privacy by Design” (hereinafter simply PbD) has been used by Ann Cavoukian, the Information 

and Privacy Commissioner of Ontario, a state of Canada, since the 90s’,
42

 even if the actual 

conceptualization of PbD dates back to 2008.
 43

  

Cavoukian has seen in this practice the benefit of avoiding expensive system design changes and retrofits 

later on, after an ill-fated disaster has occurred. The theorist of PbD recognized that the difficulty of 

evaluating and communicating the risks connected to privacy, would have been an obstacle to entirely 

understand and accept the importance of such preventive measures.   

The PbD has originated as something to be applied only to technologies, while later on, its usage has been 

thought for physical design and business practices.
 44

 

The following are the seven foundational principles of PbD listed by Cavoukian:
 45

 

i) proactive not reactive, preventative, not remedial: it anticipates and prevents privacy invasive events 

before they happen. PbD does not wait for privacy risks to materialize, nor does it offer remedies for 

resolving privacy infractions once they have occurred, it aims to prevent them from occurring; 

ii) privacy as the default: PbD seeks to deliver the maximum degree of privacy by ensuring that personal data 

are automatically protected in any given IT system or business practice. In case of user’s inertia, its privacy 

still remains intact. No action is required on the part of the user to protect its privacy, the latter is built into 

the system, by default; 

iii)  privacy embedded into design: PbD is embedded into the design and architecture of IT systems and 

business practices. It is not bolted on as an add-on, after the fact. The result is that privacy becomes an 

essential component of the core functionality being delivered. Privacy is integral to the system, without 

diminishing functionality; 

iv) full functionality, positive sum not zero-sum: PbD seeks to accommodate all legitimate interests and 

objectives in a positive-sum “win-win” manner, not through a dated, zero-sum approach, where unnecessary 

trade-offs are made. PbD avoids the presence of false dichotomies, such as privacy vs. security, 

demonstrating that it is possible, and far more desirable, to have both. This is really relevant for the purpose 

of this thesis; 

v) end to end security, lifecycle protection: PbD, having been embedded into the system prior to the first 

element of information being collected, extends securely throughout the entire lifecycle of the data involved. 

This ensures that all data are securely retained, and then securely destroyed at the end of the process, in a 

                                                 
42

 Cavoukian, Privacy by Design…take the challenge, 3. 
43

 Cavoukian, Privacy and Radical Pragmatism: Change the paradigm: a white paper, 11. 
44

 Ibid 42, 3. 
45

 Cavoukian, ‘Privacy by Design: The 7 Foundational Principles’ (August 2009; revised January 2011);   

https://www.iab.org/wp-content/IAB-uploads/2011/03/fred_carter.pdf . 

https://www.iab.org/wp-content/IAB-uploads/2011/03/fred_carter.pdf
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timely fashion. Thus, PbD ensures cradle to grave, secure lifecycle management of information, end-to-end. 

Another time privacy and security cross their trajectories; 

vi) visibility and transparency: PbD seeks to assure all stakeholders that whatever the business practice or 

technology involved, it is in fact, operating according to the stated promises and objectives, subject to 

independent verification. Its component parts and operations remain visible and transparent, to both users 

and providers alike. This implies accountability, openness and compliance; 

vii) respect for user privacy: PbD requires architects and operators to keep the interests of the individual 

uppermost by offering such measures as strong privacy defaults, appropriate notice, and empowering user-

friendly options. Such an approach is known as “user centric”. 

 

2. The path that has conducted to PbD’s introduction in the EU Legal Framework 

The two most important official interventions which were precursors to the introduction of PbD in the actual 

European sources of law, making the principle cross the Atlantic ocean, were the European Data Protection 

Supervisor’s (also EDPS) Opinion on Promoting Trust in the Information Society by Fostering Data 

Protection and Privacy,
 46

 dated March 2010, and the Article 29 Data Protection Working Party Opinions nr. 

168/2009  (in conjunction with the Working Party on Police and Justice)
 47

 and nr. 01/2012 on the data 

protection reform proposal,
 48

 which has resulted, after a long process, in the enactment of the General Data 

Protection Regulation 2016/679 (hereinafter GDPR). 

 

2.1 European Data Protection Supervisor’s Opinion 

EDPS already recognizes in the introduction of its 2010 Opinion that PbD could be implemented in two 

different ways: as a general, binding principle and, on the other hand, as a more specific rule applying in 

particular data sensitive ICT areas such as Radio frequency Identification, social network applications and 

browser applications.
 49

   

PbD is depicted as a tool useful to increase trust in ICT by consumers, proportionally diminishing their 

perception of the risks in the sector. Furthermore the EDPS adopted the same dual definition of PbD 

described by Cavoukian, not applying only to technology, but to business practices (organizational 

dimension) too.
 50

  

EDPS has identified some specific sector that would especially benefit by the introduction of PbD, such as 

healthcare and transports, for which the use of ICT has become fundamental.
 51

   

                                                 
46
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Nevertheless, in March 2010, the EDPS was aware of the embryonal phase of such a principle, and of its 

inconsistent implementation in the market and the lack of demand, probably caused by an absence of 

awareness about data privacy threats, at that time. This might have been caused both by the young age of 

internet users and the technical information asymmetry to the detriment of data subjects.
 52

    

The Opinion goes on with the legal analysis, in which it is noted that the data privacy legislation at that time, 

i.e. the Data Protection Directive (hereinafter DPD)
 53

 and the E-Privacy Directive (hereinafter E-PD),
 54

  did 

not explicitly include PbD. Anyway in those laws there are already present some hints like DPD Article 17, 

which requires the adoption of “appropriate technical and organizational measures to protect personal data 

against accidental or unlawful destruction or accidental loss, alteration, unauthorized disclosure or access, in 

particular where the processing involves the transmission of data over a network, and against all other 

unlawful forms of processing”, and E-PD’s Article 14.3 that requires “measures to be adopted to ensure that 

terminal equipment is constructed in a way that is compatible with the right of users to protect and control 

the use of their personal data in accordance (…) [with] standardisation”.  

Both provisions refer to something that is not precisely PbD, but that provide the basis for it and that could, 

without error, be referred to the security scope too; in fact the key expressions used are “prevent unlawful 

data processing” and “protect and control the use of their personal data”.   

The EDPS underlines the toothlessness of these provisions, because they have not been capable to ensure 

that privacy was embedded in ICT, 
55

 therefore leaving room for a more precise and stringent intervention by 

the European lawmaker.  

 

2.2 Article 29 Working Party Opinions 

The Article 29 Working Party’s Opinion 168/2009 is in line with the above EDPS’s position “This principle 

[i.e., the PdD principle] should be binding for technology designers and producers as well as for data 

controllers who have to decide on the acquisition and use of ICT. They should be obliged to take 

technological data protection into account already at the planning stage of information-technological 

procedures and systems.”.
 56

   

It is also stated that such a principle should be technologically neutral, in order to survive all the upcoming 

developments.
 57

   

The Article 29 Working Party’s Opinion nr. 01/2012 on the data protection reform proposal, which has 

finally resulted in the GDPR, presents some interesting points as well. Pseudonymization is described as an 

useful tool to gain a better data protection already at the design phase,
 58

 and its mention is suggested in the 
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PbD provision, as it has actually happened under Article 25 of the GDPR. A call for standardization by the 

most recognized organization in the field is made as well. 

Finally, the Article 29 Working Party expresses its disappointment about the resulting difference in not 

implementing PbD in the proposal for the Law Enforcement Directive,
 59

 flaw subsequently filled in the 

current legislation on the matter.  

 

3. Security by design principle  

SbD is a principle which has not had the same deep and long theorization as PbD, neither in literature neither 

by the EU institutions.   

3.1 Security by Design as treated by the UK Government 

The UK Government has recently been incisive in the theorization and application of Security by Design 

(SbD) by itself, as a stand-alone principle, separated from PbD.   

Specifically, last 7
th
 March 2018 the Ministry for Digital and Creative Industry, has published a report 

focused on the matter of SbD in the IoT (Internet of Things).
 60

   

The awareness that ICT will be a mass affair, more and more with the IoT phenomenon, is the reason of the 

following Ministry’s evaluation: there is a necessity to protect consumers, therefore the market. This is the 

known paradigm of  mass production system, where the producers have a lot of knowledge and power, while 

the consumers have to trust, almost blindly. It is the role of the lawmaker to charge producers with 

responsibility, since the design phase too. The discourse is valid for a dumb toaster, but it will be especially 

valid, with the complication of technologies, for a toaster connected to the internet, nowadays and in the 

future. In other words, according to the report “there is a need to move away from placing the burden on 

consumers to securely configure their devices and instead ensure that strong security is built in by design”.
 61

  

The report provides an analysis of what are the current incentives and disincentives in investing in security. 

Among the disincentives there are  the costs, and the fact that an IoT manufacturer would difficultly face the 

immediate economic effect of an attack, such as a DDos (Distributed Denial of Service). Moreover the 

knowledge and awareness about IT security by the consumers is still too low, even if in an increasing trend.  

Given this situation, the solution proposed is for the Government to intervene putting incentives in place, 

either economic or legislative.
 62

   

The report remarks the importance of creating a shared understanding of rights and responsibilities of 

citizens and business,
63

 manufacturers included; only with that factor will be possible to create an 

environment fertile for a new IoT industry, that is an ideal place where every subject and operator knows 

what is allowed and what is not, making possible to assess the risks and to make the business predictable. 
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The Ministry pays attention to the state of the art too, recognizing the work of international organizations in 

the field of standards in IoT, to which the report would like to contribute, introducing in the debate and 

releasing the proposal for a Code of Practice for Security for Consumer IoT Products.
 64

   

In the mentioned Code of Practice are listed down three key principles: 

i) no default password: all IoT device passwords must be unique and not resettable to any universal factory 

default value;  

ii) implement a vulnerability disclosure policy: all companies that provide internet-connected devices and 

services must provide a public point of contact as part of a vulnerability disclosure policy in order that 

security researchers and others are able to report issues. Disclosed vulnerabilities should be acted on in a 

timely manner; 

iii) keep software updated: all software components in internet-connected devices should be securely 

updateable. Updates must be timely and not impact on the functioning of the device. An end-of-life policy 

must be published for end-point devices which explicitly states the minimum length of time for which a 

device will receive software updates and the reasons why. The need for each update should be made clear to 

consumers and an update should be easy to implement. For constrained devices that cannot physically be 

updated, the product should be isolatable and replaceable.  

To these three priority rules the report adds other ten guidelines, listed in order of importance: 

iv) securely store credentials and security-sensitive data; 

v) communicate securely; 

vi) minimize exposed attack surfaces; 

vii) ensure software integrity; 

viii) ensure that personal data is protected; 

ix) make systems resilient to outages;  

x) monitor system telemetry data; 

xi) make it easy for consumers to delete personal data; 

xii) make installation and maintenance of devices easy. 

xiii) validate input data. 

The UK Government, in order to make the communication between the producers and the consumers straight 

and clear, has evaluated the opportunity of using a labelling system for IoT products. The system, thought as 

a voluntary choice for the producer, would allow the consumer to know if a specific product is connected to 

the internet, what is the minimum support period and, last but not least, what type of data are collected, with 

whom they are shared and if the user have the chance to opt out.
 65

  

What has been said shows that the crossing patterns with data protection are substantial and, as explicitly 

admitted in the report,
 66

 some parts f the Code of Practice are already covered by the relevant legislation, the 
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British Data Protection Bill and the GDPR. For example, if we read the guidance nr.viii (“ensure that 

personal data is protected”) together with the sources just mentioned, the latter sounds redundant.  

The overlapping context  between security and data protection described above is reflected in the practice 

too, considering that, as has been affirmed in the report, specific qualities peculiar of security like 

confidentiality, integrity, availability and resilience, could be the object of a Data Protection Impact 

Assessment (DPIA), provided by Article 35 GDPR. This affirmation follows an efficiency logic, as an 

assessment like DPIA, originally conducted for privacy aims, is useful to evaluate security requirements too.    

 

3.2  Security by design: thrust for the official debut in European law 

The Cybersecurity Strategy released by the EU Commission on 13 September 2017, represents an 

important key to understand the legislator’s intentions about the role that SbD should play in the 

future. 

In this paragraph, I will try highlight the relevant parts of some documents preliminary of the actual 

proposals belonging to the Cybersecurity Strategy, which will be tackled in the next chapter. The documents 

taken into account are, respectively, the Assessment of the previous EU 2013 Cybersecurity Strategy 
67

and 

the Communication,
 
by the European Commission to the Parliament and the Council, entitled “Resilience, 

Deterrence and Defence: Building strong cybersecurity for the EU”.
 68

 

Prior to the 2013, security was considered by the companies as a mere externality, an avoidable cost, because 

they lacked the incentives to introduce a SbD approach. The result of such a mind-set reflected in worrying 

statistics: only 26 % of enterprises in the EU had a formally defined ICT security policy with a plan for 

regular review; this share rose to over 50% among those enterprises whose principal activity was information 

and communication activities.
 69

 

The situation on the topic has not changed after four years, when the member states have to pronounce on the 

main gaps in cybersecurity they still underline a SbD’s lack of culture.
 70

  

In the Joint Communication to the European Parliament, issued by the Commission with the High 

Representative of the Union for Affairs and security Policy, is tackled the argument of the creation 

of European cybersecurity standards, lacking till now, and applying on a voluntary basis, alike the 

labelling system analyzed in the UK report under the last paragraph. 

The certifications’ schemes would involve three priority areas: security in critical or high risk applications, 

cybersecurity in widely deployed products and SbD. The latter is targeted specifically for the IoT world, 

which is characterized by low cost, digital, interconnected, mass consumer devices. In  this case schemes 

could be used to signal that the products are built using secure development methods, that they have 
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undergone adequate security testing, and that the vendors have committed to update their software in the 

event of newly discovered vulnerabilities or threats.
 71

  

Even if the Communication acknowledges that it is not possible to reach a 100% secure product, a SbD 

approach would ensure that cybersecurity is addressed before the products are introduced into the market, 

becoming part of the producer’s duty of care.
 72

 

SbD is a new and appealing principle, something that could catch the attention of an audience and of the 

public. That is probably the reason why Commissioner King has chosen to address the argument during his 

speech occurred in Tallin, Estonia the 15 September 2017, during the conference “Digital Single Market, 

Common Digital Security 2017”. In that occasion the words expressed for SbD have been full of optimism 

and expectations in a broader discourse referred to resilience of the European networks.
73

  

 

4. The …by design concept was not unknown to the EU, safety by design 

The Machinery Directive 2006/42/EC provides for “safety by design”.
 74

 Obviously the scope is different, as 

in this case we are not talking about IT but of machinery, especially since Article 1.2 (k) excludes 

“information technology equipment” from the scope of application of the Directive; nevertheless it could be 

interesting to mention the analogous approach.  

For example, a particular attention to safety at the design phase is recalled for the products intended for 

consumers (rec. 15) in parallel to what has been said about the IoT presence in the mass consumers’market in 

paragraph 3.  

Under Annex I titled “Essential health and safety requirements relating to the design and construction of 

machinery” there are some other safety by design examples: Article 1.1.2.b  provides that producers should 

“eliminate or reduce risks as far as possible (inherently safe machinery design and construction); Article 

1.1.5 is entitled “design of machinery to facilitate its handling” and its aim is safety; Article 1.5.4 is very 

interesting because is founded on the prerogative that a proper design would exclude any error in fitting of 

machines’ different parts (literally “(…) risk must be made impossible by the design and construction of 

such parts. (…)”; Article 1.7.2 represents a closing disposition because, since the risk cannot never be zero, 

according to the law in this case is necessary to warn machines’ users.  

 

5. Another …by design use expected in EU legislation, ethics by design 

Ethics by design is catching on in literature and in regulation, specifically in the scope of robot regulation. 
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The European Parliament resolution of 16 February 2017 with recommendations to the Commission on Civil 

Law Rules on Robotics (2015/2103 (INL)) contains some relevant examples of the mentioned principle.
 75

 

First of all the Parliament tackles the argument recognizing, under letter m)  of the introduction, that “(…) 

the trend towards automation requires that those involved in the development and commercialization of AI 

applications build in security and ethics at the outset (…)”. It is worth mentioning that in this case ethics is 

presented in conjunction with security.   

Section 11, included in the part regarding the “Ethical principles”, states as following “(…) the existing 

Union legal framework should be updated and complemented, where appropriate, by guiding ethical 

principles in line with the complexity of robotics and its many social, medical and bioethical implications; 

(…) a clear, strict and efficient guiding ethical framework for the development, design, production, use and 

modification of robots is needed to complement the legal recommendations of the report and the existing 

national and Union acquis”. Here we may notice that, aside the existent regulations, it emerges a request for 

a new framework, more receptive of the ethical values.  

The Charter on Robotics  is attached to the resolution, and it contains important elements itself, in fact it is 

specified that “Special emphasis should be placed on the research and development phases of the relevant 

technological trajectory (design process, ethics review, audit controls, etc.). (…)” 

In an another attachment, the so-called License for Designers, besides, are listed numerous examples of how 

ethics should be implemented since the design phase. Among the most significant: 

- “You should take into account the European values of dignity, autonomy and self-determination, freedom 

and justice before, during and after the process of design, development and delivery of such technologies 

(…)”; 

- “You should introduce trustworthy system design principles across all aspects of a robot’s operation, for 

both hardware and software design, and for any data processing on or off the platform for security 

purposes”; 

- “You should ensure that a robot operates in a way that is in accordance with local, national and 

international ethical and legal principles”; 

- “You should draw up design and evaluation protocols and join with potential users and stakeholders when 

evaluating the benefits and risks of robotics, including cognitive, psychological and environmental ones”; 

-“ You should safeguard the safety and health of those interacting and coming in touch with robotics, given 

that robots as products should be designed using processes which ensure their safety and security. A 

robotics engineer must preserve human wellbeing while also respecting human rights and may not deploy a 

robot without safeguarding the safety, efficacy and reversibility of the operation of the system.” 

This progress made by the lawmaker has been accompanied by proactive literature on the matter, belonging 

both to informatics engineering and legal backgrounds. 
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European Parliament resolution of 16 February 2017 with recommendations to the Commission on Civil Law Rules 

on Robotics, http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P8-TA-2017-

0051+0+DOC+XML+V0//EN .   

http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P8-TA-2017-0051+0+DOC+XML+V0//EN
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P8-TA-2017-0051+0+DOC+XML+V0//EN
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First of all an ethical design should be user centered, meeting the different needs of the people using it 
76

and, 

in this respect, twelve principles are individuated to empower the human part of a robot interaction since the 

design phase, preserving values such as empathy, decision awareness, balance between security, privacy and 

accessibility of services, social, environmental and economic sustainability, constant support during all the 

product’s lifespan.
 77

   

Ann Cavoukian herself has co-written a recent article attempting to place the original PbD principles in the 

ethical context.
 78

 The goal pursued is to build a “(…) culture of ethical research rather than one of research 

with ethical oversight”. The environment taken into consideration is the medical research, where the two 

most important players are the researchers themselves and the research ethical committee, aiming 

respectively two different things, the former aiming patient’s interest and the latter aiming public’s interest. 
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 Borret and Cavoukian and Sampson, Research ethics by design: A collaborative research design proposal, 84-91.  
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Chapter Four 

Security by Design in the law 

 

1. SbD in data protection and information security legislation 

In this Chapter, which is the core of the present work, one should try to explore the SbD’s presence, meaning 

and importance in the laws and regulations. It is worth considering, without any ambition of completeness, 

different areas such as the EU legislation, the national legislation, when relevant, and international treaties 

and agreements. The research will regard past laws, lex lata and lex ferenda too. The chapter’s structure will 

follow the law’s evolution. 

The analysis is transversal with regard to the matters, including both data protection and information 

security, whose dualism will not be reflected in the following study, in order to keep SbD, which it is a cross-

cutting principle, at the center of the discourse.     

 

2. European Union 

2.1 Past laws: Data Protection Directive  

Directive 95/46/EC (“DPD”) is the legal antecedent of the GDPR, and was the main EU legal instrument on 

data protection for thirteen years.
79

  

The most important difference with the GDPR is in its nature, since the latter is a regulation, directly 

applicable, while the DPD is a directive that requires implementation at national level, with a complementary 

effort of harmonization required by the Member States throughout the EU.  

Although the data security was addressed multiple times in the DPD, SbD is not expressly mentioned in the 

Directive.  This is not surprising since, as it has been said above, SbB was conceptualized in academic 

scholarship in the 2000s, after the enactment of the DPD.  

Article 17 of the DPD, which it is entitled “security of processing”, mentions the “organizational and 

technological measures” dealing at least with two of data security’s dimensions (integrity and 

confidentiality) mentioned in Chapter 2, par. 2: “to protect personal data against accidental or unlawful 

destruction or accidental loss, alteration, unauthorized disclosure or access”. 

Article 17(2) envisages that the state of the art, costs  and nature of the data must be taken into account when 

implementing security measures under the Directive.   

Furthermore, Article 17.3 extends the rule to the whole data chain, from the data controller to the data 

processor, i.e., the entity that processes the data on behalf of the controller..  

Recital 25 of the DPD is interesting because it presents a different legislative strategy than the classical 

obligations’ imposition, stating that technical security could be pursued in other ways, like conferring new 

rights to individuals, the data subjects. This part is not directly interesting for SbD, nevertheless, offering an 
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Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 

individuals with regard to the processing of personal data and on the free movement of such data https://eur-

lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A31995L0046 . 

https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A31995L0046
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A31995L0046
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alternative,  Recital 25 describes the activity of the legislator more flexible and open to new strategies; one of 

those strategies, not individuated yet in DPD, is currently represented by SbD.     

It is important to underline that recitals are not binding, but they give to the interpreter a fundamental tool to 

understand the legislator’s objectives, and to figure out provisions’ meaning. 

In recital 46 indeed we may recognize the elements which are now  key words in the current data protection 

law and data security, such as, for example “appropriate technical and organizational measures” that should 

be taken “at the time of design and of the processing system (…) in order to maintain security and thereby to 

prevent any unauthorized processing (…)”. The concept of “appropriate level of security, taking into account 

the state of the art and the costs of their implementation in relation to the risks inherent in the processing and 

the nature of the data to be protected” is very familiar in the current legislation too.    

 

2.2 Current laws  

2.2.1 General Data Protection Regulation 

Regulation 2016/679/EU,
 80

 better known with the acronym “GDPR”, is the home of PbD, which is reflected 

in the title of Article 25 of the Regulation, one of the most relevant innovation introduced by the GDPR. 

Within the GDPR regulatory framework, PbD plays an important role, while SbD is not expressly 

mentioned, but seems to be implicitly envisaged by the legislator. This is for the reasons outlined below.  

Several recitals and provisions of the GDPR points to the existence of the SbD concept in the Regulation. 

In this regard, recital 39’s last part is interesting because it suggests that personal data security should be 

pursued both in a digital and in a physical dimension, preventing “unauthorized access to or use of personal 

data and the equipment used for the processing”, reiterating the same ambivalence of the concept of “secure 

by design” expressed above.
81

 

In turn, recital 78, on PbD and Privacy by default, states that “enabling the controller to create and improve 

security features” is one among the technical and organizational measures that should be taken in the 

adoption of internal policies and implementation of measures.   

Moreover, recital 81 considers security as one of the factors that a controller should evaluate in choosing the 

processor of the data, and recital 83 presents encryption technology as a measure to gain an “appropriate 

level of security, including confidentiality”. 

Moving to the main text of the Regulation, it is worth mentioning the definition of ‘personal data breach’ in 

art. 4 (12): “a breach of security leading to the accidental or unlawful destruction, loss, alteration, 

unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise processed”. The 

definition satisfies two out of the three security’s requirements (confidentiality and integrity) described under 

Chapter 2 par. 2. 

                                                 
80

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 

natural persons with regard to the processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance) https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX%3A32016R0679 . 
81

 See reference nr 7.  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679
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Confidentiality and integrity are also mentioned among the processing of personal data principles, under 

Article 5.1(f).   

However, the most important provision of GDPR regarding SbD under the GDPR is Article 32, entitled 

Security of processing. 

The first element that I would like to underline is that the structure of Article 32 is similar to Article 25. Even 

the incipit is the same: “Taking into account the state of the art, the costs of implementation and the nature, 

scope, context and purposes of processing as well as the risks of varying likelihood and severity for the rights 

and freedoms of natural persons (…)”. So, the two Article rest on the same assumptions. 

Nonetheless, the subjects involved are not the same.  Art. 25 only mentions controllers only while Art. 32 is 

addressed to controllers and to processors.   

The similarities continue further on in the provisions, when, in both cases, it is required to “implement 

appropriate technical and organizational measures (…)”. But in Article 25 the word “design” and its 

variation “designed” are present in the title and in the first paragraph, while Article 32 lacks the word design 

and, therefore, SbD does not emerge as a new principle. 

Then Article 32 proposes a list of the possible appropriate security measures: encryption and 

pseudonymisation (consistently with Article 25), ability to ensure CIA and resilience (an interesting  addition 

to the doctrine’s definition of data security), the ability to restore availability (a peculiar element of security) 

and, finally, a regular process for testing security, as auspicated by one of the technician interviewed above 

in Chapter One, par. 4.  

Besides, and in parallel with Article 25, as per Article 32.3, “an approved certification mechanism (…) may 

be used as an element by which to demonstrate compliance with the requirements set out (…)”. 

Article 32 about security of processing is an important provision in the GDPR, and its importance is reflected 

in multiple cross-references throughout the regulation: for example, Data Protection Impact Assessments 

must contain “the measures envisaged to address the risks, including safeguards, security measures and 

mechanisms to ensure the protection of personal data (…)” (Article 35.7(d)), the Codes of conduct shall 

regard to “the measures and procedures referred to in Article 24 and 25 and the measures to ensure security 

of processing referred to in Article 32” (Article 40.2.(h)).  

It should be noted how under art. 40 PbD and Security of processing are, again, strictly linked.  

These examples lead us to two conclusions. 

First, since the two requirements of data protection and data security are so intertwined, we should consider 

whether it is even possible to implement PbD without automatically implementing data security at the design 

stage too. As mentioned above, the two principles share most of their elements, e.g.,  confidentiality and 

integrity.    

As per the availability principle, it is true that it does not totally overlap with data quality, a data protection 

element (see Chapter 2, par 4.1), anyway it caters a special attention in the GDPR (see Article 32.1(c) 

discussed above) and it is ensured, and even improved by the Regulation’s objective to allow data subjects to 

access their own data ( see Article 15). 
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Finally, Article 25 is entitled Privacy by design and by default. Security by default is absent in law and in 

literature instead, probably because data security is a concept that interests the data user and the data 

controller, the undertaking and the consumer. The interests converge (not entirely, see reference nr. 1). 

Whilst, speaking of data protection, many undertakings found their business and make profit by 

unscrupulous uses of personal data and by the application of low default levels of data users’ privacy.  

 

2.2.2 Law Enforcement Directive  

Directive 2016/680/EU on the protection of natural persons with regard to the processing of personal data by 

competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal 

offences or the execution of criminal penalties, and on the free movement of such data,
 82

 offers some other 

cues with regard to SbD.  

PbD is evidently present in Article 20, titled Data protection by design and by default. 

While SbD may be found under Article 29, titled Security of processing. The provision begins with the usual 

phrasing already met in the GDPR, even if this time the action is mediated by the Member States, as 

mandatory for a Directive, : “Member States shall provide for the controller and the processor, taking into 

account the state of the art, the costs of implementation and the nature, scope, context and purposes of the 

processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural 

persons, to implement appropriate technical and organisational measures to ensure a level of security 

appropriate to the risk (…)”. 

The formulation does not add substantially anything to what has been seen in the GDPR. 

 

2.2.3 E-Privacy Directive 

Directive 2002/58/EC concerning the processing of personal data and the protection of privacy in the 

electronic communications sector (hereinafter “E-PD” or ePrivacy Directive)
 83

  is less stringent in the matter 

of security than the GDPR and the LED. However, the ePrivacy Directive is expected to be substituted by an 

E-Privacy Regulation
84

 soon, which is likely to impose more stringent security requirements.  

Article 4(1) of the E-PD requires that “technical and organizational measures (…) [with] regard  to the state 

of the art and the cost of their implementation (…) [and] appropriate to the risk presented” be implemented. 

Besides the legislator auspicates an integrated cooperation between the service provider and the network 

provider, in order to make the system secure in its entirety.    
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Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural 

persons with regard to the processing of personal data by competent authorities for the purposes of the prevention, 

investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free 

movement of such data, and repealing Council Framework Decision 2008/977/JHA,  https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.119.01.0089.01.ENG . 
83

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of 

personal data and the protection of privacy in the electronic communications sector (Directive on privacy and 

electronic communications) https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32002L0058 . 
84

See footnote nr. 90. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.119.01.0089.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.119.01.0089.01.ENG
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32002L0058
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But the lawmaker recognizes, almost with resignation, the realistic difficulty to cover some of the risks and 

introduces a second part, an act of amnesty towards the service providers, according to which, whereas the 

“risk lies outside the scope of the measures to be taken by the service provider, of any possible remedy”, the 

provider should inform the subscribers. The mere information, in some cases, substitutes preventing and 

fighting security’s breaches.  

Recital 20 describes in a better way this approach, where is stated that such information could include the 

suggestion of using security software or encryption. Here is even clearer the responsibility’s abdication by 

the provider, while the burden of protecting himself and finding the best option to do it lays on the informed 

user, the weakest part. 

What has been described represents just the opposite of SbD’s basic assumption, that is prevention and 

producer/developer’s obligation to create the most secure system possible, considering the big knowledge 

asymmetry present in informatics.    

 

2.2.4 Network and Information Security Directive  

Directive 2016/1148/EU concerning measures for a high common level of security of network and 

information systems across the Union (“NIS Directive”)
 85

 focuses specifically on security rather than data 

protection.  

The Directive is addressed to Member States, in terms of strategies and a shared response system to 

cyberattacks, and to companies considered strategic for their nature, that are operators of essential services 

(such as energy, transport, banking services, health, water and digital infrastructures providers) and digital 

service providers.   

The Directive lays down two types of obligations for companies: incident notifications, which occur ex post; 

and security requirements, which, on the other hand, should happen ex ante, in a preventive way. 

The implementation of security requirements is described under Article 14.1 and 14.2 for operators of 

essential services and under Article 16.1 and 16.2 for digital service providers. The structure of the two 

provisions is almost identical and it mirrors the concepts seen before: “adoption of appropriate and 

proportionate technical measures to manage the risks posed to the security (…) having regard to the state of 

the art”. In addition, digital service providers should take into account other elements such as international 

standards, the business continuity management and the continuous monitoring, auditing and testing.  

Recital 49 is helpful to understand the legislator’s intention. In fact, there it is explained the weight of each 

risk connected to different activities: “(…) In practice, the degree of risk for operators of essential services, 

which are often essential for the maintenance of critical societal and economic activities, is higher than for 

digital service providers. Therefore, the security requirements for digital service providers should be lighter 

(…)”. The risk is considered higher for operators of essential services and, since risk is composed by 

probability and damage, the latter would be heavier if an essential service was compromised. This vision 
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Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a 

high common level of security of network and information systems across the Union, https://eur-lex.europa.eu/legal-

content/EN/TXT/?toc=OJ:L:2016:194:TOC&uri=uriserv:OJ.L_.2016.194.01.0001.01.ENG.   

https://eur-lex.europa.eu/legal-content/EN/TXT/?toc=OJ:L:2016:194:TOC&uri=uriserv:OJ.L_.2016.194.01.0001.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?toc=OJ:L:2016:194:TOC&uri=uriserv:OJ.L_.2016.194.01.0001.01.ENG
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could be overturned by the fact that many digital services nowadays are becoming more and more crucial, if 

not essential.   

Anyway the words “appropriate” and “proportionate”, both used in the provisions (the mentioned Articles 14 

and 16) allow the adaptability of the law and make possible the realization of the legislator’s intention 

expressed in Recital 49. 

As shown above, SbD is almost absent in the NIS Directive, where a reactive approach to security threats is 

still predominant. 

Nevertheless in this field new strategies are expected too, with the forthcoming Cybersecurity Act, as 

elaborated further below.  

 

2.2.5 Framework Directive  

The Directive 2002/21/EC on a common regulatory framework for electronic communications networks and 

services (“Framework Directive”)
 86

 seems to follow a regulatory approach in line with the instruments 

analyzed so far. 

Preservation of security and integrity is indicated among the interests that the national authorities should 

pursue for citizens (Article 8.4(f)). 

Art. 13a was introduced in the Framework Directive by Directive 2009/140/EC. The latter Article imposes 

that “undertakings providing public communications network or publicly available electronic 

communications services” take “appropriate technical and organizational measures to appropriately manage 

the risks posed to security of networks and services. Having regard to the state of the art, these measures 

shall ensure a level of security appropriate to the risk presented”. This provision does not seem to add much 

in terms of SbD. 

 

2.2.6 Data protection rules for EU institutions and bodies 

Regulation nr. 45/2001/EC on the protection of individuals with regard to the processing of personal data by 

the Community institutions and bodies and on the free movement of such data presents some interesting 

provisions in terms of security.
 87

 

Article 22.2, entitled “Security of data processing” is especially relevant from the point of view of an 

emergent SbD, because it states that “2. Where personal data are processed by automated means, measures 

shall be taken as appropriate in view of the risks in particular with the aim of: (…) j) designing the 

organisational structure within an institution or body in such a way that it will meet the special requirements 

of data protection.” 
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DIRECTIVE 2002/21/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 7 March 2002 on a 

common regulatory framework for electronic communications networks and services (Framework Directive),        

https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:2002L0021:20091219:EN:PDF. 
87

Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000 on the protection of 

individuals with regard to the processing of personal data by the Community institutions and bodies and on the free 

movement of such data, https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32001R0045. 

https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:2002L0021:20091219:EN:PDF
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32001R0045
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We can notice for an another time how data protection and data security are strictly intertwined and how the 

lawmaker keeps the distinction blurred.  

Besides in this occasion the lawmaker has stressed only the organizational dimension of the …by design 

approach, ignoring the technical dimension required currently. 

 

2.2.7 Directive on attacks against information systems   

Directive 2013/40/EU on attacks against information systems 
88

 is, with its Article 7 and 9, prone to fight 

against the phenomenon of fabrication and distribution of products designed in order to hack the systems. 

Here the perspective is overturned compared to SbD, but the objective is the same: make the digital system 

and network more secure in Europe.  

In fact punishing the design of tools used for committing offences (we can use the expression “hacking by 

design”) and imposing or stimulating security since the design phase can be seen as two sides of the same 

coin.   

 

2.3 Lex ferenda 

In the following paragraphs an analysis of current legislative proposals is presented. As these proposals are 

currently being discussed, the analysis might need to be updated in the future. Nevertheless, the analysis 

could be useful to trace the evolution of SbD as a legal principle in the EU.   

2.3.1 E-Privacy Regulation proposal 

A Proposal for a Regulation on the respect for private life and the protection of personal data in electronic 

communications (Regulation on Privacy and Electronic Communications or E-PR) 89
 has been published on 

10 January 2017 in order to substitute the existing E-Privacy Directive (discussed above). 

The purpose of the legislation includes enhancing security and confidentiality of communications, while 

reducing unjustified barriers to the free flow of data. Moreover, the Regulation is expected to clarify the 

relationship between E-PD and the GDPR.  

Nowadays the negotiation is still ongoing,
 90

 and it is very unlikely that it will be completed before the EU 

2019 elections. 

E-Privacy Regulation will be considered, just as the E-PD, as a lex specialis in relation to the GDPR, because 

the former is addressed only to specific subjects. So that the already recalled alignment between the two 

instruments will be necessary with the repeal of E-PD Article 4 in terms of security, for example; in fact 
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Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks against 

information systems and replacing Council Framework Decision 2005/222/JHA, https://eur-lex.europa.eu/legal-

content/EN/ALL/?uri=CELEX%3A32013L0040.  
89

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL concerning the 

respect for private life and the protection of personal data in electronic communications and repealing Directive 

2002/58/EC,file:///C:/Users/AsusNB/Downloads/1-

ProposalforaRegulationoftheEuropeanParliamentandoftheCouncil%20(1).pdf. 
90

Legislative Train Schedule, http://www.europarl.europa.eu/legislative-train/theme-connected-digital-single-

market/file-jd-e-privacy-reform . 

https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32013L0040
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32013L0040
file:///C:/Users/AsusNB/Downloads/1-ProposalforaRegulationoftheEuropeanParliamentandoftheCouncil%20(1).pdf
file:///C:/Users/AsusNB/Downloads/1-ProposalforaRegulationoftheEuropeanParliamentandoftheCouncil%20(1).pdf
http://www.europarl.europa.eu/legislative-train/theme-connected-digital-single-market/file-jd-e-privacy-reform
http://www.europarl.europa.eu/legislative-train/theme-connected-digital-single-market/file-jd-e-privacy-reform
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security’s matter would be, in the intention of the European legislator in order to avoid duplications, entirely 

absorbed by art 32 of GDPR (par. 1.2 of the explanatory memorandum). 

So we do not expect SbD to make significant progress in this special legal instrument, but its presence in the 

GDPR will probably be reflected, in these circumstances, on the E-PR, considering the important influence 

of the GDPR on the latter. 

In this regard is quite clear the explanation stating “The security obligations in the GDPR and in the EECC 

will apply to the providers of electronic communications services”.
 91

 

Recital 16 and Article 6.1(b) describe an interesting situation of balancing between data protection and data 

security. The prohibition of processing electronic communication data (by listening, tapping, storing, 

monitoring, scanning or other kinds) is general, with the particular new exception of when “it is necessary to 

maintain or restore the security of electronic communications, networks and services, or detect technical 

faults and/or errors in the transmission of  electronic communications, for the duration necessary for that 

purpose”. This is one of the examples where security requirements prevail on privacy.  

It is also important to highlight the introduction of a new Article 8.2(b), about collected information related 

to end-users equipment,   where the alignment with GDPR is evident: “The collection of (…) information 

shall be conditional on the application of appropriate technical and organizational measures to ensure a level 

of security appropriate to the risk, as set out in Article 32 of Regulation 2016/679/EU (…)”. 

 

2.3.2 Cybersecurity Act 

The two major objectives of the Proposal for a Regulation of the European Parliament and of the Council on 

ENISA, the "EU Cybersecurity Agency", repealing Regulation (EU) 526/2013 and on Information and 

Communication Technology cybersecurity certification ("Cybersecurity Act") 
92

 are the strengthening of 

ENISA and the creation of a cybersecurity certification framework, whose implementation and control will 

be managed by ENISA itself. 

SbD is mentioned under Recital 2 of the proposal, where it is stated that “While an increasing number of 

devices are connected to the Internet, security and resilience are not sufficiently built in by design, leading to 

insufficient cybersecurity”. Here, like in the UK Report (see ch.3 par. 3) on SbD, the principle is associated 

with the Internet of Things, a pervasive reality soon to be among consumers. 

Still, in the actual text of the Regulation there is not an explicit reference to SbD, but  rather a detailed 

description of certification framework that could improve security in  digital products, networks, systems and 

services. It is noteworthy to remind that the certification scheme is provided by the UK Report too, but that 

in that case it cohabits with SbD in an harmonious way, without any emerging contradiction.  

Furthermore in the ENISA renovation, including new objectives and tasks, I would have expected an explicit 

mention to SbD, especially since there is a strive for coordination among the Member States in terms of 
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 Ibid, 9. 
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Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on ENISA, the "EU 

Cybersecurity Agency", and repealing Regulation (EU) 526/2013, and on Information and Communication 

Technology cybersecurity certification, http://data.consilium.europa.eu/doc/document/ST-9350-2018-INIT/en/pdf.  

http://data.consilium.europa.eu/doc/document/ST-9350-2018-INIT/en/pdf


33 

 

cybersecurity. If the proposal will maintain its current content, this will have been a lost occasion to 

introduce SbD homogeneously across EU.  

 

2.3.3 Resolution on Civil Law Rules on Robotics  

The European Parliament Resolution of 16 February 2017 with recommendations to the Commission on 

Civil Law Rules on Robotics  2015/2103/INL
93

 embraces the …by design approach, as it has been described 

under Chapter 3, par.6 above with ethics.  

In fact, in this regulatory instrument, potentially leading to a proposal, and in a matter which is at the center 

of public debate such as robotics, SbD is explicitly mentioned as an useful tool.  

The Parliament, in its message to the Commission represented by the Resolution “ (…) stresses the 

responsibility of designers of robotics and AI to develop products to be safe, secure and fit for purpose; calls 

on the Commission and the Member States to support and incentivise the development of the necessary 

technology, including security by design” (Article. 21).  

From this passage we may deduce the combination of security and safety, a research for proportion or, in 

other words borrowed from data protection, purpose limitation and a request for incentives to develop 

technologies to implement SbD, that are SETs (Security Enhancement Technologies). 

 

3. International Institutions 

3.2 OECD 

The OECD (Organisation for Economic Co-operation and Development) has been establishing policy 

analysis and recommendations to address security as a fundamental requirement for ICTs to contribute to 

economic and social development. The main instruments in the matter have been the 1992, 2002 and 2015 

Recommendations. All of them helped policy makers approach security in an open and interconnected 

technical environment. 

The “Security Guidelines” is a Recommendation of the OECD Council. It is a non-binding instrument of the 

Organisation which represents the political will of Member countries. OECD Recommendations have a great 

moral force as there is an expectation that Member countries will do their utmost to fully implement them.  

The Security Guidelines are a widely recognised international policy standard. The United Nations General 

Assembly adopted a resolution based on their principles in 2003 (UN A/RES/57/239). The Guidelines were 

also reflected in various regional organisations such as the European Council Resolution on a European 

Approach towards a culture of network and information security and the Asia-Pacific “Strategy to Ensure 

Trusted, Secure and Sustainable Online Environment” (APEC, 2005). Finally, the Guidelines’ principles are 

annexed to ISO 27001 Information Security Management System standard which “provides a robust model 

for implementing the principles in those Guidelines”. 

 

3.2.1 OECD Guidelines for the Security of Information Systems, 1992 
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In this instrument,
 94

 reaching far back in time in a sector like information security, SbD is not a self-standing 

principle, but it is surprising to notice its presence under the “Integration principle”, where it is stated that 

“Security of information systems is best considered when the system is being designed”, suggesting already 

the special feeling existing between security implementation on one hand and the design stage on the other 

hand. 

3.2.2 OECD Guidelines for the Security of Information Systems and Networks, 2002  

Here
95

 Security Design (please note that it is not called SbD, but the distinction is just lexical) is one of the 

nine principles mentioned in the Guidelines:  principle number 7, entitled Security design and 

implementation, states “Participants should incorporate security as an essential element of information 

systems and networks”. 

The explanation continues as follows “Systems, networks and policies need to be properly designed, 

implemented and coordinated to optimize security. A major, but not exclusive, focus of this effort is the 

design and adoption of appropriate safeguards and solutions to avoid or limit potential harm from identified 

threats and vulnerabilities. (…) Security should be a fundamental element of all products, services, systems 

and networks, and an integral part of system design and architecture (…)”. This represents an important 

endorsement, maybe the best and clearest SbD definition met till now in a legal instrument. 

In the Implementation Plan it is stated that “The Guidelines signal a clear break with a time when secure 

design and use of secure networks and systems were too often afterthoughts”.
 96

  

The document specifies the double dimension of a security design policy too, involving both the public and 

the private sector, through the cooperation between governments and businesses. 

Promotion of a Culture of Security for Information Systems and Networks in OECD countries is a report of 

2005 (three years after the Guidelines were issued),
 97

 with the aim of evaluating the measures taken by the 

single countries on the matter. The document identifies some relevant legislative intervention in terms of 

security at the design stage.  

For example, France has set up a specific unit in a government agency to provide technical advice and 

assistance to IT security product manufacturers so as to increase the security of their products in the design 

phase.
 98

 Canada has been actively promoting the OECD Security Guidelines within the public and private 

sector, and has taken a variety of additional specific initiatives related to information security. It has issued 

The Principles for Electronic Authentication, identifying there essential elements of security, privacy, 
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disclosure and complaint handling to be addressed when designing, developing, implementing and assessing 

an authentication service.
 99

 

 

3.2.3 OECD Recommendation on Digital security risk management for economic and social 

prosperity, 2015 

The adoption of the Recommendation 
100

 by the OECD Council in September 2015 was the successful result 

of a multi-stakeholder process initiated in 2012 by the OECD Working Party on Security and Privacy in the 

Digital Economy (SPDE) to review the 2002 Recommendation of the Council. 

Speaking of SbD, the document recognizes that the risk faced in IT is dynamic, so that security measures 

should be taken when the activity is planned. Furthermore those measures should be embedded into the 

activity “by design, i.e. as a core component”.
101

 

 

4. A national example  

4.1 Italian Whistleblowers’ Protection Law 

Italian recent Law nr. 179/2017 introduces some norms with the objective of protecting the so called 

whistleblowers, that are those employees who expose any kind of information or activity that is deemed 

illegal within an organization that is either private or public.
 102

 

According to the law, under Article 1.3,  the identity of the whistleblower should be kept secret. The best 

way to pursue secrecy is considered encryption. In fact Article 1.5 states that “The Anti-corruption National 

Authority, after hearing the opinion of Data Protection Authority, adopts special guidelines concerning the 

procedures for the presentation and management of the reports. The guidelines provide for the use of 

computerized methods and promote the use of cryptographic tools to guarantee the confidentiality of the 

identity of the reporting party and for the content of the reports and of related documentation.”
103

 

In previous guidelines from 2015 the Anticorruption authority had already spontaneously individuated 

cryptography end-to-end as an opportunity to take in order to guarantee security and confidentiality in the 

same matter (Part III, Article 3).
 104

   

If the next guidelines will follow legislator’s momentum in the right way, we will have a bright example of 

how a public data controller, the Anticorruption authority, should operate taking into most account data 

protection and data security in designing the reporting procedure at a technical and organizational level.  
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Conclusions 

On the basis of the research about the EU current laws and the laws that are under approval, there is little 

doubt that in the scope of the Digital Single Market realization, SbD principle, while it is still the “little 

brother” of PbD, begins to gain ground in the policy and to play an independent role in data security and in 

data protection regulation. 

It has been interesting to see how the IT practice of stressing a lot the design phase of the entire chain of 

production has been reflected in the principle of law’s intervention at the same phase, with the theorization 

of PbD and SbD. 

I genuinely think that this preventive mindset could produce benefits for the industry and for the users, 

substituting a norm-control-sanction model with a model based on security hardwired in the products, which 

is potentially more direct and effective.   

Nevertheless, according to me, the lawmaker’s effort cannot be considered enough. In fact, the lawmaker’s 

position should be more resolute and incisive, as it was for PbD in the GDPR, under Article 25, where the 

principle occupies the provision’s title. This fact could have been caused by the little amount of literature and 

theorization about SbD, compared to PbD.  

The indecision about SbD has bad effects on the powers’ attribution too. While Data Protection Authorities 

have the opportunity and the tools to implement PbD, the same it is not noted for SbD; rather a chance has 

been missed whereas ENISA, according to the Cybersecurity Act Proposal, has not any direct power of 

implementation and control in terms of SbD.  

As it has been seen, data protection and data security are distinct, but increasingly intertwined concepts. 

Despite that, the two may still come into conflict, at the design phase too. The law does not provide the 

stakeholders with any indication to solve a potential conflict between privacy and security, regarding, for 

example, the opportunity to guarantee back doors’ presence or not in an encrypted system. Clear answers 

should be given on this aspect too.  
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Annex I 

 What is SBD for you? 

Security in IT is a process, not a product. SBD for me means that the design of an IT application must 

consider the continuous testing and improvements of the security during the time. And not only consider and 

apply the state of the art about it. What today is secure, may not be in 5 years. Or even tomorrow. 

I won't talk about the principles that have to be implemented to consider secure an IT application (also 

because they depends on the application's type, for example for a web application should be included at least 

these ones https://www.owasp.org/index.php/Security_by_Design_Principles#Security_principles) because 

talking about SBD I believe that the crucial point is design an efficent, consistent and easy process that 

allows a company to be always in the cutting edge about the security. 

 

 Could it be useful to introduce this principle in the industry? 

Of course. Without consider the SBD at the design time of an application, and so not consider the check of 

the security as part of your IT management process, you will spend a lot of time (trying to patch them) 

whenever a new security issue is discovered. In the worst case, you may never know about the vulnerability. 

Consider the following example: The company IDontLikeSBD deploy his web application to differents 

servers. The servers are not the same. Someone could be an Ubuntu 16.04, other ones Centos 6, RedHat 7 

and so on. Each one of them has different os versions and different process versions. Consider that the web 

app use mysql as database. The different servers could have different versions of it. A new vulnerability 

could be found in a specific version of mysql. Because the company doesn't have automated process that 

check the security of the software, the only way to know about the issue is to check manually. And if you 

don't know about the issue, you will never solve it. 

 

 Have you ever experienced security issues? Do you think a SBD approach would have avoided that 

issue, or make it easier to solve?  

During my university's years in Catania I found a security issue in the university's website. There were no 

checks in the permission of the folders, so I had access to data I wasn't supposed to see. I warned the admins 

of the website and they fixed it.  

A good SBD would have been able to identify the issue, if these kind of security tests were considered at 

design time.  

 

https://www.owasp.org/index.php/Security_by_Design_Principles#Security_principles
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In the company in which I work we have a lot of automated process and tests finalised to identify security 

issues and execute regression tests after a patch is applied.  
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Annex II 

 What is SBD for you? 

To me, Security by Design(SBD) means that security is considered before even a single line of code is 

written and is part of each and every major step in futher building a software product. In other words, 

1. security is a major part of designing the software by identifying possible vulnerabilities and 

addressing them with possible solutions, called Threat Modelling [5] in the industry. 

2. These solutions are addressed while programming/implementing the software with the help of secure 

code reviews [6]. 

3. Testing them thoroughly in the software product's testing phase with explicit security testing [7] [8]. 

4. And these security measures are reviewed and updated for every major change in the product. It is 

inevitable that software evolves, so should the security measures be. It is equally important that they 

are updated with along with the software updates to not introduce any new vulnerabilities. 

 

 Could it be useful to introduce this principle in the industry? 

Absolutely! With the ever increasing indulgence of internet in people's lives, the number of software 

products that are part of one's life is higher than ever. It's expected that the data being handled by the 

software product owning companies take enough security measures to avoid any major significant breaches. 

Despite investing heavily in security, we have been seeing how Facebook has been at the center of major 

security breaches [1] [4] lately. 

With the advances in Super-Computing and Quantum-Computing [2], it is high time that SBD becomes a 

standard that each and every software company follows and be prepared for having quantum-

proof [3] security measures in place. Advances in those fields are a big boon to the industry and in turn 

humanity. But if we are not prepared for the consequences, things could get chaotic. So, making SBD a 

standard in the industry will be a major step towards our journey there. 

Many engineers I've worked with, do not include security as one of the natural system design process, unless 

forced by the company/senior engineers. Making this a standard might improve this situation which compels 

the engineers to include security a big part of software product design. 

 

 Have you ever experienced security issues? Do you think a SBD approach would have avoided that 

issue, or make it easier to solve?  
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Fortunately, I haven't faced any security issues. But I've heard from one of colleagues that a government 

website had its user base public details like name, address, e-mail and phone-number practically open to the 

public. They indeed had a login if you want to access your details, but once you login, but all you need to 

access another user's details was to replace the account-id in the URL. It was notified to the responsible 

authorities who got it fixed, after all. But this process should not be reactive, SBD can play a key role in 

making it pro-active. This is a straight-forward case which would have been caught if the product was build 

with SBD as one of their design goals. 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

Interview’s references 

1. https://www.reuters.com/article/us-facebook-cyber/facebook-says-big-breach-exposed-50-million-  

accounts-to-full-takeover-idUSKCN1M82BK; 

2. https://en.wikipedia.org/wiki/Quantum_computing; 

3. https://en.wikipedia.org/wiki/Post-quantum_cryptography; 

4. https://www.theguardian.com/news/2018/mar/17/cambridge-analytica-facebook-influence-us-election; 

5. https://en.wikipedia.org/wiki/Threat_model; 

6. https://www.purehacking.com/penetration-testing/application/secure-code-review; 

7. https://en.wikipedia.org/wiki/Security_testing; 

8. https://en.wikipedia.org/wiki/Penetration_test. 

  

https://www.reuters.com/article/us-facebook-cyber/facebook-says-big-breach-exposed-50-million-%20%20accounts-to-full-takeover-idUSKCN1M82BK
https://www.reuters.com/article/us-facebook-cyber/facebook-says-big-breach-exposed-50-million-%20%20accounts-to-full-takeover-idUSKCN1M82BK
https://en.wikipedia.org/wiki/Quantum_computing
https://en.wikipedia.org/wiki/Post-quantum_cryptography
https://www.theguardian.com/news/2018/mar/17/cambridge-analytica-facebook-influence-us-election
https://en.wikipedia.org/wiki/Threat_model
https://www.purehacking.com/penetration-testing/application/secure-code-review
https://en.wikipedia.org/wiki/Security_testing
https://en.wikipedia.org/wiki/Penetration_test


41 

 

Bibliography 

 

A. Books and Journal articles 

 

Basu, Anirban. Software Quality Assurance, Testing and Metrics. New Dheli: PHI Learning Pvt., 2015.  

 

Berg Clifford J. High-assurance design: architecting secure and reliable enterprise applications. Boston: 

Addison Wesley, 2005. 

 

Boritz Efrim J. “IS practitioners' views on core concepts of information integrity”, International Journal of 

Accounting Information Systems, 6, 4 (2005): 260-279. 

 

Borrett Donald S. and Sampson Heather and Cavoukian Ann, “Research ethics by design: A collaborative 

research design proposal”, Research ethics, 13, 2, 84-91. 

 

Bygrave Lee A., Data Privacy law: an international perspective. New York: Oxford University Press, 2014.  

 

Cavoukian, Ann. “Global privacy and security, by design: Turning the privacy vs. security paradigm on its 

head.” Health and Technology, 7, 4 (2017): 329-333.  

 

Cavoukian, Ann. Privacy and Radical Pragmatism: Change the paradigm: a white paper. Toronto: 

Information and Privacy Commissioner of Ontario, 2008. 

 

Cavoukian, Ann. Privacy by Design: Take the challenge. Toronto: Information and Privacy Commissioner of 

Ontario, 2009. 

 

Davis, Alan M. 201 principles of software development. New York: McGraw-Hill, 1995.   

 

Fjogstad, Vegard. “Ease implementation of security standards related to web application development.” 

Master’s Thesis, University of Oslo. 2015. 

 

Freeman Peter and Hart David “A Science of Design for Software-Intensive Systems”. Communications of 

the ACM, 47 (2004): 19-21. 

 

Gavison Ruth E. “Privacy and the Limits of Law”. The Yale Law Journal, 89, 3 (1980), 421-471. 

 



42 

 

Mulvenna Maurice D. and Boger Jennifer and Bond Raymond B. “Ethical by Design: A Manifesto”.  

Proceedings of European Conference on Cognitive Ergonomics Umeå, Sweden, September 19-22, 2017. 

 

Ralph Paul and Wand Yair “A proposal for a formal definition of the design concept” In Design 

Requirements Engineering: a Ten-Year Perspective, Lyytien, Laucopoulos, Mylopoulos, Robinson. Page 

from 103 to 136. Cleveland: Springer, 2007. 

 

Rozanski Nick and Woods Eóin. Software System architecture: working with stakeholders using viewpoints 

and perspectives. Upper Saddle River, NJ: Addison Wesley, 2005. 

 

Viega John and McGraw Gary. Building Secure Software: How to avoid security problems the right way. 

Boston: Addison Wesley, 2002. 

 

Walker, Rob “The Guts of a New Machine.” The New York Times Magazine, 30 November 2003, 6006078. 

 

Warren Samuel D. and Brandeis Louis. “The Right to Privacy.” Harvard Law Review, 4, 5 (1890): 193-220.   

 

Westin Alan F. “Privacy and Freedom.” Administrative Law Review, 22, 1 (1969): 101-106.  

 

B. Report and Other Documents 

 

CANADA 

 

Defence Research and Development Canada, Maritime Domain Awareness in the Canadian Safety and 

Security Program. 

 

UK 

Secure by Design: Improving the cyber security of consumer Internet of Things report, Department for 

Digital, Culture Media & Sport, UK Government, 7 March 2018. 

 

The National Cybersecurity Centre (U.K. Government), Guidance for the main security design principles in 

digital services. 

 

USA 

Defense Science Board Task Force on computer Security, Security controls for computer systems, by Willis 

H. Ware, February 1970, Washington D.C., vi. 

 



43 

 

The National Institute for Standards and Technology (U.S. Government), Systems Security Engineering 

Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems. 

 

C. EU 

ART29WP, 00530/12/EN WP 191, Opinion 01/2012 on the data protection reform proposals, 23/03/2012. 

 

ART29WP, 02356/09/EN WP 168, The Future of Privacy: Joint contribution to the Consultation of the 

European Commission on the legal framework for the fundamental right to protection of personal data, 

1/12/2009. 

 

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 

individuals with regard to the processing of personal data and on the free movement of such data Official 

Journal L 281 , 23/11/1995 P. 0031 – 0050. 

 

DIRECTIVE 2002/21/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 7 March 

2002 on a common regulatory framework for electronic communications networks and services (Framework 

Directive), OJ L 108, 24.4.2002, p. 33.        

 

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 

processing of personal data and the protection of privacy in the electronic communications sector (Directive 

on privacy and electronic communications), OJ L 201, 31.7.2002, p. 37–47. 

 

DIRECTIVE 2006/42/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 17 May 

2006 on machinery, and amending Directive 95/16/EC (recast). 

 

Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks against 

information systems and replacing Council Framework Decision 2005/222/JHA, OJ L 218, 14.8.2013, p. 8–

14.  

 

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning 

measures for a high common level of security of network and information systems across the Union, OJ L 

194, 19.7.2016, p. 1–30. 

 

EC, JOIN(2017) 450 final, JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE 

COUNCIL: Resilience, Deterrence and Defence: Building strong cybersecurity for the EU, 13/09/2017. 

 

EC, SWD (2017) 295 final, Assessment of the EU 2013 Cybersecurity strategy, 13/09/2017. 



44 

 

 

EDPS, Opinion of the European Data Protection Supervisor on the Communication from the Commission to 

the European Parliament, the Council, the Economic and Social Committee and the Committee of the 

Regions - "A comprehensive approach on personal data protection in the European Union”. 

 

ENISA, Definition of Cybersecurity - Gaps and overlaps in standardization, July 2016. 

 
European Parliament resolution of 16 February 2017 with recommendations to the Commission on Civil 

Law Rules on Robotics, (2015/2103(INL)). 

 

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 

concerning the respect for private life and the protection of personal data in electronic 

communications and repealing Directive 2002/58/EC, 2017/0003 (COD). 

 

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 

on ENISA, the "EU Cybersecurity Agency", and repealing Regulation (EU) 526/2013, and on 

Information and Communication Technology cybersecurity certification, 2017/0225 (COD).  

 

Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000 on the 

protection of individuals with regard to the processing of personal data by the Community institutions and 

bodies and on the free movement of such data, OJ L 8, 12.1.2001, p. 1–22.  

 

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 

of natural persons with regard to the processing of personal data and on the free movement of such data, and 

repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance) OJ L 119, 

4.5.2016, p. 1–88. 

  

D. OECD 

 

 Guidelines for the Security of Information Systems, 1992. 

 

Guidelines for the Security of Information Systems and Networks, 2002. 

 

Implementation plan fo the OECD Guidelines for the Security of Information Systems and 

Networks: towards a culture of security, 2003.  

 



45 

 

The Promotion of a Culture of Security for Information Systems and Networks in OECD Countries, 

2005. 

 

Recommendation on Digital Security Risk Management for Economic and Social Prosperity and its 

Companion Document, 2015. 

 

E. Italy 

 

Disposizioni per la tutela degli autori di segnalazioni di reati o irregolarità di cui siano venuti a 

conoscenza nell’ambito di un rapporto di lavoro pubblico o privato, law nr. 179/2017. 

 

Determinazione n. 6 del 28 aprile 2015 “Linee guida in materia di tutela del dipendente pubblico 

che segnala  illeciti (c.d. whistleblower)” (pubblicata nella Gazzetta Ufficiale serie generale n. 110 

del 14 maggio 2015). 

 

F. Miscellaneous 

 

Commissioner’s King speech at the EU Cybersecurity Conference “Digital Single Market, Common Digital 

Security 2017”, 15 September 2017, in Tallin, Estonia. 

 

Council of Europe, https://www.coe.int/en/web/data-protection/home (clip). 

 

Hartzog, interview with Angelique Carson, iapp.org, The Privacy Advisor Podcast, August 24, 2018, 

(podcast) 

 

IoT Design Manifesto Organization, “IoT Design Manifesto 1.0”, 2018, 

https://www.iotmanifesto.com/#introduction. 

 

ISO 27000 Information Security Management System – Overview and Vocabulary. 

 

 

https://www.coe.int/en/web/data-protection/home
https://www.iotmanifesto.com/#introduction

