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Abstract
The present report proposes a methodology for Smart Grid Security Classification
(SGSC) having as target usage the complex systems in the smart grids and particularly Advanced Metering Infrastructures (AMI). Our methodology extends and refines the ANSSI
standard methodology for security classification of general Information and Communication Systems (ICS) focusing on the specifics of smart grid AMI systems. As a consequence,
analyses done following our method should be easily translated into ANSSI valid reports.
Like any security classification, our method is related to methods of doing risk analysis
with the difference that the classification method has the purpose to assign a level, or security class, to the system under evaluation. There are multiple purposes for having such
an analysis, such as offering indications to decision making people on security aspects of
a system and for deciding purchasing strategies, but also for regulatory bodies to certify
various complex infrastructure systems like from the smart grid. As such, this report first
presents relevant related before explaining thoroughly the ANSSI standard that we build
on. Particularly useful for smart grid systems is the discussions and mapping that we do
of the SGSC methodology to a complex AMI infrastructure description derived from the
real deployments being done in Norwegian ongoing works of developing the national smart
grid.
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1

Introduction

IoT has driven technology and computing ability into the smallest devices which has made
embedded devices more alive and powerful, making data ubiquitous in both collection and
availability side. However, IoT has opened windows for Cyber-attacks which are more threatening than ever before. On average, it takes two minutes for an IoT device to be successfully
attacked. According to Symantec’s Internet Security Threat Report (ISTR), on average, there
were nine attacks every hour against Semantic honeypots. Only in 2016 alone, there were 3,986
zero-day vulnerabilities discovered by vendors. 1
The Smart Grid embraces the power of IoT to establish the next generation power grid. It
uses two-way flow of electricity as well as information to create a widely distributed automated
energy delivery network [1]. Smart grid forms one of the largest network as it shall connect each
and every end node (houses, industries, buildings etc.) that have access to electricity. Along
with increasing connectivity, it collects massive amounts of data which may contain critical and
private information. Protecting such complex infrastructures from cyber-physical attacks is a
big challenge.
By January 1, 2019, all electricity consumers in Norway will have smart meters. In fact,
electricity grid is already in transition as several DSOs have already started rolling out Smart
Meters at different areas in Norway.2 However, a smart metering infrastructure opens up
several new attack surfaces that do not exist in traditional metering. This new attack surface
can provide interface to exploit valuable assets to the smart grid infrastructure.
After the vulnerability is discovered, it has to be mitigated. However, new threats and
vulnerabilities are discovered all the time. This process of vulnerability discovery and its
mitigation is a never ending story because systems cannot be protected from all unknown
threats which might come up in future. Thus, our demand for security operation is to redefine
the design of a network based on security classes. That means instead of looking after the
attacks, we rather propose to group our security model or system after security priorities.
Therefore, in this report we propose a methodology for security classification of complex
systems relevant for smart grid. We particularly apply this methodology to an AMI infrastructure part of a smart grid. The AMI infrastructure that we work with is derived from real
deployments in Norway by the Kamstrup manufacturer. This demonstrates that our security
classification methodology is well suited for AMIs and transitively we hope for other smart grid
systems.
The proposed security classification methodology is based on the ANSSI standard developed
for general ICSes. Moreover, we take great care to be in line with other standards like the
extremely relevant ENISA recommendations for smart grids. We also give a good overview of
relevant risk analysis and classification works related to security so to set our work well into
context. In particular, we do not want to reinvent but only adapt and enrich the existing
methodologies so to fit the real systems that we encounter in the smart grid deployments that
we see, at least in Norway.
The paper is structured as follows: Section 2 introduces to the Smart grid topology and
explains some of the major components of the Smart grid; Section 3 talks about the related work
in security classes; Section 4 introduces to the Security Classes; Section 7 maps the security
classes to the Smart Grid components and finally Section 8 concludes the paper and provides
some directions of future works.

1

Symantec
Corporation,
“Internet
Security
Threat
Report(ISTR),
Volume
22”.
https://www.symantec.com/content/dam/symantec/docs/reports/istr-22-2017-en.pdf.
2
NVE, “Smart metering (AMS)”. https://www.nve.no/energy-market-and-regulation/retail-market/smartmetering-ams/. Accessed: August 16, 2017
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2

Smart Grid

Traditional electricity grid is hard to manage and monitor. With the increase of population and
advancement of technology, the demand of energy is increasing. However, the environmental
problems demands for utilization of resources more efficiently, and include renewable energy
sources which are still rather unreliable compared to traditional resources like coal or nuclear.
The world has been facing blackouts and accidents due to imbalance between the demand and
supply of the energy.3
Smart Grid is regarded as the next generation power grid, completely changing the perspective of the Electric grid that exists today.4 The Smart Grid uses two-way flow of electricity as
well as of information to create, at least conceptually, a widely distributed automated energy
delivery network [1]. This means that the end users (previously called consumers) not only use
the electricity but also can generate the electricity and trade it (therefore called prosumers)
with the energy suppliers, or in a local/global energy market, thus the two-way flow of electricity as opposed to the traditional one-way, from the power plant to the consumer [2, 3]. The
EMPOWER project of Horizon 2020 (H2020) program is one of the EU project aiming on
creating business models in local electrical market promoting the role of prosumers in smart
grid5 .
The introduction of a two-way flow of information is meant to make the grid much more
efficient and reliable. The smart grid would imply balance between demand and supply of
electrical energy through demand response programs, which means there will be less blackouts
due to high energy demand that the grid cannot handle [4]. There will also be efficient use of
electricity through peak shaving techniques [5].
Massive amount of data is is generated from the grid components which can be used to
create more services for using AI and data analysis techniques. Work of Dang et al. [6] utilized consumption data from smart meters to analyze the consumption patterns and cluster
consumers into different groups so that the retailers can provide customized services to the
customers. Similarly, Nhan et al. [7] applied deep learning methods to perform grid inspection
to identify faults and damages in equipment on the power lines using a drone. Currently, such
inspections are highly manual, slow and expensive as it is done using helicopters or through
foot patrols.
Smart Grid does not imply a complete replacement of a traditional grid. Operations of new
grid remains similar to the old one, but enhanced. More and more communication capabilities
added on the components of the systems results in enhancement of intelligence through information collection, monitor and control of its equipments [8, 9]. The electricity grid is typically
divided into three sections: Generation, Transmission, and Distribution. In Norway, which
is our practical use case in this paper, transmission grid section have high voltages, typically
300 or 420 kV to reduce power losses while transmitting on long distances. In the distribution
or regional grid, the voltage is stepped down to 132-11 kV, which is further stepped down
to 400-230 V in substations before reaching industrial, commercial and residential consumers.
Figure 1 shows the schematic version of the Electric Grid organization in Norway. The arrow
in the figure represents the direction of flow of electricity, "G" represents generators and "L"
represents load which means the end users (consumers, industries, etc.)
We focus on the distribution part of the Smart Grid, and in particular on the AMI infrastructure, and therefore, we leave out the details on generation and transmission parts.
3

http://reneweconomy.com.au/tesla-big-battery-outsmarts-lumbering-coal-units-after-loy-yang-trips-70003/
https://ec.europa.eu/research/energy/pdf/smartgrids_en.pdf
5
EMPOWER, “Local Electricity retail Markets for Prosumer smart grid pOWER services”
https://ec.europa.eu/inea/en/horizon-2020/projects/h2020-energy/grids/empower
4
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Figure 1: Electric Grid in Norway [10].

2.1

Distribution Grid infrastructure

The Distribution grid begins after very high voltages from transmission grid are lowered down to
standard distribution level voltages via step-down transformers. This part of the grid is responsible for delivering energy to the end users. Several substations are deployed for monitoring,
protecting and controlling purposes. In order to accomplish that, components of distribution
grid communicates back and forth with SCADA Master Terminal Unit, Distribution Management System (DMS),Operation Management System (OMS) and several back-office systems
located in the data center or central control facility. As shown in Figure 2, Central Distribution
Control is the main control center of the Distribution Network which communicates with other
components including distribution substations, distribution lines and Generation SCADA.
SCADA systems in distribution network have the responsibility to control distribution operations, which include manual and automated control of load management and Dynamic Feeder
Reconfiguration (DFR). DFR dynamically collects data from distribution feeders and when the
fault is detected, it isolates the fault and restores the electricity using available capacity from adjacent feeders. The SCADA system located at a substation communicates with SCADA located
in a central control center. SCADA provides various functionalities including communication
capability to the substation devices, data aggregation and collection, automation capability
through Programmable Logic Controller (PLC), metering functionalities, fault recording and
alerting, and transformer monitoring and control. As SCADA provides communication interfaces, the attack vector is thus broad for both direct and staged attacks [11]. Similarly, field
devices consists of Remote Terminal Units (RTU), Intelligent Electronic Device (IED) or other
distributed controllers.

2.2

AMI Infrastructure

Advanced Metering Infrastructure (AMI) refers to the integrated metering system with communication capabilities. It can automatically perform measurement, collection, delivery, analysis
and storage of metering values. It typically consists of smart meters, concentrators, Headend Systems, and Meter Data Management (MDM) systems as the major components, along
8

Figure 2: Distribution Architecture [11, pg.44].
with two-way communication channels between these components. Meter values are reported
at regular intervals; at least hourly values from meters, which are collected by concentrators.
The collected values are then reported to the head-end system via mobile network or wired
network; typically a concentrator reports the values to the Head-end system every six hours.
Similarly, the command and control requests are sent to meters through the head-end systems
using the same communication infrastructure. Figure 3 shows the overview of an Advanced
Metering Infrastructure (AMI) infrastructure from Kamstrup called OMNIA Network. The
major components of AMI are further described below.
2.2.1

Smart Meters

Smart meters are digital meters that support real-time data collection. These meters consists of
a microprocessor with local storage and a communication network interface [12]. Smart meters
are typically installed inside the Consumer’s facility (home, office, industrial) and connected to
the communication network. It measures electricity consumption and report either consumption
value or meter reading to the concentrators at regular intervals. Because of the introduction of
Smart meters, distribution companies do not need to obtain the meter values manually every
month, but rather have a better and automated overview over the consumption.
Smart meters can also report the values on demand. The frequency of reading meter values
are normally hourly, but that can be configurable to higher frequency like every fifteen minutes,
if the legislation allows.6 Such meters also have storage capability, to store meter values locally
and report them when needed. Meters can also report other values like events and logs such
as Reactive Energy, Voltage Quality, meter configuration etc., on demand [16] 7 . If a meter is
not able to report the values at the required time due to connection problems, it might report
6

The frequency of the readings is very privacy sensitive since many types of private information can be
extracted, as shown in [13–15], like type of appliances, behavior patterns, and even TV channels watched.
7
Kamstrup AS, “OMNIPOWER RESIDENTIAL SMART METER”.
http://products.kamstrup.com/ajax/downloadFile.php?uid=526905f09f7a3. Accessed: August 14, 2017
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Figure 3: OMNIA Network from Kamstrup.
when the connection is available.
If there are several type of meter installations e.g., electricity, heat, water etc., there is a
need of a common point to collect the data from a variety of meters. A Multi-Utility Controller
(MUC) provides this feature and is capable of establishing interoperability between different
types of meters to collect data from all of them. A MUC module can either be mounted on
the smart electricity meter, or be standalone which communicates directly with the head-end
systems.8 9
Smart meters report values to the concentrator via radio network. They also posses remote
control functionality through breaker switches which can be triggered remotely via Head-end
8
Kamstrup, “The MUC – a simple solution to a complicated task”.
http://products.kamstrup.com/ajax/downloadFile.php?uid=548973310558a.
9
https://www.kamstrup.com/en-en/products-solutions/smart-grid/communication/multi-utility-datacollection.

10

systems. One of the most widely used communication technology in Europe for communication
between meters and concentrators is the wireless M-Bus. However, it is also possible for the
meters to report meter values directly to the Head-End systems through fiber-optic cables especially when the meters are located under the ground or where concentrators are not available.
If a meter cannot communicate with concentrator in a single hop, another smart meter can
serve as a relay for forwarding the meter values.
2.2.2

Concentrator

The concentrator acts as a mediator between the Head-end system and the meters. It collects
data reported from the meters and reports it to the Head-end systems. When a head-end
system sends out requests to receive data from meters, it is first received by the concentrator
and then the concentrator forwards it to the appropriate meter. The requests might be current
consumption values, events log, or even open or close commands to the breaker switch of the
meter. Concentrators push the values to the head-end systems whenever the values are ready.
Usually the meter values are reported every sixth hour. However the alarms are reported in
real-time. Together, smart meters and concentrators form a Neighboring Area Network (NAN).
Usually, a concentrator sends data to the head-end system through cellular network because of
economic reasons. Sending the values through wired network is also possible. Figure 4 shows
a typical concentrator and its components. Concentrators may also be capable of upgrading
firmwares for its meters. It may contain its own local web server allowing configuration and
other services through its ordinary web browser. In case when the WAN connections are
unavailable, the concentrator may store the value until the connection is restored and flush the
stored values after they have been delivered successfully to the head-end systems.
2.2.3

Head-End System

The Head-End System is the central part of AMI as it collects all the data from the meters and
also provides the interface for the MDM system which collects those values for the propose of
validation, estimation and storage. Because of this, a Head-end system is able to communicate
with the meters and concentrators in the field. Head-end systems expose the meter functionality to other IT systems via web-services and often hide the metering complexity from the
upstream IT systems. Typically, the Head-end services are exposed via RESTful web APIs
and COmpanion Specification for Energy Metering (COSEM) objects. All data items exposed
by a meter are uniquely identified by an OBject Identification System (OBIS) code . COSEM
is an interface model to communicate with energy metering equipment, providing a view of
the functionality available through the communication interfaces using an object oriented approach [17–19].11 Head-end System is also capable of sending commands to the meters via
concentrators. Sometimes, the meters are set up to communicate with head-end systems without concentrators. In such cases,the commands are sent to the meters directly. It stores data
for limited period of time typically for couple of days. Head-end systems are critical and are
located securely in the DSO’s perimeter.
2.2.4

Meter Data Management Systems

MDM systems are integrated with head-end systems to collect data from meters on regular
intervals. The major task of MDM systems is to perform Validation, Editing and Estimation
10

Kamstrup AS, “Data sheet:OMNICON data concentrator”.
http://products.kamstrup.com/ajax/downloadFile.php?uid=591ab48ec5643. Accessed: August 14, 2017
11
DLMS User Association, “What is COSEM?”. www.dlms.com/faqanswers/generalquestions/whatiscosem.php.

11

Figure 4: A Concentrator10 .

12

(VEE) of AMI data. MDMs also offer long term storage of meter-reading data into information that can be reported to other utility applications including billing, customer information
systems, and outage management systems. MDM is a key resource for managing large quantity
of meter data [20].

2.3

Communication Standards

EN13757 Standard
The European standard EN 13757-4 specifies the communication between utility meters and
concentrators, and was developed as the standard for remote reading of utility meters in Europe.
Utility meters usually include water meters, heat meters and gas meters. The values reported
are integrated to the electricity meters via a Multi-Utility Controller (MUC) which is then
reported to the concentrator. EN 13757-5 specifies the wireless relaying protocol forming the
radio mesh network of meters.
Wireless M-Bus which is widely used in metering communication in Europe complies with
the EN 13757 standard. There are several modes specified at various frequencies as shown in
the Table 112 .
Table 1: Wireless M-Bus Modes
Mode
S (Stationary)
T (Frequent Transmit)
C (Compact)
N (Narrowband)
R (Frequent Receive)
F (Frequent Tx and Rx)

Frequency (MHz)
868
868
868
169
868
433

Notes
Meters send data few times a day
Meters send data several times a day
Higher data rate version of mode T
Long range, narrow band system
Collector reads multiple meters on different frequency channels
Frequent bi-directional communication

IEEE 802.15.4
The standard IEEE 802.15.4 is a low data-rate wireless communication standard. Other protocols like Zigbee and WirelessHART are based on this standard. Zigbee is a low-cost, low
power, two way, wireless communication standard from ZigBee Alliance, which in addition to
IEEE 802.15.4 defines a communication layer on layer 3 and up (i.e., Network, Transport and
Application layers). A ZigBee device can act as an end device, a router and coordinator at
the same time. Smart Energy profile defines the smart energy devices and clusters required to
build an energy-management system that have enabled ZigBee for automatic metering, demand
response and prepayment applications which are needed by utilities13 . ZigBee is widely used
for both Home Area Networks and Neighbouring Area Networks.
Example: OMNISOFT UtiliDriver®
OMNISOFT UtiliDriver14 is an example of a head-end system that offers interfaces supporting
integration with VisionAir15 (a Kamstrup MDM system) and partner MDM systems. It is responsible for handling all communication technologies and meter types supported by Kamstrup
12

SILICON LABS, “An Introduction to Wireless M-Bus”.
http://pages.silabs.com/rs/634-SLU379/images/introduction-to-wireless-mbus.pdf.
13
Zigbee Alliance, “Smart Energy Profile 2”. http://www.zigbee.org/download/standard-smart-energyprofile-2-0/.
14
https://www.kamstrup.com/en-en/products-solutions/smart-grid/system-software/utilidriver
15
https://www.kamstrup.com/en-en/products-solutions/smart-grid/system-software/visionair
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OMNIA, in order to ensure interoperability and integration. UtiliDriver is composed of three
logical layers namely Controller Layer, Core Layer and Service Layer. Controller Layer handles
communication with specific meter technologies including radio mesh, GPRS and radio mesh
network. The core layers gathers information from the controller layer, handling common jobs
and acting as a temporary cache of job results. This layer has information about the communication infrastructure and meters under its management, e.g., configuration, encryption keys,
etc. Similarly, the service layer is responsible for the external interface towards the clients,
which includes RESTful web services. Figure 5 shows the architecture of Utilidriver Head-end
system from Kamstrup.
Key Management service
SNMP service

OMNICON
Point to Point Network

OMNICON
Radio Mesh Network

P2P
Controller

RF
Controller
M2M

RadioLink Network

UtiliDriver®
Core

UtiliDriver®
Service

MDM

RadioLink
Controller
UtiliDriver® Network
Management

pre-OMNIA network:
Radio Mesh (RF1.0)
P2P meters

Legacy
Controller
CDAPI

Figure 5: Utilidriver Architecture16
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Kamstrup AS, “Data sheet:OMNISOFT UtiliDriver 3.10 ”. http://http://products.kamstrup.com/ajax/downloadFile.php
Accessed: August 14, 2017
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3

Related Works

Research on current practices and challenges that Distribution Systems Operators (DSO) have,
as well as our practical experience,17 shows the lack of security awareness and preparedness
for cyber-attacks in the Smart Grid Systems [21]. Almost every aspect related to IT in smart
grid has potential vulnerabilities, which is the result of security risks that already exists in the
general IT environment [22]. Several works have been done to describe security issues in the
Smart Grid systems [22–26]. Wireless M-Bus which is widely adopted in AMI infrastructures in
Europe seems to have several vulnerabilities. The study [27] has performed the security analysis
of wireless m-bus and demonstrated the violation of security principles in the implementation
of wireless m-bus in smart metering infrastructures. Therefore, we are interested in frameworks
and methods useful for assessing and classifying smart grid infrastructure systems wrt. security.
European Union Agency for Network and Information Security (ENISA) have been working
on standardization activities in security of Smart grid. One of its work provides the insights on
certification approaches on smart grids [28]. It points out the gaps which needs to be filled in
order to establish security certification in Europe. It also strongly talk about the need of harmonization of security needs between the member states of European Union supporting the idea
of system level security along with security and protection levels which are discussed in ISA99
standard. As security is dynamic, its certification should be dynamic too. So, ENISA demands
for dynamic certification which stays up to date with latest known attacks and vulnerabilities.
Another contribution of ENISA is on defining appropriate security measures for smart grid
[29]. They have suggested ten different domains which needs to be labeled with sophistication
levels between one and three. Sophistication levels represents how much security goals have
been achieved. New domains can be added if required. Figure 6 describes the conceptual model
for defining security measures as matrix in which rows represents sophistication levels and the
columns represents the domains.
To reach the targeted sophistication level, certain requirements have to be addressed and
at the same time, evidences to verify the fulfillment of each requirement (mostly through
documentation) should be provided. ENISA also provides the list of security measures for each
domain. The measures/practices have been inherited from the major standards on cybersecurity
mainly ISO/IEC and NIST. We go further and provide the methodology to evaluate the security
measures which reflects the security level of the system holistically.

3.1

Security Metrics

Common Vulnerability Scoring System (CVSS) [30] is a widely adopted framework to provide
the vulnerability and severity scores for a given software. The CVSS vulnerability score is
scaled between 0-10 where 10 is the maximum score for vulnerability. It provides three types
of scores: Base Score, Temporal Score and Environmental Score. The base score is set by the
vendors and remains same over the time and user environment. Temporal Score changes with
time, whereas Environmental Score depends on the users’ environment. When a vulnerability
is discovered, the CVSS score helps to rank it on the basis of its severity so that the patches
can be prioritized. CVSS can be one of the attributes for describing the security of a system
since discovered but unpatched vulnerabilities dramatically lower the security of the system.
The work of [31] proposes a security metric called FUM which ranks the performance of
device manufacturers and network operators on the basis of security updates and exposures
to vulnerability that exists on the devices. The work was based on Android phones, and was
found that 87.7% of devices are exposed to at least 11 known critical vulnerabilities. This
work proposes a way to compare and sort products based on their scores, thus helping users to
17

Our ongoing project IoTSec.no is a large Norwegian project focusing on “Security in IoT for Smart Grids”.
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Figure 6: Conceptual model of appropriate security measures
select the appropriate device. However, the FUM score is very dynamic and needs recalculation
whenever any of the devices receive updates, which might not always be feasible. Also, having
new updates does not always mean that it is free of vulnerabilities as it might also introduce
new unknown vulnerabilities. The FUM score evaluates updates and vulnerabilities rather than
security of a device.
A “Framework for Smart Grid Cybersecurity Exposure Analysis and Evaluation” was proposed in [32] to compute exposure for a smart grid system based on access graphs. Here,
exposure is the result of computing the shortest path of an attacker to the target component.
The basis of exposure calculation [32] uses subjective weights to capture the required strength
in order launch an attack. However, the work does not consider security mechanisms when
evaluating the exposure. Usually, the strength of an attack depends on several factors like
skills and privileges of an attacker, applied security mechanisms, cyber-security policy of an
organization, etc. This makes it quite hard to model the exposure with so many unknown
variables in the model of [32].
The same authors, in their subsequent work [33], attempt to define an exposure metric
and a methodology to compute it. They also evaluate usability through simulations of smart
grid systems and claim that their methods can be integrated with NIST’s Risk Management
Framework. The methodology involves three steps: Risk Identification, Exposure Graph Development, and Exposure Evaluation. The method attempts to analyze exposure path by
determining the points that are exposed and whether they are protected/unprotected. However, the method does not allow to say how strong or weak the security mechanism is. The
authors claim that if the security mechanism has vulnerability, then the exposure graph needs
to be reconstructed, but do not explain how to actually recompute the graph. According to
the suggested methodology, we could always get the same value. Throughout all the examples
of [33], the value of effort is taken as 1, which is not practical in the real world. Different
security mechanisms may have different strengths, which result in different amounts of effort
required for successful attack. The effort depends also on the type and skill level of attackers.
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This method gives the paths through which attacks are possible if the attacker is able to bypass
the security mechanism. However, it does not make any difference between weak and strong
security mechanisms.

3.2

Information Classification

Government Security Classification of UK [34] has defined an impact-based classification of
security for information assets as three different levels: Official, Secret, and Top Secret. The
Official class includes the information created and processed by public sectors. This class
represents the components having low threat profile. Similarly, Secret refers to the sensitive
information which have higher threat profile. Finally, the Top Secret class comprises of the
most sensitive information and requires the highest level of protection and has the highest
threat profile. The impact of compromising such information could result in loss of several
lives and could threaten the security or economic well-being of the country or other allies.
The [34] is a guideline to be applied consistently throughout the government bodies. However,
we are looking at the ICT systems and subdivide them into components when calculating their
security class, whereas the information assets are not in our focus. We consider the above
standard when data is involved.
Similarly, the NIST standard “FIPS PUB 199” [35] presents a generalised format for expressing the security category of an information system. The security category is based on
impacts and does not mention the structure of the network or exposures. The security category
is expressed as:
SC(information system) = {(confidentiality, impact),
(integrity, impact),
(availability, impact)}.
This categorisation is too general to be readily applicable in the context of complex systems
as it only gives the degree of potential impact on confidentiality, integrity, and availability,
without consideration to its accessibility or exposure.

3.3

Risk Analysis

Categorisation of risks and how to handle them is normally done via Risk Assessment. There are
several specialised Risk Assessment methodologies or frameworks. Most of them are typically
based on ISO 31000 and ISO/IEC 27005 [36]. ISO 31000 provides the generic guidelines for
how to conduct risk management with no specific domain or industry in target. ISO/IEC 27005
is based on ISO 31000 but, it provides guidelines specifically for Information Systems. Risk
Assessment is a multidisciplinary task which typically has following steps:
1. Establishment of context
2. Risk Identification
3. Risk Analysis
4. Risk Evaluation
5. Counter Measures
Risk Analysis is one of the steps from risk assessment where likelihood, impacts and other
parameters are associated. In other words it is a planned process which is followed in order
17

to find possible breaches into a system, take into consideration the relevant ones, and devise
the plan to fix them. Examples of some Risk Assessment frameworks includes CORAS [37],
EBIOS18 from ANSSI19 , FAIR [38], OCTAVE [39], etc.

Figure 7: ISO/IEC 27005:2011 [40]

3.4

Security Classification for IT Systems

Another attempt for Security Classification of Complex System is made by ANSSI (French
Government) [41], which aims to standardise the method of classification of control systems
for cybersecurity. Based on various security parameters, general guidelines are proposed for
determining the security class of a control system. The ANSSI method proposes to use as basis
an established Risk Analysis Method (e.g. EBIOS) [41]. The ANSSI classification methods
is developed specifically for the Industrial Control Systems (ICS) by the French Network and
Information Security Agency (ANSSI). It has divided the control systems into three classes and
provides with the guidance of how to identify the class of a given system.
We adopt the ANSSI standard as the basis for our work. This method has simple steps and
parameters to compute the security of ICSs’. However, the method of computing the exposure
of a system does not fit the Smart Grid Infrastructure. We extend this method to not only
be based on complexity of the system, but also on several other factors like physical access,
18

ENISA, “Ebios”. https://www.enisa.europa.eu/topics/threat-risk-management/risk-management/currentrisk/risk-management-inventory/rm-ra-methods/m_ebios.html. Accessed: August 18, 2017
19
https://www.ssi.gouv.fr/
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network architecture, number of devices, open ports, etc. In addition, we make the criteria for
complexity of the system more precise, and also apply it to the Smart Grid Infrastructure case.
We expand the details of defining the concept of Exposure, and use it for the classification
of smart grid systems. Smart Grid is a very complex system which consists of several other subsystems covering a large geographical area. We shall simplify it by treating various subsystems
of smart grid as independent systems. For instance, Advanced Metering Infrastructure (AMI)
is a system (sub-system of Smart Grid) that consists of several components (smart meters,
concentrators, head end systems, etc.) communicating with each other using different several
technologies including both wire-line and wireless communication. Security of the system is
dependent on several points that are exposed to attackers.
Work of [42] have studied one of the largest Advanced Metering Infrastructure in the US
and describes the AMI infrastructure and the attack surface of its components. They also
describe the potential attacks and impacts of attacks on AMI which can be quite useful for
the security/risk assessment of AMI. They demand a risk management framework for AMI
where the various attack surfaces and impacts should be taken into account and should be
understandable by the utility companies. It should also provide security controls and mitigation
for the infrastructure components and their functionality.
Our goal is to come up with a quantitative framework which is able to give the security
status of a system as mentioned in [42]. Our work contributes to an early classification method
to get an overall overview of the system security of Smart Grid system. We have analyzed
the AMI topology in Norway and taken it as an example to demonstrate the applicability of
security classes.
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4

ANSSI Security Classification as Baseline

In this section we give details about the Security Classification of Complex System made by the
French Agency, Agence nationale de la sécurité des systémes d’information (ANSSI)
[41]. We extend this standard and method in Section 5, making it more concrete and fit to
the AMI systems in the Smart Grid. The ANSSI classification method is developed specifically
for the Industrial Control Systems (ICS). This method has simple steps and parameters to
compute the security of ICSs, which we go through in the rest of this section.
ICS systems are divided into three classes and the standard provides guidance on how
to identify the class of a given system. The management of different classes of ICSs has
different requirements; essentially, the higher the class, the higher impact and higher the security
requirements. Below is the short description of each class defined by ANSSI.
Class 1: The ICS in this class have low risk or impact of an attack and security measures
can be applied internally. However, systems in this class needs implementation of chain of
responsibility for cybersecurity. It also requires risk analysis for cybersecurity. Physical,
logical and application inventories of the ICS should be prepared. In this class, internal
audit is acceptable.
Class 2: ICS in this class have significant impact of attack. Security assessment should be
done by responsible third parties, and the evidence of implementation of required measures
must be provided. A chain of responsibility for cybersecurity needs to be implemented
covering all ICS in this class. This class requires risk analysis using a proper method
chosen by a responsible entity. In this class, the inventories should be reviewed regularly
as defined by the responsible entity and every time ICS is modified. Here, internal audit
is not accepted and it should be carried out by external service providers.
Class 3: ICS in this class have critical impact of attack. Therefore, the highest level of
measures should be taken and be verified by the state authority or an accredited body.
In addition to implementation of a chain of responsibility for cybersecurity, the identity
and contact details of the person in charge of this chain should be communicated to the
cyberdefense authority. This class requires detail risk analysis chosen by the responsible
entity which should be reviewed regularly at least every year. The risk analysis should
be carried out in collaboration with a certified service provider. The inventories should
be reviewed regularly and at least once a year. Audit of the ICS in this category must be
carried out by an independent, certified service provider.
A class is determined by the level of Impact and Likelihood, which is based on the concepts
of risk analysis methods. Figure 8 summarises the ANSSI classification method. The likelihood
is the result of combining three aspects: the Exposure, the level of Accessibility of ICS, and the
level (or power) of Attackers. Exposure is determined by combining the Connectivity of ICS
and the Functionalities supported by the system. Next, we describe the necessary terminologies
to determine the class.

4.1

Consequence of Attacks

Contributing to the definition of the security class is the consequence of an attack on the system
(called impact), along with the available attack surface which we call Exposure. A system when
compromised could have impact on several sectors of business, government, or society. It could
affect physical infrastructures, human life, environment, economy, etc. The Impact is divided
into five levels:
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Connectivity
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Figure 8: ANSSI Classification Method [41].
1. Insignificant
2. Minor
3. Moderate
4. Major
5. Catastrophic

4.2

Attacker’s Level

ANSSI have categorized the attacker’s level (often called power of the attacker) into five levels
[41]. It is often desired to quantify this power, e.g., in terms of money and time resources, to
supplement the simplified levels given below.
Table 2: Attacker’s Level Scale [41]

Attacker

Level
1

Designation
Non-targeted

2

Hobbyist

3

Isolated
Attacker

4
5

4.3

Private Organization
State Organization

Description/Examples
Virus, robots...
Individuals with very limited means, not
necessarily intending to cause harm.
Individual or organisation with limited
means, but with a certain determination
(e.g. terminated employee)
Organization with substantial means (e.g.
terrorism, unfair business practices).
Organization with unlimited means and
very strong determination.

Functionalities

Functionality is divided into three levels based on the complexity of the system:
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• Functionality 1 (Minimal Systems) It includes the system which has components
limited to sensors/actuators, remote I/O, PLCs, HMIs, embeded systems and analysers.
• Functionality 2 (Complex Systems) It includes ICSs which have Functionality 1 components and SCADA systems, excluding programming consoles and engineering workstations. That means Complex systems are those which have additional functionalities of
SCADA, historian and local databases to Minimal Systems.
• Functionality 3 (Very Complex Systems): This includes all other ICS that do not
fall into the Functionality 1 and Functionality 2 category.

4.4

Connectivity

The classification method divides connectivity into the following five levels:
• Connectivity 1 (C1): It includes completely closed isolated ICS.
• Connectivity 2 (C2): It includes ICS connected to a corporate Management Information System (MIS) which does not permit any operations from outside the network.
• Connectivity 3 (C3): It includes all ICSs using wireless technology
• Connectivity 4 (C4): This includes the ICS with private infrastructure which may
permit operations from outside (VPN, APN, etc.). This system may use private or leased
communication infrastructure which enables communication between the distributed systems at different sites (e.g., remote maintenance and management).
• Connectivity 5 (C5): It includes Distributed ICS with public infrastructure. It is
similar to Connectivity 4 category except that the communication infrastructure is public
in this category.

4.5

Exposure

Exposure is a five level scale which is the result of functionality and connectivity. Table 3 shows
how exposure is determined from functionality and connectivity. F1, F2 and F3 represents the
functionality levels 1, 2 and 3. Similarly, C1-C5 in the 3 represents respective connectivity.
Table 3: ICS Exposure
Exposure Exposure Exposure Exposure Exposure
3
3
4
4
5
Exposure Exposure Exposure Exposure Exposure
F2
2
2
3
4
5
Exposure Exposure Exposure Exposure Exposure
F1
1
2
3
4
5
C2
C3
C4
C5
Funct./Conn. C1
F3

4.6

Accessibility

Accessibility of ICS is divided into four categories based on the authorization.
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• Users 1: Users with this category represents the authorized users who are certified and
controlled. The controlled users are the users who are explicitly authorized to intervene
and the action of such users can be tracked.
• Users 2 (authorized and certified): This category represents all authorized and certified users where one or more possible operations are not tracked.
• Users 3 (authorized): This category represents all authorized users who have no special
requirements.
• Users 4 (unauthorized): This category represents all the ICSs with the possibility of
unauthorized intervention.

4.7

Likelihood

The likelihood of an attack is estimated from exposure of the system components, users’ accessibility to the system and the Level of attackers. This method defines four level of likelihood:
1. Very Low
2. Low
3. Moderate
4. Strong
Likelihood can be calculated using the formula shown below:


A+U −2
L=E+
2
Where:
L = Likelihood,
E = Exposure,
A = Level of attacker
U = Accessibility of the user and
The mathematical operator d.e denotes rounded up value to an integer.

4.8

Class Determination

The table 4 shows the ANSSI definition of a class for given values of impact and likelihood.
Table 4: ANSSI ICS Security Classes
5+
4
3
2
1
Impact/Likelihood

Class
Class
Class
Class
Class
1

2
2
1
1
1
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Class
Class
Class
Class
Class
2

2
2
2
1
1

Class
Class
Class
Class
Class
3

3
2
2
2
1

Class
Class
Class
Class
Class
4+

3
3
2
2
1

5

Smart Grid Security Classification

A common method of assessing the security of a system is to find all the assets under the
influence of the system and to identify the attack approaches by which assets might be compromised. Based on this, a risk assessment is done, and all the risks under consideration are
handled. These are attack-centric approaches for risk assessment. The whole process must
run each time the risk assessment is performed. However, we believe that usually systems
under consideration have certain commonalities regarding the composition, communication, interaction, attack surfaces, consequences, etc. We thus see that it is necessary to identify the
characteristics of the systems and group them by some rules, so that every new system under
investigation falls into one of the groups. This offers the advantage of having a set of common features, making easier to identify necessary risks and precautions that need to be taken
to secure a new system. This information can be helpful to both security professionals and
management officials to get a quick overview of the criticality of the systems they are dealing
with.
We adapt the ANSSI standard guided by these general principles. We thus propose the notion of Security Classes to enable analysts to focus on grouping complex systems into predefined
classes with respect to security requirements. The particular details are guided by our primary
intended application to Smart Grids, thus we often call the method and respective classes Smart
Grid Security Classes/Classification (SGSC). However, this methodology is general enough to
be adapted to other complex systems. Moreover, to any system where our SGSC method can
be applied, the ANSSI method should be applicable as well. Even more, one can extract an
ANSSI compliant version of evaluation from a SGSC evaluation of a system; of course, with
some details being omitted.
The SGSC method analyses two aspects: how important a given (sub)system is (equivalent
to the Impact in ANSSI, also called criticality of this subsystem), and what functionality surface
it provides to be attacked, which we call exposure of the system. Thus, an SGSC class is the
result of combining the consequence of an attack on the given (sub)system and the exposure
of the (sub)system to the attacker, as sketched in Figure 9. The ANSSI notions of user and
attacker are incorporated in our case under the calculation of exposure.

Security Class

Impact

Exposure

Connectivity

Protection
Mechanism

Figure 9: Basic inputs for defining a security class.
Before detailing this classification method, we define our terminology and concepts, some
redefining terms from the ANSSI classification, with adjustments to fit the Smart Grid context.
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5.1

Consequence of an Attack

We adopt the five levels for characterising an attack from the ANSSI standard, from Subsection 4.1. When we evaluate consequences, we have to find impacts in all possible sectors and
group and then assign the level from one to five and take the most extreme one for the input
of classification.
Classifying the impact into one of the five levels is highly specific for the system under
evaluation, the types of impacts it may have (i.e., financial, social, etc.), or the area of application. Therefore, usually methods and standards leave this open and to the decision of
the security/risk analysts. However, guidelines are always useful (and also found in the literature [35, 40]), but even more useful would be guidelines presented as forms with input fields,
maybe some being only drop-down lists to choose from, and with a calculation software behind that would aggregate the numbers given by the analysts like the multimetrics approach
to measurable security of [43]. Then for each field or type of loss or impact, the work of the
analyst reduces to a simpler task of providing a numeric scale for a particular impact factor.
For example, assume a financial consequence for which the analyst could prepare a scale as
follows. We can say that if the loss is above 1 billion, it is catastrophic. Similarly, if the loss is
between 10 million and 1 billion, then it is Major; if the loss is between 5 million and 10 million,
then it is a Moderate loss; if the loss is between 1 million and 5 million we call it Minor; and
less than 1 million, we call it Insignificant.
Such scales could be even openly available or shared inside a consortium, and made for
various sectors and groups of losses, assigning a level from 1 to 5, taking the most extreme
loss/impact as level 5.

5.2

Security Criteria

We evaluate system security on the basis of security criteria. Criteria are based on the guidelines
provided by widely used sources like ISO 27000 series, Common Criteria, OWASP and ENISA.
In future, we want to automate the evaluation process and consider both physical and IT
aspects for evaluation.
5.2.1

Physical and Environmental Security

Critical components should be protected against unauthorized physical access. This criterion
evaluates how well is the system protected against physical access and environmental conditions.
Depending on the context, it may include access control of physical perimeter (area, building,
home, room, etc.,) and set of equipment. In case of equipment, it may have several physical
ports accessible which can be misused. Protection mechanisms like disabling unused physical
ports or installing equipment with minimal physical ports, physical tamper detection, etc., falls
under this criteria.
5.2.2

Transport Encryption

Data should always be encrypted during transport. When implementing such mechanisms,
proprietary protocols should be avoided. It should be ensured that SSL/TLS implementations
have proper configuration and are up to date.
5.2.3

Communication and Connectivity Protection

Communication channels between components can be protected by protecting information flow
and endpoints. Endpoints have different capabilities and security requirements. This may
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include the mechanisms like network data isolation, network segmentation, firewalls, unidirectional gateways, network access control, etc.
5.2.4

Software/Firmware Security

Firmwares are core to the component and must be secured against malicious updates and
installation. Similarly, unauthorized modification of software may result in security threats.
Therefore, it should be ensured that software/firmwares are secured and should be protected
against unintended and unauthorized updates and modifications. If there is a dedicated update
server, then it must be in a secured state so that no illegal software are sent for update.
Signing update files and validating on the devices before installation may protect illegal
installation and updates. If possible, software and firmwares should be updated as soon as
vulnerabilities are discovered and fixes are available. There should also be the provision to
implement scheduled updates.
5.2.5

Hardware-based Security Controls

Hardware protection should go along the software protection. Software weaknesses and misconfigurations are not the only sources of attacks in the IoT world. One of the factors on which
hardware security depends is the security of the micro-controller used in a given device. It also
depends on whether a Trusted Platform Module (TPM) is integrated into the component. There
are other mechanisms like using Memory Protection Units, Incorporating Physically Unclonable
Function (PUF), using cryptographic modules, etc., that may contribute to hardware protection
of the system.20
5.2.6

Security of Network Services

Network services are typically applications such as Email, DNS, DHCP etc, which run at
the application level of the network. Such services can be protected through proper network
monitoring and analysis, configuration and management. Devices should have a minimum
number of network ports enabled and all unused ports should be disabled. If the situation
allows, devices should always avoid making the network ports and services available to the
internet.
5.2.7

Cryptographic Techniques

There are two types of cryptography namely symmetric and asymmetric cryptography. In
asymmetric cryptographic techniques, the parties exchanging information share the secret key
which is used for encrypting and decrypting messages. Whereas in assymetric cryptography,
one party sends out its public key to other parties. Other parties use public keys to encrypt the
message and can only be decrypted using the private key which is kept secret. Cryptographic
techniques are basically used to ensure confidentiality. These techniques can be implemented
for protecting communication and connectivity and establishing secure key management. Examples of its applications are message authentication, protected key store, code signing, secure
bootstrapping, secure patch management, mutual authentication, etc.21
20
IoT Working Group, Cloud Security Alliance (CSA), “Future-proofing the Connected World: 13 Steps
to Developing Secure IoT Products”. https://downloads.cloudsecurityalliance.org/assets/research/internet-ofthings/future-proofing-the-connected-world.pdf.
21
Industrial Internet Consortium, “Industrial Internet of Things Volume G4: Security Framework”.
https://www.iiconsortium.org/pdf/IIC_PUB_G4_V1.00_PB.pdf.
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Figure 10: Exposure Types
5.2.8

Protecting Interfaces/APIs

This subsection is concerned with the protection of web, cloud and mobile interfaces that can be
used to interact with the system components. These interfaces have typically password based
authentication. For securing such interfaces, default passwords should not be used. Weak
passwords should be avoided and if required, multi-factor authentication can be enabled to
increase the strength. Similarly, the communication should be encrypted and furthermore error
handling, and logging mechanisms should be enabled for accountability.22
5.2.9

Access Control

Access control refers to the mechanism for protecting assets from unauthorized components.
The assets are allowed and restricted based on the business and security requirements.23 Access
control can be achieved through authentication and authorization mechanisms which validate
the interacting components and their privileges against system access.
5.2.10

Logging and Monitoring

Logging and monitoring helps tracking and analyzing activities going on in the system. In case
of security incidents, monitored or logged data may help to understand the cause and prevent
them from happening again. Systems like Intrustion Detection System (IDS) and Intrustion
Prevention System (IPS) help to identify and prevent attacks on the system and its components.
Thus, evaluating logging and monitoring mechanisms can also be considered as security criteria
of a system.

5.3

Exposure to attack

As systems get more complex, they become harder to protect, partly because a complex system
communicates with several other systems, and can have several interfaces available for communication. Therefore, exposure can be described as the degree to which a system’s interfaces are
available to attacks. We consider two types of Exposures: IT Exposure and Physical Exposure
(see Figure 10).
22
23

OWASP, “IoT Security Guidance”. https://www.owasp.org/index.php/IoT_Security_Guidance.
ISO 27001
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5.3.1

IT exposure

IT exposure can provide access to the system components remotely without physically being
connected to the component. For instance, if a system is accessible through internet, an appropriate protection mechanism should be applied to avoid unwanted exploitation. A person can
be tricked to introduce malicious codes into the network through phishing, thus making people
into an exposure form. This, which can be reduced by providing appropriate cybersecurity
training to personnel. However, a corrupt or disgruntled personnel may use the opportunity to
harm the system as he might be authorized to access the system [44].24 25 Such exposure can
be effectively reduced by implementing proper security functionalities such as access control
mechanisms (like Attribute Based Access Control (ABAC)), monitoring and logging.
A system can be exposed through a network which includes both wired and wireless networks. If the network is isolated and physically protected, we may assume it as secured. On
the other hand, if it has wireless networks, it might be accessible from far away by extending the range of wireless network using tools like specialized antennas. Furthermore, physical
segregation of networks such as control systems are relatively rare compared with the past as
systems are more connected towards the internet and segregation is done logically rather than
physically [45, 46].
5.3.2

Physical exposure

Exposure could be physical when the devices are physically available to the attacker; including
any physical device or building where the system is located. It depends on how well the physical
access to the system is protected from attackers. Physical exposure of certain components of
a system can have a significant impact on the overall system since having physical access to
one of the functioning components may allow to compromise the whole system. For example,
a Supervision Control and Data Acquisition (SCADA) control room is quite critical as gaining
access to it may have critical impact. Its physical protection may depend how well is it protected
against unauthorized access to the building. The protection may be put into effect by deploying
security guards to protect the building or by authenticating and authorizing employees through
their employee card, or even deploying a facial recognition or other bio-metrics system.
The physical aspect of security is comparatively less prioritized than IT security. Let us take
an example of how physical location of any component can influence the security. It is typically
assumed that the smart meter is inside the house and is accessible only by the house owner
or by responsible members of the house. However, there are smart meters which are installed
outside the house; e.g., for holiday cottages, which in Norway this is often the case. The
physical security that the smart meters are equipped with usually involves putting it inside a
box locked with simple locks, and often the key is hung outside (i.e., convenience over security).
It is therefore easy to have physical access to these devices. As many types of smart meters
also come with an emergency power button (sometimes made easily reachable, see Figure 11)
then anyone can switch off the meter. Even if the utility company may know about the meters
that are switched off, because of safety reasons, it is not allowed to switch it on remotely. This
means an authorized person needs to physically come to the meter in order to switch it back
on. In winter this can cause the water pipes to freeze and break. Switching off can be done
with malicious intentions, or for fun (e.g., by children). Thus even if the system (smart meter
in our example) ideally belongs to some high security class, due to the environment where it is
deployed, the system could be downgraded to a lower class.
24

https://www.infosecurity-magazine.com/news/disgruntled-employee-accused-of-remotely/.
https://archives.fbi.gov/archives/newark/press-releases/2011/former-shionogi-employee-arrested-chargedwith-hack-attack-on-company-servers.
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Figure 11: Aidon Smart meter with an accessible power button.
Physical Exposure may lead to IT exposure. For instance, a corrupt or disgruntled employee
may implant malwares into the system using USB or open unintended ports or even change the
configurations of system components.
Components can be located in a public environment; for instance, concentrators are typically
placed in the public area outside substation and are normally protected by locking them inside
a box (see Figure 12). Concentrators may also be protected with tamper alarms which will
notify the utility company if the concentrator box is opened. Therefore, though concentrators
are located in public areas, the physical access is limited by applying the protection through
locks and tamper detection mechanisms which results in reduced exposure.
Components like workstations, servers, main meters, etc., are located inside a room or a
building with/without surveillance. Similarly, smart meters, smart home gateways etc, are
located in private homes assuming that, only members of the house are able to access them
physically. There are other components like Database servers and web-servers that may be
hosted via cloud e.g., Microsoft Azure, Amazon cloud services, etc. It is quite hard to pin
point exactly where the machine is located and we can assume those are isolated from physical
access.
5.3.3

Connectivity

A system may be physically isolated and have no communication with the outside world or
it may be remotely accessible through private communication channels like private APNs and
VPNs. It might also have the public connectivity which means the system can communicate
via public mediums like internet. We call it the connectivity of a system. Since Connectivity
defined by ANSSI quite fit with Smart Grid case, we inherit five levels of connectivity from 4.4
to apply in smart grid.
5.3.4

Protection Level

Security functionality provides protection to the system components. We can divide protection
into well defined categories in which each increasing level represents a cumulative set of security
functionality. This level is directly mapped with Connectivity. For example, if the first category
of protection (Protection Category 1) has some protection (e.g., Physical and Environmental
Protection), then the next Category of protection (Protection Category 2) has the security
functionality of category 1 (Physical and Environmental Protection) and some additional functionality (e.g., Network Protection) and so on. We group protection levels into five cumulative
categories. Each protection category would consists of appropriate security functionality to
satisfy a given level.
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Figure 12: Concentrator outside substation
• Protection Category 1: This includes Physical and Environmental Protection
• Protection Category 2: Includes Protection level 1 and Network Protection
• Protection Category 3: Includes Protection level 2 and Wireless Protection
• Protection Category 4: Includes Protection level 3 and protection of Private infrastructures
• Protection Category 5: Includes Protection Level 4 and Cloud protection
Let us say a smart meter is protected against physical access by installing it in a secure location and can be physically reached only by authorized personnel. It may have tamper detection
mechanisms tool. However, this is not enough, as it can be accessed by the concentrators, other
meters in proximity and by head end systems. Given that the connectivity of smart meter is of
level 4 we may require Physical and Environmental Protection, Network Protection, Wireless
Protection and Private infrastructure protection in order to protect a smart meter. These protections is represented as Protection Category 4 in our case. So, based on the connectivity of
infrastructure, appropriate protection category should be applied to reach the desired exposure
level.
After protection category is determined, the level of security mechanisms of the given category should be evaluated. For instance, if we consider Protection Category 1, it may require
30

authentication as one of the security mechanism. However, there are several authentication
mechanisms, for e.g., pin code validation, user name and password, two factor authentication,
bio-metrics and so on. Therefore, it is required to choose an appropriate security mechanism
suitable to the system. Each security mechanism may have different strengths. When the
strength is evaluated, it can be ranked into different levels which we call Protection Level.
During exposure evaluation, protection category guides to identify protection mechanisms
and protection level determines the strength of the identified protection mechanisms which
can be used for exposure evaluation. The evaluation of protection level depends on the
expert to verify whether the protection reaches the required level.
5.3.5

Determining Exposure

To make a system secure, appropriate security functionality need to be applied to the infrastructure. Different level of connectivity requires different set of security functionality (Protection
level) to keep its security intact. Requirements of security functionality increase with the increasing level of connectivity so that the exposure can be maintained in desired level. Obviously,
an isolated system with no connection to outside world needs less security functionality than
the one having connection to internet.
Connectivity opens up the system’s interface for accessibility, whereas protection limits
accessibility in order to allow only legitimate agents to access it. Therefore, we can say that
exposure can typically be expressed in terms of Connectivity and Protection Level. Table 5
shows an example of resulting exposure levels from Connectivity and Protection level. This
table should be constructed by experts, then it should be referenced for exposure evaluation.
Exposure can be reduced by either increasing the protection level or by reducing the connectivity
level.
Table 5: Exposure
P1
P2
P3
P4
P5
Protection/
Connectivity

5.4

E4
E3
E2
E1
E1
C1

E4
E3
E2
E1
E1
C2

E5
E4
E3
E2
E1
C3

E5
E4
E3
E2
E1
C4

E5
E4
E3
E2
E1
C5

Security Class

A security class represents the quality of security in a given system divided into six levels from
A to F, where A represents a system with best security (highest security class) and F represents
the worst (lowest security class) one. We have considered that the security class is the result
of exposure and impact of attacks on the system. A lower exposure level means a lower attack
surface, so, all the attacks which have minimum exposure are relatively safe. However, it is also
necessary to consider the impact of attacks on the system. That means, if the impact of attack
on a system is very high, the security class of the system is degraded and necessary precaution
can be taken in order to protect it, which may consequently raise the level of its security class.
The system with low exposure and low impact is relatively safe. Table 6 describes the security
class of Smart Grid System in detail.
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Table 6: Smart Grid Security Classes
Catastrophic
Major
Moderate
Minor
Insignificant
Impact/Exposure

Class
Class
Class
Class
Class
1

A
A
A
A
A

Class D
Class B
Class B
Class B
Class A
2
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Class E
Class D
Class C
Class B
Class A
3

Class F
Class E
Class E
Class C
Class B
4

Class F
Class F
Class E
Class D
Class C
5

6

Usability of Security Classes

Certifications like Common Criteria (CC) are expensive and not dynamic. Every change/enhancement
in the product requires to go through expensive re-evaluation process again which is not practical at all. Security practices between different organizations within the same domain (for e.g.,
AMI) may vary, which makes it difficult to attain consistency, repeatibility and measurability
in security among different systems in the smart grid. Therefore, there is a need of common, affordable and practical approach (harmonization) towards security of smart grids. This requires
common security baselines with a set guidelines for security levels and requirements 26 , which
can be possible through security classes. Security Classes can possibly take a step forward
towards harmonization of cybersecurity as it is compatible with currently established security
standardization bodies (ANSSI, ENISA). Further, we discuss about the stakeholders in Smart
Grids to whom the notion of security classes can be valuable.

6.1

Regulatory and Standardization bodies

Security classes can explain the system in terms of security level, connectivity and impacts of
attack, which can be utilized to determine appropriate security measures.
Therefore Regulatory bodies can utilize security classes to determine and define proper
security required for a system, which can be enforced as regulations. By utilizing security
classes, it would also be easier to verify whether regulations have been enforced properly.
In Norway, NVE is the legal authority for setting up regulations related to the energy sector
and provides guidelines on security of AMS. 27 However, it is difficult to verify whether the
regulations are properly met. Furthermore, the guideline says about what kind of security
functionality is appropriate. Security Classes can help to define parameters like how much
strong security is required. Let us suppose that NVE utilize security classes mechanism to
access AMI security requirement and concluded that, Class C is suitable for AMI. If we refer
to the example table 6, there are several options which can give a class C (Exposure 1 and
Moderate impact, Exposure 2 and Minor Impact etc.). NVE can now enforce the regulation of
minimum security requirement of Class C on AMI. It is then the responsibility of Utilities to
decide on how to reach Class C. Security Classes will also provide the mechanism of determining
the current security class of a system, which can be used to verify whether security of AMI is
in accordance with the enforced class regulation.

6.2

Utilities

Utilities can comply with the security class specified by regulatory bodies in order to maintain
an appropriate security level. In order to achieve the specified level in a class, they have to
break down the system into its components to evaluate the security in components level, which
then will be aggregated towards the system level representing the overall security class of the
system. In this way, utilities can get insights into the security aspects of the components
in the system and recognize components that are preventing from reaching the desired level.
Thus, SGSChelps utilities to make appropriate decisions in designing their system and selecting
appropriate equipment and technology from their vendors.
26

Digital Europe, “DIGITALEUROPE’s views on Cybersecurity Certification and Labelling
Schemes”.
http://www.digitaleurope.org/DesktopModules/Bring2mind/DMX/Download.aspx?Command=Core_Download&EntryId=2365. Accessed: September 1, 2017
27
NVE, “Veileder til sikkerhet i avanserte måle-og styringssystem”. https://www.nve.no/Media/5525/veiledertilsikkerhet-i-ams.pdf. Accessed: September 1, 2017
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6.3

End users

Security classes provide the customers with a sense of security assurance on their IoT devices
(smart home systems, smart meters etc.). Thus, specifying security classes helps to build trust
relationships between vendors and their customers. In addition, people can base their decision
on selecting appropriate security for their system (e.g., smart home system). Also, they will
be able to know about insecure devices and bad configurations in their installed system. The
guidelines provided by security class might also help them to secure their system.
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7

Mapping Security Class with AMI

An AMI consists of several components as described in Section 2.2. Smart meters are distributed
in a large area into the consumer’s facility which includes homes, offices, industrial facilities,
etc. In Norway, one DSO, depending on its size, can have from a few thousands to hundreds
of thousands of customers.28 Major smart meter vendors in Norway are Aidon, Kamstrup and
Kaifa.29 We have chosen Kamstrup as an example in order to analyze AMI security in terms
of security classes.

7.1

Impacts on Infrastructure

Having the AMI compromised can result unwanted consequences. We summarize the main
impacts of cyberattacks on the AMI in the following (each entering into one of the categories:
Economical Impacts; Infrastructure Damage Impacts; or Interruption of Services).
Energy Fraud
If an attacker is able to modify the consumption information of meters, by simply altering the
meter readings, the energy bill can be reduced or increased. An attacker can utilize physical or
radio exposure to perform attacks on the data integrity of the smart meters. As the concentrator
also contains meter data temporarily (typically for about 6 hours), it can also be utilized to
exploit the integrity of meter data. Such actions pose economical threats, including privacy
breaches, as well as service disruption, e.g., if the meter reading is used for fine-grained billing
services, altering meter values can have economic impacts while unauthorized access to meter
reading itself is a privacy breach of consumers.
Data Theft
Data reported from smart meters have private information, both explicitly (as meta-data) as
well as implicitly. By simply analyzing the consumption data, it is possible to predict the
pattern of electricity usage of a house or an industrial plant. It means that one might be able
to know for e.g., if there are people at home by looking into the consumption information,
which would thus make it easy for a burglar to break into the house [47]. We noticed that,
data flow from meter and concentrators towards head-end systems, contain several other sensitive information like the network topology of meter and concentrators, radio signal strengths,
events/alarms, configurations, and other metadata of AMI components. If the communication
channel is compromised or the API service for communicating with the head-end system could
be accessed, such sensitive information can be obtained.
According to Norwegian Regulation, it is also a requirement to have standardized interface
based on open formats that facilitates communication with external equipment.30 To support
this, Smart Meters typically have an interface called HAN interface which will allow the meter
to communicate with other devices. The HAN port may also be an attack surface.
Having control over the head-end system means having control over all the devices connected
to it, including meters, concentrators and their network information. Some configuration of
the meters may disable the alarms or trigger unnecessary alarms. Head-end systems consists
of a map based Network Manager which responsible for administration and maintenance of
communication network. It is able to scan new meters or delete existing meters in a given
28

NVE, “2016 Nøkkeltall nettselskap”. https://www.nve.no/Media/5534/indikator-selskap.xlsx. Accessed:
August 22, 2017
29
Denne dingsen får halvparten av oss i år, https://www.dinside.no/bolig/denne-dingsen-far-halvparten-avoss-i-ar/66928246. Accessed: Feb 02, 2018
30
https://lovdata.no/dokument/SF/forskrift/1999-03-11-301. Accessed: February 2, 2018
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network. Head-end system also contains a Key Management Service which is a tool which
stores and manage encryption keys of the AMI components. By compromising a head-end
system (Network Manager and Key Management Service), meters can be removed from the
network manager or credentials/keys associated with meters can be stolen, which might be
used to insert malicious nodes into the AMI network.
Blackouts
Smart meters can be turned on or off remotely. This feature is typically introduced to be able
to remotely disconnect the meters in case the power bills is not being paid. If the API is not
protected and can be accessed by unauthorized entities, it can launch remote disconnect over a
large or a small area resulting in blackouts which would not only impact the business sector but
also the safety of households. If the meter is shut down for a longer period of time, especially
in winter where the temperature is typically below zero degree Celsius, it can result in loss of
property and even life. For instance, water pipes may freeze and then crack(water expands at
lower temperature)resulting in flooding inside the house when temperature rises above zero.
Increased KILE Cost
In Norway, KILE (Kvalitetsjusterte inntektsrammer ved ikke levert energi) is an expression
of the total of socio-economic costs that are imposed on end-users in case of interruption of
energy supply.31 KILE costs are paid by the grid companies as a penalty for interruption
through power outages and voltage disturbances. This includes both short term (<3 minutes)
and long term (>3 minutes) interruptions. These costs represent a quality adjustment of the
grid companies’ revenue frameworks and are a tool for building, operating and maintaining
the network in a socio-economically optimal manner. Interruption data must be recorded and
reported according to the specification by FASIT (Fault And Supply Interruption information
Tool). FASIT is a Norwegian standard for registration and reporting of faults and interruptions
in the power systems.32 Grid companies pay hundreds of millions as KILE cost every year.33
34
The price to be paid would rise by several times if there are attacks resulting in blackouts.
Physical Infrastructure Damage
If AMI is compromised and an attacker can switch on or off several meters remotely at the
same time, it can launch load altering attacks which may be able to damage the physical
infrastructure of the grid [48]. Such attacks could be launched, if an attacker has access to
the API to send breaker control command to the meters. Moreover, attackers may also spread
malware over the AMI network to send such breaker commands. Attackers may also inject false
data into the SCADA systems in order to trick it into taking malicious actions which may result
in power disturbance in the Electrical Grid resulting in damage of physical components [49].

7.2

Exposure for AMI

A Smart Grid is a very complex system as it consists of several systems communicating together where AMI is one of them. The major components of AMI are Head-end Systems,
31

NVE, “Kvalitetsinsentiver KILE”. https://www.nve.no/reguleringsmyndigheten-for-energi-rme-marked-ogmonopol/okonomisk-regulering-av-nettselskap/reguleringsmodellen/kvalitetsinsentiver-kile/. Accessed: October 7, 2017
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SINTEF, “FASIT”. https://www.sintef.no/globalassets/project/kile_uk/fault-and-supply-interruptioninformation-tool-fasit.pdf. Accessed: November 7, 2017
33
NVE, “Avbrotsstatistikk 2015”. http://publikasjoner.nve.no/rapport/2016/rapport2016_78.pdf. Accessed:
November 7, 2017
34
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Concentrators, Meters which communicates using communication channels forming a network.
The components must expose themselves in some level in order to interact with each other and
simultaneously, they have to be protected from being accessed from unauthorized components.
7.2.1

Exposure of Head-end Systems

Physical Exposure
Head-end systems typically resides in the Utility network domain. That means the servers
where the head-end systems are hosted reside within the building of Utility Company and
typically physically protected. However it still has a risk of insiders who might have physical
access to the system. As the head-end system is connected to the corporate network, it has
the risk of spreading malware via physical access like USB sticks. Head-end systems may be
hosted in the cloud where the physical access to the assets are limited or isolated.
IT Exposure
Head-end systems exposed to the enterprise network may allow malware to be spread. Exposure
is further increased if the enterprise network has wireless access points. If possible, wireless
networks should be avoided in enterprise networks. There might also be unused communication
ports which might be accessible and not properly protected. Services from Head-end systems
should rather be available via API services than through physically connected network.
API services are typically exposed by Head-end Systems to trusted third parties such as
MDM systems to obtain data from the meters or send data to the meters such as commands or
configurations. If these services are open and accessible through internet, they can be misused
by unauthorized parties. Such services are typically protected using VPN along with allowed
list of IP addresses. However, it might not be secured if the VPN credentials are not well
managed, whereas IP addresses can be spoofed. Similarly, several ex-employees have access to
valid credentials after they leave35 , which they might exploit to launch attacks remotely.
7.2.2

Exposure of Meters and Concentrators

Physical Exposure
In AMI Smart meters are located in different types of locations. For example, they can be
located inside or outside a home or holiday cottages. If it is installed outside, it may be
locked in a box. However, for industries, it is located inside a building. Concentrators are
typically locked in a box and installed near the substation (See Figure 12 on page 30). Meters
and Concentrators have physical ports (Ethernet, USB interfaces) available (see Figure 4 on
page 12). However, these devices also have tamper detection mechanism, which will notify the
utilities if the case enclosing the device is opened.
Meters may store the consumption information, activity logs or data about alarms. Stored
data are not typically encrypted. By taking control over such data before being sent to the headend systems, an attacker can alter or override values, resulting in over or under consumption
report. An attacker can delete data from the meters’ storage and prevent it from providing
historical data.
There might be reset button which might not be protected and when an attacker has access
to such devices, it might reset the device to factory settings with default passwords. Moreover,
these devices can be forced to restart and as a result the device may be reset to the factory
settings.
35
50% of Ex-Employees Can Still Access Corporate Apps. https://www.darkreading.com/vulnerabilities—
threats/50–of-ex-employees-can-still-access-corporate-apps/d/d-id/1329672?. Accessed: January 6, 2018
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If smart grid devices (smart meters, concentrators) are unattended, having access to physical ports like USB, serial ports, Ethernet (Fig.4), can result into compromised devices. For
instance, malware can be injected into the devices which would start reporting fake values to
the concentrator. Also, if the concentrator is infected, it can also inject malicious programs
into the smart meters. Moreover, if the metering data is stored in the smart meter for a long
time and if it is unencrypted, then these can be modified or even deleted.
IT Exposure
The concentrators typically have their own web server to configure them. If concentrators have
a default administrator password to sign in, these could be compromised. Attacker might be
able to change the configuration or disable the concentrators by having access to such web
server. Therefore, it is quite important that default passwords are avoided on all devices.
7.2.3

Exposure of Communication Channels

Cellular Networks
Head-end systems typically utilize cellular network to communicate with concentrators. There
are geographical areas which do not have good coverage, several areas still use 2G network for
reporting values. 2G and 3G networks are known to have security issues and are considerably
insecure [50–52]. An attacker may be able to launch integrity attacks on data flowing between
concentrators and head-end systems. Similarly, critical operations like firmware upgrades and
updates of meters and concentrators are performed via such insecure networks. If the firmware
is infected, the behavior and outputs from the device is no longer trustworthy. An attacker
might exploit insecure communication channels to eavesdrop or compromise other devices.
Radio Communication Between meters and concentrators
Meters report data to the concentrators in hourly or fifteen minutes intervals. Concentrator
typically report collected values from the meters to the head-end system every six hours. This
interval may depend on the configuration. Concentrators and meters under our investigation
form a Radio mesh network for delivering meter data from the meters to the concentrators.
This network uses the EN 13757-5 (Wireless M-Bus) standard, to form a Neighbouring Area
Network (NAN). Compromising the communication channel can disrupt the data flow resulting
in violation of availability of the devices in the network. An attacker may introduce a fake node
(a fake meter) and try to communicate with other nodes to join the network. If it is successful,
this can then launch several attacks in the radio network. If unsuccessful, it still can launch
denial of service or denial of sleep attacks in the radio network which might prevent crucial
notifications like alarms to be sent to the head-end system.
AMI components authenticate with each other using authentication keys. These keys are
managed by a Key management service which resides within the perimeter of the head-end
system. Meters and concentrators are pre-registered in the Key management server along with
their encryption keys. Only nodes with a valid encryption key are authorized to communicate.
By gaining access to the encryption keys, an attacker may decrypt data flowing in the network.
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8

Conclusion and Future works

We have discussed the AMI topology of Norway and discussed the security state of existing
Advanced Metering Infrastructure based on one of the existing AMI system. We have found that
protecting protecting smart metering components is one thing and protecting the infrastructure
outside which is publicly available is another store. So, we have come up with an early security
classification method for the Smart Grid Systems with a case that we discussed against AMI
infrastructure. This method can help understand the overall system security of the smart grid
system taken into context. This classification can be utilized to get the security overview of
the system which then can be used to identify security requirements of the systems with the
given class. The future work is to analyze the security requirement in detail and come up with
the appropriate security functionality that can help computing exposure precisely and satisfy
the security requirements.
Future work would be to automatically compute the security class of smaller components
of a system which then needs to be aggregated up to the required system levels and describe
what each Class means. Then this needs to be applied in real existing systems for evaluation.
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