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Introduction  

Technical progress leads us to convergence of information and transportation at a rate never 

imaginable before. Progressive innovation and digitisation of vehicles provide them with new 

functionalities, ensure higher level of health and traffic safety, economic and environmental 

efficiency and comfort or infotainment for drivers and passengers alike.1 Modern vehicles 

basically resemble computers on wheels which constantly track, collect, store, process and use 

data. In essence, modern cars or in other terms connected and autonomous vehicles (hereinafter – 

CAVs)2 gather and generate by themselves enormous amounts of data which in most cases are 

personal, i.e. related to a person operating vehicle, its owner or even other road users. Either the 

data is collected by event data recorders (hereinafter – EDR)3 or by various infotainment and 

telematics systems4 built into CAVs, it can be accessible to car manufacturers, dealers, insurance 

providers and other interest groups and, thus, lately become a dangerous instrument against data 

subject himself. As a result, although modern cars equipped with Interned access provide obvious 

benefits by ensuring traffic safety and driving economy, they become a rich source of data, i.e. an 

attractive commodity for both private and public stakeholders5 and, thus, raise reasonable anxiety 

of legal professionals and scholars in terms of personal data protection.  

Despite the fact that vehicle technology has advanced by leaps and bounds in recent years, 

data privacy law takes its time and slowly steps behind dynamic digital turn and innovations. 

                                                
1 Dr. Störing M., Legal Memorandum on connected vehicles and data, What EU Legislation Says About Car Data, 

May 2017, p. 1. 
2 “Connected and autonomous cars” is a term used to describe vehicles that are equipped with Internet access and/or 

wireless local area network, which allows real-time transmission of information between information providers 

powering safety, infotainment and driver assistance features and data sharing between vehicles themselves over 

communication networks.  
3 Event data recorder (EDR), sometimes also called as a “black box”, is an electronic recording device installed in 

some vehicles in order to provide information about traffic crash incidents that may be used to improve vehicle and 

driver safety. Available at: https://www.expertlaw.com/library/accidents/auto_black_boxes.html (Last visit 

01.12.2017). 
4 E.g. GPS navigation, free hands driving assistance systems, wireless safety communications and etc. 
5 Loshin D., Enterprise Knowledge Management – The Data Quality Approach, 2001, p. 40. “A stakeholder is anybody 

who expects to derive some benefit or value from the data, whether it is through the use of the data, the sale or license 

of the data, or beneficially through association with the data.”  
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European institutions and other interested bodies already expressed their concerns on the most 

important legal issues in the EU data environment.6 If the European automotive industry wants to 

remain competitive, the question, whether current legal framework is sufficient to support the 

digital economy, should be answered. Moreover, as vehicles are used to collect and process data 

related to their owners, the aspects of data ownership and further use should be also clarified. The 

appearance of the new right to data portability introduced by the General Data Protection 

Regulation (hereinafter – GDPR or Regulation) has also played a pivotal role in one of the biggest 

legal debates in European data environment in recent years. Legal uncertainty regarding data 

ownership in the context of car operation for both vehicle owners and business, must be abolished. 

Thus, although new personal data protection and processing amendments in form of the GDPR 

has been introduced and will shortly replace the European Data Protection Directive 95/46/EC 

(hereinafter – Directive 95/46/EC), there is no time to take a breath. Further developments and 

advancements of vehicles create new challenges and legal uncertainties for their owners and other 

stakeholders, particularly in regard to questions such as data ownership, its further operation, 

access and portability.7 These questions are pivotal aspects that have to be analysed and resolved 

before the new data protection regulation enters into force on May 25, 2018 and can be applied to 

connected cars as a general rule. 

 

  

                                                
6 The EU Commission communication on Building a European data economy; Article 29 Working Party Guidelines 

on the right to data portability. 
7 See supra note 1, p. 1. 
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Research questions and methodology 

The aim of this thesis is to provide an answer whether the current legal framework in European 

Union, in particular the forthcoming data protection regulation, ensures an adequate protection and 

proper use of data collected and generated by CAVs. In addition to this, the thesis examines various 

aspects of potential ownership right to car collected and generated data, which is currently 

receiving close attention of legal experts as a possible measure to solve all the issues arising from 

data commodification. Consequently, such entitlement’s feasibility and compatibility with 

European data protection law is a subject of attention. 

The analysis consists of four main chapters as follow: 

The first chapter of the paper (i.e. Defining car collected and generated data) analyses the 

basic aspects of car collected and generated data as it is crucial in determining whether that data is 

of relevance to data protection law. Such evaluation is performed through the definition of personal 

data, which is based both on legal rules (e.g. enshrined in the Data Protection Directive and the 

GDPR), opinion of Article 29 Working Party and the European Court of Justice decision. 

Furthermore, two different approaches, i.e. absolute and relative, to car collected and generated 

data are introduced in order to determine the nature of car data and to find out whether all types of 

data are duly protected. 

The second part of this paper (i.e. Data ownership) examines different data ownership aspects. 

It introduces the concept of a new right in data by describing stakeholders involved as well as 

possible legal implications of such right realisation. Furthermore, this part of the thesis analyses 

the already existing ownership entitlements in data enshrined in different legal frameworks, such 

as copyright law, intellectual property law, general contract law and data protection law. In 

addition to this, the similarities between EDRs and telematics collected data are introduced in order 

to evaluate, whether the same rules that were proposed by Transport Research Laboratory to EDR 

collected data can be applicable to telematics data. 

The third part of the thesis (i.e. Personal data propertisation regime) continues to analyse the 

question, whether the data as such can be a subject to proprietary rights, and introduces data 

property regime proposed by information privacy law expert Paul Schwartz. In addition to this, 

the similarities between Schwartz’s data property model and the new Regulation are defined in 

order to determine whether the new data protection framework cannot be considered as an 

appropriate measure to car collected and generated data propertisation. 
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Finally, the fourth chapter of thesis (i.e. Data subject’s property–like rights under the GDPR) 

examines the most property–like data subject’s entitlements enshrined in the GDPR, such as the 

right to be forgotten and the right to data portability. Consequently, these rights are compared with 

Schwartz’s data property model in order to conclude whether the new Regulation can be 

considered as a feasible instrument to attribute car collected and generated data as a property of 

data subject. 

In order to accomplish the purposes of this analysis and to provide the versatile view to car 

collected and generated data propertisation, both the opinion of proponents and opponents of data 

ownership are introduced. Whereas there is neither legislation nor literature providing the direct 

evaluation of car collected and generated data ownership, the basic characteristics of the potential 

right in such data are derived from articles and studies of various legal experts and organisations, 

opinions and guidelines of Article 29 Working Party, communications and surveys of the European 

Commission, as well as from European and international statutory law such as the Data Protection 

Directive, the Database Directive, the Copyright Directive, the TRIPS agreement, the WIPO 

Copyright Treaty and the GDPR. Since the jurisprudence concerned the latter issues is also 

deficient, the most relevant aspects are obtained from the famous “Breyer” case and some other 

CJEU cases.  

In addition to this, it is important to mention that the terms “data ownership”, “property rights 

in data” and “data propertisation” are used as synonyms in order to provide more accurate and 

versatile evaluation of the new property entitlement in data. Furthermore, whereas not all the data 

falls under the scope of data protection laws, this paper is exclusively limited to the issues related 

to the data that is a subject of the European data privacy law.  
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1. Defining car collected and generated data 

As most legal professionals and European institutions agree, data collected and generated by 

CAVs usually refers to specific individual and, therefore, qualifies as personal data, despite the 

fact that it reflects technical parameters such as car acceleration, fuel consumption, engine 

performance, battery life and etc. However, some of European automotive industry associations8 

argue that the nature of car transmitted data is merely technical and only the data, which was 

provided by a customer, excluding vehicle generated data (i.e. technical data such as information 

about speed, acceleration, use of brakes or safety belts) during its operation, should be deemed as 

personal. Moreover, there still remains a controversial question, whether such data can be a subject 

to someone’s proprietary. In order to get more accurate approach to car collected and generated 

data nature, its further use and ownership prospects, more thorough definition and analysis of 

personal data, as well as data collected by CAVs, is indispensable. 

 

1.1. The meaning of personal data 

The Directive 95/46/EC describes personal data as any information relating to a directly or 

indirectly identified or identifiable natural person (“data subject”).9 As the Article 29 Working 

Party10 has mentioned in its opinion on the concept of personal data, the Directive 95/46/EC 

contains a “broad notion” of personal data which includes four elements, and only the entirety of 

them can be considered personal data.  

 

1.1.1. The Article 29 Working Party position on personal data 

The first element indicates “any information”, which presupposes a wide interpretation of the 

concept, regardless of nature or content of the information, and the technical format in which it is 

                                                
8 E.g. European Automobile Manufacturers Association; German Association of the Automotive Industry; British 

Society of Motor Manufacturers and Traders.  
9 Art. 2(a) of the Directive 95/46/EC. 
10 The Article 29 Working Party is an advisory body established by Article 29 of the Directive 95/46/EC. It provides 

the European Commission with independent advice (i.e. do not reflect the position of the European Commission) on 

data protection matters and helps in the development of harmonised policies for data protection in the EU Member 

States. 
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presented. This means that both objective and subjective information about a person in whatever 

capacity may be considered personal data, and irrespective of medium on which it is contained.11  

The second element - “relating to” -  plays a pivotal role in determining the substantive scope 

of the concept, especially in relation to objects and new technologies. Describing this element, the 

Article 29 Working Party foresees three alternative factors, i.e. content, purpose and result, which 

determine whether information is “relating to” an individual.12 The “content” element reflects 

situations where information clearly describes a particular individual, “regardless of any purpose 

on the side of the data controller or of a third party, or the impact of that information on the data 

subject.”13 For instance, the information about a vehicle owner, such as name, address, personal 

identification number and etc., contained in the National Public Roads Administration registry 

relates to a certain individual who owns the vehicle. Thus, the “content” element presupposes that 

information is “related to” a person when it is about that person.14 The “purpose” element is 

responsible for the fact that information is “related to” a particular individual. The latter element 

exists when the data is used or is likely to be used with the “purpose” to evaluate, treat in a certain 

way or influence the status or behaviour of a certain person.15 A perfect example of this element 

could be information about driving behaviour of a truck driver, which is collected with the 

“purpose” to evaluate how a particular driver acts on a road. And the third element of “relating to” 

appears when the data despite the absence of a “content” or “purpose” element still “relates to” an 

individual because its use is likely to have an impact on a certain person’s rights and interests.16 

For instance, the car manufacturer constantly collects data from various sensors built-in a car with 

intention to evaluate the operation of it. However, such data should be considered to “relate to” an 

individual, because it can have an impact on that certain individual once the police or the court use 

it to investigate the accident. Hence, the data is “related to” a natural person, if that person may be 

treated differently as a result of the processing of such data.17  

                                                
11 Article 29 Working Party Opinion 4/2007 on concept of personal data, p. 25. 
12 Ibid. 
13 Ibid, p. 10. 
14 Ibid. 
15 Ibid. 
16 Ibid. 
17 Ibid. 
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The third element – “identified or identifiable” – concentrates on the conditions under which 

an individual should be considered to be “identifiable”, and particularly on the “means likely 

reasonably to be used” by the controller or by any other person in order to identify an individual.18  

And finally, the forth element – “natural person” – presents the condition under which 

personal data is deemed to be related to human beings, who can be a subject of legal relations, 

starting with the birth of the individual and ending with his death. Therefore, personal data is 

related to “living individuals”.19  

According to the Article 29 Working Party, if data falls outside the scope of its proposed 

definition, i.e. does not meet one of the four elements, it cannot be considered a subject to the 

Directive 95/46/EC. 

 

1.1.2. Position introduced by the GDPR 

The new Regulation will not impose substantial changes to personal data definition as it is 

kept in its “broad sense” promoted by the Directive 95/46/EC. The most significant novelties that 

the Regulation introduces while defining personal data is implication of location data, online 

identifiers, genetic and biometric data (i.e. sensitive data). 

Thus, under the GDPR individual can be also directly or indirectly identified by reference to 

location data20. Although location data was already considered personal data before incorporation 

of this extension into data protection law, only now it is enshrined in law as reasonable basis to 

presume that data is personal. Location data tracked by such technological gadgets as smartphones, 

tablets, connected vehicles and similar devices must be considered personal data, because it 

directly or indirectly identifies individuals through their movement patterns and habits21. 

Furthermore, it is not important whether the purpose of such data processing is to enable 

identification of the user or to maintain the operation of the system. The user of mentioned devices 

can be identifiable even if such operation requires unreasonable efforts, because service providers 

                                                
18 Article 29 Working Party, supra note 11. 
19 Ibid, p. 22. 
20 Art. 4(1) of the GDPR. 
21 Article 29 Working Party Opinion 13/2011 on Geolocation services on smart mobile devices, p. 7. 
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or other interest groups (“controllers”22) are strongly influenced by the technical possibilities to 

identify the user23.  

Furthermore, the GDPR stipulates that individual can be directly or indirectly identified by 

reference to online identifier or such factors as genetic or biometric data.24 Under the GDPR natural 

person may be associated to online identifiers such as internet protocol addresses, cookie 

identifiers or other identifiers provided by their devices, applications, tools and protocols.25 For 

instance, an app installed in CAVs infotainment system to track favourite soundtracks 

simultaneously recognises car owner or user. Moreover, under the Regulation biometric data is 

recognised as personal data resulting from specific technical processing in relation to physical, 

physiological or behavioural characteristics of a natural person, which allow or confirm the unique 

identification of that natural person.26 It means that such characteristics as fingerprints, facial or 

retinal recognition captured by the device, can be attributed to a particular person that owns or uses 

the device, and, thus, can be successfully used to identify that person.27  

Therefore, the Regulation slightly extends definition of personal data in order to reflect 

dynamic digitalisation and technological changes, and, thus, introduces the new set of rules and 

requirements for business and various organisations which collect and store information. These 

slight amendments will definitely have an impact on automotive industry as data collected and 

generated by cars is increasingly related to personal data processing. 

 

1.2. Car collected and generated data 

Various types of data are collected and processed during operation of CAVs, as integrated 

safety, monitoring, navigation, infotainment and other systems simultaneously gather and transmit 

such information to automakers, producers of telematics devices built-in vehicles or other 

                                                
22 According to Art. 2(d) of the Directive and Art. 4(7) of the GDPR, “controller” is a natural or legal person, public 

authority, agency or other body which, alone or jointly with others determines the purposes and means of the 

processing of personal data.  
23 Article 29 Working Party, supra note 21, p. 11. 
24 Art. 4(1) of the GDPR. 
25 Rec. 30 of the GDPR. 
26 Art. 4(14) of the GDPR. 
27 For instance, video record derived from car in-built environment surveillance system, may include images both of 

car owner and other drivers or pedestrians. 
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stakeholders. Large amount of the data is rather technical than personal, because it relates to 

vehicle itself (e.g. technical parameters, data from parking sensors). However, if gathered technical 

data solely or in connection with other data makes a natural person directly or indirectly 

identifiable, or if data can be identified by the “means likely reasonably to be used” by the 

controller, this would constitute personal data.2829  

For example, every car has the unique vehicle identification number, which solely is just the 

sequence of numbers and letters, i.e. encrypted data. However, it can be easily associated to 

individual that owns a particular vehicle by using appropriate systems that can decrypt the data or 

detect connection with CAV owner. If the information collected by self-diagnostic system built-in 

vehicle is merely technical, the same data associated with the unique vehicle identifier30, can be 

linked to the car owner or driver and, thus, specify their driving habits, location and other features 

that are relevant to form personal data. In this sense, information recorded by self-diagnostic 

system, despite its technical nature, must be regarded as personal data, because it can be 

identifiable by the “means likely reasonably to be used”, that are owned and can be at any time 

employed by data controllers (i.e. manufacturers and service providers).31 

Moreover, video recording systems installed in CAVs continuously collect visual information 

and observe environment in order to protect drivers and passengers, to investigate accidents and 

other traffic events. Data collected by such recorders also constitutes personal data, even if the 

recorders were installed by car owners’ incentive for purely personal and domestic purposes. 

Information recorded by cameras placed-in vehicles may include images of other people, not even 

of car owner himself. Thus, in cases of car collected data processing the car manufacturer, the 

original equipment manufacturer or even the car owner32 can be deemed data controllers and, 

                                                
28 Špička M., Smart Cars and Personal Data, July 2017, p. 2. 
29 Existence of all elements described by Article 29 Working Party, that are essential to define personal data. 
30 Usually technical vehicle data is collected together with the unique vehicle identification number. Therefore, it is 

considered personal data. 
31 Car manufacturers can collect data from cars as their IT infrastructure is linked to their produced cars. 
32 In this particular case with video recording system, the car owner can also become a data controller with regard to 

other people who may be recognised in the recorded material by self-installed dashboard camera. The car owner 

satisfies the data controller’s right to determine the purposes and the means of such data processing, as he or she uses 

dashboard camera for its personal or domestic purposes. 
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therefore, should obtain the consent not just of the car owner, but also of other people who can be 

recognised in the recorded material. 

Another example of data collection and processing could be described through the use of event 

data recorders33 in CAVs. Almost every modern car is equipped with EDR – a “black box” that 

collects data over a period before and after the crash. They are mostly based on airbag control 

module and will cease to store information once the car accident occurs and the airbag deploys.34 

The essence of EDRs is to provide more accurate information on vehicle status in occurrence of 

traffic crash, which is relevant to investigate the accident. Therefore, even if information recorded 

by EDRs includes personal data of the driver, his or her right to data privacy may be overridden 

by public safety and third parties’ right to life, i.e. the data collected by EDRs may be shared 

without data subject’s consent with police, insurance companies, courts and other interested 

stakeholders. 

The latter sort of examples confirms that in most cases information collected by CAVs must 

be deemed personal data and, consequently, it falls under the scope of privacy laws, that ensure 

appropriate use of it. However, the right to data privacy is not absolute as it can be limited by 

fundamental rights and freedoms of third parties. Moreover, it is still vague whether such data can 

or even should be owned and who determines lawful basis for its further use, i.e. the data subject, 

the controller to whom the data was entrusted or the processor who handles that data on behalf of 

the data controller. 

 

1.3. Data controller and processor of car collected and generated data 

As it was mentioned before, under the GDPR the data controller is defined as “the natural or 

legal person, public authority, agency or other body which, alone or jointly with other, determines 

the purposes and means of the processing of personal data.”35 In other words, the main element 

defining the person as the data controller is its ability to “determine the purposes and means” of 

data processing. Consequently, in terms of CAVs the most obvious data controllers would be the 

                                                
33 See supra note 3. 
34 The Study of the European Commission on Black boxes/in-vehicle data recorders. Available at: 

https://ec.europa.eu/transport/road_safety/specialist/knowledge/esave/esafety_measures_known_safety_effects/blac

k_boxes_in_vehicle_data_recorders_en (Last visit 28.10.2017). 
35 Art. 4(7) of the GDPR; supra note 22. 
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car manufacturer or the original equipment manufacturer as they have the greatest chance to 

determine the aims and measures for car collected and generated data processing, i.e. their facilities 

and recourses are used to process data. However, the person’s recognition as the data controller is 

more complicated than it may appear at first sight. For instance, the car owner who is the data 

subject with regard to the car collected and generated information, can be simultaneously 

considered the controller if he or she installs some certain devices for merely personal or domestic 

purposes and if these devices process the data which is related to other individuals.36 To the extent 

that the car owner collects information related to other people, he or she decides the measures and 

purposes for such data processing, thus, is considered the data controller. As a result, the car owner 

is both the data subject regarding information collected from the vehicle by others and the 

controller concerning data gathered by the video surveillance system built-in for personal 

purposes. Therefore, to the extent that the car owner is assumed to be the data controller the 

compliance with data protection rules directed to the controller is prerequisite. 

At first sight the definition of data processor seems quite similar to the one of the data 

controller. The processor is a natural or legal person, legal authority, agency or other body which 

process personal data on behalf of the data controller.37 However, the processor differently than 

the controller has no contractual relationships with the data subject and, therefore, it processes the 

data with respect to the contract or other legal act which binds it with the controller. Furthermore, 

the processor by the contrary to the controller does not determine the means and purposes for the 

data processing, as it acts on behalf of the controller. In other words, the controller and not the data 

subject chooses the data processor and, thus, the controller has the duty of diligence when choosing 

the data processor. For instance, in terms of car collected and generated data, the processor could 

be analyst who evaluates some technical data collected by car under the contract with the car 

manufacturer or supplier. Unfortunately, not all arrangements between controller and processor 

are so simple. For example, the car manufacturer can be the data controller and the processor at 

the same time. If the car manufacturer is deemed the controller regarding the data provided by the 

car owner under the contract biding them, the same manufacturer can simultaneously become the 

                                                
36 See example with video recording systems, part 1.2 of this thesis, p. 11. 
37 Art. 4(8) of the GDPR. 
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data processor with regard to the information deprived from the car owner’s insurance company 

after the accident. 

These examples were only an image of possible controllers and processors concerning data 

collected and generated by cars. However, as the CAVs data is often complex and attractive for 

various stakeholders at the same time, it may happen that the same organisation or individual falls 

under the scope of the Regulation both as the data controller and the processor. 

 

1.4. Different approaches to car collected and generated data 

Data collected and generated by CAVs often is merely of technical nature without any 

intention to identify the data subject, even if it is possible. The latter triggers dispute on whether 

such data should exclusively be deemed technical, or it could simultaneously qualify as technical 

and personal data. Two different approaches can be observed regarding this issue. 

Representatives of the first approach defend a position that data collected by CAVs must be 

separated in different categories according to its nature. European Automobile Manufacturers 

Association (hereinafter – ACEA) tends to divide car collected data into purely personal and non-

personal, i.e. technical data. For instance, information imported by vehicle users (e.g. mobile 

phone contact list, selected destinations in navigation, infotainment settings) must be deemed 

personal data. Such data definitely leads to data protection relevance.38 Conversely, data generated 

by vehicle primarily is non-personal, despite the fact that it can, in connection with other data, be 

linked to a particular individual.39 Therefore, data’s relevance in terms of its protection depends 

on the extent to which it can be combined with other data that may lead to identification of a natural 

person. As long as information of merely technical nature remains combined with user introduced 

data, it is treated as personal and, thus, falls under the scope of data protection law. 40 

                                                
38 ACEA Principles of Data Protection in Relation to Connected Vehicles and Services, September 2015, p. 4. 
39 ACEA Position Paper on Access to Vehicle Data for Third-Party Services, p. 2-3. 
40 Špička M., supra note 28, p. 3-4; Art. 2(a) of the Directive 95/46/EC; Art. 4(1) of the GDPR. 
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On the contrary to the first position, the European Commission41, as well as some legal 

experts42 or data protection authorities43 support the view that information collected by cars, in 

principle, qualifies personal data as it can directly or indirectly relate to an identified or identifiable 

person. This view is also endorsed by results from a legal study commissioned by the International 

Automobile Federation (hereinafter – FIA), which recently confirmed that the car data can be 

linked to a user and, therefore, should be treated as personal data.44 Furthermore it strengthens the 

latter position by dismissing the idea to categorise data according to its technical or non-technical 

origin and claims that data does not automatically lose relevance in terms of privacy because of its 

nature.45 The FIA study denies any initiative to provide vehicle manufacturers with exclusive 

access to car collected data based on its nature or liability obligations.46 In other words, the core 

idea of this position presupposes that most of the car data originally has reference to vehicle as a 

material thing, however, the possibility to recognise customer and to link some technical data to 

him, may create conditions to derive the facts regarding personal features of the customer.47 For 

instance, technical information regarding braking of a specific vehicle refers to material aspects, 

however, such information linked to identifiable user indicates that a car of the specific individual 

has a short braking distance and, thus, defines driving habits of the customer. As a result, data from 

connected cars is virtually always considered to be personal data at least regarding those companies 

that directly gather the data from particular vehicles – most likely automakers or original 

                                                
41 Communication form the Commission to the European Parliament, the Counsel, the European Economic and Social 

Committee and Committee of the Regions, A European Strategy on Cooperative Intelligent Transport Systems, a 

milestone towards cooperative, connected and automated mobility, November 2016, p. 8. 
42 Appt S., Data Protection – Personal Data, The Symposium on The Future Networked Cars, March 2016. Available 

at: https://www.itu.int/en/fnc/2016/Documents/Presentations/Stephan_Appt.pdf (Last visit 28.10.2017). 
43 German Data Protection Authorities, German Data Protection Authorities Issue Resolution on Connected Cars. 

Available at: https://www.hldataprotection.com/2014/10/articles/international-eu-privacy/german-data-protection-

authorities-issue-resolution-on-connected-cars/ (Last visit 01.12.2017). 
44 The FIA Legal Study, What EU Legislation Says About Car Data. Available at: http://mycarmydata.eu/# (Last visit 

28.10.2017); Campbell A., The FIA Region I, Car Data is Personal Data, June 2017. Available at: 

http://www.fiaregion1.com/car-data-is-personal-data/ (Last visit 28.10.2017). 
45 Campbell A., supra note 44. 
46 Ibid.  
47 Dr. Störing M., supra note 1, p. 3. 
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equipment manufacturers, as well as third parties providing services to individual connected cars, 

such as remote diagnostics, infotainment providers and etc.48 

Although the recent position is based on the rules enshrined in data protection law49, both the 

Directive 95/46/EC and the GDPR trigger some disputes, as they are entirely open regarding the 

question whose capabilities to identify a natural person behind the data are actually relevant. 

Consequently, two different theories were formed. 

 

1.4.1. Absolute theory 

The so-called “absolute theory”, or “objective approach”, takes into account all possibilities 

and chances to identify individual behind the data.50 In other words, everyone can be involved, 

whether it is the data controller or the third party. All ways and means can be employed to identify 

the data subject, without any regard to expenses or demand of additional knowledge, which was 

exclusively assigned to a third party. Moreover, theoretical chance of data combination is included 

as a reasonable ground to data subjects’ identification51. In essence, the “absolute theory” 

recognises almost all information collected by cars as personal data and, thus, ignores data 

controller’s interests which is inconsistent with data protection law.  

 

1.4.2. Relative theory 

In contrast, the “relative theory”, or “subjective approach”, considers only the controller who 

actually has control over the collected data. Therefore, only realistic chances of combining data in 

order to identify an individual are taken into account, regardless of theoretical identification risks.52 

This means that the same data may be deemed personal in relevance with the controller, but not 

with regard to the third party that do not control such data. As a result, even this theory is not 

sufficient to cover all the issues arising from data processing. For instance, it may happen that the 

information collected by the controller is obviously personal in connection with the data assigned 

                                                
48 Dr. Störing M, supra note 1, p. 13. 
49 Art. 2(a) of the Directive 95/46/EC; Art. 4(1) of the GDPR. 
50 Spindler G., Schmechel P., Personal Data and Encryption in the European General Data Protection Regulation, 

2016, p. 165, para 12. 
51 Ibid. 
52 Ibid, p. 166, para 14. 
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to the third party, therefore it does not seem to be fair to define data as personal only through the 

position of the data controller.  

Luckily, the European Court of Justice (hereinafter – CJEU or Court) introduced more precise 

answer regarding these issues.53 In the case commonly known as “Breyer” the CJEU specified the 

circumstances under which data is deemed personal. The Court developed the meaning of Article 

2(a) of the Directive, and affirmed that it is not compulsory to have all the information enabling 

the identification of the data subject in the hands of one person. Moreover, possibility to combine 

the data with additional information must constitute “all the means reasonably likely to be used”.54 

Within the meaning of the CJEU ruling, “all the means reasonably likely used” either by the 

controller or by another person, must include all objective factors, such as actual expenses, time 

required for identification, available technology and skills of the particular controller. This also 

indicates that not only the factor of the controller is determining whether the data can be regarded 

as personal, but also the impact of the third party. The same principle is already enshrined in the 

new Regulation.55 

In summary, the reasoning of the CJEU favoured a more “relative theory” that focuses on 

controller’s actual possibility to identify an individual, whether the controller has legal and 

practical means in his or her own hands, or the additional information, that a third party has, is 

necessary to identify an individual. Hence, the Court introduced an extension of “relative 

approach” where knowledge of the third party must be also considered ensuring the purposes of 

data protection law.  

 

1.5. Legal grounds for personal data collection and processing 

Data processing, in general, can be defined as “the collection and manipulation of items of 

data to produce meaningful information”.56 Under the EU data protection law, processing is 

described as any operation (i.e. data collection, recording, structuring, storage, use and etc.) of 

                                                
53 The European Court of Justice judgement of 19 October 2016, Patrick Breyer v. Bundesrepublik Deutschland, C-

582/14. 
54 Ibid., para 42-43; Rec. 26 of the Directive 95/46/EC. 
55 Rec. 26 of the GDPR. 
56 French C. S., Data Processing and Information Technology, 10th Edition, 1996, Thomson p. 2. 



 18 

personal data by the means and for the purposes determined by the data controller.57 In this sense, 

data processing may be deemed as the basis for data controller’s propriety entitlement to car 

collected data, as processing includes actions typical for ownership and the controller is the part 

who decides on the means and purposes of such data processing. However, data processing itself 

is not an absolute entitlement of the data controller and can be only conceivable when it complies 

with the requirements enshrined in data protection law. Both the Directive 95/46/EC and the GDPR 

provide six legal bases for any data processing performed, whether or not by automated means, 

which also refers to the data collected and generated by cars. 

The data subject’s consent is, generally, one of the most common legal basis for data 

processing. The EU data protection law stipulates that consent must be freely given, specific, 

informed and unambiguous indication of the data subject’s agreement to collection and further use 

of personal data.58 Moreover, it must be given by clear affirmative action or a statement.59 

Unfortunately, in terms of vehicle exploitation, it may be difficult to implement such requirements. 

The problem is that the person who owns the vehicle may not be the only user of it through its 

exploitation period. To obtain consent from all car users is complicated and, thus, appears 

probability of data privacy breach. For instance, the owner lends his car to other family members 

or friends, or the car is owned by car rental agency and, thus, it is used by many different drivers. 

In case of drivers’ variety, consent of the data subject will not be fully informed, because every 

time the driver changes, his or her consent regarding personal data processing must be derived, 

which can be difficult to adapt in the design of vehicle telematics. Furthermore, to obtain freely 

given consent to data processing from CAVs is even more complicated60. There is a clear 

imbalance between car manufacturer and driver, therefore, consent is not presumed as freely 

given.61 The driver (i.e. potential data subject) remains in an unequal position, because the decision 

                                                
57 Art. 2(b)(d) of the Directive 95/46/EC; Art. 4(2)(7) of the GDPR. 
58 Art. 2(h) and 7(a) of the Directive 95/46/EC; Art. 4(11) of the GDPR. 
59 Rec. 32 of the GDPR. 
60 After the adoption of the GDPR, organisations must ensure that data subject has genuine choice, whether to agree 

with personal data processing or not, and should avoid the conditions under which the performance of contract is 

directly dependent on the existence of consent. 
61 This statement is based on similarities derived from the opinion of the Article 29 Working Party, where it states that 

employee’s consent to his or her data processing is weak because of “the typical imbalance of power” between 
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to withdraw his or her consent at any time 62 will most likely degrade access to the capabilities of 

the vehicle. Basically, consent will only work as a legal basis if data subject is fully and explicitly 

informed, and has full control over the processing of his or her personal data.63 

Car collected data can also be legally processed if it is necessary for the performance of a 

contract to which data subject is a party.64 The scope of this legal ground is limited by 

proportionality principle, i.e. data processing is permissible as long as it is necessary to enter into 

a contract or to perform it.65 Thus, necessity is the criterion which restricts further data processing 

after initial requirements of it are already met. 

Other legal grounds for data processing differ from the two latter, because they permit a priori 

data processing without data subject’s consent or any other explicitly expressed acceptance with 

control over his or her personal data. The collection and further use of vehicle recorded data may 

be necessary for fulfilment of legal obligations (e.g. on-board diagnosis, emergency call), 

protection of vital interests of the data subject or another natural person (e.g. traffic accident 

research investigation), performance of the task carried out in the public interest (e.g. information 

about weather, traffic, parking and road hazard warnings in particular location) and for the 

purposes of the legitimate interests pursued by vehicle manufacturer, the parties to whom the data 

is disclosed or by a third party66. However, the latter criterion can be only invoked where is no 

danger for interests or fundamental rights and freedoms of the data subject.67  

Conversely, a homogeneous system that does not have interconnections and is disconnected 

from the Internet, bears a far lower probability of compromising personal data.68 However, 

                                                
employer and employee. References: The Article 29 Working Party opinion 3/2012 on developments in biometric 

technologies, p. 11; The Article 29 Working Party opinion 2/2017 on data processing at work, p. 21. 
62 Under the GDPR Art. 7(3), the data subject is entitled with the right to withdraw his or her consent to data processing 

at any time. 
63 Brown M., Connected and Autonomous Vehicles in Europe: The Challenges with Using the Data They Generate, 

July 2017, p. 3. 
64 Art. 7(b) of the Directive 95/46/EC; Art. 6(b) of the GDPR. 
65 Rec. 43 and Art. 7(4) of the GDPR. 
66 Art. 7 of the Directive 95/46/EC; Art. 6 of the GDPR. 
67 Art. 7(f) of the Directive 95/46/EC; Art. 6(f) of the GDPR. 
68 The Article 29 Working party Opinion 06/2014 on the notion on legitimate interests of the data controller under 

Article 7 of Directive 95/46/EC, p. 37-38. 
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impossibility to process personal data may undermine vehicle safety features and, thus, has a great 

impact on third parties’ right to life, which is granted by the European Convention on Human 

Rights (hereinafter – the ECHR).69 The absence of car owners’ consent to share the data collected 

by his or her car with police or insurance company after the accident, may violate third parties’ 

vital rights. Despite the fact that data privacy rights also fall under the scope of the ECHR, they 

can be interfered “in accordance with the law and if it is necessary in a democratic society in the 

interests of national security, public safety or the economic well-being of the country, for the 

prevention of disorder or crime, for the protection of health or morals, or for the protection of the 

rights and freedoms of others”.70  

 

1.6. Conclusion 

To sum up, the essence of the first part of this paper is to analyse the main aspects of personal 

data through its definition, and, thus, to perceive any possible reference to data ownership. 

Although in terms of car collected and generated data, both the controller (e.g. car manufacturer, 

services provider and etc.) and the data subject (e.g. car owner or user) have some certain rights 

regarding that data, more probable chance to own it in favour to car owner or user can be implied. 

The main idea of the Directive 95/46/EC, as well as the GDPR, is to ensure adequate protection of 

personal data, which is of particular relevance to a natural person behind that data. Furthermore, 

from the analysis of different approaches and theories to personal data, one can conclude that not 

the nature of data (i.e. technical or non-technical), but any (either the controller’s or the third 

party’s) actual capability to identify a person behind it, is the most important. As a result, the 

connection between the data collected by car and the data subject (e.g. the owner, passenger or 

user) is undeniable and, therefore, for many car, mobile phone and other connected technology 

users it seems quite reasonable to assign data ownership to a person behind it. Although the owner 

of a particular car would be simultaneously assigned as the owner of car collected and processed 

data, it does not constitute that such right is absolute and, thus, cannot avoid restrictions which are 

prerequisite in order to reach the goals of data protection law. 

                                                
69 Art. 2 and Art. 8(2) of the European Convention on Human Rights. 
70 Art. 8(2) of the European Convention on Human Rights; Bygrave A. L., Data Protection Pursuant to the Right to 

Privacy in Human Rights Treaties, International Journal of Law and Information Technology, Volume 6, 1998, p. 

247-284. 
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2. Data ownership 

After the adoption of the GDPR, European data economy encounters with remaining obstacles 

as the Regulation does not comprise all the issues arising from the new data technologies. 

Furthermore, data is more often described as a new commodity as it can be analysed to make 

money and, therefore, its commodification gives cause for concerns of data subjects. Although the 

Regulation was designed to ensure higher security and control over personal data collected and 

generated by automated means, there still remains uncertainty regarding such data access. Who 

and for that purposes can actually access the data and who has the right to make a decision upon 

such access or even to benefit from it – these are the main questions that makes the idea of data 

ownership critical. 

Automakers are eager to launch fully automated vehicles which will be capable of automated 

steering, acceleration and deceleration, monitoring of driving environment, instant data sharing 

with passing vehicles, and addressing all critical situations without intervention of human being.71 

Although these novelties undoubtedly improve road safety, traffic efficiency and comfort of 

driving, the amount of collected personal data will undoubtedly increase. The more various sets of 

data are being collected and processed, the harder is to decide how it should be maintained and 

who has the right in it. Some of car manufacturers and dealers even consider the idea to get paid 

for access to the collected data.72 And to the contrary, consumers are becoming more aware of 

their data value and they are less willing to give automakers and dealers their personal data without 

any advantage. As a result, relations between different stakeholders in data value chain become 

tense and obscure.  

The current European legal framework does not contain any provisions directly addressing 

the ownership of data processed by automated means, therefore, legal professionals and experts 

discuss various solutions referring to the issue. The European Commission proposes to rely on 

general contract law or competition law instruments73, where the data protection law fails to ensure 

                                                
71 Špička M., supra note 28, p. 1.  
72 The European Automobile Manufacturers Association in its Strategy Paper on Connectivity expressed the desire to 

impose the regime “No Data Access without Compensation” under which commercial services providers should pay 

usage fees for access to data collected by the vehicle. ACEA, “ACEA Strategy Paper on Connectivity, April 2016, p. 

7. 
73 The EU Commission communication on Building a European data economy, COM (2017), p. 10. 
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objectives of data economy. On the contrary, some legal experts74 believe that the only secure 

solution to this issue is the creation of a new right in data. Indeed, the topic of data ownership is 

of broad and current interest as it is highly complex and still not fully regulated. Both individuals 

and industry, lawyers and governments continuously raise questions whether and to what extent 

someone can exert legal rights over a single piece or set of data elements. It follows that both 

individuals and companies cannot fully benefit from new data technologies as the current legal 

framework is vague. Therefore, the pivotal questions, whether data can legally be owned and who 

and to what extent can actually own it, still expect a reasonable answer. 

 

2.1. A new right in data 

The most comprehensive proposal with regard to the new right in data has been recently 

presented to the Commission in a White Paper prepared in connection with research project 

TEREADOR.75 The White Paper provides a thorough examination of the EU acquis concerning 

data management and in particular its access, ownership, exploitation or exchange.76 Although 

there is a number of legislations that provides protection of certain data, e.g. intellectual property 

law, data protection law, none of these grants an adequate protection of ownership in data.77 As a 

result, the authors of the Paper suggest to create a non-exclusive and flexible right in datasets, with 

a traceability obligation as a safeguard, which should enable a duty of compulsory transfer. Such 

a right would allow for a shared use of data by the different stakeholders in data value chain, each 

on their own merits, while the shared use of the same data would promote data competition and, 

thus, respond to the EU data economy’s demands.78 Furthermore, the territorial scope of the new 

                                                
74 See notes 75-79. 
75 TOREADOR is a big data EU research and innovation project funded by the European Commission. More 

information available at: http://www.toreador-project.eu/ (Last visit 01.12.2017). 
76 Cesar J., Debussche J., Van Asbroeck B., White Paper – Data ownership in the context of the European data 

economy: proposal for a new right, February 2017. Available at: 

https://www.twobirds.com/en/news/articles/2017/global/data-ownership-in-the-context-of-the-european-data-

economy (Last visit 01.12.2017). 
77 “Data ownership” in the big data era: some thoughts on the new Bird&Bird White Paper – what’s next for the EU? 

Available at: https://iplens.org/2017/02/24/data-ownership-in-the-big-data-era/ (Last visit 01.12.2017). 
78 Cesar J., Debussche J., Van Asbroeck B., Supplementary Paper complementing the White Paper on “Data 

Ownership”, March 2017, p. 11. 
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right in data should be similar to the one that is granted under the GDPR, i.e. it should be applicable 

to data processors established within the Union or even beyond its borders, where data is processed 

within the EU or processing relates to data originating in the EU.79  

Although the creation of the new ownership right seems to be the only sufficient solution, the 

opponents of such approach believe that any legislative intervention would be redundant and 

excessive and, thus, may actually complicate or even hinder the free flow of data.80 As it was 

already mentioned, the European Commission is of the opinion that contractual relations and 

existing competition law rules provide a sufficient legal framework ensuring access to, transfer 

and use of data.81 Furthermore, DigitalEurope82 in its Statement on Data Ownership made an 

observation that data is only an abstract concept, non-rival commodity, which cannot be owned. 

In contrast to other intangibles, which fall under the scope of intellectual property law, data 

generally includes complex assignments of different rights across different stakeholders who will 

typically have different degrees of power over the data depending on their role.83 As a 

consequence, in many cases no single data stakeholder will have exclusive rights and no clear 

ownership can be assigned.84 According to DigitalEurope and the European Commission, as access 

to, transfer and the use of data is already successful covered by various legal frameworks85, 

understanding of the context in which data is used is more important.86 So, the dilemma is whether 

the question “who owns the data?” should not be rather replaced by the one which concentrates on 

who and for what purposes can actually use the data. The only correct answer to this issue can be 

derived from overall assessment of possible ownership right. 

 

                                                
79 Cesar J., Debussche J., Van Asbroeck B., supra note 78, p. 15. 
80 DigitalEurope, Statement on Data Ownership, Access and Re-Use of Data, August 2016. Available at: 

http://www.digitaleurope.org/DesktopModules/Bring2mind/DMX/Download.aspx?Command=Core_Download&En

tryId=2282&language=en-US&PortalId=0&TabId=353 (Last visit 11.11.2017). 
81 The EU Commission, supra note 73. 
82 DigitalEurope is the European organisation representing the digital technology industry. More information available 

at: http://www.digitaleurope.org/About-Us (Last visit 11.11.2017). 
83 OECD, Data-Driven Innovation Big Data for Growth and Well-Being, October 2015, p. 100. 
84 See supra note 82. 
85 See supra notes 73 and 80. 
86 See supra note 80. 
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2.1.1. Stakeholders involved 

As it was mentioned, several stakeholders, e.g. car manufacturers, suppliers of the assistance 

systems, dealers, insurance companies, drivers and the owners of vehicles, use the data for a 

multitude of purposes. Which of these interested parties – if any – may legitimately be considered 

the owner?87 It is particularly unclear whether the driver, the owner or the manufacturer of vehicle 

can be said to own collected data. Hence, there are some arguments to be made for either opinion. 

For instance, car owners and drivers are those who actually sit in driver’s seat and, thus, their 

driving habits and preferences together with real-time vehicle metrics and diagnostics are being 

constantly monitored and processed. These data compilations can unlock powerful insights about 

the owner and the driver, such as their needs, driving habits, current location or vehicle 

performance, which automakers can use to drive smarter decisions and to improve vehicle safety. 

Car manufacturers can even monetise the data by creating new business models based on the use 

of customer related data sets. For instance, they can require their customers to agree to such sale 

terms and conditions under which the new owner of car waves his or her rights to data in order to 

be able to use the vehicle properly. As a result, most of the car owners are concerned about 

commercial use of their personal data, its disclosure or even the risk of being hacked and tracked.88 

Furthermore, a public survey89 performed by the FIA, showed that ninety percent of European car 

users firmly believe that vehicle collected data belongs either to the car owner or driver. As a 

consequence, they want legislation to ensure that drivers retain ownership of the data and give 

informed consent on how it is used when it comes to CAVs. Some legal experts and automakers90 

share quite the same view as they concluded that most likely the owner of vehicle is also the owner 

                                                
87 Gärtner A.and Brimsted K., Let’s Talk about Data Ownership, in European Intellectual Property Review, Volume 

39 Issue 8, 2017, p. 462. 
88 FIA public survey “What Europeans Think About Connected Cars”, 2016. Available at: 

http://www.fiaregion1.com/wp-content/uploads/2017/06/FIA-Survey-Brochure-2016-web.pdf (Last visit 

15.11.2017). 
89 Ibid. 
90 For instance, Volvo Car Group recognises its customers as the owners of data collected and generated by Volvo 

cars as long as such data is deemed personal. Available at: https://www.volvocars.com/intl/footer/privacy# (Last visit 

15.11.2017). 
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of data collected by event data recorders installed in cars.91 However, this kind of view leaves 

behind those who only use vehicle without directly owning it. 

Conversely, some of CAVs manufacturers as well as some legal experts and scholars believe 

that the right in personal data collected by cars for car manufacturers or dealers cannot be 

excluded.92 For instance, the already mentioned White Paper prepared for the European Union 

TOREADOR project offers to implement a new ownership right in data, which should be granted 

for the actors “with initiative to produce or in some way “process” the data”.93 The paper concludes 

that such a right should be claimed by the persons performing systematic operation of the data 

(e.g. collecting, recording, processing, structuring and etc.) and determining the means and 

purposes of further data processing. The above offered concept reflects the image of data controller 

enshrined in data protection law and, thus, excludes the data subject as the potential right holder. 

Additional argument in data controller’s favour is its investments and technical capability to collect 

and process the data as its IT infrastructure is linked to various systems built-in CAVs. 

Furthermore, data subjects are already endowed with wide control over their personal data which 

is granted under the GDPR. As a result, there is a fear among car manufacturers that provision of 

the new ownership entitlement to data subjects would empower them with unfair advantages and, 

thus, create the lock-in situation by hindering free data flow and stifling the digital economy. 

The core idea of data protection law with regard to data processing is, however, not the 

provision of certain rights to the data controller, as it may appear at first sight, but rather the 

imposition of legal obligations based on data’s importance to the person behind it. Both the 

Directive 95/46/EC and the GDPR foster privacy framework, which first and foremost is designed 

to ensure protection of natural persons fundamental rights in personal data concerning them.94 As 

a result, some stakeholders are provided with certain rights while others with obligations. For 

instance, beside the obligation to comply with legal basis laid down for data processing95, data 

                                                
91 Hynd D., McCarthy M., Study on the benefits resulting in form the installation of the Even Data Recorders: Final 

Report for the European Commission, 2014, p. 61. 
92 Cesar J., Debussche J., Van Asbroeck B., supra note 76; Cesar J., Debussche J., Van Asbroeck B., supra note 78, p. 

10, 11, 21. 
93 Cesar J., Debussche J., Van Asbroeck B., supra note 78, p. 10. 
94 Rec. 3 of the Directive 95/46/EC; Rec. 1 of the GDPR. 
95 Art.7 of the Directive 95/46/EC; Art. 6 of the GDPR. 
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controllers have to ensure that their data processing activities are carried out in accordance with 

the data protection principles.96 If the data controller fails to satisfy one of these principles, data 

processing and, thus, the use of such data will be unlawful and impermissible. Whilst the tone of 

the Directive is quite liberal, the GDPR sets more tense requirements for data controllers. It 

imposes additional compliance burden on organisations by tightening some of the principles such 

as transparency and data minimisation.97 Furthermore, the data controller shall be able to 

demonstrate that the processing it performs or has performed are compliant with the new 

Regulation (accountability principle) 98, which can be done by creating codes of conducts or 

certification mechanisms.99 At the time of determination of the means for data processing and at 

the time of processing itself, the data controller is required to implement appropriate technical and 

organisational measures designed to facilitate compliance with the Regulation and to protect the 

rights of data subjects, which presupposes privacy by design.100 In addition to this, the 

implementation of measures, in order to ensure by default that processing is limited to what is 

necessary, is also prerequisite (privacy by default). The latter requirement is in particular relevant 

as it enables data subjects with decision upon their personal data accessibility to the third parties. 

Moreover, the data controllers are required to ensure the security of processing by implementing 

technical and organisational measures, such as pseudonymisation and encryption of data.101 And 

it is just an illustration of a number of duties enshrined in the Regulation that data controllers have 

to satisfy to be able to process and use the data. Failure to comply with imposed requirements and 

to respect the rights of data subjects may even result in strict administrative and financial 

sanctions.102 Thus, it is obvious that the data controller as well as in some context the data 

                                                
96 Section 1 of the Directive 95/46/EC; Art. 5 of the GDPR. 
97 Dr. Gabel D., Hickman T., GDPR Handbook: Unlocking the EU General Data Protection Regulation, Chapter 6: 

Data Protection Principles, July 2016. Available at: https://www.whitecase.com/publications/article/chapter-6-data-

protection-principles-unlocking-eu-general-data-protection (Last visit 18.11.2017). 
98 Art. 5(2) of the GDPR. 
99 Art. 40 and 42 of the GDPR. 
100 Art. 25(1) of the GDPR. 
101Art. 32(1)(a) of the GDPR. 
102 Art. 83 and 84 of the GDPR. 
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processor103 are the addressees of data protection rules and, therefore, they can take advantage of 

data as long as their activities complies with data protection requirements. 

To the contrary, the data subject is endowed with a wide array of rights, which can be enforced 

against data controllers or processors. These rights may limit the ability of the latter to process the 

personal data of individuals, and in some cases these rights can have a significant impact upon 

controller’s or processor’s business model.104 The GDPR, as well as the Directive 95/46/EC exalts 

the individual above other stakeholders, as it states that “the processing of personal data should be 

designed to serve mankind”.105 It renews safeguards set by its predecessor and extends individual’s 

control over personal data by adding new rights or reinforcing the old ones and increasing the 

transparency of data processing. The Regulation seeks to empower the data subject over his or her 

personal data and, thus, makes it hard to attribute data ownership to somebody else. 

 

2.1.2. Legal implications of data ownership 

Notwithstanding whether the data subject or the controller would be considered car collected 

data owner, some certain legal implications of such right implementation are unavoidable. 

Therefore, before creating a new right all positive and negative consequences and dangers to 

current legal framework must be evaluated. 

There is no doubt that more clarified relations between different stakeholders in data value 

chain are prerequisite. The realisation of a new right by attributing all control to one the 

stakeholders seems to be the clearest solution. However, the implementation of such right would 

require consistent and versatile evaluation. For instance, the above-mentioned view prevalent 

among automakers to exclude data subject or owner of the car from data ownership106, seems rather 

                                                
103 Although the processor operates only on behalf of the controller (i.e. process data in accordance to the controller’s 

instructions), it has obligation to comply with many of the requirements which are imposed to the controller. Apart 

from the obligations set out in Art. 28-37 of the GDPR, which are explicitly targeted to the processor, it has to provide 

guarantees to implement technical and organisational measures which will meet the requirements of the Regulation 

(Rec. 81 of the GDPR).  
104 Dr. Gabel D., Hickman T., GDPR Handbook: Unlocking the EU General Data Protection Regulation, Chapter 9: 

Rights of data subjects, July 2016. Available at: https://www.whitecase.com/publications/article/chapter-9-rights-

data-subjects-unlocking-eu-general-data-protection-regulation (Last visit 19.11.2017). 
105 Rec. 2 of the Directive 95/46/EC; Rec. 4 of the GDPR. 
106 Cesar J., Debussche J., Van Asbroeck B., supra notes 76 and 78. 
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complicated than practically feasible. Representatives of such opinion suggest creating a non-

exclusive right in individual pieces of data, which would be paired with an obligation of 

compulsory transfer as well as supplemented and enabled by a traceability obligation.107 

Furthermore, ownership in such data should be acquired by the data controllers, i.e. car 

manufacturers, as they determine the purposes and the means of such data processing. It seems 

that possibility to set the purposes and the means of processing is the element which defines the 

data controller as the lawful owner of collected data, however, this assumption is misleading as it 

contradicts with data protection laws.  

As it follows from previous findings108, the assignment of data ownership to the data controller 

is barely compatible with the GDPR, as it primarily provides the data subject, and not the 

controller, with extended control over his or her personal data processing. Not to mention the 

requirement109 for transparency of data use imposed to controller or the obligation to delete the 

personal data on data subject’s request.110 If the latter seems hardly compatible with controller’s 

recognition as the data owner, then the right to data portability111 would totally contradict with the 

essence of ownership, as it would be difficult to understand the obligation to transfer own data to 

competitors who lately can use that data for their benefit. The data controller’s right to determine 

the purposes and the means will be only consistent with data protection law, if it process the data 

in compliance with the data subject’s rightful expectations granted by data protection law. 

Furthermore, the data subject and not the controller basically decides what data and to what extent 

will be shared by altering or customising default settings of a particular device. For instance, the 

consumer may choose to turn off location sharing on mobile device or disconnect form the Internet 

connection and, thus, suspend data sharing. As a consequence, where data is considered personal, 

the situation is more complex, as privacy regimes typically tend to strengthen control rights of the 

individuals112, therefore, the ownership of data attribution to the controller is barely imaginable. 

 

                                                
107 Cesar J., Debussche J., Van Asbroeck B., supra note 78, p 9. 
108 See part 2.1.1. Stakeholders involved. 
109 Art. 12(1) of the GDPR. 
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2.2. EDR generated data ownership 

In reaction to data ownership attribution to data controllers, most of car users are certain that 

the data collected and generated by their cars should be assigned for them (as showed the results 

of survey performed by the FIA), as they are the only rightful owners of it. Although there is a 

lack of statutory law applicable as a general rule for all European countries in terms of data 

ownership, the attempt to solve this issue can be derived at the national level. For instance, there 

is no certain legislation directly regulating the issue of car data ownership in Germany, however, 

the possible right in car collected and generated data can be obtained from its national 

jurisprudence. The latter claims that only the technical producer of data can be assumed the owner 

of such data.113 Consequently, the technical producer of such data is the driver, thus, he or she 

must be deemed the owner of the data collected by vehicle. Jurisprudence in Spain forms quite the 

same approach, as the driver who is not necessarily the owner of a car is considered the owner of 

data generated by that particular car.114  

This position can also be strengthened by applying the analogy between EDRs and various 

telematics systems built in CAVs. In 2014 presented survey of EDRs by the Transport Research 

Laboratory showed that the owner of a car is most likely to be recognised as the owner of data 

generated by the EDRs.115 As it was previously mentioned on this paper116, EDRs are equivalent 

of “black boxes” found in airplanes, which generally are used to record information about car 

functions over a period before and after the crash.117 From a certain point of view both EDRs and 

telematics collect similar types of data such as speed, acceleration, airbag deployment and braking. 

However, the amount and categories of various data recorded by telematics and by EDRs are 

incomparable. While EDRs are mostly used to record information only the minutes just before and 

after the accident, telematics systems work constantly and, thus, collect and store a greater quantity 

of data than EDRs. Furthermore, telematics will likely store data for a much longer time than 
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EDRs.118 Despite these differences, the analogy between EDRs and telematics cannot be denied 

and to the degree that they are similar, the data should most likely be treated the same. As to the 

degree that they are different, it should be evaluated who has the best position to claim ownership 

of the data generated by telematics built-in CAVs. Therefore, concerns seem to fall into at least 

free categories.119 

Both EDRs and telematics are designed to assure security, however, the potential security 

concerns should not influence the ownership of data. To the degree that security cannot be ensured, 

the owner of data may not be relevant, as it tells us nothing about who should own the data.120 

Security concerns only inform the owner on whether he or she can trust that data is secure and the 

vehicle will not be compromised.121 However, privacy issues that are essential in terms of both 

EDRs and telematics, can probably be evaluated in favour to vehicle owner or driver. As the 

privacy law restricts the use of personal data and the CAVs collected data is considered as such, 

the easiest way to ensure that data is used only for permissible purposes is to assign its ownership 

to the person concerned with data and to require that person to give consent to anyone else that 

wants access to it.122 And finally, although EDRs and telematics are not totally equal, the nature 

of the data that they collect leads to the similarities which are enough to make a useful comparison. 

In many ways telematics can be deemed as more capable EDRs that are always on. Furthermore, 

the similarities in the data recorded probably lean towards vehicle owners being the data owners: 

telematics data is, first and foremost, data about a particular vehicle. Consequently, it is hard to 

imagine anyone other than the vehicle owner with a stronger interest in this information.123  

To sum up although the latter view contributes data assignment to the car owner, data’s 

relevance to the driver of the car cannot be denied. Therefore, the approach presented by the 

Transport Research Laboratory on EDRs should be supplemented by the attitude prevalent in 
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Germany and Spain, i.e. the driver who is not necessarily the car owner should be considered the 

owner of data generated by that particular car. 

 

2.3. EU legal framework for data ownership 

As it was previously mentioned personal data became an invaluable asset and irreplaceable 

commodity for many companies and organisations. However, by its nature data cannot be 

compared to material goods which are rival and excludable. To the contrary, data is non-excludable 

and non-rival and, thus, can be easily used by different stakeholders at the same time without any 

loss of information content.124 Namely the lack of data excludability is one of the issues in digital 

information technology, as it creates proper conditions for piracy of copyright-protected digital 

media products, privacy problems in personal data and private ownership of data.125 As a result, a 

comparative perspective of other legal frameworks, which tackle the issues arising from data 

circulation in digital economy, could add some value to personal data ownership consideration in 

European law. For instance, some partial or limited ownership rights to data are defined in EU 

Database Directive, the GDPR, the Trade Secrets Protection Directive, intellectual property law 

and the general contract law. 

Indeed, contracts are widely used in data circulation process as they are flexible and can be 

easily adopted to the rapidly changing business environment. The most of data are currently 

transferred by bilateral contracts, signed by consumer and organisation which is handling data on 

the consumer’s behalf. Such contracts define rights and obligations of parties involved. The data 

subject can even require including contractual conditions that forbid any distribution or re-use of 

data by third parties. However, contract law does not directly regulate data ownership as such and 

in many cases contracts are not sufficient as they bond only two signatory parties and do not take 

into account the interests of other stakeholders. To illustrate the latter, the CAV owner’s agreement 

with the supplier-manufacturer is binding only the data subject (i.e. car owner) and the data 

controller (i.e. supplier-manufacturer). If the car owner lends his car to a friend, who becomes a 

data subject during the whole steering of the CAV, the contract law will not cover relations arising 

between the new data subject and the controller. Furthermore, if the data controller hires another 
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organisation which provides technical service (i.e. data processor) and shares with it the data 

collected by CAVs, the relation arising between data processor and the data controller will not be 

covered by the initial agreement. Hence, once the data is out in the open, its easy transferrable 

nature makes it complicated to enforce data owner’s rights by agreement.126 Therefore, in terms of 

connected cars, which constantly collect and transfer thousands of data points, the reliance on 

contracts is doubtfully sufficient. 

On the other hand, quite often intellectual property rights are introduced as legal means to 

determine data ownership. The EU Database Directive protects the structured databases, which 

“by reason of the selection or arrangement of their contents, constitute the author’s own intellectual 

creation”127 (copyright) or contain “the substantial investment in either the obtaining, verification 

or presentation of the contents”.128 Obviously, the database right is not a suitable measure to 

enshrine data ownership right, as it does not fully apply to the contents of database, but only to its 

structure.129 As it is apparent from provisions of the TRIPS agreement and the WIPO Copyright 

Treaty, compilations of data which by reason of the selection or arrangement of their contents 

constitute intellectual creations are protected as such by copyright.130 However, that protection 

does not extend to the data itself and is without prejudice to any copyright subsisting in that data.131 

In this context, the concepts of “selection” and of “arrangement” within the meaning of Article 

3(1) of the Database Directive refer respectively to the selection and the arrangement of data, 

through which the author of the database gives the database its structure.132 By contrast, those 

concepts do not extend to the creation of the data contained in that database.133 The sui generis 

right is also questionable as it protects the data as such but applies only if "there has been a 
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qualitatively and/or quantitatively substantial investment in either the obtaining, verification or 

presentation of the contents".134 As a result, this dual approach reveals a fundamental problem in 

the use of copyright for the protection of data ownership.135 If the CAVs are taken into account, it 

is obvious that all data collected by them is later generated by automated means, i.e. without human 

intervention and any intellectual effort. The human factor relates to the measurement methods and 

the design of the data machines, software and algorithms (covered by patents and copyright) but 

not their day-to day operations.136  

There are some thoughts that data ownership right could rely on the Trade Secrets Directive, 

which offers the protection of “undisclosed know-how and business information (trade secrets) 

against their unlawful acquisition, use and disclosure.”137 However, this applies only to 

information which is not “generally known among or readily accessible to persons within the 

circles that normally deal with the kind of information in question”.138 Consequently, the data 

shared with other parties or publically available information, remain beyond the scope of the Trade 

Secrets Directive. Thus, data collected by CAVs would most likely not be covered by this directive 

either. 

To the contrary, the GDPR provides quite a different approach with regard to personal data 

ownership. Though the Regulation is based on fundamental human rights, which are typical for 

data privacy law, some scholars and legal experts perceive it as the most relevant European legal 

framework for property rights in data.139 Therefore, the new Regulation and its human-rights-

driven approach to privacy is a subject of detailed analysis of data propertisation presented in 

further chapters of this paper. 
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3. Personal data propertisation regime 

The examination of personal data, different approaches to its ownership provided in previous 

parts of this paper lead to the only obvious conclusion that the data subject, and not the controller 

or processor, would most likely be considered the owner of the data collected and generated by 

CAVs. The reason still preventing from implementation of property right in such data is 

uncertainty whether the direct legal framework for data ownership is indeed feasible and 

prerequisite. Maybe the data subject’s entitlement to control his or her personal data provided by 

the GDPR can be assumed sufficient equivalent to ownership entitlement. This question arises 

from already discussed opinion, which asserts that data, because of its non-rival and non-

excludable nature, in general, cannot be a subject to proprietary rights and, thus, data protection 

law combined with other law systems are the most sufficient instruments to respond all the issues 

regarding data processing and ownership.140 Proponents of the latter view suggest rather to 

concentrate on the context, in which particular data can be accessed and used, than on the question 

who has proprietary rights in it.141 However, such an approach looks quite constrained and 

outdated in the light of data-driven economy based on quid to quo principle. 

In response to the latter tendency, legal experts and scholars provided the alternative property-

based data privacy protection system, commonly called – data propertisation theory. One of the 

most famous proponents of this theory Lawrence Lessig brought an idea of property entitlements 

to personal data in the early 2000s.142 His approach is based on data subject’s ability to hold 

negotiation with data users (i.e. controllers) by determining when and to what extent he or she 

wants to alienate personal information. 143 To strengthen this attitude, another advocate of data 

propertisation Paul Schwartz suggests highly regulated personal data property regime, under which 

the property is understood as “a bundle of interests rather than despotic dominion over a thing”.144 
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Moreover, he offers a regime under which property is an interest that “runs with the asset” (the 

use-transferability restriction).145 This feature creates built-in burdens that follow personal data in 

downstream transfers and, thus, limit third parties’ interests in personal information.146 This is 

particularly important in terms of data protection, because the transferability restriction allows data 

subject to control his or her personal data, even against the parties that have no legal direct 

relationship with the data subject. Such a model of data property rights “allows individuals to share 

as well as to place limitations on the future use of their personal data”.147 Hence, Schwartz forms 

a “hybrid inalienability”148 model, which limits data subject’s right to fully alienate his or her 

personal data to digital market players and, thus, accommodates property rights with data 

protection requirements. 

To strengthen his data propertisation model, Schwartz additionally develops several 

restrictions149 and simultaneously distinguishes two key elements common to property regime, 

which respectively are described as “use-transfer restriction” and an “opt-in default.” In other 

words, the data subject has to “opt in” to any use of his or her information in order to permit an 

initial transfer of it. Such a consent should represent not only an initial opportunity to refuse trade, 

but also a later chance to exit from an agreement to trade, i.e. right of exit.150 Furthermore, the data 

subject retains the right to block further transfers or usage of data by third parties (“unaffiliated 

entities”).151 This ability to block downstream data transfers or further use, even if the data subject 

agreed to initial data transfer, presupposes “use-transfer restrictions” offered by Schwartz. 

Another important aspect of data property rules is remedies. While Schwartz supports data 

protection, based on liability rules in form of compensatory damages as the main remedy152, other 

proponents of data propertisation regime rather invoke property rule based protection. According 

to Vera Bergelson, considering data protection remedies it is “preferable from the viewpoint of 
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individual fairness and collective benefit, as well as logic and intellectual consistency, to regulate 

personal information through the property rule, which affords the individual maximum control 

over personal information and allows all interested parties to enter into mutually acceptable 

transactions without tying up valuable societal resources.”153 If the entitlement to personal data is 

protected only by liability rule, the defendant may consciously choose to violate the right and to 

pay damages as they are not sufficient to restrain him from such infringement. The liability rule is 

available only post factum and, therefore, has not preventive impact. Moreover, the burden of 

actual damages proof goes to data subjects, which even more discourages them from bringing 

lawsuit against those who violate their fundamental right in personal data.154 Only “through 

criminal sanction, affirmative judicial order, or prohibitively high (and/or punitive) fines, a 

property rule makes non-consensual feasible.”155 

 

3.1. The GDPR as a potential data property regime 

The above examined data propertisation regime once again justifies that only the data subject, 

and not the controller or processor, can actually acquire property right in his or her personal data 

collected by automated means, as the data subject’s consent to processing and ability to withdraw 

such consent “at any time”156 are the elements determining property right in data. The data property 

regime was already questioned as a potential legal option to reinforce European data protection 

framework and, thus, to strengthen individuals’ control over personal data. Notwithstanding, this 

intention obtained more criticism than support as data property regime does not fit into European 

legal context of property rules, which rather protect the transfer of the right than the entitlement 

itself.157 In addition to this, it is deemed that data propertisation regime is in essence incompatible 

with the human-rights-based approach to data protection.158 These two arguments sound quite 
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ironic, because some features of Schwarts’s proposed property regime can already be derived from 

the new Regulation even though they are not explicitly presented as property rules. 

Whilst the Data Protection Directive is rather based on liability than property rules, the new 

Regulation obviously enshrines some certain qualities typical for Schwartz and other legal experts 

introduced data property right, i.e. it includes partially alienable default entitlements, burdens that 

follow the data and bind third parties as well as remedies inherent to property rules.159 The GDPR 

shifts power balance towards the data subjects and empowers them with the rights typical for 

ownership, thus, affirming the notion that data subjects retain the default rights to their personal 

data. The Regulation provides data subjects with more extensive control over their personal data 

by reinforcing such entitlements as right to access the data, right to be forgotten, or by 

implementing the new rights such as the right to transmit the data to another controller without 

hindrance (data portability).160 Furthermore, the Regulation imposes higher demands on consent 

to process personal data. It must be “freely given, specific, informed and unambiguous”161, i.e. 

data subjects must explicitly “opt in” to any use of their personal information in order to permit 

data processing. Such consent represents not only an initial opportunity to refuse data processing, 

but also a later chance to access personal data or to exit form an agreement to processing, i.e. right 

to be forgotten. This data subject’s entitlement is obviously designed to pose some obstacles to 

data controllers that previously used pre-ticked boxes or implied opt-ins. In addition to this, data 

subjects may exercise the right to restrict or even to object to their personal data processing.162 In 

this sense, the GDPR is based on the presumption that though data became a new easily 

transferable commodity, individuals cannot fully alienate their fundamental rights to personal 

information as well as the entitlement to terminate further data processing.163 The data controller’s 
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right to use and process the data, by contraries, is merely of fiduciary nature164 and, thus, is possible 

as long as it complies with the obligations imposed by the Regulation. 

 

3.2. Conclusion 

To sum up, the new data privacy framework proceeds the work started by the Data Protection 

Directive and lays down the grounds for lawful data processing and use by retaining at its core the 

individual and the preservation of his or her dignity in the digital society. In other words, it 

corresponds with the aims of data property rights presented in USA, where data propertisation is 

called upon to resolve the problem of the lost control over personal information.165 As a 

consequence, any idea of data ownership attribution to automakers or other organisations that 

process data is simply inconceivable as it is incompatible with the EU data protection law. 

Furthermore, although the new Regulation is based on human rights orientated approach, 

introduced data subject’s entitlements clearly correspond with characteristic features of the earlier 

analysed Schwartz’s model for data propertisation regime. Therefore, these property-like rights 

granted by the GDPR are a subject of further analysis developed in the following chapters of this 

paper. 

 

4. Data subject’s property-like rights under the GDPR 

Although the GDPR was designed to increase data subject’s control over his or her personal 

data processing by automated means, its efforts are rather based on the principles fostered by the 

Data Protection Directive than by the revolutionary innovations. Therefore, only a few most 

significant and promising rights can be distinguished from the others, i.e. the right to be forgotten 

and the right to data portability. 

 

4.1. Right to be forgotten 

Even though the right to erasure is not a novelty in the EU data protection law, the GDPR 

creates a broader concept of it and, thus, brings it closer to property-like model. As it follows from 
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the Article 17 of the Regulation, the right to erasure of personal data (i.e. right to be forgotten) 

may be employed, when the data is no longer needed for its original purposes, the data subject 

withdraws consent on which the processing is based or exercises the right to object, the data have 

been processed unlawfully or such erasure is necessary for compliance with legal obligations under 

the EU law or the national law of the relevant Member State. Not to mention the fact that, the data 

subject may demand the controller to erase all personal data “without undue delay.”166 Apparently 

this right puts a heavy burden on data controller who has to comply with broader spectrum of 

erasure requests. Furthermore, the provisions of the Regulation lead to the implication that the data 

subject is entitled to demand the erasure of personal data “at any time” if such a request is not 

limited by restrictions enshrined in the Regulation. As it follows, if the data subject has expressly 

consented to processing, he or she may withdraw the consent at any time and consequently require 

the erasure of such data.167 However, if data processing was based on one of the other legal 

grounds, e.g. public interest or legitimate interest pursued by the controller or a third party168, the 

right to be forgotten should be first replaced by the right to object to processing of personal data169 

and if there are no overriding legitimate grounds for the processing, the right to be forgotten can 

be exercised.170 For instance, if the car owner or driver (i.e. data subject) has consented to test 

attractiveness and efficiency of a newly designed navigation system, he or she can withdraw such 

consent at any time and require to erase all the information that was processed during the use of 

the navigation. However, if the car manufacturer collects and process the data such as information 

on fuel consumption, car acceleration, braking time, safety belt tension and etc. in order to detect 

shortages and to improve safety of their vehicles (i.e. legitimate interests), the car owner or driver 

(i.e. data subject) have a right to object to such data processing, and only if there are no overriding 

legitimates grounds for the processing, the right to be forgotten may be invoked. 

Furthermore, the Regulation goes deeper by imposing obligations to third parties that have no 

direct link to the data subject, as his or her request to erase the data enforces deletion of all the data 
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that has been made public by the initial data controller.171 In other words, the right to be forgotten 

extends additional obligations to any controller that makes personal data accessible to the third 

parties. The latter feature of the right to be forgotten is remarkably similar to the data property 

right’s element described by Schwartz, under which property is understood as “a bundle of 

interests” 172 which “runs with the asset” (the use-transferability restriction)173 and, thus, binds 

third parties. As a consequence, the data subject may require his or her data erasure, even if such 

data is stored in databases of other stakeholders that are not parties of the initial contract between 

the data subject and the controller. In this respect, the GDPR encompasses a greater operational 

scope in contrast to contract law, which binds only the signatory parties of agreement. Indeed, by 

taking advancement of the right to be forgotten the data subject not even places limitations on the 

future use of his or her personal data but also enforces third parties to respect his or her right to 

erasure in order to avoid penalties, which can provoke extremely high administrative fines.174 

As it follows, the new right to be forgotten includes surprisingly similar data property features 

introduced by Schwartz and other scholars.175 Despite the fact that the data subject consents to data 

processing and, thus, waives his or her data to the controller, such alienation is always provisional 

(“hybrid inalienability”) and the data subject maintains the right at any time to terminate the data 

processing exercised by the data controller as well as by the third parties. In this respect, GDPR 

reflects the earlier introduced data propertisation model by establishing default and partially 

alienable data subject’s rights, burdens that follow the data and bind the third parties and remedies 

typical for property rules.  

 

4.2. Right to data portability 

Regardless of the clear resemblance of the right to be forgotten and Schwartz’s data property 

model, in terms of ownership of consumer data, the potentially most far-reaching provision 
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proposed by the Regulation is a right to data portability.176 The latter entitlement provides the data 

subject with “the right to receive personal data concerning him or her, which he or she has provided 

to a data controller”, and to use this data for his or her own purposes, or to transmit it to another 

data controller.177 Although some legal experts178 interpret this right as a broader version of the 

right of access, the right to data portability obviously goes beyond the scope of the latter right.  

The Article 29 Working Party distinguishes four basic elements of the right to data portability. 

Firstly, data portability is a right of the data subject to receive a personal data processed by the 

data controller concerning him or her, and to store such data for further personal use.179 In this 

respect, the right to data portability complements the right of access180, as it requires to provide 

data “in a structured, commonly used and machine-readable format”181, thus, offering an easy way 

for data subject to manage and reuse personal data. For instance, the electric car owner may be 

interested to get information from charging chip for electric vehicle in order to evaluate prices and 

efficiency of charges and maybe to choose another supplier for further charging services. Or the 

car owner may demand a technical service provider for all the information about his or her vehicle 

in order to evaluate expenditure of the vehicle and, thus, to make a proper decision how to reduce 

it. 

The second element of the right to data portability is the data subject’s entitlement to “transmit 

personal data from one data controller to another controller without hindrance”.182 This right also 

covers data subject’s request to directly transmit such data, where technically feasible.183 The 

GDPR stipulates that “data controllers should be encouraged to develop interoperable formats that 
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enable data portability”.184 Although this statement is not covered by obligatory nature, the 

controller is prohibited to hinder the transmission.185 In this respect data portability right goes way 

beyond the scope of the right of access, as it not only provides data subject with the possibility to 

obtain and reuse all the data concerning him or her, but also to transmit that data to another 

controller. For instance, the car owner may require the technical service provider to provide all the 

information collected during the period of technical vehicle maintenance and to hand over such 

information to other technical service providers or even to third parties which operates in a 

different business sector (e.g. insurance companies, car parts retailers, etc.). As a result, data 

portability may facilitate transmission and reuse of personal data concerning users among the 

various services they are interested in and at the same time empower data subjects with greater 

control over personal data as well as foster competition between controllers. 

The third element distinguished by the Article 29 Working Party is controllership. The right 

to data portability grants the data subject with the entitlement to receive personal data and to 

process it, according to his or her wishes.186 With regard to data subject’s requirement to transmit 

the data to another data controller, the initial controller acts on behalf of the data subject and, 

therefore, should ensure he genuinely operates in the interests of data subject.187 For instance, the 

controller can establish specific procedures in order to ensure that the data transferred is, indeed, 

the same data that was demanded by the data subject. However, the requirement to set safeguards, 

do not impose responsibilities for the processing handled by the data subject or by another 

company receiving personal information.188 To the contrary, the receiving data controller is 

responsible for ensuring that portable data provided is relevant and not excessive with regard to 

the new data processing.189 

Once the new data controller accepts the portable data, it should be retained at the extent which 

is necessary and relevant for the purposes of the new service. For instance, if the technical service 

provider is required to transfer collected personal data of the car owner to another technical service 

                                                
184 Rec. 68 of the GDPR; Article 29 Working Party, supra note 179, p. 5. 
185 Art. 20(1) of the GDPR. 
186 Article 29 Working Party, supra note 179, p.6.  
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provider, who exclusively specialises in engine repairs, the information that is not relevant to such 

services (e.g. data on safety belt tension, location data, telephone contacts and similar) should not 

be accepted or retained by the new technical service provider. 

And finally, the Article 29 Working Party names data portability interaction with other data 

subject’s rights as the fourth element defining the right to data portability. When an individual 

exercises his or her right to data portability, he or she does so without prejudice to any other 

right190, especially the right to be forgotten. In other words, data portability does not automatically 

provoke the erasure of personal data stored by the initial controller, nor forbid to exercise such a 

right as long as the data controller is still processing the data. For instance, if the car owner decides 

to change the technical service provider, he or she may require transfer of all the data collected by 

the initial service provider to the new one, and consequently impose the requirement of such data 

erasure, as it is no longer necessary for the purposes it was collected and processed.191 

The Regulation stipulates that the right to data portability can be invoked only when the data 

processing was based on data subject’s consent192 or a contract to which data subject is a party193, 

and where the processing is provided by automated means.194 In other words, the data portability 

does not apply when the data processing is necessary for the performance of task carried out in the 

public interest or in the exercise of an official authority vested in the controller, or when controller 

is exercising its public duties or complying with legal obligations.195 Therefore, this right is non-

exclusive as the data subject’s interests cannot override vital rights of other individuals or hinder 

the public order. 

However, the most controversial and obscure element of the right to data portability is the 

data subject’s demand for personal data, which he or she “has provided” to the controller. The 

latter provision triggers disputes among legal experts and scholars as some of them tend to interpret 

this norm narrower than it was initially designed. The narrow interpretation proponents claim that 

data provided by the data subject includes only that information which was given to the controller 

                                                
190 Art. 20(3) of the GDPR; Article 29 Working Party, supra note 179, p.7. 
191 Art. 17(1)(a) of the GDPR. 
192 Art. 20(1)(a), Art. 6(1)(a) of the GDPR. 
193 Art. 20(1)(a), Art. 6(1)(b) of the GDPR. 
194 Art. 20(1)(b) of the GDPR. 
195 Rec. 68 of the GDPR, Article 29 Working Party, supra note 179, p.8. 
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for the performance of contract (e.g. name, address, personal identification number and etc.). The 

advocates of such opinion tend to exclude all the data resulting from the performance of the 

contract itself.196 For instance, in terms of CAVs such interpretation of data portability would be 

perverse as it hinders individual’s fundamental right to data privacy. As long as the car data is 

considered to be personal197 the narrow interpretation of the right to data portability would interfere 

data subject’s entitlement to access and to transfer the data concerning him or her. To the contrary, 

despite of inaccurate wording enshrined in the Article 20 of the GDPR, the Article 29 Working 

Party promotes extensive interpretation of data portability including data actively and knowingly 

provided by the data subject (e.g. name, address, age, etc.) and observed data provided by the data 

subject by virtue of the use of the service or device198, thus, covering all the data related to the 

person behind it. 

The analysis of data portability demonstrates that although this entitlement was initially 

designed to curb the monopolisation of customer data and to stimulate individual’s fundamental 

right to his or her personal data, the nature of data portability right and its clear antirust intention 

seems rather surprising in the context of privacy law.199 As well as the right to be forgotten, the 

data portability right includes similar features typical for property rights. The data subjects right 

to transfer the data from one controller to another once again reflects the partial alienability 

principle, and confirms that the data subject cannot fully forfeit personal data concerning him or 

her. Furthermore, such a requirement may put a burden on the data controller if he is required to 

transfer the data directly to another controller and such a transfer is technically feasible (i.e. 

burdens that follow the data). If the data controller refuses to satisfy the data subject’s request to 

transfer the data, although the transfer was technically feasible and compatible with restrictions 

enshrined in the Regulation, remedies typical for property rules such as fines200 may be applied. 

 

4.3. Conclusion 
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197 See the first chapter of this thesis, which analyses personal data concept. 
198 Article 29 Working Party, supra note 179, p. 10. 
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To sum up, although some legal experts201 criticise the propertisation of data, the GDPR takes 

the unprecedented step of by enshrining the right to be forgotten and the right to data portability, 

thus, creating a property-like regime in personal data, under which the partially alienable property 

entitlement is attributed to the data subject. The use of property-like rights is particularly unusual 

and significant since a human-rights-based approach to privacy, which the EU generally fosters, 

is often thought of as incompatible with a property-rights-based approach.202 Seemingly, the new 

European data protection regulation tries to reinforce the protection of individual’s fundamental 

right to privacy by combining both the ordinary data privacy principles, which it took over from 

its predecessor, and property rules, which is also unavoidable for those who process data collected 

and generated by cars. 

 

  

                                                
201 See the part 2.1 of this thesis. 
202 Victor J. M., supra note 139, p. 515. 
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5. Final conclusions 

As the first part of this thesis revealed, the car collected data can be divided in personal and 

non-personal (i.e. merely technical) data. However, if gathered technical data solely or in 

connection with other information makes a natural person directly or indirectly identifiable, or the 

individual can be identified by the “means likely reasonably to be used” by the data controller or 

any other person, this would constitute personal data. As the CJEU indicated, the capability to 

identify the person is based on more “relative theory” that focuses on controller’s actual possibility 

to identify an individual, whether the controller has legal and practical means in his or her own 

hands, or the additional information, that a third party has, is necessary to identify an individual. 

Thus, not only the factor of the controller is determining whether the data can be regarded as 

personal, but also the impact of the third party. As long as the GDPR promotes protection of 

personal data, the car collected and generated information which is considered personal is 

protected. However, the encrypted or anonymised data which cannot be decrypted in such a way 

that the person behind that data would be identified, is non- personal and, therefore, does not fall 

under the scope of the new Regulation. Such data unfortunately remains unprotected and its access 

as well as further use is vague. Hopefully the EU Digital Content Directive proposed by the 

European Commission will soon see the daylight as it is thought to be the essential measure, which 

enshrines some legal remedies for all the data (incl. personal and non-personal) collected and 

generated through the consumer’s use of digital content.203 

The second chapter of this paper establishes that the potential ownership right in car collected 

and generated data would be compatible only if the property entitlement would be attributed to the 

data subject. Both the analysis for EDR collected data ownership as well as the position of the 

GDPR rejects the data controller as the potential owner of car collected data and fosters the 

approach that the personal data must be entitled to the person behind it. Thus, in terms of data 

collected and generated by CAVs the car manufacturers, the original equipment manufacturers or 

various service providers cannot be considered the owners of data produced by their own 

production if such data can be linked to a natural person. The fact that automakers have an initiative 

and technical capability (i.e. investments and IT infrastructure, which is linked to various systems 

built in CAVs) to process the data, does not alter the fact that they act on behalf of the data subject. 
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The Regulation itself confirms that the controller is only a trustee of the data subject, as it provides 

the latter with certain rights in order to control the data concerned while the controller with 

obligations which it must satisfy in order to process the data under the data subject’s control. 

The introduction of data propertisation regime once again confirmed that the ownership right 

in data would be beneficial in the era of digital data commodification, as a property right in data 

would be the measure necessary to curb the dissatisfaction and distrust arising from unlimited data 

use and accessibility. The conservative way of thinking that property and privacy are two 

incompatible legal concepts, may be destructive and leading to stagnation which is especially 

harmful in the age of data-driven economy and dynamic technical innovations. In terms of CAVs, 

further developments and advancements of vehicles create new challenges and legal uncertainties 

for their owners and other stakeholders, particularly in regard to questions how such data should 

be treated and who and to what extent has the right to access and to use that data. These questions 

are pivotal aspects that have to be analysed and resolved without hesitation in order to ensure 

versatile protection of fundamental human right to privacy as well as to foster data driven economy 

within the EU. The non-exclusive data subject’s ownership right in data could be an appropriate 

instrument to achieve these goals. 

Although it may seem that the European legislative institutions have finally understood the 

importance and power of data privacy and property rules alignment, the new Regulation is rather 

an evolution than revolution, as it is built on foundations already existing the last twenty years. 204 

Though as it was proven in this thesis, the GDPR includes some features typical for data property 

model introduced by Paul Schwartz and other scholars, e.g. it establishes partially alienable data 

subject’s rights, burdens that follow the data and bind the third parties and remedies typical for 

property rules, the same human-rights-based wordings and principles enshrined in the Regulation 

were also fostered by its predecessor. Fairness, transparency, accuracy, security, minimisation and 

respect for the rights of the individual whose data is processed are the things the organisations 

should already be doing with data and the GDPR seeks only to build on those principles.205 

Moreover, as well as its predecessor the new Regulation is about trust between business and 
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customers, which is necessary in order to avoid lock-in effects and to ensure free flow of data 

within the EU. Therefore, the property rights in data would be the best solution not only 

encouraging the customers’ trust that their property would be treated duly, but also promoting fair 

use of data and competition of business dealing with it. In this respect, the endeavour to strengthen 

data subject’s rights by providing them with some new property-like rights (i.e. the right to data 

portability and the right to be forgotten) as well as by implementing stricter property-rules-based 

remedies are commendable. However, it is questionable whether these few more revolutionary 

amendments will be enough to curb the technological innovations presented in the last twenty 

years. One of them is also the connected and autonomous cars, which undoubtedly falls under the 

scope of the GDPR. Nevertheless, as it was mentioned before the nature and amount of data 

collected by CAVs is complex and, therefore, merely the GDPR will not be a sufficient measure 

to promote reliable relationships between consumers and business which are the basis increasing 

digital data economy. 
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