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1 Introduction

1.1 Presentation of the topic

The right to freedom of expression, including journalists’ right to publish information in
the public interest, is a prerequisite for the proper functioning of a democratic society?.
Journalists gather, analyze and ultimately publish information, allowing the public to par-

ticipate in a democracy?.

Journalists function as watchdogs of individuals and organizations who are in a position of
power, in an effort to expose those who seek to abuse it. However, the information they
publish may be highly sensitive for the individual whose personal details are exposed.
There is an everlasting conflict between freedom of expression and the right to privacy.
Therefore, journalists must continuously determine whether the public interest in the publi-

cation justifies an infringement upon the individual’s right to privacy.

In the case of Satakunnan Markkinaporssi Oy and Satamedia Oy v. Finland® (“Satame-
dia”), the fourth chamber of the European Court of Human Rights (“ECtHR”) ruled that a
ban on publishing publicly available taxation data did not violate the two applicant compa-
nies’ (“Satamedia”) right to freedom of expression pursuant to article 10 of the European
Convention on Human Rights (“ECHR”)*.

The ruling may constitute an important precedence for future cases concerning balancing of
the right to privacy with the right to freedom of expression. This balancing was the subject
as the proceedings went through the Finnish courts, to a preliminary reference by the Court

! Wessel-Aas, Jon (2014). p. 8.
2 Haak, Parks and Castells. p. 3.
3 Application no. 931/13, Case of Satakunnan Markkinapdérssi Oy and Satamedia Oy v. Finland.

4 Convention for the Protection of Human Rights and Fundamental Freedoms.



of Justice of the European Union (“CJEU”), back for a second round through the Finnish
courts, and ultimately ended up before the ECtHR.

Whereas the legal question for the ECtHR was the alleged violation of ECHR article 10°,
the Finnish national courts considered whether the publishing of taxation data by Satame-
dia was exempted from the Finnish Data Privacy Act®. The act, which implements EU’s
directive 95/46/EC (“DPD”)’, exempts several of its provisions when personal data is pro-

cessed “solely for journalistic purposes™®.

This ruling by the ECtHR has been considered controversial by some. Firstly, the ban im-
posed upon Satamedia restricted publication of information which were publicly available
from the Finnish tax authorities, and was lawfully obtained by Satamedia®. Critics argued

there never was any infringement of anyone’s data privacy which justified the ban?®.

Secondly, the ruling explicitly acknowledged and accepted the mere amount of information
collected and published by Satamedia as the sole reason for the ban't. Other Finnish news
outlets had not been banned from publishing the same information, as they did not publish
it to the extent as Satamedia had. As emphasized in the dissenting opinion by Judge
Tsotsoria, establishing a “quantitative framework” for determining the notion of journal-

ism, may have profound consequences for modern digital journalism?2.

5 The ECtHR also found a violation of article 6, but dismissed a complaint under article 14 as manifestly ill-
founded.

® Act 523/1999 HenkilGtietolaki (Personal Data Act).

" Directive 95/46/EC of the European Parliament and of the Council of October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data.

8 DPD, article 9.

°931/13, para. 66

10 Smith, Dominic and Batra, Rahul.

11931/13, para. 68

12 |bid., dissenting opinion para. 10.



1.2 Research question

This thesis seeks to address how the ECtHR’s ruling in Satamedia may impact balancing of
data privacy and freedom of expression. Two aspects are emphasized as contentious and

relevant for consideration.

The first is the extent to which dissemination of information already in the public domain
should be subjected to restrictions based on a need to protect data privacy. The second as-
pect concerns how the ECtHR allows the notion of journalism to be determined by a quan-
titative criteria. The assessment in section 4 will elaborate on the potential impact of these

aspects.

1.3 Overview

This first section introduces the thesis. The following section 1.4 presents the scope of the
thesis, including the range of topics omitted from it. Section 1.5 contains methodological

considerations.

Section 2 provides an introduction to the central concepts of the thesis. It constitutes a nec-
essary backdrop for the subsequent presentation of the case and the following analysis.
Section 2.1 outlines the differences and similarities of the CJEU and the ECtHR. Section
2.2 introduces the notion of freedom of expression conceptualized in article 10 of the
ECHR. Section 2.3 presents the notion of data privacy. Subsequent to a brief deliberation

on terminology, it introduces the relevant legal instruments.

Section 3 is dedicated to the case of Satamedia. This section presents the facts of the case
(3.1), as well as the relevant deliberations from the CJEU (3.3), the Finnish Supreme Ad-
ministrative Court (3.4) and finally from the fourth section of the ECtHR (3.5). This exten-
sive elaboration on the legal proceedings is due to their complex factual and legal back-

ground. The case started in 2002 and the final outcome is as of writing still pending from



the Grand Chamber of the ECtHR3. It has involved national and EU law, as well as the
ECHR. As such, a thorough review is necessary to provide sufficient detail and background

for the subsequent analysis.

Finally, the fourth section includes an analysis of the ECtHR’s ruling in Satamedia. Section
4.2 elaborates on the nature of publicly available tax information. Section 4.3 considers
how a seemingly non-existing threat to data privacy justified a restriction on freedom of
expression. The section explores the reasoning of the ECtHR, and argue why it should have
reached an alternative conclusion. Section 4.4 discusses the potential implications upon
modern methods of journalism when restrictions on the right to freedom of expression are

determined solely on the quantity of information processed by a journalist.

1.4 Scope

The thesis omits several salient topics and discussions in an effort to provide a clear and
concise analysis of the research question. Extended deliberations on the full extent of sub-
ject matters raised in this thesis is simply too extensive for the restricted time and scope.

Collecting and publishing information for journalistic purposes are governed by several
sets of rules. This thesis considers the legal rules on protection of data privacy. As deliber-
ated on further below in section 2.3.2, this aspect concerns the protection of information

relating to natural individuals.

A delimitation must therefore be drawn towards rules governing physical aspects of the
right to private life. Although such rules are also derived from article 8 of the ECHR, they
protect the individual’s physical sphere and bodily integrity, any not solely the information

relating to the individual®®.

13 Council of Europe press release, “Grand Chamber hearing concerning use of taxation information”.

14 Bygrave (2014) Chapter 1, section A.



A second delimitation is also made towards rules governing protection of reputation and
defamation of character, such as libel and slander. There is extensive case law from the
ECtHR concerning the balancing of the right to privacy and the right to freedom of expres-
sion related such instances®®. Although they carry resemblance and close affiliation with
the issue in Satamedia, there was never any assertions or allegations relating to individuals’

reputation in this instance?®.

The thesis takes a pan-European approach to the research question. Therefore, it omits most
deliberations related to the Finnish proceedings and the Finnish national rules. It also re-
frains from extensive elaboration on the relationship between the different courts, their
sovereign jurisdictions and the legal systems they govern. However, some details on how

the courts function and influence each other is necessary to provide sufficient background.

The sections of the thesis relating to EU rules on data privacy are not assessed in light of
the newly adopted “General Data Protection Regulation”’. The regulation will not become
applicable law until 2018, and its relevant provision on freedom of expression does not

include any major developments?®.

15 European Court of Human Rights, Factsheet on protection of reputation.

16.931/31, para. 67.

17 Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC

18 European Commission Press Release: «Joint Statement on the final adoption of the new EU rules for per-
sonal data protection”.

19 Regulation 2016/679, recital 153 and article 85.



1.5 Methodology

The research for this thesis is based upon the majority ruling and the dissenting opinion in
the ECtHR’s case of Satamedia. However, examinations of the ruling by the CJEU is also
provided in pursuance of providing the necessary background material in context of the EU

rules on data privacy.

While there are vast amounts of material regarding data privacy and freedom of expression,
there is very little commentary concerning this specific case. Most of the secondary materi-
al derives from legal blogposts commenting on the case. Although these are useful, they are

often shallow and uniform in the perspectives they provide.

The legal proceedings of Satamedia went through the jurisdictions of Finland, the Europe-
an Union and the Council of Europe (ECtHR). A challenge has been to ensure thorough
elaboration on the questions raised by the case, while at the same time differentiating be-

tween different jurisdictions, courts and legal instruments.

2 Central concepts

2.1 Institutions

The case of Satamedia proceeded from the Finnish national courts to the CJEU before it
finally reached the ECtHR. The multi-jurisdictional nature of these proceedings necessitate
a brief elaboration on how these courts and their respective jurisdictions function and relate

to each other.

The CJEU is the highest EU court ruling on EU law. This includes the directives and regu-
lations enacted by the EU legislative authority, as well as the treaties upon which the EU is

based?®. The CJEU ensures uniform application of EU law throughout the member states,

20 Sejersted, Arnesen, Rognstad og Kolstad, section 3.2.1



and may be called upon to settle legal disputes between member states and EU institu-

tions?L,

The EU constitutes a supranational institution, whose autonomous authority derives from
its founding treaties??. EU regulations are directly binding on the national individuals and
organisations?®. EU directives however, such as the DPD, require implementation into na-

tional law before they become applicable?.

The ECtHR is established within the framework of the ECHR?. Its contracting states con-
stitute the 47 member states of the Council of Europe?®. The ECtHR admits applications by
individuals, groups of individuals and organizations who claim their rights pursuant to the
ECHR has been violated by a contracting state?”. A precondition for lodging a complaint

with the ECtHR is that all available national remedies has been exhausted?®.

The Finnish Supreme Administrative Court rules mainly on Finnish law. However, Finland
is a contracting state to both the EU and the ECHR. It is therefore obliged to interpret its
national provisions in accordance with its international obligations. This explains why the
Finnish Supreme Administrative Court was able to request guidance from the CJEU, and
why Satamedia could file a complaint to the ECtHR.

It is necessary to emphasize that the CJEU and the ECtHR are independent from each oth-

er. As such, the ruling of the ECtHR in Satamedia does not directly concern the DPD or its

21 Europa.eu, “Court of Justice of the European Union (CJEU)”.
22 Sejersted, Arnesen, Rognstad og Kolstad, section 3.1.

2 bid., section 3.2.2.

24 |bid.

%5 ECHR, article 19.

% Coe.int, European Court of Human Rights (ECtHR).

2T ECHR, article 34.

28 bid., article 35.



implementation in Finnish law. However, it is clear that the CJEU and the ECtHR do to
some extent align and refer to each other?®,

2.2 Freedom of expression

The following section provides an introduction to freedom of expression, as conceptualized

in article 10 of the ECHR. The article reads as follows:

1. Everyone has the right to freedom of expression. This right shall include free-
dom to hold opinions and to receive and impart information and ideas without
interference by public authority and regardless of frontiers. This Article shall
not prevent States from requiring the licensing of broadcasting, television or

cinema enterprises.

2. The exercise of these freedoms, since it carries with it duties and responsibili-
ties, may be subject to such formalities, conditions, restrictions or penalties as
are prescribed by law and are necessary in a democratic society, in the interests
of national security, territorial integrity or public safety, for the prevention of
disorder or crime, for the protection of health or morals, for the protection of the
reputation or rights of others, for preventing the disclosure of information re-
ceived in confidence, or for maintaining the authority and impartiality of the ju-

diciary.

Paragraph 1 establishes the right to freedom of expression as a right to “hold opinions and
to receive and impart information and ideas”. This right is considered as one of the basic
foundations for the functioning and progress of a democratic society, as well as essential

for the self-fulfilment of individuals®©.

29 Mihail, Stephanie. Section 3.

30'Von Hannover v. Germany, para. 58.



According to the established case law of the ECtHR, the right protected under paragraph 1
applies equally to positive and favourable expressions as it does to those how are provoca-
tive and unfavourable3!. As such, expressions that may offend, shock or disturb are equally
protected under article 10%. This is seen as an expression of the articles’ aim to promote

pluralism, tolerance and broadmindedness in democratic societies®3.

Freedom of expression also includes the notion of press freedom, construed as the right and
duty of the press to impart information, opinion and ideas which are in the public’s interest
and contribute to matters of public debate®*. There is extensive case law on violation of
journalists’ right to freedom of expression®. Due to their role as “watchdogs” and duty to
ensure dissemination of information, the press holds special status of the rights pursuant to
article 103,

Paragraph 1 of article 10 imposes upon the contracting state both positive and negative
obligations. Its negative obligation derives from the wording of paragraph 1, in which “eve-
ryone” has the right to enjoy freedom of expression without “interference from public au-
thorities”. As such, the contracting state must refrain from interfering with its citizens’ right
to hold opinions, and receive and impart information. An interference of the right to free-
dom of expression is construed in paragraph 2 as “formalities, conditions, restrictions or

penalties” enacted upon the expression protected under paragraph 1.

31 Ibid.

%2 |bid.

33 |bid.

34931/13, para. 60.

35 Macovei, Monica, p. 11.
% |bid.



The states’ positive obligations entails it must actively ensure its citizens’ are able to enjoy
freedom of expression without interference from other individuals or organizations®’. At its
core, the positive obligation entails a requirement on the state to ensure sufficient legal pro-

tection.

If an interference was made possible by national legislation or if the state fails to enforce
known threats to freedom of expression, there is a high risk it has failed its positive obliga-
tions under article 10%. Recent case law has further developed the positive obligation to
include an obligation on the state to provide non-governmental organizations with state-

held information in some instancess®.

An interference with the rights guaranteed in paragraph 1 may be justified pursuant to the
requirements set out in paragraph 2. Upon determining whether an interference may be
justified, the ECtHR applies a fixed assessment of three cumulative requirements. These

are:

1)  Whether the interference is “prescribed by law”;
i) If the interference aims at protecting one or more of the interests listed in paragraph
2;

iii) Whether the interference is “necessary in a democratic society”4°.

The burden of proof lies upon the contracting state!. Should the ECtHR find that the three
cumulative criteria are fulfilled, the interference with freedom of expression is considered

legitimate, meaning there is no violation of freedom of expression pursuant to article 104,

37 Akandji-Kombe, Jean-Francois, p. 50.

38 | bid.

39 See Magyar Helsinki Bizottsag v. Hungary.
40 Macovei, Monica, p. 29.

4 Ibid, p. 30.

10



The first criteria requires any interference with freedom of expression to have a basis in
law. The lawfulness-criterion entails that the law must be adequately accessible and with

sufficient precision to allow citizens to foresee the consequences of their actions*.

According to the second criteria, the interference must serve to protect one or more of the
aims listed in paragraph 2, such as national security, public safety or for the protection of

the reputation or rights of others. The latter was the aim applied in the case of Satamedia.

The final criteria determines that the interference needs to be “necessary in a democratic
society”. This assessment entails consideration of the proportionality between the aim and
the means used to achieve that aim#. In accordance with the case law of the ECtHR, the

necessity of the interference must respond to a pressing social need*.

Upon the determining whether an interference is necessary in a democratic society, the
ECtHR grants the contracting state a margin of appreciation®®. This entails an independent
room for manoeuvre enjoyed by the contracting state when fulfilling their obligations under
the ECHR#’. The extent of this margin relies on, inter alia, whether similar interference is
common in other contracting states, the nature of the interference and whether or not spe-

cial technical expertise or detailed local knowledge is required“®.

42 1bid.

43 Sunday Times v. The United Kingdom.
4 Macovei, Monica, p. 35.

45.931/13, para. 57.

%6 |bid.
47 Greer, Steven, p. 5.
 Ibid., p. 7.

11



2.3 Data privacy

2.3.1 Overview of section 2.2

The following section provides an introduction to the field of data privacy law. Subsection
2.3.2 will briefly present its historical origins and the nomenclature within this field of law.
Subsection 2.3.3 outlines the applicable legal instruments for the scope of this thesis. These
are article 8 of the ECHR, and the DPD.

Finally, subsection 2.3.4 deals specifically with a material exemption from the DPD. Pur-
suant to its article 9, several provisions of the directive are exempted for processing of per-
sonal data “solely for journalistic purposes™#°. The applicability of this exemption was the
main legal question for the Finnish national courts and the CJEU. As such, subsection 2.3.4
constitutes an important backdrop for the subsequent sections.

2.3.2 Scope and terminology

There are several terms used to describe rules governing privacy-related violations. Further,
the concept of privacy carries different connotations often varying between different cul-

tures and legal traditions.

In their Harvard Law Review article from 1890, Warren and Brandeis defined the right to
privacy as a right to be let alone®. They saw this right as an extension of the right to pro-
tection of property, including intellectual property. Their article became famous, as US

courts subsequently began to explicitly recognize a right to privacy>!.

49 95/46/EC, article 9.
50 Warren and Brandeis.

51 Melville B. Nimmer.

12



Warren and Brandeis argued it was the increasing “evil invasion” into private matters by
newspapers that necessitated legal protection®2. In their article, they wrote that the press

was “overstepping in every direction the obvious bounds of propriety and of decency” >,

Whereas Warren and Brandeis construed privacy as a right to be let alone, a second salient
conceptualization sees the right to privacy in terms of information control. In his book
“Privacy and Freedom”, Alan Westin defines the right to privacy as a claim of individuals
to determine how much of their personal information is disclosed, to whom, and how it
should be maintained and disseminated®*. This concept of informational self-determination

has been a cornerstone in European jurisprudence®®.

The term “privacy” is a broadly sweeping term. It can encompass violations of an individu-
al’s physical sphere, including a person’s home and immediate surroundings, as well as
interference with family life and to support the protection of reputation. Article 8 of the
ECHR, which ensures a right to respect for “private and family life”, “home” and “corre-
spondence”, exemplifies the broad range of scenarios covered under the term “privacy”.
Case law concerning article 8 range from instances of sexuality and gay rights®®, to depor-

tation of foreigners®” and instances of government surveillance®®,

52 Warren and Brandeis.

53 bid.

% The New York Times, “Alan F. Westin, Who Transformed Privacy Debate Before the Web Era, Dies at
83”.

% E.g., European Commission, “A Comprehensive Approach on Personal Data Protection in the European
Union”, section 2.1.3. This reliance on informational self-determination in European data privacy law has
been subjected to criticism in relation to the newly adopted General Data Protection Regulation, see e.g., B.J.
Koops (2014).

% E.g. X and Y v. Netherlands, and Dudgon v. UK.

" E.g. Khan v. Germany

%8 E.g. Klass and others v. Germany, and Malone v. UK

13



For the purposes of this thesis, the more specific term “data privacy” will be applied. This
corresponds with the terminology applied by Bygrave in most of his literature®. In his
view, the broader term “privacy” encompasses spatial, bodily and physiological dimensions
that are not present in rules on data privacy®®. This distinction is important to address, as
the terms privacy, data privacy and data protection are often uncritically applied. Several

non-European countries refer to data privacy law simply as privacy laws:.

The term “data privacy” describes the rules governing information relating to a natural in-
dividual, meaning information that allows for that individual to be identified®2. These rules
regulate the processing of such data, specifically how it is gathered, registered, stored, ex-
ploited and disseminated®. The development of these rules responded to technological and
organizational advancements in automated computer-driven processing of personal data,

and the fears for fundamental rights and freedoms imposed by these developments®-.

These rules are characterized by their adherence to a universal set of principles®®. The exact
number of principles and their content may vary between different legal instruments and
jurisdictions. However, Bygrave outlines the following principles as characteristic to the
field of data privacy®®:

e Personal data should be collected by fair and lawful means;

%9 E.g. Bygrave (2014)

60 Bygrave (2014) Chapter 1, section A.

®1 1bid

82 1bid.

8 1bid.

64 1bid., Chapter 1 section C. Both, inter alia, the preamble of Convention 108 and recital 2 of 95/46/EC re-
flect these concerns.

% |bid, Chapter 1, section A.

% |bid, Chapter 1, section A.

14



e the amount of data collected should be limited to the amount necessary in order to
achieve the purpose for which the data is gathered and further processed,;

e personal data should be collected for specified, legitimate purposes, and not used in
ways that are incompatible with those purposes;

e personal data should be relevant, accurate, and complete in relation to the purposes
for which it is processed,;

e personal data should be protected against unauthorized attempts to disclose, delete,

change, or exploit it.

Further, the term data privacy must be delimited against terms such as “data protection”,
“data security” and “information security” ¢’. The term “data protection” has been widely
adopted as the chosen nomenclature for this field in the European context®®. As emphasized
by Bygrave, concepts of “data protection” and “data security” are certainly components of
data privacy®®. They serve the interest of confidentiality, security and integrity of infor-
mation within automated computer-based systems. These interests are certainly vital to
ensure within the field of data privacy, but they also refer to a broader interest of protecting

information unrelated to individuals, such as business secrets.

2.3.3 Legal instruments

Within the field of data privacy, the ECHR and the DPD are arguably the most influential

instruments. Several factors contribute to their importance. First, the supranational status

87 Bygrave utilized the term “data protection law” in his book “Data Protection Law: Approaching Its Ra-
tionale, Logics and Limits” from 2002. He has since transitioned from using this term to using “data privacy”,
e.g. Bygrave (2014).

6 Bygrave (2014), Chapter 1, section A. The first data privacy legislation adopted in Europe was the “Bun-
desdatenschutzgesetz” of the federal German state Hessen, in 1979. The name of the legislation translates to
“Federal Data Protection Act”. The act is still applicable today.

% 1bid.

0 1bid.

15



and binding nature of the two instruments are essential. This contributes to their practical
applicability in national law, as well as harmonisation of rules throughout the member
states. Further, the increasing amount of case law from both the ECtHR and the CJEU en-
sures enforcement of the rules. The courts’ dynamic interpretation of the rules as the world

and society progress also retain the instruments relevance.

2.3.3.1 ECtHR article 8

The importance of article 8 of the ECtHR stems from its extensive case law, as well as the
ECtHR’s dynamic and progressive interpretation of the ECHR’s provisions’®. According to
the ECtHR, its mandate is to apply the convention as a “living instrument (..) interpreted in

the light of present-day conditions™’2.

Article 8 reads as follows:

1. Everyone has the right to respect for his private and family life, his home and

his correspondence.

2. There shall be no interference by a public authority with the exercise of this
right except such as is in accordance with the law and is necessary in a demo-
cratic society in the interests of national security, public safety or the economic
wellbeing of the country, for the prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection of the rights and freedoms of oth-

ers.

I See e.g., S and Marper v. UK para 68-86, where the ECHR considered that processing of fingerprints, DNA
profiles and cellular samples constituted an interference with the applicant’s right pursuant to article 8.

2 Tyrer v. UK, para. 31.

16



As apparent in the wording of its first paragraph, article 8 concerns four different rights.
The right to respect for “private and family life”, “home” and “correspondence”. They are
non-exhaustive in their application, and it is often not possible nor wanted to draw a clear
delimitation between them’3. Their common application is found in that they protect the

individual’s private sphere’.

Case law within the field of data privacy is usually based upon the right to “respect for (..)
correspondence”. The term clearly covers traditional notions of postal-based communica-

tion, but has also been interpreted to include modern methods of communication”.

As previously stated, the ECHR is completely autonomous from the other legal instruments
presented in this thesis, such as the DPD’®. Nevertheless, Bygrave argues that the introduc-
tion of data privacy legislation by national states and the EU has instigated application of
the common data privacy principles into the interpretation and application of Article 87".

The aim of article 8 is to “protect the individual from arbitrary action by the public authori-
ties” 78, This constitutes an expression of the negative obligations imposed upon the mem-
ber state, to abstain from interfering with the private life of its citizens™.

Further, the member state is subjected to positive obligations in order to ensure “respect”

for the rights within Article 82, Failure by the state to affirmatively safeguard these rights

3 Kilkelly, section 1.1.

™ Mgse, p. 400.

> See e.g., Klass and Others v. Germany (telephone) and Copland v. UK (monitoring of e-mail and internet
traffic).

76 Bygrave 2008, section 4.1.

7 hid.

8 Kroon and others v. the Netherlands, para. 31.

9 Bygrave 2008, section 4.1

8 Kroon and others v. the Netherlands, para. 31.

17



may lead to violation of the ECHR. In X and Y v. the Netherlands, the ECHR held that
“these [positive] obligations may involve the adoption of measures designed to secure re-

spect for private life even in the sphere of the relations of individuals between themselves”
81

The ECtHR determines violations of article 8 in the same manner as they would pursuant to
article 1082, Subsequent to determining whether there exists an interference with the rights

in paragraph 1, the ECtHR deploys its fixed assessment of the three cumulative criteria.

In determining whether an interference is “necessary in a democratic society” pursuant to
article 8 (2), the ECtHR may deploy the notion of “reasonable expectations of privacy”83.
This assessment has especially been used in cases concerning the balancing of privacy and

freedom of expression®,

2.3.3.2 Directive 95/46/EC

The DPD is the main legal instrument governing protection of data privacy within the EU.
Its main aim is to safeguard data-processing systems’ respect for fundamental human
rights, and to balance this with “economic and social progress, trade expansion and the

well-being of individuals™®.

By establishing a harmonised, minimum level of protection through the EU, the DPD al-
lows for free flow of personal data between the member states. As recognized in the pre-

amble, free flow of personal data is necessary in order to realize the EU’s internal market®.

81 X and Y v. the Netherlands, para. 23.

8 Confer section 2.2 above.

8 Von Hannover v. Germany, para. 51.

8 E.g., Von Hannover v. Germany and Peck v. UK.
8 DPD, recital 2.

% |bid., recital 3.
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The DPD regulates the “processing” of personal data, defined as “any operation or set of
operations which is performed upon personal data 8’. This definition encompasses more or
less any action where personal data is involved. For example, how personal data is gath-

ered, registered, stored, exploited and disseminated®.

The notion of “personal data” constitutes the threshold criteria for applying the DPD®.
Information not construed as “personal data” is not protected by the DPD. “[PJersonal da-
ta” is defined as “any information relating to an identified or identifiable person” %°. An
identifiable person is someone who may be identified “directly or indirectly” °*. This identi-

fiable person constitutes the “data subject” %2.

The application of the DPD to information which may indirectly identify a data subject
ensures that the DPD enjoys a broad material scope®®. Erdos describes this scope as “breath
taking”%. Bygrave warns that the broad material scope may subject the DPD to “regulatory

overreach”, which risks impeding the DPD’s ability to govern®.

However, there are some material limitations on the scope of the DPD. Article 3 (2) ex-
cludes any processing in “the course of activity which falls outside the scope of Communi-

ty law”. One example is the processing of personal data conducted for maintaining national

8 DPD, article 2 (b).

8 Bygrave (2014), Chapter 1, section A.

8 DPD article 3 (1).

% Ibid., article 2 (a).

°1 Ibid.

%2 | bid.

9 A recent ruling from the CJEU held that a dynamic IP address constitutes personal data within the meaning
of the DPD, merely on the fact that internet service providers have some ability to identify the subscriber to
the IP address, cf. C-582/14.

% Erdos, p. 3

% Bygrave (2014b), p. 274.
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security. Further, article 3 (2) also excludes processing conducted in “the course of a purely

personal or household activity”.

Article 9 of the DPD also exempts some provisions from processing of personal data con-
ducted “solely for journalistic[,] (..) artistic or literary” purposes, in an effort to reconcile
data privacy with freedom of expression. The exemption for journalistic purposes is the

subject of section 2.3.3.3 below.

Liability for non-compliance with the DPD falls upon the “controller”, defined as the natu-
ral or legal person who “determines the purposes and means of the processing” °®. The con-
troller is responsible for acquiring adequate legal basis for the collection of personal data,
e.g., by obtaining the data subject’s consent®’. The DPD also calls upon the controller to

process personal data in compliance with the data privacy principles presented above®.

In addition, the controller must facilitate compliance with the several rights granted to the
data subject. The data subject has, inter alia, a right to demand access to the collected da-
ta®, as well as rectification or erasure of data in certain instances'®. The controller is also
obliged to inform the data subject about the processing upon the initial collection of the
datal®l,

Transfers of personal data to entities outside the EU and the European Economic Area are

subjected to its own set of restrictions!®?, Transfers to entities in the United States has been

% DPD, article 2 (d).
 Ibid., article 7 (a).
% 1bid., article 6.

9 1bid., article 12.
100 Ibid., section 4.
101 |bid.

102 1hid.
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a contentious topic in the recent years, as the legal instrument safeguarding these transfers
was invalidated by the CJEU following revelations of US mass surveillance!®.

Finally, the DPD provides a framework for establishing supervisory authorities, referred to
as Data Protection Authorities (“DPA”)1%. Bygrave refers to these authorities as “hall-
marks of modern data privacy law”%®. The DPA’s are called upon to oversee the imple-
mentation of the DPD, monitor compliance of public and private entities, provide guidance
and function as a first instance for claims'%. In the case of Satamedia, it was the Finnish

DPA which instigated the legal proceedings.

2.3.3.3 Article 9 - “Processing of personal data and freedom of expression”

Article 9 of the DPD recognizes the conflict between data privacy and freedom of expres-
sion’?. It seeks to reconcile this conflict by exempting several of the DPD’s most im-
portant provisions for processing of personal data “carried out solely for journalistic pur-

poses™108

Chapters 2, 4 and 6 of the DPD are exempted. These chapters respectively regulate the
general rules on lawfulness of processing, transfer to third countries, and the rules on the
establishment and functioning of the DPA’s. Exempting these provisions from its scope,
the DPD recognize they inhabit an ability to restrict journalists’ ability to conduct collec-
tion, interpretation and publication of information in the public interest. An example of this

will be provided below.

103 The Guardian, October 2015.

104 DPD, chapter 6.

105 Bygrave (2002), p. 3.

106 |hid.

107 Recital 37 of the DPD explicitly recognizes the need to reconcile its provisions with Article 10 of the
ECHR, referring to the “right to receive and impart information” guaranteed by that article.

108 DPD, article 9.

21



The exemption applies only to the extent “necessary to reconcile the right to privacy with
the rules governing freedom of expression”%. As such, article 9 calls for an assessment of
proportionality to be conducted in each instance. In their preliminary reference to the Finn-
ish Supreme Administrative Court, the CJEU emphasized that any derogation to protection
of data privacy were only to be applied “in so far strictly necessary”!%, Article 9 calls upon
the member states to ensure proportionality, and to specify the extent of derogations. Sec-

tion 2 (5) of the Finnish implementation reads as follows!!!:

“Unless otherwise provided in section 17, only sections 1—4, 32, 39(3), 40(1) and
(3), 42, 44(2), 45—47, 48(2), 50, and 51 of this Act apply, where appropriate, to the

processing of personal data for purposes of journalism” (authors underlining)**2,

The need for the exemptions provided by article 9 may be illustrated by assessing some of
the provisions of the DPD’s chapter 2. The data subject is granted several user rights which
he or she may call upon the controller to facilitate and comply with. In the instance where a
journalist is conducting an investigation of tax fraud, the journalist would be the processor
while the subject of the alleged fraud would be the data subject.

Article 11 provides the data subject with a right to be informed when the controller collects

personal data from another source than the data subject itself. In such instances, the con-

109 DPD, article 9.

110 C-73/07, para. 56.

11 Interestingly, the Norwegian Data Privacy Act does not include any references to proportionality, cf. sec-
tion 7: “The processing of personal data exclusively for artistic, literary or journalistic purposes shall only be
governed by the provisions of sections 13-15, 36-41, cf. Chapter VIII.”

112 Act 523/1999.
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troller is obliged to inform the data subject of its identity, the purposes of processing and
which categories of personal data has been collected!*.

The user rights are expanded in article 12, which grants the data subject a right to rectify,
erase or even block the processing altogether in some instances!!4. Further, the data subject

has a right to access the collected personal data, and to be informed about the source of
itllS.

Therefore, it is not hard to fathom the consequences such user rights may have upon jour-
nalistic investigations. Their ability to conduct their work would undoubtedly be seriously
hampered if they were subjected to a legal obligation to reveal their findings, the purpose

of the investigation, and their source.

Article 9 plays a vital role in reconciling data privacy and freedom of expression within the
EU. However, striking a fair balance between these two competing interests is not always
easy, as the case of Satamedia illustrates. Prioritizing data privacy may hamper legitimate
journalistic efforts and their contribution to a democratic society, whereas prioritizing free-

dom of expression may cause violations of an individuals’ right to private life.

113 DPD, article 11 (1) a), b) and c).
14 Ibid., article 12 b).

115 |bid., article 12 a), second indent.
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3 Processing of personal data for journalistic purposes —the

case of Satamedia

3.1 Facts of the case

The case of Satamedia concerned two Finnish companies, Satakunnan Markkinaporssi Oy
(“Satakunnan”) and Satamedia Oy (“Satamedia”)'!. The two companies had been working
together, and were owned by the same persons*'’. Since 1994, Satakunnan had been pub-
lishing the magazine “Veroporssi”’, which provided information on individuals’ tax infor-

mation!18,

Information on natural persons’ taxable income and assets is public information in Finland,
subject to the law on public disclosure of tax information®®, This applies to anyone of legal
age with a yearly salary above 10.000 Euros'?°. Those who wish to consult the lists of the
Finnish tax authority are subjected to a surcharge of 0.36 Euro per line of information*?Z,

In 2003, the two companies established a text-messaging service in cooperation with a
Finnish telecommunications provider'??, The service provided access to the entire database
of tax information previously published in Veroporssit?®. At that time, this constituted tax
information on 1.2 million individuals, amounting to roughly one third of the Finnish popu-

lation124,

116 Collectively referred to as «Satamedia» hereafter.
117.931/13, para. 8.

118 |bid., para. 6.

119 Act No. 1346/1999.

120 Tax Justice Network.

121 |bid.

122.931/13, para. 8.

123 |bid.

124 Mihail, section 1.
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By sending a text message, anyone could inquire the database!?®. The Veropdrssi service is
still functional as of writing®?®. The user of the service is charged a variable fee, depending
on how many people he or she requests information on. For example, information on one

person costs 5 euros, whereas information on 40 people costs 100 euros*?’.

3.2 National and European court proceedings

In 2002, the two companies were advised by the Data Protection Ombudsman (“DPO”) to
stop publishing the tax data'?®. Upon refusal to do so, the Data Protection Board (“DPB”)
was requested by the DPO to issue a ban on the two companies’ collection and publishing

of the tax data, both in the Veroporssi magazine and by the SMS-service!?°,

However, this request was dismissed by the DPB. The board found that the activities of the
two companies applied for the exemption for journalistic purposes in the Finnish Data Pro-
tection Act!3°, The DPO appealed the decision of the DPB to the Helsinki Administrative
Court, which in turn sided with the DPB*L, In short, the Administrative Court considered
the activities of the two companies to have a journalistic purpose, emphasizing the fact that

the tax data was publicly available under national legislation3?,

In October 2005, the ruling of the Helsinki Administrative Court was appealed to the Su-

preme Administrative Court. It decided to stay its proceedings in order to request a referral

125931/13, para. 6 and 8.
126 yeroporssi.com.

27 1hid.

128 931/13, para. 9.

129 |bid., para. 10.

130 |bid., para. 11.

131 |bid., para. 13.

132 1hid.
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from the CJEU on the interpretation of the DPD, including its article 9%%2. The referred

questions and the details of the CJEU’s ruling is the subject of section 3.3 below.

Following the ruling of the CJEU, the Supreme Administrative Court reversed the ruling of
the Helsinki Administrative Court'34. The further deliberations of the Supreme Administra-
tive Court are presented in section 3.4 below. The case was referred back to the DPB, with

an instruction to issue a ban on the two companies’ publishing of tax data to the extent they

had published in 200213,

In November 2009, the DPB issued its ban towards the two companies®®®. Satakunnan was
forbidden to publish and forward taxation data to the extent they had done in 2002, whereas
Satamedia was forbidden to collect, save or forward any information received from Sa-

takunnan’s registers¥’.

In December 2009, the two companies received a letter from the DPO. The letter requested
the two companies to indicate what measures they would take to comply with the ban is-
sued by the DPB®28, The two companies replied by asking the DPO under which conditions
they would be allowed to continue publishing at least to some extent!3°. At that time, other
Finnish newspapers were still publishing taxation information, although not to the same

extent as Satamedial4°.

133 |bid., para. 14 and 15.
134 |bid., para. 17.

135 |bid., para. 17.

136 |hid., para. 19.

137 |bid.

138 |hid, para. 20.

139 |bid.

140 Mihail, section 2.1
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The DPO responded by referring to the Supreme Administrative Courts’ ruling and the
subsequent ban issued by the DPB, stating the two companies did not have the necessary
legal right to neither maintain their database nor publish it in the magazine or distribute it
through the SMS-service!4!,

In February 2010, the two companies decided to appeal the decision of the DPB to the Hel-
sinki Administrative Court, which transferred the case to the Turku Administrative
Court'#2, They asserted the DPB’s decision violated the prohibition of censorship in the

Finnish constitution, as well as their right to freedom of expression?43,

The Turku Administrative court reject the appeal, claiming they were not competent to
decide on matters the Finnish Supreme Administrative Court previously had excluded from
their ruling'#4. The Turku Administrative Court referred to the fact that the Supreme Ad-
ministrative Court had explicitly stated that the case did not concern the public nature of

the taxation information, nor the right to publish this information4°,

The case was again appealed to the Finnish Supreme Administrative Court, which upheld
the Turku Administrative Court’s decision in June 201246, Subsequent to these two con-
secutive sets of proceedings in the national courts, the two companies complained Finland
to the ECtHR on December 18™ 2012. The Fourth Chamber of the ECtHR gave its ruling
on July 215t 2015.

141 931/13, para. 20.
142 931/13, para. 21.
143 |bid.

144 |bid., para. 22.
145 |bid.

148 |bid., para. 24.
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3.3 Deliberations from the Court of Justice of the European Union

3.3.1 Questions referred

The CJEU delivered its judgement on December 16™ 2008, after the Finnish Supreme Ad-
ministrative Court had requested requested guidance on the interpretation and application

of the provisions of the DPD*#.

The Supreme Court referred four questions. With their first question, they requested a clari-
fication on whether the activities of the two companies constituted processing of personal
data pursuant to article 3 (1) of the DPD*. The CJEU quickly concluded that the DPD did
apply to those activities'#®. The Court did not find it necessary to consider the third ques-

tion, regarding security of processing operations pursuant to article 17 of the DPD*°,

The Supreme Administrative Court also required the CJEU to clarify whether personal data
files solely containing unaltered information already published in the media, should fall
outside the scope of the directive®!. The CJEU found that the DPD applied equally to all
personal data, regardless of whether it had previously been published or not!%2,

The CJEU emphasized that a general derogation from the DPD for information already in
the public domain would deprive the DPD of its effect. It would be sufficient for any mem-
ber state to simply publish the personal data in order for it to be deprived of the protection
afforded by the DPD%3,

147 C-73/07 Tietosuojavaltuutettu v Satakunnan Markinaporssi Oy, Satamedia Oy.
148 C-73/07, para. 34 (1).

149 |bid., para. 37.

150 |bid., para. 64

51 |bid., para. 34 (4).

152 |bid., para. 49.

153 |bid., para. 48.
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By its second question, the Finnish Supreme Administrative Court sought guidance on
whether the two companies’ collection and publishing of publicly available taxation data,
both in print and by an on-demand text messaging service, would be exempted pursuant to
article 9 of the DPD4,

The outcome of this question relied on whether the activities of the two companies had to
be considered as processing of personal data “solely for journalistic purposes”, pursuant to
article 9 of the DPD®%, If the CJEU were to find that these activities had a journalistic pur-
pose, article 9 would exempt the two companies from a majority of the central provisions
of the DPD.

In relation to this question, the Finnish Supreme Administrative Court also sought guidance
on whether the fact that the data already existed in the public domain would have any im-

pact on this assessment*®®,

3.3.2 Guidance on “solely for journalistic purposes”

The CJEU emphasized that the notion of freedom of expression must be interpreted broad-
ly'5”. The CJEU also provided the following guidelines. First, the exemptions and limita-
tions provided for by article must not only apply to traditional notions of established media,

but to every person engaged in journalism*°8,

Secondly, the fact that the processing activities were conducted for profit-making purposes

did not by itself preclude it from being undertaken solely for journalistic purposes pursuant

154 |bid., para. 34 (2).

155 |bid., para. 50.

156 C-73/07, para. 34 (2).
157 Ibid., para. 56.

1%8 |bid., para. 58.
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to article 9°°. Thus, the CJEU recognised that commercial viability was legitimate and to

some extent necessary in order to engage in journalistic activities.

Thirdly, the CJEU found that the medium used to transmit the personal data is irrelevant!®®,
The CJEU referred to the evolution of technological means of disseminating information,
and thus emphasised the importance of a technology neutral interpretation of the DPD.

In support of the right to privacy, the CJEU found that the derogations and limitations pro-
vided for in article 9 were only to be applied in so far as they were strictly necessary'6!. As
such, the CJEU considered each of the derogations and limitations provided for in article 9

to be subjected to a necessity assessment.

Subsequent to these deliberations, the CJEU found that the activities of Satamedia could be
classified as journalistic activity pursuant to article 9 of the DPD62, According to the court,
the deciding factor was whether the “sole object of [the companies’] activities [was] the

disclosure to the public of information, opinions or ideas™!¢3,

Whether that was the case was left up to the Finnish Supreme Administrative Court to de-

terminel64,

159 |bid., para. 59.
160 |hid., para. 60.
161 C-73/07, para. 56.
162 |bid., para. 61.
163 |bid., para. 62.
164 Ibid., para. 62.
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3.4 Deliberations from the Finnish Supreme Administrative Court

Upon receiving ruling of the CJEU, the Supreme Administrative Court reversed the deci-
sion of the Administrative Court and instructed the DPB to ban the processing activities of
Satamedia, to the extent they had published tax data in 20021,

The Supreme Administrative Court agreed with the CJEU regarding the need for a broad
interpretation of journalism, while at the same maintaining that any derogations from the
protection of privacy had to be kept to what was strictly necessary?6®,

The decisive factor for the Supreme Administrative Court was whether the publication of
the tax information had contributed to a public debate, or whether it had solely intended to
satisfy the curiosity of the readers'®’. This assessment adheres to the established case law of
the ECtHR, which will be further elaborated on below!8,

The Supreme Administrative Court found that the public interest in the tax information did
not justify the publication of the entire database!®®. As such, the Court did not consider the
activities of Satamedia to constitute journalistic activity’®. The exemption in the national

implementation of the DPD was therefore not applicable to them.

As mentioned above, the ban issued subsequent to the Supreme Administrative Court first
ruling was eventually appealed back to the Supreme Administrative Court. The two com-

panies asserted this time that the ban imposed upon them amounted to censorship, and that

185 |bid., para. 17.

166 |hid.

167.931/13, para. 17.

168 See e.g., Von Hannover v. Germany (2004).
169.931/13, para. 17.

170 | bid.
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their right to freedom of expression had been illegally restricted*’*. The Turku Administra-
tive Court had dismissed these allegations, a ruling which the Supreme Administrative
Court agreed with!"2. As such, the second appeal to the Supreme Administrative Court was

dismissed.

3.5 Deliberations from the European Court of Human Rights

The fourth section of the ECtHR delivered its ruling on July 21t 2015. Satamedia com-
plained Finland had violated their rights in accordance with articles 6, 10 and 14. The fol-
lowing sections elaborates on the proceedings related to article 10, as well as the dissenting

opinion of Judge Tsotsoria.

The proceedings regarding articles 6 and 14 fall outside the scope and purpose of this the-
sis. As such, it suffices to mention that the ECtHR found a violation of the right to fair trial
enshrined in article 6 due to the lengthy proceedings before the national courts!’®. The
complaint concerning discrimination pursuant to article 14 was however declared as “mani-

festly ill-founded” and therefore rejected by the ECtHR as inadmissible!’4,

3.5.1 Atrticle 10

Satamedia complained the Finnish government had violated their right to freedom of ex-
pression pursuant to article 10 of the ECHR'™. In their view, the ban had constituted an
interference with this right. Further, this interference could not be considered necessary in a
democratic society, as the published information was already in the public domain pursuant

to national legislation’®,

171 |bid., para. 21.

172 |bid., para. 23 and 23.
173 931/13, para. 92.

174 |bid., para. 107

175 Ibid., article V, section |I.
176 |bid., para. 35.
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Whether there was an interference

Pursuant to the ECtHR’s fixed assessment, it first considered whether the ban imposed by
the DPD constituted an interference with the two companies’ right to freedom of expres-
sion pursuant to article 10177, Satamedia asserted they were banned from processing taxa-
tion information'’8. Such a ban had meant they were proactively prohibited from publish-
ing, and this constituted censorship in violation of the Finnish constitution'’®, The Finnish

government contested this assertion*e,

The ECtHR found that the ban issued by the DPB had not prevented the two companies
from publishing the taxation data altogether'8l. However, it had restricted them from pub-
lishing the data to the extent they had been able to in prior years'®. As such, the ECHR
found that the ban imposed upon the two companies had constituted an interference with

the two companies’ right information pursuant to article 1083,

Whether the interference was prescribed by law and pursued a legitimate aim

The ECHR accepted the Finnish governments view that the interference was based on the
Finnish Personal Data Act, and that the issue for the domestic courts had been whether its
exemption for processing of personal data for journalistic purposes had been applicable for
this instance!®. Therefore, the ECHR accepted that the interference was “prescribed by
law”, and that it pursued the legitimate aim of protecting the reputation or rights of others,

pursuant to article 10 (2)°,

177 Ibid., section 5.02 (b) (i).
178 |bid., para. 42.

179 |bid..

180 |bid., para. 46.

181 931/13, para. 53.

182 |bid.

183 |bid.

184bid., para. 55.

185 |bid., para. 55.
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Whether the interference was necessary in a democratic society

Finally, the ECHR considered whether the ban imposed upon the two companies had been
“necessary in a democratic society”!®. In their submission, Satamedia emphasized that
publishing tax data had been common, frequent and expressly accepted by the Finnish leg-
islator'®’. In their view, there had not been a pressing social need that justified the re-
striction imposed upon them while other publishers had not been subjected to any re-
strictions'®8, Finally, the exemption for journalistic purposes could not be influenced by the

amount of information published?e°.

The Government did not contest the fact that the tax information was publicly available as
such. However, they asserted the publishing had mainly satisfied the curiosity of the read-
ers, which was in conflict with the Personal Data Act'®. In the opinion of the Finnish gov-
ernment, the fact that the information was public did not by itself entail that it could by

published, especially when such publishing did not serve the public interest®®?,

Subsequent to a review on the contents of case law on the necessity-criterion, the ECtHR
presented the criterion developed in the Von Hannover 2 and Axel Springer cases as rele-
vant in the applicable instance!®?. The ECHR considered these relevant as the prior cases
also had considered balancing the right to freedom of expression with the right to private

lifel®,

186 |bid., section 5.02 (b) (iii).
187 |bid., para. 44.

188 |bid.

189.931/13, para. 45.

190 |bid., para. 48.

191 |bid.

192 |bid., para. 62.

193 |bid.
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These criteria are:
1) contribution to a debate of general interest;
i) how well-known is the person concerned and what is the subject of the report;
iii) prior conduct of the person concerned,;
Iv) method of obtaining the information and its veracity/circumstances in which the
photographs were taken;
v) content, form and consequences of publication; and

vi) severity of the sanction imposed

The ECtHR emphasised that the necessity of the ban imposed upon the two companies had
to be established convincingly by the Finnish Government!®*. Whether or not the assess-
ment by the national courts have adhered to the established case law of the ECtHR, i.e.,
adhered to the principles presented above, is material to the ECtHR’s assessment!®. The
ECtHR therefore continued its deliberation by assessing the facts of the case in light of

these criteria.

First, the ECtHR swiftly concluded the taxation data itself constituted a matter of public
interest in Finland®®®. This was due to its publicly available nature as determined by the
Finnish legislator'®’. The ECtHR therefore found that there were justified grounds for the

two companies to publish this informationt%,

194 931/13, para. 64.
195 hid.
196 931/13, para. 65.
197 1bid.
198 1hid.
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The ECtHR did not elaborate on the second and third VVon Hannover criterial®. It restricted
itself to mention that the persons concerned in the applicable instance were both publicly

known and private individuals®,

In its consideration of the fourth criteria, the ECtHR determined there was nothing to fault
the Satamedia for regarding the method of how they obtained the information?°. In fact,
the ECtHR acknowledged that the entire database of tax information had been received
directly from the Finnish tax authorities?%?. Further, the ECtHR recognized there had never
been any dispute between the parties as to the accuracy of the information?%®. Thus, the
publication of the tax information did not entail any risk of false allegations, misrepresenta-

tion or bad faith20%4,

Subsequent to its initial review, the ECtHR reiterated the guidance provided by the CJEU
on the interpretation of “journalism” in article 7 of the DPD?%. It then considered the de-
liberations of the Finnish Supreme Court, finding that it had “examined the case on the
basis of principles embodied in Article 10 and the criteria laid down in the Court’s case-

law208

The ECtHR did note that the only issue for the national courts was the mere extent of the
information published by Satamedia, and that to such an extent could not be considered as

journalism but rather as mere processing of personal data?®’. The Finnish Supreme Court’s

199.931/13, para. 66.

200 1hid.

201 1hid.

202 1hid.

203 931/13, para. 67.

204 |bid.

205931/13, paras. 68 and 69.
206 |bid., para. 71.

207 |bid., para. 68.

36



rationale for issuing the ban on this sole purpose was that it did not consider the public in-
terest to require publication to such an extent?®8, Based on this, the ECtHR noted that the
Finnish Supreme Court found it necessary to interpret Satamedia’s right to freedom of ex-

pression strictly in order to protect the right to privacy?®°.

The ECtHR did not explicitly examine the Finnish Supreme Court’s decision to ban pub-
lishing solely on the issue of the extent of the published data. Rather, it decided to simply
conclude that the Finnish Supreme Court had made an effort to balance the right to privacy
with the right to freedom of expression pursuant to the established case-law of the ECtHR,
leaving the Finnish authorities and courts a broad margin of appreciation by concluding
that the “reasons relied on (..) were both relevant and sufficient to show that the interfer-

ence complained of was “necessary in a democratic society”?%,

3.5.2 Dissenting opinion of Judge Tsotsoria

Subsequent to the ruling by the fourth chamber, a dissenting opinion was submitted by
Judge Tsotsoria?*L. In her view, the ban imposed by the Finnish DPO was not proportionate
to the legitimate aim pursued. Therefore, the interference amounted to a violation of Article
10?12, Subsequent to a brief introduction on the importance of press freedom as well as a
remark to the applicability of the Von Hannover-criterion, Tsotsoria presented several rea-

sons for her dissent.

First, she emphasised and aligned herself with the majority’s conclusion that there was

never any doubt regarding the applicant companies’ “compliance with the standards of re-

208 |hid., para. 70.

209 | bid., para. 71.

210 931/13, paras. 72 and 74.

211 Judge Nicolaou presented a separate, concurring opinion, in which he comments on whether the economic
losses sustained by the two companies constituted a sanction against them, cf. concurring opinion para. 5.

212 931/13, dissenting opinion, para. 1 and 5.
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sponsible journalism and their good faith”?!3, She identified that it was solely the mere ex-
tent of the published information which served as the basis for whether the companies had
conducted journalism or processing of personal data?'4. In her view, the ruling did not suf-
ficiently ascertain that the ban was “necessary for the protection of the right to privacy of

either specific individual(s) or of society as a whole”?®,

Further, Tsotsoria considered the judgment to deviate from established case law finding
violations of Article 10 in instances where national governments have conducted measures
to limit the publication of publicly available information?¢. She also subscribed to the ap-
plicant companies’ assertion that the ban constituted censorship of their ability to publish

information in the public interest, comparing the practice to that of totalitarian states?'’,

Finally, the dissenting opinion criticised the broad interpretation of the right to privacy as
endorsed by the domestic authorities and the majority of the fourth chamber. In Tsotsoria’s
view, the broad interpretation was based upon an “abstract and hypothetical need to protect
privacy”?!8, She substantiated this claim by specifying that there was never any “negative
effect or harm (..) identified as having been inflicted upon any individual, nor had society
been otherwise imperilled through the publication of these data”?'®. A fictional, non-
existing threat to privacy could never justify the restrictions on media freedom imposed

upon the two companies?2.

213 |bid., dissenting opinion, para. 5.
214 |bid.

215 | bid.

216 931/13, dissenting opinion, para. 6.
217 |bid., dissenting opinion, para. 7.
218 |bid., dissenting opinion, para. 8.
219 |bid.

220 |bid.
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A substantial part of the dissenting opinion is designated to the notion of journalism, and
how the majority has interpreted and applied this concept in the applicable case. Tsotsoria
reiterated the central elements of what constitutes journalism, namely collection of data,
interpretation and storytelling??!. Tsatsoria feared the majority’s ruling would lead to an
interpretation of journalism which limits journalists ability to process personal data??2. She
emphasized that the ruling could serve to establish a “quantitative framework™ for deter-
mining limitations upon the press’ ability to publish publicly available information. In es-
sence, the ruling established a link between the notion of journalism, and limitations to

freedom of expression, to the mere extent of information processed by journalist?23,

Finally, Tsatsoria argued the Finnish government should not have been afforded the broad
margin of appreciation it received. The ECtHR should rather have executed its supervisory
function and concluded that the ban on the two companies, and thus their interference with
their right to freedom of expression, had not been necessary in a democratic society pursu-

ant to article 10224,

4 Balancing fundamental rights

4.1 Overview of this section

Section 4 will provide comments and analysis on the case of Satamedia. There are several
topics that could be elaborated on regarding Satamedia, as well as the balancing of data
privacy and freedom of expression. However, elaboration on the full extent of topics raised

by Satamedia is too extensive for the scope of this thesis.

221 |bid., dissenting opinion, para. 9, with further references.
222 |bid., dissenting opinion, para. 9.
223 |bid., dissenting opinion, para. 10.

224 931/13, dissenting opinion, para. 12.
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The following subsections will emphasize the following three aspects. Subsection 4.2
comments on the unique practice of a few Nordic countries of publicly disclosing tax in-
formation. Subsection 4.3 considers the alleged privacy interference by Satamedia. In the
view of the author, the interference did not justify the restriction on freedom of expression.
Instead of pursuing Satamedia for publishing the tax information, the Finnish legislator
should instead have amended the undesired outcome from its law on public disclosure of

tax information.

Finally, subsection 4.4 comments on the role attributed to the extent of information pub-
lished by Satamedia. In alignment with the dissenting opinion, one may argue this reason-
ing could cause an unfortunate and potentially damaging impact upon press freedom and

modern methods of conducting journalism.

4.2 Public disclosure of tax information

The practice of releasing tax information in the public domain is unique to a few Nordic
countries, namely Finland, Sweden, Iceland and Norway??°. Although the means of pub-
lishing and the extent of information available differs, there is widespread consensus that

such information should reside in the public domain?26.

In Sweden, the so-called Tax Calendars are available online for a surcharge of 254 SEK??7.
Each county in Sweden have their own Tax Calendar?®, Norwegian tax lists are available
online free of charge, but those seeking to consult it must log in with their national ID.

Searches are restricted to 500 individuals each month, and the system keeps a log of every-

225 Conversable Economist.

226 The Guardian, November 2016.
227 WatchDog Watcher.

228 hid.

40



one who has viewed certain information??°. Therefore, each person whose information has
been viewed will know who has taken a look. Norwegian media outlets receive digital cop-
ies of the entire list, but are subjected to a contractual clause limiting their ability to publish

the full extent of information in a searchable database?.

There are several legitimate reasons for publicly disclosing tax information, and for keep-
ing the information private. Those advocating public disclosure argue it facilitates transpar-
ency on the national governments’ largest source of revenue, allowing journalists and other
“watch dogs” to scrutinize individuals’ contribution to their community?*!. Public disclo-

sure has also been proven to contribute to more truthful reporting?32.

Advocates against public disclosure cite privacy concerns as their main argument. In their
view, an individuals’ income and wealth are private matters. Public disclosure of tax in-
formation facilitates meddling by friends, neighbours and co-workers. Further, the highest
earners are often profiled in the media, regardless of whether they inhibit a public position
or actively seek attention?®3, While there is a legitimate public interest in tax information,
its disclosure does arguably contribute to the tabloid media’s gossip columns?**. As such, it
resembles the increasingly intrusive practices by the media which Warren and Brandeis

sought legal protection against.

However, the Nordic countries who pursue public disclosure of tax information do so to

combat arbitrariness in their tax systems?3®. Although these countries have strict tax laws,

229 |_ovvedtak 68 (2010-2011).

230 Wessel-Aas, Jon, 2012

231 Wessel-Aas, Jon, 2012

232 Bg, Slemrod and Thoresen. The research showed that public disclosure of tax information increased re-
ported income by 3 %, cf. p. 3.

233 Tax Justice Network.
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methods of tax planning, meaning methods of utilizing legal loopholes to minimize taxes,
are still applied. A transparent tax system contributes to public debate on these issues.

4.3 Can publishing information in the public domain violate privacy?

The ruling in Satamedia is the result of a balancing of two competing interests. The role of
the ECtHR was to consider how the Finnish Supreme Administrative Court had conducted
this balancing assessment, and determine whether the balancing complied with the ECHR
and the case law of the ECtHR?%, The ECtHR sought to identify whether the restrictions
imposed upon the right to freedom of expression had been “established convincingly by the
Supreme Administrative Court™?®’, In those circumstances, the ECtHR needed “strong rea-
sons to substitute its own view for that of the domestic courts”.?® This is an expression of

the margin of appreciation afforded to the national states.

Conversely, if the ECtHR found the restriction on freedom of expression to not be convinc-
ingly established, it could have executed its supervisory function and overruled the Finnish

Supreme Administrative Court?°,

Upon conducting their assessment, the ECtHR observed that the Finnish Supreme Admin-
istrative Court had “attached importance” to the two companies’ right to freedom of ex-
pression, and the right to data privacy for those who had their tax information published?+°.
In the view of the ECtHR, the Finnish Supreme Administrative Court had sufficiently es-

236 931/13, para. 70-71.

237 |bid., para. 72.
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tablished that the interference of data privacy in this instance justified a restriction of the

two companies’ right to freedom of expression?*!,

However, it is not obvious how the publication of tax information constituted a violation of
data privacy to such an extent that it justified the restriction. The ECtHR did not elaborate
on how the right to data privacy was affected. According to the dissenting opinion by Judge
Tsatsoria, there was never any need for measures protecting data privacy?#2. In her view,

the imposed ban was based on an “abstract and hypothetical need to protect privacy”4,

Prior to the publishing by Satamedia, the Finnish legislator had determined that tax infor-
mation should be in the public domain. The practice of the Finnish governments’ public
disclosure of tax information, and whether such disclosure violated data privacy, was not
an issue for the Finnish Supreme Administrative Court nor the ECtHR. The violation of
data privacy which justified the interference with freedom of expression occurred when
Satamedia printed the entire lists and made them available through an on-demand text mes-

saging service.

Critics of the ruling struggle to fathom how dissemination of public information already
made available by the tax authorities could be subjected to restrictions?**. In essence, the
case of Satamedia seems to deal with a national government imposing restrictions on dis-
semination of information it itself determined should be available to the public. According
to Tsatsoria, established case law of the ECtHR does usually not side with the national

governments in such instances?*.

241 |bid., para. 71-72.
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How could the publishing by Satamedia constitute a violation of privacy, compared to the
initial public disclosure by the Finnish tax authorities? One potential answer may be found

in how Satamedia contributed to easier access to the tax information.

In accordance with the established case law of the ECtHR, a violation of data privacy may
be determined on the notion of an individual’s “legitimate expectation” of privacy?*. This
assessment is applied as an objective measurement determining the degree of data privacy
an individual reasonably would expect in a specific situation. Therefore, it may be relevant
to consider whether easier access to tax information surpassed Finnish citizens’ “reasonable

expectations” regarding public disclosure of their tax information.

The ECtHR did not consider this. In applying the fifth criterion from the Von Hannover
ruling, which entailed a broader consideration of the consequences of the publication, the
ECtHR restricted itself to mention that there were neither evidence nor allegations of any

“misrepresentation or bad faith on the part of the applicant companies”?*’.

In fact, the ECtHR did not make any explicit assessment of the violation of data privacy. It
simply mentioned that the Finnish Supreme Administrative Court had ‘“attached im-

portance” to this fundamental right?*®,

It is apparent the extensive dissemination the two companies facilitated made access to the
tax information easier. This is essential for assessing whether Satamedia breached the citi-
zens’ legitimate expectation of privacy. The degree to which information is easy to access
may determine its ability to violate data privacy, with the individuals’ “reasonable expecta-

tion” of how the information were to be disseminated as the determining factor.

246 Case of Von Hannover v. Germany (2004), para. 51
247.931/13, para. 67.
248 |bid., para. 71.
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In other words, the ECtHR could have argued that the augmented dissemination by Sa-
tamedia exceeded Finnish citizens’ “reasonable expectations” of privacy. However, it is not

apparent if this approach would justify the restriction of freedom of expression.

Both the Finnish tax authorities and the two companies provided on-demand access to the
same tax information, and to the same amount of information. Whereas Satamedia pub-
lished through print newspapers and their text messaging service, the Finnish tax authori-

ties provided access through their web page?*°.

Even though individuals could access the information through the tax authorities, it is clear
that distribution of a printed newspaper and by text messaging provided more options on

how to receive tax information, thereby enhancing access to the information.

However, both services charged for inquiries of the database. Conversely, access through
the tax authorities is significantly cheaper than the service offered by Satamedia. Therefore,

the tax information is arguably more accessible through the Finnish tax authorities.

On these grounds, upon comparison with the disclosure practices of the Finnish tax authori-
ties, it is hard to conclude the dissemination by Satamedia violated any reasonable expecta-
tions of privacy. Their dissemination of tax information appears to be more or less equal to

the methods of the Finnish tax authorities.

Instead, the reason for the result of Satamedia seems to lie in how the Finnish national
courts and the ECtHR apply its respective rules on data privacy. Upon balancing data pri-
vacy and freedom of expression, the ECtHR seeks to determine whether an interference of
an individuals’ data privacy justifies a restriction on the right to freedom of expression.

This is the natural point of departure, and the reason for why it seems counterintuitive to

249 Dead For Tax Reasons.
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uphold restrictions on freedom of expression when there does not seem to exist any viola-

tion of data privacy.

The ECtHR were tasked to determine whether the Finnish Supreme Administrative Court
had conducted their assessment in accordance with the ECHR and the established case law
of the ECtHR. However, the Finnish Supreme Administrative Court applied the national
implementation of the DPD to reach its conclusion. Although national courts are obliged to

adhere to the ECHR, they primarily interpret and apply national law.

Whereas the ECHR mainly protects the right to respect for private life in a broader sense,
the DPD takes another, more narrow approach. It applies to the mere processing of person-
al data by a controller. Upon collecting tax information, Satamedia became processors of
personal data, subjected to the restrictions and safeguards imposed by the DPD. The Finn-
ish Supreme Administrative Court determined that Satamedia had right to conduct such
processing. However, this is not synonymous with violating data privacy pursuant to the
ECHR.

The ECtHR appears to simply have agreed with the Finnish Supreme Administrative Court
on the existence of an interference to data privacy, without conducting an explicit assess-
ment pursuant to ECHR article 8. The established public nature of the tax information, and
therefore its detrimental ability to interfere with the data privacy of the Finnish citizens

appears to not be sufficiently established.

Regardless of how the ECtHR reached its conclusion, it might be pertinent to consider the
circumstances of the case in a broader perspective. Specifically, it seems relevant to assess
why Satamedia should bear responsibility for the widespread dissemination of publicly

available tax information.

Granted, they conducted processing of personal data on a massive scale, contributing to

broad accessibility of tax information. However, they did so believing they were exempted
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from the DPD, pursuant to its article 9. As emphasized in the dissenting opinion by Judge
Tsotsoria, the majority “raised no questions as to [Satamedia’s] compliance with the stand-

ards of responsible journalism and their good faith has not been called into question”?%°.

Further, both the Finnish legislator and the ECtHR agreed the information in question was
in the public interest. The ECtHR even stated “there were justified grounds for imparting

such information to the public”??,

In fact, the information was legally obtained directly from the Finnish tax authorities, in
compliance with the Finnish act on disclosure of tax information?®2. Therefore, it seems
appropriate to consider if the Finnish government instead should be held as the liable party

in this matter.

The Finnish legislator had determined tax information a matter of public record. As such, it
had already considered the public interest in the information to outweigh any implications
disclosure would have upon its citizens’ right to data privacy. For this reason it is hard to
fathom the rationale for why the Finnish government went to such lengths to prohibit fur-

ther dissemination of the tax information.

If the government determines information to be in the public domain, meaning it is accessi-
ble for anyone to consult, should it not also be the governments’ responsibility to imple-
ment safeguards restricting unwanted use of that information? It seems highly unlikely the
Finnish legislator could not foresee publishing of the tax information in the manner Sa-

tamedia did.

250 931/13, dissenting opinion para. 5.
251 |bid., para. 65.
252 |bid., para. 66.
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Further, it also appears counterintuitive for the ECtHR to grant the Finnish Supreme Ad-
ministrative Court a broad margin of appreciation without recognizing the role of the Finn-
ish legislator in this matter?>3, It is peculiar that the conflicting practice between the Finnish

legislator and the Finnish DPA’s was not subjected to any scrutiny by the ECtHR.

A similar event occurred in Norway where information on taxable income and fortune, as
well as the amount of taxes paid, is publicly disclosed by the Norwegian tax authorities.
Norwegian newspapers receive digital versions of these files, in order to examine them for
journalistic purposes. Until 2010, most newspapers also made the entire lists freely availa-
ble in searchable databases online>,

This exceeded the degree of public dissemination intended by the Norwegian legislator.
Therefore, an amendment to the law on public disclosure was enacted in 2010%°. Instead of
going after the newspapers for allegedly violating data privacy, the legislator amended the

law to correct the undesired outcome it had caused.

In the opinion of the author, the ECtHR should have recognized the vital role free journal-
ism plays in a democratic society. Instead of imposing restrictions on journalists’ freedom
of expression, the ECtHR should have paid attention to the public disclosure practices in

Finland and the responsibility of the Finnish legislator.

Instead of pursuing Satamedia for its contribution to a debate in the public’s interest, the
Finnish government should have followed the Norwegian example of adjusting the law to

amend its undesired outcome.

253 931/13, para. 74.
254 \Wessel-Aas, Jon, 2012.
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4.4 Does the amount of collected data matter?

This final section elaborates on the role the mere amount of information published by Sa-
tamedia played in the ruling by the ECtHR. As explicitly recognized by the ECtHR, “the
only problematic issue (..) was the extent of the published information™26,

Satamedia published tax information on 1.2 million Finnish citizens. This constituted the
entire database of publicly available information, and exceeded the amount published by
other Finnish news outlets?®’. In the view of the Finnish Supreme Administrative Court, the
public interest in the tax information did not justify dissemination to such an extent. There-
fore, the publishing by Satamedia amounted to processing of personal data rather than

journalism?38,

The ECtHR sided with the Finnish Supreme Administrative Court in this instance, explicit-
ly acknowledging that the mere amount of information published constituted the sole rea-
son for imposing restrictions upon the two companies’ right to freedom of expression pur-

suant to article 10 of the ECHR?29,

This approach is controversial. Judge Tsotsoria emphasized in her dissenting opinion the
risk of establishing a “quantitative framework™ for determining what qualifies for journal-
ism pursuant to article 10 of the ECHR?°, In her view, linking journalism to the amount of
information published entails a risk of “vague and disproportionate” interferences with

freedom of expression?6L,
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In the view of the author, there are two reasons why this approach is problematic. First, the
notion of a quantitative threshold defining journalism appears to be completely unenforce-
able. Established case law of the ECtHR pursuant to article 10 relies on a qualitative as-
sessment of whether the publication contributes to a debate of public interest, or whether it

merely intends to satisfy the curiosity of the reader?62,

Introducing a quantitative criterion not only fails to reflect the qualitative nature of journal-
ism, it falsely assumes a quantitative threshold is possible to determine. If a threshold can-

not be determined, it cannot be enforced.

In fact, the unenforceable nature of a quantitative threshold is exemplified in the case of
Satamedia. Satamedia was banned from publishing tax information to the extent they had
in 2002263, Upon receiving the ban from the DPO, they requested guidance on how much
information they would be allowed to publish. Seemingly unable to provide such guidance,
the DPO merely responded that the two companies lacked legal basis to maintain and pub-
lish their entire database of tax information?%4. This response instigated the second round of

appeals through the Finnish courts.

Secondly, introducing a quantitative criterion risks impeding journalists’ ability to conduct
their work. Satamedia were not only banned from publishing the information they had col-
lected, they were forbidden to “collect, save or process” tax information to the extent they
had in 2002. As mentioned above, no guidance was provided as to how much information
would be deemed acceptable. This resulted in an undefined quantitative restriction being

imposed on the mere collection of information.

262 \/on Hannover v. Germany, para. 60 and 65.
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It is not hard to fathom the potential implications on journalism such a restriction might
entail. In accordance with established case law by the ECtHR, gathering of information is
an essential preparatory step in journalism and a protected part of press freedom?2%°, As em-
phasized in the dissenting opinion by Tsotsoria, collection of data constitutes one of the
“inalienable elements of journalism™?%¢, Limiting the mere collection of information re-
stricts the ability to conduct analysis. This obstructs journalists’ ability to contribute to a

debate in the public interest.

There are several contemporary examples of journalism that exemplify the implications a
quantitative restriction might entail. Leaks of enormous databases of information have con-
tributed to some of the most important journalistic work conducted in the last years?®’. The
Snowden files revealed extensive, world-wide mass surveillance?®®. The Panama Papers
revealed how secretive offshore tax havens are being used by the world’s wealthiest, in-
cluding several national leaders, to circumvent taxes°. The latter instance contained an

unprecedented leak of 11.5 million files.?”®

If one considers the qualitative aspect of these publications, they certainly serve a highly
legitimate contribution to a debate in the public’s interest. However, the publications also
contain personal information which might deeply impact the reputation of those concerned.
Journalists’ ability to determine which information should be published, and what should

remain private relies on these qualitative assessments.
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Establishing quantitative restrictions on the collection and analysis of this data risks imped-
ing journalists’ ability to conduct their qualitative assessment, as the integrity and correct-
ness of the information may become compromised. Being able to see the complete picture
of requires the full extent of information available. Imposing an ex-ante restriction upon the
collection of information from the Panama Papers database would have dramatically dam-

aged journalists’ ability to contribute to a debate in the public’s interest.

5 Conclusion

In the case of Satamedia, the fourth section of the ECtHR sought to balance data privacy
with freedom of expression. In doing so, they have left a trail of conflicts and unanswered

questions behind.

The ECtHR upheld restrictions on freedom of expression based on a non-existing violation
of data privacy. In doing so, they explicitly acknowledged the quantity of information col-
lected by a journalistic entity might constitute the sole reason for imposing restrictions. As
demonstrated above, establishing a quantitative criteria may have profound impact upon

future notions of modern journalism.

Granted, the ECtHR probably did not intend to establish such a dramatic precedence in
their ruling. However, the ambiguity they left behind has undoubtedly caused uncertainty
and concern. Therefore, it is now up to the Grand Chamber of the ECtHR to provide clarity

and foreseeability to the balancing of privacy and data protection.

Hopefully, they will clarify the role played by qualitative aspects in the applicable instance
rather than relying on the mere quantity of information. Further, it would be beneficial if
they closely considered the Finnish legislators’ role in this matter, as well as the lacking
interference with data privacy conducted by Satamedia.
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