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Abstract 
This study provides an investigation of the phenomenon of mutual shaping between 

technologies and law, its conceptual ontological explanation of the interconnected 

abstractions design work, memory, attractor and shaping channel formulated in the 

transdisciplinarity of complex systems in order to address the gaps in the knowledge of the 

socio-technical systems’ area and the fields of Information Systems and Legal Informatics. 

The dissertation also provides a computational systems approach, generated bottom up from 

qualitative data in application of the abstractions to improve them epistemologically.  

Here, transdisciplinarity implies giving equal importance to academic and practical 

knowledge with results delivered in the same proportion. The dissertation provides the 

explanatory and investigatory means to the “integration mechanisms” lacking between “the 

legal” and “the technical” in the socio-technical systems’ research, and demonstrates 

“technology-awareness” and clarity in the definitions used. Besides, this work generates a 

holistic understanding and approaching of multiple professional and research perspectives 

with their equal information and communication weight about what shapes what in techno-

legal interactions, as needed in the field of Information Systems. Finally, the Legal 

Informatics’ field gains from this study a panoramic exploration with parallel arrangements 

across situations as requested, and an approach between the known technology-specific and 

technology-neutral ones, where technology and law are conceptualized symmetrically – 

beyond the traditional regulation-focused perspective of the legal doctrine. 

The corresponding approach to the conceptual explanation of the phenomenon of mutual 

shaping between technologies and law extensively exploits the qualities of the narrative form 

of data for its tagging, time-relevant visualization and meaning-based clustering. This 

approach consists of nine categories of conditional rules with an open ending for its 

replication to N number of datasets for enhanced learning from real-world decisions and 

practices. The approach may subsequently be designed into an Intelligent Decision Support 

System for exploring ongoing and existing design works within the shared legislation, where 

the legal uncertainties shape, and are shaped by, the responsiveness to the technological 

implications, and indicate ex ante effects across ICT design situations. The diversity of expert 

knowledge and perspectives is respected. Further research would imply testing other 

hypotheses and sequences gained from findings on the implementation of the conditional 

rules of the approach to the datasets, which would improve its inseparable theoretical basis of 

the interrelated conceptualizations and enrich the patterned process of co-evolution between 

the asymmetric realms of technologies and law mutually shaping each other. 



 
 

Structure of the thesis 

The thesis opens with a short abstract with the key points of the study, a preface, which 

describes the administrative and financial aspects of this research, information about the 

published articles by the author, and acknowledgements, followed by the five chapters which 

comprise the main body of the dissertation.  

Chapter 1 provides the literature review on perspectives and achievements in the 

interdisciplinary fields of socio-technical systems, Information Systems and Legal Informatics 

with the focus on exploring the relationships between technologies [which are Information 

and Communication Technologies, ICT, in this dissertation]. The objective is to identify the 

trends in research relevant to the topic and highlight calls for further research of the 

disciplines to address in relation to law and ICT. The chapter also describes the empirical 

background of the dissertation, which is Norwegian e-health sector and its legal regulation, 

and the basic challenges involved. The main research question of the study, based on 

observations from the literature review and real-world needs, is then presented.  

Chapter 2 introduces the need to think systemically and holistically in order to learn from the 

academic ideas reviewed, and to judiciously borrow necessary knowledge from other, 

transdisciplinary intellectual achievements of complex systems that cover the gaps of the 

reviewed fields and can trigger creativity in order to generate the answer to the research 

question. The chapter concludes with a set of transdisciplinary abstractions, or 

conceptualizations, which are subsequently used in Chapter 4 to apply to the empirical data.  

Chapter 3 describes the motivation for choosing the empirical material and the main 

methodological tools to process the data, as well as the structure of the research logic at the 

stages of analysis and synthesis in the subsequent work. The chapter aims to motivate the 

chosen methodological basis for using it in generation of the systems approach inspired of the 

transdisciplinary abstractions in Chapter 2 as applied. 

Chapter 4 illustrates the generation of a computational systems approach in application of the 

transdisciplinary abstractions to the empirical data and learning from the process. This chapter 

has two main sections: the generation of the necessary approach for the first time and the 

resulting hypothesis, as responsive to the theoretical inspiration in Chapter 2; and the 

replication of the approach for its learning and improvement in another empirical situation. 

The chapter concludes with the partial confirmation of the hypothesis and explanations of the 

empirical openings for the approach.  
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Chapter 5 provides a detailed answer to the research question, which is given, firstly, in the 

empirical results and, secondly, clarified in definitions and relational connections of the 

applied theoretical conceptualizations, building the complete theoretical framework for 

understanding the phenomenon of mutual shaping between technologies and law; and, thirdly, 

the contents of the systems approach are provided in its circularity and openness. The chapter 

also contains the reasoning for practical implications of the research for daily work of IT 

designers, managers, lawyers, consultants and other stakeholders, whose perspectives are 

included in the operational conceptualizations and approach. Among the discussed practical 

implications, a vision is given of the possible objectives and functionalities of the Intelligent 

Decision Support System (IDSS), which the generated approach in this study may be 

programmed into as a product within language technologies. In conclusion the chapter 

provides four key limitations of the study, followed by calls for further research and new 

exploratory questions arising out of the analysis and synthesis in Chapter 4 that could be 

useful to answer when designing IDSS as a technology. 

The research has five attachments – A, B, C, D and E – each of which is a necessary and 

inseparable part of the systems approach and understanding of the explored phenomenon. The 

attachments should not be considered as additional information or texts of minor importance. 

The only reason why the information that these attachments possess is placed at the end of the 

research is its length and breadth – the properties of a complex and detailed investigation. 

The ethical declaration, provided at the end of the dissertation, clarifies how the empirical 

materials of this study have been protected and managed. 
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A warm-up story 

Mutual shaping between technologies and law is a complex phenomenon which has many 

diverse aspects and is challenging to untangle: What shapes what, when, why and how? The 

phenomenon may take place in any area regulated by law and dealing with technologies. In 

this research, I will focus on Information and Communication Technologies, but not limit 

myself epistemologically within just these. I open my study with an example of observation 

on complexity, where the phenomenon of mutual shaping between technologies and law 

obviously reveals itself to the world. 

From the early 1960s up to 2000s, magnetic cassettes were the leading carriers of audio data 

and one of their key features was the ease with which commercial music could be copied onto 

blank tapes, usually for personal use, but, at the end of 1970s, compact discs (CDs) became 

the general format. I remember in 1999 listening to Metallica on magnetic cassettes, and 

Metallica have always been one of my favorite bands. In spring 2000, Metallica filed a suit 

against Napster, a web-based startup, which had been established by a 19-year-old college 

student Shawn Fanning for simple and fast sharing of music among friends (Marshall, 2002).  

At that time, CDs were usually technologically unprotected against copying their data into the 

mpeg- and mp3-audio formats, whereas magnetic cassettes had usually two small plastic 

plates on the top of their corpuses as tools for tape-recorders to allow copying or deletion of 

the data. Moreover, tape-recorders had often two decks – one for playing and another for 

copying the data. What Napster proposed was peer-to-peer sharing of mp3-audio files with 

music; the conceptual idea of this technology implied “trade” or exchange of audio-files 

between computers, which belonged to the users registered online at Napster, so that Napster 

provided communication between the user machines, but did not have their own file database. 

Technologically, such a “trade” was copying files by one user from the machine of another 

user, where both users were aware of this (Carroll, 2002). Such a practice resembled tape 

copying. Woodworth (2004, p. 168), in his research on the case of Metallica and Napster, 

quotes the opinion of the New York Times from December 2001:  

Before the Internet, it was almost inconceivable that the recording industry would charge 

an individual with copyright infringement for making copies of a CD for a few friends, 

though the practice was widespread. Even after it became apparent that millions of 

“friends” were copying one another’s material over the internet, the entertainment 

industry preferred to pursue companies like Napster that  served  as  hubs  for  the  sharing  

of  music  and  movies.  
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The core disruption of the music-shaping practices became doing this via the Internet, which 

made such sharing massive. The case raised a series of discussions on diverse topics: whether 

Metallica, being so rich, should complain about fans sharing their music for private purposes; 

or whether the “trade” services by Napster resembled trading of commodities rather than 

pieces of music art, and what was “artistic enough” to distinguish trading of any audio-files 

from audio-files with data protectable by the copyright legislation and authorship. The first 

stream of discussion was raised by the proponents of Napster, who called it disruptive 

innovation (Carroll, 2002): a game-changing user-friendly technology of digital music and 

information flow. To this category belonged users themselves and investors. The second 

stream of discussion was supported by the musicians of Metallica and other known artists, 

such as Eminem, Madonna and Dr. Dre. In particular, Woodworth (2004, p. 169) relates an 

extract from an interview with the leader of Metallica, James Hetfield, whose opinion was:  

...we are definitely NOT trying to stop any legitimate trading of fan things on Internet ... 

We love the idea of core fans trading things, whether it be a live show from Greenland or 

Kirk’s sweaty underwear [Kirk Hammett is Metallica’s solo guitarist]. But I think the real 

fan knows that the Napster thing could kill ... music as we know it ... It’s a very clear case 

of the middleman being cut out... 

To expand this comment, Marshall (2002, p. 1) quotes the drummer, Lars Ulrich: “It is 

therefore sickening to know that our art is being traded like a commodity rather than the art 

that it is”. Such arguments strengthened the understanding of artistic work which the 

Copyright law was made to protect. Ulrich continued by saying that “we want to control how 

that’s done [file sharing], just like we’ve always controlled what we make. We object to 

companies that take the liberty of providing that access without asking us” (Woodworth, 

2004, p. 168). In this regard, the property of artistic work would imply also the ownership 

right of its authors who want to be informed about the use of their work and provide their 

informed consent to this. These arguments undermined the position of Napster, and in result 

Metallica won the case. Nevertheless, discussions on the mutual relationships between 

technologies and law continued.  

The case of Metallica and Napster clearly illustrates that the relationship between ICT and 

law is highly complex in terms of what exactly is understood how and what implications it 

has on whom, and what relationships other meaningfully issues have with the challenge. The 

phenomenon requires its own dedicated focus from researchers interested in it. Generation of 

an understanding of how ICT and law shape each other mutually (and its exploration in detail 

and with respect to time as a crucial factor) is the ambition of this dissertation. 
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1 Research background 

[enter password] 

SNOWFLAKE 

[confirm password] 

SNOWFLAKE 

[error: passwords must match] 

Internet humor 

1.1 Academic setting 

For the last decade, researchers have pointed to the interest in understanding the phenomenon 

of mutual shaping between technologies and law. Studying this would imply building a sound 

theoretical architecture that speaks with rich empirical material and results in a corresponding 

approach. Attempts to achieve this aim have taken place, but the literature review shows that 

a concrete explanation of the phenomenon and a corresponding approach have not yet been 

delivered, and this is the main challenge of this dissertation to address. The research question, 

therefore, would be: How do technologies [ICT] and law mutually shape each other? 

I found, while reading the literature and talking to practicing experts, that there have been 

diverse expressions used close to “mutual shaping between technologies and law”, such as 

“techno-legal interplay” or “ – relationships,” or “influence of technologies and law”. Those, 

who usually have most interest in understanding the phenomenon, include technology 

designers, managers and lawyers, other professionals supporting the work of these (section 

1.2), as well as researchers and contemporary philosophers (section 1.1). In terms of 

technologies, this research focuses on Information and Communication Technologies (ICT). 

In this chapter, I explore the interdisciplinary fields of Information Systems (IS), the socio-

technical systems and Legal Informatics. The discipline of IS studies design and 

implementation of ICT in organizations, whereas a sub-discipline of Law – Legal Informatics 

– has been broadly concerned with understanding how the use of technologies should be

regulated and what impact the technological implications have on law. However, first and 

foremost, I will review the field of socio-technical systems, which provides the theoretical 

and philosophical understanding of the research.   



 
 

These knowledge areas – the IS field, Legal Informatics and socio-technical systems – taken 

together, help to frame the path to understanding the phenomenon of mutual shaping between 

technologies and law, provide clarifications on what is missing in the understanding of the 

phenomenon, and inspire us to design a systems approach to studying it. 

1.1.1 Socio-Technical Systems 

“Socio-technical systems” is a field in science which, simply speaking, conceptualizes socio-

technical interactions at large. I review the area of socio-technical systems to learn about the 

varying perspectives it encompasses and which are useful to understanding and exploring the 

phenomenon of mutual shaping between technologies and law. This field has two main 

streams of thoughts, if focusing on “the technical” and “the legal” – a philosophical and an 

algorithm-oriented direction for design of expert information systems. 

Enid Mumford (2006, p. 317) claims that the knowledge area on socio-technical systems is 

“more philosophy than a methodology” since its purpose is to philosophize on what is “the 

social” and what is “the technical” and what relationship these hold to each other. The main 

reason for the emergence of the socio-technical systems’ field is the acknowledged fact that 

working on technologies has become “complex and difficult”, if not to say “messy” 

(Mumford, 2000, p. 128) in regulation, expertise and the economics around it. The discourse 

on the relationship between the social and the technical is aimed at providing a perspective on 

co-evolution between these two in integration “so that they increase their performance 

reciprocally” (Fischer & Herrmann, 2011, p. 2). Nevertheless, it is also recognized in socio-

technical systems that there is an important theoretical challenge to deal with: “how to explain 

how this integration can happen, by which factors it is influenced, and how it can be 

observed” (Fischer & Herrmann, 2011, p. 4). For the purposes of finding those factors and 

mechanisms for the observation of socio-technical co-evolution, basic definitions are 

provided of what to consider as “the technical” and “the social”, and how they interact, in 

order to theorize on their relationships. 

In particular, by the “the technical” Fischer and Herrmann (2011, p. 3) mean “computers, 

networks, and software” whereas by “the social” they mean “people, procedures, policies, 

laws, and many other aspects”. Vagueness about what these “many other aspects” allows the 

field of socio-technical systems to define and re-define “the social” and “the technical” 

flexibly. Mumford (2000, p. 127), for example, applies the logic of exclusion to these 

definitions: “the technical” is “those of non-human parts of the system” which would 

logically mean that “the social” are human parts of the system. Another interesting version is 
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proposed by Whitworth and De Moor (2003, p. 31), who state that “the technical” would be a 

“higher” system that is software of data and program structures, and a “lower” system that is 

hardware of chips and circuits, where the former depends on and directs the latter towards 

certain requirements. The general definition of “the technical” by Whitworth and De Moor 

(2003) is information systems; “the social” is “the social interaction of people to generate 

human meaning which directs their activity” as “based on exchange of factual, interpersonal 

and group information”. The authors highlight the notion of a “socio-technical gap” as the 

difference between the social needs and the capacities of the technical aspect – this informs 

the space of legitimate implications for design. In this understanding of “the social” we can 

recognize a special role for law, which Whitworth and De Moor (2003) interpret only as 

criminal law that involves “two parties in conflict (prosecution and defense)” without any 

reference to civil and agreement law, which is usually the domain of technology design.  

My intention in using these interpretations would be to focus on “technology” meant to be 

ICT, and “the social” presumably meant to be law as the whole legislative system of a country 

– something that does not contradict the philosophy of the socio-technical systems. Besides

philosophical observations over “the social” and “the technical”, the field of socio-technical 

systems provides ideas on the phenomena based on empirical evidence.  

Kroes et al. (2006, pp. 2-3), while telling us about systems engineering as a real-world 

process, acknowledge the use of socio-technical systems as relevant theoretical knowledge 

because of its “hybrid nature ... constituted by different kinds of elements, intentional and 

non-intentional: social institutions, human agents and technical artifacts.” The authors 

highlight the direct relationship between systems engineering and systems theory, which they 

connect via the knowledge area of socio-technical systems: “just as systems theory since its 

beginning has been plagued by the question how to separate a system from its environment or 

context, the field of systems engineering has been confronted with a similar question about 

engineering systems. How are boundaries ... to be drawn?” Empirical explorations and 

concrete design aims set at solving real-world problems, while using theoretical input of 

socio-technical systems simultaneously, determine implication areas of research results and 

guide answers related to understanding co-evolution between “the social” and “the technical” 

as one complex system.  

Stubkjær (2006), in turn, studies a cadaster as a parcel-based geographical information 

system, which keeps records on immobile property, in relationship to the statutory law of the 

United Kingdom. The empirical problem of the cadaster is that its legal definition has 

multiple interpretations and, therefore, does not make sense to most lawyers. That is why 



Stubkjær (2006) highlights the importance of having a so-called “development perspective” 

and applies his understanding of “socio-technical system” to “the organization of labour 

relative to technology” – something like what is going on around the process of increasing 

complexity in combination of simple technical elements into a device and simultaneously of 

co-design of the manufacturing organization. In this regard, the study attempts to recognize 

the boundaries between the “social” and “the technical” in the socio-technical system of 

designing a cadaster. Stubkjær (2006) claims that there are three basic categories of elements 

that build the system: technical elements, which are both physical material and information 

entities interpretable by the second category, which describes actors with collective 

intentionality to design a device and representing organizations, groups, authorities and right 

holders, and the third category, which are social elements that are “legislation and other 

rules”. Thus, in attempts to understand boundaries between “the technical” and “the social”, 

there have been ideas that “the social” may be both professional actors in designing “the 

technical”, which is an ICT and the legislation around it: each of these empirical areas may be 

studied as one complex system of information and physical matter. 

Despite the clarity of the involved categories of elements in the socio-technical system of co-

evolution between “the technical” and “the social”, the approach by Stubkjær (2006) lacks 

acknowledgement of time, which is necessary to include in the approach for studying the 

empirical phenomenon as a process. This problem may relate to the call by the author for 

further research: there is a need for concrete terminology or concepts based on natural 

language, with respect to multiple meanings of the same things, as well as the need for a deep, 

accurate research approach for studying relations among the three categories of elements 

representing technology, design experts and law. Such a solution, claims Stubkjær (2006), 

should be engineerable and multi-disciplinary. 

Another stream of the socio-technical systems’ field, as mentioned at the very beginning of 

this section, is focused on empirical exploration of socio-technical phenomena on 

computational, algorithmic basis, where results of research get designed as technologies. For 

instance, Hoffmann et al. (2011) describe the development of an approach for ubiquitous 

computing application, which they later call the VENUS Development Method (David et al., 

2014) for legal analysis. The authors define “ubiquitous computing” as “a computer 

augmented real environment in which small and distributed computing devices assist and 

enhance interactions between humans and the real world” (Hoffmann et al., 2011, p. 2). By 

emphasizing the impact of user-friendly interface and automated capturing from text, the 

authors describe how they designed an entirely law-focused solution that generates legal-

requirement patterns by regular expressions of Computational Linguistics, which describe all 



5 

possible minimal requirements for technology design that an actual legislative corpus and 

available legislative proposals allow. In addition, the VENUS Development Method tests the 

usability and trust degree of the technology. The basic algorithm used for the VENUS 

Development Method is the KORA approach, which provides concretization of requested 

legal terms and statements based on excessive systemic, hierarchical and analogical 

interpretation of an already existing legal corpus (David et al., 2014). This is similar to 

sharping patterns on pictures, while working with Photoshop.  

Although both these solutions – the VENUS Development Method and the KORA approach – 

may be useful for technology designers, these algorithms do not provide answers to how the 

technology in the ongoing design process may influence legislation, since only a legal corpus 

is taken as a dataset, so only legal shaping of technologies is addressed in the study. Besides, 

the authors assume clarity of legislation as a crucial factor for its influence on technology 

whereas, in real life, the lack of legislation may cause technologies to emerge and develop 

and, by this, shape legislation, as we find later in the “technology-neutral” model of legal 

regulation in Legal Informatics (section 1.1.3). Nevertheless, Hoffmann et al. (2011) 

acknowledge explicitly that the relationship between technical aims and legal requirements 

has to be considered further. In subsequent research, they still lack conceptualized technical 

elements, and approach technical documents in designing technologies only for matching 

semantic clarity with legal corpus (David et al., 2014), as was planned earlier. Besides, in 

elaboration of their VENUS Development Method, Hoffmann et al. (2011) underestimate 

information which comes from expert knowledge on law and technology, so implying that the 

idea that shaping between technologies and law may be mutual is underrepresented. 

The case of normative i* modelling describes another case of legal shaping, but this time, in 

addition to technologies, it is claimed that law shapes the behavior of actors (Siena et al., 

2008). This technology is employed in an empirical case of the food industry in the European 

Union, and, in particular, the traceability of food chains. The research investigates interaction 

between meanings in legal norms and the behavior of actors in an empirical situation, where 

discovery and integration of legal requirements are the main concepts in the theoretical 

assumptions. Among classification categories of elements in the socio-technical system of 

food chains, Siena et al. (2008) recognize the actors, and process elements of their actions and 

goals. Although the theorized socio-technical system completely lacked any technical 

elements, the authors state that their i* modelling method may be used to “explore the finer 

details to discover important system properties and final specifications” of actions (Siena et 

al., 2008, p. 12). Since these actions can be anything, we can assume logically that these may 

also be designing a technology. However, this is only an assumption, since the method of i* 



 
 

modelling employs basically the terms of the food policy of the European Union, standards, 

legislation, recommendation and guideline resources. Siena et al. (2008), in turn, call for 

enhanced bottom-up development of their perspective in synthesis of elements and use of the 

natural language processing tools in it.  

It is interesting to mention that in the studies of socio-technical systems it is recognized that a 

focus on regulatory influences on processes and technologies tends to bias the design of 

approaches towards “the social”. Bendrath and Mueller (2011) claim, for example, that if a 

socio-technical systems’ study wants to solve a real-world problem, which is important to 

humans as the main actors of the system, the solution will anyway be “technology-aware”. 

The field of “social shaping of technology” (Donald & Wajcman, 1986; Pinch & Bijker, 

1987) builds a sociological perspective on technology as an object of study. In the socio-

technical systems’ research, the “social-shaping of technology” has been criticized for having 

no limits to the flexibility in interpretation of artifacts – both social and technological. In 

particular, Geels (2004) calls the researchers in the described knowledge direction to be more 

scientific, as well as to explore contemporary technological possibilities. In order to find the 

missing limits for interpretation of “the social”, as Geels (2004, p. 904) claims, it should be 

recognized that “rules do not exist as single autonomous entities ... instead, they are linked 

together and organized into rule systems”. Even while doing policy analysis about social 

influence on technologies, the researcher has to refer to the core sources of the policy impact, 

such as political freedom, technical simplicity and economic openness (Bendrath & Mueller, 

2011) as qualitative measurement of the reality. Thus, interpretation should come from 

knowledge of the studied area and how things are related there. Naturally, this will bring the 

necessary limitations to data interpretation. 

Building relationships between “the social” and “the technical”, as Geels (2004, p. 904) 

highlights, may be done with respect to cognitive routines, which helps make sense of 

meanings between “values, norms, role expectations, duties, rights, responsibilities” and 

simultaneously “exemplars, technological paradigms and technological frames of engineers in 

firms and technical communities” via “schemas, frames, cognitive frameworks ... words, 

concepts ... to select and process information” so that “the social” and “the technical” are 

equally respected. While highlighting the weight of “the technical” in the socio-technical 

systems as complex dynamic processes, to complement Geels (2004), Woodhouse and Patton 

(2004, p. 5) claim that “better explanations require conceptual tools that allow us to think 

systematically about complex and simultaneous causation as people and technologies 

interact”. What are these tools that allow respecting “the social” and “the technical” 

systemically and symmetrically, and professional opinion, to characterize the design process? 
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Socio-technical systems’ field recognizes primarily algorithm-based tools for exploring “the 

social” and “the technical” in processing of natural language. Processing of natural language 

is acknowledged in detecting conflicts of interest within organizations, namely in “a situation 

where an actor, such as a public official or a delegate, has competing professional and/or 

personal interests that make it difficult to achieve his duties fairly”; an algorithm which 

classifies this problem as a socio-technical system is designed to “warn the designer on (all or 

only) the situations that may be harmful for some actor of the system”. Conflicts of interest 

lead to biased, wrong or unprofessional decision-making in designing a technology (Giorgini 

et al., 2006, pp. 2-3). The datasets for this algorithm to process would be qualitative data of 

communication between actors involved in the socio-technical system and the analysis of 

their dialogues. The solution, besides highlighting the conflict of interests, indicates also 

potential risks of this problem, so it provides an ex ante vision on a situation. 

Another relevant study of the socio-technical systems’ area, which resulted in an algorithm 

for natural language implications, describes a so-called “deep packet inspection” information 

system which embeds functionalities of network security, bandwidth management, 

governmental surveillance, content regulation, copyright enforcement and advertisement 

injection. This technology scans data transfer on the Internet (Bendrath & Mueller, 2011), and 

the algorithm is designed to respect technical flexibility, political freedom and economic 

openness. Amongst the conceptual categories of the algorithm, there are codes explicitly 

expressing interests of actors, modes of interaction in organization, political interaction and 

governance regimes. The major disadvantage of the solution is equalizing political 

interactions and laws, for these two are entirely different social systems, to speak about them 

professionally. However, in comparison to politics that has a game-based logic (Ozanne, 

2016; Peters, 2015), laws are designed with respect to social needs and general acceptance 

(Boe, 2010; Pigolkin et al., 2005) – this is something that Bendrath and Mueller (2011) have 

failed to recognize. Nevertheless, the socio-technical study of the “deep packet inspection” 

technology claims to employ regular expressions as the main technical tool for empirical 

implications (Bendrath & Mueller, 2011), and this is the area of Computational Linguistics 

and Natural Language Processing (Jurafsky & Martin, 2009). 

In addition, Compagna et al. (2009) describe the case of the SI* Modelling Framework, which 

they also call Smart Items Infrastructure for healthcare systems. It employs the concepts of 

actors, goals and resources in order to examine existing security and privacy issues in ICT 

within organizations working with healthcare provisions. The framework tests engineering 

solutions for fulfilling legal requirements, and the structure of the SI* Modelling Framework 

is tightly related to management and handling of patient data by use of ICT in hospitals. 



 
 

Again, the focus of the socio-technical relationship falls on the legal influence on decisions, 

and not really on the mutuality between technologies and law. Besides, not all legal branches 

are involved in the processing of data by the algorithm, but only data security. Nevertheless, 

the research acknowledges the use of the Natural Language Processing tools here, as well as 

calls for subsequent development of the technology within the area of Artificial Intelligence. 

To sum up the review of the socio-technical systems’ field above, the means of connection 

between the design of ICT in practice and systems theory (Kroes et al., 2006) allows applying 

high-abstraction to theorize about shaping between technologies and law, and adapting this 

theorization to particular problem-solving of a study. ICT and law can be understood as 

information: principles, definitions, functionalities, values, norms, sanctions, etc.; and 

physical matter: hardware and other physical details needed in design (Stubkjær, 2006). 

Mutual shaping between technologies and law may also be understood as a complex system 

(Kroes et al., 2006; Stubkjær, 2006; Woodhouse & Patton, 2004). In this complex system, 

there is a need to acknowledge time as a factor (Marshall, 2002; Stubkjær, 2006) and, thus, to 

understand the phenomenon of mutual shaping between technologies and law as a process, 

where time is an important factor. This shaping effect may be caused by transfer of 

information among the experts designing the ICT device, so the human component in the 

phenomenon needs to be considered (Geels, 2004). Therefore, subsequent, emergent ideas 

related to mutual causation may be used for understanding the phenomenon (Woodhouse & 

Patton, 2004). Inspiration for this shall necessarily come bottom up from the empirical, real-

world data (Siena et al., 2008), where technologies, law and expert knowledge are taken in 

synthesis with acknowledged limitations in their interpretation (Geels, 2004). Methodological 

means to limit interpretation of data will come from taking law and legal norms as a system 

(Geels, 2004), where its elements meaningfully co-define and co-relate with each other, 

having their own role in the regulation of social relationships, including those in designing 

ICT. As practical, applied socio-technical systems research has shown, the law has been 

treated as a system that shapes the design of ICT (Compagna et al., 2007; David et al., 2014; 

Hoffmann et al., 2011; Siena et al., 2008), but technological elements were not given an equal 

role as information, which in turn can shape the law by its own informational input – and this 

is acknowledged in the research (Hoffmann et al., 2011; Siena et al., 2008). Thus, this 

problem must be solved with consideration that the socio-technical systems’ field requires 

“technology-awareness” from its subsequent studies (Bendrath & Mueller, 2011).  

The need for addressing human communication and dialogues, when there is studied a socio-

technical systems’ phenomenon, has also been recognized (Giorgini et al., 2006). The level of 

conceptualization regarding the professional impact of experts in the socio-technical 
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phenomenon should correspond to a certain degree of neutrality from the researcher, who 

should be capable of exploring phenomena with respect to social and general acceptance that 

could be approved by the human values behind the legal system (Bendrath & Mueller, 2011; 

Boe, 2010). Approaching this should stipulate qualities of the required solution as 

engineerable and multi-disciplinary (Stubkjær, 2006), but neutral to thematic situatedness – 

be it music or healthcare (Woodworth, 2004). Ideally, as attempts taken within the applied 

socio-technical systems’ research, the solution should strive for augmenting the real 

environment and enhancing interactions between humans in practice (Hoffmann et al., 2011).  

As communication among experts, as well as forms of information and matter describing 

technologies and law, take the form of qualitative data, language technologies have been used 

to design answers to the questions in the socio-technical systems’ research. In particular, these 

language technologies are regular expressions of Computational Linguistics and Natural 

Language Processing (Bendrath & Mueller, 2011; Compagna et al., 2009; David et al., 2014; 

Giorgini et al., 2006; Hoffmann et al., 2011; Siena et al., 2008) with potential for further 

development in the area of Artificial Intelligence (Compagna et al., 2009; Compagna et al., 

2007). The language technologies and computational intelligence allowed researchers to 

design answers in the socio-technical systems that can provide ex ante views on certain 

empirical situations where information has been expressed once and then processed further. 

Since the phenomenon of mutual shaping between technologies and law may be understood 

as a process (Stubkjær, 2006), the ex ante quality of approaching it can be addressed. 

One of the major weaknesses of the socio-technical systems in terms of implications for this 

study, which intends to understand the mutual shaping between technologies and law, is that 

there seems to be no concrete mechanisms of how the ex ante effect may be discovered from 

the data. Moreover, seeking a conceptualization of “shaping” between technologies and law 

gave no results because it is simply lacking: epistemologically, it is impossible to define the 

connections between “the technical” and “the social” which are claimed to exist.  

Thus, the core argument derived from reviewing the socio-technical systems’ area is that the 

phenomenon of mutual shaping between technologies (ICT) and law should be understood 

first of all as a complex system, where ICT and law co-design each other and, so to speak, and 

indicate the weaknesses of each other as time flows. This happens by the professional 

knowledge being expressed in this process, and the variety of this knowledge is of crucial 

importance for us to understand how the mutual shaping of the interacting realms happens. 



 
 

In terms of the corresponding epistemological achievements of the reviewed socio-technical 

systems’ literature relevant to the topic, none of the papers provides transparent explanations 

of computational models they claim to have: the mentioned results of the socio-technical 

systems’ field remain as philosophical observations, so that their replication is simply 

impossible. That is why the generated understanding of the mutual shaping between 

technologies and law will employ the highest level of conceptualization, found in 

transdisciplinarity. Going for this will encourage the transparency of borrowed knowledge, 

which has been lacking in the socio-technical systems, and address the calls for further 

research, as concluded in the summary of this section. 

1.1.2 Information Systems 

One of the most straightforward research areas, which touches on understanding the social 

and technical aspects of life, is the interdisciplinary field called “Information Systems” (IS). 

Studies in this field primarily address organizational and managerial aspects of design and use 

of ICT. Without exaggeration, one can claim that attempts to understand the relationships 

between technologies and law in this area of research have been numerous.  

Simultaneously, there is little understanding of what mutual shaping between ICT and law can 

be. According to the literature review I undertook for my research, there are three streams of 

perspectives, which describe existing visions on the phenomenon I study: 

1. Technology (ICT) plays an important role in a story, whereas law is only a part of 

other important factors – the pattern is that ICT shapes its regulation including law; 

2. Law, often with moral norms, has the main role in a story, whereas ICT is what law 

deals with – the pattern is that law shapes ICT; 

3. Law in relation to ICT is studied together with economics; or with policies; law and 

technologies are studied together with economics and the social environment in 

general – the pattern is that, besides ICT and law, there are many other factors of 

shaping, such as economics, policies and politics, other regulations. 

In other words, the understanding of mutual shaping between technologies and law is not 

really represented in the IS field: the reviewed studies are either one-directional, where only 

law or only ICT is in analytic focus, or with law and ICT sharing a focus with economics and 

policies, which on their own are highly complex environments. What unites these three 

streams of IS research about ICT and law is that all the papers are case-based and specific to 

certain environments, situations, regulatory branches, technology types, etc. 
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The first-mentioned category, with technology in focus and law being only a part of the story, 

addresses a set of very specific issues relevant to particular contexts, but it does not form 

concrete categories of problems. Issues in the studies of the first category relate to e-

government technologies as ICT for the public sector and social inclusion and their licensing 

recommendations in Australia (Letch & Carroll, 2008), e-government in relationship to 

disabled users in the United Arab Emirates (Kamoun & Basel Almourad, 2014), nationwide 

implementation of e-government in relation to the Electronic Transaction Law of Jordan 

(Ciborra, 2005), accessibility of web services by impaired and disabled people with an 

overview of legislation around in the Anglo-Saxon world (Adam & Kreps, 2006), and e-

services for voting and trust in them in Brazil (Avgerou, 2013). Among the topics, there is 

also a “web tool supporting the production of concise group reports that give their readers an 

up-to-date and credible overview of the positions of various stakeholders on a particular 

issue” – the Group Report Authoring Support System – and access that denies some of its 

technical elements by law (Heng & De Moor, 2003, p. 331); security of the individually 

identifiable micro-data in healthcare services in relation to the privacy laws of the United 

States (Garfinkel et al., 2007); individuals’ location and tracking in a variety of technologies 

of movement recognition and American privacy law (R. Clarke, 2001); the concept of “digital 

persona” and its dimensions of the legal problems in collecting massive personal data (R. 

Clarke, 2014); the social computing phenomenon and intellectual property law providing an 

influence on business and organization strategies (Parameswaran & Whinston, 2007); 

efficiency of transport systems by use of computing and privacy law in enforcement in the 

United States (Agre & Harbs, 1994); and the technical possibilities for pirate copying within 

actual legal restrictions (Bauxmann et al., 2005; Siponen & Vartiainen, 2004).  

Each work in this research stream is a specific case study, which implies an audience with 

certain interests in the topics rather than intentions to grasp the nature of the phenomenon of 

the mutual influence between law and technologies. This discourse addresses the challenges 

of certain functionalities, mechanisms or use of ICT, but lacks universality and is usually set 

within particular territorial or organizational contexts. Such research can be very relevant to 

other projects, practical and theoretical, which share the same or similar contexts of operation. 

Nevertheless, such research may become obsolete in five or ten years due to changes in the 

contexts and improvements in the described technologies all over the world, simultaneously. 

Parameswaran and Whinston (2007) highlight in their study that the development of advanced 

methodologies and, eventually, approaches will become a priority in the IS field to make it 

keep pace with the real-world development, or be procedural. They recognize that the mutual 

influence, or shaping, between ICT and law can be seen as a process. 



 
 

The second category of techno-legal studies in the IS research, where law (usually together 

with other regulatory mechanisms) dominates in analytical focus, varies in the legal topics 

and branches of legislation examined in relation to novel ICT and their use. The main issues 

in this category are, for example, privacy as an example of a complex socio-technical network 

of smart grids anonymized for the research (Goel, 2015); a variety of norms including 

religious, moral, cultural and legal, classified for implementation of the so-called “Model of 

Adoption of Technology in Households”, addressing sociological and psychological 

challenges of the technology in regulation (Bosch et al., 2011); problems of intellectual 

property rights and the phenomenon of copyright privacy in the United States, legislation on 

computer-based information with an emphasis on privacy for decision-making in an 

organization (Straub Jr & Collins, 1990); Internet law, or NetLaw, with an impact on culture, 

society, business and communication with particular relevance to censorship, web-

development, taxation procedures, gambling, authentication, intellectual property rights and 

international practice (Shim et al., 2000); customs law in international trade within e-

commerce and contractual practices via the web (Polanski & Johnston, 2002); the need and 

the grounds for development of cyber space legislation (Jones & Choo, 2014); privacy and 

intellectual property in levels of normativity of morality and ethics (Stahl, 2012); and 

legislation on trans-border data flows in civil and criminal domains with relevance to a variety 

of machine-readable data (Marett, 1988). The research topics are also very rich in the second 

category, and repeat the variety pattern of the first category. Also, all of them employ a case-

study research strategy. 

From the overview of the second category of literature, where law rather than ICT is the main 

object of study, we notice that the topics are no less specialized than in the first category. 

Besides, the topics address both the present and future of particular branches in legislation 

including procedural law. The difference between the first and the second categories of 

literature is that the legal thinking strives for anticipating legal regulation ex ante, based on 

knowledge that already exists. In contrast, the first category of studies represents mainly post 

factum research. Interest in ex ante perspectives in understanding relationships between ICT 

and law may be explained by the nature of the legal profession: lawyers have a very strong 

professional identity, just as do professors and bankers (Mishra et al., 2012), and they would 

always claim that sufficient legislation should precede any ICT activity, especially via the 

Internet (Peled, 2001). This is grounding for the legal mentality that everything should be 

legal, and that is why the ex ante vision prevails in literature that focuses on law over 

technologies. There are, though, calls for overcoming this one-sided perspective: Shim et al. 
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(2000) have highlighted the need to elaborate a “holistic approach” for enhanced 

interdisciplinarity in the described category of research.  

In the third category, we find papers addressing areas no less motley: on software patches 

with law mentioned as imposing restrictions for the maximization of surplus (August & 

Tunca, 2008); international software piracy with economic and behavioral factors 

“mistakenly” regulated by domestic laws (Gopal & Sanders, 1998); control over personal data 

and privacy, from particular to general levels, in cases of location-based services in relation to 

governmental policies and economics (Xu et al., 2012). Also in the third category of the 

techno-legal papers in the IS field, we find service-oriented architectures for healthcare and 

their integration challenges dealt with by imposed critical-success factors driven by national 

policies in Greece (Koumaditis et al., 2012); data protection tools and privacy policies for e-

commerce in relation to policy guidelines of international and national governance structures 

(McRobb & Rogerson, 2004); encouraging IT innovation by policy measures, and the 

execution of law issues to support this policy, and how it failed in Italy (Castelnovo et al., 

2014); propositions for an argument to consider law and morality together with the 

architecture of technology and other factors of the environment (Abbas et al., 2014); and an 

extended governance framework for improvement of standards and decision making based on 

information inflows from legal regulation, economic constraints and technological, physical 

environment (Bygstad & Hanseth, 2010), where, in fact, no single legal act was mentioned.  

The governance framework of Bygstad and Hanseth (2010) was inspired by Lawrence 

Lessig’s (2006) concept of “code” which claims that a code of a technology is not just a 

technical thing. The code is a combination of factors from architectures of other technologies 

in the environment, social norms of what is acceptable, and market regulation with its 

economic power implications for how individuals govern their digital data, interact with each 

other and, finally, what choices they make (Lessig, 2006). A critique of these ideas addresses 

a failure to acknowledge factors that trigger a different and overlooked outcome – innovation. 

Besides, the dependency of technologies on market actors – who afterwards shape society by 

these technologies, as proposed by Lessig in his model – has already been criticized as 

extremely linear and unrealistic (Mayer-Schonberger, 2008).  

The third category of literature addresses explicitly the particular and the general (e.g. Gopal 

& Sanders, 1998; Xu et al., 2012) in attempts to design minimalistic frameworks (e.g. 

Bygstad & Hanseth, 2010; Lessig, 2006) embracing ICT, law together with such incredibly 

uncertain areas as economics and social systems for simplifying complexity at the expense of 

deep and relational meaning analysis behind the phenomena which lead to failures as soon as 



 
 

they are implemented in practice (Castelnovo et al., 2014). Simultaneously, we see an attempt 

to go beyond a single case study and one-sided perspectives on the influences between law 

and technologies, although there is no system for approaching this – so it is simply not 

replicable. An answer to what mutual shaping between technologies and law looks like is 

simply lacking in this mix with economics and politics. Gopal and Sanders (1998) claim fairly 

that “additional research with revised models and improved scales is necessary” in order to 

address interacting contexts in their specificities. 

I may confidently state that IS research is a quite self-critical discipline which has 

controversies and openly raises them in debates. This is a good environment for the 

emergence of ideas and their development. Thus, a concern about the lack of an 

understanding of the phenomenon of mutual shaping between technologies and law, as well as 

the need to provide an approach to it, has for the last four years been explicitly raised by 

Knackstedt et al. (2012, 2013, 2014) and Chasin et al. (2015), all from the same research 

group. They started by exploring paths to understanding mutual shaping between technologies 

and law within the empirical setting of the German car industry (Knackstedt et al., 2012) and 

information systems for supporting organizational routines there (Knackstedt et al., 2014).  

The group began with a literature evaluation on IS research with the objective of proposing a 

framework where the bilateral influence between technologies and law could be properly 

settled (Knackstedt et al., 2012). Among the main aims for selecting a case of a German 

online car registration project within public-sector political initiatives was an expectation that 

the case would inform and inspire an illustration of the theoretical framework where the 

mutuality of the techno-legal shaping would be respected, and that the framework would be 

an ontological contribution of their study to IS field. This expectation, however, failed. 

Based on the chosen single case study, the authors highlighted that it had observed a set of 

influences simultaneously: German law – on the chosen information system; the chosen 

information system – on the law; and their mutual influence on each other. This was 

generalized from one single case study and not replicated anywhere else to confirm the power 

of the explanation. At the beginning of the article, the authors provided an overview of 

published works up until 2012 which contained, in one form or another, perspectives on the 

influence directions between law and technologies, as considered in the IS field according to 

the perception of the authors: the field had mainly been studying enabling, demanding, or 

restricting the effects of ICT and law on each other.  
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Knackstedt et al. (2012) counted 10.3% of the papers describing the restricting impact of law 

on information systems, 35.9% of papers addressing the demanding legal influence, and 

22.6% of papers describing the enabling effects of law on information technologies. As for 

papers about reverse research focuses, namely information systems influencing the laws, the 

authors counted 0.8% works describing the restricting impact, 14.8% papers addressing the 

demanding influence, and 11.9% publications were about the enabling impact of information 

technologies on law. Knackstedt et al. (2012) pinpointed that one-sided research was poor in 

understanding the techno-legal interplay in relation to the real-world observations and the 

practical use of results. The problem with the conclusion by Knackstedt et al. (2012) is that 

they keep the one-sided perspectives, but merge them within one study – out of building 

meaningful relationships supported by empirical evidence which could have led to the actual 

creation of our understanding what the mutual shaping between technologies and law is. 

As their contribution, the authors developed their own theoretical framework in three 

dimensions which perceived the influence of law and technologies on each other as 

ambivalent, negative and positive, with the impact as demanding, enabling and restricting. 

Although Knackstedt et al. (2012) call for rich analysis of mutuality in shaping between law 

and technology, what confirms the lack of meaningful connections among their influences, 

they highlight that their target audience is still project managers and the perspective a 

managerial one. In subsequent research, Knackstedt et al. (2013) develop the aforementioned 

framework (Knackstedt et al., 2012) by adding input from economic and governmental 

domains as something that complicates relationships between law and technologies, primarily 

in terms of misunderstanding among professionals. Thus, Knackstedt et al. (2013) end up by 

nesting their studies within the third category of IS streams of literature (see above), and they 

declare the problem of misunderstanding – or interpretational messes of the information 

among the professionals designing ICT – as an empirical problem to deal with. 

The authors also concluded that “real interdisciplinary research is still very rare in this [IS] 

area” and added explicitly that “if future IS research would apply a bi-directional and 

multifaceted research approach … the overall quality of IS research in this area would 

improve significantly” (Knackstedt et al., 2013, p. 9). In a later article, Knackstedt et al. 

(2014, p. 712) highlight that communication between lawyers and laypersons (others who 

have never been trained in law – IT professionals, managers, etc.) is “defective”. The authors 

describe a case where the position of a comma in a legal text led to a scandal costing over 2 

million dollars, so they call for a study capable of  “improving mutual understanding” 

(Knackstedt et al., 2014, p. 712), which would improve the organizational work of managers.  



 
 

Subsequently, Chasin et al. (2015) published a paper with the framework of bilateral 

relationships between technology and law with an example of IT-enabled peer-to-peer sharing 

and collaboration consumption services. In fact, they actually apply the framework by 

Knackstedt et al. (2013) of restricting, demanding and enabling influences from law to 

technology, and vice versa, to interpret empirical data relevant to IT-enabled peer-to-peer 

sharing and collaboration consumption services in the German taxi business. The research 

group calls for using the framework in other cases and contexts for subsequent “general 

utility” in a comparative umbrella project. Yet the framework of restricting, demanding and 

enabling influences from law to technology, and back, by Knackstedt et al. (2013) cannot be 

called a solution to whatever conceptualizing about mutual relationships between 

technologies and law as a guiding star to situational studies.  

The reason for that is the fact that restriction, demand and enabling are only three out of many 

functions of the law developed in the legal disciplines within the general theory of law known 

to any student in legal school. The functions used by Knackstedt et al. (2013) may be 

classified as fairly minor ones in law, as there are larger and more specialized categories of 

legal functions which they simply ignored. There are general social functions of law such as 

political, economic, educational, cultural-historical, socio-controlling, informationally 

regulative and communicative (Pigolkin et al., 2005). More specialized functions of law 

include regulative, dynamic and statistical functions and the function of protection (Pigolkin 

et al., 2005). The set of legal functions chosen by Knackstedt et al. (2013) is used in their 

research as a model posed onto empirical data in a top-down way, whereas mutual influence 

between technologies and law, as indicated by them, would have required elaboration of a 

model that would theoretically be grounded in a different way – with respect to both legal and 

IT-design expertise and in a bottom-up way – the logic of which would imply a broader 

implication for diverse cases where the phenomenon can be observed. 

The overview of IS research as a field shows that there have been focused attempts to 

understand how ICT and the law interact and influence each other, but there has not yet been 

any useful answer about how ICT and law shape each other mutually. Instead, there are 

perspectives that see law as the core in influencing the outcomes of ICT in design, and, in 

contrast, that it is actually ICT that is leading the interaction with law, and that there are very 

many factors around ICT and the law which do not allow for conclusions about just their 

mutual shaping. The reviewed IS literature recognizes that the phenomenon of influence 

between technologies and law can be seen as a process. This process might have an ex ante 

effect on knowledge that already exists.  
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The IS research demonstrates attempts to overcome situational perspectives on separate cases, 

but attempts have not yet resulted in a definition of how the phenomenon of mutual shaping 

between technologies and law may be understood, and no corresponding approach has been 

designed. Nevertheless, I give credit to the recognition of the need to elaborate such an 

understanding of the phenomenon, which would include both perspectives – on law shaping 

technologies and technologies shaping law. The IS field requires such understanding where 

the aim should be set to address and preferably solve the issues of defective communication 

between professionals in ICT and law. The most recent IS research calls explicitly for the 

creation of a framework and a corresponding approach for concrete understanding of the 

phenomenon of mutual shaping between technologies and law. The main concern would be 

whether the managerial perspective, which is common for IS field, may include the capacity 

of including both sides of the shaping trajectories in the phenomenon. 

Keeping the managerial orientation in the research perspective, which is common for IS field, 

is, however, of limited relevance to such broader ambitions as understanding the mutual 

shaping between technologies and law. Law does not stem from managerial minds, because 

the resources of law are legislative powers, and not all managers are also practical IT-experts 

in the designing ICT devices. Nevertheless, managers, especially at the top and middle levels, 

potentially have a great interest in understanding how ICT and law shape each other – for 

effective decision making and planning of an economical use of time and resources.  

Therefore, understanding the mutual shaping between technologies and law should require a 

perspective that would be capable of embracing the visions of the ICT designers, lawyers, as 

well as other experts with a role of contributing to the creation of a device, as equals. The 

perspective should target the holders of professional skills and information on both the 

technologies and legal information and practices, as well as on a space occupied by both sides 

for the exchange of this information. From this, recommendations may be given to managers 

so that decision-making resources can be saved and their causal role is acknowledged. In 

empirical implications of the perspective that respects visions of the ICT designers, lawyers 

and other co-creators of an ICT in the legislative environment, we may achieve results that 

will enhance understanding of the phenomenon for such experts, improve their 

communication with each other and support their decision making. 

Further, I shall communicate with the neighboring interdisciplinary field that has also been 

setting the topic of the relationships between ICT and law as a main object of study and has 

also been developed dramatically in the recent decades. This field is called Legal Informatics. 



 
 

1.1.3 Legal Informatics 

Legal Informatics is considered to be a sub-discipline of Law, as a specific field addressing 

the relationship between law and information technologies. In particular, Legal Informatics is 

focused on understanding how law should regulate the use of technologies, rather than how to 

regulate technologies themselves (Seipel, 2004). Nevertheless, Legal Informatics as a specific 

discipline of Law, focusing on studying the relationships between ICT and law may be 

considered as a source of inspiration for this research and solving its challenges. 

The field of Legal Informatics is interdisciplinary and strives to contribute to the development 

of IT Law “as an integrated part of Legal Informatics rather than as a fragmented study of 

isolated issues without a common framework” (Seipel, 2004, p. 32). In other words, Legal 

Informatics strives for universality in its knowledge contribution, although, just as with IS 

research, it has a rich variety of topics. Most of them are primarily targeted at elaborating ex 

ante perspectives of how law should regulate the use of emerging technologies (Seipel, 2004). 

This would mean understanding ex post problems of legal regulation of technology use, based 

on real practice and extending the conclusions to ex ante vision about that is legally 

reasonable for other cases, since, as practice shows, following legal requirements is less costly 

during the process of design than when a system is already in operation and use.  

Among emerging technologies, in which the interdisciplinary field of Legal Informatics is 

interested, are e-government and mobile technologies, smart cards, RFIDs, NFC, biometric 

modules in their morality dimensions; smart environments, adaptive and invisible 

technologies; digitalization processes; varied types of fraud and data leaks (Van der Hof & 

Groothuis, 2011). Legal Informatics explores phenomena that cross state boundaries, such as 

e-health, e-youth, e-voting, surveillance, and interoperability and identity issues. This 

discipline goes beyond studies on actual policy making, programming, sociology, 

administration and control, etc. – it looks into knowledge production in these realms (Van der 

Hof & Groothuis, 2011). However, Legal Informatics acknowledges that there are “many, 

quite different laws or regulations world-wide”, or “legislative chaos”, which makes 

information on regulatory practices messy, and difficult for path-dependency analysis and 

generalization (Aalberts & van der Hof, 1999, p. 9). Nevertheless, in Legal Informatics, at 

least two strong theoretical models have been elaborated on how the development and use of 

technologies is legally regulated in different countries, world regions and legal branches.  

According to the first model, the law intends to provide legal certainty for technology design 

and use “prescribing specific legal consequences” related to it, which guarantees its “legal 

security”. This is a so-called “technology-specific” model of legal regulation (Aalberts & van 
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der Hof, 1999, p. 14). Another regulatory model is “technology-neutral”, where a space of 

legal uncertainty is intentionally provided, but “legal security” is lower. In such cases, 

legislative authorities provide general laws that regulate only the basic principles for design 

and use of technologies, which can be specified in bylaws or court decisions if necessary. For 

example, within the technology-neutral model of legal regulation, laws referring to analog 

technologies may be applicable to digital ones (Aalberts & van der Hof, 1999). Both models 

can be combined within one country but refer to particular legal branches. The technology-

specific model exists, for example, in Scandinavian countries and, in combination with the 

technology-neutral one, in the Anglo-Saxon world. The technology-neutral legal 

environments are common for Germany and Russia, for example.  

Both of these legal models have advantages and disadvantages. The technology-specific legal 

model is highly path-dependent and is based on practice of one technique, rather than multiple 

practices of technological development. However, since it acknowledges capabilities and 

weaknesses of the technique, it can be fruitfully used in designing high-cost and complicated 

technologies (Aalberts & van der Hof, 1999). Besides, since the technology-specific model of 

regulation prevents courts from developing case law, it means that such a model seldom 

causes trouble for individuals and organizations in their use of technology. The technology-

neutral model provides flexibility in regulation and implementation of various techniques, and 

such legislation would keep pace better with technological progress and international 

tendencies than the technology-specific one (Aalberts & van der Hof, 1999). However, the 

technology-neutral model implies higher uncertainty in the interpretation of legal norms: this 

might cause the design of technologies that abuse choices or freedoms of their users. 

Ideally, design of ICT should result in respect, reflection and implementation of core human 

values, such as life, freedom and choice. Technological outcomes should provide material 

responses to these values. In attempts to understand these relationships, researchers in Legal 

Informatics look at such technologies as animal-robots, ambient intelligence, cloud 

computing, human-machine symbiosis of cyborgs, neuro-electronics, bioelectronics, virtual 

reality, artificial intelligence, cognitive systems and affective computing. Székely et al. (2011) 

evaluate free will, integrity, equality and life issues in such cases, and conclude that there are 

a set of challenges in the techno-legal relationships which have at least two problem 

perspectives: those applying emerging technologies and those trying to regulate them.  

From the application perspective, emerging technologies have become less transparent in their 

end use. Responsibilities are blurred due to the wide variety of involved actors, whereas 

auditing and legal control have become more difficult due to the lack of borders in defining 



 
 

use of these technologies. Voluntary participation in using them has become almost 

impossible due to unified requirements and excessive IT-market pressures on consumers in 

democratic societies. Besides, qualitatively new types of inequalities have emerged, where 

machines have taken over some functions of jobs originally performed by people (Székely et 

al., 2011). From the perspective of the lawmaker, legal intervention in technological processes 

is of great importance for the technologies themselves from the start, guiding their design 

directions to the final version. Self-regulation of environment by codes of conduct would also 

add more flexibility to formal law and constrain the moral behaviors of designers. Moreover, 

work on communication between legal experts and varied stakeholders, including IT experts 

and users, should be a regular task (Székely et al., 2011); this has also been noticed by IS 

researchers in discussing “defective” communication (Knackstedt et al., 2013; Mishra et al., 

2012; Peled, 2001). It is useful to highlight that the techno-legal relationships would benefit 

from systematic approaches, as Székely et al. (2011) assume. Doukidis and Giannakos (1988, 

p. 95) claim the following about the unsystematic mess of perspectives in the discipline:  

To satisfactorily tackle only one of these problems is to ignore the parallel arrangement 

of a great number of problems that are related to the original problem. An attempt to 

give a solution to a special issue without taking into consideration the rest of the issues 

that comprise the mesh may generate new problems or transfer the problem into another 

area entirely. 

In other words, case study research, if chosen, should consider approaching variations in order 

to ensure “parallel arrangements” of problems – studies on law and technology should 

consider the simultaneousness of processes in time. Existing chaos in the techno-legal topics, 

narrow specialization and limited, organizational contextualization, which is highlighted by 

Doukidis and Giannakos (1988), can, I assume, still be directly addressed to the IS field 

demonstrated in section 1.1.2. In such cases, the critique by Knackstedt et al. (2013) on the 

lack of true interdisciplinarity in IS research is fair.  

Doukidis and Giannakos (1988) highlight that research on the mutual influence between law 

and ICT has to be necessarily tightly related to reality and problem-solving and should be 

scientific, i.e. replicable. This is the same call as one by Stubkjær (2006) in the socio-

technical systems’ field: he claims that results of research exploring relationships between law 

and ICT should be engineerable and multidisciplinary. For Doukidis and Giannakos (1988), 

who are lawyers, proper research into the discussed topic should be enhanced by intra- and 

extra-interdisciplinarity. The effects from such research should aim at prevention, correction, 

motivation and education with respect to ex ante influence of legal regulation on 
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technological implications in technologies; understanding ex ante effects is the intention 

shared with the practical design of socio-technical systems (Giorgini et al., 2006) based on 

methods within Natural Language Processing (Bendrath & Mueller, 2011; Compagna et al., 

2009; David et al., 2014; Hoffmann et al., 2011; Siena et al., 2008).  

In Legal Informatics, Doukidis and Giannakos (1988) call for development of a “panoramic 

approach” for techno-legal studies, with systems theory as an inspiration source, whereas in 

the IS field there is a call for elaboration of a “holistic approach” (Shim et al., 2000) in 

addition to previously-noted needs of “bilateral” and “multifaceted” approaches (Knackstedt 

et al., 2013). The decision to enroll systems theory knowledge directly corresponds to the 

vision by Kroes et al. (2006) in the socio-technical systems’ field, who see the connection 

between design of ICT in practice and the systems theory for the generation of the necessary 

explanations of complex socio-technical phenomena at highly-abstract levels, and the 

subsequent computation of the findings to the real world. 

1.2 Empirical setting 

This section explores the real-world motivation for the need to understand the phenomenon of 

mutual shaping between technologies and law. There have been problems of multiple 

interpretations of one and the same things and processes, legal uncertainties and gaps related 

to designing ICT, and the impact of knowledge and practices of ICT design that should be 

legally relevant to the state of the art legislation. The real-world picture of the phenomenon of 

mutual shaping between technologies and law, as well as the reviewed academic literature in 

section 1.1, stipulates the research question of this thesis: How do technologies [ICT] and law 

mutually shape each other? 

Relationships between technologies and law are truly complex in the real world. This research 

focuses on the empirical background of the Norwegian e-health sector, which implies the 

social activity of the welfare state with ICT embedded in delivering healthcare services to the 

population. In Norway, e-health has approximately the following directions in development: 

large-scale national information infrastructures often embedded one in another; patient journal 

systems and electronic patient journals (EPJ); ICT-use in daily medical routines, 

communication with patients and among health personnel. Security, big data and legislative 

improvements to stimulate development of information systems are also urgent problem 

directions. In order to learn what happens in the Norwegian e-health sector, to observe it in its 

“nature” and use this information for research, it was necessary to attend forums, practical 

conferences and read newspapers.  



 
 

A common challenge for the Norwegian e-health services is that they strive for nationwide 

integration but still cannot achieve it. The aim is a secure and reliable information flow 

between health institutions and the population, which is what the policy document on 

Coordination Reform, 2012, promised. At the e-Health Conference (“eHelse” in Norwegian) 

organized by the Norwegian Computer Society (“Den Norske Dataforening” in Norwegian), 

4-5 June 2014, a representative from the well-known provider of electronic patient journals 

(further – EPJ) in Norway – DIPS – announced, that the ambition of the e-health sector is to 

have journals/records following a person from birth to death. However, as he claimed, it is 

necessary to take into account that information technologies for healthcare provision are quite 

novel phenomena, which means, not yet perfect. The e-health sector should be considered as 

young. Hospitals own the data, whereas service providers own the technological models and, 

while converting the data into a new information system, the quality of information tends to 

get reduced. The DIPS representative explained the change of quality in data conversion as 

follows: A ≈ a ≈ A; B ≈ b ≈ d; C ≈ c ≉ x, and so on. He added that it is necessary to develop 

common national or supranational infrastructures with open standards, common reference 

models and open standardized interfaces. Nowadays, the Norwegian e-health sector still uses 

free text fields in its information systems, which are problematic with semantics and, hence, 

interpretation. This doubles the work in data registration and processing. The representative 

from DIPS highlighted that it is necessary to reduce multiple definitions in the e-health sector, 

since naming one and the same thing differently is ineffective and damaging, and that it is 

necessary to develop its own  adapted rule-based language (eHelse, 2014). 

The private sector is considered as a potentially strong side of Norwegian e-health. As a 

healthcare specialist in plastic surgery from a private medical clinic, Volvat, claimed at the 

same event (eHelse, 2014) that the same health personnel work in public and private 

healthcare institutions, so there is no reason to be “suspicious” about private providers. 

Private hospitals choose how to conduct themselves and what to specialize in, which 

influences the quality of their healthcare provision. Besides, private hospitals tend to use 

similar or the same financial models and information systems as public hospitals, and they 

also guarantee the right of patients to choose a hospital, and other patient rights. In other 

words, the public and the private e-health technologies are equal before the legislation.  

Indeed, Norwegian legislation is institute-oriented rather than focused on division between the 

public and the private domains. A legal institute is a combination of social relations regulated 

by a set of rules, which can be e.g. regulation of health personnel rights and responsibilities 

found in the Act on Health Personnel, the Act on Health Registries, the Act on Patient 

Journal, and the Act on Patient and User Rights; or regulation of health data found in the Act 
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on Personal Data and the Bylaw on Personal Data, the Act on Health Registries, etc. The 

Norwegian legislation on normative legal acts consists basically of two levels, crowned by the 

Norwegian Grounding Law of 17 May 1814, and represents a complex referential network of 

two layers – thematic legal acts and bylaws specifying them. Court decisions are also 

normative acts, and they clarify and fill in the gaps found in practical implementation of law. 

To ensure more-or-less common interpretation of legislation, there is a document called “The 

Norm for Information Security” (“Norm for informasjonssikkerhet” in Norwegian, in short 

“Normen”; hereafter, “The Norm”), which has been developed by a state organization the 

Norwegian Health Network (“Norsk Helsenett” in Norwegian). This document is aimed at 

regulating the design and use of technologies processing personal data, and is considered as a 

branch document in the e-health sector of Norway. The Norwegian Health Network as an 

organization was founded in 2004 (NorskHelsenett, 2015b) as a joint stock company. Since 

2009, it has been owned by the Ministry of Health and Care Services (“Helse- og 

omsorgsdepartementet” in Norwegian). As of 2015, the Norwegian Health Network is a 

membership-based national cooperation agency of public and private healthcare and 

information systems providers with association agreements and fee responsibilities. This 

agency consists of over 2500 members and partners (NorskHelsenett, 2015a). Members of the 

Norwegian Health Network share the same communication technologies for secure digital 

data transfer, access to administrative and personal registries, drift domains and e-mail 

channels, home offices for their employees, and video services.  

The Norm is not a normative legal act, but it is a legally-binding document for all members of 

the Norwegian Health Network, which they agree upon in signing the membership contract. 

The Norm is a compilation of valid normative acts and bylaws merged in meanings and 

unified interpretation for harmonized design and implementation of information technologies 

in the e-health sector. In support and clarification of the Norm, there are regularly-issued 

guidelines (“veiledninger” in Norwegian) on particular organizational routines that can help 

with realization of the Norm. This document also has a set of fact sheets on risk evaluation, 

security control measures, access control, education for employees, etc. Those e-health 

stakeholders who do not want to join the association may follow the Norm voluntarily and, if 

its requirements are fulfilled, they can be sure that the legislation is followed as well. As 

claimed at the Conference on the Norm, 2014, organized by the Ministry of Health and Care 

Services, the Norm is a trust-generating resource in e-health, sharing satisfactory information 

security for enhanced cooperation in the e-health sector. Despite strong intentions to 

harmonize the understanding of legal norms for better and broader stakeholder cooperation, 

there are still many challenges in the sector, such as non-completion of electronic patient 



 
 

journals, unauthorized access to medical records, stealing data on machines, occasional loss 

of devices storing sensitive health data, new versions of information systems installed but not 

functioning, communication of health data via unsecured channels such as SMS or regular e-

mail, or Facebook, etc. Contribution by the Norm in solving this chaos is in interpretation, 

such as data protection (“personvern” in Norwegian) as a right, and information security 

(“informasonssikkerhet” in Norwegian) – as a duty.  

In terms of practical needs, to understand the phenomenon of mutual shaping between 

technologies and law would be useful for both the public and private sectors. From 

conversation with a founder of a small enterprise consulting on privacy and security issues in 

Norway, I learned that paying for a lawyer is often expensive for companies, particularly if 

they are small to medium. However, it is exactly small and medium enterprises that tend to 

come up with smart technological ideas with commercial potential and certain market niches. 

A solution that helps to process qualitative data with respect to technologies and law, and 

show patterns of their relationships, may be a useful tool in the daytime routines of such 

organizations. I have also found that transparency and control over the interpretation of 

documents, while working on a certain technology, may also be a problem, so it would be of 

value if the solution on techno-legal shaping could visualize data for its tracing. Moreover, I 

learned that risks in designing a technology from its concept in the “wrong” way legally is in 

practice actually quite high for small and medium enterprises.  

Thus, reducing uncertainty in choosing and combining technological elements into 

components in designing a device which is responsive to law and its imperfections may be 

appreciated. Moreover, I found that law firms are not always prepared to give good advice on 

what you can design as a technology developer because legislation is becoming more 

complex and does not always keep pace with technological progress. Thus, lawyers could also 

benefit from a systemic, pattern-based interpretation of mutual shaping between technologies 

and law, as grounded on real data. Language and texts remain of great importance in practice, 

so if the solution to mutual shaping between technologies and law could be designed with 

respect to processing natural language, how it was expressed, this would address the practice.  

In an attempt to provide a solution to understanding and exploring the phenomenon of mutual 

shaping between technologies and law in this research, I limit myself to two cases of ICT in 

the Norwegian e-health sector – HealthBook and the National Core Journal. I explore the data 

they provide in order to work from bottom up in the research process. 
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To stay away from the public-sector initiatives in principle was the choice of a healthcare 

employee (further called “the inventor”), who decided to design “HealthBook” – the 

technology of the first dataset of this research. HealthBook is an information system with a 

mobile application, a cloud computing architecture, and a so-called “patient-governed 

approach”, where the users may upload their own health data onto it, store and share it with 

other users via a particular sharing mechanism. According to the concept of this technology, 

personal health data is governed by the users for their own private purposes, so that they can 

share this data with a treating healthcare employee or anyone else. The design process on 

HealthBook began in October 2011 and partially ended in June 2013 with a finished 

prototype. The design process might continue after 2015. The main difference of this solution 

is in its provision of data sharing from patient to healthcare and not vice versa as typical for 

the public e-health infrastructures. The main strategy of the inventor in realizing the 

HealthBook was to make a difference and stay “out of the system”, which was what he called 

the public e-health sector and even the above-mentioned nationwide structure of the 

Norwegian Health Network. Simultaneously, since 2007, there has been a national e-health 

infrastructure designed for storing and sharing critical, vitally important health data of 

patients in cases of life-threatening emergency. The solution is further called “the National 

Core Journal”, which is the technology of the second dataset. This technology provides access 

and even editing and deletion possibilities of personal health data for Norwegian residents 

with a personal security number or D-number of identity. Those can exercise their rights on 

health data processing via the Public Health Portal called Helsenorge.no. As of 2015, the 

National Core Journal contains a limited set of information, such as personalia collected from 

the Population Registry, data on the patient’s General Practitioner (GP) collected from the 

Registry of General Practitioners, information on drugs delivered from Norwegian 

pharmacies from the Prescription Intermediary Registry, and the contact history of the patient 

from the Norwegian Patient Registry. By 2015, this information system had been 

implemented as a pilot project in the regions of Trondheim and Stavanger, and by 2017 the 

National Core Journal is supposed to be fully realized in Oslo. The technology has been 

generally regulated since June 2012 by the Act on Health Registries, and, since May 2013, 

specifically by its own Bylaw on the National Core Journal.  

HealthBook and the National Core Journal represent two different stories of ICT design in the 

Norwegian e-health sector within one shared legislative environment. These technologies are 

further chosen for dataset collection (section 3.3) to address the research challenge (section 

1.1) of the lacking understanding of what mutual shaping between technologies and law is 

and what approach may be generated to explore this understanding. 



 
 

1.3 Research objectives 

In the sections above, I demonstrated that there has been interest from both academia and 

real-world practice in understanding how ICT and law mutually shape each other: that they 

must have bi-directional, symmetric conceptualization, explored in relationships of their co-

design and co-evolution with consideration of time and multiplicity of professional 

knowledge involved, and as a complex system. In this section, I set research objectives which 

stipulate the research question (section 1.3.1) and means to achieve the answer, and for what 

objectives these means are chosen (section 1.3.2). The dissertation strives to provide an 

understanding of the phenomenon of mutual shaping between technologies and law that will 

correspond with its real-world complexity, as the empirical material, its amount and quality 

will illustrate, and the approach to this understanding will be explorative, stepwise and 

reproducible as a computational technology, which the knowledge area of socio-technical 

systems and the interdisciplinary fields of IS and Legal Informatics seek. 

1.3.1 Research question 

This section provides a short summary of the key calls for further research and existing gaps 

in the above reviewed knowledge areas of socio-technical systems, IS field and Legal 

Informatics. This summary forms the ground for the research question of this study, which is: 

HOW DO TECHNOLOGIES [ICT] AND LAW MUTUALLY SHAPE EACH OTHER? 

From the calls in the field of socio-technical systems, there is a need to look at the 

phenomenon of mutual shaping between technologies and law as a complex system (Kroes et 

al., 2006; Stubkjær, 2006; Woodhouse & Patton, 2004), and to address human 

communications and dialogues with equal respect to everyone mentioned in the datasets as 

contributing to information and matter (Geels, 2004; Stubkjær, 2006; Woodhouse & Patton, 

2004) discussed in the design process in total, and to strive for computation of the results as 

the end-point of the research (Bendrath & Mueller, 2011; Compagna et al., 2009; David et al., 

2014; Hoffmann et al., 2011; Stubkjær, 2006).  

The IS field calls for designing such an understanding of the mutual shaping between 

technologies and law that would include at least bilateral information exchange (Gopal and 

Sanders, 1998; Knackstedt et al. 2012, 2013, 2014) in one study – the research has to 

overcome the three existing streams where only law shapes ICT, or only ICT shapes law, or 

economics and politics are involved in the relationships between ICT and law, which makes 
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our understanding of those messy. The IS field also calls for conceptualizing of the mutual 

shaping between technologies and law as a process (Parameswaran & Whinston, 2007).  

The third knowledge area considered here, Legal Informatics, seeks for such an understanding 

of the mutual shaping between ICT and law, which would provide “parallel arrangements” 

(Doukidis & Giannakos, 1988) in the study: a panorama of information and relationships 

beyond casualty and unique situations – i.e. replicable and universal. This would also stipulate 

the qualities of the very approach designed for studying the phenomenon. 

All the disciplines reviewed here call for exploring the ex ante effect in the relationships 

between ICT and law (Compagna et al., 2009; Compagna et al., 2007; Mishra et al., 2012; 

Peled, 2001; Seipel, 2004; Shim et al., 2000; Stubkjær, 2006; Székely et al., 2011), which 

requires approaching timing in a helpful way while exploring the phenomenon. The ex ante 

effect of information helps in decision making. Theoretically nested and methodologically 

applied, the ex ante effect in exploration of the mutual shaping between technologies and law 

should assist the interested organizations in deciding about paths taken and certain regulatory 

niches – to compare their own information with information of others. The reviewed 

disciplines also call for multidisciplinary collaboration (Knackstedt et al., 2013; Shim et al., 

2000; Stubkjær, 2006) and practical outcomes (Doukidis & Giannakos, 1988) for a clearer 

understanding of the mutual shaping between ICT and law. 

Real-world practice expects solutions that would process and preferably reduce multiple 

interpretations of one and the same concepts and processes taking place in their daily routines 

and communication with colleagues from diverse professional backgrounds. There is also a 

need to consider the public- and the private-sectors’ regulation holistically as one legal system 

or environment because professional knowledge and skills tend to emerge and operate in both 

of them without any formal differentiations de facto, so information flows freely there. In 

Norway, the legal system de jure represents a complex referential network of two layers – 

thematic legal acts and bylaws specifying them, which enhances information transfer 

generated by practices and influencing the whole legislation. Therefore, for the purposes of 

research, the whole legislation [of a country] will be considered, not just specific branches.  

By embracing the complexity of information flow – about law, ICT elements and expert 

knowledge – we may come up with an answer which should help in ICT design practices of 

associations and separate organizations, especially small and medium ones, which are the 

drivers of new ideas and emerging technologies, but have small budgets and are limited in 

legal expertise, for which they need to seek externally. The solution in understanding the 



 
 

discussed phenomenon should strive for helping organizations and their experts with 

processing qualitative data – textual documents or speech reports, e-mails and other carriers 

of information flow in the process of ICT design generated in its due course. An approach to 

the phenomenon should strive to show patterns of relationships between the ICT in process 

and the law so that the outcomes might reduce the risk of design groups ending up with the 

“wrong” ICT devices when it is too late for change.  

Moreover, in the long run, the exploration of mutual shaping between technologies and law 

should pursue the intention of helping law firms, which are not always prepared to give 

advice on what the idea-holders may design in realization of their ICT concept within a 

changing legislative environment, which is difficult for many practices struggling with similar 

issues, but by their own initiative, knowledge, background reasons and intentions. The 

required exploration of the phenomenon of mutual shaping between technologies and law 

should take place bottom up from real-world data and be theoretically motivated. 

All the points of the summary will be further addressed in Chapter 2 while raising key 

theoretical ideas out of the socio-technical systems’ research, the IS field, Legal Informatics, 

and the transdisciplinary systemic knowledge useful to cover the theoretical gaps and 

misperceptions revealed in these fields. A coherent understanding of the phenomenon of 

mutual shaping between technologies and law will be built on their achievements. Then, it 

will be epistemologically approached and improved in Chapter 4. 

1.3.2 Research as a technology 

The field of socio-technical systems (section 1.1.1) has explicitly shown that the results from 

studying complex socio-technical phenomena may be computed (Bendrath & Mueller, 2011; 

Compagna et al., 2009; Compagna et al., 2007; David et al., 2014; Hoffmann et al., 2011; 

Siena et al., 2008). There, the socio-technical phenomena have been considered in their 

wholeness, as a unity of information elements and relationships. The experience of the socio-

technical systems demonstrates that a research work – from the stage of its theoretical 

assumptions up to methodological applications – may be designed as a technology. This 

dissertation also intends to produce an answer which will imply its subsequent computation.  

Since the socio-technical systems’ field calls for looking at the relationships between ICT and 

law as a complex system (Kroes et al., 2006; Stubkjær, 2006), I assume that the understanding 

of the mutual shaping between technologies (ICT) and law, and approaching it, should pursue 

computational thinking – as a minimum level of complexity required for this study, as 
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compared with the existing research. Since the field of socio-technical systems focused on 

law and ICT lacks conceptualizations of concrete mechanisms explaining how mutual 

“shaping” happens between the realms of “the social” and “the technical” (section 1.1.1), 

which could tell us more about the claimed ex ante effect of the past to the future, there will 

be the need to generate these conceptualizations and apply them to the data. The source of 

inspiration for that should be found in the systems’ thinking.  

Contemporary systems approaches are also called “computational”. This means that, in their 

structure, such approaches contain a technology, or mechanization, which may be computed 

because of its intrinsic computational qualities (Crutchfield et al., 2010). Computational 

qualities imply multiple layers of abstraction, which are not necessarily mathematically clean, 

elegant and algebraic but have relationships among the layers and also elements of “common 

abstract data type used in computing”, where computing is automation of these abstractions 

(Wing, 2008, p. 3718). Automation of the abstractions allows mechanization of computational 

approaches where, in the beginning, the function of the “machine” may be performed by a 

human, because “humans process information; humans compute” (Wing, 2008, p. 3719). The 

function of the human, who will for the first time “compute” the answer to the research 

question (section 1.3.1), will be me – the author of this dissertation. 

As Hoffmann et al. (2011, p. 2) from the socio-technical systems’ field fairly state, the 

research shall result in a technology for its subsequent users to achieve “a computer 

augmented real environment in which small and distributed computing devices assist and 

enhance interactions between humans and the real world”. Elaboration of a computational, or 

systems, approach to solve the problem of understanding the mutual shaping between ICT and 

law is also reasonable for conceptualizing this phenomenon as a process (Kroes et al., 2006; 

Stubkjær, 2006); therefore, the lacking mechanisms of interaction between “the technical” 

and “the social” may be found, and this challenge will be solved in the socio-technical 

systems area (section 1.1.1). To find these mechanisms, the hypothetical logic will be applied, 

since it helps to find patterns of behavior across situations (Dubé & Paré, 2003) (sections 3.1 

and 4.1.4). Computational approaches are conditional: they have the causal logic “if X, then 

Y”, which allows exploration of the environment (Arthur, 2015) – the environment of 

technology, which is law, and the environment of law, which is technology, and what makes 

symmetric conceptualization of technology and law possible.  

Approaching technology and law symmetrically is one of the basic calls in the socio-technical 

systems (Fischer & Herrmann, 2011; Geels, 2004; Woodhouse & Patton, 2004). Nevertheless, 

empirically, law and technologies are recognized as asymmetric – i.e. information and 



 
 

information & matter (Stubkjær, 2006). I would assume, therefore, that not dealing with the 

real-world asymmetry of law and ICT is exactly the reason for the lack of explanations to the 

channels of shaping between “the social” and “the technical” (section 1.1.1), which made the 

field of socio-technical systems remain philosophical.  

In attempts to achieve unity of the aforementioned knowledge areas – the socio-technical 

systems’ field, Legal Informatics and IS – I have to refer to a knowledge area which has 

experience of multidisciplinary explorations, real-world analysis, and computational thinking 

as building blocks (Arthur, 2009, 2015) of human knowledge. Complexity Science (section 

2.1) should inspire conceptualizations (sections 2.2, 2.3 and 2.4) that will make the research 

on mutual shaping between technologies and law possible and real-world applicable. It is a 

transdisciplinary knowledge sphere (Gell-Mann, 1994, 1995; Pines, 1998; Sloot, 2015) which 

has explored an uncountable number of phenomena in diverse natural origins and disciplines 

in combinations: human genome and ICT, micro-economics and chaos, reputation in society 

and cognitive abilities, kidney-exchange matching and statistics with biology, astronomical 

maps and quantum computing, election processes in politics and semantics (Wing, 2008), as 

well as DNA and computer viruses, immunity and data protection (Holland, 2012), flocking 

and evacuation infrastructures, etc. In the special issue of Emergence, Steven Phelan explains 

Complexity Science as follows: 

The ... most distinctive attribute of science … is ... the search for empirical regularities ... 

the identification of empirical regularities calls for theories to explain why these 

regularities occur.  These theories, in turn, may give rise to additional novel predictions 

… a theory T’ improves on theory T when: T’ explains more facts than T; T’ predicts 

more facts that T; T’ makes fewer mistakes than T; T’ is simpler than T for a given level 

of explanatory power; and/or T’ solves more problems than T … New sciences are likely 

to arise as technology allows more areas to be mined for regularities or new human 

priorities arise. Complexity is a new science precisely because it has developed new 

methods for studying regularities, not because it is a new approach for studying 

complexity … At the core of complexity science is the assumption that complexity in the 

world arises from simple rules. ... these rules (which I term “generative rules”) are unlike 

the rules ... of traditional science. ... Unlike traditional science, generative rules ... use 

feedback and learning algorithms. (Phelan, 2001, pp. 129-130) 

It would not be wrong to borrow a concept from a discipline which has already done a job or 

a part of job relevant to the study that intends to borrow, so long as the originality of the 

concept is respected (Phelan, 2001). The world we live in is holistically one, and the main 
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power of transdisciplinarity is in merging the existing knowledge of diverse disciplines by 

overcoming the academic “camping” mentality (Waldrop, 1993) that traditionally causes 

knowledge rigidity, and “discipline politics”, which are broadly criticized, for instance, in the 

IS field by Benbasat and Zmud (2003), Mingers (2001) and Robey (1996). Transdisciplinarity 

provides systems thinking to build up new, up-to-date and robust explanations of events and 

processes in the world. Systems approaches may be derived bottom up from the empirics, 

which make them close to the reviewed disciplines (section 3.2). 

Phelan (2001) calls “generative rules” of the complex systems thinking as conditional and 

computational, which provides the understanding that T’ is better than the previous, more 

limited understandings T. This stipulates the novelty of the knowledge, which the generative 

rules explain. Methodologically, the generative rules are more advanced than, for example, 

the existing approach of the narrative method as a story, the case study design as a contextual 

exploration, and grounded theory as non-hypothecable theory generation; in contrast, this 

study sees the narrative as a source of meanings with elements and relationships of the 

complex system (Uprichard, 2011) of the mutual shaping between ICT and law, the case – as 

a dataset, and the grounded strategy – as situational and cross-situational visions on the data 

(see section 3.2 for contrasts between these and approaching their qualities in a special way in 

this research). Simultaneously, the generative rules in this study are simple, but their opening 

for bottom-up learning from each replication on the used datasets improves the T to T’ 

steadily. Thinking at multiple levels of abstraction, as humans think, limited only by their 

own curiosity and creativity (Wing, 2006), is thinking in complexity. 

Designing a computational solution as an answer to the research question (section 1.3.1) with 

the intention to overcome one-sided perspectives on the phenomenon and misunderstandings 

among the involved experts – managers, consultants, IT designers, lawyers and potential users 

(section 1.1.2) – would imply striving for support for their decision making. Embracing 

multiple professional perspectives will be built on qualities of the narrative material taken in 

parallel (section 3.4). Technologies that may also process the narrative material in such a way 

and support decision making are known as Decision Support Systems (DSS). They are 

broadly used in the management of information systems. The IS field – Information Systems 

– does actually conduct research on management of information systems (known also as MIS) 

and is interested in eventually supporting organizational, business and managerial work 

around design, implication and use of ICT. That is why processing the data (section 3.4), as 

this research does, will provide a complex understanding of the phenomenon that is 

responsive to the research interests and objectives of the IS field as organizational science. 

The idea to conduct research that may conceptually ground a DSS is about 40 years old and 



 
 

there have been formulated practices which, first, imply ontological conceptualizations of a 

phenomenon, and then computational rules for their programming are designed – with the 

intention of assisting decision makers in their daily routines (Power, 2008; Sprague Jr & 

Carlson, 1982). Taxonomies have been developed which can approximately classify existing 

types of DSS, but such technologies have very rich variations related to an incredible number 

of the problems they are designed to solve: there are, basically speaking, expert systems and 

advisory systems of DSS (Kaklauskas, 2015).  

Expert systems employ mainly mathematical methods, “if-then” technique and quantitative 

datasets (rough set, fuzzy logic), whereas advisory systems run on more complex rules of 

qualitative computational methods (data mining, machine learning and Natural Language 

Processing, or NLP, that is the area of Artificial Intelligence) (Kaklauskas, 2015). Usually, 

one-disciplinary or one-perspective systems, as those reviewed within the field of socio-

technical systems (section 1.1.1), are expert systems – they are specifically designed to assist 

a certain expert group in particular. This is because collecting and processing data assisting 

several varied user categories is challenging – transdisciplinarity (as defined in section 2.1) is 

a higher level of thinking which requires multiple perspectives taken in parallel, 

symmetrically and explored from bottom-up practices for any future implications in these 

practices (Cundill et al., 2005; Steiner & Posch, 2006). A transdisciplinary research solution 

may ground a framework for an advisory system that is “able to support decision-making 

while being adaptive to changes in both the user preferences and the environment” so that 

only “basic knowledge” of the user is required (Kaklauskas, 2015, pp. 73, 47).  

Advisory systems are usually designed to provide decision support in unstructured situations 

– those where there can be alternatives of varied or equal weight of importance, that is, 

several correct answers (Power et al., 2015). Such systems can be case-based (solving 

problems based on analogy-making from similar situation in the past), knowledge-based 

(solving problems by artificial cognition designed across professional competences and 

conceptualized into interrelated abstractions), data-driven (solving problems based on data 

that may be internal company data and external data), model-driven (solving problems by 

applying presumed models), communication-driven (solving problems based on shared tasks 

– what Google Docs does), document-driven (solving problems by recognizing meaningful 

patterns in the total noise of documents in machine readable formats within an organization) – 

but there are also many variations of advisory systems across their classes (Kaklauskas, 2015; 

Power, 2002).  
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In management of information systems, where decisions are usually taken in business for 

effectiveness in saving time and resources, a certain type of DSS is especially popular: 

Intelligent Decision Support System (IDSS). This type, in contrast to other types of DSS, may 

work in environments of uncertainty or where novelties are produced: IDSS are designed with 

respect to artificial cognition (Loula, 2006), which is an abstract sense of what is defined as 

human cognition: “the mental action or process of acquiring knowledge and understanding 

through thought, experience and senses” (OxfordDictionaries.com, 2015). The process of 

cognition for its artificial computation is truly multidisciplinary – it may include 

simultaneously linguistics, thinking beyond certain contexts and situations, psychology, 

education, law, philosophy, biology, physics, systemics, computer science (Von Eckardt, 

1995, 2001). Cognitive engineering is, therefore, a phenomenon that allows the researcher to 

use knowledge with attention and memory for the generation of judgments and evaluations, 

reasoning and computation for problem solving and decision making (Blomberg, 2011). 

Approaching memory out of the narrative material is described in greater detail in section 3.4. 

Just as humans might anticipate certain events, while reasoning in their minds, IDSS has 

qualities of predictive analytics and propositions of ex ante effects helpful in decision making 

and solving unstructured or semi-structured problems in situations with multiple perspectives. 

Methods employed in intelligent answers, which can then be materialized for solving complex 

multifaceted problems, are usually based on the processing of natural language – NLP, data 

mining, machine learning, etc. These are also used for simpler solutions as described in the 

field of socio-technical systems (section 1.1.1): there were regular expressions and NLP 

mentioned. In terms of Law and Legal Informatics, expert systems are designed where legal 

concepts are structured and inter-referred in a way that makes it possible for users to retrieve 

legally-relevant information for a particular problem in life. For such technologies, structures 

of legal documents, metadata and references are defined as objects of programming: nodes of 

the network are legal concepts and, for extension and variety of their interpretation, a 

topology of nodes and links is developed in similarity or equality approximated in its structure 

(Murphy et al., 2008, p. 8). Authorized and non-authorized interpretations of legal sources are 

also included in the knowledge base – this enhances the quality of results that the expert 

system provides to its users. The reasoning behind each of the generative rules – for element 

and relationship extraction, memory visualization, event extraction and time-tag relocation, 

and recognizing attractors in the shaping channels with the respective technological 

implications (sections 3.4 and 4.3) – stipulates illustration of intelligence behind the 

complexity of the mutual shaping between technologies and law as a real-world phenomenon. 



 
 

I reiterate that, in the reviewed streams of IS literature on relationships between ICT and law, 

there were three main perspectives on the topic: that ICT shapes law; that law shapes ICT; 

and that there is multiple shaping influences among law, ICT, politics, economics and other 

social regulations. Among the methods used in these studies, there has not been a single 

computational one. Instead, there were specific disciplinary methods applied within either 

qualitative or quantitative traditions: document analysis (Agre & Harbs, 1994; Bygstad & 

Hanseth, 2010; Castelnovo et al., 2014; R. Clarke, 2001, 2014; Goel, 2015; Koumaditis et al., 

2012; Letch & Carroll, 2008; Shim et al., 2000), discourse analysis (Abbas et al., 2014; Jones 

& Choo, 2014; Marett, 1988; Polanski & Johnston, 2002), philosophical modeling (Adam & 

Kreps, 2006; Bosch et al., 2011; Ciborra, 2005; Heng & De Moor, 2003; Siponen & 

Vartiainen, 2004; Stahl, 2012; Straub Jr & Collins, 1990), non-participant observation and 

theory-informed interviews (Avgerou, 2013; Lessig, 2006; Parameswaran & Whinston, 

2007), questionnaires and surveys (Bauxmann et al., 2005; McRobb & Rogerson, 2004), 

grounded theory application (Garfinkel et al., 2007), quantitative calculations in comparative 

research (Kamoun & Basel Almourad, 2014), differentiation equations from economic 

theories (August & Tunca, 2008), regression analysis and structural equation modeling 

(Gopal & Sanders, 1998), and experimental design on multiple hypotheses testing on scenario 

playing done manually (Xu et al., 2012). Each of these methods is used in correspondence to 

a case-study exploration, contextual and situational descriptions, based on information 

availability, and in the form of narrative. Reviewing those papers can consume months 

without providing any answer to what the mutual shaping between technologies and law is 

and how to approach it. Thus, this dissertation sets an objective to provide such an 

understanding that would save time for those interested and be replicable in their situation.  

To sum up, the bottom-up research informed by the theoretical inspiration of helpful and 

diverse knowledge areas, processing of qualitative, textual data in narrative form, as well as 

user-oriented intentions for managers, and the respected perspectives of IT-designers, lawyers 

and other interested experts, should provide a corresponding approach needed in exploring the 

phenomenon of mutual shaping between technologies and law. These intentions speak to the 

call for research in the IS field, Legal Informatics and the socio-technical systems’ knowledge 

taken all together (section 1.3.1). Going beyond that to the transdisciplinarity would imply the 

intention to achieve practical implications of the results, such as creation of an IDSS from 

them, as the useful product of the dissertation. Below, I generate a theoretical framework 

(Chapter 2), which will help me to create the understanding of the phenomenon of mutual 

shaping between ICT and law, and elaborate it by application (Chapter 4) to the empirical 

datasets (sections 1.2 and 3.3) for generation of the detailed answer to the question posed. 
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2 Theoretical framework 
 

There is no overarching theory of the co-evolution of agent interaction networks  

and the flow of resources and signals over those networks. 

John Henry Holland, 2014 

 

 

 

2.1 Transdisciplinarity  

This chapter further develops the theoretical basis gained from the literature review (Chapter 

1) in order to address the actual calls in it as a conclusion to each section: the field of socio-

technical systems (section 1.1.1), the IS field (section 1.1.2), and Legal Informatics (section 

1.1.3). Simultaneously, a deeper, critical insight into the ideas for the application of this 

research will be provided in order to merge the knowledge across the disciplines and make it 

work jointly. This may not be easy due to the diverse objectives and research interests of the 

fields, but is possible, if considering their knowledge systematically and using their gaps as an 

opening for connecting ideas. Chapter 2 indicates why and which high-level concepts it uses 

for conceptual integration of the reviewed knowledge, as this is necessary in order to address 

the real-world complexity of the studied phenomenon of mutual shaping between 

technologies and law. 

The need to seek to apply knowledge beyond the reviewed disciplines has become apparent 

for the following reasons: if the phenomenon may be conceptualized as a complex system 

with techno-, legal and social elements (Kroes et al., 2006; Stubkjær, 2006; Woodhouse & 

Patton, 2004), then knowledge must be generated on their relationships and interaction in time 

so that the complex system can be studied with respect to co-evolution and co-design of its 

interacting realms (Gell-Mann, 1994). Since none of the reviewed disciplines in Chapter 1 has 

such a capacity for abstraction, this study has to apply to transdisciplinary knowledge of 

complexity. The generation of a theoretical understanding of the phenomenon and the 

approach to its exploration (section 1.3) has to be transparent, motivated and elaborated.  



 
 

The principle of transdisciplinarity “involves intense interaction between academics and 

practitioners in order to promote a mutual learning process between them” (Steiner & Posch, 

2006, p. 880). This principle is aimed at “problem-solving processes” for “self-regulated and 

self-responsible learning” (Steiner & Posch, 2006, p. 877), so that both theoretical and applied 

knowledge are employed. Murray Gell-Mann (1995) and Cundill et al. (2005) call 

transdisciplinarity “complex systems” – the space where knowledge in its useful elements 

meet and gets connected to deliver the robust explanations. Transdisciplinarity covers 

“aspects of simplicity and complexity” – Gell-Mann (1995) calls it “plectics”: from the Indo-

European root *plek-, found in such modern words as “simplex” and “complex” as “once 

folded” and “braided together” correspondingly. This means that “in reality ... complex 

systems research allows for different conceptual and practical approaches, which can be 

confusing and disconcerting to researchers ... at least in community-level studies” (Cundill et 

al., 2005, p. 1) – apparently, due to the holism of complex systems as a knowledge treasury. 

Such knowledge goes hand in hand with its approaches to learn from them as non-separate. 

In section 2.2, I introduce the ABC-model of mutual shaping, designed by Ton Jörg (2011) in 

his work “New thinking in complexity for the social sciences and humanities: a generative, 

transdisciplinary approach”, where time and the causal interaction pattern between the co-

evolving realms are depicted – those theoretical dimensions lacking in the socio-technical 

systems’ field, but are called necessary. In section 2.3, there is a stronger emphasis on the 

relationships between technologies and law – to address the very problem of the lacking 

mechanisms explaining the integration pattern between “the technical” and “the social” in the 

socio-technical systems’ field (Fischer & Herrmann, 2011), which strives simultaneously to 

understand the phenomena as co-designing processes.  

Emphasizing relationships between the mutually shaping realms is made within the 

abstraction of shaping channels – these are found in the textual data describing constrained 

efforts of the experts inside the design teams and outside them, when the experts worked on 

delivering finished ICTs from mere ideas and suggestions. Understanding of shaping channels 

and their role in the conceptualization of the mutual shaping between ICT and law is 

enhanced by processing data on more than one design work (section 3.4), as it expands the 

well-established situation-organizational perspective, as conventionally accepted in the IS 

field and considered a cause of the lacking bi-lateral explanations on how ICT and law shape 

each other (section 1.1.2). Besides, the understanding of shaping channels generates a 

panoramic vision on the phenomena, as Legal Informatics requires (section 1.1.3).  
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The conceptualization of shaping channels is used to connect the situations of different design 

works at the edges, which name the shared legal uncertainties of these situations as responses 

by certain technological implications that are motivated, decided and designed locally. In 

Law, as the mother discipline to Legal Informatics, these legal uncertainties are called 

attractors (Murray, 2008; Pryor & Bright, 2004; Ruhl, 1996a) – they are information-input 

points for evolution of the legislative system and its co-evolution with other human activities, 

including ICT design. The methodological role of the shaping channels is to indicate the 

attractors, as it has already been conceptualized in law and complex systems (section 2.3). 

The term attractor has been borrowed by Law from complex systems for 40 years ago, and it 

is well-established in legal doctrine, and thus it is legitimate to borrow for this dissertation. 

Exploring the mutual shaping between technologies and law should respect the variety of 

professional perspectives in IT, law management and other professional affiliations relevant 

to the ICT design – these were key messages of the IS field and the socio-technical systems’ 

area, but there they prefer exploring their perspectives separately, reductionistically, and not 

holistically (Mishra et al., 2012), which makes it difficult for studying changes in ICT and 

law. This explains why an understanding of “shaping” is not apparent in these fields (sections 

1.1.1 and 1.1.2). In complex systems, which have already been applied to variety of 

disciplines including social sciences (Arthur, 2009; Holland, 1992), simultaneous and 

accumulative information flows are conceptualized as memory, and the memory effect of 

information helps to trace and understand changes of the interacting environments. This 

conceptualization is employed in this study and explained in section 2.4 to cover 

methodological gaps of the reviewed fields for the purposes of studying the phenomenon of 

mutual shaping between ICT and law. 

In this dissertation, the aforementioned conceptualizations of design work, memory, attractors 

and shaping channels represent transdisciplinary knowledge. In their original sources, referred 

to in this study, they are not given numerous interpretations – instead, they are complex, 

robust and contain mechanisms and sub-conceptualizations such as elements or signals. The 

transdisciplinary intellectual achievements serve as the neutral inspiration sources and the 

“glue” for theoretical ideas co-existing in the reviewed sciences, but not interacting and 

developing from such interaction. The named transdisciplinary, high-abstract 

conceptualizations are adaptive, and this chapter develops them as relevant to our 

understanding of the phenomenon of mutual shaping between technologies and law, for the 

subsequent application of it to the data, and learning from it. “Conceptualizing” for 

computation (Wing, 2008), as a process of unique knowledge generation, will speak to 

practice in this dissertation, and is intended to be used in a replicable, testable way. 



 
 

2.2 Elements, relationships and time 

As stated above, transdisciplinarity implies a combination of academic and practical 

reasoning to provide problem-solving for an issue (Steiner & Posch, 2006), and it is also 

interested in both simple and complex arguments (Gell-Mann, 1995). Therefore, this section 

is a starting point for my conceptualization of the phenomenon of mutual shaping between 

technologies and law, which will be applied for the generation of a corresponding approach 

for studying it. Below, I elaborate our understanding of elements – of ICT, expert knowledge 

affiliation and law – within this conceptualization; symmetry of the element categories for 

grasping mutuality in the framework; and the location of the expert knowledge perspectives 

both in situ and ex situ of the ICT design process. 

Let me summarize again how technology and law interact, as to researchers in IS and Legal 

Informatics. As section 1.1.2 demonstrates, there are three research streams in the IS field in 

this regard: first, technology has a heavier analytic focus and is considered to influence law; 

second, law is considered as a stronger force than technology and, therefore, influences it 

considerably; third, technologies and laws are parts of larger frameworks, together with 

economics, immaterial norms, organizational and other factors, where each of these aspects 

simultaneously shape each other. The variety of methods in exploration of topics within these 

three streams are highly diverse (section 1.3.2) but an understanding of the phenomenon of 

mutual shaping between technologies and law has been lacking, so searching for the problem 

within the methods is pointless. The challenge of understanding the techno-legal interplay is 

also found in Legal Informatics, which is an interdisciplinary branch of Law studying the 

regulation of technology use. Legal Informatics considers two approaches to the techno-legal 

interplay: the technology-specific approach, with maximum legal influence on technology 

use, and the technology-neutral approach, with medium legal regulation. The focus of Legal 

Informatics falls on the regulatory environment of technologies, and the discipline calls for 

the elaboration of systemic vision on the techno-legal interplay, which corresponds to the call 

of the IS field for holistic approaches to the research problem.  

The motley perspectives and methods of the techno-legal interplay with no answer to the 

question of what the mutual shaping between technologies and law is, as it comes from the 

mentioned interdisciplinary fields, may be explained by their underdeveloped “system” 

culture in conceptualization. The emergence of the discourse at a higher level of abstraction to 

the social and the technical realm – the socio-technical systems – can be considered as a 

consequence. The socio-technical systems call for the understanding that social and technical 

systems co-design each other, where technical systems are “computers, networks, and 
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software” and social systems are “people, procedures, policies, laws and many other aspects” 

(Fischer & Herrmann, 2011, p. 3). Although the wording “many other aspects” adds 

vagueness to the understanding of the social realm, it may also indicate adaptiveness and 

flexibility of the socio-technical systems’ knowledge area for its development. This 

knowledge calls for a combination of “technical and social issues to a socio-technical 

environment” (Fischer & Herrmann, 2011, p. 8).  

Legal Informatics, being a sub-discipline of Law, often understands “systems” in relation to 

legislation as a legal corpus of norms, hierarchies and unique history: lawyers can talk about 

e.g. Continental law, with its constitution as a general normative act to specific legal acts, or 

Anglo-Saxon law, based on case law highly developed by judicial power, or Traditional law 

or the law of customs in African countries (Pigolkin et al., 2005). Understanding of “system” 

is usually associated in Law with meaningful and coherent relationships in the corpus: the 

relationships depend on what legal system a country belongs to, the method of 

systematization of legislation in this country, systemic interpretation of norms in relation to 

other valid norms in laws of other aims and objectives, and their hierarchical positions in 

power to each other (Strömholm, 1996). The systemic qualities of legislation also allow for 

designing a decision-making support machine for legal interpretation (Koniaris et al., 2015): it 

treats legal concepts in legislation as “nodes” shared by several normative acts, where 

increase or decrease of links among the nodes reflects changes in the legislation. According to 

basic principles of law, the law should be understood in only one way by everyone in order to 

ensure its objective needs to protect life and freedom of each human being equally important 

(Fusari, 2014). Thus, law has to be objective, which is what determines the philosophy of law 

(Strömholm, 1996). Thus, in the “system” culture while conceptualizing within Law and 

Legal Informatics, only law is given priority, whereas technology is rather an object of the 

legal problem, but not a symmetric, equally important element as law. Let us check now what 

“system” means to IS researchers. 

While IS researchers seek the missing IT-artifact (Orlikowski & Iacono, 2001) on having 

switched the field’s paradigm from technological to social and socio-managerial (Benbasat et 

al., 1987; Dubé & Paré, 2003), which led to an identity crisis (Benbasat & Zmud, 2003) and 

eventual loss of the technology concern (Orlikowski, 1992), Steven Alter (2013) publishes a 

highly critical message which subsequently becomes influential. He confirms that “the 

fundamental term ‘system’ is problematic in the IS discipline” and that the editor-in-chief of 

the top IS journal MIS Quarterly recognizes that the word “system” basically means 

something technical, made for electronic information processing – “technical artifacts, 

configurations of hardware, and software that are used by users” (Alter, 2013, p. 73).  



 
 

Nine years before that, in 1994, a systems theorist in organizational studies, Peter Checkland 

(1994, p. 29), criticized organizational science, of which IS research is a part, by claiming: 

“organizational theorists have been so complacent with their conventional wisdom that they 

have failed to notice a nearby intellectual revolution which is highly relevant to their concerns 

… systems theory.” While developing this statement, Galliers et al. (1997) claim that the 

strongest critique of systems thinking from organizational scientists would have applied to the 

1950s and 1960s, when systems theory was in its infant phase, whereas contemporary systems 

thinking uses any methods in any combination necessary to achieve an understanding of 

phenomena in complexity, to its natural advantage. Galliers et al. (1997) add that systems 

thinking in organizational research was an exception rather than a rule. This may be the 

reason why the knowledge area of socio-technical systems and the IS field have been existing 

in parallel with interests in techno-legal relationships, but one was philosophy while another 

produced three streams out of ontological coherence.  

The socio-technical systems’ field, while setting systems thinking in focus, acknowledges 

symmetric conceptualization of “the technical” and “the social” for the purpose of doing 

interdisciplinary research – both should be equally understood “as living entities” (Fischer & 

Herrmann, 2011, p. 8). It is also directly claimed that “socio-technical design is an approach 

that aims to give equal weight to social and technical issues” (Mumford, 2000, p. 125). Here, 

equal weight would mean equal, symmetric importance in analytic processes of studying 

socio-technical systems. The field is also capable of scaling “the social” down to a sub-

component – “the legal”. For example, while realizing challenges in understanding technical 

and legal information by lawyers versus IT-designers – which perfectly relates to the problem 

of “defective communication” in the IS field (Knackstedt et al., 2013) – Stubkjær (2006) 

introduces three empirical categories of elements equally important for his research on 

cadaster (a geographical information system) as a socio-technical system: “technical 

elements”, “social elements” and “actors”. Approaching the equal importance of the element 

categories in conceptualizing a complex system of a socio-technical phenomenon is an 

important step to overcoming interpretive biases of professional preferences (e.g. where 

lawyers claim that law prevails in its importance, whereas IT designers give preference to 

ICT, or managers state that the best strategy is to govern the design process organizationally), 

which is recognized as a problem in IS research (Mishra et al., 2012; Robey, 1996). Equal 

importance of the information elements, despite differences in their contents, is also moving 

from law-oriented computational solutions (David et al., 2014; Hoffmann et al., 2011; 

Koniaris et al., 2015; Murphy et al., 2008) towards what was lacking earlier: a “technology-

awareness” in understanding and approaching, as called for by Bendrath and Mueller (2011). 
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It is also very important here that Stubkjær (2006) considers the “essential differences” of 

these elements as facts of reality, so he recognizes that they are information (law), live 

creatures (experts) and information & matter (ICT) and, by treating them as being equally 

important, he assumes that changes in the socio-technical system they build may come from 

any of those. This key thinking also grounds our conceptualization of the mutual shaping 

between technology and law: that we should approach the elements of data describing law, 

ICT and expert knowledge at an equal level of detail and equal analytic importance to each 

other as full elements of a complex system, which is the highest abstraction of the 

phenomenon. Nevertheless, on having claimed the key idea on elements in the complex socio-

technical system, Stubkjær (2006) locates the mentioned categories of elements in a circle – 

this undermines the attempt to study socio-technical systems as processes, as claimed by 

Geels (2004) and Kroes et al. (2006). The idea of putting the categories of elements in a 

circle, as Figure 1 shows, is borrowed from his colleague Maarten Ottens. Stubkjær (2006) on 

his own calls for conceptualizing the socio-technical systems as processes, but ends up with 

providing a model which is static – we do not see any use of time as a factor here. The given 

sequence from “i” to “vi” starts from something he calls a “technical element” and ends there 

by walking a circle, as we see it in our usual perception of how to draw a circle (Figure 1). 

 

Figure 1: Elements and relations in a socio-technical system (Stubkjær, 2006, p. 2) 

As it comes from the empirical material, Stubkjær (2006) refers to “technical elements” as 

information that describes Earth-observation satellites, measuring devices, computers and 

networks, and information carriers such as discs, papers and stones. “Actors” are rights’ 

holders, authorities of national and local levels as well as officials of companies, education 

and research institutions, and multiple interest groups. Under the category of “social 

elements”, Stubkjær (2006, p. 4) collects whatever is “having in common some rule-like 

character”, such as formal legislation and informal customary rules and values; statutes; 

formal standards and informal tacit knowledge; study programs and socialization; procedures 

and rituals; documents and maps as well as domain language and social codes. We can see 

from here that “the legal” in its formal form of legislation and legally-matter human values is 



 
 

included within “social elements”. Stubkjær (2006, p. 5) calls for further research on 

relationships among these elements “with multi-disciplinary effort”, which, as I interpret this 

call, would imply considering time as a factor. 

The need for a chronology for events in socio-technical systems is emphasized by Morel and 

Chauvin (2006) in their study of risk management applied to collisions involving fishing 

vessels. While the time aspect is useful to consider if the research is focused on accident 

analysis in management of transportation systems and safety, as it comes from the 

methodology of the study, time is a part of the data rather than an analytic factor. 

Nevertheless, the elements of the socio-technical system of the study are categorized 

similarly, as done by Stubkjær (2006): there are “human” elements, “technical/technological” 

and “regulatory” ones. To “human” elements, Morel and Chauvin (2006) refer human factors 

rather than certain human actors: “number of crew corresponding to the minimum”, “keep an 

adequate and efficient visual and auditory watch”, “manpower trained in the use of navigation 

instruments”, “minimum rest time”, “regular changeover”, “watch duty entrusted to men 

holding certificates adequate to the duties performed” and “reasonable use of the fishing 

vessels”. I would say that these are categories of even smaller elements of the empirical data 

summarized for the purpose of writing their article. Among the “technical/technological” 

elements, the authors name the “bridge or wheelhouse instruments of the vessels” with sub-

categories, “reliable navigation instruments”, and “good visibility from the bridge” as a 

principle for technology. As “regulatory” elements in the studied socio-technical system, 

Morel and Chauvin (2006) list two conventions on life protection and manpower issues by 

international organizations, as well as one international and one European regulation on 

collision prevention, and “supervision and measures from the naval superintendence”. In 

other words, this is formal international law and practice-based customary regulations 

encoded in accordance with their titles, which are referred to as “regulatory” elements.  

All of these three categories are designed to respond to constraints in legal regulation, 

technical limitations, economics, administration, finances, environment and society. The aim 

of the model is risk evaluation, so whatever could address this from the empirical material is 

coded in meanings of equal analytic weight. However, the study does not emphasize the 

socio-technical system as a process, which explains the lack of the time factor in its 

conceptualization, and it does not study changes. In order to be capable of observing changes 

in a socio-technical system, the analyst should first solve the problem of drawing boundaries 

between the realms that overlap in the interplay within the system, as Kroes et al. (2006) state 

(section 1.1.1). Setting boundaries in a conceptualization of a phenomenon does not mean 

disciplinary boundaries or limits of responsibility in the chosen research perspective – 
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boundaries are part of our reality, and they are found even in the seemingly disorganized 

masses in the bodies of organic cells by enabling their very existence (Holland, 2012).  

Gaining some additional understanding relevant to a thorough conceptualization of the 

phenomenon of mutual shaping between technologies and law, borrowed from 

transdisciplinary knowledge, would inspire setting the required components of the framework 

in their proper place alongside each other. Another name for transdisciplinarity is Complexity 

Science (Gell-Mann, 1995; Pines, 1998; Sloot, 2015; Waldrop, 1993) (section 2.1). For 

assistance in this, Merali and McKelvey (2006, p. 214), in the Journal of Information 

Technology, highlight that they “do not see complexity science as replacing all the earlier 

methodological developments in IS.” The authors pinpoint that Complexity Science 

empowers studying “connectivity, coordination, competition, collaboration, learning and 

transformation at multiple levels of analysis in the networked world” relevant to information 

technologies; it has been recognized that technologies develop “in high-velocity 

environments, [in the] speed of technological change and uncertainty” (Merali & McKelvey, 

2006, p. 211). These are, however, only descriptional statements which the authors suggest 

need further exploration.  

Seeking conceptual support from transdisciplinarity is not new for the IS field. Johann Habib 

(2008, p. 4), who published in the Proceedings of the International Conference on Information 

Systems, applies the tools of the complex systems to study how the “environment brings the 

requisite ‘energy’ in order to self-regulate and self-organize the system” of multi-element 

interactions. Since each of the human actors there have their own “schemata”, or a kind of 

cognitive map of behavior and rules, and environmental perceptions, it is impossible to 

predict with certainty where and when a “creative destruction” will happen, but it is possible, 

by use of complex systems thinking in transdisciplinarity, to explore where exactly the 

knowledge useful for innovation emerges, how conflicts caused by this new knowledge and 

the proportions of links in sharing and learning from communication with the environment are 

leading to knowledge diffusion and, hence, to changes in the interplaying realms of reality. 

A solution, which allows symmetric treatment of elements different in their nature, with time 

as an analytic factor, is developed by Ton Jörg (2011), a system scientist working to enhance 

transdisciplinarity in Social Sciences. He proposes a useful theoretical interpretation of what 

happens in between two realms, say A and B, in reciprocity and circularity (Figure 2): this is 

his model of “mutual shaping” inspired of the research by Lincoln and Guba (1985). The 

model is a simple theoretical representation of a phenomenon where relationships in between 

two realms are depicted, and changes in time with respective tags t, t+1, t+2, t+3, etc., that 



 
 

encode the changes which these realms mutually cause in each other. Jörg (2011, p. 170) 

claims that “causality needs time for the exertion of impelling, shaping forces”, and the 

inclusion of the criterion of time, as he highlights, is crucial for going beyond boundaries and 

studying phenomena in between the realms.  

 

Figure 2: A representation of “a causal reciprocal relationship” (Jörg, 2011, p. 169) 

For socio-technical phenomena, Jörg (2011) proposes a model of causal network consisting of 

at least realms A, B and C, where one of those may characterize humans (Figure 3). This 

model is different from one by Stubkjær (2006), since the ABC-model by Jörg (2011) allows 

infinite time tagging from t to t+n in processing the empirical datasets, conceptualizes 

boundaries of the interplaying systems of varied nature, as it is encouraged to do in the socio-

technical systems literature (Kroes et al., 2006), and acknowledges changing states in the 

system (Lyytinen & Newman, 2008) as a research object. In addition, the model implies 

having three categories of element groups – such as those describing technology (ICT), expert 

knowledge and law – conceptualized in this model with equal weight of importance. 

 

Figure 3: “A dynamic network with three nodes and two knotted loops” (Jörg, 2011, p. 193) 

If we assume that realm A represents the realm of technology, then realm C would represent 

legal elements, which are conceptualized symmetrically to technological elements. In between 

A and C, there will be realm B, encoding data on experts involved in the design. Whitworth 

and De Moor (2003, pp. 31-32) claim from the socio-technical systems’ field that “meaning 
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[in interaction] directs [people’s] activity... [and] is considered to arise from basic human 

cognitive processes, including those based on exchange of factual, interpersonal and group 

information ... in other words ... meaning derives from information exchange...” This 

information exchange, as I understand it, happens in between technology and law, and since 

someone should exercise this exchange, the realm in between technologies and law would be 

the expert knowledge that generates meanings about both of those. Simultaneously, we should 

keep in mind that the realms of technologies, expert knowledge and law are equally 

important. Neither law nor technology dominates analytically over each other to the concern 

of the experts, who try to find the best solutions that satisfy both technological and legal 

compromises in their collaboration. For Skliarov (2013) and his classification of systems in 

the universe, humans belong to natural systems, just as animals, plants and smaller particles; 

these are nested systems with shared components which allow exchange of information, 

matter and energy among themselves according to the first and the second law of 

thermodynamics – dissolving & entropy versus increasing complexity & evolution. In 

contrast to humans, ICTs are artificial systems: they cannot increase in complexity and evolve 

without human activity, so they only can, as of now, move to obsolescence and dissolution.  

The legal system, in contrast to the technological, is capable of evolving because of multiple 

information input from the regulation of human activity, which relates to all of us without 

exception, so the legal system is a social system, but artificial rather than natural. 

Technologies are not the same as laws, although both are artificial systems. Skliarov (2013) 

classifies technologies as technical systems, and he does not refer to them as social systems 

because technologies, being produced from physical materials for certain functionalities and 

end-aims, do not include human values per se; nuclear technologies, for example, led to the 

creation of weapons of mass destruction. Even Artificial Intelligence, which humans build as 

complex nature-inspired copies of intelligent social creatures, is so uncertain in its end-aim 

that no one can guarantee a respect of social values. That is why legal and technological 

systems are different, though both are designed by people. Since, in the phenomenon of 

mutual shaping between technologies and law, “the natural” interacts with “the artificial” and 

“the social” interacts with “the technical,” the phenomenon may be seen as complex, where 

the mentioned realities are equally respected in theory, but are asymmetric in their nature. 

Designing technologies in the legal environment is an activity that goes beyond organizational 

scopes. There is an ongoing informational exchange, tension between technological ideas, 

designed structures, plans and legal regulation in its imperfection. Information travels 

between technological elements and legal matters, and in both realms for particular causes. 

Feng and Feenberg (2008) claim that an ICT is designed within a complex, black-boxed 



 
 

process: from socially-neutral technical elements to a strongly-biased finished device. The 

authors define “technical elements” as “the most elementary technical ideas and 

corresponding simple implementations that go into building devices and performing technical 

operations”; technical elements can also be decontextualized and be simplified objects “to 

highlight those qualities by which they are assigned a function” (Feng & Feenberg, 2008, p. 

113). Thus, we can conceptualize a technical element as a detail, a formal principle, a method, 

etc., which in itself is a meaningful part in a finished device after going through the process of 

reasoning and composition by its designers. As Feng and Feenberg (2008, p. 114) state, such 

a composition depends on the designers’ interaction with the social environment and their 

own professional backgrounds: “once the technical actor begins to combine these elements, 

more and more constraints weight on design decisions”. In other words, “these elements” are 

technological elements of information. 

Law and the legal system is a social environment – the environment of socially-generated 

norms in form of laws and bylaws that are also information for designers. As mentioned 

above in this section, in the socio-technical systems’ field there have already been attempts to 

oppose “regulatory” elements to “technical/technological” ones, as Morel and Chauvin (2006) 

did while extracting meanings from their empirical data (see above). In the research by 

Stubkjær (2006, p. 4), the scope of interpretation in extracting meanings of “the legal” is 

described as “having in common some rule-like character”, which I would rephrase as 

“having a legally-matter aspect” – a word or a phrase that describes a concern which is, or 

ought to be, regulated by law. Thus, legal elements would be legal concepts, principles, 

sanctions, statuses, definitions, limitations, responsibilities, etc., both formal and potential, as 

expert knowledge applies them in expressions or dialogues. 

People who are intellectually and physically involved in combining elements of technology 

and law – as matter & information and information – in a system of information exchange 

while designing a finished device (Feng & Feenberg, 2008), are carriers of this information: 

they transfer knowledge shaped by their own professional paths and experience. The 

emergence of constraints in decision-making would have triggered the experts to explore the 

environment, based on their skills and experience, from the situation in which they find 

themselves. This would be done in order to decide on a proper response to this environment. 

In accordance with Feng and Feenberg (2008), the design process is an emergent, path-

dependent and heterogeneous phenomenon, because designers are not limited to interaction 

within only their own group – information comes from the outside experts, too. People inside 

the design team (in situ experts) and outside it (ex situ experts) are carriers of information 

about technological and legal elements in the “black-boxed” design process for delivering a 
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finished device. The experts base their reasoning on information when they interpret it, using 

their own skills and experience, but this information comes to them from beyond their own 

will: it is transferred from other experts in the due course of their shared interaction. When the 

experts discuss something in the design process, certain informational points catch their 

attention more than others, and some new information elements get introduced into the 

discussions to stay there and likely to be raised again. While interpreting Feng and Feenberg 

(2008) in this dissertation, I claim that experts inside the design team and external consultants 

or potential users outside it, who openly share their professional opinion containing legal and 

technological elements, are social elements of the conceptualization of mutual shaping 

between technologies and law.  

Thus, conceptualization of the phenomenon of mutual shaping between technologies and law 

will consider (1) the streams of information input in the course of interaction among the 

experts in situ and ex situ to the design process, as well as the eventual relationships between 

the elements of information describing technology and law, retrieved from (2) the 

professional knowledge of these experts, showing exactly how they would have related this 

information in order for the design process to end up with a finished ICT device. All three 

types of elements, when we open the “black box” of information exchanged among the 

experts in relating “the technical” with “the legal”, will be conceptualized and processed as 

equal, symmetric analytic categories. Simultaneously, the natural asymmetry between 

technology and law should be taken seriously, where the former is both information 

(principles, functionalities, etc.) and matter (formats, databases, codes, etc.), and the latter is 

only information (norms, legal-matters, definitions, sanctions, responsibilities, rights, etc.).  

Considering that the interacting realms of technology and law are asymmetric in the real 

world, subsequent details are required in the conceptualization of mutual shaping between 

technologies and law – beyond the theoretical reasoning given in this section. In particular, it 

needs those lacking mechanisms and factors that explain the interactions between “the social” 

and “the technical” as indicated in the socio-technical field (Fischer & Herrmann, 2011) 

(section 1.1.1). Jörg’s (2011) ABC-model, described in this section, provides hints that the 

lacking mechanisms could be found in the mutually-relevant relationships between sector A 

of ICT and sector C of law, and the important factor of time, since the socio-technical 

systems’ approach requires the phenomenon being conceptualized as a process. Besides, the 

ABC-model recognizes the missing “boundaries” between ICT and law in the socio-technical 

systems (Kroes et al., 2006) by simply placing them into analytic categories A, B or C, and 

highlighting the key role of relationships (Bar-Yam, 2016) among them rather than their 

objectified definitions – to go much beyond looking at them only as static substances in time. 



 
 

2.3 Shaping channels and their structure 

This section introduces and conceptualizes shaping channels between ICT and law, as 

retrieved from the data on the design process. These are key relationships in understanding 

the complexity of mutual shaping between technologies and law. The design process gets the 

name design work that speaks to the chosen theoretical composition and computational 

intentions of the subsequently generated approach. Design work highlights constraints 

management in joint interaction of the experts both inside the design team and outside it; their 

engagement in knowledge sharing. In defining shaping channels, I apply the transdisciplinary 

term attractor, which has been used for least 20 years within studies in law and is borrowed 

from the area of complex systems. Methodologically, an attractor can be interpreted from the 

dataset as a legal issue, a concern, or an uncertainty, which comes to be important to two or 

more involved experts in the design work, so that a decision follows on a technological 

implication that is responsive to this attractor.  

The term “attractor” is highly important to understand the key relationships between 

technologies and law. Thus, the first part of this section outlines this term as used in Law and 

other areas of human knowledge, and then the second part theorizes on shaping channels. 

The term “attractor” in itself is transdisciplinary (section 2.1.) and used in computational 

systems research (Crutchfield et al., 2010). It has been already mentioned in the IS field in a 

metaphorical sense, when it was applied to theorizing about heterogeneous socio-technical 

systems: “order emerges – it is not designed by an omnipotent ‘designer’ ... such orders 

emerge around attractors, that is a limited range of states within which the system growth can 

stabilize, and which allow the system to bootstrap” (Hanseth & Lyytinen, 2010, p. 6). Here, 

the authors refer to John Holland (1995), “Hidden Order”, where actually no definition of 

attractor is provided. The achievement of this article, however, is in its attempts to show that 

there are forces in the environment shared by at least two heterogeneous socio-technical 

systems which influence how they are organized. In their own way, Hanseth and Lyytinen 

(2010) attempt to explain metaphorically the asymmetry between the socio-technical systems 

and their environment, and indirectly inspire a hypothesis that if some of these forces 

influence one socio-technical system, they then might influence another – that is an ex ante 

effect of attractors, which has to be further explored.  

Taylor (2010) reviews the classification of attractors in the sciences and claims that attractors 

connect chaos theory and fractal geometry, since the most popular association with attractors 

is related to the so-called Lorenz attractor where “as orbits chaotically converge and diverge 
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from one another, a unique butterfly shape emerges ... this shape has a fractal geometry.” The 

Lorenz attractor is the so-called “strange attractor” that is an “attracting set ... fractal in 

nature” – “any given point in the attracting set is never visited more than once, and there are 

entire regions of points that are never visited ... such sets of points are fractal in nature and 

usually have non-integer dimension ... it follows that if an attractor exhibits chaotic behavior, 

then it is a strange attractor” (Taylor, 2010, pp. 76, 78). Originally, an explanation of the 

strange attractor of Lorenz is provided as follows:  

If we take a look at some real-world phenomenon that has caught our attention, we are 

likely to find that certain conceivable modes of behavior simply do not occur. A 

pendulum in a clock in good working order will not swing gently at times and violently at 

others; every swing will look like every other one. A flag in a steady breeze will never 

hang limp, nor will it extend itself directly into the breeze, no matter how long we wait ... 

The states of any system that do occur again and again, or are approximated again, more 

and more closely, therefore belong to a rather restricted set. This is the set of attractors. 

(Lorenz, 1995, pp. 39-41) 

Another large category of attractors is so-called “simple attractors”. A simple attractor can be 

defined as “an attracting set that contains a dense orbit” where “there is at least one orbit 

which either passes through, or gets infinitely close to, every point in the attracting set” – 

“these are non-fractal attractors, the behavior of which can be accurately predicted” (Taylor, 

2010, p. 75). Applying definitions of attractors, for example, of a simple attractor, called 

otherwise “torus” in science, has already taken place in research on designing hardware (Yu et 

al., 2007), as well as in interdisciplinary network research on the “attracting fixed point” as 

describing a simple attractor in general (Newman, 2010, p. 680).  

Applying the concept of attractor to research on technologies is obviously not a disciplinary 

misbehavior. Transdisciplinary knowledge – that combines interdisciplinary research and 

practices (Steiner & Posch, 2006), and studies complexity and simplicity (Gell-Mann, 1995) 

as equally important – can marry natural and social sciences for solving real-world problems. 

One of the prominent transdisciplinary researchers from the Santa Fe Institute, Stuart 

Kauffman (2010), criticizes disciplinary “camping” – he calls this division “injury”: 

Almost without our noticing, our secular modern society suffers ... injuries, which split 

our humanity ... These injuries are larger than the secular-versus-religious split in modern 

society. What the metaphysical poets began to split asunder – reason and the remaining 

human sensibilities – we must now attempt to reintegrate. The first injury is the artificial 



 
 

division between science and the humanities. P.C. Snow wrote a famous essay in 1959, 

“The Two Cultures”, in which he noted that the humanities were commonly revered as 

“high culture” while the sciences were considered second-class knowledge. Now their 

roles are reversed: on many university campuses, those who study the humanities are 

often made to feel like second-class citizens ... science cannot explain the intricate, 

context-dependent, creative, situated aspects of much of human action and invention, or 

the historicity that embraces and partially defines us. These, however, are just the domains 

of the humanities, from art and literature to history and law. (Kauffman, 2010, pp. 7-8) 

In other words, real-world solutions are possible to achieve when employing knowledge 

derived from the creative mind – cognition (Von Eckardt, 2001), with respect to contexts and 

situations, which helps to understand historicity of us in our action in process. Among such 

fields, Kauffman (2010) sees Law, as it comes from the above quotation.  

In 1996, John Ruhl, an American lawyer and expert in adaptive ecosystem management, 

published research on socio-legal and dynamic systems, in which he discusses and applies 

taxonomies of attractors to studying legal systems, gives motives for his choices, provides 

definitions and relevant examples, while claiming at the start that “laws and legal institutions 

change in response to ... technological advancements, and other evolutions in and affecting 

human society.” The author introduces the attractor into his research about law as follows: 

As do all such dynamical systems, the analogical law-and-society system model has a 

multi-dimensional playing field, or “space”, within which the system dynamics occur; it is 

governed by a nonfinite set of rules prescribing the system’s trajectory, and that trajectory 

is hurtling among basins of influence defined by the system’s “attractors”... A system’s 

behavior is defined by the number and character of its attractors, and a system may have a 

multitude of attractors ... The attractor defines the region of the playing space that 

“attracts” the trajectory of the system as time passes ... Indeed, in dynamical systems 

theory parlance there are three types of attractors of relevance to this discussion: fixed 

point, limit cycle, and strange [here: reference to Casti (1994), Gleick (1987), Cohen and 

Stewart (1994)]. Each type of attractor corresponds to a type of dynamical system 

behavior pattern [here: reference to Casti (1994) and Cohen and Stewart (1994)]. Find the 

attractors and you will understand the system as much as current science allows, for while 

any point in the playing space can define the system's behavior for the very short term, in 

the long term “the only possible behaviors are the attractors themselves” [here: reference 

to Gleick (1987)] ... A fixed point attractor defines system behavior known as stable 

steady states – not very interesting ... Limit cycle attractors correspond to system behavior 
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characterized as stable periodic cycles – also not very interesting ... Strange attractors, 

which produce the behavior of what are known as chaotic systems, hold more interest for 

scientists not only because of their intriguing nature, but also because they appear more 

frequently in the real world than do the classical fixed point and limit cycle attractors 

[here: reference to Casti (1994)]. (Ruhl, 1996a, pp. 854, 863-864)   

Thus, the fact of borrowing the term “attractor” from dynamical systems is acknowledged, 

and conceptualizing attractor in research would imply exploring observable points in data of a 

trajectory which describe the presence of a certain region of “playing space” – the very 

attractor that is something that has a name and can presumably be called by a legal concept. 

This is how Ruhl (1996a) explains his borrowing of the term “attractor” from the dynamical 

systems, and there are other definitions of attractors in the area of legal knowledge. 

Alternatively, DiLorenzo (1996) calls attractors in law “legislative signatures of information”. 

Another lawyer, D’Amato (2009), proposes studying attractors in international law, since they 

drive the emergence of new regulatory material in variety of practices. The set of points in the 

trajectory are, therefore, researchable in relationship to this attractor, and they describe the 

behavior of a complex system to which they belong. Ruhl (1996a) is prone to think that 

attractors for such conceptualizations would be analogic to understanding of strange attractors 

in dynamical systems. The author recognizes that dynamical systems theory is not ideal, first 

of all because the real world is much richer in meanings and senses, which natural sciences 

conceptualizing dynamical systems can barely help to grasp: 

...the fit between the interaction of law and society and the analogical model provided so 

far by dynamical systems theory is not perfect. Two significant complicating factors are 

present – humans and the coevolving real world. Humans pose a complication for the 

model in the form of free will. When a mathematician programs a dynamical system into a 

computer model, the components obey the rules as given. Humans are not that 

accommodating, and attempting to ... “model” their exercise of discretion requires more of 

dynamical systems theory than science may ever have to offer. (Ruhl, 1996a, p. 867) 

Moreover, the author highlights that attractors in socio-legal systems are sensitive to changes, 

which people make by technological progress and evolution – the technologies and the will to 

design certain technological implications in response to attractors may change these: 

The ability of humans to exercise free will (i.e., to rewrite or disobey the rules) and 

thereby alter the attractors of the dynamical law-and-society system model eliminates any 

possibility of producing a stationary model. Then there is the real world, the law-and-



 
 

society system’s coevolving environment ... such as death and natural disasters, which can 

disrupt the system if the system cannot adapt to them. While these complications limit the 

fit of dynamical systems theory to the interaction of law and society, their presence does 

not suggest that the analogy is inapposite. Indeed, an important field of research within 

dynamical systems theory has been determining whether and how systems survive such 

external complications through evolution. Hence, so long as we accept that the exercise is 

one of analogy, there is much to be gained by exploring the application of dynamical 

systems theory to the law-and-society system model. (Ruhl, 1996a, pp. 867-868) 

Here, the lawyer emphasizes the need to make analogies between dynamical systems and 

socio-legal ones, as both would actually gain from this. The dynamical systems theory brings 

some modeling into the complexity of human reality, while human reality encourages 

openness and learning in dynamical systems modeling. The complex-systems scientist Stuart 

Kauffman (2010, p. 8) supports this idea:  

We need a worldview in which the brute facts yield values, a way to derive ought from us 

... Agency, values, and “doing” did not come into being separately from the rest of 

existence, they are emergent in the evolution of the biosphere. We are the products of that 

evolution, and our values are real features of the universe. (Kauffman, 2010, p. 8) 

In turn, the lawyer Ruhl (1996a) calls Complexity Science unifying knowledge, where 

merging of the dynamical systems knowledge and exploration of social regulation of human 

activity is possible. He believes that such a merging may help dynamical systems with 

addressing a concern “not with describing the final, stable behavior of a system but with the 

way a system chooses between competing options” in response to the attractor. The response 

can influence the same attractor at a later stage in time. Also, Ruhl (1996a) refers to Gleick 

(1987, p. 233), a known chaos theorist, and in this regard, the lawyer (1996a, p. 892) claims 

that “the blend of attractors needed to promote sustainability necessarily produces emergent 

behaviors as a result of interaction between the multiple components”, which means that the 

research, exploring mutual shaping between law and certain human activities (ICT in this 

study), has to consider attractors as promoters of sustainability in the ICT design process, and 

to explore these with at least two socio-technical systems taken as sources of the components 

– for comparisons of their responsive options to the attractors.  

It is also interesting that Ruhl (1996a, p. 907) sees attractors in law as describing the ex ante 

effect on human behavior: “The attractive force behind this behavior is predictability; the 

behavioral attractor is regulation.” And for the author, this would be relevant to understanding 



53 
 

the decision making of humans. Moreover, a legal attractor, if considered as a 

transdisciplinary term within Complexity Science, is a legal uncertainty:  

...the complexity theory model tells us we are in a tight orbit around the regulations 

attractor because more regulation is the only way we know how to feel comfortable when 

faced with chaos, emergence, and catastrophe. But more such regulation, because its 

motivation and structure are the products of reductionist approaches that predominate 

under the system we have adopted, leads us only further from understanding those 

surprise behavior. (Ruhl, 1996a, p. 913) 

In addition to the argument that an attractor in law would be an uncertainty about law, two 

other lawyers and systems thinkers, Paterson and Teubner (1998, p. 475), claim that there is 

an “attractor-strategy”, which is lying “in the process of trial and error”. This implies a 

situation where one who has to decide is concerned, or attracted, by a legal issue but does not 

know for sure what the best response to it would be. That is why the response might be either 

success or failure.  

In the field of socio-technical systems, the importance of clarity in potential regulatory 

requirements, while the technology is being designed, is also recognized: “wrong” 

technological solutions to legal uncertainties may be highly costly (Whitworth & De Moor, 

2003). The influence of decisions in response to the legal attractor is described by John 

Holland (2006, p. 3), the father of complex adaptive systems, who claims that “agents rarely 

reach equilibrium, and the combination of conditional action, regular innovation, and 

perpetual novelty, disrupts the formation of attractors”: this means that attractors might be 

dissolved by an innovation or novelty that is reasonable and actually works in practice – so, 

the uncertainty in requirements of the regulation becomes a certainty that is no longer a 

concern. A relationship between decision making and attractor has also been recognized in the 

socio-technical systems’ field: Pryor and Bright (2004, p. 19) claim that “order is a 

consequence of the boundedness of the functioning of a system,” where the order itself is 

called “attractor” by these authors. The boundedness is meant precisely to be the trajectory of 

possible states, or decisions on what to design in response to an attractor. However, 

considering the chaotic, multidimensional nature of attractors as concepts from chaos theory 

(Lorenz, 1995), only a few out of all attractors found in any one dataset about ICT design 

process may be attractors in another dataset, and those which are not, may be attractors for a 

third dataset (section 3.3). 



 
 

Therefore, I can conclude here that conceptualizing legal uncertainties as attractors for the 

understanding of mutual shaping between technologies, namely ICT, and law corresponds to 

the call of the socio-technical systems’ and the IS fields for seeing socio-technical phenomena 

as processes (sections 1.1.1 and 1.1.2). Sustainability provided by attractors (Ruhl, 1996a) in 

ICT design would be stipulated by the controlling nature of law (Paterson & Teubner, 1998) 

as a system of social regulation. The law as a system of social regulation has “an irreversible 

historical trajectory that is pushed, pulled, and reshaped by a large number of competing and 

changing ... legal attractors” which take the form of “lost, hidden, local, bottom-up, emergent 

modes of legality” (Murray, 2008, pp. 240, 243-245). In other words, searching for attractors, 

which shape options in designing certain ICT responses that, in turn, are shaping the legal 

uncertainties of these attractors, has to be done separately for each of the datasets used, and in 

a bottom-up way, taking into consideration the multiplicity of information obscuring them. 

Ruhl (1996a) sees attractors as values, which are shaped in law as freedoms, rights and 

regulations in such a way that they describe an issue leading to an effect, which can be 

detected. Among these there should be relationships stipulated by a key parameter – a free 

will, so that a freedom, a right and a regulation correspond to it. Ruhl (1996a) states that using 

the term “attractor” in such a way is possible because of the unified character of Complexity 

Science achievements, which imply a paradigm shift in thinking in all sciences where 

reductionism had previously dominated. By reductionism the lawyer means pursuing 

establishing trustworthiness of the presented arguments only in proof of direct, linear cause- 

effect relationships between events – something that makes it impossible to recognize 

dynamics and side-relationships in the situation, as well as questioning it.  

As to his colleague, Murray (2008), Ruhl managed to set a new stream in legal doctrine called 

“legal dynamism”, where law is studied not as being, but as becoming. Attractors are among 

the key tools for such research. At example of a case Lucas v. South Carolina Coastal 

Council, Ruhl (1996a) illustrates how two branches of jurisprudence about property 

confiscation – on ruling from the government interest and from that of a private person – 

clashed in incoherent interpretation of “economically viable use of land” in terms of property 

possession in three dimensions: freedoms, rights and regulations – so that even the decision of 

the court left no clear rule for its general application at that moment and for the future. At this 

example, an attractor could be property possession as something natural for us, humans, and 

scalable in our history from personal belongings to own territory, where the legal issue turned 

itself to be the latter. The uncertainty of this issue could be solved, be the case explored in 

complexity of its factors. 
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The lawyer DiLorenzo (1996) also begins his point about the use of attractors in legal 

doctrine with a critique of reductionism as blind short-sighted thinking, which should be 

naturally inappropriate for law and justice. The targeted purpose to use the term “attractor” to 

law, as to this author, would be effective addressing real-world human activities and 

interactions in their natural complexity and discretion. To be highly specific about his point, 

DiLorenzo (1996, p. 641) formulates his own concept “legislative signatures” applicable to 

law, meaning an attractor: “Legislative signatures is a derivation from the concept of strange 

attractors in the physical sciences”, and refers here to Gleick (1987).  

In his previous research, as DiLorenzo (1996, pp. 641, 644) claims, “attractor” was used to 

describe “the pattern constraining a legislature’s choices when dealing with particular subject 

matter”, whereas in the given paper he turns it into “the legislative approach” where 

“complexity would make proof of causation difficult” because of “discretionary nature of 

decision-making” implied in humans. The lawyer applies to the history of home mortgage 

lending by banks in Boston, where in October 1992 the Federal Reserve Bank published a 

report stating that there were thirty nine variables affecting mortgage decision-making, of 

which nineteen were key and thirteen contained probabilities of denial. The report also 

concluded that black or Hispanic applicants were 60 percent more likely to be turned down in 

comparison with white applicants in the same situation. Nevertheless, the report could not 

prove that such a difference was caused by racial discrimination and contained a formulation 

“remains unexplained” in statistics. At that time, there already existed the 1968 Fair Housing 

Act and the 1976 Equal Credit Opportunity Act, but both of these laws, though forbade 

discrimination because of race or national origin, required a direct proof of causation in case 

of legal investigation, which, as DiLorenzo (1996) claims, was impossible to establish 

because the disputed decisions were not considered multiple-factor. In 1991, there was 

introduced “business necessity” defense into law regulating mortgage lending: this brought 

some clarity to measurement in evidences, but it did not solve the issue of problematic 

treatment of human equality in crediting. An attractor, as it comes from the case, would be 

equality of humans. DiLorenzo (1996) states that an attractor in law “can take a form of an 

outer boundary that confines decisions” and “may be accomplished through specified goals 

which are required to be achieved”. In other words, the issue of human mistreatment may be 

solved in specifying details of the situation in its information and factor multiplicity in 

transparency as considered required. 

Another  interpretation  of  attractor  for  legal  implication  as  “lost,  hidden,  obscure,  local, 

emergent” commonly recognized value causing issues for the society to agree upon and 

regulate is given by Murray (2008, pp. 243, 240), who conceptualizes law itself as “a 



 
 

dynamic, complex, material (physical and semiotic) assemblage made up for the interplay of 

intense force processes” and “the operation of modelling/mapping a hugely complex dynamic 

entity into a mental space of understanding where complex dynamic activity can be 

diagrammed and unfolded.” While referencing to Ruhl (1996b, p. 1423), Murray (2008, pp. 

240, 243) states that attractors in our reality “legitimize the sociolegal outcome for a 

particular set of issues”, and highlights that it is relationships between law and society that 

help the legislators decide on formulations, not just law itself: “social organization and the 

processes that serve to produce social organization are immanent and dynamically self-

organizing on multiple dynamic arrays of attractors.” The main objective to use the term 

“attractor” in legal doctrine, as Murray (2008) explains, is to explore emergent law in its 

legality in past, present and future as immanent and bottom-up. Such an approach to law shall 

imply its symbiotic co-evolution with other human activities and interactions. As an example 

to his statements, Murray (2008) brings the law of Liverpool, which is designed with respect 

to geographical and historical legal assemblages of the city, and takes into account its self-

organizing dynamics and diversities. The given example implies a set of attractors influencing 

regulations in the city, e.g. historical events, work customs, etc., which stipulate intensive 

belonging of the people to their environment. 

Thus, I can conclude that the term “attractor” was not only borrowed from dynamical systems 
by lawyers into the legal doctrine, but also interpreted with consideration of its objectives in 

scientific universality and respect to its origin in natural sciences – to make the use of the 

term “attractor” as close as possible to the legal doctrine and practice. Further in this 

dissertation, the term “attractor” is used as legal attractor, meaning that it is an issue, a 

concern in uncertainty expressed by humans involved in activities of designing ICTs, so that 

this matters not only in their decision-making, but is also found shared to decision-making of 

others who design ICTs. A legal attractor implies varieties of technological implications as 

responses to its uncertainty, each of which has an own unique channel. An attractor is also a 

spot in the legal system for its learning from practices and co-evolution with them. A legal 

attractor generates shaping effects and disrupts human activities if they cannot adapt, so 

designers learn from this shared uncertainty. As specifically to ICT, past activities in 

designing a device matter as much as the present ones, because they anticipate its future due 

to connections in the path of the ICT design process with the legal attractors at large. 

In particular, I want to highlight that not just any legal issue, concern or uncertainty in the 

ICT design work is an attractor. A legal attractor is such a legal issue, concern or uncertainty, 

which has special properties: it leads/may lead to a variety of technological implications 

around itself – so, these implications belong to different design works that do not 
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communicate with each other, but take place simultaneously in time and contribute with 

certainties in responses to the legal uncertainty of the attractor. An attractor is an information 

input within the environment of legislation, from which this legislation learns. The attractor 

stipulates meanings and expressions framing it from interpretations of law by ICT-design 

practices bottom up, when it is unclear what this attractor stands for, so its legal uncertainty is 

disruptive for the practices (Paterson & Teubner, 1998; Pryor & Bright, 2004; Ruhl, 1996a). 

Because of its authority, the legal uncertainty of an attractor demands from practices, 

including ICT design, that actions be taken, but it is unclear what actions these should be. A 

decision made in response to a legal attractor will then result in the designing of a 

technological implication, a response, which covers the legal uncertainty based on the already 

accumulated information of knowledge and experience in the design work. Subsequent 

decisions may follow this one, and cover other, smaller legal uncertainties relevant to the one 

with the attractor – this shapes the course of design work and evolution of the designed ICT 

with the law. For example, if it is unclear in the design work how to ensure that the future 

users will be informed about personal data processing in this ICT, the decision about 

designing a visibly reliable interface requiring a complex password and an identification 

property might cover the uncertainty of dealing with explanations to users how the data is 

processed and, e.g., where the metadata is (section 4.2.4).  

Nevertheless, attractor and technological implication in their mutual responsiveness are not 

enough to conceptualize the mutual shaping between technologies and law – there should be 

an explanation about the mechanism of their interaction and its methodological approach. As 

stated in section 2.1, transdisciplinarity is a combination of academic and practical reasoning 

for real-world problem-solving. Symmetric conceptualization of elements in a complex 

system of a phenomenon is useful for its abstraction and computation (Wing, 2006, 2008), 

whereas learning and the practical implication of the conceptualization requires recognizing 

the factual asymmetry of law – as information – and ICT – as information & matter 

(Stubkjær, 2006). The conceptualization of the phenomenon of mutual shaping between 

technologies and law should include explanations of this asymmetry and its mechanisms 

(Fischer & Herrmann, 2011; Lyytinen & Newman, 2008), which are lacking in the socio-

technical systems’ field and IS research (Knackstedt et al., 2014; Mishra et al., 2012).  

Borrowing knowledge from disciplines that have explored the asymmetries related to the legal 

regulation is necessary in order to arrive at an answer to the research question (section 1.3.1). 

The answer should be consistent with the reality, and practically applicable. In the socio-

technical systems’ field, borrowing knowledge is called cognitive process, which the real, 

intelligent mind does daily (Geels, 2004). In research on Decision Support Systems, cognition 



 
 

is also related to artificial processes created by the real mind (Loula, 2006) for the enhanced 

decision making of many (Blomberg, 2011), where existing knowledge, e.g., in language, 

biology, physics, systemics, computer science and law, may be applied simultaneously (Von 

Eckardt, 2001). This is applied transdisciplinarity (Cundill et al., 2005; Gell-Mann, 1995; 

Jörg, 2011; Steiner & Posch, 2006), which this dissertation supports. 

Multiplicity of information, as it has been proposed in section 2.2, will be addressed by three 

categories of elements describing ICT, expert knowledge and law. Asymmetry in the nature 

of elements – as information that is law, and information and matter that is ICT – is a topic 

within the discourse of socio-technical systems: “the critical challenge is the creation of 

socio-technical systems that achieve the best fit between the technical components (mainly 

software and hardware) and their ever-changing context” (Fischer & Herrmann, 2011, p. 28). 

While referencing Haas (1990) and the theorization of “nested sets”, or nested systems, which 

“captures the interdependence among levels of government in ways that illustrate the dynamic 

effects of action ... and the ricocheting consequences of action or inaction taken in response”, 

Sylves and Comfort (2012) call for the basics of systems thinking to be applied to studying 

responsiveness between “the social” and “the technical”. The mutual responsiveness is 

“interactive” process, they claim, “with exchanges made, unmade, and remade in a continuing 

effort to find the best ‘fit’ of resources to demands, using the skills and technologies available 

to the actors” (Sylves & Comfort, 2012, p. 78). The authors state that choices are taken 

horizontally and vertically, because of the hierarchical structure of public governance.  

Lyytinen and Newman (2008, p. 592) expand on the vertical and the horizontal vision of 

socio-technical systems: “...the vertical analysis unpacks interdependencies between ... [the] 

levels – work system  ... and the environment – while accounting for the IS change. The 

horizontal analysis, in turn, focuses on horizontal and temporal interactions at... [the] ‘lower’ 

levels of IS change to reveal, for example, path dependencies ...in the work system.” Such an 

understanding of information organization in research, which has to study a socio-technical 

phenomenon as a process, theoretically corresponds to the above-introduced ABC-model of 

mutual shaping by Jörg (2011) (section 2.2), where the categories of technological, expert 

knowledge and legal elements are located horizontally to each other with respect to time 

tagging, which characterizes changes in the operational information while designing an ICT. 

Further, Lyytinen and Newman (2008, p. 592) assume that both “the vertical and temporal 

(horizontal) analyses delineate the dynamic influences of the environment on ... [the] work 

system and their mutual dependencies.” It means that the vertical vision in conceptualizing 

information processing in the ICT design process complexifies the horizontal one and implies 
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considering the natural asymmetry of law and ICT. Lyytinen and Newman (2008, pp. 595, 

599) claim that “the system change consists of sequences of events ... and their interaction ... 

the event pairs connect sequentially different socio-technical states ... to yield the horizontal 

analysis”: in the dissertation this may mean that the vertical vision on the ICT design process 

discloses the mechanism of interaction between “the technical” and “the legal”, which so far 

has been methodologically lacking in the socio-technical systems’ field (Fischer & Herrmann, 

2011). Simultaneously, as has been conceptualized above in this section, the vertical vision of 

the ICT design may uncover the “hidden” legal attractors (Murray, 2008), which can be found 

locally in each of the datasets on the ICT designs studied, but be compared for our deduction 

of the competing ICT options responsive to it (Ruhl, 1996a). 

In order to process data for exploring the changing states, Lyytinen and Newman (2008, p. 

599) call for the use of narrative data, thus qualitative datasets, where the analyst has to find 

out “what conditions were necessary in generating this event”. Though the authors recognize 

the fact that a narrative may contain enough data about the nesting systems, “the social” and 

“the technical”, they still encourage an interpretive mode of thinking in studying the socio-

technical phenomena, rather than hypothetical – the researcher should decide what is included 

in the conditions of the event and what is not. The problem of selective interpretation of 

qualitative data by the researcher, while studying real-world phenomena, is highlighted by 

Luhman and Boje (2001) when they show in an experiment how managers in one 

organization see a reformation process taking place: their optimism was directly proportional 

to their level of management. Luhman and Boje (2001) claim, therefore, that the professional 

opinions of those working directly on an issue – be it ICT design in a team, and those who are 

aware of it and may also meaningfully contribute, or be it consultancy – should be of equal 

importance in processing empirical data. Coding of time must also be of crucial importance in 

the study. Frantz Rowe (2012, p. 473) calls narrative a rare genre in IS research and he claims 

that new techniques in using narratives are required, where new combinations may take place 

with grounded approaches in the IS research: “causes and reasons can then be identified and 

theories developed through narratives”.  

Thus, the professional opinions of experts directly involved in a design process, or in situ 

experts of the design team, as well as of experts indirectly involved, or ex situ experts of 

external consultancy, clients or potential users, should be approached as separate strings of 

information taking place in the dialogues at meetings, registered in textual form and in the 

documents exchanged. Time, if taken as a common axis of reality to these information strings, 

can stipulate the horizontal data processing in studying the socio-technical system of an ICT 

design. Events which might contain key grounds for decision making would, thus, be not the 



 
 

interpretive selection of data by the analyst at the discretion (Lyytinen & Newman, 2008). 

The events would, rather, be the eventual complexity of meanings describing technological 

and legal elements, and their relationships in transfer among in situ and ex situ experts, in 

knowledge encoded as elements (section 2.2) comprising the phenomenon of mutual shaping 

between technologies and law. In studying two or more cases of actual design processes, with 

many of them from within the same legal system (section 1.2), we will use narrative data 

gained from the in situ and ex situ experts, and take into consideration their professional life, 

which goes beyond and is more complex than is revealed within the design works studied.  

Approaching the narrative data horizontally and vertically as strings of information 

determines the “narrative parallelism” of this study, where narratives told by different experts 

may contain meanings about the same technological or legal elements, allowing us to look 

beyond the contexts (Pentland, 1999) of social importance and politics, as well as personal 

biases (Luhman & Boje, 2001; Tsoukas & Hatch, 2001). Simultaneously, the very recognition 

of the same elements in different narratives (Uprichard, 2011) will allow us to maintain the 

“logic of situation” (Arthur, 2015; Murray, 2008), so that the tracing of information becomes 

possible and the potential ex ante reasoning for design processes can be made.  

In brief, a design process is a process of work on designing a technology – where people are 

paid to participate using their skills to fulfil a task according to their professional 

responsibilities. Kauffman (2002, p. 229) claims that “work is the constrained release of 

energy” and that “autonomous agents do carry out work to construct the constraints on the 

release of energy such that the energy is released along specific channels and such that 

specific couplings of non-equilibrium energy sources to propagating organization arise.”  

Thus, work is the release of energy due to constraints created by agents, who have autonomy, 

and the organization of technological and legal elements arising from non-equilibrium – from 

discussions, or argumentative tensions and dialogues, and references to previously expressed 

ideas by other experts, where uncertainties emerge and attractors are indicated because of the 

natural asymmetry of ICT and law. Extracting the argumentative complexities implies that we 

recognize elements of technology, expert knowledge and law coded in the datasets as 

information expressed and exchanged in active communication among in situ and ex situ 

experts in the course of designing an ICT device, as seen in Feng and Feenberg (2008) 

(section 2.2). The environment is shared by the nested design works and has channels that 

couples attractors with technological implications designed in response:  
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Think then of the role of laws and contracts, whose constraints enable the linked flow of 

economic activities down particular corridors of activities. The web of economic 

activities flows down channels, whose constraints are largely legal in nature. The coming 

into existence of the enabling constraints of law is as central to economic development 

and growth as any other aspect of the bubbling activity.  (Kauffman, 2002, p. 229)  

Thus, the corridors of activities in laws constrain trajectories in the development of 

something, including design processes on technologies. These trajectories can be studied 

empirically because they are observable from the datasets, where we can extract three 

categories of information elements – on ICT, experts and law – and do that with time-tagging 

and argumentation-linking. The trajectories are largely legal in their nature, which means that 

they have a relation to attractors in law. Since the implications of technologies have 

observable attractors in law, to which they are related via shaping channels, information from 

one design process may be shared with another design process. Such sharing would be 

important in understanding the fitness of technologies, presumably in their comparison. 

In other words, the ICT design process can also be called design work for this research, where 

we imply the presence of attractors and technological implication at both of the ends in each 

of the shaping channels between ICT and law. Both in situ and ex situ experts in the design 

team bring the operational information (Holland, 1992) into discussions and dialogues 

(Lyytinen & Newman, 2008) in their meetings or consultations with each other. I would like 

to avoid misunderstanding and just use the term “design work” to highlight its closer 

interpretation as to the complex systems’ research rather than more abstract socio-technical 

systems’ or multi-interpretational IS field. By “design work” I understand the phenomenon 

exactly as described in this section – with shaping channels between legal attractors and 

technological implications as necessary properties. 

2.4 Memory and parallelisms 

In the field of socio-technical systems, there is the recognized phenomenon of distributed 

cognition (Sylves & Comfort, 2012) in the performance of complex interactive processes – by 

interaction of knowledge in time. This is something that can open the “black box” of 

communication activity among experts involved in designing a finished device out of 

numerous, scarce elements of information (Feng & Feenberg, 2008; Orlikowski, 1992) and 

address the important theoretical challenge of how the socio-technical integration may be 

observed (Fischer & Herrmann, 2011) and studied in synergy. For example, while studying 

organizational aspects around socio-technical systems, it has been claimed that: 



 
 

...effective inter-organizational response involves a detailed effort to exchange timely, 

valid information among a range of actors, each of which has different skills, expertise, 

and resources that are essential for resolving the problem ... Cognition is a form of mental 

computation that involves ... learning. It represents the creation of a novel system ... 

seeking to achieve a shared goal and interacting in structured ways that can be observed, 

studied, and understood. (Sylves & Comfort, 2012, p. 78) 

In other words, while interacting with each other, experts bring up information elements – be 

it on technology, that is ICT, and (or) law – learn from them and relate them in argumentation 

patterns, which are responded to by other experts. This creates a new system which can be 

studied and understood. If there are several design works going on, then all of them can also 

be studied with the same, computational approach. The generated understanding in 

comparisons may contribute to a logically broader and more general picture of the 

phenomenon which these design works illustrate. It is critically necessary to consider a 

variety of skills and expert affiliation when studying the expert knowledge exchange. This 

may mean computing it, or assigning codes that distinguish this variety, as well as the origin 

of the technological and legal elements it brings into the shared cognitive interaction, and 

relationships that describe this interaction.  

The information brought by the experts has validity in terms of time – because of its 

accumulation in the new system – which means that each of the elements must have their own 

time tag in the computation. The importance of time as a factor in approaching data in socio-

technical systems research has been highlighted by Stubkjær (2006) and Morel and Chauvin 

(2006), but illustrations of using time as a factor have not yet been provided. The ex ante 

influence of information – an important issue to explore both within IS field, the socio-

technical systems and Legal Informatics – has been accumulated in the due course of 

knowledge interaction, and is recognized in the socio-technical systems as a memory effect:  

Design, guided by intent, shapes actions and generates a learning process, as the act of 

itself stimulates information processing that creates a memory trace and influences future 

actions. (Sylves & Comfort, 2012, p. 78) 

Memories and the “travel in time”, which stipulates ex ante influences of thoughts and actions 

made in the present and the past, is recognized in Organizational Science that is basic for the 

contemporary IS field. Tsoukas and Hatch (2001) apply the notion of memory while talking 

about the temporality of the narrative approach. While retrieving an answer to a question from 

memory – be it an interview question or a request from one expert to another, as found in 



63 
 

documents – a narrator would refer to the most meaningful arguments from the past to project 

them into expectations in the present. Thus, the narrative act allows recognizing and tracing 

meanings in data (Uprichard, 2011), especially if we consider these qualities for narrative 

parallelism (section 2.3) – the horizontal, with its equal weight to the categories of elements 

and time tags, and the vertical, with its indication of attractors, technological implications 

and, therefore, shaping channels between ICT and law. Meanings, which describe information 

about an element, are deducible from words, phrases and sentences expressed previously and 

from words, phrases or sentences expressed at the moment of narrating. The meanings are 

then tagged. Simultaneously, meanings extracted from expressions of one person can be 

extracted with expressions from another person. So, linearity of one narrative act in a dataset 

can be connected in parallel with linearities of other narrative acts in the same dataset. These 

qualities of the narrative correspond to the vertical and horizontal parallelisms in studying the 

complexity of design work (section 2.3). Narrative parallelism applied to empirical material is 

a strategy to discover shaping channels corresponding to legal uncertainties, or attractors, and 

technological implications. Stuart Kauffman from the Santa Fe Institute – the cradle of 

transdisciplinarity – describes the following theoretical relationships between attractors and 

memory when he studies neurons in the neural system:  

The states lying in the basin of attraction of [the] attractor that flow to it are the 

“generalization” of the concept, for example, all things co-classified as frogs, where some 

“canonical” frog is encoded by the attractor itself ... All froglike entities are classified 

together by the network as frogs. Different attractors encode different concepts, frog, 

table, skates, or they encode different memories ... In its neurobiological interpretation, 

the firing of real neurons ... computes and yields a computational processing of 

information. Again, attractors that exist in the dynamics of the neural network can be 

interpreted as concepts, or classes, or memories, or more broadly ... the real neurons 

process this experiential information to yield mental experiences, including classification 

and memory experiences. (Kauffman, 2010, p. 181) 

Thus, if something – such as wording describing a concern or a solution, comes to the mind of 

an expert, who directly or indirectly participated in a design work by sharing their own 

knowledge with others – is textually registered, and someone else among the experts, though 

differing in skills and experience, claims the same, this information then may potentially 

become a shaped concept that matters. This concept would be an attribute of a shaping 

channel between technologies and law.  



 
 

There is, however, a problem, which the socio-technical systems explicitly indicate – that is 

the political component in what is important, or informal friendships and loyalties (Luhman & 

Boje, 2001), between experts that are fruitful for their income and presence in the design 

work but could be an obstacle to creative, sustainable and smart decision making that “fits” 

best for the device, imposing a challenge if to talk about information transfer between 

technologies and law: “Distributed cognition is complicated by matters of access, authority 

relationships ... versus political ... and public accountability” (Sylves & Comfort, 2012, p. 79). 

If the research involved itself in politics and hidden games, it would produce political results, 

and there would be no point in talking about information transfer between technologies and 

law in their actual co-evolution. The phenomenon of mutual shaping between technologies 

and law should be conceptualized as “a novel system” (Sylves & Comfort, 2012, p. 78) that is 

also complex (Hanseth & Lyytinen, 2010; Kroes et al., 2006; Sylves & Comfort, 2012) and 

emerging from the information exchange between the diverse knowledge and skills which can 

be studied in narrative parallelism (section 2.3), in strings of information as a memory of 

design work. The memory will give empirically-based answers on uncertainties and 

certainties in the techno-legal co-evolution, as well as show the natural asymmetry pattern 

between technology as information & matter and law as information. 

The concept of memory in transdisciplinarity (section 2.1) is useful for understanding how a 

shaping channel (Kauffman, 2002) emerges and how in practice it can be found in the 

qualitative empirics. The concept of “memory” is described in the formal framework of 

adaptation in complex adaptive systems by Holland (1992) and in his ideas on information 

accumulation and signals (2012). The scientist states that the environment is confronting the 

system by producing a signal. If to interpret it for application to this research, there is a 

tension in information exchange in between the two realms – law and technology. This 

tension may also be understood as a boundary between two asymmetric systems of 

information – ICT and law (Holland, 2012; Jörg, 2011) – and solve the problem of 

understanding socio-technical boundaries in the socio-technical systems (Kroes et al., 2006).  

Accumulated information, which contains the tension, is stored in the system and its memory 

as “the retained parts of the input history” (Holland, 1992, p. 23). The formal framework of 

adaptation in natural and artificial systems is the transdisciplinary architecture of terms with 

meaningful relations explaining, at the abstract level, the behavior of complex systems in 

biology, control, and AI. This framework has been replicated in studies of genetics, 

economics, game-playing, policy and the nervous system, as one of the advanced 

methodological outcomes in science.  
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Selections in the trajectories of the system’s behavior “are influenced by information obtained 

from the environment” and are different in different environment trajectories (Holland, 1992, 

pp. 21-22) – so each design work is its own information path of decision making, though in 

response to the same uncertainty (section 2.3). The ability of the complex system to 

discriminate between different environments is stipulated by the variety of information 

“signals” which the system can receive. Signals, as information, accumulate in the complex 

system, and this is the phenomenon of memory as “input history”.  

Deducing an environment for a system comes from understanding what the system eventually 

stands against in a certain situation, so that if we study a phenomenon of shaping between 

ICT and law, we can simply “discriminate”, or not process, other information elements in the 

dataset, such as those describing economics, finances, political power, authority, loyalties, 

personal affiliations, etc., as irrelevant to the topic or to a certain slice of content interaction 

we are exploring. Below is an extract from the formal framework, which I use for 

conceptualizing valued signal in the memory as an indicator that a shaping channel can be 

traced further in a complexity of arguments tagged in the memory of a design work: 

Selection ... is influenced by information obtained from environment. Environment is 

complex, and the adaptive system has an ability to discriminate among various 

environments. This ability is limited by the range of signals it can receive. Environment is 

confronting the complex adaptive system by producing a signal. Different structures may 

be capable of receiving different ranges of signals. If we take two different complex 

adaptive systems, they can receive different ranges of signals. A range of signals may 

have components corresponding to different sensors. One can find how many ranges of 

signals the system has got within a time period. If a particular signal was given at a 

particular time, the component of the signal is a value of the sensor for this signal at that 

time. The ranges of signals can be in sets, and the sets may be quite different ... 

Information is given a sequence during that time. Generally, only part of this information 

is retained. We can make use of latitude in specifying the structures. The structures 

consist of two components – the structure tested against the environment at a period of 

time, and memory, which represents other retained parts of the input history. This allows 

allocating the case in context of what and why it has been. (Holland, 1992, pp. 21-29) 

In unpacking this, I can state that the information which contains a taggable description of 

technological, legal and expert affiliation elements will be derived from the collected dataset 

that is limited only by what was ever raised and documented in a design work – this is to 

realize parallelism of information in the memory. A design work has a memory that is all the 



 
 

accumulated information, which the design work was capable of receiving – so, these are 

reasonable signals to the expert knowledge participating there as sensors for the information 

as such. Each design work, as a dataset case, has its own experts, so it has its own set of 

sensors capable of receiving information. This also means that what is sensible in one design 

work may not be sensible in another. Moreover, any number of datasets can be considered. 

Every single time moment, when information is introduced by experts to each other in the 

design work, it matters, and what will be introduced tomorrow will be as important as what 

was shared today. What had been discussed yesterday might be experienced as of less 

importance today, but this is not the same as being forgotten, because it remains accumulated 

in the memory of the design work and may influence the value of signals we consider 

important today because of relationships the accumulated information has to the present.  

Valued signals will be in between the environment at large and the design work, since they 

allocate the latter in the former and indicate “why” something is designed as a technological 

implication responsive to a legal uncertainty – so, a valued signal gives a name to a shaping 

channel in my understanding of the phenomenon of mutual shaping between ICT and law, 

and, epistemologically, a valued signal is a turning point from the horizontal to vertical 

parallelism. Valued signals in the memory of the design work stay in between the legal 

attractor and the technological implication. A shaping channel between ICT and law consists 

of a legal attractor, a valued signal and a technological implication.  

It would also not be a contradiction to locate the accumulated information describing 

technological, social and legal elements as sections A, B and C (section 2.2) in a visual 

representation of the memory in the design work, because of the fact that this information has 

accumulated (Holland, 1992) and been retained with respect to time (Morel & Chauvin, 2006; 

Stubkjær, 2006) and cognitive recalling (Blomberg, 2011; Sylves & Comfort, 2012; Wing, 

2006). As reviewed above in Intelligent Decision Support Systems, which complex 

computational approached used to end up as technologies for augmenting reality (section 

1.3.2), the data-retrieval processes from professional experiences registered in the datasets are 

running upon “memories”, what also allows learning of this IDSS – this is well-established 

knowledge in the AI field (Schank, 1983). The conceptualization of memory has one more 

useful quality, which is noticed in computational sciences and applied in transdisciplinary 

research. The well-known systems researcher Ross Ashby says about “memory”:  

If a ... system is only partly observable, and thereby becomes (for that observer) not 

predictable, the observer may be able to restore predictability by taking the system’s past 

history into account, i.e. by assuming the existence within it of some form of ‘memory’ … 
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to invoke ‘memory’ in a system as an explanation of its behaviour is equivalent to 

declaring that one cannot observe the system completely. The properties of ‘memory’ are 

not those of the simple ‘thing’ but the more subtle ‘coding’. (Ashby, 1956, pp. 115-116) 

Thus, if we have all the information about a system, we may completely understand its 

present state – we know all the variables, causes and effects, and can take things about the 

system as they are. However, if we do not know something for certain about a system, we 

have to apply to its past and analyze its behavior in time to understand why the system has its 

present state. The amount of information we have influences how we describe the system and 

what we assume about it. Since it is impossible to have exhaustive datasets of design works in 

this study, because private conversations are not always shared among all the experts for 

discussion and input, application of memory as a conceptualization of this study will smooth 

over missing information in the datasets. Thus, visualization of the available datasets of the 

design works cannot pretend to provide complete information. Diversity of social elements 

and their proper coding on visualization would provide a sufficient panoramic picture of a 

design work, where only the available information will be the grounding for analysis. In other 

words, “memory” is a conceptualization to work with empirical uncertainty. 

2.5 Synthesized abstractions 

This section summarizes key ideas which organize our understanding of the phenomenon of 

mutual shaping between technologies and law. These ideas will be used for subsequent 

generation of an approach for improving and deepening the understanding.  

The theoretical conceptualizations, as elaborated in Chapter 2, comprise an umbrella 

abstraction of the real-world phenomenon that implies information exchange between what 

can meaningfully be called ICT and legal matters as expressed and shared by the expert 

knowledge involved in the process of this information exchange; the abstractions recognize 

natural asymmetry of ICT and law, but process them symmetrically; the abstractions include 

understanding of at least two cases of design works taking place within a shared legislative 

environment; these conceptualizations are used as the main ontological vision to how the 

studied phenomenon can be explained, understood, visualized, patterned, questioned and 

improved; methodologically, the combination of the explained abstractions is to be kept in 

mind any time the corresponding approach is meant (section 4.3).  

Those theoretical conceptualizations, or abstractions, would be: 



 
 

• “design work” which, in short, is the abstraction of the design process towards achieving a 

finished device from emerging and scattered ideas by in situ experts in the design team and 

ex situ experts outside the design team, involved in bringing in information about 

technological elements and the national legal environment of formal norms and informal 

conventions that they carry forward into discussions and dialogues, where these elements are 

meaningfully related in statements of argumentation; this abstraction implies the use of the 

conceptualization of shaping channels and attractors with responsive technological 

implications as its necessary properties; thus, ontologically, this conceptualization describes 

a case/situation of design process (sections 4.1.1 and 4.2.1), whereas methodologically – a 

dataset with information on the design process (section 3.3); 

• “memory” is, in short, the abstraction of information accumulation in the design work, from 

the first element up to all the elements in total, each of which is describing information on 

ICT, law and expert affiliation, registered and extracted from a dataset; the abstraction is 

used for visualization of these elements as it comes from their setting in argumentation, 

dialogues, proposals, etc. determining relationships among the elements in the exchange of 

professional knowledge by the involved in situ and ex situ experts through natural language; 

the abstraction is also used to overcome uncertainty in data availability and to trace elements 

in their sequential accumulation; the use of the abstraction will result in extraction of valued 

signals that have the highest information value in the information exchange between the ICT 

and law in the design work and indicate the presence of shaping channels; ontologically, 

memory executes the role of time in change between ICT and law out of the accumulated 

information, whereas, methodologically, memory implies visualization of this information in 

relationships and time tagging of its elements – this covers imperfections in the contents of 

the datasets (sections 4.1.2 and 4.2.2); 

• “[legal] attractor” is, in short, the abstraction that means a concern, an issue or an uncertainty 

in terms of law, as expressed by several experts of a design work, with a certain 

technological implication as a practical, material and possible informational response to it 

(sections 4.1.3 and 4.2.3), which can be one amongst other possible technological responses 

to the same legal uncertainty, if found in other datasets (sections 4.1.4 and 4.2.4); 

ontologically, an attractor indicates the potential variety of legitimate technological 

implications as options, each of which has an own unique shaping channel; an attractor is 

also a spot in the legal system for its learning from practices and co-evolution with them 

(sections 4.2.4 and 4.2.5); methodologically, an attractor discovers the ex ante legal concern 

in several cases of datasets as information potentially requiring decisions being made on 

practical legitimate solutions as situated technological implications (section 4.3); 
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• “shaping channel” is, in short, the abstraction that means a responsive connection between a 

legal attractor and a technological implication in an ICT device, as derived from data 

describing the process of its creation in the design work via a valued signal of information 

hidden in the memory of this design work, when this connection is expressed by several 

experts in the dataset as confirming the relationship; ontologically, the abstraction describes 

the channels of co-evolution between ICT and law, whereas, methodologically, it implies 

cross-dataset connections (sections 4.2.4 and 4.2.5). 

In the course of conducting the research and generation of a corresponding systems approach 

to it in Chapter 4, these conceptualizations, or abstractions, will be concretized and polished 

for a better understanding of the phenomenon of mutual shaping between technologies and 

law, providing the final definitions for the discussion in Chapter 5. 



 
 

3 Methodological tools 
 

Complexity was the other factor that was not reported by interviewees. 

Konstantinos Koumaditis et al., 2012 

 

 

 

3.1 Rationale 

This chapter provides the motivation for the chosen research strategy in the thesis. In order to 

generate a systems approach, which corresponds with the theoretical ideas designed for our 

understanding of mutual shaping between technologies and law, with qualities for subsequent 

computation (section 1.3.2), I use two sources of qualitative data: documents and interviews 

which inform datasets of two empirical cases used in this study: HealthBook and the National 

Core Journal (section 1.2). In the data-mining literature, text data used for research is called 

“dataset” (Liu & Zhang, 2012; Sun et al., 2012). In qualitative research, text data is empirical 

collection (Denzin & Lincoln, 2011; Miles & Huberman, 1985).  

In this research, the empirical material used is called “dataset” because the objective of the 

study is to generate an understanding and a computational systems approach to solving the 

detected problem (section 1.3), and, therefore, the terminology of the research should be 

relevant. Both document and interview data are narratives, which Tsoukas and Hatch (2001) 

call “the acts of storytelling”. A narrated story would be a version of real-world events as 

perceived by the author of the story. Thus, in the dataset, we will have as many versions and 

interpretations of the real-world events as the number of experts sharing them with each other.  

Document analysis, as Denzin and Lincoln (2011, p. 592) claim, “illustrates the application of 

an ethnographic ethic and tacit knowledge where the emphasis is on discovery and 

description, including searching for contexts, underlying meanings, patterns and processes, 

rather than mere quantity or numerical relationship between two or more variables.” From the 

document analysis, I will be able to extract manually certain bits of information that 

meaningfully describe elements of technology – a method, a piece of software or hardware, an 

operational principle, etc. – or bits of information that describe elements of law – a legal-
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matter concern, a legal norm, a legal principle, a legal institute, etc. – or information 

describing experts in their professional affiliation and in situ or ex situ relationship to the 

design team (section 2.2).  

Interviews are sources of qualitative data just like documents, but, as Denzin and Lincoln 

(2011, p. 424) highlight, “words are not always sufficient to communicate meaning … 

narrators are selective in the meanings they narrate … content and audience (e.g. an interview 

situation) shape what meanings get expressed.” Since these stories “diverge from established 

‘truth’ [they] can sometimes be the most interesting, indicating silenced voices and 

subjugated knowledge” (Riessman, 2008, p. 186). Both interviews and documents are 

narrative data that contain dimensions of “truth”, whereas their “subjugated” knowledge 

classifies the dimension in parallel with many other dimensions of “truths” from interviews 

and documents in the total dataset. This means that the narrative data of documents and 

interviews corresponds to approaching narrative parallelism as streams of information for 

simultaneous and chronologic tagging of contextualized settings (Luhman & Boje, 2001), as 

described for the purposes of this study in sections 2.4 on memory and 2.3 on attractors in the 

shaping channels between technologies and law. 

As soon as narratives are expressed and collected beyond situatedness and across contexts, 

with time taken as an axis for the parallels, their scientific effectivity and richness enhance the 

strength of the results dramatically. Tagging is recommended when the analyst has a 

theoretical framework developed for such tagging (Luhman & Boje, 2001), and the 

framework would be the architecture of synthesized abstractions (section 2.5) that conclude 

Chapter 2. Frantz Rowe (2012) claims that inspirational capacities for analytical thinking, 

which narrative data contains, are not fully understood and used in social sciences – he calls 

for the elaboration of new approaches that can open up new qualities in the narrative data. 

Otherwise, there may be misunderstandings about narrative-based strategies as used only in 

case-study designs, as subjectively interpretational and non-falsifiable (Flyvbjerg, 2006). 

Processing textual data of the datasets, while thinking computationally and holistically (Wing, 

2008), may bring new life to the narrative structures, their interpretation and use. 

Technologies have gone a long way to becoming capable of assisting qualitative analysts in 

data processing. “Software design may force the analyst to consider the previously 

unexamined relationship between concepts in the research project”, claim Dohan and 

Sanchez-Jankowski (1998, p. 483), and such software is called Computer-Assisted Qualitative 

Data Analysis Software (further CAQDAS) in social sciences (Denzin & Lincoln, 2011; 

O'Reilly, 2008). The range of work that CAQDAS can do is broad: it can assist in data 



 
 

entering and its organization; indexing the content; linking diverse pieces of the datasets and 

data integration regardless of its forms; building graphical maps for theory-building as in 

grounded theory; trace data back into the past in the data collection for diverse design work 

cases in order to test hypotheses (Dohan & Sanchez-Jankowski, 1998). To bring some more 

intelligence to existing methods, we have to think computationally by “interpreting code as 

data and data as code” (Wing, 2006, p. 33). In computational thinking, as already stated in 

section 1.3, the “machine” may be software algorithm and human (Wing, 2008) – 

computational thinking needs both. 

Computational thinking is a way humans solve problems; it is not trying to get humans to 

think like computers. Computers are dull and boring; humans are clever and imaginative 

… we humans make computers exciting. Equipped with computing devices, we use our 

cleverness to tackle problems we should not dare take on before the age of computing and 

build systems with functionality limited only by our imaginations. (Wing, 2006, p. 35) 

That is why, while solving the problem of studying mutual shaping between technologies and 

law in this research, I want to explore the use of narrative data in a way that machines might 

be capable of learning from (Turing, 1950) – in order to become intelligent advisors to 

humans, providing them with data and useful questions.  

If in the IS field the tradition of qualitative interpretive research as thinking and outcome is 

still strong enough (Baskerville et al., 2011; Lyytinen et al., 2007; Österle et al., 2011) and the 

use of narrative-based studies as situational stories are popular (section 1.1.2), the knowledge 

area of socio-technical systems and Legal Informatics broadly apply to computational 

approaches in research and solving practical problems (sections 1.1.2, 1.1.3 and 1.3.2), not to 

mention concepts of memory and shaping channels I use in my research, are transdisciplinary 

methodologies in computational thinking (Arthur, 2009, 2015; Crutchfield et al., 2010; Gell-

Mann, 1995; Holland, 1992, 1995; Kauffman, 1996, 2010; Phelan, 2001; Pines, 1998; Sloot, 

2015; Wing, 2008) (sections 2.1, 2.3, 2.4 and 1.3.2). 

Here follows an additional comment regarding IS research, which is probably the most 

interpretive and discretional area of the overlapping knowledge touched by this thesis. There 

is an understanding of producing a “technology” as a way of doing while studying emerging 

and unexplored phenomena. In a concrete term, this is also called “multi-methodology” in IS 

research: “a combination of methods, embodying different paradigms, developed specifically 

for the task” (Mingers, 2001, p. 252). The systems approach, which should explain mutual 

shaping between technologies and law, will also be a “technology” – or a way of doing. It is 
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logical to assume, therefore, that aiming for communication with technologies as codes for 

software would be a proper intention, if considering research practices in IS as well. This may 

lead to the creation of a product as a real, intelligent information system (Turing, 1950) for 

studying mutual shaping between technologies and law as an intelligent decision support 

system (IDSS) – it will motivate for IS research the framework of understanding how 

technologies, which are ICT in this research, and law mutually shape each other (section 

1.1.2) in the form of theoretically interconnected conceptualizations applied to empirical data, 

and learning from the latter. 

As the data mining literature fairly declares, “both defining the structures for the information 

to be extracted and annotating documents according to the defined structures require human 

expertise and are time consuming” (Jiang, 2012, p. 30). Understanding approximate structures 

of the studied phenomenon of mutual shaping between technologies and law comes from the 

synthesized abstractions (section 2.5) that are the kernel for computational, conditional 

thinking (Arthur, 2015; Wing, 2006, 2008), which is to be applied to the collected narrative 

material of the empirical datasets. Using the narratives in proper combination with the 

theoretical abstractions, considering the simultaneousness of processes they describe in each 

separate case as well as of the both chosen cases (section 1.2), should be the grounding for a 

systems approach. Computational intention implies elaboration of empirical “coding” and 

“generative” rules (Phelan, 2001) from and for the narrative material useful for computation 

(section 1.3.2) as a major result of this study.  

The approach will be capable of learning – it should have openings for development of its 

intelligence, acknowledging the increasing complexity of the socio-technical reality and 

bilateral interactions of unique socio- and techno-artificial systems (that is the ICT- and legal 

ones) with a natural-social one in between them – the experts (section 2.2). From dataset to 

dataset, the rules of the approach will be increasingly clarified and improved in flexibility, 

similar to the human-learning process (Ormrod & Davis, 2004) and artificial learning 

(Aggarwal & Zhai, 2012a; Jordan & Mitchell, 2015). Moreover, in addition in to the ABC-

model by Jörg (2011) (section 2.2), one could add a category D to the very base of the 

element extraction, which would expand the content of memory (section 2.4) in theoretical 

inspiration and advance the systems approach without excessively modifying its core rules.  

My objectives in addressing reality as closely as I can, while being a subjective human being, 

would be highly associated by social scientists with “positivist” epistemic intention of striving 

for unified “truth”, although I claim that I do not belong to either the “interpretivists” or 

“positivists”. IS researchers, in particular, would mean the following:  



 
 

Positivist studies are premised on the existence of a priori fixed relationships within 

phenomena capable of being identified and tested via hypothetico-deductive logic and 

analysis. Causal relationships, which are the basis for generalized knowledge, can predict 

patterns of behavior across situations … positivist research assumes an objective physical 

and social world that exists independently of humans. (Dubé & Paré, 2003, p. 604)  

The only thing that is applicable from this statement to my study is that I believe in and will 

search for attractors (sections 2.3, 2.4 and 2.5) in the legal environment that are components 

of the shaping channels in the chosen design processes of information systems – HealthBook 

and the National Core Journal. I will be able to make conclusions about the technological 

variety of responses to the shared legal uncertainties – the legal attractors in the environment 

at large. Undoubtedly, interviews may and should be treated as sensitive to subjectivity – in 

the way it is usually done within the “interpretivist” research paradigm (Denzin & Lincoln, 

2011) – but in this thesis they are parallel arrangements (Doukidis & Giannakos, 1988). Only 

parallel and vertical processing of the datasets – in synthesis with the theoretical inspiration 

(Mingers, 2001) and free imagination (Wing, 2006) – will guide the emergence of the systems 

approach as transdisciplinary, procedural, exploratory and computational. 

3.2 Research design 

In order to characterize the research design in this study, I remind the reader of the research 

question (section 1.3.1): How do technologies [ICT] and law mutually shape each other? In 

qualitative methodologies, Denzin and Lincoln (2011) define “research design” as situating 

the researcher “in the world of experience” that informs the object of research and strategies 

of inquiry. The research design for answering this question implies use of at least two cases 

(section 1.2) of design work (sections 2.3 and 2.5), where the approach is generated in the 

first (section 4.1) and replicated in the second (section 4.2) with the intention of being 

subsequently replicated in N number of cases (sections 1.3.2 and 4.3).  

Robert Stake (2005, p. 443) calls the case study design “a common way to do qualitative 

inquiry” and adds that methods can be whatever while conducting a case-study research: “If 

case study research is more humane or in some ways transcendent, it is because the 

researchers are so, not because of the methods”. This is because case studies are experiential 

knowledge with the focus on contexts of a phenomenon. In qualitative interpretive work, as 

Stake (2005, p. 448) continues, “the case study researcher faces a strategic decision in 

deciding how much and how long the complexities of the case should be studied ... not 

everything about the case can be understood – so how much needs to be? Each researcher has 
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choices to make”. In contrast to this statement, Robert Yin (2013) claims that a case study 

cannot be an endless narrative with discretional information put into it – he designs criteria 

for ensuring quality in the case study design: dimensions of validity and reliability. Yin 

(2013) makes a clear distinction between single- and multiple-case study research strategies, 

where the degree of the qualitative interpretive characteristics are higher in the former, while 

the latter is very close to natural-science customs of empirical data use. Yin (2013, p. 49) also 

claims that in qualitative research, “each individual case study consists of a ‘whole’ study, in 

which convergent evidence is sought regarding the facts and conclusions for the case; each 

case’s conclusions are then considered to be the information needing replication by other 

individual cases”. He finds two ways of replication in multiple-case studies, namely “literal” 

and “theoretical”. By “literal replication”, he means replicating the gained results, whereas by 

“theoretical replication” – improving or challenging the used theoretical lenses.  

Using two cases of design work in this dissertation is aimed at improving our understanding 

of the phenomenon of mutual shaping between technologies and law, which has been inspired 

by the IS field, Legal Informatics, the socio-technical systems’ area and transdisciplinarity 

(Chapter 2), so that the replication of the generated rules of the corresponding approach from 

the first case would intend to clarify and evaluate our understanding of the second case, and to 

help make the final conclusions. As Yin (2013) notices, the multiple-case study design is 

more compelling and robust than single-case research, and it requires extensive resources. 

Robustness of a study is also possible if the research aims at generating rules, which can be 

“manually defined or automatically learned” (Jiang, 2012), as “generative rules” (Phelan, 

2001) of transdisciplinary methodologies (Sloot, 2015) for any subsequent replications, be 

these by the same researcher or by others.  

The generated rules which correspond with ontological explanations of phenomena may cover 

the problem of the multiple-case study design as energy- and time consuming. Advancement 

of understanding and experimenting, which challenges conventions, is the very point of 

computational thinking and its practical implications (Wing, 2006, 2008). Baxter and Jack 

(2008), Yin (2013) and Benbasat et al. (1987) claim that, in social and organizational 

research, a case study strategy is useful when seeking answers to “how”-questions. However, 

the case-study design implies that contexts matter – when their conditions are of great 

importance, and when boundaries between a phenomenon and its contexts are unclear. 

Contexts construct case study research because they provide causal explanation of events 

from a reflective perspective by the researcher aiming to identify and communicate 

experiences and situational learning to the audience. Conceptualization of the study object 



 
 

takes place during the whole research process, and issues involved in this are selected based 

on what the researcher wants to emphasize (Stake, 2005).  

In the two cases of design work I am using to study the phenomenon of shaping between law 

and technologies – HealthBook and the National Core Journal – I exploit the data on 

HealthBook as a pilot to familiarize myself with the phenomenon (Dubé & Paré, 2003) and to 

explore the possibilities of data extraction and rule generation as the theoretical framework 

would require of me (Chapter 2). Then I will replicate the approach in the second dataset. A 

pilot is always highly exploratory, and the results gained from it will be subsequently tested 

on the data from the National Core Journal case. Testing inspires a hypothesis from the 

theoretical assumptions about the shared information environment among many design works 

(section 2.3). The presence of attractors in law influences decision-making about designing 

certain technological implications, which are, simultaneously, information responses in return 

to the attractors. It is assumed in this study that legal attractors share information between 

different design works as processes taking place within the same environment as the 

attractors. Thus, complexity of the studied phenomenon should be uncovered in the original 

asymmetry of law and technologies as information and information & matter correspondingly 

(sections 2.2 and 2.3). My treatment of a “case” is, therefore, based on different assumptions 

than those given above, though I do a highly exploratory research where I have no control 

over the study objects and acknowledge the role of environment as key (sections 1.2, 2.2, 2.3 

and 2.4). Objectively speaking, the phenomenon of mutual shaping between technologies and 

law is of greater overall importance than just the two cases I have – HealthBook and the 

National Core Journal (section 1.2). The “cases” are understood as “datasets” – empirical 

textual resources for data mining (Aggarwal & Zhai, 2012a) and language processing 

(Jurafsky & Martin, 2009).   

The datasets reflect only two information samples of the phenomenon. The aim I pursue with 

the cases is generation and replication of an approach to studying the phenomenon which is 

responsive to the theoretical ideas collected from the reviewed disciplines and 

transdisciplinarity. The ambition is to overcome the mess of contexts and roles in unique 

cases: I intend to cultivate understanding of simultaneous processes nested into the shared 

environment, which is also changing itself also simultaneously with them, in order to come 

closer to an understanding of asymmetries between the realms of law and technology at large, 

studied in a replicable way. My ambition with replication is to provide and stimulate 

exploration of the information environment, which consists of legal and technological 

elements in relation within expert knowledge interactions. The ambition of this research is to 

produce results that motivate designing an IDSS solution for interested stakeholders of the 
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studied phenomenon. Systems approaches are considered to be advanced intellectual 

achievements in the IS field. Merali and McKelvey (2006) claim that complex systems should 

contribute to a shift in IS mainstreams rather than take the place of any IS theory.  

The famous IS researcher, Shirley Gregor (2006), published in MIS Quarterly – the top IS 

research journal – a taxonomy of IS theories, which she divided into five types. The first type 

was referred to as “theories for analyzing”, such as those intended for ease in use, description, 

comparison and development of taxonomies. Such theories oppose explanations of causality 

and predictions. The second type, according to Gregor (2006), is “theories for explaining”, 

such as structuration theory, actor-network theory, and theories of deliberative actions. These 

theories not only describe phenomena, as those of the first type, but also tell us “how, why, 

when, and where” relevant events happen. Nevertheless, the theories of the second type do 

not provide any predictions and testable propositions. The third type is “theories for 

predicting”, which tell us what will happen, but not why. These are inspired by logical 

positivism. Then comes the fourth type of theories in the taxonomy – “theories for explaining 

and predicting” – found in both natural and social sciences, such as general systems theory, 

Shannon’s communication theory and grounded approaches. These are proper for studying 

processes and varieties, as well as being used for theory building and testing. Gregor (2006, p. 

628) claims that the fourth type of theories in IS research is highly dynamic in development 

and application; criteria for these theories include “clarity, parsimony, elegance, internal 

consistency, agreement with evidence, absence of disconfirmation, soundness of argument, 

internal and external validity, and consistency with other theory”. She calls these theories 

“scientific” and compares them to “high-level approaches” such as cybernetics and complex 

systems. Finally, theories of the fifth type – “for design and prediction” – are inspired by 

those from the fourth type, and are particularly adapted to research design for information 

systems and their management.  

However, a systems approach differs from what is known as Grounded Theory, which was 

created by Barney Glaser and Anselm Strauss in 1960s. Grounded theory in organizational 

sciences, including IS research, implies large data collection work when there is a need to 

understand how individuals see the reality and organize their lives there, rather than to 

understand the reality. In this particular study, we are not interested how individuals see the 

reality, because such a nesting would bring us back to one-sided situational contexts (sections 

1.1.1-1.1.3), but the ambition is to understand the phenomenon of how ICT and law mutually 

shape each other, where opinions of the involved individuals are considered as the sources of 

the datasets and are encoded. This distinguishes grounded theory from the systems thinking’s 

striving for objectivity, despite our inherent subjectivism as human beings.  



 
 

What is common between systems approaches and grounded theory is building upon large 

sampling. Simultaneously, grounded theory intends to reach holistic perspectives on 

phenomena in causalities and beyond boundaries – this is required to generate data-driven 

theories about the world. Interviews are used as data sources for grounded theory, “but the 

primary interest is not in the stories themselves … they are a means of eliciting information 

on the social situation under examination … grounded theory studies rarely have interviews 

as their sole form of data collection” (Suddaby, 2006, p. 635), which also sounds close to 

complex systems’ epistemic settings, if we take the narratives of interviews for meaning 

extraction of information elements (section 2.2). Usually, both apply for visual 

representations of data, which become necessary “objects of thoughts” (Kirsh, 2013) for 

subsequent concept generation in grounded theory and pattern recognition in systems 

approaches. These visualizations can be cognitive maps in grounded theory (A. Clarke, 2003) 

and networks, clusters, trajectories or other helpful visual objects in transdisciplinarity. Glaser 

(1978) claims that successful application of grounded theory would have a strong creative 

component, since this analytic approach implies ongoing comparisons and theoretical 

samplings from tiny details of empirical data from the very beginning of the work.  

However, grounded theory is used to generate new theories on social phenomena from 

bottom-up data analysis perspectives, and not from testing hypotheses or models (Suddaby, 

2006), though both grounded theory and systems approaches are stepwise strategies. One of 

the core theoretical assumptions of this dissertation would be whether legal attractors in the 

common legislative environment of the studied design works are shared, as suggested by Ruhl 

(1996a) and Murray (2008) as complex systems scientists in Law, Hanseth and Lyytinen 

(2010) as IS researchers, Kauffman (2002) as a transdisciplinary expert, and Sylves and 

Comfort (2012) as thinkers within the socio-technical systems’ field. The assumption about 

the shared attractors inspires a hypothesis, which the generated rules at the first dataset are 

expected to test in the second dataset. 

The cases of HealthBook and the National Core Journal inform the research with empirical 

data about technologies in contrast. Both cases are different in the niches they occupy in the 

Norwegian e-health sector: HealthBook has been positioned as a private-sector technology, 

whereas the National Core Journal is a public-sector infrastructure. A public-sector legal case 

would imply having a state authority or a state employee as one of the subjects in legal 

relationships. A private-sector legal case would imply having only civil organizations or 

ordinary users as subjects of legal relationships. In Norway, the healthcare sector is operated 

by professionals who may be affiliated with both public and private relationship situations 

(section 1.2) and, thus, there would be no sense to delimit their regulatory sector. In Norway, 
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the rights and duties of subjects in healthcare relationships are regulated within legal institutes 

– thematic areas of regulation (Boe, 2010) – such as laws about healthcare provision 

including regulation of patient rights and healthcare personnel rights and responsibilities, i.e. 

the Act on Patient and User Rights, the Act on Health Personnel, the Act on Health Registries.  

Although Norwegian legislation is network-like and topic-oriented rather than focused on a 

division between public and private regulation (section 1.2), nevertheless, experts in the 

design works sometimes position themselves in a particular sector of the legal environment. 

This helps to play with contrasts and sharpen the uniqueness of the ICT concept. For example, 

designers of HealthBook claimed that the originality of their technology was in its data-

sharing principle from patient to healthcare and not vice versa, as in the public e-health 

solutions. While designing HealthBook, its design experts were open to ideas that could 

encourage a difference in the technology from the so-called “system” – the public-sector e-

health with its “way too demanding” regulation, as the inventor of HealthBook claimed in a 

research interview. In contrast to HealthBook, the National Core Journal pursued another 

specific aim – a concept of a nation-wide e-health infrastructure providing access to core, 

vitally important health data accessible to certain categories of health personnel, which was 

strictly limited in law. In the course of the design work on the National Core Journal, 

legislation was broadly discussed and re-evaluated: there were changes required in order to 

make the National Core Journal legal in Norway. As a result, a bylaw on the National Core 

Journal was passed in 2014, and laws of greater hierarchy were changed as well.  

In section 1.1.3 it is stated that, in accordance with the legal theory (Aalberts & van der Hof, 

1999), Norwegian legislation can be considered “technology-specific” with high, but not 

exhaustive legal certainty. This is especially relevant for privacy legislation and use of 

electronic patient journals: e.g. the right of patients to gain access to (look at) (“innsynsrett” 

in Norwegian) their own data is networked from the Act on Patients’ and Users’ Rights with 

the Act of Health Registries and the Act of Health Personnel in their cross-references and 

specific bylaws. Such a network-like complexity led to several years of legislative work from 

2007 in order to make the National Core Journal legal as an operational technology.  

The need for holistic approaches has already been highlighted as a necessity in order to study 

the phenomenon of mutual influences between ICT and law in the IS literature and Legal 

Informatics (sections 1.1.2 and 1.1.3). Thus, criteria for case selection should satisfy the need 

to gather such documentary data that illustrates the case as a process in design work, when 

information about this process has been shared among in situ and ex situ experts in order to 

make them capable of responding to these documents. Interviews taken from in situ and ex 



 
 

situ experts by the researcher as a second major part of the dataset will not be formal 

question-answer exercises but will be exploratory, as conversations in free form about the 

technology and law of the case, which should ensure the freedom of the interviewee to go 

beyond the contexts of their own role in the design work (Luhman & Boje, 2001; Tsoukas & 

Hatch, 2001) and provide narrative acts that can be tagged across each other in the narrative 

parallelism (sections 2.3 and 2.4) for generation of the bottom-up systems approach.  

There were different reasons for the case selection for this particular research. HealthBook 

was easily accessible because its documents had to be shared for research purposes. Being 

able to participate in design meetings, observe discussions among the experts involved, read 

the shared documents and ask direct questions about HealthBook, I could learn about the case 

to the extent that it stimulated my research question and my theoretical interests. The design 

work on the National Core Journal, as the second case, took place at the same time as the 

HealthBook. The National Core Journal was chosen because of its dynamics, urgency and 

appearing as a topic of presentations at e-health forums, which made information about this 

technology accessible for my consideration and researchable in real-time. Moreover, in the 

course of my PhD project, laws regulating the e-health sector of Norway were changed so that 

I was able feel the flow of time in the techno-legal co-evolution. Availability of experts for 

interviews in the National Core Journal case, though, was more limited than the availability of 

those in the HealthBook case: I did not participate at design meetings of this technology.  

The design work for HealthBook as a process took place from October 2011 to July 2013, 

whereas for the National Core Journal it started at the beginning of 2007 and lasted until now, 

2015. The overlap in time between the design works and the this PhD research process was 

from August 2012 till December 2014 (2 years and 5 months), during which I observed, 

collected and analyzed both datasets. The first case is used to generate the approach (section 

4.1) as a preliminary attempt (section 4.1.4) to answer the research question (section 1.3.1). 

Enhanced understanding of the answer is provided on replication of the approach in the 

second case (section 4.2): results confirm a hypothesis and discover attractors in law (sections 

2.3, 2.4, 4.1.3 and 4.1.4), where some are shared between the cases (section 4.2.4). The nature 

of the hypothesis invites the use of more datasets to explore the phenomenon in practice 

(section 4.2.5): the third case may be the Public Health Portal, the Personal Health Archive, 

etc., and any private information systems initiatives. The more cases we have, the better we 

understand practices in the phenomenon of mutual shaping between technologies and law 

inside and outside their situational processes, since the generated systems approach strives for 

universality and unity in diversity. 
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3.3 Datasets 

Data collection for this research started from the very beginning of the PhD project – August 

2012. Since then I learned about the Norwegian e-health sector and collected information 

about the first and the second cases of design processes, and other technologies that 

potentially could be studied. Constant thinking about theoretical aspects of the research 

problem setting (section 1.3) supported extraction of necessary information from the datasets, 

and the formulation of rules for the generated systems approach (section 4.3).  

In total, 55 documents were collected for the first case, HealthBook. These were reports from 

design meetings written by the experts involved in the design team, contracts between these 

people, e-mail communications shared with me, and two versions of technical specifications – 

all in Norwegian. In terms of interviews, seven were conducted for this case: five with in situ 

experts and two with ex situ ones (section 4.1.3). All interviews were transcribed into texts. 

All the data mentioned for HealthBook is its dataset. For the second case, the National Core 

Journal, 120 documents were collected: reports and drafts to reports on this technology 

distributed online, communications to Parliament from the Government about key problems 

that the technology was expected to solve, legislative proposals from the Government to 

Parliament with deadlines for stakeholders in e-health to comment on the hearings, all the 

available documents providing these comments, summary documents from the legislative 

hearing processes that took place, and explanations and technical guidelines for use of the 

designed technological components. No technical specifications for the National Core Journal 

were provided because of commercial secrecy, agreed among IT stakeholders, as the technical 

details in the National Core Journal have been closely related to its security architecture, 

which, by year 2014, was at the development stage. Remember that the concept of memory 

implies in theory that some information is not available to the analyst, so its implication 

serves to overcome this problem (section 2.4). In terms of interviews, four were collected 

with two in situ experts (with one of them, twice) and one with an ex situ expert group 

consisting of three persons (section 4.2.3). All interviews were in Norwegian and were 

transcribed. The collected data built the dataset of the National Core Journal. Questions in 

these interviews were exploratory: they were inspired by preliminary understanding of the 

information in the documentary dataset and theoretical considerations.  

At the moment of conducting interviews with in situ experts for HealthBook, I was still 

working on the conceptualizations for the systems approach. I did not know at the time of 

interviewing what valued signals the memory (section 2.4) of the design work on HealthBook 

had, so interview questions were unbiased. However, interviewing ex situ people for 



 
 

HealthBook took place after finding the valued signals in the memory, but the questions were 

designed similarly to interviews with the in situ experts – to ensure the exploratory aims of 

the data collection and fair individual memory retrieval (section 2.4). I realized the need to 

talk to the ex situ experts as soon as my understanding of the key theoretical abstractions 

(section 2.5) of the systems approach improved. While collecting interview data for the 

second case, both from the in situ and ex situ experts, I was not aware of results from the part 

of valued signals’ extraction from the memory of its design work (section 4.2.2), because I 

was in the process of visualizing it. Ideally, interview data for this systems approach should 

always be collected before achieving the results about the valued signals’ extraction – to keep 

neutrality in asking interview questions. I came to understand it in the course of my work.  

Simultaneously, while conducting my study, I attended practical conferences on e-health, 

such as the annual HealthWorld, 2012, 2013 and 2014, a set of workshops at the “eHelse” 

conference (that is “e-Health” in Norwegian) by the Data Association of Norway, the event 

HelsIT 2013 in Trondheim and the Conference on the Norm – “Normkonferanse” 2014. 

These events had an input into the description of the e-health sector of Norway provided in 

section 1.2 and into my understanding of the richness and diversity of this environment. 

3.4 Data processing 

“Computational thinking is thinking recursively. It is parallel processing. It is interpreting 

code as data and data as code”, claims Jeanette Wing (2006, p. 33), a computational scientist. 

Thus, what is analyzed may be synthesized. Synthesis strives for holistic understandings of 

phenomena, whereas analysis takes care of tiny details.  

In the encyclopedia Living Systems by James Grier Miller (1978), “analysis” and “synthesis” 

have many fractal definitions of how we can understand it from cells of organisms up to 

large-scale socio-behavioral patterns. “Analysis” in organisms, for example, is understood as 

“information about physiological variables maintained in steady states [that] is continually 

obtained and checked for deviation from comparison signals … for decision about 

alternatives”, whereas in terms of “synthesis” we might find such a description: “at all 

echelons of the organism’s decider, logical computations characterize the synthesis stage of 

decision-making” (Miller, 1978, pp. 432-433). In characterizing group behavior as a natural 

phenomenon, Miller (1978, p. 551) claims that analysis takes place when “the group sums up 

the situation, evaluates what sort of adjustment processes are needed to change it to conform 

to the group’s goals, and discovers what alternatives are available”, whereas synthesis implies 

“the actual determination of a strategy for action, an allocation of matter-energy or 
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information among the group’s components, or an agreement upon a judgement.” The third 

understanding of analysis and synthesis is provided by Miller (1978, p. 805) about society as 

such: analysis would be, in short, “both evaluation of the problem and identification of 

alternatives”, whereas synthesis is a selection of “one or more alternatives for implementation 

… subject to constraints resulting from characteristics of the system itself, of other living 

systems in its environment, and of its physical environment.” 

To summarize briefly what should be understood for thinking purposes about analysis and 

synthesis from these fractal scientific definitions about living natural systems, I would claim 

that “analysis” is finding the details and the dimensions of information in elements of the 

system where decision-making is made, whereas “synthesis” can be nesting the results from 

the analysis of results of other analyses as an information environment for cross comparison 

and a better understanding of the decisions taken, chosen alternatives and their consequences.  

My research employs both analysis and synthesis in my thinking activity.  

Analysis in this research is in understanding information, which each of the datasets provides: 

extraction of information elements describing technologies and law as artificial systems, and 

expert knowledge in between them (sections 2.2 and 2.3); extraction of relationships among 

these elements as it comes from the datasets showing argumentative complexities, dialogues, 

disagreements, references to other opinions, etc. (sections 2.3, 4.1.2 and 4.2.2), and then the 

extraction of specific valued signals in the memory, which indicate the presence of shaping 

channels between technological implications in the design works and legal attractors (sections 

2.3, 2.4, 4.1.3 and 4.2.3). “Shaping channels” are conceptualizations (sections 2.3 and 2.5) 

that connect analyses of the cases via a hypothesis, where I assume that legal attractors will 

likely be shared among the design works that take place within the same legal environment. 

Connecting analyses of the datasets to draw conclusions about varied technological responses 

motivated situatedly, but responsive to the same legal uncertainties, allows conclusion on the 

techno-legal co-evolution in the synthesis of the results. The synthetic nature of this research 

implies infinite possibility for the replication of the rules generated for the systems approach 

as an answer to the research question (section 1.3.1). The total results may be expanded to 

discuss decision-making across the cases and the discovered challenges in legislation. 

Documentary parts of the datasets (section 3.3) are used for extracting technological, social 

and legal elements describing the design works (section 2.2) from the day the first document 

was issued. Since documents contain narrative acts (Tsoukas & Hatch, 2001) or narrative 

strings (sections 2.3 and 2.4), which are produced in the course of a design work as a process, 

they are allocated preferably in chronological order. A document introduces and describes 



 
 

terms, mechanisms, material details, principles, methods, etc. of a technology in design (Feng 

& Feenberg, 2008), as well as information about affiliation of the experts expressing their 

own position in the design process (Hirschberg & Manning, 2015; Jiang, 2012) and legal 

issues – norms, values, legal-matter concerns, etc. (Boe, 2010; Stubkjær, 2006) – in relation to 

this technology, and vice versa (section 2.2). This information is qualitatively coded (Miles & 

Huberman, 1985) for element- and relationship extraction, and subsequently visualized in its 

accumulation (Dubé & Paré, 2003; Holland, 1992; Kirsh, 2013). Element- and relationship 

extraction is the key for data analysis and synthesis in this research, since extraction of these 

corresponds to the tagging of narrative material (sections 2.3 and 2.4) that makes it possible to 

communicate the generated approach to the language technologies, data mining and any other 

computational tools (section 1.3.2). 

Memory is composed of elements, and visualizations of memories in design works are 

clusters of information accumulated chronologically. For element extraction, each document 

comes after a previous one, preferably in relation to a calendar date when it was issued, 

whereas technological and legal elements are also extracted, preferably in chronological 

order, one below another into their own separate sectors in columns – of technology and law. 

In respect of their authorship, they are assigned the color of their author – an expert, who 

expresses their own professional opinion personally or on behalf of the organization where 

this expert works. Narrative parallelism (sections 2.3 and 2.4) is, thus, positioning of 

documentary data in visual representations of memories as chronologically parallel. Social 

elements extracted for describing all the experts expressing an opinion are also coded into 

their own sector – in between the sectors of technology and law. This would embody the 

model of mutual shaping by Jörg (2011) with the data categories A on technology, B on 

experts, and C on law (section 2.2). Locating the extracted elements of technology, experts 

and law, preferably in chronological order, demonstrates the narrative parallelism in data 

coding and visualization of the memory. The horizontal narrative parallelism provides each 

element with a “track”, where it gets marked again, if subsequently mentioned in the 

documentary data. Extraction of elements in this study is done entirely manually. The reason 

for that is in the lack of understanding of the phenomenon – reproducing existing approaches 

that generate knowledge as the already existing would be useless, since then the approaches 

correspond with the ontological problems they transfer (sections 1.1.1-1.1.3). The results of 

the study were achieved in February 2015 in preparation for the International Conference on 

Complex Systems 2015 in the United Kingdom, May 2015. From June 6 to July 3, I 

participated in the Complex Systems Summer School at the Santa Fe Institute, where I 

learned more about natural language technologies, which I saw relevant to my study. 
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Thus, when trying to speak the language of computational tools, element extraction of a 

technological or a legal element may correspond to micro-discourse in computer-assisted 

ethnography (Macgilchrist & Van Hout, 2011). A text may contain a few or many paragraphs 

where division of them into topics is done by the author of the text but, when we as humans 

read the text, we are capable of figuring out what message is contained in each of its 

meaningful parts by using our intelligence. So, an element of law or technology would be a 

micro-discourse recognized in relationship to other words in the text. Recognition of an 

element as a micro-discourse may also be computationally explained as finding connections, 

or clustering, of a word or a phrase, which determines a name for this element, with other 

words and phrases in the “discrimination” of meanings – this might correspond to strategies 

close to the Word Sense Induction (Biemann, 2007). It is close to information recognition in 

the brain. Clustering algorithms may be applied (Biemann, 2006). As to the data mining 

knowledge area, tools of named entity recognition for social elements, and feature-based 

classification for technological and legal elements might be employed (Jiang, 2012). If 

speaking from a qualitative interpretive perspective on coding, the element extraction would 

be similar to “tags or labels for assigning units of meaning to the descriptive or inferential 

information complied during a study” which are usually attached to “words, phrases, 

sentences or whole paragraphs, connected or unconnected to a specific setting” (Miles & 

Huberman, 1985, p. 56) – known also as “descriptive coding”.  

I used a visualized memory as an “object of thought” (Kirsh, 2013) to generate the next step 

in the systems approach, based on what this visualization showed me: that is, three sectors of 

information elements where most of the elements are in clusters with each other, but within 

their thematic sector only. This might correspond to co-clustering of words and documents in 

data mining, where there are generated “maps from rows to row-cluster indices and columns 

to column-cluster indices ... determined simultaneously by the algorithm in order to optimize 

the corresponding cluster representations” (Aggarwal & Zhai, 2012b, p. 103; Dhillon et al., 

2003). While going further in the manual generation of the approach, I selected a set of 

networked clusters with such structures that were the most complex in comparison to other 

recognized structures. In the case of HealthBook, clusters were extracted if elements inside 

were necessarily connected with other elements in a principle different from “one element 

AND another one” or if elements were not connected at all, and extracted if connected within 

a principle of a node degree three or higher than three. A node degree is a number of 

relationships which an element has (Newman, 2010). In case of the National Core Journal, 

these principles were the same – they resemble clustering algorithms in the language 

technologies (Biemann, 2006). The extracted clusters I called “events” that correspond to 



 
 

terminologies in the AI area. “Events” were recognized and extracted as clusters only from 

the sectors of technologies and law with time tags of the elements inside, where the time tags 

corresponded to calendar days of the documentary data located in the memory visualization in 

chronological order.  

Subsequently, all elements of all the “events” were visualized in the next visual representation 

in accordance with the time tags they had and belonging to an actual “event.” As soon as I did 

this, I built micro-narratives from the elements of “events” re-located in accordance with their 

time tags. Building micro-narratives was done for the purpose of meaning extraction in the 

remaining information these elements carried. The intention was guided by a definition of 

memory as “retained parts of the input history” (Holland, 1992, p. 23), because the elements 

of “events” were what was retained from the history of the design works as soon as linearity 

was excluded. Linearity expressed the connections “one element AND another one” or no 

connection at all. Only information clusters with tension – “events”, or argumentative 

expressions, dialogues, etc. (section 2.3) – in accordance with the concept of memory 

(Holland, 1992) possessed valued signals between in situ and ex situ realms of the design 

works (section 2.4). Therefore, in the visualization of all the elements of the “events” in 

accordance with their corresponding time tags, I built micro-narratives. Doing this implied 

finding relationships from the extracted clustering and implementation of two rules: a micro-

narrative is found first among elements of one “event”, but in different time tags, and then 

among the elements of different “events”, but with the same time tags. Meanings should be 

searched in close proximity with respect to the chronology of information accumulation in the 

memory, which is a reflection of narrative processes in the design work. As a result of this 

stage, I found valued signals in the design processes of the both cases. Computation under 

conditional settings of information elements in close proximity is also called “bootstrapping” 

in the data mining area (Agichtein & Gravano, 2000; Jiang, 2012), and this might be relevant 

here, if the rule would be subsequently programmed. 

Attractors in the legal environment and corresponding technological implications (sections 

2.3 and 2.4) were discovered from the implementation of interviews as datasets containing 

narratives from in situ and ex situ experts interviewed separately about their experience from 

the design works. It was done in comparative analysis of interviews for discovering tags 

related to the valued signals in each case, a core legal concern around them and a core 

technological implication: if one of the experts mentions an information point, and someone 

else among the experts claims the same, though from their differences in skills and 

experience, this information may then potentially become a shaped concept that matters.  
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The validity of such a comparison is grounded in the nature of the interview: a person 

retrieves from the memory information that means the most to this person about the past in 

the present, which a while ago was the future (Tsoukas & Hatch, 2001; Uprichard & Byrne, 

2006). So, if the retrieved three types of tags overlap in meanings, then they indicate a 

channel of mutual information shaping between technologies and law (sections 2.3, 2.4 and 

2.5). This analytic reasoning might correspond to Word Sense Disambiguation, which 

“assigns the correct sense from a given set of senses to occurrences of ambiguous words in 

the text” (Biemann & van den Bosch, 2011, p. 145), known also as a tagging task. It might 

also be sequence-based kernels with dependency paths in similarity, if they are of the same 

length and share common nodes (Bunescu & Mooney, 2005; Jiang, 2012; Mooney & 

Bunescu, 2005). In other words, for manual data processing, we search for channels of 

information, which match the pattern “attractor – valued signal” AND “valued signal – 

technological implication”. This represents vertical parallelism of the narrative data, which is 

different from the horizontal one that refers to the memory visualizing accumulated texts 

exchanged among the experts during the design work (sections 2.3 and 2.4). 

In terms of computational synthesis, which the systems approach provides, its rules build one 

complex network (Newman, 2010) from datasets of two or potentially more cases from the 

first to the last step, and confirmation of a hypothesis uniting the analytic parts into synthesis. 

These are the networks of meanings, and they grow from the bottom up, based on what the 

data actually informs us about. Each slice of complexity studied by the rules of the generated 

systems approach has its own regulated structure. From the memory visualizations to the role 

of micro-narratives, slices of data processing are in a horizontal position, whereas the part 

with the interview treatment is vertical. This thinking pattern is then replicated in another 

case. The act of replication is the highest abstraction of the generated systems approach in this 

thesis, which is eventually the computational model of the phenomenon of mutual shaping 

between technologies and law.  

Thus, the systems approach may be visualized as one large dynamic network changing itself 

in time. When I was working on the generation of my systems approach, I learned from one 

case to another. Machines also learn (Collobert et al., 2011), especially when it has to do with 

the processing of natural language and AI (Jordan & Mitchell, 2015). The language 

technologies are capable of learning from the data on the phenomenon every time the rules are 

applied. Moreover, the novel algorithms for the language technologies are often still being 

designed manually for the first time and then, through trial and error, are introduced into 

practice as a technology in use. 



 
 

4 Approach generation 
 

In development of national e-health infrastructures of Norway, contexts are changing, and there are no problems 

here, except interpretations – old interpretations of new contexts are a very big problem. 

Eva Jarbekk, Føyen Advokatfirma AS, 2014 

 

 

4.1 Design work 1 – HealthBook 

In this section, I shall illustrate how a systems approach to studying mutual shaping between 

technologies and law has been generated from the case of HealthBook. I start with describing 

what technology this is, who has been involved in its design work, and why, how this process 

went and what are outcomes as of 2015. Section 4.1.1 provides an empirical introduction to 

the case. Then, section 4.1.2 illustrates in detail a complex systems part of the approach 

generation, whereas section 4.1.3 extends it to implication of interviews and formulation of a 

hypothesis used for synthetic extension of analysis across cases in section 4.1.4. This 

extension enhances understanding of the phenomenon of mutual shaping between 

technologies and law due to extraction of its core empirical structure from the used datasets. 

4.1.1 Short description of the design work 

The case of HealthBook informs us about a technology for easy storage and sharing health 

data for any user regardless of the status of being a patient or not. This technology is a web-

based solution employing a mobile application for Apple’s iPhone, a web-page for use via PC 

or Mac, and a data storage database technologically serving HealthBook, but belonging to the 

third service provider. The key idea behind HealthBook is a so-called “patient-governed” 

approach in e-health, which implies that the users, usually patients, may decide whether or not 

to store their own data in HealthBook, whom to share it with, and when to access it and why.  

Simplicity in use of HealthBook is stipulated by use of the mobile technology employed – 

iPhone – which means a picture straight from the iPhone to be sent, encrypted, to the 

database. From the web-site of HealthBook, an illustration of the data-upload idea is provided 

in Figure 4 below. 
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Figure 4: Uploading personal health data into HealthBook 

The interface of HealthBook is also intended to realize the “patient-governed” approach by 

providing a fixed set of categories for data classification, from which users can benefit: 

“Journal” for journal notes uploaded, “Medicines” for medicine lists and prescriptions, 

“Blood tests” for laboratory results, “MR/X-ray” for imaging results, and “Other” for 

whatever the user finds important. In order to upload a picture, the user starts the HealthBook 

application and employs the camera mechanism on the iPhone. Many documents in one 

category can be added, but while sharing health data the whole set of uploaded documents 

becomes visible to another user. 

Thus, for sharing of health data two users are necessary. One may be an ordinary user, 

whereas another one is supposed to be health personnel, e.g. a treating doctor – a general 

practitioner or a specialist. While creating an account, a potential user of HealthBook states 

the name, surname, e-mail address and password. If the user is an ordinary user, this is 

enough to create an account. However, if the user is a health worker, then the information 

system requires a Health Personnel Number (further – HPR-number), which is given to 

authorized health personnel as regulated by §48 of the Act on Health Personnel and under 

conditions stipulated there. HPR-numbers are registered in the Health Personnel Registry by 

the Norwegian Registration Authority for Health Personnel and are used for authentication 

and authorization purposes of their respective owners. 

Data sharing takes place in the following way: an ordinary user logs in into the information 

system, chooses an option “My sharing” from the HealthBook menu and then clicks on 

“Create a new sharing”, where this user writes the HPR-number of a particular health worker 

and states for how long sharing will be valid, in hours, days, weeks, months, years or 



 
 

permanently. Then the user sees an access code generated automatically by the information 

system, e.g. FM598U, or RRRDTN, and time period of the sharing allowed by this user, e.g. 

“Valid till 17.04.2015 4:43 p.m. (4 days 2 hours 59 min 43 sec).” The user will also see 

whether or not the sharing is active. In order for it to be active, someone representing the 

health personnel in the information system will activate the sharing by choosing the option 

“Shared with me” from the menu in HealthBook and select a patient from the proposed roll-

list. This list shows everyone who has ever shared data with this health worker in the 

information system of HealthBook, so the person representing the health worker may select 

the aforementioned concrete ordinary user who shares the data at that moment and browse it. 

A cardiologist, at that time working in one of the Oslo hospitals, got the idea for HealthBook 

in October 2011. From now on, for convenience in indicating his role in the design work, I 

call him the “inventor”. The idea about simple storing and sharing of health data, which was 

realized subsequently in HealthBook, was inspired by Facebook and Dropbox. Moreover, the 

inventor had strong motivation for doing “unusual” and challenging things inspired by the life 

attitude of his former PhD mentor. The latter had always been encouraging and, in the words 

of the inventor, liked to talk about “crazy ideas and nutty thoughts, and trials that failed, and 

when things fail – that is interesting”.  

Technologically, the inventor had a personal interest in Apple devices and infrastructures, 

which, as he claimed, were “easy to use” with an “aim to serve people in humanistic way”. In 

other words, the broad implication of iPhones and their popularity was seen as a potential to 

build on them more. The emerging cloud-computing technologies were also acknowledged by 

the inventor as a “stroke of genius” in the sense that users could upload the data onto distant 

servers with exclusive access to it. The healthcare environment, where the inventor worked, 

stipulated his understanding of the problem of information sharing from patient to healthcare. 

The inventor claims that “experience as a medical worker at hospital, and experience of 

journal systems” revealed “practical difficulties in getting uploaded information about the 

patients, and its actual fragmentation in the healthcare sector” with a core issue of “health data 

located in different places”. In other words, the inventor thought about HealthBook as a 

technology helping, first of all, him – health personnel – in improving daily professional 

routines saturated with troubles in patient data collection and its timeliness. Since the idea of 

sharing data from patient to healthcare was novel, considering the practice and conventional 

thinking in the healthcare sector, it was economically risky in its realization. However, the 

inventor fed his beliefs with success of American inventors, such as Elon Musk: “he [Musk] 

thought completely radically – he said you should do what you want; he was thinking in 

accordance with laws found in physics and said that the idea should be free from all other 
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previous experiences.” These other “previous experiences”, the inventor referred to was the 

so-called “old paradigm” – “that it is the authorities and the health care sector which share 

data with the patient”, which implied the dominance of standards and requirements developed 

and sanctioned in the public e-health sector over private and emerging initiatives with novel 

and practically-motivated ideas. Following those standards and sanctions “would go 

nowhere”, stated the inventor. The paradigm for HealthBook grounded the concept that “it is 

the patient who shares.”  

Moreover, disadvantages of existing healthcare architectures were considered as advantages 

for HealthBook: “I have an intuition that … it will be something that satisfies the needs, 

because it should not be complex, it must be easy … And I was quite rigid with the belief in 

the original concept, because I believe it will be successful.” Within this concept, the inventor 

highlighted that health data should belong only to the patient, who is an ordinary user of 

HealthBook, and be accessible for patient’s own data management. However, such a strong 

opposition to the public healthcare order in information systems management was a reason for 

the difficulties in finding a design team willing to work on HealthBook. From October 2011 

to February 2012, the inventor had a challenging time searching for possible colleagues in the 

design process: “I went for cooperation to an interim employee who worked at an innovation 

department at the R. hospital [the hospital where the inventor worked], but … he had moved 

to an organization at the research park… I went to him to tell about my idea ... And he 

referred me to another person at the research park ... and that one said I should try to speak 

with [certain people at] the university ... I agreed on a meeting with [one of them]. He [head 

of a university department] said it was very new, very different thinking, and that they would 

like to be in … And he said he was going to connect me with [a research expert in health 

informatics at that university], who might be interested in the idea, because she works at the 

same branch… So, she suggested cooperation.”  

For this research expert in health informatics, who was introduced to the inventor by her 

colleague, the idea about the technology caused first mixed feelings, but she very soon 

changed her mind. It was she who called the concept of HealthBook “a user-governed 

approach” due to its contrasting difference from other technological approaches of data 

sharing in e-health technologies at that time. The research expert in health informatics 

claimed in the interview that there were two reasons for her to start collaboration: “One is that 

he [the inventor] envisioned a patient-owned infrastructure that meant that legally it would 

not be a health registry. The solution would have a different status. The other was that he [the 

inventor] said that we need to base the input on paper documents, photographic paper 



 
 

documents. That was the other reason I said ok. This is an interesting, a very different model 

to build the system.” 

To comment on the first reason, I would say that HealthBook was not envisioned to be a 

health registry – so, anything else but that. In Norway, health registries are regulated very 

specifically and strictly: designing a health registry implies following requirements in the Act 

on Health Registries, regulating not only the use of such technologies, as e.g. Legal 

Informatics would appreciate (section 1.1.3), but their actual technological architectures. This 

legal act requires that a health registry has an internal database. In addition, the Act on 

Personal Health Data and the Bylaw on Personal Health Data strictly require control measures 

of the highest level of security for protection of this database and its contents. This is to 

mention only primary laws, not to refer to bylaws. The requirement to have a database, as 

well as proper control measures over it, made the inventor stay away from conceptualizing 

HealthBook as a health registry, since this would be highly expensive to realize in addition to 

the “paradigm-shift” he proposed. To comment on the second reason: channels of data sharing 

“upwards” from patient to healthcare have been just emerging ideas, which informed the 

interest of the research expert in health informatics in what she called a “patient-governed 

approach”. Information systems such as Digital Post and the Personal Archive initiatives were 

examples of progress in the direction of data sharing from patient to healthcare which took 

place simultaneously with the discussion of the operating principles of HealthBook. 

The decision to cooperate on the design of “a proof-of-concept” for HealthBook was taken in 

March 2012. The research expert in health informatics at the university was interested 

primarily in the architectural side of the technology – what it consisted of and how it was 

supposed to work – and its original approach in user-orientation. This would have contributed 

to data collection and research in her group. At one of the early workshops devoted to 

HealthBook for the generation of useful ideas, the research expect found a master’s student in 

programming who agreed to design HealthBook on contractual employment and use this 

experience for writing his master’s thesis. In April 2012, a research expert in data protection 

at the university, who was also a member of the Privacy Advisory Board and the first among 

those developing the Internet in Norway, also joined the design group. His main motivation 

was to gain experience from a novel technological visioning, which could become regular if it 

succeeded, as well as giving inspiration for problem-setting in his own research. Those who 

joined the design team, as described here, are considered as in situ experts in the design work 

of HealthBook. They were networked to ex situ experts, described below as former colleagues 

and/or persons recommended by in situ experts. 
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One of these recommended ex situ experts was a lawyer in the area of information 

technologies: he was consulted by the inventor in August 2012 about the legal framing for 

HealthBook. There was also an ex situ expert from public e-health initiatives with a doctoral 

degree in Legal Informatics, consulted in March 2012; his basic skills were aimed at issues on 

health data accessibility. Afterwards, in April 2012, the inventor had a conversation with a 

research expert at the Norwegian Health Network (section 1.2), whose experience had been in 

working on such technologies as the National Core Journal for storage and sharing critical 

health data of the Norwegian population in case health service provision. 

As a whole, active design work on HealthBook started from October 2011 and continued up 

until summer 2013, when a prototype of the information system was launched online. A few 

design meetings on further development of the prototype into a full version took place in 

October and November 2013 but, as of August 2015, the full version of HealthBook has not 

been designed. The inventor claimed that the work stopped for lack of financial support, since 

the technology required too many changes to be considered complete. 

4.1.2 Extraction of valued signals 

Design work accumulates information about possible, neutral, technological and legal 

elements in complex interrelationships that will shape a subjective, unique technological 

device (Feng & Feenberg, 2008). Experts involved in the generation and relation of 

information, describing these technological and legal elements, bring into the process their 

own knowledge and skills from the past. These experts are found both in situ and ex situ to 

the design group – so there are experts inside it and experts in the environment of information 

at large (sections 2.2, 2.3 and 2.4). However, all of them are equally important for information 

input and its accumulation in design work because whatever they claim and share among 

themselves may be deemed necessary by anyone of them at any moment in time. This is what 

implies complexity of information flow in the design work. 

Design work as a complex adaptive system, if analyzed, is highly dynamic and unpredictable. 

If we were to analyze several design works, their behavior might be predicted in the synthesis 

of their separate analyses (section 3.4). Therefore, extraction of information about 

technological, legal and social elements of a design work should be done very carefully with 

acknowledgement that any of these elements might at any point turn out to be key in our 

understanding of behavior in the complexity of the design work. “Behavior” of a complex 

system, in this research, would be equal to understanding decision-making in a design work 

because it is exactly decision-making that builds the information trajectory of the process. 



 
 

As I have already claimed (section 1.3.2), the systems approach designed for this study is to 

be generated manually from learning of datasets about cases. This learning is informed by 

theoretical assumptions from complex systems (sections 2.1, 2.3 and 2.4), socio-technical 

systems (sections 1.1.1 and 2.2), IS research (section 1.1.2), Law and Legal Informatics 

(section 1.1.3), and actual practical challenges in the Norwegian e-health sector of multiple, 

post faktum and outdated situational interpretations (section 1.2). However, there have 

already been approaches designed for processing qualitative narrative material – such as the 

NLP modules within AI (section 1.3.2) and data mining (sections 3.1 and 3.4) – and their 

implications are recognized in the socio-technical systems’ field and Legal Informatics 

(sections 1.1.1, 1.1.3 and 1.3.2). Therefore, in extracting information from narrative material 

in the way it is inspired by proper theoretical assumptions, I have to refer to principles, tools 

and paradigms used in natural language technologies. Although, language technologies are 

not my specialization, this problem does not absolve me of the responsibility of addressing 

such knowledge, which, in complementing my own skills and intellectual input, may solve the 

research problem of this study. My main purpose is to cast the line from the IS research, 

Legal Informatics and socio-technical systems, where I have skills, via the transdisciplinary 

philosophy of Complexity Science, which is my window into other sciences, into Artificial 

Intelligence, where I want to make my work visible. 

The manual version of a visualized memory is demonstrated in Figure 7. As we see, the 

memory has three sectors: the top one is technological, the middle one is social, and the 

bottom one is legal. In order to deduce an element from a document, I read it for recognition 

of meanings – the process resembles micro-discourse analysis of each document in the 

dataset. Micro-discourse analysis like discourse analysis is topic-based knowledge extraction 

(Wodak & Meyer, 2009), but smaller in scale. I attach each micro-discourse to its author: it is 

clear from a document who introduces this micro-discourse, because the names of experts are 

either mentioned in dialogue form in reports from design meetings or as author/s at the head 

of the document. Extraction of a social element takes place with recognition of an expert in 

the document: name and/or employment affiliation to the organization they represent. To 

relate an author to a micro-discourse, for the purpose of memory visualization, means 

assigning a color code to each. This should be distinguishable from colors of codes of other 

experts and the micro-discourses raised by them. Extraction of a micro-discourse means an 

element extraction either on technology or law from the dataset. Computationally, this might 

be done by the word or phrase “discrimination” (Biemann, 2007) and feature-based 

classification of meaning entities (Jiang, 2012). Extraction of a social element describing an 

expert might be conducted by the Part-of-Speech tool (Hirschberg & Manning, 2015) or 
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named entity recognition (Jiang, 2012). Manually, element extraction would be similar to 

“descriptive coding”, which implies extraction of meaningful units of information – a word or 

a phrase – “connected or unconnected to a specific setting” (Miles & Huberman, 1985). A 

meaningful unit in manual qualitative coding is defined in this research as meaning in form of 

a word or a phrase, which we understand in the context it is used in, based on, first, the 

relationship of this word or phrase with other meaningful units that co-construct the 

argumentative uniqueness of the former; or based on, second, such a description of this 

meaning or phrase that we consider understandable as an informational entity.  

In the first condition, we will observe a set of meaningful units interrelated in a particular 

pattern of relations as a necessity for understanding their importance for element extraction. 

This is especially applicable in such texts as those which contain a proposal, or a proof, an 

agreement or a disagreement. In the second condition, we will observe one meaningful unit in 

a context, which can also be understood as a topic of this context or an informational upcast. 

It might be noticeable because of having been already mentioned in another context, in other 

documents, and, therefore, recognized as potentially important to become referenced by 

another expert remembering it in their own narrative act. In the NLP area, both conditions for 

such element and relationship extraction might best be done by the Stanford CoreNLP 

(Hirschberg & Manning, 2015), or Word Sense Induction (Biemann, 2007). The very term 

“micro-discourse”, understood as synonymic to “a meaningful unit” (Miles & Huberman, 

1985), comes from professional slang in computer-assisted ethnographic discourse analysis 

for qualitative research (Macgilchrist & Van Hout, 2011).  

To illustrate the first condition, I take an extract from a document from 22 August 2012 coded 

as t+11 in the memory of HealthBook. The textual extract is provided below in italics. There 

we see visualization of a report on a meeting between the inventor, marked in black, and an ex 

situ expert in advocacy and IT, marked in orange. The document contains the date and 

address of the meeting, and the names and affiliations of the participants. The document was 

written by the inventor as a summary of the conversation and, since this document was shared 

with other in situ experts, I treat it as an information input into the memory of design work.  

The first part of the document describes how the inventor introduced HealthBook to the ex 

situ expert and what he intended to get from it. The second part describes key points the 

inventor learned in the conversation. The document does not have a clear division into these 

two sections, but the analyst sees these parts from understanding their content. In introducing 

the data abstract, I mark what elements I extracted based on the first condition. 



 
 

[The Inventor] oriented first about HealthBook: 

HealthBook is an IT application that provides access to an easily available chronological 

archive of my health information. Data is located in a cloud and is in my property. I have 

exclusive access, but may eventually delegate a time-limited access to others for reading. 

The book may contain all kinds of information as discharge summaries, medication, 

prescriptions, lab-results, images and ongoing journal. Backup is automatically taken by 

the server provider. The interface must be simple and with few variations. 

HealthBook is developed by the company Healthbooks as [the inventor] cooperates with 

[the University]. 

[The inventor] desired [the ex situ expert’s] response regarding the concept especially 

considering laws and regulations in the area. It is a Healthbooks’ strategy to introduce an 

offer outside established IT systems in healthcare and without requesting licenses, etc. 

from the authorities. [The inventor] needs legal advice for assessment of what one can 

and cannot do without committing an obvious violation of applicable regulations. 

Moments that emerged during the conversation: 

The-civil-card will come in a few years to make secure identification easier. 

“State of the art” security around data storage is assumed. 

The conditions around authentication and delegation of access require particular vigilance 

with security in mind. 

Facebook can be a useful model for what can be done without a license. 

Facebook’s EULA grants the provider extensive rights and is not adapted for Norwegian 

conditions. 

Patient photographing of own health information is unproblematic. Likewise is issuing 

patient data on paper by healthcare actors. 

Electronic [data] transmission from a healthcare actor to HealthBook is considerably 

more challenging and requires inter alia the fourth level of security. What will it take for 

the healthcare actor to issue data electronically to the patient? 

If the system is implemented so that it is “simple and useful”, it may succeed. 

[The ex situ expert] said he is willing to provide counseling for Healthbooks in the future. 

Healthbooks will need advice from time to time to prevent systems’ shut down or loss of 

legitimacy and trust due to obvious conflict with the applicable regulations. This implies 

that [the ex situ expert] is sufficiently informed about HealthBooks’ actions. 
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The elements extracted above are elements of technology only, so we can see them in the top 

sector of the memory entirely visualized in Figure 7, and specifically, in Figure 5, on tracks 

corresponding as follows: 

 “easily available chronological archive of my health information” contains the element 

called “storing users’ data at one place”: here, the functionality of archiving is meant. 

Since HealthBook has never intended and never discussed distributed storage of 

information, then archiving and storing are synonyms, which have to do with all 

patient data processed by HealthBook. The very term “storing data at one place” 

comes from an earlier document, 2 March 2012, from the phrase “collecting all 

individual health data at one place”. Similarities in meanings, as coming from words 

surrounding the meanings in the context, made me formulate the name of the element 

as “storing users’ data at one place”; 

 “located in a cloud” contains the element “remote service for users”: here, “cloud” is 

understood as hardware at a distance or at the disposal of third parties by those who 

possess the original access to the information system. A cloud is remote to its users as 

an artifact of technology and as a conceptual idea. Thus, meaningfully “cloud” and 

“remote service” are synonyms, which make them describe the same technological 

element. The first time it was introduced as “remote service” was in an early 

document from October 2011, which was shown to me at a meeting with the inventor; 

 “delegate a time-limited access” contains the element “delegated access”: here, we see 

a similarity with the roots in the words in use, which are “delegate” and “access” 

applied as one functional description. For the first time, in January and February 2012, 

this element was mentioned as “access from different devices over net” with 

implication of one person deciding over such an access. Thus, it is synonymic to 

“delegated”; 

 “backup” contains the element “backup”: here, element extraction is simple, since the 

word “backup” has been used in this form since January and February 2012. However, 

simple technological terms may also be used in a re-phrase, which non-IT analysts, 

such as me, might not recognize. Therefore, expert knowledge in IT definitions will be 

needed in subsequent designing of accurate algorithms for element extraction within 

this systems approach; 



 
 

 “outside established IT systems” contains the element “strategy to be outside existing 

IT”: here we mark this element for the first time in the memory. In the context of the 

text, being outside established IT systems is also meant to be an organizational 

strategy. This would imply such decision-making that would determine the principal, 

methodological and operational difference of the designed technology from others. 

Thus, this is a technological element, not a legal one. This element is inspired by a 

technological principle which appeared earlier on 20 April 2012 and was called 

“progress comes out of and beyond the law”, which was introduced by another ex situ 

expert in the actual public e-health systems of Norway and who was quite critical of 

those. The inventor borrowed the idea and transformed it into an organizational 

principle of his company, Healthbooks. Considering this difference in the due course 

of element extraction, I distinguished these two elements – “strategy to be outside 

existing IT” and “progress comes out of and beyond the law” – as two separate ones; 

 “to issue data electronically to the patient” contains the element “compatibility to 

issuing of patient data in electronic form”: the inventor was interested in the functional 

similarity of HealthBook’s performance towards patient data in electronic and paper 

formats rather than the actual form of health data, so the element got such a name; 

 “security” and “requires inter alia the fourth level of security” contains the element 

“security mechanism”: here, an obvious use of one and the same word “security” and 

the degree of protection would describe a technological mechanism of HealthBook, 

which is its “security mechanism”; 

 “data storage” contains the element “storing users’ data at one place”: here, reasons 

for element extraction are the same as for “easily available chronological archive of 

my health information” above. Since the element was mentioned within one 

document, see above, but by two different experts – an in situ, the inventor, and an ex 

situ, a lawyer – it is marked in two colors, black and orange; 

 “authentication” contains the element “authentication”, which has already been 

mentioned several times in other documents. Here, I refer this information to a 

technological element because, in the context, it stays close to such wordings as 

“security”, “delegation of access” and “conditions”, which are technological 

properties. Thus, “authentication” in this situation will have a meaning of the 

authentication mechanism in HealthBook; 
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 “Facebook” contains the element “Facebook for health”: here, referencing to the well-

known international social network was an analogy with HealthBook on technological 

principles of data sharing from ordinary users to whomever, which the law does not 

ban. The technological model of Facebook was meant to be a proper example for the 

technological model of HealthBook that should share just health data, which is 

specifically protected in Norway. However, we see from the context, that the legal 

side of such a sharing mismatch was not considered – only the technological model 

was emphasized. Thus, “Facebook for health” became a technological element; 

 “patient photographing of own health information” contains the element “upload of 

files”: here, I refer to the very early documents stating that a camera on iPhone should 

have served as an upload mechanism of health data, which for the technology of 

HealthBook would be pictures in formats supported by this camera. Thus, “patient 

photographing of own health information” is a re-phrase from “upload of files” as a 

technological mechanism; 

 “from a healthcare actor to HealthBook” contains the element “from healthcare to 

patient”: here, I extract an element that is a technological principle different from the 

conceptual idea of HealthBook as a data-sharing technology from patient to 

healthcare. The contrary force – from healthcare to patient – was the public-sector e-

health reality, which was also a challenge for HealthBook to overcome; 

 “simple” contains the element “simplicity”: this is a grounding technological principle 

for HealthBook as an information system and as a user-friendly solution. 

A visual example of this part is provided in Figure 5. 

Similarly, elements of law for the memory visualization are extracted – extraction is based on 

understanding and recognizing legal terms, norms, values and issues, as inspired by the 

Theory of Law (Pigolkin et al., 2005) and my education in jurisprudence, in general.  

The legal elements are recognized in the textual dataset of the moment or/and from 

information mentioned in the dataset before. Relationships among the elements – be it 

technological or legal – are built on how the in situ and ex situ experts relate them in own 

argumentation. 



 
 

 

Figure 5: Exemplifying element extraction in case of HealthBook, the first condition 

The second condition of element extraction, when the element is an independent meaningful 

entity, as I have already highlighted above in this section, may be demonstrated in the 

following example from a design meeting report from 26 September 2012:  

We have to… keep the freedom of thinking. We can, however, benefit from knowledge 

on requirement by the Norwegian Health Network and on what parts of the prototype do 

not correspond to data security norms that are required. [An in situ expert, a master’s 

student] shall look closer at the Norm for information security in health, care and social 

services (“The Norm”) and enlighten us to what degree the technical solution we chose in 

the prototype is in no match with this. Such knowledge will help us to evaluate eventual 

ambitions to satisfy the Norm”. 
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The legal element “The Norm” is extracted on its own as an independent meaningful unit in 

the information accumulation of the design work. It does not necessarily relate to something 

else, except the design work in general. As I explained in section 1.2, the Norm is a document 

with unified branch regulation in the e-health sector, which is formulated within the large 

stakeholder association the Norwegian Health Network. A visual example of the second 

condition is illustrated in Figure 6 below. 

 

Figure 6: Exemplifying element extraction in case of HealthBook, the second condition 

I can claim that a memory of design work on HealthBook is a visual representation of its 

dataset. The content of the visual representation may vary in its density: even machines may 

recognize meanings and extract elements and relationships in different ways – it depends on 

the quality of their algorithms and learning capacity of the software. However, considering 

the clarity of understanding information units as elements with relationships, I would assume 

that the degree of density in extracted elements and relations will be scalable. 

The density will depend on amount and content of conditions set by the analyst in the 

algorithm, which may be the level of the details. Above, I described only key conditions of 

the extraction rule, but they may be further specified as, for example, to recognize a 

technological element as a principle of the device to work (as inspired by functions in the 

technical specification); to recognize a method of operation (as inspired by organizational 

policy around the designed device); to recognize a piece of hardware (as inspired by 

economic capacities to spend on the device as a material product); to recognize a piece of 

software (as inspired by expert skill capacities of an involved expert, or particular wishes of 

collaborators to design for the device to run upon); etc. For law, additional conditions might 

be, for example, to recognize a status (as an abstract legal concept “status” empowering or 

requiring something based on description of a legal branch of regulation, which this status 

refers to); to recognize a principle (as inspired by a defined set of principles in Legal Theory 

about what law has to pursue functionally in reaching ideals, or of principles set in the 

Grounding Law of a country); to recognize a value (as inspired by introductions to legal acts 

of great hierarchy); etc.  



 
 

Manual element and relationship extraction implies that the analyst is knowledgeable in at 

least one domain – law-related or technology-related coding – in qualitative narrative 

empirics. This is not a problem for IS researchers, who do such a coding either as descriptive 

(Miles & Huberman, 1985) or in application of Grounded Theory (Glaser, 1978). Since expert 

knowledge of the eventual analyst is naturally limited, extraction of technological or legal 

elements may vary from analyst to analyst. Basically, element and relationship extraction 

from the same datasets, but by analysts of diverse expert background, will be as scalable in 

density as if done by machines of diverse AI learning levels. This point is known and 

acknowledged in Machine Learning (Jordan & Mitchell, 2015), and is not really a problem for 

the development of computational systems approaches, either in theory or practice. 

Acknowledging the interpretive diversity of element and relationship extraction, I must 

highlight a defendable conceptual purpose of this particular stage of analysis: it is important 

to visualize the dataset at the levels of details acceptable for the analyst, if one does it 

manually. It is a very hard work, which requires a proper distance from falling into 

philosophies around a word or a phrase, and keeping track of accuracy towards the 

relationships that the upcoming meanings make or do not make with the design work at large. 

To extract an element, one should keep in mind the basics of discourse analysis: part of a text 

should have a point and a meaningful structure – visualize it. Once the level of detail is 

chosen, it should be kept for subsequent visualizations, when replicating this stage with other 

datasets. Visualization of the dataset must show information content, which describes 

technology and law as the smallest meaningful particles of the design work in argumentation 

generated and available for recall by in situ and ex situ experts and shared with the analyst. 

From my analysis, a version of a memory in design work on HealthBook is depicted in Figure 

7. All in all, from about 55 documents, I have deduced the following elements: 

Technological elements for HealthBook are: 

• Apple infrastructure Oct. 2011 

• central server for database, Jan-Feb. 2012 

• web-based solution, Oct. 2011 

• remote service for users, Oct. 2011 

• medical sphere of application, Oct. 2011 

• delegated access, Jan-Feb. 2012 

• patient-oriented approach, Jan-Feb. 2012 

• not a health registry, Jan-Feb. 2012 
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• PDF-format, Jan-Feb. 2012 

• RTF-format, Jan-Feb. 2012 

• JPG-format, Jan-Feb. 2012 

• five categories of files to upload, Jan-Feb. 2012 

• backup, Jan-Feb. 2012 

• search engine, Jan-Feb. 2012 

• simplicity, Jan-Feb. 2012 

• storing users’ data at one place, 2 Mar. 2012 

• security mechanism, 2 Mar. 2012 

• data on paper, 2 Mar. 2012 

• cooperation with others IS and organizations, 15 Mar. 2012 

• Bank-ID, 20 Mar. 2012 

• upload of files, 21 Mar. 2012 

• identification, 21 Mar. 2012 

• authentication, 21 Mar. 2012 

• blue light, 21 Mar. 2012 

• notes & graphics, 21 Mar. 2012 

• tagging, 21 Mar. 2012 

• navigation, 21 Mar. 2012 

• internationalization, 21 Mar. 2012 

• encryption method, 21 Mar. 2012 

• patient/ordinary user has access/owns and disposes the data, 10 Apr. 2012 

• drift, 10 Apr. 2012 

• testing, 10 Apr. 2012 

• sharing data, 20 Apr. 2012 

• progress comes out of and beyond the law, 20 Apr. 2012 

• no “master-key”, 20 Apr. 2012 

• access code for depicting files, 24 Apr. 2012 

• use of mobile number or e-mail as the way to correspond access code, 26 Apr. 2012 

• locking and re-opening of account, 26 Apr. 2012 

• payment system, 14 June 2013 

• ensure the capacity for technological improvement, 20 June 2012 

• strategy to be outside existing IT, 22 Aug. 2012 



 
 

• Facebook for health, 22 Aug 2012 

• compatibility to issuing of patient data in electronic form, 22 Aug. 2012 

• “from healthcare to patient”, 22 Aug. 2012 

• having encrypted e-mail as alternative to sharing, 17 Oct. 2012 

• “a station in between” as alternative to the Digital Post, 17 Oct. 2012 

• compatible cloud providers, Jan. 2013 

• separate recruitment database, Jan. 2013 

• server out of the university, 6 Feb. 2013 

• limited operational access (“innsyn”) by drift, 2 Oct. 2013 

• swiping, 2 Oct. 2013 

Social elements, describing in situ and ex situ expert knowledge or their affiliation, are: 

• inventor 

• research expert in health informatics at the university 

• research expert in data protection and member of the Privacy Advisory Board in 

Norway 

• IT-designer – master student, who did programming 

• me, a PhD student observing the design work for this particular research 

• research expert in information systems at the university 

• external expert legal aspects working with the Norm of the Norwegian Health 

Network 

• professor in general medical practice working with external public e-health systems  

• external expert in information systems and legal aspects in public e-health services 

• company selling security mechanisms 

• people at a hospital chosen by the inventor to test HealthBook  

• external expert in controlled electronic medical records in the public sector 

• well-known lawyer from the advocate organization 

• executive officer at the university and a head of the department helping the inventor 

• workshop people 

Legal elements of law and legally-matter issues for HealthBook are: 

• status of HealthBook as a research project, Feb. 2012 

• not being a registry, § 2 clause 6 of the Act on Health Registries, Feb. 2012 
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• archiving at one place & changes in the Act on Municipal Health Services, 2 Mar. 

2012 

• security and internal control, § 2-15 of the Bylaw on Personal Data, 2 Mar. 2012 

• right to copy of own records, § 5-1 of the Act on Patient and User Rights, 2 Mar. 2012 

• anonymity, § 2 clause 3 of the Act on Health Registries, 15 Mar. 2012 

• legal status of metadata, 21 Mar. 2012 

• photo deletion and account management, 21 Mar. 2012 

• access cross over, tilgång på tvers, 21 Mar. 2012 

• disposal of the health data, 10 Apr. 2012 

• distribution of responsibilities between HealthBook, users and remote storage service 

provider, 10 Apr. 2012 

• not “sensitive” data, § 3 par. 2 of Act on Personal Data, 20 Apr. 2012 

• user takes all risks, 20 Apr. 2012 

• Health Personnel Number, § 48 of the Act on Health Personnel, 24 Apr. 2012 

• Personal Security Number, § 13 par. 1 of the Act on Personal Data, 24 Apr. 2012 

• legal representatives, § 3-3 of the Act on Patient and User Rights, 24 Apr. 2012 

• Intellectual Property Rights towards HealthBook, May 2012 

• non-conflict legal analogies in information technologies, 22 Aug. 2012 

• “making pictures available to public”, § 43a of the Act on Copyright, 22 Aug. 2012 

• EULA, 22 Aug. 2012 

• legislation on children’s welfare, 22 Aug. 2012 

• The Norm, following/considering, 26 Sept. 2012 

• status of My Health Book as a commercial project, Jan. 2013 

For setting these into visualizations, names of elements were simplified, for example, to 

“anonymity” from “anonymity, § 2 clause 3 of the Act on Health Registries”, or “being 

beyond the law” from “progress comes out of and beyond the law”, etc. Time tags are 

assigned as follows: t is for Oct. 2011, t+1 is for Jan-Feb. 2012, t+2 is for 2 Mar. 2012, t+3 is 

for 15 Mar. 2012, t+4 is for 20 Mar. 2012, t+5 is for 21 Mar. 2012, t+6 is for 10 Apr. 2012, 

t+7 is for 20 Apr. 2012, t+8 is for 24 Apr. 2012 and 26 Apr. 2012, t+9 is for May 2012, t+10 

is for 14 June and 20 June 2012, t+11 is for 22 Aug. 2012, t+12 is for 26 Sept. 2012, t+13 is 

for 17 Oct. 2012, t+14 is for 5 Dec. 2012, t+15 is for Jan. 2013, t+16 is for 6 Feb. 2013, t+17 

is for 17 Apr. 2013, t+18 is for 29 May 2013, t+19 is for 2 Oct. 2013. The time tags 

correspond to shared documents with information on design work. 
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Microsoft Office Excel 2010 was used for this visualization (when looking at Figure 7, rotate 

it right 90°). Relationships are extracted based on the element extraction conditions number 

one and two, which are both explained above in this section. Drawing a memory is like an 

exciting game: enjoyable, revealing and definitely fun.  

Relationship extraction in particular is explained in the following example, visualized in 

Figure 8. From the column t+8 we can see that regulation of children’s right and welfare in 

healthcare (“legislation on children’s welfare”), particularly discussed by the research expert 

in health informatics and the inventor, are referred to the talk from t+3 on responsibility 

distribution between HealthBook, its users and storage service providers (“distribution of 

responsibilities between HealthBook, users and remote service provider”) and anonymity of 

users in the system, which HealthBook could provide from the beginning (“anonymity, § 2 

clause 3 of the Act on Health Registries”). This combination is also referred to the institute of 

legal representatives in legislation (“legal representatives, § 3-3 of the Act on Patient and 

User Rights”) from t+8 and mentioned again in t+10. These relationships are mainly marked 

in black, which shows the dominance of the inventor’s influence in these talks. Relevant 

extracts from the empirics illustrate what was said: 

The document dated March 15, 2012 (t+3), contains the following notes taken and shared by 

the inventor: “[The research expert in health informatics] came with a radical thought: Why 

not full anonymity? You state your pseudonym and password – so you can start the use.” In 

this meeting, apart from the research expert in health informatics and the inventor, there was 

the research expert in information systems reasoning on data upload and storage. Thus, the 

research expert in health informatics added: “Identification shall anyway come from the 

uploaded documents.” The document contains the response of the inventor: “Those who are 

given access shall be correctly identified” and an addition: “As a doctor, I want to know that 

the data you show me are yours, and if I need to treat you I need correct data. I must know 

that you are you.”  Here, the element “anonymity” was introduced by the research expert in 

health informatics, but in the dialogue it was referred to as “distribution of responsibilities 

between HealthBook, users and the remote service provider” as a response by the inventor in 

particular about his understanding of where anonymity would have led to. The issue of legal 

representatives (“legal representatives, § 3-3 of the Act on Patient and User Rights”), who are 

parents of children or nurses of disabled patients, was raised on 26 April, 2012 (t+8), with 

direct relevance for the Health Personnel Number (“Health Personnel Number, § 48 of the 

Act on Health Personnel”): “[The inventor] had an idea about data delegation: What is your 

HPID [health personnel identification]? … If someone cannot manage their own mobile 

phone, legal representatives or the doctor, or nurse would do that for the entitled. – [The 



 
 

research expert in health informatics]: What do we do with children/youth? [The inventor]: 

Maybe we had better deal with this later?” This “later” date was 20 June, 2012 (t+10), when 

the following conversation was registered:  

[The inventor]: How it will be possible to grant access? 

[IT-developer, a master’s student]: We can require that those have accounts in 

HealthBook and use their HPR-number to create an account and get an access code.  

[The research expert in health inf.]: Will legal representatives not have access now? 

[The research expert in data protection and member at the Privacy Advisory Board]: This 

should have high priority. This is urgent for both minors and dements.  

[The inventor]: No, someone then creates an account for the child or the elderly.  

Additional comment by the inventor was also: “I see this issue as a user’s responsibility, and 

it is the user, who has to be behind everything happening here. So, even if a user creates an 

account for his child, then this is the user’s responsibility. So we write there that the user is 

supposed to use HealthBook in accordance with the Norwegian law.” 

 

Figure 8: Exemplifying relationship extraction in the case of HealthBook 

From all that is recorded here, I conclude that the “Health Personnel Number” and “legal 

representatives” from t+10 are related to “children’s welfare law” and the institute of “legal 

representatives” in t+8, which, via argument on the “Health Personnel Number”, are further 

related to “anonymity” introduced in t+3 in a tight argumentation relationship with 

“responsibility distribution”. The same rule for manual relationship extraction is used for the 

whole visual representation of the memory.  

Having visualized the memory for HealthBook, we have to look at it as an information 

clustering. Clustering algorithms in computation may be used to extract “events” of 

information: eventual “retained parts of the input history” (Holland, 1992), which contain 

“valued signals” of information transfer between in situ and ex situ expertise as key decision-

making points in the trajectory of design work and, simultaneously, as points of 
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responsiveness of this design work to the environment at large (sections 2.3 and 2.4). 

Theoretically, cluster extraction at this stage of analysis corresponds to defining such 

information as would have the role of “constraining” the “release of energy” by the people in 

situ and ex situ for designing the technology, since their work is “the constrained release of 

energy” for an organization, or a device, to emerge (Kauffman, 2002). These constraints 

should be found in argumentative debates, or dialogues – from information complexities and 

uncertainties hidden in the narrative data of the dataset documenting the past (sections 2.4 and 

3.4). Language technologies, in turn, also recognize the complexity of human communication 

in decision-making. Jurafsky and Martin (2009, p. 574) claim that this “complexity … is as 

much psychological as computational” since it has to do with comprehension difficulties.  

Similarly, in the IS literature, this was recognized as “defective communication” (Knackstedt 

et al., 2013) between IT and legal experts as a reason for why there has been lack of 

approaches to understanding of mutual shaping between technologies and law (section 1.1.2). 

This challenge highlights the need to look at argumentative tensions, or complexities – 

dialogues and shared professional opinions – as particular information structures in narrative 

parallelism (sections 2.3 and 2.4). The memory of the design work is based on this: each 

element has its own “track” where it may re-appear chronologically when mentioned by 

whichever expert in the design work, based on internal, professional reasons. 

Manually, I did “event” extraction as follows. An “event” was an argumentative tension, 

discussion, or dialogue, registered in the dataset and depicted by the memory: I selected a set 

of clusters, or networks, with structures that were the most complex in comparison to other 

structures. “Events” were extracted if elements inside them were necessarily connected with 

other elements in a principle different from “one element AND another one” or not connected 

at all, and if their elements had node degrees equal to three or higher than three. An exception 

from this rule was only the very first “event” in the legal sector: in the dataset, this “event” is 

one big uncertainty consisting of information inputs from the experts at the very first meeting 

about designing HealthBook.  

Since I study the phenomenon of mutual shaping between technologies and law, I care 

specifically about sectors of technological and legal elements in the memory for subsequent 

information retrieval and processing. “Events”, therefore, have been extracted as clusters from 

these two sectors only. Each “event” contains elements, which might be mentioned once or 

several times, depending on relations supporting them. Therefore, to consider corresponding 

time tags to the elements is important.  
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The time tags reflect narrative parallelism in chronology and in authentic diversity of 

information input into the design work. It means that a time tag of an element describes its 

place in the track of memory given to this element from the start of the design work and any 

time this element appears in it. Each element, which corresponds to a time tag, has a color or 

combination of colors, which describe professional authenticity of experts, who proposed this 

information or agreed on it simultaneously. Authentic diversity is equal to the number of 

elements describing expert knowledge, as coded in sector B of the memory. 

Considering complexity of relationships inside the clusters and actual time-tagging of the 

elements, we will be able to see on the visualization different professional points of view in 

their subjectivities and acknowledge them as equally important as information content in the 

design work. Figure 9 demonstrates manually-outlined “events” in the visualized memory of 

HealthBook (Rotate Figure 9 right 90°). 

We see from the visualization of the memory in Figure 9 that its “events” in the technological 

and legal sectors overlap in time, and that many elements of these “events” have the same 

time tags. This is because reality is a simultaneous complexity of information, where order, 

which I tried to depict on the memory, is not divided into sectors. Therefore, I needed one 

more visual data representation, which would be based on patterns recognized in Figure 9 as 

“retained parts of the input history” (Holland, 1992), but with consideration of their time 

overlap and mutual relevance in argumentation expressed in opinions by in situ and ex situ 

experts and registered in the studied documentary dataset. Such a visual representation would 

have been based on the simultaneousness of information complexity on technological and 

legal elements, which the dataset contains. In order to get such a visual representation, I 

needed to extract all the elements of each “event” together with their time tags, as is shown in 

Figure 10. This would correspond to cluster extraction in computation (Biemann, 2006). 

 

  Figure 10: Elements of “events” with corresponding time tags for HealthBook 

EVENT 1 
Legal environment

Event consists of components: 
• research status, t+2
• being not a registry, t+2
• archiving, t+2
• internal control & security, t+2
• right to insight, t+2

EVENT 2 
Legal environment 

Event consists of nodes: 
• anonymity, t+3
• responsibility distribution, t+3
• disposal of health data, t+6
• responsibility distribution, t+6
• Health Personnel Number, t+8
• legal representatives, t+8
• children welfare, t+8
• research status, t+9
• Personal Security Number, t+9
• Health Personnel Number, t+10
• legal representatives, t+10

EVENT 3
Legal environment 

Event consists of components:
• being not a registry, t+7
• cross-accessibility, t+7
• disposal of personal data, t+7
• non-sensitivity of the personal 
data for private purposes, t+7
• user takes all the risks, t+7
• archiving, t+8

EVENT 4
Legal environment 

Event consists of components: 
• responsibility distribution, t+15
• non-sensitivity of the personal 
data for private purposes, t+15 
• research status of the 
technology,  t+16 
• commercial status of the 
technology, t+17

EVENT 5
Technical environment 

Event consists of components:
• patient-oriented approach, t+7
• being not a registry, t+7
• the patient/user having 
access/ownership and disposal over 
the own data, t+7
• being beyond the law, t+7
• having no “master” key for the 
information system, t+7 
• remote service for users, t+11
• delegated access, t+11
• back up, t+11
• simplicity, t+11
• storing user’s data at one place, t+11
• security mechanism, t+11
• uploading mechanism, t+11
• authentication, t+11
• strategy to be outside existing IT, 
t+11
• developing Facebook for health, t+11
• having compatibility for issuing data 
in electronic form, t+11
• the channel “from healthcare to 
patient”, t+11

EVENT 6
Technical environment 

Event consists of components:
• central server for database, t+9
• delegated access by users, t+9
• 5 categories of files to upload, t+9
• search engine, t+9
• simplicity, t+9
• security mechanism, t+9
• bank-ID, t+9
• upload mechanism, t+9
• identification, t+9
• authentication, t+9
• blue light function, t+9
• tagging of files, t+9
• encryption, t+9

EVENT 7
Technical environment 

Event consists of 
components: 
• five categories of files for 
data upload, t+10
• simplicity, t+10
• security mechanism, t+10
• bank-ID, t+10
• authentication, t+10
• blue light, t+10



 
 

Thus, in “event” 1 (red), I have: research status, t+2; being not a registry, t+2; archiving, t+2; 

internal control & security, t+2; right to insight, t+2. In “event” 2 (orange), I have: anonymity, 

t+3; responsibility distribution, t+3; disposal of health data, t+6; responsibility distribution, 

t+6; Health Personnel Number, t+8; legal representatives, t+8; children welfare, t+8; research 

status, t+9; Personal Security Number, t+9; Health Personnel Number, t+10; legal 

representatives, t+10. In “event” 3 (rose), there are: being not a registry, t+7; cross-

accessibility, t+7; disposal of personal data, t+7; non-sensitivity of the personal data for 

private purposes, t+7; user takes all the risks, t+7; archiving, t+8. “Event”4 (violet) consists 

of: responsibility distribution, t+15; non-sensitivity of the personal data for private purposes, 

t+15; research status of the technology, t+16; commercial status of the technology, t+17. In 

“event” 5 (blue), I have: patient-oriented approach, t+7; being not a registry, t+7; the 

patient/user having access/ownership and disposal over the own data, t+7; being beyond the 

law, t+7; having no “master” key for the information system, t+7; remote service for users, 

t+11; delegated access, t+11; back up, t+11; simplicity, t+11; storing user’s data at one place, 

t+11; security mechanism, t+11; uploading mechanism, t+11; authentication, t+11; strategy to 

be outside existing IT, t+11; developing Facebook for health, t+11; having compatibility for 

issuing data in electronic form, t+11; the channel “from healthcare to patient”, t+11. “Event” 

6 (grey) consists of: central server for database, t+9; delegated access by users, t+9; five 

categories of files to upload, t+9; search engine, t+9; simplicity, t+9; security mechanism, t+9; 

bank-ID, t+9; upload mechanism, t+9; identification, t+9; authentication, t+9; blue light 

function, t+9; tagging of files, t+9; encryption, t+9. Finally, “event” 7 (brown) has: five 

categories of files for data upload, t+10; simplicity, t+10; security mechanism, t+10; bank-ID, 

t+10; authentication, t+10; blue light, t+10. 

Each “event” has been assigned a color for convenience of subsequent analysis. Colors here 

do not have the same motivation to the selection of colors given to social elements in the 

memory visualized in Figure 7. Here, at this stage, the colors are chosen merely to distinguish 

one “event” from another at the visualization.  

Afterwards, I re-organize the collected sets of elements in accordance with their time tags in 

order to depict the actual simultaneousness of complexity among the elements. In 

computation, this might simply be done by setting a command for data representation in 

accordance with the parameter describing time tags. Figure 11 shows this step of analysis. 
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Figure 11: Elements of “events” re-organized in accordance with their time tags for HealthBook 

On re-organizing the “events” in accordance with their time tags, I have the following 

columns:  

t+2 – red:  research status, being not a registry, archiving, internal control & security, right to 

insight 

t+3 – orange: anonymity, responsibility distribution 

t+6 – orange: disposal of health data, responsibility distribution 

t+7 – rose: being not a registry, cross-accessibility, disposal of personal data, non-sensitivity 

of the personal data, user takes all the risks; blue: patient-oriented approach, being not a 

registry, user's ownership over own data, being beyond the law, no “master” key for drift and 

inf. syst. 

t+8 – orange: Health Personnel Number, legal representatives, children welfare; rose: 

archiving 

t+9 – orange: research status, Personal Security Number; grey: central server for database, 

delegated access by users, categories of files to upload, search engine, simplicity, security 

mechanism, bank-ID, upload mechanism, identification, authentication, blue light function, 

tagging of files, encryption 

t+2 t+3 t+6 t+7 t+8 t+9 t+10 t+11 t+15 t+16 t+17

Ev1: research status Ev2: anonymity
Ev2: disposal of health 

data
Ev3: being not a registry

Ev2: Health Personnel 
Number

Ev2: research status
Ev2: Health Personnel 

Number
Ev5: remote service for 

users
Ev4: responsibility 

distribution
Ev4: research status Ev4: commercial status

Ev1: being not a registry
Ev2: responsibility 

distribution
Ev2: responsibility 

distribution
Ev3: cross-accessibility

Ev2: legal 
representatives

Ev2: Personal Security 
Number

Ev2: legal 
representatives

Ev5: delegated access
Ev4: non-sensitivity of 

the personal data

Ev1: archiving
Ev3: disposal of personal 

data
Ev2: children welfare

Ev6: central server for 
database

Ev7: 5 categories of files 
to upload

Ev5: back up

Ev1: internal control & 
security

Ev3: non-sensitivity of 
the personal data

Ev3: archiving
Ev6: delegated access by 

users
Ev7: simplicity Ev5: simplicity

Ev1: right to insight & 
copy

Ev3: user takes all the 
risks

Ev6: 5 categories of files 
to upload

Ev7: security mechanism
Ev5: storing user's data 

at one place

Ev5: patient-oriented 
approach

Ev6: search engine Ev7: bank-ID Ev5: security mechanism

Ev5: being not a registry Ev6: simplicity Ev7: authentication
Ev5: uploading 

mechanism

Ev5: user's ownership 
over own data

Ev6: security mechanism Ev7: blue light Ev5: authentication

Ev5: being beyond the 
law

Ev6: bank-ID
Ev5: strategy to be 
outside existing IT

Ev5: no "master" key for 
drift and inf. syst.

Ev6: upload mechanism Ev5: Facebook for health

Ev6: identification
Ev5: compatibility for 

issuing data in electronic 
form

Ev6: authentication
Ev5: channel "from 

healthcare to patient"

Ev6: blue light function

Ev6: tagging of files

Ev6: encryption



 
 

t+10 – orange: Health Personnel Number, legal representatives; brown: five categories of files 

to upload, simplicity, security mechanism, bank-ID, authentication, blue light 

t+11 – blue: remote service for users, delegated access, back up, simplicity, storing user's data 

at one place, security mechanism, uploading mechanism, authentication, strategy to be outside 

existing IT, Facebook for health, compatibility for issuing data in electronic form, channel 

“from healthcare to patient” 

t+15 – violet: responsibility distribution, non-sensitivity of the personal data 

t+16 – violet: research status  

t+17 – violet: commercial status  

Having the sets of elements from “events” allocated towards each other in accordance with 

their time tags, I keep on clustering information based on the meanings it possessed. From the 

elements in Figure 11, I build micro-narratives. Their analytic purpose with this is to find 

such an element that connects most of the elements, which would also mean possessing most 

of the valued information.  

Theoretically, the formulation of this stage of analysis would correspond to actually finding 

“valued signals” (sections 2.4 and 2.5) in the memory, or elements responsible for 

information transfer between the design work and its environment. Within the manual form of 

analysis, a micro-narrative is a meaningful story which contains at least one memorable 

episode about the design work built from elements in close proximity, considering the 

chronological character of information accumulation. In other words, relationships among the 

elements should simply make sense without adding any other wording describing elements 

not included in the columns.  

Drawing relationships should be built on causal argumentation of complex systems, such as 

“If X, then Y”, or “X is because of Y” (Tsoukas & Hatch, 2001) – these will be conditional 

meanings showing information dependencies among the elements. A meaningful sense among 

the elements should be found with respect to two conditions: 1) – within one “event” in 

different time tags, and then, when the sense disappears, 2) – among the elements of different 

“events” within the same time tags. By this, we should respect the chronology of meanings in 

the design work. Figure 12 shows manual building of micro-narratives in the trace of valued 

signals (Holland, 1992). 
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Since this particular stage of analysis, if conducted manually, is based upon information 

retrieval from the memory of the analyst, it might be criticized for its subjectivity and possible 

errors. But within NLP knowledge, building micro-narratives would correspond to the 

statistical probability of meaningful relationships among the elements restricted within the 

two conditions mentioned in the paragraph above. In data mining, this step would correspond 

to co-occurrences of information entities within close proximity (Jiang, 2012). In other words, 

how probable is a connection between an element with another element within the proximity 

of the search conditions – within one “event” and different time tags, and then different 

“events” and the same time tags – over connections of this element with other elements in the 

same proximity. The memory visualization may be referenced for this part of analysis.  

Figure 12 illustrates manual construction of micro-narratives, which I did on recalling 

meaningful connections among the extracted elements. This visualization contains numbers 1, 

2, 3, 4, 5, 6 and 8, which illustrate the constructed micro-narratives.  

For example, if, for the “disposal of health data” by ordinary users, the issue of “redistribution 

of responsibility” among all user categories of HealthBook was raised by the inventor as a 

corresponding concern, then “anonymity” as a means to skip this complexity was suggested 

as an option by the research expert in health informatics (the dialogue they had on 15 March 

2012). The “anonymity” of users was inspired by the nature of the patient-governed approach 

as an advantage of HealthBook over many other technologies providing health data sharing 

(1), since this would mean no need for identification mechanisms. In Norway, identification 

tends to include a “Personal Security Number” implying a “central server for database” in the 

architecture, where patient data accessible via identification tools would be stored (2). 

Identification of the user category of health personnel would by necessity imply additional 

authentication to the identification routine via “Health Personnel Number”, which would also 

be a property of the “security mechanism” (3). This was considered by the inventor too 

complex, with outcomes that could only lead to HealthBook becoming as cumbersome as 

public e-health technologies. Therefore, “security mechanism” became undividable from 

“simplicity” (4) as a feature distinguishing HealthBook from others in providing both 

“archiving” and, simultaneously, “not being a health registry” (5), which would have had a 

highly complex security mechanism. “Simplicity” and “security mechanism” would also 

imply technical opportunities for any user – be it a minor or an adult – to create an account, so 

“children’s welfare legislation” (4) would not be necessary for HealthBook to follow because 

the system does not discriminate and does not identify users in the way it is used to in Norway 

– so whether a user is a child or an adult would make no difference. Thus, “anonymity” 

should be provided (4). “User takes all the risks” applies for data storage and sharing via 
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HealthBook because of the “non-sensitivity of health data” for this technology as it is “not 

[being] a health registry” (6). The “patient-oriented approach”, which has been a core research 

interest for the research expert in health informatics as an in situ expert, can also find its legal 

support in § 3 paragraph 2 of the Act on Personal Data, mentioned by another in situ expert – 

the research expert in data protection – where the scope of the legislation on data sensitivity is 

excluded from carrying personal information by the individual for personal or other private 

purposes. Other laws requiring particular technical means for data protection are, thus, 

excluded from influence on HealthBook as well. If so, then HealthBook is “being beyond the 

law” (6). HealthBook as a technology needed a place to store its users’ data, and there was 

supposed to be a “central server for database” (7) from the beginning, which subsequently 

raised a set of talks and decisions. There had been one very heated discussion about 

architecture for HealthBook mid-way in the design work, when a server was discussed in 

relation to a “security mechanism” and “encryption” in “simplicity” of “upload mechanism” 

into “5 categories of files” and easy “delegated access by users” between the allowed user 

categories. Because of the “research status” of HealthBook as an experimental technology 

within an ongoing research project at the university, a “central server for database” was 

provided. For this reason, the server was physically located at the university. From the very 

beginning, HealthBook got support as an idea because of an agreement between the inventor 

and research experts on the condition of “research status” (7). The initial plan by the inventor 

was, however, to make HealthBook commercial and to be used in Norwegian private-sector 

technologies. By the end of the design work on a prototype for HealthBook, there was a 

question about whether HealthBook would keep its “research status” or should strive for 

“commercial status”. Changing status to a different one from the experimental “research 

status” agreed from the beginning of the design work would cause a rethinking in 

“responsibility distribution” and “non-sensitivity of personal data” (8), that would greatly 

depend on the location of the server and its ownership, which at least is clear in the case of 

“research status” (7). 

From building micro-narratives in the visualization in Figure 12, I could find elements with a 

node degree equal to three or more. Two elements are tightly related to each other and cannot 

be meaningfully separated in this case. These two are “security mechanism” and “simplicity”, 

thus, marked as one. In total, we have four valued signals (sections 2.4 and 2.5) in the 

memory of the design work on HealthBook: “anonymity”, “simplicity & security 

mechanism”, “being beyond the law” and “research status”. They have been found in the 

generation of rules for a systems approach in studying mutual shaping between technologies 

and law as inspired by theories (section 2.5). Generating a systems approach is an emergent 



 
 

activity. It has the nature of pursuing a strategy of doing something when I see a possible path 

in it for further steps, which will have the same or similar definition as what I have learned 

from theories. Theories do not give me instructions about how I should analyze and 

synthesize data, but they explain patterns, which I see when I apply certain theoretical 

definitions to my datasets. At the highest level of abstraction, to generate rules for a systems 

approach may be explained as pursuing a strategy of “theories → dataset patterns → theories 

→ dataset patterns → theories → dataset patterns, etc.” It is a mutual analytic loop. 

At this stage of analysis, we find ourselves exactly “at the edge” of law and technology, 

which has been called for in IS research and Law since the 1980s (Doukidis & Giannakos, 

1988; Knackstedt et al., 2014). This is a space of meaningful interplay between technologies 

and law out of the social “weight” of the in situ and ex situ experts involved in the design 

work – something that addresses the old research challenge in the socio-technical systems’ 

field (Sylves & Comfort, 2012). As analysts, we are looking at factual information transferred 

into the design work from professional backgrounds involved here, rather than social 

“weights” and seeming “importance”. If we would like to consider social “weight”, we could 

add value to links colored as those social elements that describe experts whose importance we 

want to emphasize. Computationally, this would have been easy to do. Then, analysis would 

take a more organization-managerial direction, as typical for IS research. However, adding 

values to social “weight” would have not influenced informational outcome, because what 

was done in the past cannot be changed. We could only see in this case whether information 

of the process dominated over social “weight”. Interpretation of its reasons would have 

anyway required a continuation that the generated systems approach further provides. 

4.1.3 Extraction of shaping channels 

As was mentioned in section 3.3, both documentary data and interviews with in situ and ex 

situ experts comprise the dataset of the case on HealthBook. The documentary part of the 

dataset has been used to construct a memory as information input into the design work on 

HealthBook since its beginning in October 2011. This was done in order to understand the 

behavior of this process as a complex system, since we assumed that it had a memory (Ashby, 

1956). In the retained parts of the input history (Holland, 1992), which were argumentative 

complexities that are discussions, dialogues and shared opinions – or clusters of information 

networked in the professional opinions of in situ and ex situ experts in design constraints 

(Kauffman, 2002) – four valued signals were discovered. According to the formal framework 

of adaptation, these valued signals transferred information between the technology under 
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design and the environment at large (Holland, 1992). However, the very channels of 

constraints (Kauffman, 2002) shaping technology and law have not yet been found at the 

previous analytic stages of the approach. This section intends to discover those. Therefore, 

interviews with in situ and ex situ experts of the design work on HealthBook will be used.  

Interviews as narrative acts of storytelling contain information that indicate roles, motives, 

purposes and time connections between the past and the future expressed in the present: if a 

vision about the future is strong and in some way important for an expert, this person will 

retain it in the memory and share it with an interviewer at the time of data collection (Tsoukas 

& Hatch, 2001). Sharing the most valuable information should imply that this information 

segment contains valued signals, as well as naming such concerns in law in relation to the 

technology, which this valued signal (section 2.4) connects with as a node. Thus, travelling in 

time from the future into the present via talking about the past should be knotted to this node 

– to this valued signal. The discovered connection would be a channel (Kauffman, 2002) of 

mutual shaping between law and technology (sections 2.3 and 2.5).  

As in section 4.1.2 there were four valued signals – “anonymity”, “simplicity & security”, 

“being beyond the law” and “research status” – then the interview dataset should be examined 

for the presence of these valued signals, legal concerns and corresponding technological 

implications in each interview. Since an interview reveals only one dimension of “truth” and 

not the complexity of “truths” when taken separately (Koumaditis et al., 2012), I treat 

interviews in parallel as similarly structured language entities and complementary data 

sources (Luhman & Boje, 2001). A similar structure would imply tagging valued signals, 

legal concerns and respective technological implications, whereas complementation is a 

comparison of the found information across the interviews in order to be sure that 

interpretation of the tagging indicates identification of the shaping channels. Moreover, 

interpretation of interviews is also broadly based on data from the documentary dataset, which 

contributes to understanding the past. Interviews taken from in situ and ex situ experts 

processed on these conditions would imply going beyond “situations” (Arthur, 2015; 

Stubkjær, 2006). The in situ experts interviewed were the inventor (two times by July 2013), 

the research expert in health informatics (once in June 2013) and the IT-designer who is a 

master’s degree student (twice, in May 2013 and June 2013). The ex situ experts were a legal 

expert in cloud computing, a lawyer with expert knowledge on the database component for 

the Personal Health Archive of Norway, a secretary for the Norm with an IT-background, and 

a leading secretary for the Norm’s regulatory work. The members of this expert group know 

about the legal firm of the firstly mentioned ex situ expert and are aware of his practice. 

Taking the narrative data of the interviews in parallel would provide a panoramic view of the 



 
 

design work (Doukidis & Giannakos, 1988). Below, I extract shaping channels starting with 

recognition of the valued signals titled “anonymity”, “simplicity & security”, “being beyond 

the law” and “research status”. The procedures of the shaping channels’ extraction are 

demonstrated in separate stories about each valued signal indicating a certain shaping channel 

between the technology and the legal environment. 

Shaping channel out of “anonymity” 

“Anonymity”, or, if the name of the element named in full, “anonymity, § 2 clause 3 of the 

Act on Health Registries”, was an element in the law sector in the visualized memory. In the 

memory, we see “anonymity” there only once, at t+3, which was 15 March 2012. It was a 

meeting between the inventor and the research expert in health informatics. By that time, the 

university and the inventor had already agreed on research cooperation for development of a 

prototype of HealthBook. We learn from a document about the meeting, when “anonymity” 

as information was introduced, that the inventor and the research expert in health informatics 

discussed access to the database, which HealthBook should have had. Since HealthBook, in 

accordance with its concept, had to provide archiving and sharing of the personal health data 

of its users, it had to have a hardware item. Archiving and sharing of health data was expected 

by the inventor to take place via use of an application for iPhone and a web-page. In the 

course of the conversation, the research expert in health informatics asked the inventor why 

HealthBook should not provide “full anonymity” in realization of this mechanism. She added 

that a user could state a pseudonym and a password to start using HealthBook, and that 

identification of the user would be possible from the uploaded documents. The grounded 

reasoning for asking this was the motivation to make HealthBook convenient to use by 

patients. The inventor stated subsequently in the report how he reacted on this – it was a 

“radical” idea. As I can conclude from his notes, the suggestion was radical because, for 

patient security reasons in Norway, health personnel should have been identified any time 

they provide healthcare. That is probably why the reply by the inventor was that “those who 

are provided with access should be correctly identified and not be anonymous”. 

Further in the documentary dataset, anonymity appeared in a meeting on 20 June 2012, where 

the inventor, the IT-designer master student, the research expert in health informatics and the 

research expert in data protection participated. Although the IT-side, which was basically 

represented by the first and the third mentioned in situ experts, insisted on having a secure 

login mechanism and identification routines, the inventor kept tight hold of his principle that 

HealthBook should be simple and based on trust – trust is what should have ensured 

identification of people de facto rather than de jure. The inventor claimed: “[Identification] is 
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also an issue of trust: if one tells (orally) someone a code, they know to whom they give it – it 

is a doctor. We do not need identification or authentication – one can just go online at the 

web-page and log in.” As a technical means for distinguishing between ordinary users and 

health personnel users, there were subsequently two categories of user accounts. An ordinary 

user states the name, surname and password, and uses those for login thereafter. A health 

personnel user, while creating an account and subsequent login, states the name, surname, 

password and Health Personnel Number, which is an additional field of the system to 

associate with this category of users. Technically, the system is not connected with any 

identification and authorization components of other information systems providing 

verification in the healthcare sector. Such verification takes place by use of the Health 

Personnel Number from the Health Personnel Registry. However, HealthBook requires this 

number as a local differentiation means between a health personnel user and an ordinary user. 

How exactly did the in situ experts in the design work reflect on anonymity? The IT-designer 

of the system for HealthBook claimed that, by the end of design work on summer 2013 when 

a prototype was delivered, in terms of trust, there was actually significant conflict between 

patient and doctor in the HealthBook system: how exactly can one design a “patient-

governed” system, where patient “owns” and decides about health data, if this patient has to 

trust the doctor? Trust here would imply hoping for the shared information to be opened, and 

be opened by a certain health worker with whom the patient meant this data to be shared. The 

IT-designer stated in the interview: “[in the case of HealthBook] you cannot provide power to 

the patient without influencing him.” He meant that the capacity to decide over one’s own 

data and power over this data should be taken together, but not separately, as the inventor 

wanted it to be. The patients do not really have any governance power over their own data. In 

his turn, the inventor told me in the interview at approximately the same time, in summer 

2013, that one of his core inspirations was “a transition of power and decision-making from 

the healthcare to the patient”, which stipulated the principle of HealthBook as provision for 

data sharing “from patient to healthcare”. Thus, the power of deciding over one’s own health 

data was a value in process, rather than an actual part of the concept. The inventor added to 

his consideration about power transfer that “the patient will, by himself, care for his own 

journal – this is revolutionary … in relation to the contemporary paradigm”, which is sharing 

data via strong identification channels from healthcare to patient. Caring about one’s own data 

would imply, in the understanding of the inventor, having full responsibility for the use of 

HealthBook as a means of data archiving and sharing, and, therefore, such protection 

measures as login identification as a means of data protection and proof of technology misuse 



 
 

were seen to be useless. From the understanding of HealthBook as a technology, the inventor 

raised the value of anonymity into the design work as unseen, but highly causal. 

Although the inventor called the idea of anonymity “radical” in the beginning, in summer 

2013 he almost repeated the initial argument of the research expert in health informatics in the 

following context: “From the documents, which you share with health personnel, it comes 

that they are yours because your name is stated there. If you want to deceive your doctor, you 

can also do it in reality … the patient can choose by himself whether or not he wants to be 

anonymous, and use a username he wants, or use own name as a username”. Thus, anonymity 

as information is what followed decision-making on HealthBook, but only the users decide 

whether or not to state their own names regardless of technical registration requirements for 

ordinary users or health personnel users. The lack of user identification might lead to risks 

that ordinary users could share their own health data with fake health personnel, only 

pretending to be such for their own purposes, and with no right to provide healthcare in 

accordance with §48 of the Act on Health Data. Trust of health personnel in the concept of 

HealthBook is rather an informational effect of anonymity and not vice versa. Having trust in 

each other as users sharing information between each other is a substitution for technological 

means of user identification. 

However, to have anonymity as a certainty in the design work was not conventional among 

the in situ experts. Versions of data protection and identification mechanisms related to 

account creation had been discussed since the beginning of the design work: personal security 

number and the highest identification level were topics of consultations between the actual 

inventor and ex situ experts, one of whom specialized in accessibility to health data in 

information systems, and another one in law and cloud computing. Moreover, the in situ 

expert in research and data protection, who was also a member of the Privacy Advisory Board 

of Norway, joined the design team because of the identification and authorization concerns 

raised by other in situ experts at their meetings. Such technologies as EverNote, Facebook, 

Dropbox and Apple applications and functionalities inspired the inventor from the very 

beginning in October 2011 due to their use for data storage and sharing without any 

identification requirements – a user may use a fake name or a pseudonym that would ensure 

anonymity. Consulting with in situ and ex situ experts, the inventor intended to ensure that 

identification and authorization were unnecessary rather than necessary: even in the first 

report from 2 March 2012 about a meeting with an ex situ expert in controlled access to 

health data, the aim of the visit was formulated as “asking about input to legal, regulatory 

challenges with the idea on HealthBook”, meaning that presentation of the idea should come 

first. In the report about the inventor consulting with the ex situ expert in public e-health 
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infrastructures and the National Core Journal, the aim was stated as to “ensure that the 

[HealthBook] project does not evidently breaks laws and rules”, which means, basically, 

doing what was not forbidden, rather than “obeying Norwegian legislation”, which would 

meant adapting the concept to the law. 

In clarification of the stated, the inventor claimed in the interview in summer 2013 that 

“HealthBook wants to make it clear for the patient that HealthBook is a mediator, not a 

responsibility-taker.” Relationship between imposing all responsibility for use of HealthBook 

onto its users and, thus, avoidance of identification needs, was emphasized above. In this 

regard, the following statement by the inventor is the key: “When the patient puts his data on 

a cloud, I see it as a contract with the user [patient] on one side and HealthBook on the other 

side, and HealthBook has a contract with the cloud, and HealthBook informs the user about 

what contract it has with the cloud.” In other words, the inventor meant that the informed user 

was a legal necessity for HealthBook, and the source of this information was an agreement 

between the user and the infrastructure, where HealthBook was not a whole but a part of a 

larger cloud computing infrastructure. The degree to which the user was informed bothered 

the inventor less than the agreement itself: “We will fix a link to the contract we have with a 

cloud provider, so that the user can read it if he has the time and expertise.” The inventor 

implied that the users govern the access from what they understand about their own rights and 

that all responsibilities should lie with the users: “If the cloud crashes or becomes hacked, 

HealthBook shall not remain responsible, the patient must remain responsible”, said the 

inventor. The main message, which should be clear in the end-user agreement between the 

patient and HealthBook with its partners, was that “the user takes all the risks” and that “the 

system is secure enough” rather than how the infrastructure was to be eventually organized.  

As the inventor explained to me in the interview, this was because “the majority of users [in 

terms of clouds] do not even know where the service is by knowing that it is secure”. The 

inventor repeated a couple of times during the interview that “patient is king”, but by this he 

meant “you decide”. 

The research expert in health informatics, who provided solid input into the design work 

through her advice, research-based recommendations and organizational experience, clarified 

the implications for anonymity for HealthBook as follows: “It is technically possible, for 

example, for a daughter of a sick mother, who has her own account, to register as health 

personnel and watch the mother’s account, and we say this maybe be a good thing, to share 

what you have decided to share. But we did not write that in the end-user agreement … it was 

narrowed down from free use to a use with health personnel … We do not have any 

verification or sanctions to make it happen … It is just a verbal or written attempt, and there is 



 
 

no technical implementation to support it, and it is not wrong.” In other words, HealthBook 

implies intended use for healthcare purposes rather than entirely free use, but the system 

cannot report to or guarantee anyone this intended use. 

Intended use is informed use, if we look at it from the legal perspective: one cannot agree on 

using something with a particular intention without being informed about it. Otherwise such 

an agreement is not legally valid. A set of ex situ experts, who are involved in the 

development of legislation in e-health – a lawyer on the database component for the Personal 

Health Archive of Norway, a secretary for the Norm with IT-background, and a leading 

secretary for the Norm’s regulatory work – claimed in the interview with them in December 

2014 that “users should know what risk they can meet. Besides, there is no duty for the doctor 

to look at data in an application due to the quality of this data. It is difficult to regulate what is 

good enough. We have a piece of advice – do not use health applications.” There were at least 

two key points about the informed user from the interviews with the mentioned ex situ 

experts: that the data in such technologies as HealthBook is too poor to be accepted by health 

personnel in decision-making and that agreements between users and cloud-computing 

technologies are unregulated in Norwegian legislation. In terms of the first point, health 

personnel have a duty to provide proper healthcare as the profession requires in accordance 

with the Act on Health Personnel. Bad quality of data created by the patient without any 

medical knowledge may influence the quality of medical decisions supported by such 

technologies as HealthBook. Thus, the patients should know that they cannot require health 

personnel to consider this data in decision-making. In terms of the second point, “cloud 

technologies are novel … and providers are quite immature” so patients in such cases should 

be informed about possible risks, including the fact that health data can be corrupted and 

modified on its way to health personnel. This risk applies back to the first point: “Treatment 

of data in healthcare is quite strongly regulated for those who are inside this sector … 

Otherwise one has no right to accept such data.”  

In addition to this, an ex situ expert in law for cloud computing, whom the inventor consulted 

in August 2012, stated in the interview with me in December 2014 that, even for the private 

sector in healthcare, rules on the establishment of information systems for data collection 

purposes “are exactly the same that are valid for the public law”. This is because of the 

profession of the healthcare employee – one who has knowledge about how to support the 

main human value we have, a life – and “professional responsibility in relation to the job they 

do”. In other words, this would mean imposing responsibility for data misuse or loss in 

HealthBook on health personnel. Technologically, the information system could not provide 

that due to the lack of identification mechanisms.  
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“Collection of health data is quite strongly regulated”, proceeded the ex situ legal expert, and 

highlighted that it was necessary to distinguish between “cloud” technology and “private” 

technology in such collection. The inventor wanted HealthBook to be a “patient-owned 

infrastructure” where the patient owns their health data and “pays a bit” – HealthBook in the 

long run was supposed to be commercialized. That is why the inventor wanted to put all 

responsibility for data misfortunes on patients as owners of this data. But in Norway there is 

no right of ownership to health data – there is a right of its disposal instead, as ex situ experts 

in the Norm secretariat told me in the interview in December 2014. In addition, the ex situ 

expert in law for cloud computing clarified for me in the interview from December 2014 that 

the technology and its use are considered private if “you own your server park” and “store 

data for private purposes knowing for sure where your data is”. However, if you pay for 

storage with someone else and “use it for something concrete”, as the in situ expert in health 

informatics claimed, “intentionally”, then this is a “cloud”. Any person, any ordinary user, 

may pay for a “cloud” for storing and sharing own data with health personnel, as with 

HealthBook, “but in that case the user should be informed how the data is treated, because the 

data would be out of the control of this user” in the absence of the right to ownership of the 

server. To confirm being informed, the user has to provide explicit consent.  

In the end-user agreement for HealthBook, there is almost no information about the 

architecture of HealthBook, except the statement that “data is stored in encrypted form on a 

properly secured server” and “communication between local PC [personal computer] and 

server is encrypted with SSL”. Nothing is said in the end-user agreement about the location of 

the server and, therefore, any relation of HealthBook to Norwegian law. The ex situ expert in 

law for cloud computing claimed in the interview with me from winter 2014 that, besides 

information about architecture and server location, the user should be informed about risk 

evaluation and only then decide on giving consent. “For such systems as HealthBook, testing 

should be done before launching”, said the in situ expert in IT-design by the end of work on 

the prototype in June 2013. In turn, “the system is secure enough”, concluded the inventor. 

By the end of design work on the prototype, in summer 2013, the IT-designer, who was the in 

situ expert, was asked what questions about the technology behind HealthBook he still had 

unanswered. He replied: “How a patient can provide the system with their data and give 

consent for all possible loss? What we can actually do with the patient data? What 

responsibilities do we have in managing this information? Can we conduct a search and create 

metadata?” If, by the end of his work, the IT-designer had so many important questions 

unanswered, how would HealthBook could properly inform its users about these issues? 



 
 

From the interview dataset, it was found that the technological implications of “anonymity” 

was a simple mechanism of user generation requesting a username and e-mail address of an 

individual for registration and subsequent use of HealthBook. From an individual wanting to 

register as health personnel, the mechanism would require stating digits in a field titled 

“Health Personnel Number”. This mechanism does not have any technological channel of 

identity verification and health personnel authorization. HealthBook as a technology is 

supposed to run on others’ hardware, who, in accordance with the inventor’s vision, might be 

a cloud computing provider – an external server owner who would have stored patients’ 

health information. The legal side of this would imply users being informed about these 

details in full. How exactly this would be done is uncertain because the law does not provide 

concrete requirements. Since the interviews in parallel indicate the same legal concern, 

“informed user”, it is a legal attractor in the environment that shaped technological decisions 

on user creation and login via the valued signal “anonymity”. 

Deduction of the legal concern of informed user comes from such wordings in close 

proximity in the interview texts as “identification” and “impossible”, “no” or “lack of” and 

“verification”, “anonymous” in relation to wordings synonymous with “informed” and “shall 

know” with indications as “difficult to regulate”, “unclear” and similar. Plus, there should be 

mined wordings, which contain technological meanings, such as “username”, “password” and 

“Health Personnel Number”, which would describe the mechanism of user creation and login. 

The very pattern of a shaping channel between law and technology via a valued signal may be 

formulated as a “relationship” – an NLP term from the “relationship extraction” section which 

is based on pattern recognition in data, namely matching a given pattern with empirical 

information (Nadkarni et al., 2011; Ramakrishnan et al., 2006). It may also be a weighted sum 

of similarities of a certain, conditional length in the data mining, that is, sequence-based 

kernels (Jiang, 2012; Mooney & Bunescu, 2005).  

The pattern would be ‘from valued signal find legal attractor AND from valued signal find 

technological implication’. In case of “anonymity” as a valued signal, the shaping channel is 

‘from “anonymity” found “informed user” AND from “anonymity” found “username”, 

“password” & “Health Personnel Number” for the mechanism of user creation and login’. 

Shaping channel out of “simplicity & security” 

Two elements – “simplicity” and “security” (or, in full – “security mechanism & simplicity”) 

– are marked in the memory of HealthBook as two different elements. However, as the 

process of valued signals extraction showed, these two are inseparable (section 4.1.2). They 
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are inseparable even in the interview data. Since the research expert in data security joined the 

design team for HealthBook in April 2012, he has been a proponent for high security 

measures for this technology, such as the highest level of data protection used in the banking 

sector and in public-sector information systems for healthcare. However, when the research 

expert in data protection heard for the first time about HealthBook, which happened before 

the end of March 2012, he claimed that, in the first instance, there should be a business model 

for HealthBook rather than its own security solution because of specificity, the uniqueness 

and simplicity of HealthBook in its concept. The idea of health-data sharing from patient to 

healthcare sounded novel and deserving of primary focus over other considerations. Thus, 

simplicity, first introduced in January-February 2012, heavily influenced information 

perception among the in situ experts. This information dominated in the inventor’s reasoning 

in decisions: he intended to produce “a system, which would be easy in use for patient and 

delegates”. However, full acceptance of simplicity as a technological principle made security 

of the highest level “simply” impossible.  

The in situ research expert in health informatics claimed by the end of the design work in 

spring 2013 that they had designed service-side rather than client-side encryption, though 

initially they discussed the latter, which would imply transmitting encrypted files to the 

server. She told also me that the in situ research expert in data protection had some ideas on 

this, which could have been explored, and, in fact, the design team did really explore them, 

but “found it too heavy to encrypt images on the client side, and went for the other …” The 

“heavy encryption” was, in other words, complexity of security, which, in the understanding 

of the inventor, was cumbersome. Those “other” mechanisms were described by the IT-

designer in May 2012 as a symmetric encryption and as a simultaneous problem because the 

encryption key to the user’s files was stored unencrypted in the database and by the end of 

design work in July 2013 the IT-designer claimed: “Ideally we would have liked to use 

asymmetric encryption, so that the users would manage their own keys, but the technical and 

organizational barriers are too high … [asymmetric encryption] would mean that HealthBook 

had to send data encrypted, and provide some sort of mechanism in the browser which could 

unlock the images. The only real viable solution for this would be to use technology such as 

BankID or Bypass, and this was deemed to be too cumbersome … this type of technology is 

too complex, and could be compromised on the client side if not managed properly.”  

The whole and full responsibility for loss and data damage from use of the account in 

HealthBook is imposed completely on the user, as stated in the end-user agreement, which the 

user should by necessity accept while creating an account. As was mentioned in the story on 

“anonymity”, there were two categories of users in HealthBook – one for ordinary users and 



 
 

another for health personnel. Neither of these categories provided identity verification and 

professional authorization. The end-user agreement did not contain this important detail, but 

required a Health Personnel Number from the second category of users – health personnel. To 

what extent the risk of data loss and damage was shared between ordinary users and health 

personnel were not stated either, though HealthBook denied all responsibility. By this logic, 

the inventor put responsibility for technological troubles entirely on the users, as “HealthBook 

is a patient’s role and power … as a ‘mediator’… to do what they want.” So, the technology 

was in a way an extension of the patient’s hand in sharing personal health data. This argument 

caused my questions to the in situ research expert in health informatics in May 2013, and our 

dialogue clearly explained the tight relation between simplicity and security in key decisions 

on the sharing mechanism: 

[Me]: At least, if you say in the end-user agreement that Health Personnel Number must 

be used, then it is only this number that must be used by health personnel. If I find out 

that my neighbor can register in HealthBook as health personnel, why should I rely too 

much on this solution, which allows anybody to register as health personnel? 

[The research expert in health informatics]: But you don’t need to be affected by that. Are 

you or you not intending to share with your neighbor? 

[Me]: I am not intending. 

[The research expert]: Then you wouldn’t share with him, it’s your choice. If he took a 

number from your doctor and pretends to be your doctor, that’s another thing. Then you 

could get into trouble. But if he chose just a random number, let it be. 

[Me]: But the system recognizes him as health personnel. 

[The research expert]: No, the system does not discriminate. 

In other words, unsafe sharing with the total responsibility on the uninformed user, based on 

simplistic security measures, was called “non-discrimination” of users. Grounds for such a 

view of HealthBook in its novelty in simplicity can be found precisely in the fact that this 

technology should have a different paradigm from those in e-health – the paradigm of the 

user-governed approach. To illustrate this, the research expert in health informatics continued: 

“The decision to make a patient-oriented system is ethical, the decision to have a simple 

system is ethical … the decision not to connect with the register is more strategic ... The issue 

of trust is a big, big topic, and it is not that there is a right way to do it or wrong. Everything is 

about values and balancing, and choices. Of course, the solution we chose is simple … The 

question is, should we have built a stronger one? Another question is that if users find out, 

will they be happy to be exploited for the innovation, or they will be skeptical and distrustful? 

You know, all these kinds of openings for innovation are what have generated a lot of growth 
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in infrastructures.” In other words, you need simplicity in security as enabling to research and 

explore user behavior in the environment and ways for HealthBook to develop. 

The in situ research expert in health informatics was basically responsible for strategic 

inspiration. To think over legal aspects of HealthBook was neither her business nor interest. 

She studied information infrastructures, their emergence and growth, but not the protection of 

human values in these. Therefore, she recommended that the inventor should meet an ex situ 

expert in regulation of access to health data in information systems across organizational 

boundaries and public-sector initiatives, such as the National Core Journal and other systems. 

The inventor met him at the very beginning of the design work, in March 2012, and learned 

from the meeting that internal control in the architecture of HealthBook, based on security 

requirements from hospitals, would be required if he wanted the system to be used there. 

Additionally, the aforementioned in situ research expert in health informatics gave the 

inventor one more piece of advice: to consult an ex situ expert in medicine and an employee 

at the Norwegian Health Network, who eventually told the inventor in detail about legislation 

on health registries, which would imply that very high security measures should be taken if a 

database were to be a part of the very architecture of HealthBook. As seen from the shared 

notes of the inventor from this meeting, being simple meant to the inventor being securely 

away from responsibilities rather than ensuring data protection. 

Such an approach to technology made the in situ research expert in data security repeat at 

design meetings that the highest level of data security should be acknowledged. The inventor, 

in turn, delayed accepting this concern. In response, the in situ expert in data security 

suggested that the inventor meet a well-known professional in this field, a lawyer for cloud 

technologies. The meeting took place before the end of August 2012 with the key ideas stated 

in the shared report, as follows: “security around storage is implied”, “photo-picturing of own 

health data is non-problematic”, “if the system be implemented as ‘simple and useful’, it can 

be successful”. For more clarification of these notes, I had an interview with this lawyer in 

December 2014. By that time, the prototype of HealthBook was ready. In the course of this 

interview, I learned that the inventor had not had any more meetings with this lawyer, and the 

lawyer had not heard about HealthBook since then. 

The advocate clarified to me in the interview about security implications for storage of health 

data in clouds. First of all, as of 2014, Norway did not have a special legal act on cloud 

computing, and, a while ago, his legal firm had been contacted by the public-sector authorities 

willing to use cloud computing services as information systems for governance. The legal 

firm did evaluation for such a use of cloud computing. “The investigation showed”, told me 



 

 

this ex situ expert in law for cloud computing, that, “as it came from the security legislation, 

they [public-sector authorities] could not do this. At least not for the type of information 

graded as sensitive. Usually, cloud computing is based on platforms located outside 

Norwegian boundaries and even out of Europe. This is not in the criteria in the data protection 

and security laws of Norway. There are too many uncertainties in law, but if you have such 

uncertainties, you should ensure security evaluations in your technology.”  

The personal data classified as “sensitive” is exhaustively listed in §2, 8) of the Act on 

Personal Data: data on racial or ethnic background, or political, philosophical or religious 

beliefs (a); data on suspicion, charging or conviction for a criminal offense (b); data on health 

condition (c); data on sexual relationships (d); data on membership in unions (e). Since clouds 

would “process” health data, which, in accordance with §2 c) of the act on Health Registries, 

means “any use of health information, such as collection, recording, assembly, storage and 

delivery, or a combination of such uses”, this would require proper security measures from §8 

d), duty to secrecy from §17, prohibition against unauthorized access from §18, protection of 

confidentiality, integrity and availability from §21, and internal control measures by data 

controllers – those deciding about objectives for health data use – from §22.  

The lawyer explained to me that the data controller should impose all the legal requirements 

on the provider of storage services – a cloud-computing organization – in their provision of a 

technological platform. Due to the lack of legislation on clouds in Norway, the Data 

Protection Directive 95/46/EC of the European Union should apply. This legal document 

contained a set of general rules about personal data processing on the principles of 

transparency of the data use for its identifiable subject, legitimate use in a set of particular 

grounds and exceptions, and proportionality for concrete purposes and actuality. The lawyer 

commented: “There is a requirement that personal sensitive data should be stored in Europe, 

and not out of Europe, this is because the Data Protection Directive valid for Europe. But 

there are not that many serious obstacles: databases can be in USA, India, China – the 

question will be how one regulates this in the agreement form. EU has standard agreements 

which imply that we can also use provider platforms outside Europe. Agreement should 

express that data will be processed in accordance with the European legislation in relation to 

this service provider.” What responsibilities the service provider has, such as for HealthBook, 

are unclear and negotiable for concluding a “proper” agreement among the involved parties. 

At approximately the same time, in December 2014, I had an interview with three ex situ 

experts at the Ministry of Health and Care Services of Norway: a lawyer specializing in the 

database component for the emerging Personal Archive technology for storing patient data 
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and sharing it from patient to healthcare in secure way, a secretary at the Norm with an IT-

background and a leading secretary at the Norm. They said the following about 

responsibilities of service providers in e-health of Norway and responsibilities of users in the 

provided information systems: “We legalize private providers who have solutions for the 

health and care sector. It is those who buy the products and use them that are responsible, but 

not the provider. The provider is only responsible for providing what is stated in the 

agreement with the healthcare organization.” Basically, while interpreting these words, we 

can say that the inventor and the in situ research expert in health informatics were correct 

about imposing the total responsibility onto patients for use of this information system. In 

summer 2013, the inventor told me that he saw HealthBook as a technology, or software, 

running on someone’s hardware, but they should have an agreement between each other. 

However, avoiding responsibility of HealthBook in such an organization looks unclear. 

Simplicity, which is a technological principle for HealthBook, did not actually conflict with 

responsibility-taking in this technology. The ex situ expert in law for cloud computing, who 

was consulted by the inventor about half way through the design work in August 2012, told 

me in winter 2014: “Simplicity is what we work with all the time. There are clients who wish 

to work by using cloud technologies as a delivery platform. To have it in run, you do not need 

big investments – you can pay in scale of need. And it will always involve data protection 

problematics, and it has to do with e-health and other areas.” How exactly one can legally 

solve “data protection problematics” in recognition of the responsibilities of the involved 

sides, especially from service providers, such as HealthBook, is “an open question”.  

In our interview in summer 2013, the inventor highlighted that “security is relative and 

nothing can be considered completely secure”. The IT-designer of HealthBook was, in turn, 

seriously concerned about security aspects, because it was he who worked on the technology 

entirely technically and felt he had to provide a decent solution, regardless of the principle of 

simplicity following through the entire design work. He claimed in our interview that “there 

was no such security technology that would actually fit HealthBook”. Nevertheless, a unique 

security framework was designed, and the intellectual rights on it preserved by the IT-

designer. The inventor, in turn, hoped to attract new HealthBook users through trust: “If the 

service provider is serious, you can rely on it.” More thoughts about “seriousness” were 

provided as follows: “What is communicated in words – what is written in the pages and, 

mostly, the design – how it looks. Is it really nice, beautiful, well thought out, simple, solid – 

inspiring trust”, said the inventor. Thus, colors and a trustworthy look were understood within 

“seriousness”. In addition, the inventor saw trust in the socio-managerial organization behind 

HealthBook: “I was thinking about the data storage part – that a foundation could remain for 



 
 

the data storage. In the model patient-HealthBook-cloud, this would be a responsibility 

foundation, a non-profit organization, and its aim would be to provide a good server-solution 

for HealthBook. But first, the thing must be implemented and work. The point with the 

foundation is that it will be more serious that the authorities would feel better to turn to a 

foundation than to a commercial organization.” In this case, the inventor would divide 

responsibilities among affiliated organizational management structures for provision of 

services by HealthBook. As of year 2015, this has not happened because the priority was 

given not to legal challenges of responsibility for service provision but to the principle of 

simplicity in security mechanism of HealthBook. This wrong decision was basically taken in 

March 2012 – a long time before the prototype was finished in July 2013. 

In August 2015, where I am at the moment, the HealthBook web-page warns anyone opening 

it that “the security certificate … has expired or is not valid. Security certificate problems may 

indicate an attempt to fool you or intercept any data you send to the server.” After this 

message, I assume no one except the design group would dare to proceed to the page. 

Simplicity in security undermined trust. In case you choose to proceed, you can still create an 

account or login. The latter is possible, of course, only if you remember your login details. If 

not, there is no function to restore your password – simplicity in security does not provide 

restoring services. If you are lucky in remembering your login details, you can login and only 

look at, upload and share your data in supported picture formats. The pictures may vary in 

quality – the information system does not control whether it is health data or anything else 

you upload. If you want to delete your files, you won’t be able to find an option to do so, 

although the end-user agreement allows you this. Thus, we may expand the term “security” in 

this regard – not just data protection measures are concerned here, but also patient security, 

where the patients do not really have control over their own data, which inspires decision-

making by health personnel at the end.  

So, the second valued signal called “simplicity & security” has technical implications in its 

sharing mechanism characterized by wordings “encryption”, “access code”, “security 

framework”, as noticed by many experts, and, additionally, “colors” of interface, as the 

inventor believed. The major legal concern expressed regarding “simplicity & security” was 

an “agreement” between a user and a “service provider”, where the latter is eventually 

HealthBook. This agreement would have stated “responsibilities of the service provider” as a 

core legal concern, a legal attractor. Tagging indicators (Biemann, 2007) to this concern are 

e.g. “if the service provider is serious”, “agreement should express… in relation to this 

service provider”, “the provider is only responsible for”, as well as “lack of legislation”, 

“question will be how one regulates this”, “should express that” and e.g., “open question”.  
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The shaping channel for relationship extraction (Ramakrishnan et al., 2006) ‘from valued 

signal find legal attractor AND from valued signal find technological implication’ would be, 

therefore, ‘from “simplicity & security” found “responsibilities of the service provider” AND 

from “simplicity & security” found “security framework” for a simple sharing mechanism’. 

Shaping channel out of “being beyond the law” 

Being beyond the law sounds exciting from a practical point of view: you may with clear 

conscience choose a design strategy for your technology, organize its technological elements 

in components and blocks in a way that most reflects your concept, and select regulation 

niches in accordance with your preferences. But is it really that simple? “Being beyond the 

law”, or in full “progress comes out of and beyond the law”, would, rather, be a technological 

principle for architecture development in HealthBook with intention to have little or no 

influence from the law on decision-making in this process.  

Designing the technology beyond the law as an idea is registered in the document from 20 

April 2012, when the inventor had a meeting with an ex situ expert in medicine working at the 

Norwegian Health Network. It is stated in the notes from that day: “The law always comes 

last” marked in quotes, which may mean that these words were from the mouth of the expert 

ex situ, and then – “My comment: Success comes out of and beyond the law”, which means 

that this was a confirming interpretation by the inventor of the former phrase. Being beyond 

the law as an intention can be seen from the beginning of the design work on HealthBook, or 

maybe even earlier. The inventor told me during the interview with him in summer 2013 that 

during his PhD studies he had a mentor inspiring him about creative processes, where things 

can go wrong just because they are different and beyond conventional routines: “When things 

go right – this is not interesting, because then you get approval in the testing – something you 

knew from the beginning, but when the things fail – this is interesting!” The inventor added 

also that he admired Elon Musk, the founder of the systems PayPal, Tesla Motors and 

SpaceX: “He thought completely radically. He said you should do what you want. He was 

thinking in accordance with laws found in physics. He said that the idea should be free from 

all previous experiences.” On my question of whether the inventor ever consulted with the 

Data Inspectorate of Norway on legality of HealthBook, he replied confidently and shortly: 

“No, intentionally not”. Simultaneously, the inventor hoped this idea to be not only “out of 

box” in the formal sense, but also, as a technology, he wanted HealthBook not to look either 

like another health application in the private e-health sector, or like another health portal – as 

in the public-sector technologies for healthcare. 



 
 

The in situ research expert in health informatics clarified to me during our interview in 

summer 2013 that she tried to discuss with the inventor possible alternatives similar to 

HealthBook. She did not mean making something similar, but rather nesting HealthBook at a 

proper place among many other technologies. This would encourage particular decisions 

around its design. She told me at the interview: “[The inventor] had a strong commitment to 

his vision … I recognized this in my first talk with him. I started to think of comparable 

systems, which are comparable alternatives, which are possible collaborative areas, and he 

was not too interested in that. He asked me whether I meant we should align with them. And I 

replied: no, you should know about them; you should know where your position is.”  

Although the inventor strongly believed in the concept of HealthBook as breaking the 

conventional paradigm of data sharing while claiming “if you want to make a change, you 

have to take a different path”, he did not exclude positioning his technology among others. In 

the long run, the inventor saw HealthBook integrated into the public-sector information 

infrastructures for healthcare: “This idea I got at the same time when I got the original idea … 

it was a patient journal at the beginning. It is clear that healthcare has its specific needs, which 

perhaps are not solved by HealthBook, but you can think about two parallel systems, 

integrated systems, where most of the health data lies in HealthBook, and special data, which 

is not so urgent, is transmittable … the reality of today is that a patient who is lying in 

hospital has a right to access [“innsyn”] and to get a record.” These statements demonstrate 

grounds for using an iPhone camera as means of data upload and collection into HealthBook, 

since patients, as of 2013, often get copies of own records in paper form. The mentioned long-

term perspective on HealthBook was a reason for the inventor to ask an ex situ expert in law 

for cloud computing in August 2012 “What should be done [for HealthBook] if a healthcare 

actor dared to issue data electronically to the patient?” A reply to this question did not follow. 

However, notwithstanding the planned integration of HealthBook with public-sector 

information systems in healthcare, the inventor wanted to get a prototype in accordance with 

his own vision of its uniqueness. The IT-designer, who was also a master student writing his 

thesis about HealthBook, told me at our interview in summer 2013, when the design work on 

the prototype was complete: “I was not sure what was understood by a prototype for 

HealthBook. [The inventor] wanted a finished product as soon as possible. According to what 

he wanted, that would be too expensive. As for me, that would be something that could 

answer a question on how the idea looks like. If [the inventor] wanted HealthBook 

commercialized, then a grounding test should have been run – this was not done. What we 

have actually got is a problem with the server – can it really deal with active use by over 200 

users?” The server for the prototype was agreed to be the one at the university. This was done 
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in order to design the idea and gain early users. However, the very concept of HealthBook as 

a distant service provider with no responsibility for data loss implied finding an external 

server outside the property of the inventor, i.e. out of the HealthBook own technological 

architecture. How this should have been done was unclear to the IT-designer. 

In a meeting from April 2012 with an ex situ expert in public medicine and work within the 

Norwegian Health Network, the inventor learned that HealthBook would be a health registry 

in accordance with the Act on Health Registries, if it were to have its own internal database. 

The consulted ex situ expert quoted §2 d) of this law, which defines “health registry” as a 

place “where health information is systematically stored so that information about an 

individual can be found again”. What came out of this meeting is that the inventor concluded: 

“It is necessary to avoid being a health registry … Data on an individual patient should not be 

found by anyone except the patient themself.” In our interview in summer 2013, the inventor 

explained to me why a cloud-computing solution was perfect for HealthBook to avoid having 

a database inside the architecture, because otherwise it would imply taking all responsibilities 

for the data storage, where data about patients could be found systematically at any time. 

“HealthBook wants to make it clear for the patient that HealthBook is a mediator”, 

highlighted the inventor and added: “Cloud computing … I would say this is ‘a stroke of 

genius’. According to Norwegian law, as much as I understand it, as long as it is a patient, 

who drives this, this is a thing of the patient, who can do whatever he or she wants. And if it is 

the authorities who drive the sharing of the health data, it is under very strict regulation, 

because these are the authorities who drive other people’s data. But if the patients by 

themselves drive their own data, then the law is no longer part of it.” 

The legal norm allowing such thinking by the inventor was §3 paragraph 2 of the Act on 

Personal Data saying that “the Act [on Personal Data] does not apply to processing of 

personal data that the individual undertakes for purely personal or other private purposes.” 

The inventor explained to me here that patients would have their own place in a cloud for use 

for private purposes. He said: “This [HealthBook] is a technological solution for how you, as 

patient, can collect the data that you get about your health in a place which belongs to you and 

is accessible in the cloud.” In the case where the hardware belongs to an individual and this 

individual stores own health data files there, this can be considered as a private purpose, as 

the ex situ expert in law for cloud computing told me in the interview in winter 2014. Only if 

an individual has to pay for storage at hardware by someone else is it no longer a private issue 

– this is a cloud-computing technology. “These differences come from practice rather than 

legislation,” claimed the ex situ expert in law. 



 
 

HealthBook, in accordance with the inventor’s concept, would have been a commercial 

technology: its users were supposed to pay for it when the information system had been 

designed completely. However, in both statuses – as a prototype and as a full version – the 

system would imply “intended use” for sharing the uploaded data with authorized health 

personnel as an end-point: “the sharing mechanism [is to] be limited for sharing with the 

officially approved health personnel. It increases the seriousness …” the inventor claimed. 

Subsequently, what was “intended use”, the in situ expert in health informatics clarified in 

summer 2013 – would be sharing with anyone to whom you agree giving an access code.  

Thus, sharing data for private purposes or in “intended use” for healthcare provision raises a 

question – who is a data controller for HealthBook: a patient or a healthcare actor? According 

to §2 e) of the Act on Health Registries of Norway, the data controller is “one who determines 

the purpose for the health data processing and what tools are to be used, and one who, as 

pursuant to the law, has imposed on them a data control responsibility”. Who exactly this was 

for HealthBook was not clear to either the IT-designer, who did not understood the exact 

system that was meant to be a prototype for HealthBook, or for other IT-organizations and 

hospitals where the inventor wanted to try HealthBook in use. According to the end-user 

agreement of HealthBook, it were the users who were completely responsible for actions 

taken via HealthBook, and it were the users who decided about uploaded data for private 

purposes: “Data processing in HealthBook is considered as the processing of personal data 

that an individual carries for personal or other private purposes.” This statement does not 

distinguish between ordinary users and health personnel. It is unclear to whom one should 

refer to if something goes wrong. 

In summer 2013, the in situ research expert in health informatics told me in my interview with 

her that an IT-company specializing in selling encryption methods, from which the design 

team wanted to buy a security solution, declined their invitation: “Do you remember we 

talked about [the IT-company] at one point? We did not go further since they did not want to 

support our collaboration. But they could potentially have been a service provider of 

encryption services” – “Why did they decide not to?” I asked her, and she replied: “They did 

not tell us.” The IT-company took a “safe” route and declined the offer because of the 

uncertainty about customizing their own resources to the needs of HealthBook and imposition 

of responsibilities on either patients or hospitals. In the e-mail communication from 

December 2012 between the inventor and an employee at this IT-company, the objection was 

politely formulated as follows: “As it was stated, we are interested in delivering the 

technology, but we have no available resources to develop it or specify more closely …” At 

approximately the same time in December 2012, the R. Hospital declined the idea of the 
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possible testing of HealthBook, though at the early stages of the design work this hospital 

expressed its interest in positive terms. The hospital proposed testing HealthBook somewhere 

outside the healthcare sector – as an ordinary application that could be used for private 

purposes. Some patient associations that the inventor approached showed their interest, but 

they did not want to support HealthBook financially. This confirmed that payment would 

imply an understanding of who was a data controller, since this person would become a 

reference point in case of any issues. 

In order to clarify for me the problem of the definition of data controller in the case of cloud 

computing architectures in e-health, I applied for data from an interview with the three ex situ 

experts at the Ministry of Health and Care Services of Norway: the lawyer specializing in the 

database component for the Personal Archive technology designed in the public sector, the 

secretary to the Norm with the technical background, and the leading secretary for the Norm 

(section 4.1.3, intro). Their argument was that there are, in fact, “no particularly determined” 

data controllers on the side of cloud-computing technologies: “In practice, one should 

evaluate concrete decisions and concrete thoughts about types of storage providers – because 

you are dependent on what this is – public or private provider. The only thing you can do now 

is to find differences between a public database, where we are the data controllers, and private 

databases, where we are not data controllers, but if we do provide services, then we should 

also provide a particular security level.” Security measures are expected, though not legally 

required, if there is an actor providing e-health services beyond the public-sector realm, and, 

hence, the realm of the Act on Personal Data and the Act on Health Registries. Since defining 

a data controller for the private sector is not unified by any regulation, it triggered better care 

of public databases for the sake of ensuring protection for patient rights and interests. 

The ex situ expert in law for cloud computing, with whom the inventor met for a consultation 

in August 2012, told me at the interview in December 2014 that if a technology is intended to 

be used in the healthcare sector, for healthcare purposes or shows itself as being applied there, 

then the whole branch of regulation on health personnel and healthcare activities should 

apply: “One who is data controller, who controls how data shall be used, would be a hospital. 

Hospitals have a duty in relation to both the Act on Personal Data and the Act on Health 

Registries, to do risk evaluation – they should have an internal control system, which would 

mean finding grounds to process personal data, what purpose you should use these data for, 

what risks there could be in the case where these data are lost, or damaged, or otherwise 

corrupted, or if the data were incorrect. And there should be documented measures to mitigate 

the risks on those problem issues …the problem is that [health] organizations think this is 

very difficult. So, they need guidelines and supervisors to know how they can go about doing 



 
 

this, and this is a type of consulting we do to find the correct legislation, routines and 

evaluation norms at a place with its own internal control system. …This is a problem today – 

how to practically conduct the implementation of those legal requirements.”  

In other words, health organizations are often not that willing to associate themselves with 

data controllers, or, if they do, they search for external help to clarify their duties and 

responsibilities, since it is not clear to the health organizations from the existing law. Here, we 

find an important message from an interview with the ex situ expert in law for cloud 

computing: “I do not know that much about someone using cloud computing in the healthcare 

sector. From the very beginning, their own risk evaluation should be done first. Microsoft and 

Amazon, for example, have better security than doctor’s offices, with servers remaining under 

the control of the board, so the security of cloud computing, if used in a proper way, is very 

high. You have encryption when data is uploaded, you have encryption, if you choose it, in 

the transfer line up to the storage, you have access control, and protection, and revision for 

security, which are not possible in local variants ... So, it can go fine, if you choose the right 

provider and do things right. Technologically, security in clouds is quite strong.” The 

message, as I see it, is that a private e-health infrastructure may really be beyond the law, but 

mainly beyond the national law, and should expect strong competition. Also, it is not the 

service provider, who would be HealthBook here, who chooses their own data controller, but 

vice versa – it is a data controller who chooses the best private provider with cloud computing 

architecture if they wish to do so. In other words, it is not HealthBook, with its inventor, who 

should decide on a cloud provider – a data controller but, rather, the opposite. 

Manually-collected wordings from varied experts – both in situ and ex situ ones in the design 

work – show that the main legal concern in the interview data, considering the narrative 

parallelism (sections 2.3 and 2.4), was the definition of data controller for the information 

system HealthBook. In sentences containing the wording “data controller”, we find also 

“practice rather than legislation”, “no[t] particularly determined”, “the only thing you can do 

now is to find differences”, “one who is data controller… would be”, “[they] think this is very 

difficult”, “this is a problem today … how to practically conduct implementation”. Tagging 

these words around “data controller” indicate it as a legal attractor. Moreover, in this story, 

we see the parallelism of expectations that there should be someone assigned as data 

controller: hospitals, patient organizations, the IT-company with encryption methods all 

lacked information about a data controller for HealthBook, and they did not get this 

information. Computational language technologies may build a chain of meanings from each 

subject from these and conclude on their individual uncertainties. Collectively, their 

uncertainty was “data controller & responsibilities”. The core technological implication was 
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to “avoid being a health registry”, and lack of database found in the phrases “…differences 

between a public database, where we are the data controllers, and private databases, where we 

are not data controllers” and “…HealthBook is a mediator”, which was realized within the 

concept of HealthBook as a cloud-computing technology.  

The shaping channel informs us that intention leading to the lack of its own database to avoid 

legal responsibility for data processing indicated uncertainty about who to assign as a data 

controller. The shaping channel in this story is, therefore, ‘from “being beyond the law” found 

“data controller” & corresponding responsibilities AND from “being beyond the law” found 

“lack of database” to “avoid being a health registry” by the technology’. 

Shaping channel out of “research status” 

HealthBook became possible, though just as a prototype, due to its research status – this 

technology has been entirely designed at the university. The design team consisted of 

university employees and a master student, and the inventor, who initially was the only person 

from outside, who brought the idea into the design work. In the visualized memory, “research 

status” appeared five times, and in the analysis of the documentary narratives in Figure 12 it 

is located in the middle and relates to the very beginning and the very end of the design work. 

This was an informational cause, which made the whole design work possible. 

In particular, a lot of useful data about “research status” was found in the interview with the in 

situ research expert in health informatics. Although she claimed at the interview with me in 

summer 2013 that she was responsible for strategy and cooperation advice, and that her 

interest in HealthBook was very high, she did not really believe in the success of this 

technology, probably because her information input was underestimated by the inventor, who 

wanted to have leadership in the design work as a process: “I think I will be surprised if it is a 

very successful thing. I don’t think it will be a big thing…” and added “I have said to [the 

inventor] that if we should continue to cooperate, I would be more motivated if he would 

open up the concept for more user-generated categorizations and other types of content.” Both 

the research expert in health informatics and the IT-designer hoped that HealthBook would be 

designed as something novel and entirely patient-owned and patient-managed. The initial 

interest by the research expert in health informatics to HealthBook was determined by a 

vision that this would be “a patient-owned archiving and sharing infrastructure” different 

from other systems designed by the public-sector institutions. She shared with me her first 

impression on the inventors’ idea, as she remembered it from autumn 2011, when she met the 

inventor for the first time to discuss possible cooperation: “[the inventor] envisioned a 



 
 

patient-owned infrastructure that meant that legally this would not be a health registry. The 

solution would have a different status… And I said ok, this can work.” The HealthBook 

technology would have had a different status from what the research expert in health 

informatics usually expected to observe in the e-health sector, and hence the technology 

would be experimental, which was appropriate for a research initiative. 

The issues of “status” and the core understanding of the concept for the technology varied in 

the visions of the people in situ in the design work. The IT-designer, who was a master 

student enrolled in spring 2012 and paid from the research funds for his design contribution, 

told me in the interview that in the version of the prototype, which they produced by summer 

2013, the user-orientation in data management was too static to be unique or evolutional. He 

added that if the real aim of the concept would have really been “a patient-governed journal” 

then the design should have started from what users wanted, but not from “making users 

secretaries for their doctors”. The IT-designer recognized that the very focus on the data-

sharing mechanism from patient to healthcare was wrong, although it was the main 

conceptual principle for HealthBook. He believed personally that, instead, the core 

mechanism should have been the archiving or storing mechanism, since it could become of 

“true value for patient and doctor” and allow HealthBook to “bootstrap”. Referring to section 

2.3, for the research group that included the expert in health informatics, “bootstrapping” was 

understood as growth and stabilization of information infrastructures and used in the research 

paper of her colleagues Hanseth and Lyytinen (2010). Otherwise the technology had “a 

complex system of inherent conflicts” in trust and responsibilities, as to the IT-designer. In 

addition, he highlighted that HealthBook could have future if it was to become more 

advanced in its use than the inventor wanted, because only then would it be “a patient-

governed journal system”. As I have mentioned, the idea of a so-called “patient-governed 

journal” was the most attractive aspect in early discussions on HealthBook for all in situ 

research experts designing the technology within the team. 

The research expert in health informatics in our interview in summer 2013 agreed with the IT-

designer, claiming that, in her understanding, HealthBook should have become “the personal 

archive and sharing thing without touching on health personnel’s problems being solved, but 

concentrating on the patient’s problems”. However, to persuade the inventor that a patient-

governed approach would imply going with the interests of users rather than his own was 

difficult. This is because the inventor saw HealthBook primarily as an information system for 

patients, who collected all available health data about themselves in one place and shared it 

with health personnel before scheduled meetings, so that this shared information would be 

always firsthand, limited and simple. The inventor claimed: “[The IT-designer] told me that I 
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am very much influenced of my own perspective, me as a healthcare worker, and I don’t have 

a user perspective. It is right. But that’s my advantage – I want to have a solution from the 

health personnel perspective… From the health personnel perspective, it [advanced added 

functions] is not that interesting, because it takes a lot of time. Better is to have focused 

interview with patients, but if there are special things to see, one can go for that.”  

As to winter 2012, when the design work had just started, the inventor gave the following 

description of HealthBook as: “a cloud-based system for storing of personal health data. The 

data are owned and disposable by a user (patient) or one to whom this one delegates access. 

The purpose of the system is that patient and health personnel/legal representative (delegates) 

can, via personal computer or smartphone, get fast and simple access anytime to updated 

individual health data from different actors involved in the treatment of the patient. The 

system should be easy to use for patient and delegate and have a few possibilities for 

individual customization.” With this, or a similar description in hand (since this is an extract 

from the earliest document I have, from January 2012), the inventor had walked from place to 

place until he found the aforementioned experts at the university: the innovation center at a 

hospital, where the inventor worked, did not want to involve itself in this, nor did the research 

park with its hubs. Obstacles and objections that the inventor met he explained by the radical 

novelty of the idea – that it required different thinking and attitude, which, in the end, not all 

were ready for. 

Although the idea of HealthBook sounded novel to the head of a university department and to 

the research expert in health informatics who agreed on design collaboration, the inventor 

pursued his original intentions with this technology, which sooner or later became clear to the 

design team. “Despite the conflicts I have noticed in HealthBook, I had to do what I was told 

to do”, claimed the IT-designer by the time of issuing the prototype in summer 2013. As if in 

support of this, the inventor acknowledged the same week that it was really very difficult to 

alter his belief in the original concept: “I have an intuition that the initial project shall make 

good, because it will be something that satisfies particular needs, because it should not be 

complex, it must be easy … And I was quite rigid with my belief in the original concept, 

because I believe it will be successful.” By that time, his definition of the concept was very 

similar to one in winter 2012: “I am trying to establish a patient-owned, patient-governed 

journal system which the patient himself administers and which the patient can leave in the 

cloud and access from anywhere.” Nevertheless, by summer 2013, the ambitions of the 

inventor for HealthBook grew from pursuing its uniqueness, compared with the public-sector 

e-health infrastructures, to integration with them, especially into patient journal information 

systems: “The idea is that healthcare should realize that HealthBook is useful and use it to see 



 
 

patient’s uploaded data. If they will find it, I would like them to put data on HealthBook … 

Those who have journal systems within the Norwegian Health Network can send data 

electronically to patients via Digital Post. So, if a patient has an account, they can see the data 

in pdf-format and download it … Digital Post has an application used on iPads and iPhones, 

and ‘open in HealthBook’ could be there instead of ‘open in iBooks’. This is where I would 

like to go to.” The problem with this ambition, as the IT-designer noticed, is that HealthBook 

did not support pdf-files as this had been considered unnecessary or “too complex” for the 

simplicity of the technology almost up until the end of the design work. The architecture of 

HealthBook had been planned to support only picture files, better in formats supported by the 

camera of Apple’s iPhone. It is interesting to notice here that the idea of cooperation and 

possible integration into Digital Post was proposed by the in situ expert in health informatics 

approximately midway through the design work on the prototype, on 17 October 2012: her 

idea was noted in a report on a design meeting, but not considered. When the agreed time to 

design a prototype was about to expire, the inventor realized the strategic potential of pdf-

format, but it was too late to add it.  

Success, in the vision of the inventor, should have corresponded not only to the number of 

users but also to making money on HealthBook – the final aim would be a “commercial 

project”, as the in situ expert in IT design told me. “Competency and legitimacy” was 

something the inventor was searching for, claimed the in situ research expert in health 

informatics in summer 2013. The inventor himself acknowledged that in the realization of his 

idea he got a lot from the cooperation with the university: advice for technological 

development, “because [people there] have knowledge about what works and what does not 

work...” Nothing in the interview indicates whether he was honest about that, but he added 

that his best strategy would be to proceed with cooperating with the university, where the 

research project HealthBook had been launched, and wait on the business cooperation until 

the product developed further.   

In return, the university gained a case of an information system with an unconventional 

approach and concept which was transparent to investigate, “because we do research, this is a 

legitimate thing for us to engage in”, claimed the research expert in health informatics. Since 

the university agreed on designing HealthBook as a research project and concluded an 

agreement with the inventor on this within one of the bigger research projects in spring 2012, 

the inventor realized that such a status for HealthBook could be a safe solution for subsequent 

design stages, eventually in investigating topics other than design for use in the realization of 

HealthBook. The status of a research project would allow trials of ideas with minimum 

responsibility for actual failures.  
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As the research expert in health informatics told me in the interview in summer 2013, from 

the very beginning of the design work, the inventor was also interested in collaboration with 

the Institute of General Practice in Oslo “to do maybe other types of studies” in parallel with 

what had already been started with the university. As an example of a research object, this 

could have been “outcomes for the user”. In addition, the inventor expected the Institute to 

share patient information for use in the design work. However, the Institute was not interested 

in collaborating. Patient information is protected in Norway by a norm in §2 8) e) of the Act 

on Personal Data, which calls data on health condition sensitive. According to the inventor, 

“the patient is king”, which meant that all responsibilities for managing one’s own health data 

via HealthBook would have been imposed entirely upon its users. This is how he interpreted 

§3 paragraph 2 on non-implication of the Act on Personal Data to sensitive data shared for 

any private purpose, which triggered him to exploit the research status of his technology in 

full. The research status of HealthBook was something like an “airbag” in trials and attempts 

for the development of an idea with a rigid concept and embedded conflicts. 

However, the university took certain data protection measures, which were required from it 

due to its research activity. First of all, the university concluded an agreement about 

intellectual property rights between the department and an agency working for the 

commercialization of innovations produced at the university. Since the inventor was not its 

employee, there were struggles in developing a text for the agreement and deciding about 

distribution of rights in the commercialization of new, emerging intellectual property around 

HealthBook. This process took some months. The research expert in health informatics 

commented on the results from this agreement: “the big point was that we contribute with the 

prototype and perhaps with intellectual property beyond that, and then if [the inventor] 

wanted to use that in his commercialization, he would have a format of an exclusive option to 

use it. And if he wouldn’t have used this option, it would go to us, and we could 

commercialize.” As of August 2015, by the end of this research, commercialization of 

intellectual property contributed to HealthBook during its design work has not been done by 

either the inventor or by the university.  

Second, the university applied to the Norwegian Social Science Data Services, the largest 

archive of research data helping to collect and solve organizational challenges in data 

processing for social science purposes. They reported what sort of data was collected about 

the users of HealthBook: personal identifiable information, such as names, telephone numbers 

and e-mails. However, image files, which would be used by the users and which would be 

either health data or other documents uploaded into HealthBook, were not declared in the 

application. Processing these was still an issue in the design work. Dealing with concept 



 
 

elaboration was left to the inventor: the involved research experts believed that the concept 

might change in relation to discussions on a business model and management organization 

behind the technology. In my interview with the inventor in summer 2013, he said that he 

wanted to wait with switching research status into a commercial one until the product was 

developed properly: “In the beginning I believed that as soon as [the IT-designer] would 

program it, it will be possible to start with commercialization… then came many objections 

that it was not good enough”, and, therefore, HealthBook did not move further from the status 

of research initiative and concept.  

The inventor intentionally avoided cooperation with the public sector e-health providers at the 

stage of prototype development because the research project on prototyping should have been 

a different one, possibly another research project altogether – on “cooperation for attempts to 

implement the project, when HealthBook is been established” – and started after the first one. 

The inventor added during the interview that there could be other research projects required 

for HealthBook, which would be about analyzing best strategies for involving the public-

sector e-health: “First you have to have a critical mass, several thousand users, to start 

working at the public level, I believe. But there can be research projects or exploratory 

projects, where you see that this is realistic to try.” To get help from academia on 

implementation strategies was an obvious intention seen in a few places in the interview.  

Why the inventor was so dedicated to the research status of HealthBook? He could have 

probably been influenced by a scientific conceptualization mentioned by the in situ research 

expert in health informatics at early meetings with the inventor – she said that HealthBook, 

due its originality might “bootstrap” or improve from interaction with the environment (see 

above). The conceptualization of bootstrapping has been adapted to the IS field – the research 

field of the in situ research expert in health informatics – from the theory of complex adaptive 

systems, and it meant to metaphorize growth of information infrastructures (Hanseth & 

Aanestad, 2003), being kernel to them (Hanseth & Lyytinen, 2010). The inventor was likely 

to interpret “bootstrapping” as an umbrella-topic research series, which could have been 

conducted for and about HealthBook. As a mechanism of the HealthBook technology, which 

could be chosen as a further research topic, the inventor expected it to be the principle of data 

sharing: “exponential kind of thing … it would be sharing with whoever you want, like a 

message saying that someone has shared data with you – create an account.” This idea, 

however, was not developed further, since the design work – as a result of all challenges of 

HealthBook in general – stopped in July 2013.  
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In the course of the design work, the inventor created a stock company, which expected to 

manage decision-making and get benefits from HealthBook. It was called HealthBook Stock 

Company and consisted of the inventor and some of his family members and colleagues, 

about whom I have no information. By the end of the design work, the IT-designer told the 

inventor that HealthBook was still not that well-programmed, mainly because the former had 

been unsure what technology the latter needed. The IT-designer had many questions 

unanswered about rights and measures to treat patient data, because he had never got a chance 

to talk with lawyers – otherwise he would ask many questions: “If only I could ask a lawyer 

about issues I had on my own, he might probably say “no, it is impossible to do that” to me. 

You know, I could have actually developed ideas there. But every time I had an idea here, I 

spoke about it, and the inventor replied that we would think about it – and the idea died.” 

The ideas were dying out and the money ended by spring 2013. The inventor had to raise 

funds for further design of HealthBook: the technology “was not 100% professional”, colors 

“were weak”, as the inventor claimed, and it required too many clicks for data upload and 

sharing. However, the technology of HealthBook got a set of technical elements, which it 

could bring with it onto the next stages, which could be the commercialization of research 

status. The IT-designer claimed that HealthBook had a high-level programming language, just 

as Facebook, and an architecture that would allow changing patterns in the code for changing 

the service layer rather than other things. HealthBook could be developed to a platform with 

the highest identification mechanism, which is always required in the Norwegian e-health. 

Afterwards, one could bring this technology to possible partners and seek further support. The 

in situ research expert in health informatics also had some ideas about how to use the 

available technological implications from the research status further: “In parallel, I think 

HealthBook will develop further at the department; I will try to have more master students to 

work on a platform – we will take a service layer, not the web or the app, and we will try to 

develop other things, which are more driven by user wishes, but we will not use the name 

‘HealthBook’ – that is [the inventor’s] thing.” 

The main and the core technological outcome that HealthBook got from its research status 

was “its own dedicated server at [the department’s] machine room” in compatibility with 

“virtual servers at [the department] or in a cloud-computing service” with a set of very 

concrete technical requirements. This was stated in the technical specification of HealthBook 

from 26 April 2012, at the early stage of the design work. As of August 2015, HealthBook is 

still running there. The research expert in health informatics claimed that if the inventor 

finally decided to commercialize HealthBook, then he would have to go somewhere else. The 

university could commercialize the technology, but this would not be its interest. The only 



 
 

real interest was the uniqueness of HealthBook as a patient-governed journal, a “trial 

balloon”, which was not a health registry like other patient journals. 

When in section 4.1.2 I discovered “research status” as a valued signal in the complex system 

of the design work on HealthBook, I was surprised that the complex systems analysis 

indicated it as HealthBook had never existed as a commercial project, which it intended to 

become in accordance with the concept. That this why it was sort of natural for all of in situ 

and ex situ experts, as well as me as an observer, to accept the origin of HealthBook as a 

technological artifact produced within research activities. Can a fish that has always been 

living in water reason about the environment that surrounds the water, the environment at 

large? The air environment is important for the fish too – it exchanges oxygen with the water 

environment. “Research status” is a special information element in the design work – it is a 

niche indicator. Holland (1995, p. 27) understands “niche” as “defined by interactions 

centering on that agent”, where the agent is a complex adaptive system or a nested complex 

adaptive system in the former, i.e. an autonomous agent. 

The story about research status of HealthBook has hardly any people ex situ because, being a 

research project, HealthBook was an object of interest basically among those who belong to 

the research niche. Others, who could become possible candidates for cooperation, realized 

that “experiments” with uncertain responsibilities and unique simplicity, as was mentioned 

above, were not appropriate within the niche of the whole e-health sector, where basically no 

boundaries between the private and the public domains of regulation were demarked. In other 

words, what was valid for the public sector should have been valid to the private one and to 

its “experiments”. The legal outcome of the research status was, however, internal 

legitimation of HealthBook: considering it as a trial, as an attempt to produce a different 

technology for those studying e-health at large. This was said by the inventor and the in situ 

research expert in health informatics.  

In December 2014, three ex situ experts from the Ministry of Health and Care Services were 

interviewed on the issue of cloud computing and the private e-health sector of Norway. These 

were a lawyer specializing in a database component for the ongoing development of the 

Personal Health Archive technology, a secretary for the Norm with an IT-background, and a 

leading secretary for the Norm. They told me that they recognize the problem of legitimation 

for private e-health service providers who try to create patient-oriented and journal-like 

technologies. Thus, the Ministry is developing “the Personal Health Archive, which has many 

things in parallel with HealthBook”: it is also a sort of “data-caching as a part of a messaging 

service” – the messaging from patient to healthcare. The ex situ experts at the Ministry of 
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Health and Care Services claimed: “We legalize private providers who have solutions to 

health and care sector … It is not an aim to take a part of market, but to provide services for 

the highest number of people. This is because we want to take practical initiatives to ensure 

that messages sent to health services are completely protected.” Protection, from their point of 

view, is localizing data inside Norway and on servers under the control and protectorate of the 

Ministry of Health and Care Services. 

Another ex situ expert – a specialist in law for cloud computing, with whom the inventor had 

a consultation in August 2012 – told me at our interview in December 2014 that if the server 

of a technology is beyond the awareness and physical control of a user who stores data there, 

it is a cloud-computing technology: its architecture legally requires a “proper agreement” 

between a service provider, such as HealthBook, and a cloud technology owner, who can be 

anyone. The lawyer added that, in such case, the server must only be located in Norway, and 

there are definitely challenges in the legal practice in relation to “research-based health 

registry”, as the ex situ expert in law called HealthBook, and what should be a “proper 

agreement” regulating the status of technologies that store and share personal health data. 

To sum this up, data extraction within the pattern ‘from valued signal find legal attractor AND 

from valued signal find technological implication’, which characterizes the shaping channel 

between law and technology within the technique of relationship extraction (Jiang, 2012; 

Mooney & Bunescu, 2005; Ramakrishnan et al., 2006) would tag the following words and 

phrases as describing the valued signal (sections 2.4 and 2.5) “research status”: “cooperation 

for attempts to implement the project”, “there can be research projects or exploratory 

projects”, “will develop further at the department” and “to have more master students”, “trial 

balloon”, “research-based health registries”, “a different status”. In unifying these phrases 

under the description of “research status”, there figure special wordings: “trial”, “project”, 

“status”, “research”, “exploratory”, “master student”, “department”, “research-based”, which 

meaningfully describe the “research status” of HealthBook.  

Technological implications are deduced from the following phrases: “its own dedicated server 

at [the department’s] machine room”, “virtual servers at [the department] or in a cloud-

computing service”, “a service layer” and e.g. “programming language”. These things are 

compositional components of HealthBook. The legal concern, or attractor, which is closely 

related to “research status”, is the word “journal”, or “patient journal” in particular, which is 

found in the phrases “patient-governed journal system” and “research-based health registry”, 

where health registry and patient journal are used by the involved in situ experts as synonyms, 

whereas for the legislation, with its emerging separation of regulation on health registries 



 
 

from regulation on patient journals (sections 1.2 and 4.2.1), the terms “patient journal” and 

“health registry” have a principal difference in health data usage. Besides, such phrases as 

“[the inventor] wanted to use that in his commercialization”, “we could commercialize”, 

“commercial project” and “possible to start with commercialization” add additional 

uncertainty about the legal status of HealthBook as a technology, since it also implies 

commercial, civil-law considerations. Extraction of these phrases is a usual task in meaning 

recognition within NLP (Jurafsky & Martin, 2009). Since the in situ experts avoided having 

HealthBook as a health registry and called it usually “journal”, the legal uncertainty here is 

whether a patient journal system can have varied legal statuses and balance between them, as 

e.g. from research to commercial and registry.  

Thus, the shaping channel in this story would be: ‘from “research status” found balancing 

between “patient journal system”, “health registry” and a third, uncertain commercial version 

in unclear legal status of journal systems AND from “research status” found “server at the 

department” & “a service layer” & “programming language” for modifications’. 

4.1.4 Overview of the taken steps and a hypothesis 

In this section, I shall sum up the steps of the systems approach generated from the first 

empirical case, which I will replicate at the second case with changes, if applicable: 

i. Collect a dataset of documentary and interview sources about a design process (call it 

“design work”) on a technology with actual information of its design meetings and 

professional opinions; all these are narrative data as information possessed and 

exchanged at diverse timings among the involved in situ and ex situ experts; 

ii. Visualize the dataset: extract micro-discourses (Macgilchrist & Van Hout, 2011; 

Wodak & Meyer, 2009) from the narratives of the dataset in a bottom-up way using 

either “descriptive coding” (Miles & Huberman, 1985) with extraction manually of 

meaningful units from a text, or computational tools of element extraction from 

textual data (Jiang, 2012); these micro-discourses should meaningfully characterize 

either technological or legal elements of information in the design work; a meaningful 

unit in manual qualitative coding is defined in this research as a meaning in form of a 

word or a phrase, which we understand in the context of where it is used, based on – 

first – relationship of this word or phrase with other meaningful units that co-construct 

the argumentative uniqueness of the former, or based on – second – such a description 

of this meaning or phrase that we consider comprehensible as an informational entity; 

a technological element may describe a principle of the device, a method of operation, 



149 
 

a piece of hardware, a piece of software, etc.; a legal element may be a status of 

regulation, a legal principle, a value, a legal norm, etc.; simultaneously, extract social 

elements describing in situ and ex situ experts of the design work based on their 

professional affiliation and assign them individual colors, which should also encode 

those technological and/or legal elements they introduced; 

iii. Locate technological, social and legal elements into separate sectors of the memory 

(Jörg, 2011) in the visualization; among the technological and legal elements there 

should be built relations based on the rules of element extraction (see rule ii) and 

based on actual references to particular elements in subsequent documents by other or 

the same experts; these relations will visualize a network structure; computationally, 

there might be co-clustering in networks and named entity recognition (Aggarwal & 

Zhai, 2012b; Jiang, 2012); 

iv. Extract “events” from visualization of the memory of the design work; they are such 

networks that are more complex than others, where elements inside them are 

connected with others so that a relationship between them should be different from 

“one element AND another one” (linear relationship) AND be different from non-

connection at all (no complexity), AND possess a node degree three or more (when an 

element has more than three relations with other elements) (Newman, 2010); an 

exception from this rule was the first “event” in the legal sector, since this “event” is 

one big uncertainty; the “events” should be extracted as clusters from the sectors of 

technological and legal elements only; clustering algorithms of NLP (Biemann, 2006) 

might be used here as an automated extraction;  

v. Relocate the extracted elements from the “events” in accordance with their time tags 

in columns for another visualization; this addresses the real-world information 

complexity between technologies and law in a symmetric way, and neutralizes social 

and political powers of the social elements excluded from this visualization; 

vi. Build micro-narratives from the extracted elements of “events”; a micro-narrative is a 

meaningful story that contains at least one memorable episode about the design work 

built from elements in close proximity with respect to two conditions: build causal 

relations “if X, then Y” (incl. because of, due to, since) (Tsoukas & Hatch, 2001) first 

among elements of one “event” in columns with different time tags, and when 

meanings fade out – among elements of different “events” within the same column of 

a time tag; in language technologies, this might relate to the statistical probability of 

meaningful relationships restricted by conditions, which will be these two mentioned 



 
 

here, taken as conditionally dependent parsing (Jurafsky & Martin, 2009), or it could 

be tools for processing co-occurrences of entities in close proximity (Jiang, 2012); 

vii. Extract valued signals as elements that connect most of the other elements, which 

would indicate that the valued signals possess most of the valued information in 

tension between the design work as a complex adaptive process/system and the 

environment at large (Holland, 1992), which is the legal environment; valued signals 

have a node degree three or more;  

viii. Find attractors in the legal environment (Holland, 2006; Ruhl, 1996a, 1996b) by 

extracting channels of shaping (Kauffman, 2002) between technologies and law as a 

pattern ‘from valued signal find legal attractor AND from valued signal find 

technological implication’; use interview data from the dataset with at least two 

interviews for comparative tagging of information describing the mentioned pattern; 

within the language technologies, this may be done by relationship extraction 

(Nadkarni et al., 2011; Ramakrishnan et al., 2006) and as based on occurrences and 

co-occurrences on conditions matching the pattern (Biemann, 2007), or sequence-

based kernels (Bunescu & Mooney, 2005; Mooney & Bunescu, 2005). 

Extraction of attractors (sections 2.3 and 2.5) in the design work for HealthBook (section 

4.1.3) led, therefore, to indication of the following legal uncertainties in the Norwegian 

legislative environment: 

 how to get users informed about technology and what information they 

should be aware of;  

 how to understand responsibilities of the e-health service provider – 

whether they exist and what are they built upon;  

 how to define a data controller of an e-health technology – one who is 

responsible for data processing;  

 what legal nature patient journal systems may have and what kind of 

statuses they might balance in between. 

As I concluded in section 2.3, the design work is information exchange between its own 

adaptive process and the environment, where both co-evolve in exploring and learning from 

each other as nested systems. As regards law, its co-evolution with technologies takes place 

within the idealistic side of the law with meanings of values changing through repetitive 

practices. These practices, such as designing an actual device or a combination of different 

technological elements building a technological component for other devices, may be 

formalized in a legal norm. Trajectories of social behavior are dependent on legal 
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uncertainties in meanings or legal forms – these uncertainties influence decision-making about 

designing a technological implication. Social behavior, which follows certain trajectories, 

elaborates information channels constrained by the formal or informal regulation. The 

attractors contain information values coupled to implications of actions, and unite multiple 

overlapping situational processes varying in nature and the time spans of their lives. These 

attractors, as legal uncertainties, require information responses from the ICT design practices 

in order to receive their certainty for regulation of practices of others. 

In short, technological implications to the mentioned legal attractors in the design work for 

HealthBook were the following: a username and a password as logging information without 

any technical channels for verification as a mechanism of user creation and login; a very 

simple mechanism of health data-sharing between the two user categories, with a specially 

designed security framework; the lack of its own database for storing health data in the 

conceptual architecture of the technology that avoids being a health registry; and a temporary 

server for a cloud-computing solution with the university possessing it, so that it is recognized 

as virtual for subsequent implication in a HealthBook cloud-computing solution. In response 

to the legal attractors, the technological implications have been designed that way. 

In section 2.3, we stated theoretically that there can be nested systems in the environment, 

which is recognized in the field of socio-technical systems (Lyytinen & Newman, 2008) 

calling for vertical vision on complex phenomena, where several cases or situations to be 

studied within one piece of research. In transdisciplinarity, the environment can also be called 

a “relationship package” (Mitchell, 2001) or “enabling substrate” (Rocha & Bollen, 2001), 

and it can also be considered as a large complex system (Kovács & Ueno, 2004; Ruhl, 1997) 

with nested environments of other complex systems (Fleming & Sorenson, 2001; Schneider & 

Somers, 2006), which in this study we understand as design works. Thus, what is a legal 

concern for one design work might be a legal concern for another design work.  

Therefore, I formulate a hypothesis, which I will necessarily test at the second dataset – the 

National Core Journal – and, based on results, add to the systems approach a rule ix (see the 

rules above, i – viii, in this section) that will relate to the hypothesis, which is the following: 

Attractors in the national legal environment are shared  

among design works on different technologies. 

Section 4.2 aims at replicating the generated rules from i to viii for confirmation or 

disconfirmation of this hypothesis, as well as checking implementation of the rules at a 

different dataset from the one used to generate them.  



 
 

The National Core Journal is a large-scale national information infrastructure for vital health 

data shared with authorized health personnel in cases of emergency and medical intervention 

for patients. Differences between HealthBook as a first case and the National Core Journal as 

a second case add a complication in replicating the generated rules, basically due to the 

amount of information in the second dataset and differences in its accessibility to me as an 

analyst (section 3.3). If the approach does provide reasonable results, these challenges would 

be considered as its strength. 

4.2 Design work 2 – the National Core Journal 

In this section, I entirely replicate the rules of the systems approach, which I have 

summarized in steps from i to viii in section 4.1.4 above. I shall apply the rules to the dataset 

of the National Core Journal, acknowledging specificities of this case, my experience of data 

collection, namely that I did not participate at design meetings as I did in case of HealthBook, 

and that I used documents about the design work publicly available and shared online, though 

these were 120 in total number (section 3.3). The rules of the systems approach will be 

constrained and improved in the course of their replication. Additionally, the results of this 

application will be used to confirm or disconfirm a hypothesis, what would comprise step ix 

in the systems approach and ground subsequent conclusions, understanding of limitations and 

further needs of the systems approach and its conceptualizations in this PhD thesis. 

4.2.1 Short description of the design work 

Before I start with the replication of the rules in the systems approach and test how they work 

on a different dataset, I shall introduce a case, to which this dataset belongs. The National 

Core Journal is a nationwide inter-organizational, treatment-oriented information 

infrastructure for sharing vital health data of patients in cases of emergency and in healthcare 

provision by authorized health personnel.  

The early ideas about this technology date back to 2007, whereas the actual work on 

designing it began in approximately 2011. As of summer 2015, the National Core Journal has 

been implemented in some regions and districts of the following areas of Norway: Akershus, 

Hedmark, Hordaland, Møre and Romsdal, Nordland, Nord-Trøndelag, Oslo, Rogaland, Sogn 

and Fjordane, Sør-Trøndelag, and Østfold. After August 2015, the National Core Journal 

would be started at separate hospitals in the northern and eastern part of Norway, and in the 

entire western and central regions.  
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The National Core Journal contains the critical health data of those who are registered in the 

Population Registry and have a Personal Security Number or a D-number. Data in this 

information system informs health personnel about allergic reactions, or unconventional 

reaction of a body to medicaments, a medical and actual health condition, or diagnosis of an 

individual taking drugs, information about possible ongoing treatment, contacts with 

specialist healthcare services, deviations in treatment routines, transmittable sicknesses and 

other data. Data in the National Core Journal is borrowed from all the electronic journals of 

the patient, if it has been considered vitally important. The National Core Journal also has a 

few fields which the patients can fill in on their own: names of legal representatives, 

difficulties with eyesight, hearing, speech or a need for an interpreter, and their own sickness 

history. It is not necessary to become a patient in order to obtain a core journal for oneself: 

this solution is created per se as soon as the government decides on launching the system in a 

particular region of Norway.  

The individual can reach personal vital health data by logging on at the Public Health Portal 

of Norway (“Helsenorge.no” in Norway), which the National Core Journal is linked in via a 

shared interface. Logging requires personal identification by means of the highest level of 

security for data protection also used in the banking sector and for every electronic service 

provided for population by the government. It is not just ordinary users who have access to 

their critical health data in the National Core Journal, a set of professionals determined in the 

Bylaw on the National Core Journal enforced on 31 May 2013 also have access.  

The primary objective with the National Core Journal is to ensure proper healthcare provision 

and avoid health damage to patients when health personal provides treatment to those. Values 

of human dignity in confidentiality and integrity are respected, and the need for patient 

security in proper healthcare provision in accessibility is acknowledged. Thus, doctors and 

nurses at emergency health services, general practitioners and private health specialists, health 

personnel with drug-giving responsibility at nursing homes and homecare, and health 

personnel at emergency centers in hospitals can access data in the National Core Journal 

without getting consent from the patient, but only when they exercise healthcare provision to 

the patient. Other health personnel should ask for patient consent in case they need to look at 

the patient’s data in this information system. 

One of the new rights that individuals have as patients on the introduction of the National 

Core Journal is the right to reserve (opt out, or “reservere seg” in Norwegian) of this system, 

and, if this right is exercised, within 30 days all data registered in the National Core Journal 

would be permanently deleted. From the moment of deletion, the patient health data would 



 
 

not be available to any health personnel, what might cause a health risk for the individual if 

something were to happen to this individual being in need of medical help. However, the 

individual may apply for a new core journal later. The right to reservation/opt out from the 

National Core Journal is a form of the legal institute of data protection granted to individuals. 

Another new right is the right to see the access log to their own data (“rett til innsyn i logg” in 

Norwegian): technically it implies the registration and sight of personally-identifiable data of 

any person who has seen the health data of the patient. This is a form, but more advanced, of 

the patients’ right to access their own health records (“innsynsrett” in Norwegian) granted by 

§5-1 of the Act of Patient and User Rights.  

Moreover, the individual may use another right granted by the legislation around the National 

Core Journal – the right to block the whole journal or only some data there, or to block a 

specific healthcare expert or a group of health personnel from accessing the data. If the data is 

blocked by the patient, it can always be re-opened by authorized health personnel in case of 

emergency. But if it is particular health personnel who are blocked, they would not get access 

to the data even in a case of emergency. The individual may also block access to the core 

journal from the Public Health Portal Helsenorge.no, but in this case the core journal would 

still be accessible by the authorized and entitled health personnel via their professional 

systems integrated into the infrastructure for the National Core Journal. Technically, the local 

professional systems should be compatible with the requirements of the infrastructure. The 

National Core Journal, as of spring 2015, is compatible with Plenario by Infodoc, SystemX by 

Hove, WinMed2, CGM Journal (WinMed3) by CGM, with some versions of patient health 

records by DIPS, Doculive by Siemens, and Amis by CSAM. Departments of IT support at 

hospitals or other healthcare institutions are responsible for technical communication between 

the professional systems and the National Core Journal. As for the actual National Core 

Journal, it is the National Health Network, described in section 1.2, who is data processor and 

drift (operator) service provider.  

Development of software is the responsibility of Accenture, an international consulting and 

IT-company. The Ministry of Health and Care Services of Norway is a data controller who 

has an agreement as a special client with the Norwegian Health Network. At the same time, 

the Norwegian Directorate for Health (“Helsedirektoratet” in Norwegian) under the Ministry 

of Health and Care Services summarizes and elaborates the Norm, which is negotiated by 

members of the Norwegian Health Network and is legally binding. The Norm is entirely 

based on the valid laws on information security and healthcare, and provides their unified 

interpretation from actual practice. The Norwegian Directorate for Health develops the 
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strategies of the national e-health infrastructures, their architecture and policies, and works on 

their technological integration.  

Active preparation for designing the National Core Journal took place between 2007 and 

2010, when official reports were published with analyses about data protection and its 

integrity in Norway, technological evaluations of data structure in patient journals, 

evaluations of administrative structures for communication with focus on the key ideas 

around the National Core Journal, evaluations of technical compatibility requirements in 

patient journal systems both at hospitals and in care and nursing homes, etc. During this 

period, a national strategy was developed – Interplay 2.0 – for electronic cooperation in the 

health and care sector, and also the Cooperation Reform on the encouragement of inter-

organizational data-sharing for improved welfare. The place and objectives for the National 

Core Journal were discussed in all of these documents.  

In 2011, the factual design work began. In early 2011, the Norwegian Directorate for Health 

published an official preparatory project on the National Core Journal, its content and 

architecture, and this document got comments from interested stakeholders from the whole 

country. They will be named in detail in section 4.2.2 below. In July 2011, the Ministry of 

Health and Care Services of Norway issued a consultation paper (“høringsnotat” in 

Norwegian) for establishment of the National Core Journal and changes in the Act on Health 

Registries on use, architecture, content, data sources, data processing and law around this IT-

solution. Numerous opinion letters from hospitals, patient organizations, IT-institutions and 

control authorities were received and published. Subsequently, the developers of the concept 

– the Norwegian Directorate for Health – prepared reports on the ongoing work in order to be 

transparent. There, they evaluated the received feedback on the architecture, content and law 

for the National Core Journal, and brought up international experience.  

In April 2012, the Ministry of Health and Care Services published Proposition 89 L to 

Parliament on changes in the Act on Health Registries due to introduction of the National 

Core Journal as a technology, and this document was sent to a public hearing. The hearing 

received over 50 responses from hospitals, patient organizations, pharmacies, doctors and 

municipalities. Changes in the Act on Health Registries were made. In addition, a new law 

was proposed developed from the former Act on Patient Journals. By April 2014, the National 

Action Plan for e-Health up until 2016 was developed. By 31 May 2013, the Bylaw on the 

National Core Journal came into power; in 2014 instructions for technical requirements to the 

local patient journals for compatibility with the infrastructure were published, and training 



 
 

instructions for authorized health personnel with requirements to pass an exam in order to be 

eligible for using the National Core Journal.  

In England, for example, an information system similar to the National Core Journal is called 

“Summary Care Records”. But to avoid the impression that I might be comparing similar 

technologies to the English one, I use the literal translation of the Norwegian “Nasjonal 

Kjernejournal” – the National Core Journal. By this, I want to highlight that the National Core 

Journal is a Norwegian technology and is located in the Norwegian legal environment. 

4.2.2 Extraction of valued signals 

In application of the complex systems approach to my study, I shall follow the rules from i to 

viii, which were formulated in section 4.1.4, having been generated from the case of 

HealthBook. In the stepwise application of the rules, I shall reiterate each of them and, having 

applied one, I shall bring up corrections, improvements or additional thoughts. 

Rule i: Collect a dataset of documentary and interview sources about the design work, its 

design meetings and professional opinions; all these are narrative data as information 

possessed and exchanged at diverse timings among the involved in situ and ex situ experts. 

Application: I collected just over 120 documents, which were exchanged reports on the design 

process and available technological components, analyses of the e-health sector, opinions and 

opinion letters, legislative proposals, instructions, frameworks, technical requirements, notes, 

letters, communications, settings, etc. There were no reports from design meetings and no e-

mail communications among them, in contrast to the case of HealthBook: because of the high 

number of stakeholders involved in the design work, it was harder to follow up the actual 

design process in real time, and because of business protection measures, information about 

the actual security architecture of the National Core Journal was not disclosed to me, and I did 

not insist. In other words, I did not have access to the actual technical specification of the 

National Core Journal, but the numerous reports and compatibility instructions, which were 

available online, provided me with a satisfactory amount of information about the 

technological and corresponding legal elements of the design work. As was stated in section 

2.4, the theoretical conceptualization “memory” has been specifically designed to solve the 

problem of uncertainty in data collection about dynamic phenomena (Ashby, 1956), so the 

complexity and principles of this conceptualization compensate for the empirical uncertainty 

of unavailable data for data collection. 
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Rule ii: Visualize the dataset, namely extract micro-discourses (Macgilchrist & Van Hout, 

2011; Wodak & Meyer, 2009) from the narratives of the dataset in a bottom-up way using 

either “descriptive coding” (Miles & Huberman, 1985) with extraction of meaningful units 

from a text manually, or with computational tools of element extraction from textual data 

(Jiang, 2012). These micro-discourses should meaningfully characterize either technological 

or legal elements of information in the design work. A meaningful unit in manual qualitative 

coding is defined in this research as a meaning in the form of a word or a phrase, which we 

understand in the context of where it is used, based on, first, the relationship of this word or 

phrase with other meaningful units that co-construct the argumentative uniqueness of the 

former, or, second, based on such a description of this meaning or phrase that we consider 

comprehensible as an informational entity. A technological element may describe a principle 

of the device, a method of operation, a piece of hardware, a piece of software, etc.; a legal 

element may be a status of regulation, a legal principle, a value, a legal norm, etc. 

Simultaneously, extract social elements describing in situ and ex situ experts of the design 

work based on their professional affiliation and assign them individual colors, which should 

also encode those technological and/or legal elements they introduced. 

Application: Manually, I extracted 451 elements of technology and 346 elements of law. They 

were introduced by 77 experts representing professions and institutions of Norway interested 

in any way in the National Core Journal and had expressed their professional views publicly, 

so that this information became accumulated input into the design work. 

The full list of the extracted elements and their first time tags is provided in Appendix A. 

In order to keep track of the documents and extracted elements, I worked simultaneously in 

NVivo 10 and Microsoft Excel: NVivo was used for “descriptive coding” (Miles & 

Huberman, 1985), as shown in Figure 13, whereas Microsoft Excel was used for the actual 

visualization of the memory for the National Core Journal. Microsoft Excel allows you 

visualizing and seeing the memory in two dimensions, which is practical for the application of 

subsequent rules in this systems approach, if the analyst works manually. To save place in the 

thesis, I use “KJ” in the names of elements instead of “the National Core Journal”, because of 

the original name of this information infrastructure, “Kjernejournal”, used by the experts of 

the design work. “KJ” is also used as a mark for a button of the National Core Journal in the 

professional systems of health personnel, if these technologies support the infrastructure. 



 
 

 

Figure 13: Example of manual extraction of an element “contact history” for section A in the second case 

Rule iii: Place technological, social and legal elements into separate sectors of the memory 

(Jörg, 2011) in the visualization; among the technological and legal elements relations should 

be built, based on the rules of element extraction (see rule ii) and based on actual references to 

particular elements in subsequent documents by other or the same experts. These relations 

will visualize a network structure; computationally, co-clustering in networks might be used, 

also named entity recognition (Aggarwal & Zhai, 2012b; Jiang, 2012). 

Application: Figure 14 demonstrates a visualization of the memory for the National Core 

Journal, where three aforementioned categories of elements – technological, social and legal 

(rule ii) – are listed from the top to the bottom with their actual networked picturing in the 

memory “tracks” at any naming of them again.  

The columns are marked as: t, t+1, t+2 corresponding to year 2007; t+3 corresponding to year 

2008; t+4, t+5, t+6, t+7, t+8 corresponding to year 2009; t+9, t+10 corresponding to year 

2010; t+11, t+12, t+13, t+14, t+15, t+16, t+17, t+18, t+19, t+20, t+21, t+22, t+23, t+24, t+25, 

t+26, t+27, t+28, t+29, t+30 corresponding to year 2011; t+31, t+32, t+33 corresponding to 

year 2012; t+34, t+35, t+36, t+37, t+38, t+39, t+40, t+41, t+42, t+43, t+44, t+45, t+46, t+47, 

t+48, t+49, t+50, t+51, t+52, t+53, t+54, t+55, t+56, t+57, t+58, t+59, t+60, t+61, t+62, t+63, 

t+64, t+65, t+66, t+67, t+68, t+69 corresponding to year 2013 ; t+70, t+71, t+72, t+73, t+74, 

t+75 corresponding to year 2014 ; t+76 corresponding to year 2015 that is an empty column, 

since dataset was collected up till year 2014 including it. 
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Figure 14: A memory for the National Core Journal 



 
 

Appendix B provides a version of Figure 14 in a readable resolution. 

All the documents, which are visualized in their elements at this visualization, varied in size: 

from 2 to over 400 pages one. In order to save space in the memory, I included extracted 

elements from those documents, which have only a few pages and no meaningful collisions, 

in the single column of a time tag. It matters which month they were issued, but not 

necessarily the day or hour. As soon as a document was issued, it was shared among a large 

number of organizations and experts, probably greater than those coded in the memory. The 

memory registers only responses as information inputs into the design work on the National 

Core Journal. An obvious difference between the memory of the National Core Journal from 

one of HealthBook is that neither the top sector – of technology – nor the bottom one – of law 

– are interrelated with the middle one – of experts in the design work. It does not mean that 

elements there discussed either only technology or only law. On the contrary, relationships 

between technological, legal and even social elements are highly dense in this empirical case. 

In case of the National Core Journal, we do not need to connect the top and the bottom sectors 

via the sector of expert knowledge. Automated clustering algorithms of element extraction as 

micro-discourses, based on two conditions of co-construction of meaningful units of a word 

or phrase from argumentative uniqueness, and description of a meaning, which we consider 

understandable as an informational entity, as formulated in section 4.1.2, is highly useful at 

this stage for such a large dataset as that of the National Core Journal. Even in the course of 

manual element extraction, I wrote out relationships that allow me to build the memory of the 

National Core Journal in 3D-format and to connect the sectors at this stage. For example: 

from the technological sector relate “transfer of patient data” AND “log” AND “server out of 

doctor's office” WITH “external data processor” AND “patient consent” ALL IN t+2 BY 

COLOR OF “Trondheim municipality”; or, for example, or relate “national data controller” 

from t+11 in the legal sector WITH “Norwegian Directorate for Health” in the social sector 

BY COLOR OF “Competence Center of IT in healthcare (KITH)”; or, for example, relate 

from the legal sector “access to own patient data” AND “bylaw [on National Core Journal]” 

from t+17 WITH “Public Health Portal Helsenorge.no” AND “Ministry of Health and Care 

Services” in t+9 BY COLOR OF “Cancer Association”; etc. It is possible to play more and 

visualize the memory in 3D, but then we will get complications in extracting “events” within 

the rule iv. Both the technological and legal sectors have to depict information clustering 

about law and about technology separately. In computation, this would refer to centrality in 

networks. Our visualized memory has two centralities – a technological and a legal. Centrality 

in networks means information importance (Dwyer et al., 2006). It is important in the 

memory to have data on technology and law visualized as information accumulation (section 
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2.4) in their own sectors with complexities inside them which are stipulated by the presence 

of special, valued signals for retrieval of individual memories of experts (section 3.4) 

afterwards. If data extraction is manual, I would not recommend interconnecting the sectors. 

If language technologies and clustering algorithms are used, interconnection is welcome so 

long the software allows looking at the technological and legal sectors as separate information 

accumulations about technology and law. 

Rule iv: Extract “events” from visualization of the memory of the design work. These are 

networks that are more complex than others, where elements inside them are connected with 

others so that a relationship between them should be different from “one element AND 

another one” (linear relationship) AND be different from non-connection at all (no 

complexity), AND possess a node degree three or more (when an element has more than three 

relations with other elements) (Newman, 2010); the “events” should be extracted as clusters 

from the sectors of technological and legal elements only. 

Application: The aforementioned complexities (Jurafsky & Martin, 2009) that are dialogues 

and tensions inside each sector of memory are “events”. We have to extract them. Just as in 

case of HealthBook, I extracted them manually. Since the visualized memory of the National 

Core Journal is much more complex than that of HealthBook, due to a larger dataset, I first 

outlined islands of information in density, as shown in Figure 15. 

Each “event” in Figure 15 is given a number and a number in brackets. The first number 

means an order number of an “event” in relation to another, if we count from the top to the 

bottom. I consider here the subsequently following rule v, where we shall combine all the 

elements of “events” in one visual representation, with an axis of time tags organizing them. I 

recommend extracting elements of “events” in the order “technological–legal–technological–

legal” etc., which would facilitate building micro-narratives in rule vi. Therefore, I gave 

another number to each “event” which I wrote in brackets – these numbers would determine 

order of the element extraction from “events” for the time-tag visualization in rule vi. In 

application of rule iv, I have to extract “events” as dense information, showed in Figure 15. 

This dense information is an indication of “events”, since an “event” is an argumentative 

complexity (Jurafsky & Martin, 2009), a dialogue or a tension, which causes discussions and 

references to the past (section 3.4). Thus, I apply the principle that a relationship between 

elements should be different from “one element AND another one” (linear relationship) AND 

be different from non-connection at all (no complexity), AND possess a node degree of three 

or more than three (when an element has three or more relations with other elements). Figure 

16 demonstrates the process of the “event” extraction done manually in the true format. 



 
 

 

Figure 15: Visual extraction of “events” in the memory for the National Core Journal 
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Figure 16: Extracting “events” manually from the memory of the National Core Journal 

In the course of the “event” extraction, I realized that some elements have a high number of 

relations with other, so their node degrees were considerably more than three. I excluded from 

the “event” extraction those elements that had their node degrees over three of the relations 

that have the same color as these elements themselves. Thus, if an element has a black color 

and six relations and all of these relations are black, then this element is not considered as a 

part of an “event”. As soon as I see, for example, a black element with six relations where at 

least one is of a color different from black, then I refer such an element into an “event”. The 

case of HealthBook did not have this issue, so the correction from the case of the National 

Core Journal I have just developed is included into the applied rule of the systems approach. 

Connections among the elements in the visualized memory of the National Core Journal are 

sophisticated: you may “travel” from one part of the memory to another by going from one 

element to another via links of different colors. Therefore, if I have already included one 

element into an “event”, then this element is no longer considered included into other 

“events”, which I extract afterwards. This was done, because duplicated information, which is 

a copy of itself, may not make any sense in the cause-effect relation of the micro-narratives 

afterwards in rule vi.  



 
 

When I did the “event” extraction manually, I wrote out all elements and their respective time 

tags in order to which they belong to within a certain “event”. The order of the “events”, as I 

have stated above, was technological–legal–technological–legal, etc. Figure 17 demonstrates 

the manual process of element extraction from “events”. 

The full list of the elements from “events” with their time tags is provided in Appendix C. 

 

Figure 17: Writing out elements with time tags from “events” for the National Core Journal 

Rule v: Relocate the extracted elements from the “events” in accordance with their time tags 

in columns for another visual representation; this addresses the real-world information 

complexity between technologies and law in a symmetric way, and neutralizes social and 

political biases of the social elements excluded from this visualization. 

Application: The collected elements of the “events” were subsequently re-organized in 

columns in accordance with their time tags. Elements of each “event” were marked in a 

particular color, which distinguished those from elements of other “events”. The “events” 

were allocated in the order technological–legal–technological–legal, etc., which would make 

the numbers in brackets work for them. All the colored elements of the “events” were located 

in columns titled with time tags that those elements possessed. Below I show which elements 

were written in each column with which time tag and in relation to what “event”. The 

“events” are colored in the following way: (1) ev.: dark orange; (2) ev.: red; (3) ev.: crimson; 

(4) ev.: rose; (5) ev.: violet; (6) ev.: light blue; (7) ev.: dark blue; (8) ev.: light green; (9) ev.: 

dark green; (10) ev.: brown; (11) ev.: medium grey; (12) ev.: dark grey; (13) ev.: black; (14) 

ev.: light grey. The relocation of the elements from “events” has been done e.g. as follows: 
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t+5 – red: Cross-over organizations, Cooperation, Right to choose hospital; rose: Logging as 
guarantee; light blue: Confidentiality, Integrity; light green: Sensitivity of health data 

t+6 – red: Privacy protection (“personvern”); rose: Bylaw on information security ... 

Appendix D illustrates relocation of the extracted elements from the “events” in accordance 

with their time tags, as visualized in Figure 18. 

In Figure 18, we can see the columns and the elements extracted in application of the rule v 

and located in accordance with their time tags sequentially from t+5 to t+64. This 

visualization also moves us to the next rule of the systems approach. The elements are behind 

the relations, ovals and stars, which I explain as follows. 

Rule vi: Build micro-narratives from the extracted elements of “events”; a micro-narrative is a 

meaningful story that contains at least one memorable episode about the design work built 

from elements in close proximity with respect to two conditions – build causal relations with 

causality of because of/due to/since (Tsoukas & Hatch, 2001) first among elements of one 

“event” in columns with different time tags, and when meaningful relations disappear – 

among elements of different “events” within the same column of a time tag; in language 

technologies, this might relate to the statistical probability of meaningful relationships 

restricted by conditions (Jurafsky & Martin, 2009), which will be these two mentioned here, 

or it could be tools for processing co-occurrences of entities in close proximity (Jiang, 2012). 

Application: Figure 18 visualizes the process of building micro-narratives. Rotate the figure 

90° to the right for a proper look at it. The rule of building micro-narratives in the second case 

is the same as for the first one because the structure of the visualization is exactly the same, 

and no complications are observed at this stage. The elements in the visual representation 

(Figure 18) should be related in such a way that their relationships form meaningful storylines 

which consist of elements found in close proximity. This close proximity is limited within 

two conditions, as described in the rule vi. When built manually, micro-narratives were:  

(1) in order to encourage “cooperation” [t+5] “cross-over organizations” [t+5], an IT-solution for “KJ as access 

to patient information, ‘Kjernejournal’” [t+13] was proposed. This information system implied “update data” 

[t+13] taken as “patient information and EPJ-document” [t+13], and use of this technology had been primarily 

based on conditions “to exercise medical help” [t+13] with access on “patient consent” [t+13]; (2) since 

“emergency health services” [t+13] must exercise “proper healthcare”, they need “patient consent” to do that 

[t+13]; (3) a “patient consent” [t+13] is required because then the information system will show the “critical 

health information” [t+13] of a person ... 

Appendix E provides the contents of all the narratives that were possible to build. 
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There were 88 narratives built where each is potentially a topic for interpretive qualitative 

research. Probability of the logical connections in the micro-narratives shall be stipulated by 

their chronological proximity and belonging to an “event”, which would mean that, as 

information, they belong to the same argumentative complexity (Jurafsky & Martin, 2009). 

Rule vii: Extract valued signals as elements that connect most of the other elements, which 

would indicate that the valued signals possess most of the valued information in tension 

between the design work as a complex adaptive process and the environment at large 

(Holland, 1992); valued signals have a node degree three or more. 

As it comes up from the visual representation of the micro-narratives in Figure 18, there are 

eight elements, which have three or more relations with other elements. These are: “patient 

consent” [t+13], “centralization of information” [t+18], “synchronization” [t+34], “control 

over data by patient” in [t+19] and [t+33], “sensitivity of health data” [t+45] and [t+56], and 

“automatic update” [t+58]. Two of them – “control over data by patient” and “sensitivity of 

health data” – are found two times each, so we can conclude that the memory of the National 

Core Journal has six (simple math 8 – 2 = 6) valued signals (Holland, 1992), which would be 

used for finding legal attractors in the design work on this information infrastructure. 

4.2.3 Extraction of shaping channels 

Rule viii implies using the second part of the dataset, i.e. interview data. Implementation of 

previous rules led to the extraction of valued signals inside the memory of the design work on 

the National Core Journal – those represent information that indicates the presence of mutual 

shaping channels between this complex system and its environment.  

In extraction of valued signals, I have conducted a set of steps for the “cut” of such 

information in the memory, which was linear, descriptive in the logic of the structure “then X, 

then Y” or “X and after Y” (Tsoukas & Hatch, 2001) that was sequential and not causal (rule 

iv). Since there were at least 77 experts in the dataset of the National Core Journal who 

produced in total 120 documents for analysis in this thesis, there potentially could be 77 

“truths” or perspectives found in one or more documents. Extraction of meaningful relations 

from “events” of argumentative tensions and dialogues (Jurafsky & Martin, 2009), based on 

the probability of one element having a relationship to another and other elements so that it 

could be a valued signal (implementation of rules vi and vii), led to the construction of 88 

micro-narratives, where each of them possesses an informational plot for a separate 

qualitative interpretive study with more than one expert knowledge as an empirical resource 



 
 

and a potential organizational problem. Otherwise there would not be any argumentative 

tensions, questions, challenges or discussions. The presence of 88 micro-narratives in the 

documentary dataset of the National Core Journal reflects narrative parallelism (sections 2.3 

and 2.4) of tagged information in narrative acts of different experts expressed simultaneously 

and in chronological sequence. Slice-by-slice in “cutting” data stepwise from the largest 

visualization of the memory with 797 elements of technology and law up until the tracing of 

only six valued signals, I have illustrated a bottom-up, horizontal narrative parallelism 

(Lyytinen & Newman, 2008; Sylves & Comfort, 2012) in the memory of actual opinions in 

the design work. Rule viii, which follows that, is aimed to provide results about the co-

evolution of the National Core Journal as a technology with its environment “at large” that 

regulates this technology, develops and learns because of own uncertainties simultaneously 

from the nested complex design work processes within (section 2.4). These regulative 

uncertainties, as unstable information points, I called legal attractors (sections 2.3 and 2.5).  

Tracing this information would require going beyond the complexity of the design work on 

the National Core Journal up till those attractors, with which its valued signals connect its 

technological implications, what would imply the use of interviews as information sources for 

these connections. Interviews as acts of storytelling would also be tagged, but this time in 

recognition of the pattern ‘from valued signal find legal attractor AND from valued signal find 

technological implication’, which describes the sought connections, otherwise called shaping 

channels (Kauffman, 2002) (section 2.3). Processing of interview data, abstractly speaking, 

would reflect vertical narrative parallelism (Lyytinen & Newman, 2008; Sylves & Comfort, 

2012) (section 2.3), because we will target the relationships between complex systems of 

design works via the shared environment, that is the relationships across their time flows 

normal for these design works and cooperation among the experts. 

Rule viii requires the following: Find attractors in the legal environment by extracting 

channels of shaping (section 2.3) between technologies and law out of the data as to the 

pattern ‘from valued signal find legal attractor AND from valued signal find technological 

implication’; use interview data from the dataset with at least two interviews for comparative 

tagging of information describing the mentioned pattern; within the language technologies, 

this might be done within relationship extraction (Nadkarni et al., 2011; Ramakrishnan et al., 

2006) and as based on occurrences and co-occurrences on conditions that match the pattern 

(Biemann, 2007), or sequence-based kernels (Bunescu & Mooney, 2005; Mooney & Bunescu, 

2005) in the language technologies. 
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In section 3.3, I described the datasets of the cases, including the interview part for the 

National Core Journal. Two in situ experts (one of them – twice) and one ex situ expert group 

were interviewed. Two or more interviews are enough to have narrative parallelism in tracing 

attractors. One of the in situ experts is a chief of a department at the Norwegian Directorate 

for Health working on the National Core Journal and the national e-health infrastructure – 

ePrescription (“eResept” in Norwegian). As of year 2015, this in situ expert has been working 

as a director in the section responsible for the National Core Journal. Before this, he worked 

as a consultant for large IT-projects in Telenor, Nokia and the Norwegian Directorate for 

Health. One of his major achievements has been the designing of automatic exemption cards, 

which became the basis for getting job on the National Core Journal project. An interview 

with this expert took place in September 2014. Another in situ expert is a leading lawyer in 

the division of Health IT at the Norwegian Directorate for Health. Her main focus falls on 

both the National Core Journal and the Public Health Portal Helsenorge.no – these 

technologies share a common interface, as mentioned in section 4.2.1. The lawyer has been 

working on legal issues around the National Core Journal for some years. There were two 

interviews with her: in November 2012 and in June 2014. An ex situ expert, who has been 

involved in elaboration of legislation because of the National Core Journal, is a leading 

secretary of the Norm that is a regulatory document for data security developed by the 

members of the Norwegian Health Network and summarized by the Norwegian Directorate 

for Health. This expert possesses legal competence at the Directorate. The interview took 

place in November 2014. Below, I process the data they provided me with, in order to find 

information content for six shaping channels (Kauffman, 2002) (section 2.3) as is necessary to 

do in application of rule viii of the generated systems approach. 

Shaping channel out of “patient consent” 

According to the Act on Patient and User Rights, §4-1, “healthcare may be granted only at the 

patient’s consent, unless there is a legal basis or other valid legal grounds for providing 

healthcare without consent.” Additionally, this norm states that, in order for the patient 

consent to be valid, “the patient must have received the necessary information about own 

health status and contents of the treatment.” Besides, patient consent is regulated by the Act 

on Health Registries, §2 f), as “a voluntary, explicit and informed declaration by the data 

subject [i.e. subject of legal regulation, to whom the data is connected as information] that he 

or she accepts the processing of health information about him/herself”. Both these norms 

imply that the subject is necessarily informed. The Act on Health Registries, in §6 par. 2, 

contains also a presumption that “processing of health information requires the data subject’s 



 
 

consent, unless otherwise has been regulated by law.” In other words, it is presumed that 

patient consent should be given if health data is to be processed. By §2 c) in the Act on Health 

Registries, processing of health data is meant to be “any use of health information, such as 

collection, recording, assembly, storage and delivery, or a combination of such uses”, whereas 

a health registry would be, as to §2 d) of this legal act, a place “where health information is 

systematically stored so that information about an individual can be found again”. Therefore, 

storage and manipulation in collection, systematization, classification and sharing of health 

data of patients with authorized health personnel for medical purposes and in cases of 

emergency, as the National Core Journal implies, would have made this information system 

fall under the presumption of patient consent, if otherwise has not been stated in law, and the 

specially issued Bylaw on the National Core Journal from 31 May 2013 overcomes this 

presumption with a necessity.  

This bylaw, in its §7, states that “The consent requirement does not apply in emergency 

situations where there is a serious danger to the patient’s life, when there is no time to obtain 

the patient’s consent or if the patient because of the own physical or mental state is not able to 

express consent. It must be recorded in the core journal why patient consent has not been 

obtained. When it is necessary to provide proper health care to the patient, the general 

practitioner, health personnel with drug responsibility in nursing homes and in homecare, 

doctor and nurse specialist and the emergency medical chain can get access to health 

information in the National Core Journal without the patient’s consent.” In other words, the 

mentioned categories of health personnel, which are stated in the third sentence, are exempted 

from the presumption, as well as all those health personnel who provide healthcare in 

situations threatening the patient’s life. This is because the very objective of the National 

Core Journal, discussed from 2007 to 2014 and regulated in §1 of the Bylaw on the National 

Core Journal, aims to provide high patient security. Patient security means priority of 

patient’s health and life as a human value over the value of integrity and, hence, data 

protection. Emergence of the National Core Journal in Norway can be considered a radical 

event for the long-term tradition of pursuing data protection and security in Norway. 

The in situ expert in design and direction of the National Core Journal claimed in our 

interview in September 2014 that it was law that had to come before the technology, but it 

was difficult to agree whether patient security should dominate over data protection of health 

information. “This is a space of tensions, as I see it”, claims the in situ expert, “We want both 

[patient security and data protection]. In the National Core Journal, we have a set of data 

protection services located there from constraints of the law, and there is also an option that 

you can reserve [opt out] yourself from the solution, and if you reserve yourself, then we 
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delete all your data and stop collecting information about you. Privacy is then fulfilled, and 

this is good, but it also means that healthcare services no longer have information about you if 

something happens to you. This is a kind of choice that individuals must make. There were 

lots of discussions about this – whether it will be a reservation-based solution or a consent-

based one, or whether it will be an obligatory solution, etc. And then we felt for a reservation 

solution, and I think that this is a very good choice. If we look at other countries that have 

chosen consent, no core journals were adopted.” We can interpret this segment of interview 

data that regulation of patient consent has undergone changes from positive – about being 

given by patient regarding the use of their own health data by particular persons and for 

particular reasons – to a sort of negative consent: making a decision on the reservation/opting 

out of oneself against the National Core Journal solution. In other words, patient consent 

changed its nature from agreeing on data flow towards agreeing on data non-flow. 

Another in situ expert – the leading lawyer in a group working on the design for the National 

Core Journal – claims additionally on patient consent: “I would say that if we have had full 

data protection, the solution would have been entirely based on consent. But the system is not 

based on consent, and we have the right [of the patient] to reserve [against the Natural Core 

Journal] for the reasons of patient security – and the patient security was a very heavy thing 

… There is a social consideration here. It is a very difficult way to go, if you establish a 

health registry without patient consent, you still provide a patient with the right to reserve/opt 

out, which one should have anyway.” In an earlier interview with me in November 2012, she 

told me the following: “When you put in place a complicated information- and 

communication technology with multiple service offerings, you cannot simply ask for 

consent, because it is difficult for people to understand what they are agreeing to.” Thus, for 

consent-giving, the patient should understand how the health data would be processed. In 

order to understand that, the patient should be informed about that in full, otherwise the given 

consent might be claimed invalid. 

Although the National Core Journal, due to its objectives, triggered the introduction of the 

patient right to reserve against this technology, the reservation-based nature of the 

information system is an effect rather than a cause to it. The cause remains patient consent – it 

has just been shaped by the enhanced value of the health and life of the patient, which the 

high health data flow may strengthen due to technological development in Norway, because 

professional patient journals can now communicate more than before and the most vital data 

in them can be stored in one place and be protected by proper security mechanisms. The 

reshaped patient consent in this situation still possesses the necessity of the informed subject – 

without being informed, it is not applicable to talk about a patient consent. Thus, the reshaped 



 
 

form of the patient consent cause – the right to reserve oneself against the National Core 

Journal – still possesses the quality of informed subject, but only in the discussions of the 

experts in the design work. The Bylaw on the National Core Journal does not contain a legal 

requirement to inform a subject about what may happen in case of reservation. The right to 

reserve is sharply stated in §3 par. 2: “The registered has a right to reserve oneself against 

processing of health data in the registry”, but the grounds to consider such a reservation 

received as valid are missing in the norm. 

“Consent is required, first of all, on how the health data is to be used”, claimed the ex situ 

expert in the branch-regulation of information security, the Norm. One can gain this consent 

“from approval by user of the provided user conditions” of an information system. The notion 

of informed consent was first raised in the design work by the Data Protection Commission 

(“Personvernkommisjonen” in Norwegian) in 2009 in a report about existing law and the need 

for changes for the establishment of the National Core Journal that in its objectives at that 

time was illegal. In the middle of 2011, the Norwegian Directorate of Health came back to 

this issue, saying that, since in accordance with the law a granted consent may be taken back, 

a proper alternative to it would be the right to reserve against the National Core Journal. The 

strongest critique regarding the right to reservation was provided by the Norwegian 

Psychological Association on spring 2012: health data about mental issues was considered 

especially sensitive, that the right to reserve was not enough – there should have been an 

option for a patient to object to the creation of a core journal. Rejection of a core journal 

would be a threat to the patient’s life in other situations, as the Norwegian Directorate of 

Health immediately responded. However, with the proposal of the right to reserve against the 

National Core Journal by the Norwegian Directorate of Health in 2011, the Data Inspectorate 

introduced the quality of the informed user to the right of reservation – this is “an order to 

make it real”, which entitles the patients for their own data protection, as patient consent. The 

idea was supported by the Sandefjord municipality in early 2012, which highlighted that there 

should be responsibility imposed for providing information to the users about the right to 

reserve and its consequences: information should correspond to the skills of users, and the 

data controller, who was the Norwegian Directorate of Health, “should be responsible for 

ensuring the informed right to reserve”.  

Within two months of this suggestion, the Directorate received a letter from a local general 

practitioner supporting the informed right to reserve and relating it to the value of data 

secrecy, which health personnel protected as their professional duty. In the middle of 2013, 

the Norwegian Medical Association proposed issuing national guidelines about the informed 

right to reservation/opting out, because it should be naturally “built on patient consent” and its 
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quality of the informed user. Simultaneously, the Consumer Council published its own 

opinion, claiming that information about the National Core Journal and patient rights should 

be granted not nationwide, but individually, because there were some groups of patients who 

were more vulnerable than other, and that minors should be seriously considered too. 

Being an informed user of the National Core Journal meant being versed not only about own 

set of rights, but also about the functionality of the system – what button to click on in order 

to exercise legal rights. The first with this initiative was the Ministry of Government 

Administration, Reform and Church Affairs in spring 2011. It replied to the consultation 

paper on establishment of the National Core Journal by the Ministry of Health and Care 

Services in early 2011 that “full information about technical management of the system must 

be provided to its users”, especially to the weakest ones – patients. The Ministry of 

Government Administration, Reform and Church Affairs related its suggestion to the idea 

published earlier that health data could be blocked by patients, if they wanted to. In the late 

spring of 2012, the Data Inspectorate added to the initiative of informing patients that they 

should also know that blocked data would be stored anyway and recorded with the 

technological possibility of the patient to check whether someone ever had sight of it. The 

Oslo University Hospital, in turn, in summer 2012 complemented the idea that the patient 

should be informed that not everything was electronic – there were still many documents 

remaining about the patient in analog form – as reservation/opting out, if done, would imply 

the digital form of the patient data. Consequentially, the National Core Journal gained a 

mechanism of patient consent registration with a field for stating the reasons why consent was 

not gained. 

In data extraction for pattern matching ‘from valued signal find legal attractor AND from 

valued signal find technological implication’, I used only four interviews, actual laws and an 

extensive review of documentary data, which brings up corrections to rule viii putting too 

much expectation on the interview dataset alone, which worked perfectly in case of 

HealthBook (section 4.1.3). The interviews were, however, primarily sources to find and 

guide the chains of relations in extracted meanings. For example, as it comes from an 

interview with one in situ expert, the phrases “you can reserve [opt out] yourself from the 

solution” and “…a reservation solution… is a very good choice… if we look at other 

countries that have chosen consent, no core journals were adopted”, we see that “patient 

consent” and the “right to reserve” are antipodes, where the former is causal for the latter. It 

means that in order to trace a legal attractor and the technological implications, we have to 

search data that is also related to the “right to reserve”. In an interview with another in situ 

expert, we find the following phrases: “if we have had full data protection, the solution would 



 
 

have been entirely based on consent” and “you cannot simply ask for consent, because it is 

difficult for people to understand what they are agreeing to”, which gives us hints for a 

subsequent relationship search. First is that a legal attractor might be found within the 

institute of “data protection”, and, second – “understanding” what people are agreeing to is 

exactly the sector of the “data protection” institute implying the meaning of being informed. 

I used laws when it was applicable. Since the “right to reserve” is regulated in §3 par. 2 of the 

Bylaw on the National Core Journal, I tag its content in continuation of what was already 

tagged about the “right to reserve” as an antipode to “patient consent” – it was 

“understanding” of what to agree to. Since the norm does not contain anything else except 

“the registered has a right to reserve themself against processing of health data in the 

registry”, I tag the absence of information about “understanding” as certain information. 

However, the word “processing”, as to information in §2 of the Act on Health Registries, is 

synonymic to the word “use”, which I see in the interview with an ex situ expert, who claimed 

“consent is required, first of all, on how the health data is to be used” with the addition “from 

approval by user of the provided user conditions” of an information system. “Approval” 

implies “understanding”, which should come from reading “user conditions”. All these words 

characterize informed consent, where the word “informed” is key. In checking this 

assumption, I look back to the documentary data, which provides me with such phrases as 

“should be responsible for ensuring the informed right to reserve” with uncertainty in the 

word “should” indicating a certain organization, and then “national guidelines about the 

informed right to reservation”, etc.  

However, it is challenging to deduce a concrete technological implication from those multiple 

statements on informed user due to its high uncertainty in the case of the National Core 

Journal. I would go for the closest and the most grounding relationship, namely “processing 

of health data”, which would imply having the health data stored and systematically accessed 

for healthcare provision purposes. This is technologically realizable in providing “full 

information about technical management of the system” and a consent registration field for 

stating reasons why the consent was not gained, as it was claimed in a document from the 

Ministry of Government Administration, Reform and Church Affairs in 2011. These 

technological implications also include the functionality for blocking the whole or parts of the 

health data against a specific healthcare employee or a group of health personnel.  

To sum it up, the shaping channel in this story would be ‘from “patient consent” found 

“informed user” AND from “patient consent” found “consent registration” for “access” and 

“processing” of the health data’. As it comes from the interview with the leading in situ 
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designer, to have patient consent as the only legal ground “would make the National Core 

Journal impossible” as in those countries, where access to e-health infrastructures is based on 

patient consent. Thus, the legal antipode to “patient consent” is the right to reserve against the 

National Core Journal, but even then the patient should be completely informed about the full 

set of services that this information infrastructure provides. To be informed about the right of 

reservation, or opting out, means also being informed about consent-giving. 

Shaping channel out of “centralization of information” 

The National Core Journal is a “central inter-organizational treatment-oriented health 

registry”, which “should contain a limited set of relevant health information that is necessary 

to provide proper healthcare”, as it comes from changes to the Act on Health Registry from 

22 June 2012 in preparation of the Bylaw on the National Core Journal. However, this 

definition is not stated in the bylaw itself, which was valid from 31 May 2014. The 

aforementioned legal act on changes in the Act on Health Registries introduced §6d especially 

for the National Core Journal to be regulated as one of many other health registries. In the 

latest possible version of the Act on Health Registries, from 1 January 2015, we do not see 

this special §6d anymore. Instead, both of the mentioned definitions of the National Core 

Journal and its main objectives are stated in §13 of the new Act on Patient Journals, valid 

from 1 January 2015. However, if we go back in time – into the memory for the National 

Core Journal (section 4.2.2), we would notice highly active discussions about §6d of the Act 

on Health Registries as a general norm for this information system, about the former §13 on 

the Act of Health Registries not allowing cross-organizational data sharing, and only very few 

suggestions about the National Core Journal in discussing the consultation paper on the new 

Act on Patient Journals. Why do we have then what we have in law? 

Content and data collection have been discussed for the National Core Journal since 2007, but 

only in late 2010 discussions began about such a core thing as it being “central”. Even the 

legal definition of this information infrastructure begins with the word “central”, as stated 

above. From the interview in November 2012 with the in situ expert in law for the National 

Core Journal, I learned that the legislation had been very difficult then, and parts of it had 

been heavily criticized. The Act on Health Registries was too “special” to allow technological 

development and it was also getting seriously old, having been in place for more than ten 

years. The lawyer said, that the Act on Health Registries “could not support current needs”, 

whereas they at the department “start with needs”. In June 2014, when I had another interview 

with this in situ expert, she told me more about the legal and the technical work – “we want to 

do everything at the same time. So, first there were healthcare needs – patient security – it 



 
 

was a typical reason for the National Core Journal to be.” Thus, the main purpose of the 

National Core Journal has been ensuring proper healthcare provision, what we can see from 

its legal definition. 

The in situ expert in law explained to me that a lot work on the National Core Journal has 

been conducted in an attempt to understand its legal status, which the information 

infrastructure has balanced in between: “The starting point is that journals are called 

treatment-oriented health registries, whereas other registries are for secondary use, though 

those are also called health registries. But the National Core Journal is an inter-organizational 

treatment-oriented health registry, so it is a health registry, and it is not a journal. This is an 

extract with some concrete data from patient journals, so it comes in addition to a journal. 

Yes, it is an addition to a patient journal. For patient journals, there is a documentation 

responsibility stated in law, but the National Core Journal is a system which comes in addition 

to usual journaling and has then its own law. So, a registry-in-addition or journal-in-addition, 

or “it comes in addition to the journal”, you can formulate.” Being a registry, but for the 

primary purpose of healthcare provision, made this information system search for its own 

legal niche, which was created for it by the Ministry of Health and Care Services in a 

legislative proposal to the Norwegian Parliament after rich information input from 

stakeholders at large. 

Thus, that “registry-in-addition” or “journal-in-addition” is a “central inter-organizational 

treatment-oriented health registry”. The relationship between the words “central” and “inter-

organizational” deserves a closer look. I have already mentioned above that in the course of 

the design work on the National Core Journal, §13 of the Act of Health Registries had been 

extensively discussed. This norm did not allow sharing patient data beyond the boundaries of 

a healthcare institution, where this data was stored and probably produced. The data 

protection legal institute had the value of integrity dominating over patient security and the 

need to provide proper healthcare. “You do not need to refer now to §13 of the Act on Health 

Registries”, the in situ expert in law for the National Core Journal told me in June 2014. She 

continued: “With the new Act on Patient Journals, §13 disappears, but it means that the data 

processor [“databehandler” in Norwegian] decides how the data will be accessible – whether 

it will be direct access or delivering/transfer [“levering” in Norwegian]. In addition, you 

should have a common system across organizations [“på tvers av virksomheter” in 

Norwegian]. Therefore, §13 falls out, and it is not that actual anymore. This paragraph has 

been broadly criticized [in the e-health sector], and, therefore, there is a freedom for other 

changes now. Now it is open for innovation – for secure systems across.” Key words are “data 
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processor”, and hence – “data processing”, and “across” as something grounding for 

understanding the combination of “central” and “inter-organizational”. 

Health data processing has been defined in the Act of Health Registries, §2 c), as “any use of 

health information, such as collection, recording, assembly, storage and delivery, or a 

combination of such uses”, what has a meaningful relation to the understanding of storage: in 

case of the National Core Journal – a centralized storage. From an ex situ expert in IT-law and 

advocacy in an interview about HealthBook in winter 2014, I, completely unexpectedly, 

learned the following: “[In 2000s], a technology was discussed where it would be a smart card 

on which health data would lie, but this one did not go further for security reasons and, 

instead, there were hopes imposed on the National Core Journal and distribution of the basic 

health data accessible to health personnel. I do not see contradictions between individuals 

having access to their own health data and health institutions having these health data.” He 

added afterwards that the National Core Journal became “an alternative solution towards 

electronic cards for health personnel sharing patient data for treatment purposes”. From here, 

we see that centralization of information was an idea, a need, or a cause, for a long time 

before the emergence of a concept for the National Core Journal, but this information as 

expert knowledge was put into the design work on this infrastructure by the Norwegian 

Directorate for Health only in 2010. Technologically, this particular cause could have had an 

implication for an electronic card for data sharing across healthcare institutions but, for 

security reasons – assumingly loss of sensitive health information – it was decided to design a 

centralized and united solution with one secure database, which became the National Core 

Journal. This would have implied secure data availability to health personnel working inter-

organizationally for ensuring patient security. 

To sum up, tagging such wordings as “patient security… was a typical reason for the National 

Core Journal to be”, “journals are called treatment-oriented health registries… but the 

National Core Journal is an inter-organizational treatment-oriented health registry… not a 

journal”, “a registry-in-addition or journal-in-addition” indicates the special legal status of the 

National Core Journal as an unconventional patient journal system that has its own 

developing legislation and, in general, has the norm of §13 in the Act on Patient Journals, 

which a while ago was §6d in the Act of Health Registries. The technological implication of 

the valued signal called “centralization of information” may be found in tagging the following 

wordings: “technology… where it would be a smart card on which health data would lie” and 

“distribution of the basic health data accessible to health personnel … access to their own 

health data”, “be direct access or delivering” and “a common system across organizations”, 

which would be secure storage and inter-organizational technological data availability.  



 
 

Thus, to claim in short, the shaping channel for the “valued signal” in this story would be 

‘from “centralization of information” found “a registry-in-addition or journal-in-addition” (or 

uncertain/unconventional legal status of patient journal) AND from “centralization of 

information” found “smart card” or “a common system across organizations” preceding’. 

Shaping channel out of “synchronization” 

While drawing the memory for the National Core Journal, I noticed that the element 

“synchronization” collected very few links and was not noticed in highly “hot” discussions 

among stakeholders, such as “right to reserve” or “ePrescription”, or “notification that the 

data has been accessed/seen”, or “transfer of patient data”, or “unplanned healthcare 

situations” – those incredibly dense nodes on the visualization (Figure 14). The element of 

“synchronization” looks unimportant on the visualized memory, but it is related via a link of a 

different color in t+34 with other elements of the memory, and, therefore, transfers 

information in its structure. Within the time tag t+34, “synchronization” collected four links 

with “multilevel”, “access to KJ all time possible”, “KJ does not substitute a patient journal” 

and “storing data in the local professional systems shall be the same as in KJ” (section 4.2.2). 

Synchronization was first mentioned in early 2011 by the Ministry of Health and Care 

Services in the consultation paper on establishment of the National Core Journal in the 

following context: “From a health personnel [user’s] perspective, the core journal could be 

perceived as an extension of the patient journal system. Viewing of core data must be logged, 

and users of the core journal must be clearly identified. In the system of the core journal, the 

core data could be made available either in separate tabs, fields or similar in the journal 

system, or accessed through “pressing a button” in its own journal system. There should be 

limited automatic updating of the core journal from the journal system, and correspondingly a 

small degree of automatic updating of the journal system from the core journal. Health 

personnel shall largely decide whether the information should be sent to, respectively, the 

journal system from the core journal or vice versa. The solution for synchronization of journal 

systems towards the core journal should be user-friendly.”  

In other words, communication between the professional patient journal systems used by 

health personnel was expected to pursue synchronization with the National Core Journal, and 

in this process, the common information infrastructure was expected to emerge and grow. In 

October 2011, the Norwegian Association of Midwives replied to the consultation paper 

adding that “one must ensure that data is updated continuously (synchronization),” which 

meant that the process of synchronization should have been realized in the update 
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mechanisms of health data. Simultaneously, as a reply to the consultation paper, the regional 

health organization Health Middle-Norway RHO claimed that if synchronization were to be 

pursued, “the core journal [would be] something that end users must deal with as a separate 

system”. Positioning the National Core Journal as a separate information system with its 

shapes of core journals seen from the local professional systems would differ from the 

expressed intentions on the “integration of information systems” at the beginning of 2011, 

earlier than “synchronization” was mentioned for the first time. 

Integration of information systems for the National Core Journal had been introduced as an 

idea into the design work a couple of months earlier than synchronization. It was a report by 

the Competence Center of IT in Healthcare (KITH) from March 2011, where it was 

considered without any hesitation that a strategy of integration would be developed between 

the National Core Journal and another national e-health infrastructure – ePrescription – for 

data exchange on drugs with input from the local systems of health personnel. The 

Competence Center of IT in Healthcare proposed using available standards for this aim, and 

that integration should have been a first priority. In October 2011, the Norwegian Directorate 

of Health, which has been arguing for the development of the concept and technological 

anatomy of the National Core Journal, published a contribution to the consultation paper, 

stating that it should have been clearly communicated that the required “synchronization 

process [should] take place in future, or import/export between the core journal and hospitals’ 

ordinary patient journals” and it should happen “in a way that the core journal, when 

accessed, should always be updated in any scenario”. The consultation paper on the proposal 

for a bylaw for the National Core Journal, which was later issued in January 2013, stated that 

“full synchronization with all prescribing modules of the electronic patient journals” would be 

a long-term aim. However, regardless of this clarification, the word “integration” has been 

repeated over 35 times by diverse stakeholders in the course of design work, maybe because 

this word is more frequently heard than “synchronization”, which was used only 10 times, or 

any other process of information infrastructure growth. 

What we hear from the directing in situ expert for the National Core Journal in the interview 

from September 2014 is highly important: “The National Core Journal is just a big integration 

solution. At first, we had to establish a reference group, which was used actively for 

development of this solution. Then, we collected a reference group at patient associations and 

one for health personnel associations with healthcare stakeholders, health organizations, 

municipalities and the very journal providers. This one we still have. There we discussed the 

solution including the integration issue. It was a very hot topic. Very many wished to 

integrate with the National Core Journal system as tightly as possible for the best-possible 



 
 

provision of experience for health personnel. Then we hoped of a minimum solution. We had 

not thought about integration as something to begin with. We used the reference groups to go 

to a completely new specification for the involved journal providers. This was first of all 

about a dialogue between healthcare providers and with journal systems providers. I can show 

you the integration [searching something in the personal computer].This is a button, which we 

have for the integration, and behind this, the system asks whether a patient has a core journal. 

If there is critical information about the patient, then the button is red in color.” When I asked 

about technical requirements for electronic journals in order to ensure the functionality of the 

button, the directing in situ expert on the National Core Journal replied: “Requirements for 

electronic patient journals are not about integration. I believe it has to do with functionality in 

the journal system, and it really looks so.” He added that at the Norwegian Directorate of 

Health they develop requirements for patient journal systems, but he sounded unsure about 

speaking of results and did not develop the answer. 

By interpretation of the interview and documentary data analyzed above, integration is about 

how the involved information systems communicate at the level of usability – with a button 

indicating the presence or absence of a core journal in a local professional journal system, 

whereas synchronization refers to how the systems technically communicate at the level of 

infrastructure. The infrastructure for the National Core Journal implies identification of 

patients and authentication of health personnel. This is because health data is considered 

sensitive by the Act on Personal Data, which requires the highest level of security in 

technologies processing such data. From public discussions since early 2009, the National 

Core Journal was expected to communicate with the Population Registry of Norway and the 

Health Personnel Registry in order to provide patient security measures. Moreover, since data 

on medication was also a part of the concept in relation to critical health data categories, the 

National Core Journal was expected to communicate with ePrescription in the infrastructure.  

The in situ expert who worked as a director in the section responsible for the National Core 

Journal clarified the following about its infrastructure: “There have always been problems ... 

Journal systems stopped working due to the National Core Journal. It would be a crisis if a 

healthcare service could not get the most important instrument if the systems had been 

integrated as they should … Therefore, organizations can turn off the National Core Journal 

as a right and say ‘we do not want the National Core Journal’ … The National Core Journal 

will fail, if ePrescription fails, and transfer of electronic prescriptions will stop until taken up 

again. It means that information would travel with delay … to the National Core Journal … 

but it is not the most worrying thing … But in terms of the Population Registry and the Health 

Personnel Registry, it is very critical that they come in. If these do not work, then the National 
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Core Journal does not either.” This in situ expert on the National Core Journal further 

explained that the Population Registry and the Health Personnel Registry had not been 

designed for any subsequent integration in the future, and therefore there were way too many 

technical things to change there. That is why, besides elaboration of requirements to 

functionalities in the patient journal systems at the lower levels of the infrastructure, a process 

was developed to manage serious events in communication with those systems running at the 

national level: “We hope that the technique will be as robust as possible, and we have trained 

ourselves to solve issues when they happen, and then we can manage others.” Learning 

experience from technical problems of systems that cannot be integrated contributes to the 

elaboration of strategies in synchronization for manageable functionalities. Synchronization 

as a technological strategy for the future has been in place since information systems that 

cannot integrate were created, but this strategy was realized in actions as soon as the broadly-

used term “integration” became technologically impossible. 

The leading lawyer in a legal group working on regulation proposals around the National 

Core Journal, and its in situ expert, claims that neither of the bylaws – on ePrescription and on 

the National Core Journal – dominate over each other: “The National Core Journal and the 

ePrescription system are two different information technologies, and it is difficult to talk 

about their particular levels [in comparison to each other]… But you see from the bylaws that 

they should be compatible, because the National Core Journal should have data from 

ePrescription, so the National Core Journal has a right to take data from there, and it shall be 

provided from ePrescription to the dependent National Core Journal.” The lawyer highlighted, 

that the hierarchy of laws was not a topic for just thinking about – the legislative proposals 

regarding the National Core Journal have been inspired by the needs and technological 

conditions in the public e-health environment, which have been regulated in special laws and 

bylaws that are hard to change quickly.  

One of the most obvious legislative implications of synchronization in changing laws and 

technological varieties is the document “The Norm” by the Norwegian Health Network 

(section 1.2). “It is based on valid law”, claims the leading in situ legal expert for the National 

Core Journal, “but goes a little bit beyond the law”. The lawyer highlighted that the 

Norwegian Directorate of Health has a duty to follow the Norm because of being a special 

member in the Norwegian Health Network. The Norm has also fact sheets and guidelines that 

are not obligatory, but spread a unified interpretation and desirable requirements for 

information systems for easier technological communication. 



 
 

A complex synchronization model behind the infrastructure for the National Core Journal has 

influenced the responsibilities of data controllers, who, as the ex situ expert in IT-law and 

advocacy noticed, “are hospitals or other healthcare institutions”. However, in the Bylaw on 

the National Core Journal, in §2, it is stated that “the Norwegian Directorate of Health is a 

data controller for the National Core Journal”. As we know already from the story about the 

“centralization of health information”, the National Core Journal is a treatment-oriented 

registry, and, therefore, has been generally regulated by the Act on Patient Journals since 1 

January 2015. This normative document, in §9, contains a norm that “two or more 

organizations can collaborate on treatment-oriented health registries. The organizations shall 

enter into a written agreement about: a) what the cooperation includes; b) how the patient or 

user rights must be safeguarded; c) how health information is to be processed and secured, 

also in case of changes in or cessation of the cooperation, and; d) data controller 

responsibilities.”  

If the Act on Patient Journals is general to the Bylaw on the National Core Journal, which is 

specific to the former and, therefore, dominant in power, then we can say that the Norwegian 

Directorate of Health has full responsibility for data control, but it may decide on cooperation 

in this and will redistribute responsibilities in this cooperation, based on an agreement. 

In the synchronization needs with the Health Personnel Registry for the authorization of 

health personnel, the Norwegian Directorate of Health decided on approving health 

organizations: “It is them [health organizations], who should say who needs access to the 

National Core Journal”, claims the directing in situ expert for this infrastructure. This is 

because “no volunteers work at emergency health services … and if we approve a health 

organization, and health personnel work there, they should be in the Health Personnel 

Registry”. Although, in law, it is not stated about the aforementioned distributed 

responsibilities of data controllers, they are conventionally agreed with situational details 

between a healthcare institution and the Norwegian Directorate of Health. An open question 

arises about the distribution of data-controller responsibilities with any other organizations 

involved in the synchronization process of the infrastructure of the National Core Journal.  

To sum up, I would claim that although the National Core Journal creates an impression of an 

integrated infrastructure, it is not so. From the interviews, it follows that there have been 

serious difficulties in the technical integration of information systems for the National Core 

Journal. Electronic patient journals have varied specifications and are delivered by competing 

providers in Norway, whereas the public-sector Health Personnel Registry and the Population 

Registry have not been designed for any further integration. “Synchronization” as a causal 
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element in the design work implies elaboration of the common requirements for technical 

functionalities and redistribution of legal responsibilities.  

The interview data reveals that defining data controllers in the relevant models of 

infrastructures in the synchronization process is difficult. The following wordings from the 

interviews and actual upcoming laws indicate this in the following phrases: “it is them [health 

organizations], who should…”, “if we approve a health organization, and health personnel 

work there, they should…”, “a written agreement about… data controller responsibilities”, 

“should be compatible”, “we have trained ourselves to solve issues when they happen, and 

then we can manage others”, “as robust as possible”. Technological implications from the 

“synchronization” as a valued signal are found in the following phrases: “an extension of the 

patient journal system”, “limited… updating of the core journal from the journal system, and 

correspondingly a small degree of …updating of the journal system from the core journal…”, 

“continuously”, “import/export between the core journal and hospitals’ ordinary patient 

journals”, “all prescribing modules of the electronic patient journals” and “the National Core 

Journal will fail, if ePrescription fails .... the Population Registry and the Health Personnel 

Registry… if these do not work, then the National Core Journal does not either...”  

In short, the shaping channel would be ‘from “synchronization” found “data controller” & 

corresponding responsibilities AND from “synchronization” found import/export of patient 

data in the infrastructure of the National Core Journal between local patient journals at health 

personnel, ePrescription, the Population Registry and the Health Personnel Registry’. 

Shaping channel out of “sensitivity of health data” 

Data on health conditions is considered sensitive in Norway and, therefore, requires the 

highest level of security in technologies processing this data. The Act on Personal Data 

regulates the legal status of health data in the norm of §2 8) c) and refers to subsequent rules 

related to internal control inside organizations providing such services that are based on 

processing health data.  

In the due course of changes in the Norwegian legislation around the National Core Journal, 

the norm on sensitivity of health data has not been changed, though it was not made more 

specific, either. Instead, discussions about structure and content of health data as critical for 

exercising proper healthcare while using the National Core Journal have taken place among 

all of the stakeholders, who were coded as experts in the memory of the design work (section 

4.2.2). In addition to processing data on critical overreactions and allergy, implant data, 



 
 

infections, diagnosis data, and data on changes in treatment routines and the patient’s will on 

these changes, there was suggested to include in the National Core Journal data on 

reservations, blocking and plans for further treatment. Subsequently, it was also proposed to 

add data on manual therapy, weight and height of patients, their blood type, genetic data, data 

on electric cardiograms, on activity in the core journal, on radiologic analyses, on dental 

issues, on seriousness within a certain treatment period, on emergency situations and follow-

up treatment, on transportation needs, on having dementia, or on any specific sicknesses and 

family sicknesses, etc.  

Extensive discussions about what data to include into the National Core Journal are 

completely traceable in the visualized memory (section 4.2.2) in time and in relationship with 

other elements, including so-called “minus elements” when something suggested before was 

proposed to be rejected or deemed to be irrational for further consideration. These numerous 

discussions raised the problem of “seriousness” in having a certain type of data in accordance 

with actual objectives of the National Core Journal, control over health data quality and 

approval of its “seriousness”, rights to access it in case the patient has blocked some or all of 

data in the information system, and levels of data importance for the right of the patients to 

reserve themselves against this IT solution. 

The leading lawyer in the design team for the National Core Journal, who was an in situ 

expert, claimed in the interview that “developing this system has to do with referring to what 

is stated in the law … having a focus on both patient rights and data protection, and we begin 

with those requirements that are found to ensure that they are embedded in systems. And then 

you have also health personnel, who shall use the system, and this is to relate to rules about 

proper healthcare provision”. Since the norm on sensitivity of health information in the Act 

on Personal Data has been the one that remains unchanged since when the legal institute of 

data protection (“personvern” in Norwegian) dominated over the institute of patient security 

(“pasientsikkerhet” in Norwegian), which has now become more important for the National 

Core Journal, taking care of data protection has been seen as a technological necessity. 

The leading lawyer as the in situ expert in designing the National Core Journal proceeded in 

the interview regarding technological security measures as follows: “if it is very sensitive 

information that is processed, then very few persons have access to the database … in order 

not to pry into the matter. Here, the data controller has a responsibility for the solution to 

prepare a good system and good organization around it.” What was that database for, and the 

“good system” for it, I asked the in situ expert, a director in the section responsible for the 

National Core Journal, in September 2014. This “good system” was the national security 
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architecture for e-health services provided by the public sector – for a unified security 

solution and organization behind large information systems with defined objectives. The 

database for the national security architecture is located in Norway, as far as I managed to 

learn, but more information on this issue could not be provided for the sake of security.  

The ex situ expert on the Norm, namely its secretary at the Norwegian Directorate of Health, 

claimed that professional service providers, including those of e-services in healthcare, 

always act with responsibility in following legislation. Public e-health services should serve 

as means to exercise the rights of ordinary users and patients. The leading patient right is the 

right to equal access to health and care services of proper quality, which is granted by §1-1 of 

the Act on Patient and User Rights, with corresponding responsibility of individuals with 

special legal status – health personnel – entitling the latter to realize this patient right in 

“performing their work in accordance with the requirements of professional responsibility and 

diligent care that can be expected based on their qualifications, the nature of work and the 

situation in general”, as stated in §4 of the Act on Health Personnel. The database of the 

security infrastructure is obviously not the private property of patients, and it composes a part 

of the professional services provided by the public sector. In Norway, as the ex situ expert on 

the Norm told me, patients do not have a legally-regulated right to private property over their 

own health data – as originally such data is produced by the professional service providers, 

and then “if you get a copy of your health data, it is not already public-sector data, it is yours, 

you can do whatever you want with it … In Norway it was decided that a patient has a right to 

dispose of own health records. This right belongs to the patient.” Safety of health data stored 

in public-sector infrastructures is implied, and the corresponding right of the patients in this 

case is the right to dispose of their own data.  

The ex situ expert for the National Core Journal, a leading secretary for the Norm at the 

Norwegian Directorate of Health, claimed in our interview in December 2014 that “as official 

service providers we have a responsibility to follow legislation”. Therefore, sensitivity of 

health data for the National Core Journal is not that legally problematic for official service 

providers. Corresponding technological solutions address the expansion of legal matters in 

relation to sensitivity of health data in a more secure localization of hardware and in software 

security mechanisms around the hardware for underlying infrastructures in the public e-

health, including the National Core Journal. In addition, the interview this ex situ expert 

stated: “We build the Personal Health Archive technology as a professional service delivery. 

In this case, the service provision shall be built upon health law and data protection law 

already in the healthcare sector. If you receive and collect all your personal health data and do 

it on your own equipment, then the data protection law does not apply … We now begin to 



 
 

deliver professional services which are of no pay by users. If services are free of charge, then 

the legislation is in force. Private e-service providers shall store there data secured. A personal 

archive will be given for e-services providers … Taking measures for proper security 

mechanisms corresponds to the duty of proper healthcare provision, after all.” 

It is interesting to highlight from the interview storytelling that the valued signal of 

“sensitivity of health data” also indicates “e-service providers” in a way that is similar to the 

concern “e-health service providers” indicated as a legal attractor in the case of HealthBook, 

but in the design work on the National Core Journal this was not an uncertainty – the public-

sector IT call themselves “official” and they “have a responsibility to follow legislation”, have 

“a responsibility for the solution to prepare a good system and good organization around it”, 

and also refer “to what is stated in the law … to ensure that [patient rights] are embedded in 

systems … [and that] health personnel, who shall use the system … relate to rules about 

proper healthcare provision.” The valued signal “sensitivity of health data” has indicated in 

the documentary part of the dataset that it was difficult to determine legally what eventually 

to refer as “health data”, whereas the interview part of the dataset indicated the concern of the 

“a right to dispose of own health records” by patients in the lack of the right to property over 

it and, therefore, the need to ensure a “good system and good organization around it [health 

data]” and to “store there data secured” with technological implication in the “the Personal 

Health Archive technology as a professional service delivery”, which “will be given for e-

services providers”, because this would ensure implementation of the “data protection law”, 

since “if you …collect all your personal health data …on your own equipment, then data 

protection law does not apply”.  

In other words, the shaping pattern in this set of narrative acts in interviews would be the 

following: ‘from “sensitivity of health data” found ownership of hardware in architecture to 

protect the “right to dispose of own health records” by patients AND from “sensitivity of 

health data” found national security architecture with the Personal Health Archive’ as another 

separate case to consider as one offering e-services for storing private health data. 

Shaping channel out of “control over data by patient” 

“Control over data by patient” as an information element was first introduced into the design 

work by the Norwegian Directorate of Health in early 2008 in anticipating changes expected 

in law for the realization of the technological concept of the National Core Journal as an inter-

organizational treatment-oriented health registry. Control over data by the patients as a 

technological principle expands the right to access/view (“innsyn”) their own health data from 
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§5-1 of the Act on Patient and User Rights to the emergence of the right to access/view 

logging data (“innsyn i logg”) with names, time and occupation of those who have looked at 

the patient data in the National Core Journal, the right to block some data or the whole core 

journal against any access/view from health personnel or specific healthcare employees who 

were eligible to doing so.  

The right to reserve oneself against the National Core Journal solution has also been inspired 

by the information element of control over health data by the patient. “The right to self-

determination is the right to control one’s own health data”, claimed the leading lawyer and in 

situ expert in the design work on the National Core Journal: “… this is the data protection 

area”. The ex situ expert in elaboration of the Norm at the Norwegian Directorate of Health 

supported this conclusion: “Control over one’s own data is a key issue. Information security is 

of high importance. You get extra problems particularly connected to data protection … and 

the total cost is high.”  

We find the right to self-determination, or the right to control one’s own health data, is in the 

main law on patients – the Act on Patient and User Rights, in §4A-1. It is expressed as 

follows: “Healthcare help should be organized with respect for the individuals’ physical and 

mental integrity, and as far as possible be consistent with the patient’s right to self-

determination.” Simultaneously, in §9-1 par. 2 of the Act on Health and Case Services, we 

find this legal matter one more time: “offering services must be organized with respect for the 

individual’s physical and mental integrity, and as far as possible in accordance with the user’s 

or patient’s right to self-determination.” In other words, right to self-determination based on 

the granted control over data by the patient guarantees the human value of autonomy. 

The set of mentioned rights with corresponding technological options, as I assume from the 

interview with the leading lawyer and in situ expert of the National Core Journal, comes from 

the right to access/view one’s own heath data ever fixed in patient journals. This right is 

regulated in §5-1 of the Act on Patient and User Rights as follows: “The patient and the user 

has a right to access/view own health records with attachments and has, on special request, 

the right to a copy of those.” The in situ legal expert claimed: “In terms of access/view, this is 

the grounding patient right, which one has, and then there came the right to access/view 

logging data, which one gets [with a created core journal]. I don’t know where the idea came 

from in the beginning, but this is a legally fixed right, which you have … the National Core 

Journal came, and it became obvious that this right is valid for this system as well … when 

you make a solution, and this is the Norwegian Directorate of Health, who makes the solution, 

the lawyers here take care that the solution corresponds to the valid rules.” This valid rule, 



 
 

therefore, is the right to access/view one’s own data, which has been further shaped by the 

functionalities of the National Core Journal on the data control needs into the right to reserve 

oneself against the solution and any health personnel, the right to block data and the right to 

access/view the logging data on those who have seen the health data. 

Human autonomy as a value is also respected via the implication of the right to access/view 

logging by the very health personnel – in particular, supporting the autonomy of health 

personnel in their work from possible tensions with disgruntled patients. The director of the 

National Core Journal and the in situ expert claimed in our interview in September 2014: “We 

have changed the solution based on feedback from health personnel … we experience worries 

now from health personnel around identification registration. Registration of identification is 

when you go to the Public Health Portal [Helsenorge.no] and see who has had access/view [to 

your data], and this is something health personnel have been worried about … that patients, 

who became angry with bad treatment or anything else that made them dissatisfied with 

something, would react … So, therefore, we had a process, where the Ministry of Health and 

Care Services, health personnel and the technology-responsible experts, etc., who were 

involved to come up with changes in the solution, decided that the technology does not 

identify the names [of respective health personnel] earlier than in a week from the date when 

the patient received the treatment. This is done in order to reduce affection of the patient, and 

to give the patient a week to calm down in case of dissatisfaction with the treatment. But there 

is also a legal requirement to know who provided the treatment. Thus, there is a balance 

between concerns for health personnel and legal requirements to the patient rights, more or 

less, of the rights of residents.” In other words, the autonomy of health personnel to provide 

health services, which may have individual consequences on bodies, is technologically 

protected to encourage proper concentration by the health personnel on professional duties, 

regardless of the need for full control by patients over their own health data. 

To sum up, I can claim that “control over data by patient” may be recognized in tagging such 

phrases as “the right to self-determination is the right to control one’s own health data” and 

“control over one’s own data is a key issue … you get extra problems particularly connected 

to data protection”, “in terms of access/view, this is the grounding patient right”, which 

causally underlies the right to access/view one’s own health data, as stated in the Act on 

Patient and User Rights and the Act on Health and Care Services. Emergence of the National 

Core Journal as an information infrastructure for storing and sharing critical health data 

among health personnel for proper healthcare provision triggered the dispersion of the right to 

access/view into a set of sub-rights including “the right to access/view logging data” with 

technologically corresponding implication in “identification registration”, which is also 
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“registration of identification … when … you see who has had access/view [to your data], and 

this is something health personnel have been worried about…”, which, in its turn, shaped the 

design of the “solution so that it does not identify the names [of respective health personnel] 

earlier than in a week from the date when the patient received the treatment”. This solution in 

a loop shaped back the modified right to access/view (“innsyn”), which is the right to 

access/view logging data (“innsyn i logg”) in the technology of the National Core Journal.  

Thus, the shaping channel for the valued signal of the “control over data by patient” is the 

following: ‘from “control over data by patient” found emerging patients’ rights to govern 

their own information elements in particular by the “right to access/view logging data” AND 

from “control over data by patient” found “solution so that it does not identify the names [of 

respective health personnel] in a week” to encourage the balance of the autonomy of the 

patient and the healthcare personnel’. 

Shaping channel out of “automatic update” 

Just like “synchronization”, “automatic update” has not been a topic of heated discussion 

within the 120 documents exchanged among the design work experts for the National Core 

Journal, and the visualized memory demonstrates this (section 4.2.2). “Automatic update” as 

information has been a visionary expectation since October 2011: the regional health 

organization Health West introduced “automatic update” as something necessary for getting 

the most fresh and relevant data about potential patients, and data at large about chains of 

healthcare provision in Norway. In contrast to this suggestion, also in October 2011, 

automatic update had been opposed by the Competence Center of IT in healthcare (KITH) 

claiming that data reported to the National Core Journal required control and quality 

evaluation first – before its update would be allowed – and that there should be differentiation 

made between the duty to report data to the patient journal, as was required by law, and the 

new duties emerging from the special character and objectives of the National Core Journal. 

The KITH representatives stated in their opinion letter: “When health personnel registers data 

in an electronic patient system, which is also covered by the duty to report data to the 

National Core Journal, then the electronic patient journal system must in its own way and in 

time notify the responsible health personnel that there has been changes made that are subject 

to the reporting. The responsible health personnel should then be able to assure the quality of 

health data before it gets transferred to the core journal.” In other words, mechanisms for 

assuring health data quality should have been designed in the infrastructure of the National 

Core Journal, starting with the local patient journal systems, in order to support the duty to 

report vitally important data to the level of inter-organizational access.  



 
 

Simultaneously, the Ministry of Health and Care Services commented: “The role of a 

responsible [person/organization] for journaling is not optimal today. The National Core 

Journal will never be better than the primary source. It is therefore crucial that the primary 

sources are updated and quality assured regularly. It cannot be up to each healthcare employee 

to decide what information should be stored where. This must be defined clearly. Otherwise 

the content and quality of the core journal would suffer. There must be equal understanding of 

what should belong to a patient journal and what should belong to a core journal.” In other 

words, the function of automatic update in the National Core Journal would require from law 

elaboration of clear and equally understood norms on what data should be kept at the level of 

the local patient journals and what data should be transferred to the National Core Journal 

without hesitation. Only after these clarifications can one claim certain responsibilities in 

duties by health personnel to report critical health data to the information infrastructure. 

In addition, the Norwegian Association of Local and Regional Authorities claimed in its 

opinion letter that data control routines of health data transfer should be elaborated as 

necessary to support work by health personnel, because deciding about data to be transferred 

to the National Core Journal should never be a voluntary and creative solution. Interpretation 

of health data should not take place. Subsequently, the Norwegian Medical Association 

expressed an opinion that there should be no editing options to the health data to be delivered, 

presumably in order not to misinterpret it. The National Centre for Emergency Primary Health 

Care added to this that, in elaboration of mechanisms on automatic update, one should focus 

on the minimum, but make it good: the data should be correct and accessible when necessary. 

In January 2013, the Ministry of Health and Care Services formulated finally in the 

consultation paper about the Bylaw on the National Core Journal that automatic update would 

be a technical function in communication between this system and electronic patient journals. 

The in situ expert in directing the National Core Journal as a concept and technology at the 

Ministry for Health and Care Services claims in our interview in September 2014 that they 

had actually tried “to collect data automatically, but what is lying out there structured and can 

be extracted with good data quality is very limited.” He added the following:  “So, I took a 

stand that issued drugs and contact data with specialists should be automatically delivered, 

and there’s really no filtration … you really see what was reported. If there is something 

wrong there, then, of course, it is up to manual use, if there is a particular area that is disputed. 

In the National Core Journal, critical information has no source to be drawn from, so there are 

many sources that are unstructured, and they have very different data quality. If we cannot 

retrieve data automatically, we must at the moment do things manually. And it is not 

something popular … Regarding challenges across the automatic update, we have very little 
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experience with it, but now you have got this problem with ... minimal interpretation … we 

have tried to strike a balance between information and the quality: if there was anything that 

the patient has said, and it was a laboratory test that shows that this was true, etc. … We 

would like to get more from those who had quarrels with it in the field … We have gone from 

where there are differences in what a doctor can and cannot do, and your doctor may have 

limited opportunities. It may be very difficult to see in general when the patient had an 

allergic reaction to something and one may conclude that it was based only on the context 

where the health personnel work.” As it seems from these words, technological challenges 

behind “automatic update” demonstrate the problem of the poor structural organization of 

health data in the healthcare sector. Therefore, one just cannot require unified responsibilities 

from health personnel in use of the National Core Journal. First, technological challenges 

should be solved in practice, and maybe a number of patients would suffer from that until data 

delivery routines have been elaborated in the National Core Journal. So far, responsibilities 

for medical errors based on the quality and structure of critical health data in this specific 

infrastructure cannot be determined clearly and, hence, required in healthcare. 

To sum up, we can conclude that to trace a shaping channel via the valued signal named 

“automatic update” was a challenge in the use of the interview dataset, because only one 

interview with an in situ expert had data in it. However, we must acknowledge that 

“automatic update” has not been a hot topic for discussion even in the documentary dataset – 

this element, as all elements of the memory, is just an informational building block in the 

process of work on the technology. The difference between information and knowledge is 

principally important: information is signals out in the environment which become knowledge 

only if received, understood and processed over time. Therefore, we cannot expect 

information always being registered in the interviews because interviews contain basically 

expert knowledge, which is information received, understood and processed after several 

months or years of work, as in case of the National Core Journal.  

Documentary data also contains expert knowledge, but since it was produced much earlier 

than the interviews, it transfers more uncertainties and, together with them, bits of information 

about e-health sector, technological methods, principles, software and hardware achievements 

at large, etc., in attempt to relate it to the design work on the National Core Journal without 

necessarily realizing the adequacy of this information as knowledge seeds. It is exactly 

information that determines dynamism in the design work – the complexity of information. 

Analysis of the dataset around the element “automatic update” made me specially refer to the 

documentary data due to the problematics of the technological functionality and the lack of 

solutions to realize it, as found in the interview data. 



 
 

Information in the document dataset and the interview data were used equally, from which I 

can conclude that tagging related to the “automatic update” may be done for the following 

phrases: the “system must in its own way and in time notify the responsible health personnel 

that there has been changes made that are subject to the reporting”, “primary sources are 

updated and quality assured regularly”, “regarding challenges across the automatic update, we 

have very little experience…”, “critical information has no source to be drawn from”, “the 

National Core Journal will never be better than the primary source”, “collect data 

automatically” as related to “what is lying out there structured and can be extracted with good 

data quality is very limited…” Legal concerns in relationship to “automated update” may be 

tagged from such phrases as “the responsible health personnel” in relation to “notify … that 

there has been changes made that are subject to the reporting”, “the role of a responsible 

[person/organization] for journaling” in relation to “is not optimal today”, “it cannot be up to 

each healthcare employee” in relation to “decide what information should be stored where” 

and “this must be defined clearly”; “there must be” in relation to “equal understanding of 

what should belong to a patient journal and what should belong to the core journal”. 

Technological implications of the “automatic update” would be tagged in the phrases “it is up 

to manual use” towards “a particular area that is disputed” and “issued drugs and contact data 

with specialists should be automatically delivered”.  

Thus, the shaping mechanism in the valued signal of “automatic update” is the following: 

‘from “automatic update” found responsibilities of health personnel for health data processing 

and duty to data transfer in the infrastructure of the National Core Journal AND from 

“automatic update” found automatically delivered data on drugs and contact with specialists’. 

4.2.4 Partial confirmation of the hypothesis 

I remind that, for the purposes of generation and replication of a systems approach to studying 

the phenomenon of mutual shaping between technologies and law, a hypothesis was 

formulated as follows (section 4.1.4): 

Attractors in the national legal environment are shared 

among design works on different technologies 

Attractors in the legal environment are conceptualized in this research as unstable points of 

information input, legal uncertainties in meanings or legal forms that influence decision-

making about a technological implication in trajectories of social behavior in the due course 

of design work. These trajectories establish shaping channels (Kauffman, 2002) between 
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technological implications and law via so-called “valued signals” (Holland, 1992) of 

information in the complex adaptive design work processes. The legislative system of 

Norway is a regulatory environment shared by the technologies of HealthBook and the 

National Core Journal – this is objective reality which is conceptualized in transdisciplinarity 

as a “relationship package” (Mitchell, 2001) or as a large complex adaptive system (Kovács 

& Ueno, 2004; Ruhl, 1997) with nested environments of other systems (Fleming & Sorenson, 

2001; Schneider & Somers, 2006), such as design works. In section 4.1.3 there were extracted 

legal attractors with corresponding technological implications in the design work on 

HealthBook, and in section 4.1.4 within rule viii there was formulated a structure of a shaping 

channel between technology and law as ‘from valued signal find legal attractor AND from 

valued signal find technological implication’. Replication of the systems approach – where 

shaping channels from the dataset of another case have to be found for subsequent 

comparison of the information content in legal attractors – stipulated emergence of rule ix. In 

application of this rule, I have to compare the content of shaping channels in both cases and 

conclude whether the hypothesis may be confirmed. 

Application of rule ix: From the results of each part in section 4.1.3, I can remind the reader 

that the shaping channels in the design work on HealthBook would be the following (legal 

attractors in them are highlighted by italics): 

 from “anonymity” found “informed user” AND from “anonymity” found “username”, 

“password” and “Health Personnel Number” for the mechanism of user creation and login 

 from “simplicity & security” found “responsibilities of the service provider” AND from 

“simplicity & security” found “security framework” for a simple sharing mechanism 

 from “being beyond the law” found “data controller” & corresponding responsibilities 

AND from “being beyond the law” found “lack of database” to “avoid being a health 

registry” by the technology 

 from “research status” found balancing between “patient journal system”, “health 

registry” and a third, commercial version in unclear legal status of journal systems AND 

from “research status” found “server at the department” & “a service layer” & 

“programming language” for subsequent modifications 

From the results of each part in section 4.2.3, I remind that the shaping channels in the design 

work on the National Core Journal would be: 



 
 

 from “patient consent” found “informed user” AND from “patient consent” found 

“consent registration” for the health data “access” and “processing” of the health data 

 from “centralization of information” found “a registry-in-addition or journal-in-addition” 

(or uncertain/unconventional legal status of patient journal) AND from “centralization of 

information” found “smart card” or “a common system across organizations” preceding 

 from “synchronization” found “data controller” & corresponding responsibilities AND 

from “synchronization” found import/export of patient data in the infrastructure of the 

National Core Journal between local patient journals at health personnel offices, 

ePrescription, the Population Registry and the Health Personnel Registry 

 from “sensitivity of health data” found ownership of hardware in architecture to protect 

the “right to dispose of own health records” by patients AND from “sensitivity of health 

data” found national security architecture with the Personal Health Archive as another 

separate case to consider this one as offering e-services for storing private health data 

 from “control over data by patient” found emerging patients’ rights to govern their own 

information elements in particular by the “right to access/view logging data” AND from 

“control over data by patient” found “solution so that it does not identify the names [of 

respective health personnel] in a week” to encourage the balance of the autonomy of the 

patient and the healthcare personnel 

 from “automatic update” found responsibilities of health personnel for health data 

processing and duty to data transfer in the infrastructure of the National Core Journal 

AND from “automatic update” found automatically delivered data on drugs and contact 

with specialists 

If we compare the legal attractors in the cases of HealthBook and the National Core Journal, 

we see that three of them are shared: 

 informed user (with complications about how to make this happen) 

 unclear legal nature/status of patient journal systems 

 data controller (and corresponding responsibilities, especially their distribution) 

These attractors are actual issues in the Norwegian legislation in the period of time overlap, 

when both design works took place. The attractors are unstable information points which, by 
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the authoritative nature of law, require decision-making on technological implications. 

Technological implications are responses to corresponding attractors, but these responses take 

diverse forms due to legal uncertainty in the attractors, and because of that the technological 

implications transfer informational certainty back to the legal regulation – this becomes 

referential practice: 

 username, password and Health Personnel Number employed for the mechanism of 

user creation and login without technical identity verification with full consent versus 

mechanism for data access and processing designed conditionally on consent 

 a temporary server at the department, a service layer and a programming language for 

a cloud-computing solution versus conceptualized smart electronic card as a ground 

for the creation of a common system inter-organizationally 

 lack of own database for storing health data in the architecture in order to avoid being 

a health registry versus import/export of patient data in the infrastructure of the 

National Core Journal among local patient journals at health personnel offices, 

ePrescription, the Population Registry and the Health Personnel Registry in enhanced 

technological communication in the information infrastructure 

The hypothesis – that attractors in the national legal environment are shared among design 

works on different technologies – has been confirmed partially: three “attractors” from four in 

the first case are shared with three from six in the second. The systems approach in this thesis 

does not imply going beyond datasets, and in further attempts to confirm the hypothesis one 

should use a third, fourth or more cases of design works that would have informed the rules. 

In this situation, such datasets should be chosen as informing the researcher about cases 

taking place in a time overlap with those two studied in this thesis. The overlaps may extend 

the total time frames case by case. The research as such may be extended in qualitative 

interpretive direction in discussing the shared attractors and finding confirmation on their 

actuality and uncertainty in news and actual legislative observations. Let us look at the 

ongoing debates in the environment about the three shared attractors – “informed user”, 

“nature of patient journal systems” and “data controller”. 

The legal uncertainty “informed user” shared in the environment 

In terms of the uncertainty about the informed user, this is still an issue of what to consider as 

such. Based on existing laws and understanding of how fast information can travel by the use 

of information technologies, the Askøy municipality, for example, has developed their own 

document form on requesting informed consent from the users of its services with the 



 
 

following criteria of being “informed”: realizing what data is going to be shared, how the data 

would be used and what consequences there might be, acknowledging that there cannot be 

more data shared than is necessary, acknowledging the right to object to sharing some data 

with certain professional environments or certain persons, and realizing that restrictions to 

shared data might lead to changes in providing services and the process of realization of the 

planned actions (Askøy, 2015).  

From the datasets of the studied cases – HealthBook and the National Core Journal – I can 

claim that it was hard for the design work experts to figure out solutions on how to inform the 

user about the consequences of their health data use in these information infrastructures, since 

it was highly uncertain what these technologies would consist of and what preliminary results 

in use they might have. It was also highly uncertain who had to take responsibility for 

ensuring that users are eventually informed. From both of the cases, I cannot prepare a list of 

what the experts considered being contents of the “informed user” phenomenon: only scarce 

ideas on being informed about where the data is located, responsibilities of those who should 

inform the users, tools how to do that – e.g. on the creation of an account or in the course of 

first-time use, and information on technological functionalities and architecture of the 

infrastructure. Neither of these ideas on what to consider an “informed user” do we see in the 

list of the “informed user” criteria from the Askøy municipality. This means that both 

information infrastructures of this study – HealthBook and the National Core Journal – may 

keep on playing with their own technological combinations and, by the end, establish their 

own criteria of the “informed user” in response to this legal attractor. 

As to the most recent debates on regulatory issues, from beyond the collected dataset used in 

this study (section 3.3.), Proposition 106 L “About changes in the Act on Health Registries 

(municipal patient- and user registries)” of the Ministry of Health from 15 April 2016 

contains an explanation of what “information requirement” of the patient or user implies to 

ICT: this is “making decisions, based on own values and wishes”, which necessarily becomes 

the right of the patient, and involves user consent and their consent-giving competence. The 

Ministry states in the document that many patients and users of ICT for healthcare, especially 

those in need of care, have reduced consent-giving competence. This involves a significant 

risk that not all patients or users will be asked to give their consent for their health data 

processing. To solve the uncertainty of the definition of the “informed user”, the Ministry of 

Health proposes extensive use of technologies: “the Ministry believes that encryption, access 

governance, control, the right to access [“innsyn”], logging and other measures will limit 

intervention in privacy in a good way. Encryption and access management and control will 

prevent the information from being snatched and ensure that the information only be used for 
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the purpose of the registry [that is the municipal patient- and user registry].” The Ministry has 

also expressed its hope that the complexity of the technological measures used will eventually 

result in clarity about what data it is processing, and the patients and users will be informed 

from this information: “Measures that define the access rights and logging will mean that the 

registered [persons] will be able to know what information is stored about them, what this 

data is for and who gets to see it.”  

Similar ideas about how to cover the uncertainty about the “informed user” is also found in 

the Communication to the Parliament nr 27 “Digital Agenda for Norway: ICT for an easier 

life and increased productivity” (2015-2016). The document contains a reference to the report 

by the Data Inspectorate in 2014, where they claimed to have found a series of challenges in 

the public sector in terms of internal control of the personal data processing and information 

security. Solving these challenges, as the Data Inspectorate implied, corresponds directly to 

the responsibility of the public sector to have an overview of what processing of the personal 

data the organization executes, and to take care of informing each person whose data is 

processed how it is managed. Thus, by knowing the technological aspects of the data 

processing in practice, the responsible personnel will be able to inform all those whose data is 

processed, how, and why this happens. 

It is also interesting to note that in “Digital Agenda for Norway”, the Ministry of Local 

Government and Modernization relates the value of being informed with the eventual value of 

personal data being processed. The Ministry states in the document: “It is difficult to 

determine the exact value of personal data. The value depends partly on the type of personal 

data in question, the context in which the information is collected, who collects it and for 

what use ... The combination of the vast amount of data collected by commercial actors, and 

the users’ low awareness of what is collected and used, challenges privacy.” The Ministry 

claims that the capacity to manage one’s own data and how to decide on it is directly relevant 

to the knowledge of the user about how the data is processed.  

Private-sector actors are heavily criticized in the Digital Agenda: as the Consumer Council of 

Norway found, most end-user agreements use applications with too many legal and technical 

terms, are over-long and difficult to read, and badly adapted to the common users’ level of 

literacy, which leads to the users accepting conditions they have not fully understood. This 

means that, in reality, the user is not informed about what the service providers do with the 

collected personal data. Such practices breach the requirements of the Act on Personal Data 

that consent shall be informed before data processing is allowed. The Consumer Council also 

found in its research of private-sector applications in 2014 that most of these applications may 



 
 

change their terms and conditions without notifying their users, collect data that is not directly 

relevant for the service, reserve the right to share the personal data with unspecified third 

parties, and make termination of user accounts highly difficult. 

In November 2015, the Data Inspectorate conducted its own research on private-sector 

applications, with the focus on advertising- and media-industries, and collected a list of the 

challenges that users meet. Based on this research, the Data Inspectorate formulated “a vision 

for an ideal world” expressed in the Digital Agenda for Norway. The main message of the 

vision is that the individual right to privacy is respected by all, where we “would be able to 

read newspapers and use other online services without a myriad of unknown companies 

looking over our shoulders; would easily be able to choose what information about us is 

collected and what it can be used for; could leave our information for one service so that it 

will not be used for any other purpose by another service; would be able to choose tracking-

free alternatives easily available to all; would be able to easily learn how our profiles actually 

look.” Though these are declarative statements, they characterize the information and 

knowledge of the experts involved in the relevant work on ICT and law, and the legal 

attractor of “informed user”. 

Based on the research of the Consumer Council and the Data Inspectorate, the Ministry of 

Local Government and Modernization proposed in the Digital Agenda two ways to solve the 

legal issue of the “informed user”. The legal way would be clearer requirements for what 

constitutes valid agreement and consent than exist at present. The technological way to solve 

the uncertainty about the “informed user” may have two options: to support the development 

of standardized terms of use and privacy policies; to design software that can analyze existing 

terms and conditions and provide the users with recommendations based on the users’ 

preferred privacy settings. 

From the aforementioned documents, we can clearly witness that the ICT is shaping the law 

in feedback by covering the uncertainty of the “informed user” based on its results of data 

processing, standardization options and possible data control by the user, and the 

formalization of this shaping might be already visible by the end of 2016 or the beginning of 

2017. The role of the National Core Journal in the process of ICT shaping law may well come 

from the practices of the implementation of this technology in municipal healthcare, as 

revealed in the responses. Initiatives from the private sector, which cares about its reputation 

after the Digital Agenda report, may well design forms for informing the users based on how 

their infrastructures actually communicate and function, and their accumulated computing 

practices. 
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The legal uncertainty “nature of patient journal systems” shared in the environment 

The legal concern regarding the status of patient journal system can be explained as follows. 

The patient journal has become more than health records for those who can read them and 

understand in professional language – it is not only a tool in daily routines for health 

personnel. In the age of the information society and the spread of information technologies in 

almost all areas of human life, the patient journal, as a collection of health data describing the 

status of health, has become one of the key resources of information for decision making 

about the person. In the Communication to the Parliament nr 9 “One resident – one journal” 

from 30 November 2013, the Norwegian Government sets a principle that patients should 

have electronic access to their own patient journal, which is based on the right to access/view 

one’s own health data, as of §5-1 in the Act on Patient and User Rights, which was previously 

realized in paper form.  

In order to realize the principle of electronic access to view one’s own health data [“innsyn”], 

the Norwegian Government has been focused on the development of the Public Health Portal 

Helsenorge.no since 2010. This technology implied that the patients, or anyone interested in 

health issues, should read the information on the health portal rather than randomly on the 

internet. Information at Helsenorge.no was professionally prepared for the purpose of 

avoiding self-diagnosis. One could read about diseases and their tendencies in society, 

symptoms and ways to deal with them, as well as get other e-health services. Among these 

was the National Core Journal, “My Prescriptions”, “Exemption card for health care”, 

“European Health Insurance Card” and e-services to change their general practitioner for each 

resident. An ordinary person may request to receive health information from a hospital, and 

this data should be signed. If access to one’s own health data was considered by health 

personnel as not causing a risk of worsening the health condition or causing the death of the 

person, the data was available for access/viewing [“innsyn”]. Changes in understanding of 

patient journal as being used only by health personnel to being used also by ordinary people 

explains the tendency for patient journal information systems no longer being considered as 

health registries used only for primary purposes – healthcare provision – but also for 

information provision for users about their own health data, accessible more simply than in 

paper form – that is, electronically.  

The National Core Journal has been going in this direction – as a journal system with its own 

specific properties – whereas HealthBook started initially as a patient-governed journal 

system and intentionally avoided the status of health registry. The fact that technologies want 

to involve ordinary people in becoming users stipulated the necessity to provide patient 



 
 

journal systems with a special legal status beyond that of a health registry. There was a 

special Act on Patient Journals passed on 1 January 2015, and, as of summer 2015, the term 

“treatment-oriented health registry” disappeared from the Act on Health Registries, which 

now regulates only secondary, administrative and analytic use of health data. Since the law 

has been shaped by the emergence of electronic patient journal systems, which in turn had to 

realize the formerly-existing right to access/view health data by patients in the Act on Patient 

and User Rights, it is still unclear to legislators what electronic patient journals may provide, 

considering their past as health registries and paper records.  

At the local, municipal level in Norway, the discussion on journal systems remains urgent. On 

15 January 2015, the Data Inspectorate published on its own web-page “New rules for the 

sharing of Norwegians’ health data” [“Nye regler for deling av nordmenns 

helseopplysninger”], where its experts discussed the newly issued Act on Patient Journals, its 

strengths and weaknesses. In terms of the journal systems, it was stated that this law “allows 

health institutions to collaborate on patient records, assuming they have a common records 

system and a closer sharing agreement.” Earlier, on 14 November 2014, the Data Inspectorate 

stated, in its publicly-available opinion about a bylaw on access to health data across 

organizations, that  

...all journal systems must meet basic requirements ... especially how different patient 

journal systems function. The Data Inspectorate means technical requirements that the 

data in the journal systems should be structured and possible for sorting – this is 

fundamental to ensure that access shall only include relevant and necessary information. 

In order for the regulation [i.e. the Act on Patient Journals] to have some added value 

beyond what we already have in the legislation, its text should describe concrete 

requirements in greater detail. Another alternative [to the details] is that the Ministry [of 

Health and Care Services] takes care of an approval order for those organizations that will 

be opened for access [to health data] across [organizations]...  

The top-down initiative to solve the uncertainty of the status of what a patient journal system 

should be and consist of met with some disappointment at the beginning of 2016. 

At the beginning of 2016, Dagens Medisin (Engen & Moe, 2016) published an article titled 

“The municipalities should get a common journal solution first” [“Kommunene bør få felles 

journalløsning først”], where the main message of the public sector regarding journal systems 

was framed as “specialist health services will actively participate in the development of a 

common national solution for municipal health and care services.” The authors refer to 
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statements by Christine Bergland, a director at the Directorate for e-Health, in charge since 1 

January 2016, that the municipalities had expressed an urgent need for better ICT solutions of 

journaling, and that this should be done through public procurement processes, rather than the 

separate procurement of the 428 municipalities. The article is followed by a series of 

comments approved by the moderator of the newspaper Dagens Medisin, where a doctor with 

programming skills wrote:  

Zero trust .... 1. Lack of understanding of how software is developed and strengthened ... 

This will provide a journal system that will be dangerous ... If a private organization 

brings out the most of the [...angry expression...] system that we have, they will just make 

money from the bureaucracy’s lack of knowledge and deliver lousy systems while 

laughing all the way to the bank. 2. It is mostly old people who work with these IT 

solutions and must make choices. You know nothing ... but, as all doctors, you think you 

know best. For the bureaucrats involved it is even worse... 3. Almost the only thing 

Norway has succeeded with, and has the potential to deal with further, is establishing 

registries. The controversial thing will be designed out of the database, the choice of 

database providers, but this will allow for different journal providers, who can deliver 

solutions that call for the information onto the database and register the new.  

This opinion indicates that the status of journal systems as public- or private-sector products, 

including their structural and architectural properties, is unclear in 2016, and the intentions of 

the public sector to decide separately about the status is not really welcomed locally. 

On 15 February 2016, the municipality of Tromsø and the Development Center for Nursing 

homes in Troms (USH Troms) published a pre-report about their work on documentation 

processing as related to electronic patient journals. The report describes practice-based 

challenges in service development and support, as well as sideways communication with 

other information systems in hospitals, causing information scattering and errors. Besides, the 

journal systems explored for the report do not provide any follow-up functionality with the 

patient treatment processes. Having explored varied “types” of existing journal systems, the 

analysts of the report summarize the needs as follows: a simple and intuitive interface, a 

standardized structure, expanded functionalities, no doubled-up work, guidance and tips 

directly from the system, capacities beyond those of documenting healthcare.  

The very last point – the use of patient systems beyond documenting healthcare – confirms 

the challenge of re-definition for the patient journal systems, beyond considering them as 

registries. This corresponds with the comment to Dagens Medisin that the information and 



 
 

technology-competent knowledge on databases might be helpful in solving the legal 

uncertainty about status and nature of patient journal systems, which public and private 

sectors, bureaucrats and IT-experts will discuss together. I would expect the design work on 

the National Core Journal to continue until technological, legally valid, practice-based clarity 

is achieved, or there will be a decision that distributed agreement-based cooperation with the 

private-sector service providers covers the legal uncertainty by designing joint practices.  

The legal uncertainty “data controller” shared in the environment 

The third legal uncertainty, confirming the hypothesis, is that the definition of data controller 

and the corresponding responsibilities may fairly be considered as an international legal 

problem. In the final report “Towards a Future Internet” for the Information Society and 

Media Directorate General of the European Commission from 17 November 2010, which was 

produced as expert knowledge for grounding finance decisions and calls in ICT within the 

scheme Horizon 2020, a research group of the Oxford Internet Institute claimed that 

“technology is most effective in hiding the fact that all this data is being gathered on users”, 

when we observe serious asymmetry between how much data users give versus how much 

they receive, because users cannot usually trace from end-user agreements who eventually is 

data controller in an e-service they are going to agree upon (Blackman et al., 2010). 

Complexity of technological compatibilities among modules, elements and channels of 

information infrastructures makes it difficult to figure out who owes what and where, even to 

stakeholders behind those infrastructures, and they cannot surely state in their inter-

organizational agreements who are third persons and data controllers.  

The legal uncertainty of understanding data controllers and their responsibilities is the same 

uncertainty of hyper-connected complexity among communicating technological elements of 

infrastructures. Sometimes, the truth about data location might be intentionally hidden, as in 

case of X-ray devices at one of the Norwegian hospitals produced and delivered from USA: it 

turned out after a planned technical control that all the health data generated on these devices 

was transferred to USA without the knowledge of health personnel and the actual hospital 

(Normkonferansen, 2014). The datasets of both studied cases of design work – on 

HealthBook and the National Core Journal – confirm the uncertainty regarding understanding 

the legal concept of data controller and its responsibilities, and that it may only be properly 

solved in mutual agreements of e-service providers. 

The legal uncertainty “data controller” is quite unusual in comparison with other shared legal 

attractors found in this study: it has a history of definitions and is defined in law, but it has 

numerous legal challenges to solve technologically in practice. As to the norm in §2 “e” of the 
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Act on Health Registries, the data controller is the one who decides the objective of data 

processing and what it will take to achieve it, with duties to ensure that all the processing of 

health information has a basis for it; provide satisfactory information security and internal 

control; provide access governance, logging and subsequent control; give the registered 

subject information and access [“innsyn”]; and provide a procedure for deletion and blocking. 

A serious debate about the legal understanding of the data controller and their responsibilities 

caused cloud technologies in Norway, if to consider the lack of special regulation in the 

network of laws and bylaws (section 1.2). The Data Inspectorate, blogging on their web-page 

about cloud computing services, from 13 October 2015, stated that one cloud service is not 

the same as another one, and in 2014 this authority published a guideline on issues relevant to 

data processing in clouds, where among the questions in the provided checklist was: “How 

serious is the service provider?” The property of interpretational flexibility of this question 

can hardly be underestimated. 

The Act on Personal Data regulates the use of personal data not only in e-health but in any 

activity where this happens. The legal attractor, “data controller”, as the generated systems 

approach for exploring mutual shaping between technologies and law indicates, does not 

imply only e-health, because no rules require such thematic connections. The legal issue of 

“data controller” has had its own history. As seen in an e-mail communication with a senior 

advisor at the Digital Post [“Digipost”], as shared among the members of the Electronic 

Frontier Norway [“Elektronisk Forpost Norge”] on 6 April 2011, it was considered that  

...it is the individual customer (a private person or a company) who is controller for the 

data conveyed (that is the content of the communication), and who must ensure that the 

legal requirements are followed ... The Act on Personal Data is fully applied for the data 

processing. The customer is the data controller and must ensure that the post provider’s 

processing follows the law. This is done through a data processing agreement. The post 

provider is not permitted to go beyond what has been agreed with the data controller in 

the data processing agreement. 

Nevertheless, understanding exactly who, besides the customer, may be a data controller 

comes from the following interpretation of the law on data processing in registries: “The post 

service provider is typically the data controller for its own customer registry.” Therefore, the 

interpretation of the data controller is situational, where the Act on Personal Data in its 

definition of “data controller” draws only some logic behind it to identify a possible subject of 

this regulation – the subject must conclude an agreement with other subjects of the 

relationship to achieve clarity on use and design of technologies. 



 
 

From Recommendation 39S, 2014-2015, of the Standing Committee on Local Government 

and Public Administration concerning the Data Inspectorate and the Privacy Advisory 

Board’s annual reports for 2013, the head of the committee stated that there is “a challenge in 

a relatively large distance between the data controller (Chief Executive [“rådmann”] or 

County Chief Executive [“fylkesrådmann”]) and those who actually handle personal data, 

namely schools.” This may be interpreted as the presence of de facto and de jure data 

controllers, and the head of the committee requests that this should be clarified for the 

departments and county administration, the administration in municipalities and county 

municipalities, the school administration and teachers, as well as the pupils. In other words, 

such is the depth of the legal uncertainty of “data controller” and, in terms of data processing 

by ICT for education purposes, the given recommendation stated:  

In the new international landscape, where large international companies offer different 

data processing services, it may be difficult for the data controller to see the extent of 

their liability for information stored in a cloud offered by such technologies as Google or 

Microsoft. The controller shall always consider the possible consequences for privacy 

protection in the transfer of personal data to foreign countries, and decide what is an 

acceptable risk for their own activity before they enter any data-processor agreements 

with third parties.  

Thus, it is the data controllers who, based on personal grounds, decide on the processing of 

other people’s data by considering their own acceptable risk in any case where it becomes 

evident that the data is mistreated.  

The recommendation concludes that “it is the data controller who is responsible for the 

registered data, but not the data processor” and the data processor, I repeat, is the one who 

places data on the hardware, so that the data may be accessed and used anytime. It is, 

nevertheless, acknowledged in the recommendation that “there is an uncertainty about what 

responsibilities the data controller has if the data goes wrong.”  

Clarification of responsibilities that the data controller has may come from the nature of the 

requirements, which the public may demand from them: as the Ministry of Justice and Public 

Security states on their Interpretation Statement “§18 – Right to access [“innsyn”] in 

accordance with the Act on Personal Data – ‘registry snooping’” from 7 January 2015, the 

public has the right to demand an overview of what kind of personal data processing the data 

controller is dealing with, and the subsequent right to gain a more detailed description of a 

particular type of their own data. The requirements include gaining information about the 
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name and address of the data controller and its eventual representative; about those who have 

daily responsibilities to exercise the duties of data controller; objectives with the data 

processing; description of the types of data being processed; where the data is taken from; and 

if the data will be shared, and with whom. Technologies should be capable of providing such 

information to the data controller, and the data controller should ensure that the technologies 

can do that. The Ministry states explicitly that these requirements are equally valid for public- 

and private-sector data controllers. Thus, an ICT may be designed in both of these sectors, but 

it has to ensure the requirements of the data controllers. 

It is interesting to observe the legal uncertainty about who exactly should be considered “data 

controller” in the organization around ICT in Norway, regardless of the aforementioned 

interpretations that it depends on situation, objectives and the factual exercise of data-

processing activities or any requests by data-owners or the public.  

On 22 May 2015 the Data Inspectorate published a report titled “NAV (the Norwegian Labor 

and Welfare Administration) does not have control over personal data in labor market” where 

the Inspectorate highlights that there is a disagreement in the central administration of 

Norway about NAV’s eventual data-controlling responsibilities. The authors of the report 

state that NAV can also be the data controller to the services being bought in accordance with 

the regulation of the public procurement, but it is the very service providers who are data 

controllers in this situation. If up till that moment NAV had been considering itself to be the 

data controller, which it is not, then, as the Data Inspectorate believes, there have been no 

agreements concluded with the service providers on data processing, and, therefore, NAV has 

a little control over how the service providers treat the data sent from NAV and processed on 

behalf of NAV. The Data Inspectorate requires the agreements to be concluded.  

In the Communication to the Parliament nr 27 “Digital Agenda for Norway: ICT for an easier 

life and increased productivity” (2015-2016), the Ministry of Local Government and 

Modernization states that it is not only the registered person that may demand the data 

controller to provide an overview about data processing, but it should be the direct 

responsibility of the data controller to make the registered knowledgeable about what data 

there is and how it is processed, because the ICT used has to generate this information. The 

communication also states that the data controllers themselves have to evaluate privacy 

protection consequences and identify and execute risk-reducing measures, and they have to 

recognize their extended duty to notify the registered and the supervision authorities about 

any breach of privacy protection regulation. These requirements should also be followed by 

the data controllers established outside the European Economic Area. 



 
 

Although the definition of whom exactly to consider “data controller” is unclear, and 

responsibilities are relational to use of rights by other subjects in the relationship (the 

registered persons or data processors), rather than just defined for their own institutional legal 

network, the design works within the public and private sectors have a liberty in assigning 

data controllers for their ICTs and determining their responsibilities. This, though, has to be 

agreed in data processing contracts between the parties. The highest price, which the 

designers or owners of the corrupted ICT may pay, is basically reputational or as individually 

payable fees for moral damage of the registered, if anyone dares to initiate litigation and 

actually finds evidences. In terms of certainty contribution from the National Core Journal’s 

design work, we may expect to gain clarity about the import and export of health data from 

diverse ICT users as parts of the whole infrastructure. As regards such technologies as 

HealthBook, we may expect clarity about localization, ownership and support of the databases 

in the infrastructure. Both are necessary feedbacks to the “data controller” uncertainty. 

4.2.5 A part that was not confirmed and a part left for further work 

The legal attractor on responsibilities of e-health service providers in the case of HealthBook 

has not been considered a problem for the National Core Journal – responsibilities of e-health 

service providers are recognized there unquestionably, due to the inherent dominance of 

public-sector regulation and responsibility-taking in the healthcare sector of Norway, with its 

socio-democratic political heritage. Therefore, I can conclude that the attractor on 

responsibilities of e-health service providers, which the valued signal of “simplicity & 

security” in HealthBook indicated, has not been confirmed. This, though, does not exclude the 

possibility of this attractor being shared, if we explore any other design works of ICT. 

In the case of the National Core Journal, as retrieved from the interview dataset from the 

valued signal “sensitivity of health data”, I found an indication to the information 

infrastructure Personal Health Archive, which has been designed by the Government and 

other stakeholders to ensure the security of health data as the responsibility of e-service 

providers, but primarily those in the private sector of the Norwegian e-health. The Personal 

Health Archive provides clarity that the data is located inside Norway, which might be a 

competitive alternative to using cloud computing in health data processing because of 

standardized measures for data protection at the highest security level.  

The Personal Health Archive is a user-oriented solution, where users are both ordinary people 

and private e-service providers, where the latter make their software solutions run on the 

resources of the Personal Health Archive and the former use this software, so that security and 
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simplicity, and mutual responsibilities are respected. Since the Personal Health Archive is not 

an object of this research, I would propose subsequent replication of the generated systems 

approach to its dataset, if collected, and to test the hypothesis again. I could have expected the 

legal attractor on the responsibilities of e-service providers from HealthBook would probably 

be found as shared with the design work on the Personal Health Archive. 

Two of six valued signals in design work on the National Core Journal – “control over data by 

patient” and “automatic update” – have indicated attractors on emerging patients’ rights to 

govern their own information elements, in particular by the “right to access/view logging 

data”, and responsibilities of health personnel for health data processing and for the duty to 

data transfer in the infrastructure of the National Core Journal. From the interview dataset 

with in situ and ex situ experts in design work for the National Core Journal, I could not find 

wordings or phrases that would name a case of any other technologies to be used for 

replication of the systems approach and testing whether these two attractors are shared with 

those, as I have experienced in the story on the “sensitivity of health data”. Therefore, cases of 

design works can be chosen at discretion, randomly, in order to replicate the systems 

approach and discuss the shared attractors. A case could be chosen that has a design work 

dataset in time overlap with the design work of the studied cases in this research.  

From the overview of information available online regarding the legal uncertainty on the 

emerging variety of patients’ rights to govern their own data, I found out that it corresponds to 

the expected responsibility of the patients for their own health, which law cannot regulate 

because it is up to personal decisions on what lifestyles to prefer. With technological progress, 

governments may only expand this freedom by allowing more technological tools to generate 

and trace personal data by the patients and have their control over third persons’ tracing it, 

such as the right to access/view logging to the own personal data.  

Simultaneously, in terms of the duty for data transfer inter-organizationally, the Norwegian 

Directorate for Health in the most recent public presentations set the following question “Who 

will be responsible for our health data?” and provided suggestions “General Practitioner? 

Hospital? Private clinics? The Norwegian Health Network? Supercomputers?” In other 

words, who is responsible is unknown, and we cannot expect that the legal attractor about 

duties for health data transfer inter-organizationally among healthcare institutions will 

become a legal certainty soon – technology is given a chance to act and respond, and the law 

has no informational capacity to shape a concrete solution in this situation; the channels are 

open like an open door or a new dimension in progress. 



 
 

4.3 Overview of the systems approach 

Here I summarize the anatomy of the systems approach, which has been generated from the 

dataset of HealthBook (section 4.1) and replicated at the dataset of the National Core Journal 

(section 4.2). The systems approach is rule-based (section 4.1.4) and, after replication at the 

second case (section 4.2), it has the following contents of execution: 

i. Collect a dataset of documentary and interview sources about a design process on a 

technology (reports from design meetings, opinion letters, e-mails, commentaries, 

proposals, specifications, notes, professional opinions shared among any experts 

involved – be it from healthcare, IT, law, management, use, etc. – as well as the 

experts from within the design team and outside the design team, as external opinions 

or consultancy). In short, this rule may be given a name DATASET COLLECTION. 

ii. Visualize the documentary part of the dataset in order to extract the memory of the 

design process, namely the eventual information expressed, documented and shared by 

the experts involved in the design process – this is information flowing around expert 

knowledge in the design process for the purpose of being heard, understood and 

discussed. Visualization of the documentary dataset is extraction of this information 

with respect to the professional identity of the experts who introduced this information 

into the design process. Extract micro-discourses from the documentary dataset 

bottom up as “descriptive coding,” which is also element extraction by the NLP 

technologies. These micro-discourses, or information elements, should characterize 

the meanings of technological and legal terms, concepts or matters raised in the design 

process. A meaningful unit of a micro-discourse, or an element, in manual qualitative 

coding is a meaning in the form of a word or a phrase which we understand in the 

context where it is used, based on, first, the relationship of this word or phrase to other 

information units that co-construct argumentative uniqueness of the former, or based 

on, second, a description of this meaning or phrase that we consider comprehensible 

as an informational entity. A technological element may, for example, describe a 

principle of the device, a method of operation, a piece of hardware, a piece of 

software, etc., whereas a legal element might be a status of regulation, a legal 

principle, a value, a legal norm, a legal issue/question, etc. Extract simultaneously the 

social elements describing expert knowledge affiliation in situ within the design team 

and ex situ of it – those experts not in the design team but sharing their professional 

opinion – in a separate sector of memory in between the sector of technology and the 

sector of law. Extraction of social elements respects the professional affiliation of the 
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expert by assigning them an individual color on the visualization. This color also 

encodes those technological and/or legal elements which this expert introduced. This 

rule may be given a name ELEMENT EXTRACTION. 

iii. Code the extracted technological, social and legal elements into separate sectors of the 

memory of the design process in technological, social and legal sectors of the 

visualization. Each element has its own track in the memory and a corresponding time 

tag while being marked in this track once and subsequently at any moment of the 

design process. Time tags are metadata for relationships among the elements in the 

visualization of the memory. Draw relationships among the technological and legal 

elements in each sector separately and ongoing while extracting the elements based on 

the rules of element extraction (see rule ii) and based on actual references in authentic 

argumentation to particular elements in any subsequent document by other or the same 

experts, as in their natural language interaction – this should look like a network 

structure. In the visualization of the memory, any clustering among technological 

elements and among legal elements is depicted separately. It is important that the 

sector of technology depicts relationships only among technological elements, and the 

sector of law, only legal ones – exactly as these elements are related in argumentation 

by the experts in the dataset. This is a condition to come to for the next rule for data 

reduction and tracing of valued signals of information transfer between technology 

and law, as two asymmetric shapes of materialized information. This particular rule 

may be given a name RELATIONSHIP BUILDING. 

iv. Extract “events” from the visualization of the memory of the design process. “Events” 

are networks that are more complex than others, where elements inside them are 

connected with the following conditions: a relationship between elements should be 

different from “one element AND another one in a linear relationship” AND be 

different from non-connection because of no complexity, AND possess a node degree 

of three or more than three, that is, when an element has more than three relations with 

other elements. An exception to this rule was the first “event” in the legal sector in 

case of the private-sector technology which is dataset 1, since this was one big 

uncertainty of information with open-ended questions and no answers. Extraction of 

“events” should take place as clusters from the sectors of technological and legal 

elements only. Clustering algorithms of NLP, if used to execute rule iii, may be 

applied for automated extraction under the abovenamed condition in this rule. 

Extracting “events” means extraction of elements that build these “events” while 

tracing these elements via the relationships they have in the memory. For large 



 
 

datasets, such as about the public-sector technology, which is the dataset 2, a 

clarification has been added as regards the condition on the node degree: the node 

degree of three or over three should imply relationships of colors different from the 

color of the element under consideration. This is because it is assumed that 

information of the same color in elements and relationships in the design process have 

no impact since it represents one source and, rather, shows a bias or sticking to 

“fashionable”, political or simply a popular word or concept (e.g. “integration”): this 

would contradict the multi-dimensional “truth” that we extract from all the 

documentary part of the dataset in “tracks” of the elements in the memory with respect 

to diverse professional opinions in the design process. In extracting elements of 

“events” from the memory, an element might share a belonging to two or more 

“events” but, simultaneously, be a boundary to one of the “events”. In this situation, 

this element should be included only in the “event” where it was found first and 

excluded from other subsequent “events” where it re-appears; this is because it does 

not make sense in analysis when one and the same information is duplicated. 

Computationally, it may be solved by choosing not to show/include in the extracted 

networks those elements which duplicate their belonging to a cluster. This rule may be 

given a name EVENT EXTRACTION. 

v. Relocate the extracted elements from the “events” in accordance with their time tags 

in columns for another visual representation. This rule acknowledges the real-world 

information complexity between technologies and law treated symmetrically, and 

neutralizes the powers of the social elements that are excluded from this visualization. 

This rule is given a name TIME-TAG ELEMENT RELOCATION. 

vi. Build micro-narratives from the extracted elements of “events”. A micro-narrative is a 

meaningful story that contains at least one memorable episode about the design 

process which is possible to construct by drawing or keeping relations among the 

extracted elements after their time-tag relocation with respect to two conditions: build 

causal relations “if X, then Y” (including “because of”, “due to”, “since”, and similar) 

first among elements of one “event” in columns with different time tags, and when 

meaningful relations disappear – among elements of different “events” within the 

same column of a time tag. This close proximity in building of micro-narratives would 

respect the complexity of information flow between technology and law, and also the 

chronology of the design process as a complex adaptive process. In language 

technologies, building micro-narratives would relate to the statistical probability of 

meaningful relationships restricted by conditions, which should be the two mentioned 
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in this rule, as conditionally-dependent parsing. In short, this rule may be given a 

name MICRO-NARRATIVE BUILDING. 

vii. Extract valued signals as elements which have three or more than three relationships 

with other elements in the visualization of micro-narrative building; this action would 

indicate that the “valued signals” possess most of the information flowing in between 

the design process and the environment at large. Computationally, this is possible to 

do by requesting to show elements with a node degree of three or more. In short, this 

rule may be given a name VALUED SIGNAL EXTRACTION. 

viii. Extract shaping channels in the pattern ‘from valued signal find legal attractor AND 

from valued signal find technological implication’ for each of the found valued signals 

as core points of information transfer and tension in between the design process and 

the information environment at large. Use primarily the interview part of the dataset 

(see rule i), preferably at least one with an in situ expert AND at least one with an ex 

situ expert in order to ensure going beyond organizational & situational contexts of the 

design process. If the interview dataset is not enough to recognize the pattern, laws 

may be used and other normative legal acts as information keepers with relevance to 

the meanings around the expressed legal uncertainties in the design process, and the 

documentary part of the dataset (see rule i). This is allowed because the interviews, 

when collected, were not focused on asking about the valued signals but were 

exploratory and were collected in a free form of questioning. Nevertheless, they 

indicate concerns, including legal ones, and those may be names either in the same 

wordings across the interviews, or in similar wordings, which may be sharpened by 

application to the documentary part of the dataset or laws. Manually, this may be done 

in comparative descriptive tagging. Computationally, extraction of shaping channels 

via valued signals may be done as relationship extraction based on the pattern-

recognition principle within language technologies and, eventually, its tools based on 

occurrences and co-occurrences on conditions that match the pattern. Write out each 

legal attractor corresponding to each of the valued signals as recognized in the shaping 

channels. In short, this rule may be given a name ATTRACTOR RECOGNITION. 

ix. Formulate a hypothesis “Legal attractors in the national legal environment are shared 

among design process on different technologies” since the environment at large is a 

shared information package, and choose a second case to gain a dataset about and to 

replicate the systems approach to it to confirm or disprove the hypothesis. Based on 

results, conclude about the nature of the phenomenon of mutual shaping between 

technologies and law. In short, this rule is given a name HYPOTHESIS. 



 
 

Replication of the systems approach 

i: DATASET COLLECTION – replicate the rules & learn  

ii: ELEMENT EXTRACTION – replicate the rules & learn  

iii: RELATIONSHIP BUILDING – replicate the rules & learn  

iv: EVENT EXTRACTION – replicate the rules & learn  

v: TIME-TAG ELEMENT RELOCATION – replicate the rules & learn  

vi: MICRO-NARRATIVE BUILDING – replicate the rules & learn  

vii: VALUED SIGNAL EXTRACTION – replicate the rules & learn 

viii: ATTRACTOR RECOGNITION – replicate the rules & learn 

ix: HYPOTHESIS – compare the found legal attractors of the second case with 

those from the first case. Confirm or disprove hypothesis; explain. If you 

confirmed the hypothesis partially by proving that some legal attractors are 

shared between the design processes, you have found the ex ante information 

that is likely to be important in other design processes as well. The legal 

attractors that are not shared may invite you to replicate the systems approach 

at the third dataset chosen discretely. Adjust the hypothesis, if necessary. 

REPLICATION of the systems approach 

i: DATASET COLLECTION – replicate & learn 

ii: ELEMENT EXTRACTION – replicate & learn 

iii: RELATIONSHIP BUILDING – replicate & learn 

iv: EVENT EXTRACTION – replicate & learn 

v: TIME-TAG ELEMENT RELOCATION – replicate & learn 

vi: MICRO-NARRATIVE BUILDING – replicate & learn 

vii: VALUED SIGNAL EXTRACTION – replicate & learn 

viii: ATTRACTOR RECOGNITION – replicate & learn 

ix: HYPOTHESIS – compare, replicate the rule & learn 

REPLICATION of the systems approach N times more 
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The code may be replicated N times but, in general, in order to make the analyst understand 

the phenomenon of mutual shaping between technologies and law, the code should be running 

to at least two datasets, as this study shows. Only then may results in respect to the hypothesis 

be discussed. Corresponding technological implications in the shaping channels in both cases 

shape the legal attractors informationally by diverse responses in decision-making about 

uncertainties these legal attractors transfer.  

Transferring the uncertainties from the legal attractors to decision making on technological 

implications takes place because of the natural, inherent purpose of law – regularity and 

authority of the normative order in society. Decisions on designing certain technological 

implications in response to the legal uncertainties fill in their informational gaps at those 

moments when these decisions were made. 

Since the systems approach is generated from the tagging of a narrative type of data, it may 

subsequently be designed into an information system or software for intelligent decision 

support in organizations. This is a common intention in the implications of results in the IS 

research, Legal Informatics, and in the applied socio-technical systems’ knowledge area. 



 
 

5 Discussion and conclusion 
 

Finally, we hope to move beyond simply extracting relations, events, and facts to be able to understand the 

relations between events (such as causation) and complex multistep procedures and processes. 

Julia Hirschberg and Christopher Manning, “Advances in natural language processing”,  

“Science” magazine, 17 July 2015 

 

 

 

5.1 Answer to the research question 

In section 1.3, I framed the basic research challenge which this dissertation aims to address, 

that is, the lack of understanding of how ICT and law mutually shape each other, and what 

could be a corresponding approach for gaining such knowledge.  

The challenge has been formulated after reviewing literature in the field of Information 

Systems, Legal Informatics and the socio-technical systems’ area. Diverse aspects were found 

related to the phenomenon, such as information exchange, the ex ante effect of legal 

regulation and co-design between ICT and law, but no concrete mechanisms explaining and 

studying the phenomenon of mutual shaping between these were provided in the literature 

review (Chapter 1). Therefore, the research question for this dissertation became: 

HOW DO TECHNOLOGIES [ICT] AND LAW MUTUALLY SHAPE EACH OTHER? 

The answer to this research question, as provided below, has three components: FIRST – an 

empirically based explanation of the phenomenon, where casual language is used, and at least 

a basic interest in finding the answer is required; SECOND – a theoretical framework, 

consisting of a set of conceptualizations, which are defined and explained in the terminology 

elaborated within this dissertation; THIRD – a corresponding approach to processing real-

world data with the ex ante effect by the applied and elaborated conceptualizations. 

FIRST – The empirically-based explanation to the phenomenon of mutual shaping between 

technologies and law would be: 
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Technologies and law are asymmetric to each other, which means that the shaping they 

cause each other has different time flows: the legislation changes slowly, based on feedback 

from the practices, which take place within the power of this legislation and respond both to 

its certainty and uncertainty in the present time in interpretation of legal norms and their 

referential laws; ICT change faster and dynamically, based on the decision making of the 

expert knowledge involved in their design work processes. The expert knowledge exists 

both inside the design teams and outside them – in consultancy and/or other projects, which 

is something that makes information and knowledge on ICT and law travel and overlap. It is 

legal uncertainties that trigger more discussions than certainties, and cause tensions in 

knowledge interaction while an ICT is being designed. There, in these information 

complexities, are found valued signals, which the experts may emphasize at later stages of 

the design work, or after it. The valued signals might also be present in the expert 

knowledge opinions expressed before the tension begins. This is because valued signals are 

connection points in the overlap of information exchange between the ICT and the 

legislation. Mutual shaping between these realms happens due to the need to follow the law 

in its authoritative nature in society while designing an ICT, by the decided technological 

implications compromising expert knowledge in the design works, which respond in their 

tensions to the legal uncertainties and delivers practice-based ICT certainty to the 

information environment of the legislation. 

As has been found, there are three legal uncertainties, or legal attractors, which are shared 

between two different design work cases – the private-sector HealthBook technology and 

the public-sector National Core Journal infrastructure. Technological responses to these 

shared legal uncertainties were different, which explains the technological variety of ICT 

responses to the same concerns. Details are provided in section 4.2.4. There we find that 

HealthBook and the National Core Journal share the legal uncertainty of the informed user, 

the legal uncertainty of the data controller and their responsibilities, and the legal 

uncertainty of understanding the nature of electronic patient journal systems. Sections 4.1.3 

and 4.2.3 provide an exhaustive analysis of the situations. 

As an attractor, or a legal uncertainty, the “informed user” is one such concern, which was 

tackled in the HealthBook by designing a mechanism of user creation and login, which, in 

spite of requiring username, password and, additionally for the health personnel, their 

Health Personnel Number, did not verify this data in order to keep the infrastructure of the 

ICT away from those complex ones that do have, allow and provide user verification. 

Although the user was not informed about this fact, there was no requirement in law, at that 

time, which would demand from cloud-based technologies for private use to provide such 



 
 

information, the legal concept of “informed user” existed in the Act of Personal Data. 

HealthBook went for that option at its own risk. In contrast, the National Core Journal, 

while discussing actively the notion of “informed user” both in the course of design work 

and after it in personal interviews, ended up with the highest security mechanism with 

verification by users and their professional authorization, where ordinary people had a right 

to consent in granting access to others, and the consent would be logged as well. The main 

discussion there was not about to what degree the user should be informed, but rather about 

what – what data is processed, how it is processed, when accessed, by whom, for what 

reasons, etc. Both technological responses provide practices of legal interpretation, which 

then resulted in the discussions of the legislative authorities of Norway in 2015 and 2016: 

what to consider as the “informed user” should come from knowing how ICTs are 

processing data technologically and what they are capable of doing; developing 

standardized end-user agreements requiring those aspects of information that the user must 

receive in order to be considered informed; developing clearer requirements on what a valid 

agreement between the user and the ICT consists of. The proposals are addressed equally to 

private- and public-sector designers of ICT, and their input is still welcomed in order to 

adapt the legislation to be the best possible. 

The legal attractor of an uncertain understanding of the nature of electronic patient journal 

systems emerged from a variety of relevant information dimensions: differences between 

what a patient journal is on paper and what is processing the health data in electronic form; 

what are registries and what is different about electronic journal systems from the former; 

how to understand journal systems if there are different technological components that can 

be used by the private- and public providers, designers or customers, etc. In a way, the 

disruptive technological properties of electronic journal systems shaped the legal 

uncertainty of their status. Since the end of 2000s, there has been discussion about the need 

to grant the patients the right to dispose their own health data (though still not to own it). 

The legal evolution of society and ICT required that it is a natural for the patients to have 

such a right, since such data describes their health and may be crucial for decisions about 

life – the highest human value. Giving the right to data disposal required corresponding 

technological protection of this possibility and resulted in requirements for ICT, such as 

having control over servers and other data carriers, and over data-sharing channels. 

Protection of the very health data was, though, not absolute, exactly because of the right to 

own data disposal and objectives with the data sharing purposes. Therefore, both the 

investigated ICTs, having declared themselves journal systems, provided two opposite 

technological responses to the uncertainty: in particular, a temporary server at the university 
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department in the case of HealthBook – to avoid previous discussions on journal systems 

and registries which led to the need of ensuring all the protection measures, whereas the 

National Core Journal became an infrastructure based on a “smart card” concept – a 

technology with the purpose of ensuring health data sharing across health institutions for 

better healthcare provision and the data disposal by the patients, considering that they can 

add data in a free-text field for that. Because of the contrast in technological implications of 

the shared legal uncertainty of patient journal systems’ nature, in 2014 the Data Inspectorate 

of Norway suggested developing basic requirements for journal systems in their 

functioning, because the functioning generates data which will require legal definition and 

protection. The request is addressed to diverse ICT practices and use: in the private-, public- 

and municipal healthcare sectors. 

The legal attractor “data controller” and their respective responsibilities have and require 

multidimensional technological implications in data processing: besides ICT for healthcare 

provision, it is also an uncertainty in ICT for post services and in ICT for employment, as 

studied in section 4.2.4. This attractor, though found in the legal norm 4) §2 of the Act on 

Personal Data as “one who decides the objective of data processing and what measures to 

use” and in the legal norm in §2 “e” of the Act on Health Registries, results in challenges of 

what perspective to take on the data processing: who actually does it and on behalf of 

whom, which has become our reality in a time of excessive technological cooperation, 

complexity of information infrastructures and emergence of cloud computing, where “one 

cloud is not the same as another one.” Law cannot trace all the actors in varied, often unique 

organizational models, to regulate the person of data controller and all the responsibilities 

they have. It refers to the law, which has to protect personal health data at the highest level 

of security as well. That is why design practices established the need for data processing 

agreements, where peculiarities of the technological complexity should ensure who is 

actually the data controller and what this person is responsible for. Data processing was a 

technological challenge to HealthBook, for example, because it positioned itself as a 

mediator between a cloud and the user, just because it wanted to avoid being a health 

registry with the influence of the data protection requirements. With the lack of its own 

database and the lack of clarity on why and which cloud to cooperate with, it became 

impossible to decide who would be a data controller and, without this, no agreement could 

be concluded, and no “measures” for data processing could be designed. In the case of the 

National Core Journal, the embodiment of the attractor’s influence became the mechanism 

of import and export of patient data, supported by numerous agreements and adaptation of 

all laws regulating ICTs delivering their data to the core journal of the patients and 



 
 

eventually all ordinary users of the infrastructure. This has been massive technological work 

for the elaboration of common routines and the huge legislative work of the synchronization 

(not “integration”!) of networked meanings relevant to the attractor in the Act on Health 

Registries, the new Act on Patient Journals, the Act on Health Personnel Registry, the 

Bylaw on the National Core Journal, the Bylaw on ePrescription, and eventually all the 

normative documents named in the set of legal elements of the discussed ICT (section 4.2.2 

and Appendix A). In 2015, the Ministry of Justice and Public Security stated in its 

interpretation of the changed legislation that the changes have to apply to private sector ICT 

as they do to the public one, but formally the “data controller” issue remains an uncertainty, 

since it is not regulated for the latter, nor for clouds (section 4.2.4). These keep the liberty to 

decide about their data controllers on an agreement basis and outside of how their eventual 

ICTs are functioning. 

Synthetic opening for exploration: One attractor of the HealthBook case and three attractors 

in the National Core Journal case were, however, not shared. The explanations with relation 

to ICT may be the following. The two explored technologies are not the only ones in the 

whole of Norway – there were other technologies existing before, simultaneously and after 

these. The story of “sensitivity of health data” and its legal attractor “ownership of hardware 

in architecture to protect the ‘right to dispose of their own health records’ by patients” 

indicates a third technology to explore, which had some overlapping concerns about the 

involved expert, that is, the Personal Health Archive. What is interesting about this ICT and 

the National Core Journal is that they have common conceptual roots, relevant to the legal 

attractor, but different technological paths in their design works (sections 4.2.3 and 4.2.5). 

Thus, an attractor might split technological concepts and encourage different design works, 

but simultaneously need their diverse input to gain some certainty. Another attractor, which 

contains an issue of emerging patients’ rights to govern their own information elements in 

particular by the “right to access/view logging data” – the one that comes out of the story on 

“control over data by patient” – emerged out of legislative certainty and well-established 

ICT practices. The patient right to access [“innsyn” in Norwegian] into their own health 

data is granted in §5-1 of the Act on Patient and User Rights, but this right has its history in 

paper-based journaling. Thus, when ICTs for patient data processing became reality, they 

collected data on access logging to the patient data, and the right to access [“innsyn”] their 

own logging data was granted to the patients. The story of this (section 4.2.3) reveals the 

attractor, which is shaping at the moment and learning from the digital novel form of data 

processing and use in relation to patients. I may assume that this attractor might be relevant 

to other public-sector infrastructures, which should re-define the set of access rights, 
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procedural rights, etc. in the digital reality. In contrast to the two afore-reviewed non-shared 

attractors, the attractor of responsibilities of health personnel for health data processing is 

information that has not yet managed to become knowledge (section 4.2.3): automatic 

update, which is its connection with the technological implication in the mechanisms of data 

transfer on drugs and contacts with specialist healthcare, is considered a long shot in the e-

health infrastructures to achieve in the future. This is a concern which is waiting for 

practices to mature. The very last non-shared attractor, found from the dataset on 

HealthBook, is “responsibilities of the service provider”, which may hard to regulate in 

detail because this legal uncertainty is highly vague and situational, and refers to the 

properties of the civil law domain and legislative neutrality towards ICT. This attractor is a 

possessor of trust as a value, and it is hard to define trust, but may stipulate it in bi- or multi-

sided agreements between/among parties regardless the model of cooperation. The shaping 

power of ICT design practices would be, in the worst case, in substitution of this value and 

morality decay, or, hopefully in contrast – in preserving the value of trust as basic for 

evolution of the civil society. 

SECOND – Having provided the answer based on my empirical findings, I can wonder again 

how the phenomenon of mutual shaping between technologies and law has been studied here. 

I formulate below a set of abstractions relevant to our theoretical understanding of the 

phenomenon, compare their contents with what was developed in this regard in Chapter 2 and 

what the conceptualizations received on having been used upon the empirics in Chapter 4, 

where I generated a research approach to the phenomenon for computational purposes.  

The theoretical understanding of the phenomenon of mutual shaping between ICT and law is 

meant to be provided for the subsequent programming of this work in language technologies 

(section 1.3.2), as I strive for practical implications of the results in this dissertation (section 

5.3). The theoretical explanation of the phenomenon is a relational composition of the key 

operational abstractions, namely design work, memory, attractor and shaping channel. They 

include also sub-conceptualizations, which are usual to computational thinking (Wing, 2006, 

2008) and complex systems (Holland, 1992; Jörg, 2011), such as elements and relationships, 

and those sub-conceptualizations, such as valued signals (Holland, 1992, 2012) and “events”, 

as properties of the larger conceptualizations already used i.e. within memory. The core 

conceptualizations of the research, in particular, are:  

• “design work” – defined first in Chapter 2 as an ontological description of the design 

process, and as a methodological description of the dataset of the design process – is 

defined here as a computational abstraction of a real-world process of designing an ICT 



 
 

device from its early concept, where information is generated and acquired in due course. 

Design work is a case/situation of a design process, which methodologically means the 

total amount of collected data in a dataset consisting of any documents, technical 

specifications, reports, e-mails, legislative proposals, etc., available and shared among the 

involved in situ and ex situ experts (sections 3.3, 4.1, 4.2, rule i in section 4.3). Design 

work, as a process, takes place in time (section 2.2.), and that is why the data gets 

generated there which is then studied as information accumulated in this process as its 

memory (sections 2.4, 4.1.2, 4.2.2, rules i-iii in section 4.3). Design work is a process of 

creating a finished/working ICT device from scattered elements (rule ii) of technology 

[hardware, software, principles, methods, usage aims, etc.] and law [norms, values, legal-

matter issues, etc.] argued in meaningful relationships (rule iii) by the involved in situ and 

ex situ experts as indicated in the data moments in time, so that their opinions may be 

responded to and discussed by them as related to the present and the past (rule viii). A 

design work ends up with the realization of an ICT at a possible stage of readiness. There 

are many design works taking place simultaneously in the shared legal environment, like 

varieties of species co-existing in shared territory.  

• “memory” – defined first in Chapter 2 as an ontological description of information 

accumulation over the time of the design work for our learning about its behavior, and a 

methodological description of the visualization of the dataset in its elements of ICT, law 

and expert knowledge arguing about these in dialogues and proposals – is defined 

extensively here as a computational abstraction of all accumulated information on the 

technological, social elements of expert knowledge and legal elements in relationships to 

each other, derived from the dataset of the design work, extracted in a determined 

interpretation scale applicable to any design work in the research, where the elements are 

either co-constructing each other in their meanings or are self-sufficient information 

entities (sections 4.1.2, 4.2.2 and rules ii-iii in section 4.3). A memory has three sectors: a 

top one accumulating elements on ICT, a middle one accumulating elements on expert 

knowledge, and a bottom one accumulating elements on law – this illustrates symmetric 

treatment of the information on ICT and law exchanged by the memory carriers. As 

methodologically memory demonstrates a process of the design work, each of the 

extracted elements gets a track in the visualization (Figures 7 and 14), where it appears 

first, and re-appears if mentioned again in the dataset. Memory also allows the processing 

of the narrative material of the dataset in parallels of its sequential order – with the time 

tags that each empirical resource [documents, technical specifications, reports, e-mails, 

legislative proposals, etc.] has. From the completed visualization, the research 

conditionally extracts clots, or clusters of information, or “events” (rule iv), in order to 



221 
 

untangle these in close proximity, primarily in relation to their time tags (rule v), rather 

than based on the eventual relationships in the raw information exchange (rules ii-iii). 

Relocation of the information elements, based on conditions of the required node degree, 

and re-constructing relationships, based on the conditional time-tag relevant proximity 

(rules v-vi, Figures 9, 10, 11, 12, 15, 16, 17, 18), extract from the data of the memory such 

elements that have most of value properties in comparison to other elements of the 

“events”. These are valued signals in between information on the designed ICT and the 

law around it in their real-world information overlap in the design work. 

• “[legal] attractor” – defined first in Chapter 2 as an ontological description of a legal 

concern, an issue or an uncertainty in the design work in relation to a concrete 

technological implication, concerning the knowledge of several experts involved, and a 

spot for any information input and learning from any legislation co-evolving with ICT 

design practices, and as a methodological description of ex ante information which 

potentially synthesizes several analyses of design works – is extensively described here as 

a legal uncertainty expressed in meaningfully similar expressions in the argumentation of 

several design work experts or in the documentary data that name a valued signal, as 

earlier derived from the memory of the design work, and a technological implication in 

the finished/working ICT device (sections 4.1.3 and 4.2.3; rules vii-viii). An attractor is a 

property of a shaping channel which also includes a valued signal and a technological 

implication. Although the design work is a local, situational activity of designing an ICT 

from concept to finished/working device (sections 4.1.1-4.1.2, 4.2.1-4.2.2; rules i-iii), and 

although attractors may be deduced from this situational data (sections 4.1.3 and 4.2.3) 

based on argumentation clusters’ properties and time tagging in the memory (rules iv-vii), 

these attractors belong to the legislation (sections 2.3 and 4.2.4) aimed at regulating non-

situational, or a variety of, activities including the ICT design work. The attractor 

belonging to the legislation is implied because the involved experts in the design work 

have their professional lifespans longer than the time taken in this design work, and they 

are carriers of the information that describes the attractor and its technological implication 

as responsive and professionally motivated in their decision making. That is why the 

attractors may unite multiple overlapping situational processes (sections 4.1.4 and 4.2.4; 

rule ix) which are diverse in nature and timespans but take place within the same 

legislative environment (sections 1.2 and 3.3) and may indicate ex ante legal uncertainties 

relevant to more than one design work in the legal environment. An attractor is an 

influential, authoritative factor for a trajectory in the design work, where the latter has to 

deal with this uncertainty by making a motivated decision responsive to a degree of 

situational certainty to this attractor (sections 4.1.3 and 4.2.3; rule viii) by a practice-based 



 
 

technological implication that is, therefore, legally possible within the scope of the 

professional, expert-knowledge based interpretation. The legal uncertainties are found in 

meanings of legal forms – definitions, rights, responsibilities, hierarchy, or status – or 

even in the lack of any legislation – a legal gap. The legal uncertainties may be 

understood as such by the experts, and they then will also represent knowledge, or they 

may remain issues, which exist as information not yet reflected. The legal uncertainties 

may be very broad and vague, so that the responsive ICT design practices in the basin of 

their attraction would explore multiple laws and bylaws to search of proper meanings, and 

the legal changes would have a networked pattern – in both of the cases the attractor 

would be detectable as information explored by the influences it gives. Informationally, an 

attractor may forerun the emergence of rules resulting from the technological progress and 

are responsive to it by re-defining well-established rules and triggering their conversion 

into rules of the digital reality. An attractor may be a factor of the technological neutrality 

of the legislation by encouraging it. An attractor may emerge out of preceding ICT 

practices and keep prompting new solutions by influencing new technological concepts, 

dividing them and shaping their decision-making paths (section 4.2.5). An attractor may 

also stay on the borderline between the public- and private-sector regulation domains of 

ICT design practices, though within one, undividable holistic legal system. These qualities 

of legal attractors are explored in sections 4.2.4 and 4.2.5. If an attractor is found to be 

shared between design works, it explains the variety of the possible technological 

implications to the same legal uncertainty (section 4.2.4; rule ix) within the basin of this 

attractor of professional knowledge-based interpretation. The strength of the professional 

knowledge-based interpretation, argumentation and motivation of the decision-making 

covers to a degree the uncertainty of the attractor by shaping the legislation in the 

feedback (section 4.2.4; rule ix in replication). If an attractor is not shared, it implies an 

opening for further exploration of the phenomenon. Methodologically, unshared attractors 

imply an opening for replication of the generated systems approach to the phenomenon – 

for use of other datasets and for gaining more results (section 4.2.5). Attractors reflect the 

dynamics of ICT design work activities in society, if also understood philosophically. 

• “shaping channel” – defined first in Chapter 2 as an ontological description of a co-

evolution channel between technology (ICT) and law, which connects situational 

information on a technological implication of this ICT and a legal attractor of the 

legislation, and as a methodological description of cross-dataset connection for 

synthesizing results about each of the explored design works – is extensively defined here 

as a link of mutual shaping between the ICT in design as a finished device and the 

legislation (section 4.2.4, rule viii in section 4.3), based necessarily on finding a valued 
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signal in between those realms (rules iv-vii) while both interacting in argumentation 

complexities of “events” deduced from the memory of the design work. Thus, a shaping 

channel consists of a valued signal, an attractor in law and a technological implication, 

where the pattern of recognition of the shaping channel in the dataset is “from valued 

signal find legal attractor AND from valued signal find technological implication”. 

Shaping channels in a design work may connect it informationally via the attractors with 

another design work (rule ix), which explains how practices of ICT design respond to the 

shared legal uncertainties (sections 4.1.3 and 4.2.3; rule viii). A shaping channel belongs 

to an argumentative basin of the legal attractor it contains (section 4.2.4). Finding a 

shaping channel stakes the retrieval of individual memories of the involved in situ and ex 

situ experts interviewed for the dataset (sections 3.3, 4.1.3, 4.2.3) in relationship to the 

earlier found valued signals in the memory of the design work (sections 4.1.2 and 4.2.2; 

rule vii) – at the moment beyond the time period of the collected empirical data or beyond 

the key decisions made. Retrieving information while searching for a shaping channel 

relates to an understanding of the past by the experts involved, when they considered it to 

be the present, and discussed as becoming the future (sections 2.3 and 4.1.4). This is the 

ex ante effect of the information which a shaping channel possesses in the attractor it 

indicates, which means that this information may indicate the legal uncertainty that 

another design work will have to deal with in its own situational decision making (section 

4.2.4; rule ix) and deliver its response about the technological implication to legislation 

via the shaping channel. 

Thus, as theoretical definition of the phenomenon of mutual shaping between technologies 

and law, may be claimed to be the highest umbrella-conceptualization and a methodological 

abstraction, which is a complex socio-technical network consisting of stepwise, conditional 

synthesis of networks of information exchange in design works (rules ii-iii) between the 

variety of technological implications (ICT) and the legal attractors (rules vii-viii), where the 

legal attractors, because of their nature of legal authority, shape the decisions on designing 

these technological implications (rule vii), whereas the technological implications transfer 

informational, practice-based certainty back to the legal attractors (rule ix), which happens via 

shaping channels (rule viii) between these two. In the information exchange, the natural 

asymmetry of the law as information and the ICT as information & matter speaks to the real-

world practices of ICT designing and legislating changes, which are supposed to regulate 

those practices (section 4.2.4). The abstraction implies treating data with practice-based 

information on the law and ICT symmetrically (rules ii-iii), or equally important, for mapping 

clusters, or “events”, of this information (rule iv). These clusters contain valued signals 



 
 

extracted, based on conditions to diversity in the relationships among the accumulated 

information elements (rule vii), as comes from the parallel processing of the professional 

expert knowledge in the datasets and explains eventual information exchange (section 2.2) 

between ICT and law. Valued signals are contact, or middle points of the information 

exchange from the bottom of the design work’s situational practice (rules i-iii) up to the 

environment of legal regulation, which needs the feedback for co-evolution with the 

technologies. Valued signals are indicators of the shaping channels’ presence (Figure 19) in 

the datasets of the design works. Shaping channels connect cases of design works by 

relationships between the shared legal attractors and local technological implications 

responsive to them in time (rule ix and replication, section 4.3), which implies the abstraction 

of the mutual shaping between technologies and law to be a complex network, or a complex 

system of the two co-evolving realms – ICT and law. Pattering memories of design works and 

finding their shaping channels (rules ii-viii) is an analytic piece of research, whereas testing 

the hypothesis for the shared attractors and adding more datasets (rule ix applied to one 

dataset followed by replication of rule i and beyond in another dataset) is a synthetic part. 

THIRD – These conceptualizations (listed above) relate to each other and build a theoretical 

framework of understanding how ICT and law shape each other mutually. The connections 

and implications of these conceptualizations to the empirical material, through datasets, are 

executable within a corresponding computational systems approach generated in Chapter 4 – 

its detailed anatomy is described in section 4.3 above. The approach consists of a rule set that 

has the following execution sequence in the process of the phenomenon exploration: dataset 

collection (rule i) → element extraction (rule ii) → relationship building (rule iii) → event 

extraction (rule iv) → time-tag element relocation (rule v) → micro-narrative building (rule 

vi) → valued signal extraction (rule vii) → attractor recognition (rule viii) → hypothesis (rule 

ix) → replication of these rules at another dataset. Each of these steps, as section 4.3 

demonstrates, is supported by theoretical and empirical reasoning in mutual complementation.  

This approach includes experience of the bottom-up methods found in IS research, the socio-

technical systems and Legal Informatics in a unique intelligent process driven by the “what 

if” and “because of” logic, as inspired by the theoretical framework (Chapter 2), in analysis 

and synthesis of cognitive computation. The computational approach processes textual data 

and is designed for this purpose. The approach respects the existing knowledge and generates 

something new from it that is an explanation of the phenomenon of mutual shaping between 

technologies and law, which did not exist before and may be practically applicable.  
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Therefore, the dissertation has two contributions to the overall knowledge area, which 

includes IS research, Legal Informatics and the field on socio-technical systems, as inspired 

by transdisciplinarity and practice (section 2.1): 

1. Understanding the phenomenon of mutual shaping between technologies and law – as a 

theoretical combination of the conceptualizations design work, memory, attractor and 

shaping channel, including sub-conceptualizations within those, such as element, valued 

signal, technological implication, relationship and “event” (sections 2.5, 4.1 and 4.2). 

2. A corresponding systems approach based on the principles of transdisciplinarity and 

computational thinking, which may be realized into a coherent code within 9 rule 

categories and is replicable N times at the collected datasets of textual information with no 

specific requirements to the thematic sector, be it ICT or law (section 4.3). 

The main call of this dissertation for academia is to overcome disciplinary thinking, relate to 

the real-world, bottom-up practices and trust human cognition and curiosity. No single rule of 

the generated systems approach requires any thematic connections with law and ICT (section 

4.3), although the approach is built to study their mutual shaping. The lack of thematic 

attachment in the approach opens a possibility of its generalization and universality for 

studying other phenomena in their natural asymmetry and own time flow in interaction: e.g. 

the banking sphere and politics, mass-media and voting, etc. In the next section, I proceed to 

discuss the results of the study with the reviewed literature on ICT and law.   

5.2 Reflections on the literature 

In this section, I provide the arguments I derived from having done the research (section 5.1) 

for addressing the demands of the reviewed disciplines (section 1.1). The dissertation, while 

addressing its research problem about the lack of understanding of how ICT and law mutually 

shape each other – as deduced from the socio-technical systems’ knowledge on law and ICT 

(section 1.1.1), the field of Information Systems (section 1.1.2) and Legal Informatics (section 

1.1.3) – generated the theoretical framework from the reasonable theoretical ideas and in 

application of the transdisciplinarity principle (section 2.1) for knowledge coherency, unity 

and universality. Moreover, a corresponding to this framework systems approach, driven by 

its conceptualizations and the bottom up analytics on empirics, was generated to explore and 

improve the understanding of the phenomenon. In this section, I address the calls and the gaps 

from the reviewed disciplines, considering the results of my study.  



 
 

5.2.1 Socio-Technical Systems 

The field of socio-technical systems, as reviewed in Chapter 2 in relation to “the legal” and 

“the technical”, has the challenge of finding integration mechanisms between these realms 

(Fischer & Herrmann, 2011; Lyytinen & Newman, 2008). In the interdisciplinary overlap 

with the IS field, the socio-technical systems’ area achieved a so-called punctuated socio-

technical change model (Lyytinen & Newman, 2008), which is an abstract explanation of how 

organizational aspects around information systems change within multiple-level 

environmental contexts, including cultural, political, economic and regulatory ones. That 

model strives to find and explain the lacking mechanisms, but since it does not build itself 

upon any empirical evidence, it is difficult to evaluate its coherence and use for research. 

The punctuated socio-technical systems’ change model by Lyytinen and Newman (2008) 

claims that there should be two logical trajectories of research for studying socio-technical 

changes while a new ICT is being designed: a horizontal one, which is a linear narrative-

based thinking in stories characterizing path-dependency at the local organizational level, and 

a vertical one, which is supposed to unpack relationships between this local level and nested 

environmental systems. The authors claim that co-evolution between the levels should be 

studied in this pattern and by use of the narrative. The main argument for their statement is 

that this would challenge the lack of non-linearity in the socio-technical systems’ field. Up to 

this point, in general, the punctuated socio-technical change model resembles the intention of 

the computational systems approach generated in this study, but in the depth of details the 

differences, besides the mentioned empirical one, are numerous. 

Lyytinen and Newman (2008) claim that it is challenging to find those events in the socio-

technical systems’ processes which create gaps and, thus, changes. In in this regard the 

authors recognize that “the gaps” should be explored bottom up, and that, empirically, this 

would require an enormous amount of data and analytic efforts similar to grounded 

approaches. Lyytinen and Newman (2008) acknowledge that, as a limitation of their study, 

they have not done this. In my dissertation, so-called “gaps” were found as properties of legal 

attractors triggering changes in the socio-technical interaction, and it was done with extensive 

coding of qualitative narrative material, from bottom-up, and replicated, as evidenced in 

Chapter 4. Moreover, Lyytinen and Newman (2008) recognize that eventually, the vertical 

logic of their model requires the use of time as a factor in order to indicate simultaneousness 

of events and decisions across events at different local levels – they state that in this case 

computational methods of simulation should be used to expand the model.  
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In contrast, the generated understanding of the mutual shaping between technologies as ICT 

and law in this dissertation approaches time as a factor and makes use of time-tagging in the 

data exactly to synthesis across the datasets (sections 4.1.3 and 4.2.3) via local valued signals 

(sections 4.1.2 and 4.2.2) by providing the desired mechanism of the socio/legal-technical 

mutual change in practice and transparency. One more sharp difference between the research 

works is that Lyytinen and Newman (2008) state that their model is a closed-box that should 

be developed from within, whereas this dissertation strives for understanding the real-world 

phenomenon with a practical use of results, where the model/theory is not the end in itself. 

The content of my research must be capable of self-improvement. The dissertation provides 

an open-ended approach to its system of theoretical conceptualizations which is replicable and 

learns from the data for subsequent implication in the area of Artificial Intelligence. The last 

obvious difference is in the understanding of “effective simplicity” for research on socio-

technical interaction and integration. For Lyytinen and Newman (2008, p. 590), such research 

should strive to explain the complex phenomena “with reasonable accuracy and 

generalizability, but, yet, render these explanations simple enough”: they have 28 concepts in 

one paper, but lack a methodologically transparent approach and an empirical basis. In 

contrast, this dissertation contains 4 operational conceptualizations (sections 2.5 and 5.1), two 

qualitatively different empirical datasets (sections 4.1 and 4.2) and a corresponding 

computational systems approach generated from these taken together (section 4.3). 

As regards other reviewed papers in section 1.1.1 on the socio-technical systems’ studies of 

“the legal” (which is often a part of “the social”) and “the technical”, the discussion continues 

as follows. I found in the review that there are difficulties in conceptualizing “the social”. 

Fischer and Herrmann (2011, p. 3) define “the social” as “people, procedures, policies, laws, 

and many other aspects”. The wording “many other aspects” may be difficult to use because 

of the lack of information in it. Moreover, Fischer and Herrmann (2011) do not go into any 

details explaining who those “people” are, what “policies” and whether any politics or social 

engineering is meant to be included, and why “laws” are actually in this list. Vagueness of 

definition and occasional missing references to existing knowledge that could help in 

theorizing “the social” is a weakness of the socio-technical systems’ field. In this dissertation, 

while studying “the social”, I prefer working only with information relevant to law, which I 

extract from the professional knowledge of the involved experts in the data, and I limit my 

interpretation out of my professional education and experience in Law. I would recommend 

researchers to consult the disciplines involved as this helps to achieve clarity. 



 
 

It was also found in the review that law may initially be fragmented for a socio-technical 

study, but then such research would not reflect the reality. In particular, Whitworth and De 

Moor (2003, p. 32) claim that “law cases always involve two parties in conflict (prosecution 

and defense)” but in legal doctrine, the prosecution and defense as parties of conflict imply 

hierarchical relationships between their subjects, that is, only branches of law with state and 

public administration (Boe, 2010; Pigolkin et al., 2005). If the authors really mean 

relationships between “the social” and “the technical”, they should also have meant civil law, 

where relationships between the subjects are non-hierarchical, and these subjects interact on 

agreement basis, but not always under pressure of possible sanctions. Simultaneously, 

information systems are understood by Whitworth and De Moor (2003) only as physical, 

technical tools for certain functionalities, so the principles or objectives of their design and 

implication are not considered as qualities of technology. Such raw interpretation of “the 

legal” and “the technical” may show how broad “the socio-technical gap” they explore is. In 

contrast to Whitworth and De Moor (2003), I do not separate the private and the public 

branches of law because, in reality, Norwegian legislation is one network and, for legal 

knowledge, the legislation is a holistic system. Moreover, the understanding of technology 

(ICT) in my work includes both technical elements and principles of their functions and aims. 

This is done for the purposes of their equal empirical respect and symmetric theoretical 

conceptualization for actual studying of their mutual shaping. The world is a unity. 

The later socio-technical systems research has interpreted “the socio-technical gap” 

(Whitworth & De Moor, 2003) as a boundary – as the fact that law is information, whereas 

technology is information and matter (Kroes et al., 2006). Since 2010 the seriousness of Law 

as knowledge in its own complexity has become realized in the socio-technical systems’ field, 

and the analytic focus fell almost entirely on the side of law in studying its interaction with 

“the technical”. The VENUS Development Method and the KORA approach (David et al., 

2014; Hoffmann et al., 2011), the normative i* modelling (Siena et al., 2008), and the Smart 

Items Infrastructure (Compagna et al., 2009) are technologies that resulted from the 

understanding of the legal structure, concepts and links, which refer to managerial and 

organizational aspects relevant to governing technologies. This made subsequent thinkers in 

the socio-technical systems call again for “technology-awareness” (Bendrath & Mueller, 

2011). Nevertheless, the achievement of the field became visible in recognizing natural 

language as a structured information carrier, and the methods of working with documents and 

opinions improved. Along with recognizing law as a system (Geels, 2004; Kroes et al., 2006) 

and designing computational approaches within the socio-technical systems’ field, there came 

the understanding that finding the lacking mechanisms of information integration between 
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“the technical” and “the social” should be done with respect to cognitive routines (Geels, 

2004; Woodhouse & Patton, 2004). This increased interest in anticipating events and the 

memory effect of information as distributed cognition (Sylves & Comfort, 2012). 

The main message of this dissertation to the socio-technical systems’ field, which strives to 

find integration mechanisms between “the technical” and “the social”, would be primarily in 

telling how both of these should be conceptualized symmetrically with acknowledgement of 

their natural asymmetry, which explains the difference in their own time flow and, thus, the 

patterns of challenges we observe. The physics behind this study makes it possible for us to 

understand how different the time flows for both of the overlapping realms – technology and 

law – in their asymmetry, so that their co-evolution and change implies understanding of the 

topology for their information elements in dynamics. 

Most important, though, is looking at the phenomena as consisting of relations and as 

relational – as a process of information, not just as a process as an object. “The technical” and 

“the legal” in this study are conceptualized symmetrically, which means that no particular 

bias in focus is given to either ICT or law in trying to understand their mutual shaping. Geels 

(2004) calls for symmetric conceptualization, although without giving hints how it should be 

done. Thus, symmetric conceptualization of ICT and law has been motivated in this study by 

use of the simple causal ABC-model of mutual shaping between two realms via a third one, 

which interact in time and change over time, as proposed by the transdisciplinary scientist 

Ton Jörg (2011), who calls for knowledge universality. The philosophical nature of the socio-

technical systems’ field (Mumford, 2000, 2006) and its vagueness (Fischer & Herrmann, 

2011; Heng & De Moor, 2003) allow me to borrow the knowledge I need from other areas, 

such as Complexity Science (sections 2.1-2.4), which have achieved useful results in studying 

the world. I reiterate, this has also become a trend in the socio-technical systems’ field to 

make sense of the world and pursue the natural cognitive routines (Geels, 2004) rather than 

discussing own disciplinary bubble.  

Jörg’s (2011) ABC-model requires that the vanished “technology-awareness” (Bendrath & 

Mueller, 2011) from the socio-technical systems returns. Moreover, this awareness on ICT is 

as strong as the required legal-awareness, because the model conceptualizes a phenomenon of 

qualitatively different elements as one holistic unity, or a complex system, which changes in 

time as a process – which responds to the call by Stubkjær (2006) – and considers time as an 

important analytic factor – which responds to the calls by both Compagna et al. (2009) and 

Stubkjær (2006). Approaching time makes us observe the co-evolution in information 

exchange and the mutual shaping in information integration. The reasons for the legislation to 



 
 

change is the need of practice – the more that practice contributes information to the legal 

uncertainties, the sooner the law could regulate them in certainty. Deciding about designing a 

technological implication may happen much faster, but decisions can be many – in parallel 

within other design works taking place in the legal environment or subsequently in the design 

work. Technology, that is ICT, and law experience time in different ways because of the 

different objectives they pursue: law is supposed to serve many, that is why emerging ICT 

practices need some time, maybe months or years, to be discussed, whereas an ICT can be 

tested as a prototype or in its parts much more quickly, based on ambitions of its designers. 

Moreover, Jörg’s (2011) ABC-model also helps to focus on law, ICT and, in between, the 

exchanging of information from expert knowledge – because the very information is 

generated and processed by experts in their professionalism. In other words, the model 

excludes policies “and many other aspects” (Fischer & Herrmann, 2011), reduces conceptual 

vagueness, as well as provide a scalable degree of interpretation related to the data extraction 

and coding. The model also allows the processing of the empirical material in its 

chronological order – both in terms of when certain elements of ICT or law appear and re-

appear in the design work, from whom and why – which expands the use of the narrative 

material in its horizontal, local approach (see Lyytinen and Newman, 2008). The difference 

would be that the ABC-model emphasizes relationships among the elements and their time 

tags, not just elements as information objects. Relationships help to see the travel of 

information in its clusters, showing the “events” of tension in the overlap of the technological 

and legal realms which hide the points for the vertical, synthetic, cross-case logic. This could 

help Lyytinen and Newman (2008) realize their idea of vertical influences between “the 

technical” and “the social” or “the legal”. The relationships, properly traced horizontally from 

the datasets, indicate the shared legal uncertainties, which are also called legal attractors: a 

well-established term in law that is also once eventually named abstractly in socio-technical 

systems’ field (section 2.3). The attractors may be shared between the different design works 

as processes nested in the common to them environment. If shared, the attractor has a 

trajectory of possible technological implications decided locally in the design works to be 

realized. This is lacking in the punctuated socio-technical change model proposed by 

Lyytinen and Newman (2008). 

The point of tracing the information exchange between the interacting realms of ICT and law 

via relationships, not states or definitions, is overlooked in the socio-technical systems. Time, 

considered together with the textual data in horizontal and vertical parallelisms, is crucial in 

this travel; time describes tagging of the information in the complex system of the 

phenomenon. This dissertation provides the lacking mechanisms of the information exchange 
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(Fischer & Herrmann, 2011; Mumford, 2006) between “the technical” and the “legal”. These 

mechanisms are generated and replicated as a computational systems approach (Chapter 4), 

which corresponds to the discussed conceptualization of the mutual shaping between 

technologies and law, and communicates with the knowledge on natural language processing 

for its subsequent programming there. 

5.2.2 Information Systems 

The field of Information Systems, as discussed in the literature review, has challenges in 

terms of theorizing about mutuality and relationships between ICT and law. These challenges 

include perspectives about directions of their shaping, and perspectives about whose interests 

the IS research has to serve. I see it as the lack of holistic thinking, which the discipline needs 

and actually calls for (Hanseth & Lyytinen, 2010; Jacucci et al., 2006; Shim et al., 2000) – 

something that this dissertation intends to contribute to in the discussed field.  

As regards directional perspectives of the shaping between ICT and law, there is a perspective 

that it is law that shapes ICT (e.g. Bosch et al., 2011; Goel, 2015; Jones & Choo, 2014; 

Marett, 1988; Polanski & Johnston, 2002; Shim et al., 2000; Stahl, 2012; Straub Jr & Collins, 

1990), a perspective that it is ICT that shapes law (e.g. Adam & Kreps, 2006; Agre & Harbs, 

1994; Avgerou, 2013; Bauxmann et al., 2005; Ciborra, 2005; R. Clarke, 2001, 2014; 

Garfinkel et al., 2007; Heng & De Moor, 2003; Kamoun & Basel Almourad, 2014; Letch & 

Carroll, 2008; Parameswaran & Whinston, 2007; Siponen & Vartiainen, 2004), and a 

perspective that there are very many factors that shape ICT and law, which are also social 

regulations and norms, architectures, economics and policies (e.g. Abbas et al., 2014; August 

& Tunca, 2008; Bygstad & Hanseth, 2010; Castelnovo et al., 2014; Gopal & Sanders, 1998; 

Koumaditis et al., 2012; Lessig, 2006; McRobb & Rogerson, 2004; Xu et al., 2012). All of 

these are situational perspectives that emerge from studying contexts and factors of the 

decision-making influence within particular organizations or territories. A detailed overview 

of these perspectives is given in section 1.1.2. It is exactly among these perspectives that the 

need for a holistic approach, which would provide a unity to understanding the mutual 

shaping between technologies and law, has been expressed (Shim et al., 2000). Up until 

recently, this need has been supported by calling for the approach to be procedural – to be 

able to keep pace with real life (Parameswaran & Whinston, 2007), or evolve with it. 

Another qualitatively different perspective that exists in the IS field is a management and 

organizational one (Knackstedt et al., 2013; Knackstedt et al., 2014; Robey, 1996): the 

research in IS has the objective of helping the management in an organization with the design, 



 
 

introduction and use of ICT. As a main perspective of the IS field since the beginning of 

1990s, it has also been preserved in attempts to find an approach embracing the listed one-

sided perspectives when the group of German researchers decided to generate the 

understanding of mutuality between ICT and law. While keeping this perspective central, 

Knackstedt et al. (2013) borrowed a set of functions describing legal influence on society and 

imposed it on the empirical material by extracting such data as fitted the borrowed functions.  

I see several problems in doing this. The first is in the fact that the set of the borrowed legal 

functions which Knackstedt et al. (2013) selected (section 1.1.2) is only an interpretive 

approximation of our understanding about the legal impact on society – from author to author 

the set of functions varies (Pigolkin et al., 2005). The second problem is that imposing certain 

ideas from other disciplines in the research without their framing does not make it 

interdisciplinary and does not solve its problems – in fact, it causes even more problems for 

the IS field because of the simplicity of the solution, its top-down implication upon the data 

and no reflections given back to those legal functions used. The third problem, which is the 

core, is in the lack of conceptualizing the phenomenon of mutuality between ICT and law, or 

their mutual shaping, as a holistic unity, as a system, which emerges, grows, learns and lives 

with humans, who have direct or indirect relationships to the process of designing an ICT, but 

are not necessarily managers. These experts can be IT-designers, architects, lawyers, 

inventors, customers, external consultants, end-users of the customer organizations, 

legislators, advocacy organizations, etc. There are masses of perspectives involved in 

designing an ICT solution, so a traditional maintenance of the managerial and organizational 

perspectives gets IS research into a self-supported trap. 

The problem of seeing phenomena holistically, in a system, is discussed by Alter (2013): the 

author criticized the IS field for its “conventional wisdom”, and understanding “system” as a 

technical artifact, but not an abstraction for analysis and synthesis of the interacting realms, 

their elements and relationships, volumes and times, co-evolution and connection. Since the 

phenomenon of mutual shaping between ICT and law is seen systemically in this dissertation, 

the multiple perspectives are acknowledged as information strings and processed in parallel to 

each other without undermining the use of narrative data, which is popular in the 

organizational research that is the field of IS. This discipline employs qualitative data 

processing, such as, for example, discourse analysis (Abbas et al., 2014; Jones & Choo, 2014; 

Marett, 1988; Polanski & Johnston, 2002) and document analysis (Agre & Harbs, 1994; 

Bygstad & Hanseth, 2010; Castelnovo et al., 2014; R. Clarke, 2001, 2014; Goel, 2015; 

Koumaditis et al., 2012; Letch & Carroll, 2008; Shim et al., 2000), but the role of 

relationships in information rather than among people is underestimated there. 
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The generated approach in this study lifts the technique of the discussed methods to the  

qualities of computational discourse and document analysis (Macgilchrist & Van Hout, 2011) 

and information clustering (Aggarwal & Zhai, 2012a, 2012b; Jiang, 2012) out of textual data 

(sections 3.3, 4.1.2 and 4.2.2), which the multiple perspectives of experts illustrate. Setting 

this qualitative data into Jörg’s ABC-model, which is a simple model of the mutual shaping 

between the realms (section 2.2), helps with arranging the streams of multiple perspectives in 

accordance with the content of the micro-discourses – information elements – they have about 

the ICT in design and the law, and keeps the trace of time for their use in relationships to each 

other. The generated approach respects meanings describing ICT and law, as the qualitative 

research would do in coding the data (Miles & Huberman, 1985; Silverman, 2006), but in 

principle the holistic perspective of the approach is opposite to the tradition where the 

researcher selects the most interesting issues in the data and discusses them (Stake, 2005). 

The argument of the holistic approach to this would be that the researcher is a part of the 

system they observe, and sees only the side that makes sense, based on their background and 

knowledge as legitimate as any other opinions. 

Presenting information only from a perspective of one subject in relationships within the 

phenomenon does not explain this phenomenon, but may bring up more information noise – 

as one more perspective out of the multiple existing. Even then, if the results of such study 

were replicated in another case for literal or theoretical evaluation (Yin, 2013), there may be 

unique content and relationship pattern of the data of the second situation which is not 

thought of as that important by the researcher, because they have already chosen and 

processed the data from the first case on their choice. In the contra-argument to Yin (2013), 

who claims that the replication of the case study may help to evaluate the previously found 

results and improve theoretical lenses, the generated systems approach in this dissertation 

does not limit itself by a definitely formulated theoretical lenses or sharp results. The nine rule 

categories (section 4.3) with the hypothesis making the approach replicable N times for 

learning as procedural and open-ended imply only the relationships (Bar-Yam, 2016) of the 

exchanged information between ICT and law, and its time, to be the primary objects of 

evaluation, but not the case results (such as why “simplicity & security” is concerned with 

responsibilities of the service provider) or theoretical lenses behind (definition of “attractor”). 

The holistic understanding of the phenomenon explored in this dissertation implies that any 

tiny piece of information, be it mentioned often or seldom in the empirics, is potentially 

important, and all pieces of the information are equally important. In this sense, the attitude of 

the researcher to understanding the phenomenon of mutual shaping between technologies and 

law may resemble at first glance the grounded theory approach (A. Clarke, 2003; Glaser, 



 
 

1978; Gregor, 2006), where the data speaks from the bottom up and the local specificities are 

of importance. However, in contrast to grounded theory, which does not test hypotheses 

(Suddaby, 2006), the generated approach emphasizes the role of asymmetry between ICT and 

law, which simply requires having a hypothesis about the shared legal influence on ICT in our 

understanding of the mutual shaping between ICT and law. If, in grounded theory, approaches 

to studying particular phenomena come as results of the research, in this dissertation 

conceptualizing the phenomenon (Chapter 2) and designing an approach (Chapter 4) for 

studying it employs knowledge beyond the primary discipline, the IS field, goes to 

transdisciplinarity of complex systems (section 2.1) and co-constructs itself with the data 

analysis and synthesis. The hypothesis (sections 4.1.4, 4.2.4 and 4.3) in the approach makes 

the understanding of the phenomenon “informed situationally” – as recognized reality across 

many situations simultaneously. The problem of diverse one-sided perspectives of IS on the 

phenomenon and the reasons for misunderstandings (Knackstedt et al., 2013; Knackstedt et 

al., 2014) is that the phenomenon is seen as flat, where the perspectives are disconnected – 

with no mechanisms recognized between them, but which are hidden there.  

The provided understanding of the phenomenon of mutual shaping between technologies and 

law in this dissertation (section 5.1) implies seeing the phenomenon in volume because of its 

hypothesis, as inspired by knowledge on legal attractors in Law (section 2.3). The replication 

of the generated rules for the corresponding approach has partially confirmed the hypothesis, 

which is basically that the legal attractors, as legal uncertainties and imperfections, are shared 

between the activities of ICT designing in the same legal system. The partial confirmation of 

the hypothesis explains such information transfer, which builds bridges between the cases 

without undermining their own businesses. This provides reasons to take the environment 

seriously and challenges the traditional adherence to the managerial perspective in the IS field 

as a necessity. Simultaneously, the partial confirmation of the hypothesis informs us that to 

the same legal uncertainty in the environment there may be given diverse local solutions in 

the form of the technological implications – namely, what is “right” in one organizational 

situation may be “wrong” in another. I would claim here that this perspective – what is “right” 

for one design work may be “wrong” for another design work – will be turned into a different 

interpretation, or perspective, for use in IS research. This interpretation will be based on the 

role of the legal attractors in the phenomenon – the presence of legal attractors in one design 

work may be anticipated in another design work, if the rules of the approach are “situationally 

informed”: the shared attractors mean sharing the same legal uncertainties, whether the 

involved experts want these or not. In other words, the perspectives of situational “wrongs” 

and “benefits” is the requested ax ante perspective for IS research, which it wanted (Mishra et 
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al., 2012; Peled, 2001), and the memory effect of the data explored. The results, which were 

not confirmed by the hypothesis, inspire the need for more datasets in the study with exactly 

the same hypothesis “informed situationally” about the phenomenon at large. 

5.2.3 Legal Informatics 

The field of Legal Informatics (section 1.1.3) is a sub-discipline of Law which is focused on 

understanding how law regulates and/or should regulate the use of ICT, and how this 

influences the emerging technologies and their design (Seipel, 2004; Székely et al., 2011). 

Since the professional mentality of lawyers is strong and they usually think that law comes  

before any activity (section 4.2.2, Appendix A) – as also recognized in IS research (Mishra et 

al., 2012) – it stipulates the formation of two basic models of relationships that law has for 

ICT. Both of these models come from the practices of real national legislations. One of the 

models implies the technology-specific approach to regulation of ICT use and, hence, 

designing: the law strives for establishing the maximum legal certainty for the mentioned 

activities but, simultaneously, this might slow down the technological progress. Another 

model implies the technology-neutral approach: the law strives to ensure only respect for the 

basic human values, but does not stipulate making particular choices for the ICT – this 

includes a degree of legal uncertainty, possibly harm, caused by the ICT, and emergence of 

previously unknown ICT concepts (Aalberts & van der Hof, 1999) (section 1.1.3).  

Law actually does operate with the concept of uncertainty – this is the understanding of the 

legal attractor, as borrowed from complex and dynamical systems for explanation of open 

spaces for meanings in the legislation (section 2.3). The clarity to these uncertainties is 

contributed bottom up from multiple practices and solutions taking place within the system of 

law, which is often national legislation. The legal doctrine claims that legal attractors are 

promoters of sustainability in the ICT design process: they are useful for both – for the law to 

learn from the ICT practices, and for the ICT practices to have a strategy (Paterson & 

Teubner, 1998) in learning from trial and error, which includes also learning from other 

practices responsive to the attractors. Ruhl (1996a), from Law, claims that attractors can be 

influenced by free will exercised by those whose activities the law intends to regulate, so 

decision making on technological implications – though different – shapes the law. Székely et 

al. (2011) claim also that, by exercising their own free will, humans provide their 

understanding of basic human values, which are later shared in concrete wordings of 

legislative norms of the legal system. 



 
 

As this dissertation demonstrates, the uncertainty should not be considered in a negative sense 

– it is a part of our natural reality and a chance to change the rules we are following. Treating 

the legal uncertainty negatively may be understood from the basic attitude of human beings – 

we usually do not want to waste our time in making “wrong” decisions and we usually do not 

wish to harm anybody. Simultaneously, if the law is completely certain, we could be 

dissatisfied with that, too, calling it authoritative, or a command where every step we wish to 

take would be prescribed. Law needs uncertainties – from them it evolves as a system of 

meanings intended to serve us, the many, and co-evolves together with what we do or wish to 

do (Murray, 2008). By applying the generated systems approach of this dissertation to the 

data generated locally in the design work, the involved experts may learn about the 

alternatives in decision making about technological implications, and trace the data back in its 

clusters to see why. The alternatives imply diverse responses to the shared legal attractors 

across the used datasets, and the replication of the open-ended approach provides the required 

panoramic vision (Doukidis & Giannakos, 1988) that Legal Informatics wished to achieve.  

The duality of the legal uncertainty is recognized by Székely et al. (2011), who claim that it 

has two perspectives – of those applying emerging technologies and of those trying to 

regulate them. Therefore, in terms of the second perspective in comparison to the one we have 

just addressed, the legislators or other experts in law, such as consultants and advocates, may 

learn from the provided understanding of the phenomenon and the approach what is 

“diagnosed” in the data about potential spots (Murray, 2008) of the techno-legal co-evolution 

(Holland, 2006; Ruhl, 1996a), how and why – by tracing the data back in its clusters. This 

would be simpler to do if the logic of this study could be programmed from its manual form 

(Chapter 4, specifically section 4.3) into a computational code, as the ambition has been set 

(section 1.3.2) for designing the answer to the research question in its practical implications. 

5.3 Practical implications 

Transdisciplinarity implies constant communication with practices and academia in the 

process of research (Cundill et al., 2005; Gell-Mann, 1995; Jörg, 2011; Steiner & Posch, 

2006). Thus, on having done my work bottom up from the data and with replication, 

considering the empirical challenges I learned earlier (section 1.2), I went beyond the 

university walls and talked with the practitioners, including those from small economies. In 

this section, I refer to both the earlier discovered empirical challenges (Chapter 1) addressed 

in the research and what I learned on having completed it, in order to elaborate the vision. 
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A good manager is a good leader who has skills to hear multiple professional perspectives, 

value them and strive for the best outcome for the whole team. It is challenging for most 

managers, as also recognized in IS studies (Knackstedt et al., 2013) and in practices of 

multiple interpretations and misinterpretations of the same things, where original meanings 

get lost. This observation of mine is shared with a representative of DIPS and a lawyer from 

the legal firm from Oslo known for its consulting on ICT, who spoke at an e-health 

conference (section 1.2). That is why the generated approach, with understanding of the 

explored phenomenon, may have broad practical implications. Augmenting human capacities 

is one of the core ambitions in the socio-technical systems’ area (David et al., 2014; 

Hoffmann et al., 2011) and, in terms of management of information systems, there are 

Intelligent Decision Support Systems (IDSS) often used. These are advisory solutions to 

unstructured problems (Cundill et al., 2005; Steiner & Posch, 2006), where the final decision 

is left to the manager, whereas the IDSS may propose results based on the datasets of the 

textual material (Kaklauskas, 2015) collected in the organization and from other places. The 

understanding of the phenomenon of mutual shaping between technologies and law generated 

in this dissertation acknowledges and processes the available multiple opinions with equal 

importance and in parallel, so that information elements about ICT and law, and relationships 

among them, keep their initial authenticity and are coded in this authenticity (sections 2.2, 

2.3, 4.1.2 and 4.2.2). The professional lifespan of the expert knowledge included in the 

datasets is longer than its participation in a design work (sections 4.1.1, 4.2.1 and 5.1), and the 

information may travel beyond the datasets – among projects, consultations, meetings, etc. 

The generated approach, because of its hypothesis (sections 4.1.4, 4.2.4 and 4.3), assumes the 

use of at least two datasets (section 3.2). The experts in the design works may be interested in 

exploring their own opinion in the past and trace how it resulted in the final decisions in 

relation to others, and what their opinion is now, as well as what is likely to be of concern 

again – in a project, a consultation or a meeting.  

The technology, IDSS, which this dissertation motivates (Chapter 1), abstracts (Chapter 2), 

generates and evaluates (Chapters 3 and 4), addresses the following problems in practice: 

a) the problem of seriously claiming (perceiving/thinking of) a certain event or process to 

take place in the ICT design work whereas an entirely different event or process is actually 

being run – the problem of misperception of reality, or the problem of finding valued 

information; 

b) the problem of dealing with uncertainty: which out of many challenging aspects of legal 

regulation will be actually important to address in your ICT design work – the problem of 

the challenge anticipation; 



 
 

c) the problem of believing that the ICT design work should stay within a certain legal niche 

because of the initial ideas in the ICT concept – the problem of sticking to the initial 

ideas/plans, or the problem of pivoting. 

The corresponding solutions to the listed problems have been illustrated as follows:  

a) the approach shows that the directing manager, the responsible ministry, and some other 

experts involved in the design of a national e-health infrastructure say, in the interviews 

and shared reports sent to each other, that it is “integration” of diverse IT solutions that 

takes place in the design process, whereas the final data shows that what actually happens 

is the process of “synchronization”: connections of information in terms of the element of 

“synchronization” have valued relations (proximity, authenticity, time) to the information 

relevant to decision making. “Integration” and “synchronization” are two different 

processes that require different decisions, so the generated approach indicates one that, 

actually, requires focused work; 

b) the approach shows that in the case of designing a cloud-based ICT for e-health, there were 

no legal problems of metadata regulation or about what cloud to choose for a contract, or 

what level of security was needed to exercise privacy/security in use – the required legal 

challenges to solve were, actually, ensuring that the user is informed properly, figuring out 

clearly the legal definition of the ICT system the designers wanted to achieve, and deciding 

clearly about the list of data controller’s responsibilities – then all other legal issues would 

have been be simpler to solve. The ex ante, or anticipatory effect, is in the core of the legal 

challenges, which are exactly the same for the mentioned national e-health infrastructure; 

c) the approach shows that the chosen status of the ICT solution, which was designed as a 

research experiment (that is its “research status”), exhausted the possibilities of the design 

process, which got stuck at the prototype stage because the designers had not switched the 

legal status of their work to a commercial one or one that would require different decisions 

and ICT-components – this could be a pivoting opportunity in the very first public trials, 

something that could be deduced from the accumulated data in this design process. 

The legal experts, from their perspective, know that legislative co-evolution with ICT happens 

around core human values (Seipel, 2004; Székely et al., 2011). The generated systems 

approach helps to demonstrate this in practice: behind the wording “self-determination” used 

in the story about “control over data by the patient” for the national e-health infrastructure, 

there is the human value of autonomy that is responsible for supporting the ability to decide. 

For example, autonomous means having a capacity to be in control in deciding and taking 

responsibilities for decisions. Autonomy is grounding for sovereignty in countries, and, in 
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case of individuals, for control by themselves, independently, on what they can do (Hannum, 

2011). As a word, “autonomy” has not been registered in the dataset of the National Core 

Journal, neither in its documents nor in the interviews, but the professional legal interpretation 

of the meaning by an in situ expert, who said that the anonymity of health personnel was 

granted for some days to guarantee them exercising their professional responsibilities in peace 

and without disputes with dissatisfied patients, demonstrates the presence of autonomy as a 

value in the design work. Autonomy is a highly abstract legal concept, and that is probably 

why the in situ expert, instead of it, used a more formal and legally specialized term, “self-

determination”. Simultaneously, the richness of autonomy as a value in terms of the emerging 

variety of patients’ rights on control over their own health data has been unpacked in the 

interview dataset by other experts.  

Thus, I can claim that the generated systems approach, if applied together with professional 

expertise for interpretation in the output, could be a powerful tool in recognition of eventual 

human values behind co-evolving legislation with ICT. If the varieties of patient rights in 

“control over data by patient” could be designed with direct consideration of autonomy, there 

would be no conflict with this value, and the corresponding legal uncertainty in the varieties 

of insight would probably disappear. The reviewed experience of decision support systems 

from the socio-technical systems’ field on law and ICT, and Legal Informatics, demonstrates 

(sections 1.1.1, 1.1.3, 1.3.2 and 2.2) that the existing solutions focus only on law – as they are 

expert systems designed for lawyers. In contrast, the generated approach conceptualizes law 

and ICT symmetrically, and includes all professional perspectives in the used datasets – for 

element extraction and relationship building (sections 2.2, 2.4, 4.1.2, 4.2.2) and endless 

replication (sections 2.3, 2.1.4, 4.2.4 and 4.3) to other datasets. The emphasis of the research 

is given to relationships in the textual data, potentially extractable within NLP technologies 

and data mining (sections 1.3.2, 3.1-3.4) with respect to the structure in the designed 

theoretical abstractions (sections 2.5 and 5.1) glued by the transdisciplinarity (section 2.1) – 

this is relevant for design of IDSSs that serve multiple backgrounds, are enterprise-wide and 

data-/knowledge-driven (Power et al., 2015).  

This IDSS technology would explore the legislation, technological implications and expert 

knowledge locally and at large, in comparison, provide ex ante perspectives on potential legal 

uncertainties in design work situations, provide results from their practices, motivate choices, 

visualize the data of the past, trace misunderstandings, look beyond informational niches of 

design activities and decisions taken, and explore the human values behind techno-legal co-

evolution. The generated approach is designed with the intention of improving decision 

making and to be used by professionals in their lives as an intelligent tool or a partner. 



 
 

5.4 Limitations of the study 

One of the most serious limitations of this research is that there were only two datasets used 

to generate and replicate the systems approach, so only two cases of technology (ICT, e-

health, in particular) design were studied. Ideally, I would have expected to consider more 

than two: I could have explored whether the shared legal attractors are shared in other 

datasets, and whether those unshared do so as well. It is possible that double or triple sharing 

could be discovered, and this would cause a subsequent architectural question for the systems 

approach: Why does this happen? The actual limitation by two datasets was stipulated by the 

time to conduct this research. 

The second important limitation is the actual manual character of the analysis and synthesis in 

this study. In the course of coffee-break discussions, both in the department and at the 

scientific events in different parts of this world, I have been met with questions about why I 

was so sure that the coding I did was of a proper level of interpretation, how I did my 

interpretation, and basically that what I did was donkey work which might have errors 

because of the imperfection of my overworked and subjective human mind. Although my 

mind has never betrayed me, I acknowledge that there might be some imperfections, but if it 

is necessary to replicate the systems approach several times more in a manual way, I could do 

so. To overcome the discussed limitation, I would like to go for designing the IDSS code.  

The third objective limitation might possibly be hidden in the fact that no requirements have 

been found in the generated rules (section 4.3) about whether the e-health domain of design 

works should be used as datasets. Nevertheless, it has not been proven that the approach 

would not be entirely independent of this, since to test it in particular would be a separate 

hypothesis. The selection of both datasets describing e-health technologies was stipulated by 

the requirements of the research group I belonged to while working on this study, and the core 

research project of which mine was a part. Without any doubts, I would go for the same 

complex approach, be it other ICT, e.g. for transport, construction, forensic investigation, etc.  

And last but not least, is the not going into details with the results on each case – I am not 

discussing cases separately from each other. The research problem of my study was set to 

understand how to understand and explore what is going on in between technologies and 

laws, and not how technologies behave because of law, and how law behaves because of 

technologies. These areas of interest may be further unpacked by the disciplines reviewed in 

this dissertation, using traditions they have been pursuing for conducting research. 
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5.5 Further research 

Ideas for further research are mainly based on addressing the limitations of this study (section 

5.4), that is, to use more than two datasets; to design the code and automate the systems 

approach; to test it on sector neutrality; and to expand interpretation of the outputs by 

specialized IS, legal and socio-technical systems knowledge in analyzing technological 

varieties and legal uncertainties, if necessary.  

The theoretical framework of the mutual shaping between technologies and law consists of 

the conceptualizations design work, memory, attractor and shaping channel, and may be 

further explored for its interconnectivity: the respective terms elements, relationships, events 

and valued signals may be given their own values in the overlapping knowledge areas in 

relation to this particular research, specifically on the role of making sense through 

relationships rather than definitions of things. 

Moreover, I would be very interested to see whether the generated systems approach can be 

expanded to the level of the European Union or the European Economic Area, where their 

legislation is considered as a legal system, and technologies are designed in cooperation with 

the member states. This would be a very rich study because of inherent regulatory diversities 

of the national legislations, which would additionally complexify the diversity of 

technological responses and, probably, the pattern of the shaping channels. 

In the further research, I would be concerned to see whether the order of the collected valued 

signals from a case have certain meanings for multiple replications of the approach in other 

cases, and whether it has to do with the time overlap among those.  For example, in the case 

of HealthBook, valued signals were found in the following order: “anonymity”, “simplicity & 

security”, “being beyond the law” and “research status”. In the case of the National Core 

Journal, the order was “patient consent”, “centralization of information”, “synchronization”, 

“control over data by patient” (found 2 times), “sensitivity of health data” (found 2 times) and 

“automatic update”. These two cases took place simultaneously in a shared environment.  

Analysis of the shared attractors showed that if you keep the order of the first case, the order 

of the second case would be different: “anonymity” corresponds to “patient consent”, 

“simplicity & security” would correspond to “sensitivity of health data” if we consider their 

information relevance by referencing to the Personal Health Archive, “being beyond the law” 

corresponds to “synchronization”, and “research status” to “centralization of information”. If 

you keep the order of the second case, then the order of the first case would be different, 

because then “patient consent” corresponds to “anonymity”, “centralization of information” to 



 
 

“research status”, “synchronization” to “being beyond the law”, and “sensitivity of health 

data” to “simplicity & security” if we consider referencing to the Personal Health Archive 

(sections 4.1.3 and 4.2.3). Although I acknowledge the inherent differences between the cases 

as private and public e-health concepts, I would be very interested if we could discover forces 

that make the order of the valued signals different in cases overlapping in time. Answering 

this question could lead to a deeper understanding of the phenomenon of mutual shaping 

between technologies and law, which in turn would lead to better expert communication. 

Another question I have after reflections on the generated systems approach is whether the 

order of “events” eventually matters. Rule iv does not have any special preferences about the 

order of the “events” under extraction, except recommendation to do that in interchange from 

the technological and legal sectors one by one (sections 4.2.2 and 4.3). I have assumed in this 

study that only the meaningful logic of relationships among the elements in micro-narratives 

building really matters, not the physical location of the elements, but there might be one more 

rule about “events” such as regarding their order. It may be relevant to a case where both 

national and supranational environments are studied; for example, if we go for exploration of 

law and emerging technologies of the European Union and the European Economic Area, as 

proposed above. I encourage trying this computationally. 

Then what interests me greatly are relations among indicated legal attractors if studied 

separately from technological implications, and these technological implications are also 

studied separately from corresponding to them attractors, but within one research and across 

several design works in time overlap (Figure 19). Can there be any logical relations 

describing anticipation mechanisms of sequence for the legal attractors and also the 

technological implications? Are there any logical relations in their emergence? Here, I am 

interested in the influence of legal attractors on each other – emergence, triggering, 

completion, collisions, disappearing, etc.  

I have a similar interest towards technological implications – do they always need legal 

attractors for shaping or is there an inherent logic of progress among those collected by the 

systems approach? Answering these questions would correspond to John Holland (1995) with 

his idea of building blocks, and to Brian Arthur (2009) with his reasoning about technology 

evolution. At least four datasets would be required for such research. Then we will come 

closer to a theory addressing a concern of Holland about what mechanisms cause the 

formation of boundaries, which, in a socio-technical complexity, would eventually be found 

in technological and legal sectors separately. 
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Figure 19: A concern about anticipation mechanisms hidden in the generated systems approach 

And last, but not least, is a computational concern about why some of the valued signals were 

found twice in the dataset about the National Core Journal (section 4.2.2). I wonder whether 

they could be found more than twice if the dataset had embraced a longer period of time than 

2007-2014, and what the reasons are for the double appearance of the valued signals, besides 

accuracy of the computational rules. Probably, the double appearance of valued signals in a 

case indicates a certain weight they have as information, or the circularity of the design work 

process and decisions taken by the experts involved. Since this research has illustrated 

asymmetries in a complex socio-technical phenomenon of mutual shaping between 

technologies and law because of their natural asymmetries, I would expect further studies to 

emphasize that, theorize and conceptualize complexity in its original asymmetries and 

diversities of life spans, where comparisons are also unequal. 

Codes and algorithms already have a broad implementation in our lives: they are based on 

research and encourage it in return. They are capable of recognizing our personalities, 

intentions for why we ask something, our fears, and can even predict our behavior. Such 

machines are used in decision-making support devices, for example, in customer support 

services for the better organization of daily routines in companies. Such codes, as I have 

stated several times, belong to Artificial Intelligence. I assume that the conceptualizations and 

the systems approach that I provide in this study would make researchers and scientists in 

ICT, and other professionals, whose work the systems approaches holistically touch, merge 

their efforts to create solutions that respect human beings, openness and diversity. 



 
 

Appendix A: the full list of elements (sec. 4.2.2) 
 

Technological elements extracted from the documentary dataset on the National Core Journal: 

• Helsenett, 2007, t 

• Access by health personnel, 2007, t 

• Multi-levels, 2007, t 

• Patient information and EPJ-document, 2007, t 

• Address catalog, 2007, t 

• Digital signature for health personnel, 2007, t 

• Digital signature for patients, 2007, t 

• Standards for EPJ & e-messages, 2007, t 

• Health professional content, 2007, t 

• ELIN, 2007, t 

• Security mechanisms, 2007, t 

• CD, disquiets, encrypted e-mails, 2007, t 

• Communication standards ebXML, PKI, 2007, t 

• Receipt mechanisms & wrong way, 2007, t 

• ePrescription, 2007, t 

• Documented drugs, 2007, t 

• Electronic Patient Journals (EPJs), 2007, t 

• National Core Journal as access to patient information “Kjernejournal”, 2007, t 

• MySide, “MinSide”, 2007, t 

• Server out of doctor's office, 2007, t+1 

• Part of the patient journal, 2007, t+1 

• EPJs at GPs, 2007, t+1 

• EPJs of municipal healthcare, 2007, t+1 

• EPJs of hospitals, 2007, t+1 

• Transfer of patient data, 2007, t+1 

• CAVE or contraindicated drugs, 2007, t+1 

• Allergy note standard, 2007, t+1 

• Previous and chronical diseases and standards for them, 2007, t+1 

• SUMO-project, 2007, t+1 

• Prescriptions standard, 2007, t+1 

• Tracing of actors, 2007, t+1 

• “Multidose”, 2007, t+1 

• Administrative documentation note, 2007, t+1 

• Identification of organization, 2007, t+1 
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• Dialog data, 2007, t+1 

• PLO-messages, 2007, t+1 

• Log, 2007, t+2 

• Content of health data, 2008, t+3 

• Update data, 2008, t+3 

• Consent data, 2008, t+3 

• Standard for admin communication for KJ, 2008, t+3 

• Standard for main message, 2008, t+3 

• Information about patient, 2008, t+3 

• Identification of patient, 2008, t+3 

• Telecommunication data, Telecom, 2008, t+3 

• Create KJ, 2008, t+3 

• Reference to legal representatives, 2008, t+3 

• Consent to share health data, 2008, t+3 

• Consent is granted, 2008, t+3 

• Consent is taken back, 2008, t+3 

• Consent on access with measures, 2008, t+3 

• Consent on access for health service provider, 2008, t+3 

• Consent includes, 2008, t+3 

• Referred information category, 2008, t+3 

• Delete document, 2008, t+3  

• Metadata, 2008, t+3  

• Identification of health personnel, 2008, t+3 

• KJ as a national project, 2009, t+4 

• To change legislation might be necessary, 2009, t+4 

• Norwegian Patient Registry (NPR), 2009, t+4 

• IPLOS, 2009, t+4 

• SYSVAK, 2009, t+4 

• Implant data, 2009, t+4 

• Authorization of health personnel, 2009, t+4 

• Patient's own field to fill in, 2009, t+4 

• Health Personnel Registry (HPR), 2009, t+4 

• General Practitioner Registry (GP-registry), 2009, t+4 

• Health card for pregnant, 2009, t+4 

• Basis level of KJ, 2009, t+4 

• Activation of KJ, 2009, t+4 

• No storage locally, 2009, t+4 

• Interface, 2009, t+4 

• Structured data and colors, 2009, t+4 



 
 

• Contact history, 2009, t+4 

• Data about municipal health and care services, 2009, t+4 

• Data from other sources, emergency health services, GP, etc., 2009, t+4 

• Patient's option to correct wrong health data, 2009, t+4 

• Patient's option to leave a testament, 2009, t+4 

• Registration of blocking, “sperring”, 2009, t+4 

• Extended level of KJ, 2009, t+4 

• English language functionality, 2009, t+4 

• Own database for KJ, 2009, t+4 

• Service-oriented architecture, 2009, t+4 

• Technical development in parallel with legal, 2009, t+4 

• ID of health data, global unique ID, 2009, t+4 

• Correct document, 2009, t+4 

• Security level 4 of the highest security level, 2009, t+4 

• PDF-format of journal copy and log, 2009, t+4 

• Encryption, 2009, t+4  

• Personal computer (PC), 2009, t+5 

• Memory card with a USB-port, 2009, t+5 

• Infrastructure for data exchange with patient, 2009, t+5 

• Administration, 2009, t+5 

• Standards for the whole infrastructure, 2009, t+5 

• Access codes, 2009, t+5 

• Software, 2009, t+5 

• Pseudoanonymization as a technical issue, 2009, t+5 

• Create a health registry, 2009, t+5 

• Common registry schema, 2009, t+5 

• Identity administration system, 2009, t+5 

• Password, 2009, t+6 

• Standard for electronic post-journal, 2009, t+6 

• Allergy data, 2009, t+7 

• Treatment that should not be, 2009, t+7 

• Contact details of legal representatives, 2009, t+7 

• Discharge summaries, 2009, t+7 

• National Health Registry project, 2009, t+8 

• Surveillance, 2009, t+8 

• Different encryption keys, 2009, t+8 

• SSB, statistics, 2009, t+8 

• Public Health Portal Helsenorge.no, 2010, t+9 

• Share own data, allow access, 2010, t+10 
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• Contact details of GP, 2009, t+7 

• Professional system of health personnel, 2010, t+10 

• Adaptation of other systems to KJ, 2010, t+10 

• Authentication of citizens, 2010, t+10 

• First priority information, 2010, t+10 

• Second priority information, 2010, t+10 

• Third priority information, 2010, t+10 

• Framework of critical information, 2010, t+10 

• Overview of all the drugs in use, 2010, t+10 

• Lab-results or references to lab-results, 2010, t+10 

• Diagnosis code, 2010, t+10 

• Authentication of user, 2010, t+10 

• Personal qualified certificate, 2010, t+10 

• Organization certificate for user identification, 2010, t+10 

• Personal security number, D-number, 2010, t+10 

• Population Registry (“Folkeregistret”), 2010, t+10 

• Search engine, 2010, t+10 

• Central medical service, SMT, 2010, t+10 

• PAS-systems, 2010, t+10 

• Patient will on issues in unplanned healthcare, 2010, t+10 

• Document-oriented architecture, 2010, t+10 

• Regionalization of information, 2010, t+10 

• Centralization of information, 2010, t+10 

• Registry-oriented architecture, 2010, t+10 

• Open standards, 2010, t+10 

• Service bus, 2010, t+10 

• Standard HL7 for specialist health services, 2010, t+10    

• Standard TC251 for primary health services, 2010, t+10 

• Access to KJ all the time possible, 2010, t+10 

• Double storage of health data, 2010, t+10 

• Distributed storage of health data, 2010, t+10 

• Mixed storage of health data, 2010, t+10 

• Authorization of user, 2010, t+10 

• Access to data in KJ, 2010, t+10 

• Evaluation about exercising healthcare, 2010, t+10 

• Authentication of health personnel, 2010, t+10 

• Event-registering, 2010, t+10 

• epSOS, 2011, t+11 

• Notification on data update in KJ, 2011, t+11 



 
 

• Integration of information systems, 2011, t+11 

• EDI-address, 2011, t+11 

• Block the whole National Core Journal, “sperre”, 2011, t+11 

• Block some type of data, “sperre”, 2011, t+11 

• Critical data cannot be blocked, “sperret”, 2011, t+11 

• Drugs overview cannot be blocked, “sperret”, 2011, t+11 

• Function of KJ to collect data, 2011, t+13 

• Function of KJ to treat data, 2011, t+13 

• Function of KJ to show data, 2011, t+13 

• Manual fill in, 2011, t+13 

• KJ as accessible from health personnel via tab, field or button, 2011, t+13 

• Synchronization, 2011, t+13 

• Architecture for KJ, 2011, t+13 

• Other critical data, References to requests for data sharing, 2011, t+13 

• Not a channel “from patient to healthcare”, 2011, t+13 

• Data on reservation, 2011, t+13 

• Data on block, 2011, t+13 

• KUHR and reimbursement, 2011, t+13 

• Confirmation of relations in treatment between a patient and a health personnel, 2011, t+13 

• Require data correction or deletion, 2011, t+13 

• Access and sharing systems for KJ, 2011, t+13 

• Electronic curve, 2011, t+14 

• Infection data, “smitte”, 2011, t+14 

• Action plan data, 2011, t+14 

• Anesthesia data, 2011, t+14 

• Kinds of data allowed for patient to fill in, 2011, t+14 

• Levels of data importance for patient's right to reserve it against other, 2011, t+14 

• Classification of drugs at levels of healthcare, 2011, t+14 

• Manual therapy data in KJ, 2011, t+15 

• Treatment code with common standards, 2011, t+14 

• Trust, 2011, t+15 

• Automatic update, 2011, t+15 

• Access control system, 2011, t+15 

• Notification on access to data by other, 2011, t+16 

• Information to patient about technical side of KJ, 2011, t+16 

• Patient's option to see what medical decisions are taken, 2011, t+16 

• e-ID, electronic identification mechanisms of population, 2011, t+16 

• Simplicity, 2011, t+16 

• SNOMED CT and International classification for nurse practices, 2011, t+18 



249 
 

• Data about weight and height of the patient, 2011, t+18 

• Identification of user, 2011, t+18 

• Core data “Kjerneopplysninger”, 2011, t+18 

• No block of some data - a minus element, 2011, t+18 

• Data shall be dated, 2011, t+18 

• Authentication of organization, 2011, t+18 

• Health Personnel Number, 2011, t+18 

• Genetic data, 2011, t+19 

• Presentation of a patient with a picture, 2011, t+18 

• Logging data of title, name and place, 2011, t+18 

• References to discharge summaries at specialist health care, 2011, t+18  

• ICD10-codes, 2011, t+18 

• No contact history with specialist healthcare - a minus element, 2011, t+19 

• Additional journal for signatures, 2011, t+20 

• No deletion of critical data allowed, only writing on non-actuality, 2011, t+20 

• Electrocardiogram data, 2011, t+20 

• General help number (“felles hjelpenummer”), FH-number, 2011, t+20 

• Access of blocked health data if necessary, 2011, t+19 

• Stronger requirements for NPR update, 2011, t+20 

• Activity data, 2011, t+20 

• Population Registry Catalogue at the Norwegian Health Network, 2011, t+20 

• No automatic update - a minus element, 2011, t+21 

• Notification for health personnel about duty to register patient data in KJ, 2011, t+21 

• Notification to health personnel that some patient data is blocked, 2011, t+21 

• Standards for ePrescription, 2011, t+21 

• Unstructured field for critical information, 2011, t+21 

• No references are required - minus elements, 2011, t+21 

• Requests for patient data sharing, 2011, t+21 

• No surveillance required - a minus element, 2011, t+21 

• KJ and ePrescription shall be still two different systems, 2011, t+21 

• No direct registration of patient data in KJ - a minus element, 2011, t+21 

• No special identification of user - a minus element, 2011, t+21 

• Diagnosis data, 2011, t+22 

• Actual health problems, 2011, t+22 

• One common document, 2011, t+22 

• KJ as a common contact punctum of primary and specialist healthcare, 2011, t+22 

• Instrument to secure data about cancer diagnosis, 2011, t+22 

• Interpretation tools for numb people, 2011, t+23 

• No manual fill in - a minus element, 2011, t+23 



 
 

• No personal number - a minus element, 2011, t+23 

• Stating reasons why to open KJ, limited options to choose from, 2011, t+23 

• No KUHR - a minus element, 2011, t+23 

• Administrative data, 2011, t+23 

• 112 emergence number, 2011, t+23 

• Health radio network, 2011, t+23 

• Notification on transfer of mandate of the treating health personnel and documentation transfer, 2011, t+24 

• Information about functionality of KJ, and rights and responsibilities to users shall be granted, 2011, t+24 

• Direct registration of data in KJ, 2011, t+24 

• No service bus - a minus element, 2011, t+24 

• Function to compare drugs stated in KJ with those in EPJ by GP, 2011, t+24 

• Reading files, 2011, t+24 

• Data on visits, appeals to hospitals, 2011, t+24 

• No lab-results - a minus element, 2011, t+24 

• X-ray examinations data, 2011, t+25 

• Actual drugs in use, 2011, t+24 

• Notification that the data has been accessed/seen, 2011, t+24 

• Indications on drugs, 2011, t+25 

• Communication systems among health personnel, 2011, t+25 

• Communication systems between patient and health personnel, 2011, t+25 

• Access to health data in KJ from the outside of hospitals, 2011, t+24 

• Information systems of car- and air-ambulance, 2011, t+24 

• Transparency of actions in KJ system, 2011, t+26 

• Data on blood type, 2011, t+26 

• Paper data, 2011, t+26 

• Electronic messaging between patient and KJ administration, 2011, t+26 

• Free text field, 2011, t+26 

• Access to KJ by patient via MinJournal, “MinDoktor”, “MittSykehus”, 2011, t+26 

• Chronological sequence of the data, 2011, t+28 

• No manual routines at all, 2011, t+28 

• Copies of information are sent, not the information itself, 2011, t+28 

• Functions of reading and writing data shall be different, 2011, t+28 

• Notification to health personnel that some data was filled in by patient, 2011, t+28 

• Connection technology between local systems and KJ, 2011, t+29 

• No Internet/web - a minus element, 2011, t+29 

• First implementation phase, 2011, t+30 

• Electronic health card, 2011, t+30 

• Standards for overview of the used drugs, 2011, t+30 

• My Medicine Card (“Mitt legemiddelkort”), 2011, t+30 
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• Name of the system, 2011, t+30 

• My Health Card (“Mitt helsekort”), 2011, t+30 

• Patient summary (“Pasientsammendrag”), 2011, t+30 

• National Patient Overview, 2011, t+30 

• FEST (“Forskrivnings- og ekspedisjonsstøtte, register over legemidler”), 2011, t+30 

• My Receipts (“MineResepter”), 2011, t+30 

• KJ module (“Kjernejournalmodul”), 2011, t+30 

• Local Medical Service (LMT), 2011, t+30 

• Need-To-Know project, 2011, t+30 

• No copy - a minus element, 2011, t+30 

• Drift of information systems, 2011, t+30 

• User support, 2011, t+30 

• National security infrastructure, 2012, t+31 

• Identification of legal representatives, 2012, t+32 

• Notification to health personnel that some data is deleted in KJ, 2012, t+32 

• Electronic legitimation, 2012, t+32 

• Automatic control over data that is transferred to KJ, 2012, t+32 

• Format of the transferred data to KJ, 2012, t+32 

• Information about consequences to reject KJ shall be given to patients, 2013, t+34 

• Data on prescribed nutrition and medical materials, 2013, t+34 

• Data on previous serious allergic reactions, 2012, t+32 

• Data on changes in treatment routines, 2013, t+34 

• Data on professional grounds for changing treatment routines, 2013, t+34 

• Data on patient's will on changes in treatment routines, 2013, t+34 

• Data on medical state, 2013, t+34 

• Data on ongoing treatment, 2013, t+34 

• Data on infection diseases, 2013, t+34 

• Information in KJ as a copy of local EPJs, 2013, t+34 

• References to image-based examinations, 2013, t+34 

• Contact details of other healthcare providers, 2013, t+34 

• Central registry with municipal health and care service data, 2013, t+34 

• No professional medical control over patient data transferred to KJ - a minus element, 2013, t+34 

• Stating grounds for access to data in KJ, 2013, t+34 

• SMS or e-mail communication, 2013, t+34 

• Storing data in the local prof systems shall be the same as in KJ, 2013, t+35 

• Notification that the data has been accessed/seen shall be unified in case of hospitalization, 2013, t+35 

• Stating grounds for access to data in KJ shall be done not later than the access (“innsyn”), 2013, t+35 

• EPJs at dentists, 2013, t+36 

• This is difficult to fulfill the way law wants, 2013, t+36 



 
 

• KJ as a large, complicated and new system, 2013, t+35 

• Relations between patient and health personnel, 2013, t+35 

• Ongoing update routines from the used registries, 2013, t+36 

• No correction of those fields that contain data automatically collected - a minus element, 2013, t+36 

• No optionality to choose by the patient what data to exclude from some groups of health personnel - a minus 

element, 2013, t+36 

• www.minhelse.no, 2013, t+37 

• KJ is not a so-called “common patient journal”, 2013, t+37 

• Additional optionality that shall be paid by patient himself, 2013, t+37 

• Upgrade of electronic patient systems, 2013, t+38 

• Adaptation for electronic patient systems, 2013, t+38 

• Function to add the patient's will on organ donation, 2013, t+37 

• Function of follow-up for long and vital control or monitoring, 2013, t+38 

• Pregnancy journal, 2013, t+38 

• Data on the taken medical procedures, 2013, t+38 

• Specific data on radiologic analyses, 2013, t+38 

• Data on date and name of the medical institution or policlinics, 2013, t+38 

• Ready results and areas of analyses, 2013, t+38 

• Data on patient's guaranteed dentist, 2013, t+38 

• “Medikament kardex”, 2013, t+39 

• Problem-shooting, 2013, t+39 

• Security challenging, 2013, t+39 

• Double data registration and weak routines for handling journals, 2013, t+39 

• Smartcard or electronic ID-card, 2013, t+39 

• Accessibility of patient data when the patient travels abroad, 2013, t+39 

• EPJs at specialists, 2013, t+41 

• Automatic deletion of data that is out-of-date, 2013, t+41 

• Data in KJ must be short and concise for less biases and clarity, 2013, t+41 

• Automatic update only for critical information, otherwise - optional manual update, 2013, t+41 

• KJ as an innovation project, 2013, t+41 

• Internationalization and international codes, standards and practices, 2013, t+41 

• Harmonization, 2013, t+41 

• Data on drug dose overreaction, 2013, t+44 

• Data on food overreaction, 2013, t+44 

• Data on insect bites overreaction, 2013, t+44 

• Data on overreaction to exposures via inhalation or skin contact with fur, latex, etc., 2013, t+44  

• Standards for critical health data, 2013, t+44 

• Data on causal context to health condition, 2013, t+44 

• Data on sickness mechanism, 2013, t+44 
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• Data on seriousness of the treatment, 2013, t+44 

• Data on emergency and follow-up treatment, 2013, t+44 

• Data on follow-up plan of treatment, 2013, t+44 

• Secure digital box, 2013, t+43 

• Internet, 2013, t+43 

• Data is deleted in full, 2013, t+43 

• Principle that the data shall be anyway recorded and stored, 2013, t+43 

• Issue of the real-time data, 2013, t+44 

• Data on patient's transport needs or other needs, 2013, t+44 

• Data on whether patient has dementia or not, 2013, t+45 

• Location of data storage in KJ, 2013, t+45 

• No notification that the data has been accessed/seen - a minus element, 2013, t+45 

• Abnormal activity, 2013, t+47 

• Central reservation registry, 2013, t+47 

• “Varer i Bruk” (VIB M25), 2013, t+48 

• User-friendliness, 2013, t+49 

• Prescribing module, 2013, t+49 

• Second implementation phase, 2013, t+49 

• Structured doses, 2013, t+49 

• Routines for access into log (“innsyn i logg”) shall be designed, 2013, t+49 

• Other ways of notification, 2013, t+49 

• Blocking of transferring some sensitive data to KJ is not possible, 2013, t+48 

• Limited standardization, 2013, t+50 

• Technologically unclear, 2013, t+50 

• Picture data, 2013, t+50 

• Colliding data in KJ, 2013, t+50 

• To contact data controller, 2013, t+50 

• Communication channel between patient and KJ as a system, 2013, t+50 

• Routines against transfer of data to employers, research and other must be designed, 2013, t+51  

• Notification that the data to be deleted soon and optionality to extend the storage, 2013, t+51 

• Analog or digital form, 2013, t+51 

• Functionality to state frequency of getting responses from KJ system, 2013, t+51 

• De-identification, 2013, t+52  

• Encryption agent, 2013, t+52 

• In-logging system for kinds of patients, 2013, t+52 

• Technological solution shall in fact determine regulation, 2013, t+55 

• Link or hyperlink as a function, 2013, t+55 

• Automatic control over data that is transferred from KJ, 2013, t+55 

• No references to image-based examinations - a minus element, 2013, t+56 



 
 

• Log of time, identity, profession and previous data, 2013, t+56 

• Different technically than it is said in law, will not guarantee what law states, but is realizable, 2013, t+56 

• Function to make it technically impossible to open the block data anywhere in the infrastructure, 2013, t+56 

• Bad technological suggestion, 2013, t+56 

• Technically possible access to data about several patients regardless treatment relation, 2013, t+56  

• Multiple languages, 2013, t+59 

• Routines for duty to report data to KJ, digitalization, 2013, t+59 

• Communication digital processes between the Norwegian Directorate for Health and primary systems, 2013, 

t+59 

• No receiver - a minus element, 2013, t+59 

• Law comes first over technology, 2013, t+59 

• Notification about deviation from the normal, 2013, t+58 

• Criteria of seriousness, 2013, t+60 

• Classification of implants, 2013, t+60 

• Data on time, place and identification of those participating in the first choice treatment decision-making, 

2013, t+60 

• NCSP and NVMP procedure codes, 2013, t+60 

• Diagnosis Related Groups code (DRG), 2013, t+60 

• Guidelines by Norwegian Directorate for Health in codes, 2013, t+60 

• Regulation by the Norwegian Directorate for Health for the Contribution Governed Financing (ISF), 2013, 

t+60 

• Learning Management Systems and e-learning, 2013, t+60 

• Once per treatment period case, 2013, t+61 

• Receiver, 2013, t+61 

• Data on specific sicknesses, 2013, t+64 

• Standards for division of responsibilities in documentation cross-over, 2013, t+64 

• KITH model for critical health data, 2013, t+64 

• Flexibility and robustness, 2013, t+64 

• Ability to be changed and broadened, 2013, t+64 

• Individual patient profile, 2013, t+64 

• Boundaries of the information infrastructure, 2013, t+64 

• Data on previous sicknesses, 2013, t+64 

• Data on family sicknesses, 2013, t+64 

• Limited technological capacities, 2013, t+64 

• Notification system based on Saltire, Saint Andrew's Cross, “Andreakorset”, 2013, t+64 

• Field for comments to avoid misunderstandings of data, 2013, t+64 

• Mechanisms for health data confirmation, 2013, t+64 

• Data on side-effects, 2013, t+64 

• Positive confirmation of health data seriousness, 2013, t+64 
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• Negative confirmation of health data seriousness, 2013, t+64 

• Function of stating resource to health data of a set options, 2013, t+64 

• Anatomical Therapeutic Chemical Classification system (ATC), 2013, t+64 

• Neither law, nor technology meet the medical needs - medical practice is central, 2013, t+64 

• Time-limited access to KJ, 2013, t+66 

• User-oriented approach, 2013, t+67 

• 800 HELSE, 2013, t+67 

• Reference to HELFO, 2013, t+67 

• Log analysis, 2013, t+69 

• Third implementation phase, 2013, t+69 

• Back doors in the information system, 2013, t+69 

• Health personnel portal, 2013, t+69 

• Lock down and backup, 2013, t+69 

• Black list of health personnel, 2013, t+69 

• Firewall, 2013, t+69 

• Halls with hardware storage, 2013, t+69 

• Input evaluation, 2013, t+69 

• Helsebiblioteket.no, 2014, t+70 

• Verification of the lack of critical health data or that the old data is still actual, 2014, t+70 

• Personal Health Archive, 2014, t+71 

• Card reader, 2014, t+72 

• Microsoft Internet Explorer, 2014, t+72 

• Java, 2014, t+72 

• Newest possible version, 2014, t+72 

• Windows Operative System, 2014, t+72 

• In-logging for health personnel is max 8 hours at the same PC, 2014, t+73 

• Function of checking the health personnel status to open KJ without consent, 2014, t+73 

• Relations between patient and legal representatives, 2014, t+73 

• Function of guardian reservation (“vergereservasjon” in Norwegian) when data is blocked for access 

(“innsyn”) to legal representatives, 2014, t+73 

• Trusted kjernejournal.helsedirektoratet.no, 2014, t+75 

• “MiljøApp” for the local IT environment, 2014, t+75 

 

Social elements of in situ and ex situ expert knowledge, as extracted from the documentary 

dataset on the National Core Journal:  

• Ministry of Health and Care Services (“Helse- og omsorgsdepartementet”) 

• Trondheim municipality 

• Norwegian Directorate for Health (“Helsedirektoratet”) 

• National ICT and Innovation Norway (“Nasjonal IKT og Innovasjon Norge”) 



 
 

• Data Protection Commission (“Personvernkommisjonen”) 

• Representatives from the Parliament (“Stortinget”) 

• Norwegian Institute for Public Health (“Folkehelseinstituttet”) 

• Competence Center of IT in healthcare (KITH) 

• Regional project Electronic curve Health South East RHO (“Helse Sør-Øst RHF”) 

• Manual Therapy Association 

• University of Oslo 

• Health West RHO (“Helse Vest RHF”) 

• Statistical central authority 

• University of Tromsø 

• Ministry of Government Administration, Reform and Church Affairs (“Fornyings-, administrasjons- og 

kirkedepartementet”, FAD) 

• National Archives of Norway 

• ICT-Norway and Norwegian Health Forum 

• Cancer Association 

• Delta and Norwegian Health Secretary Association 

• Norwegian Epilepsy Association 

• Norwegian Nurse Association 

• Norwegian Association of Pharmacists 

• Norwegian Pharmacy Association 

• Biotechnology Council (“Bioteknologinemnda”) 

• Norwegian Association of Midwives 

• Norwegian Federation of Organizations of Disabled People (FFO) 

• Holmestrand municipality 

• Cancer Registry 

• National Competence Center for Minority Health 

• Norwegian Association of Local and Regional Authorities 

• National Centre for Emergency Primary Health Care 

• Norwegian Health Network 

• Norwegian Society for Radiographers 

• Oslo University Hospital 

• Health Inspectorate 

• Norwegian Air Ambulance 

• Hospital Pharmacies in Middle Norway 

• Norwegian Medical Association (“Den Norske Legeforening”) 

• Norwegian Society of Engineers and Technologists 

• Health Middle Norway RHO (“Helse Midt-Norge RHF”) and Patient Traveler (“Pasientreiser”) [taken as 1 

expert element because of opinion in one shared document, but are really 2 different elements] 

• Norwegian Psychological Association 
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• Data Inspectorate 

• Norwegian Association of Hospital Pharmacists 

• Health and Care Committee 

• St Olav’s Hospital 

• Norwegian Dentist Association 

• Ski municipality 

• Oppegård municipality 

• Kristiansand municipality 

• Sandefjord municipality 

• Bjerkreim municipality 

• A municipal doctor, GP, specialist in general practice 

• Regional Committees for Medical and Health Research Ethics Middle Norway  

• Norwegian Patient Damage Compensation Organization 

• “Vestre Viken” 

• Bomlå municipality 

• Research Ethics Committees 

• Norwegian Research Council 

• Fürst Medical Laboratory 

• Asthma and Allergy Association 

• National Association for Public Health 

• Immigration Department 

• University Hospital Nord-Norge 

• Bærum municipality 

• Consumer Council (“Forbrukerrådet”) 

• Association of Public Retirees (“Landslaget for offentlige pensjonister”) 

• Oslo municipality 

• Retirees Association 

• Østfold Hospital 

• Fredrikstad municipality 

• Health South-East RHO (“Helse Sør-Øst RHF”) 

• Health Stavanger HO (“Helse Stavanger HF”) 

• Ministry of Children, Equality and Social Inclusion 

• Norwegian Physiotherapy Association 

• Separate internal experts at Norwegian Directorate for Health (“Helsedirektoratet”) 

• Norwegian Parliament (“Stortinget”) 

 

Legal elements extracted from the documentary dataset on the National Core Journal:  

• Information security - §16 Act on Health Registries, ch.2 Bylaw on Personal Data, 2007, t 

• Quality and effectivity, 2007, t 



 
 

• To exercise medical help, 2007, t 

• Healthcare service levels, 2007, t 

• Organization belonging, 2007, t 

• The Norm, 2007, t 

• Duty to follow the Norm, 2007, t 

• Cross-over organizations, 2007, t 

• Central health registries - §8 Act on Health Registries, 2007, t 

• Quality registries, 2007, t 

• Access to own patient data, viewing (“innsyn”) - §5-1 Act on Patient and User Rights, §41 Act on Health 

Personnel, §22 Act on Health Personnel, §6 Bylaw on National Core Journal, 2007, t 

• Cooperation, 2007, t 

• Patient consent - §4-3 Act on Patient and User Rights, §5 Act on Health Registries, 2007, t+1 

• Authorized health personnel, 2007, t+1 

• Discharge summaries - §9 Bylaw on Patient Journals, 2007, t+1 

• Access to patient data by GP, 2007, t+1 

• Patient right to object sharing data with GP, 2007, t+1 

• Other who exercise healthcare, 2007, t+1 

• Situations to patient data sharing, 2007, t+1 

• Categories of data shared, 2007, t+1 

• Requests for data sharing, 2007, t+1 

• Patient journal - §39 Act on Health Personnel, §5 Bylaw on Patient Journals, 2007, t+1 

• Transfer of health data without GPs evaluation, 2007, t+1 

• Primary healthcare services (“legevakt”), 2007, t+1 

• Hospitals, 2007, t+1 

• Health and care services, 2007, t+1 

• Pharmacies, 2007, t+1 

• Deletion of patient data, 2007, t+1 

• Time-limitations for stored data - §27 Act on Health Registries, §10 Bylaw on National Core Journal, 2007, 

t+1 

• Special health services, specialists, 2007, t+2 

• Communication in healthcare, 2007, t+2 

• Logging as guarantee - §2-8, 2-16 Bylaw on Personal Data, §13 6 par. Act on Health Registries, 2007, t+2 

• External data processor (“databehandler”), 2007, t+2 

• Responsible health personnel, 2008, t+3 

• Creation of KJ - §3 Bylaw on National Core Journal, 2008, t+3 

• Content of KJ - §4 Bylaw on National Core Journal, 2008, t+3 

• Deletion of KJ, 2008, t+3 

• Update, actuality of patient data, 2008, t+3 

• Legal representatives - §1-3b, §4-4, 4-7 Act on Patient and User Rights, 2009, t+4 
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• Vital and personalized health information, 2009, t+4 

• Unplanned healthcare situations, 2009, t+4 

• Treatment cycle, 2009, t+4 

• Critical health information, 2009, t+4 

• Emergency health services, 2009, t+4 

• First choice treatment, 2009, t+4 

• Block health data, “sperring” - §6 Bylaw on National Core Journal, 2009, t+4 

• Organ donation, 2009, t+4 

• Reserve against - §6 Bylaw on National Core Journal, 2009, t+4 

• Bylaw on Receipt Mediator (“Reseptformidlerforskriften”), 2009, t+4 

• Documenting of patient's consent, 2009, t+4 

• Duty to evaluate health data for National Core Journal, 2009, t+4 

• Some health data is not automatically reported, 2009, t+4 

• Absolute necessity to get health data, 2009, t+4 

• Responsible for KJ, 2009, t+4 

• Individual plan, 2009, t+4 

• Common data processor (“databehandler”), 2009, t+4 

• KJ as a health registry, 2009, t+4 

• The Act on Health Registries as an issue, 2009, t+4 

• The Act on Personal Data as an issue, 2009, t+4 

• Confidentiality, 2009, t+4 

• Integrity, 2009, t+4 

• Accessibility, 2009, t+4 

• Treatment-oriented health registry - §2 Act on Health Registries, 2009, t+4 

• Regional piloting, 2009, t+4 

• Cross-organizational treatment-or health registry - §6a Act on Health Registries, 2009, t+4 

• Bylaw [on National Core Journal] - §8 Act on Health Registries, 2009, t+4 

• Allowance from Data Inspectorate - §33 Act on Personal Data, 2009, t+4 

• Data sharing among registries, 2009, t+4 

• Consultation paper on access to treatment-oriented registries, 2009, t+4 

• Bylaw on Information Security as an issue, 2009, t+4 

• Information about a user, 2009, t+4 

• General practitioner - §19 Bylaw on medical organization in municipalities, 2009, t+4 

• No consent required - §2 nr 11 Act on Health Registries, §7 Bylaw on National Core Journal, 2009, t+4 

• Objective with National Core Journal, 2009, t+4 

• Patient's right to decide what data to include, 2009, t+4 

• Data controller (“databehandlingsansvarig”) - §2 nr 8 Act on Health Registries, §11 Act on Public 

Governance, 2009, t+4 

• Data for delivering to KJ, incl. §3-6b Bylaw on Norwegian Patient Registry, 2009, t+4 



 
 

• Criteria for data delivering to KJ, 2009, t+4 

• Duty to report data to KJ - §5 Bylaw on National Core Journal, 2009, t+4 

• Form of the reported data to KJ, 2009, t+4 

• Secrecy (“taushetsplikt”) - §21 Act on Health Personnel, §15 Act on Health Registries, 2009, t+4 

• Internal control - §17 Act on Personal Data, 2009, t+4 

• Criteria for deletion of data, 2009, t+4 

• Agreements (“avtaleverk”), agreement-based cooperation or healthcare provision, 2009, t+4 

• No difference between private and public e-health, 2009, t+4 

• Ownership of data is at national level, 2009, t+4 

• Privacy protection (“personvern”), 2009, t+5 

• Self-determination (“selvbestemmelse”), 2009, t+5 

• Informed consent - §4-1, 3-2, 3-6 Act on Patient and User Rights, 2009, t+5 

• Right to protection against data sharing - §5-3 Act on Patient and User Rights, §25, §45 Act on Health 

Personnel, 2009, t+5 

• Research activity, 2009, t+5 

• De-identification - §26 Act on Health Personnel, 2009, t+5 

• Pseudoanonymization, 2009, t+5 

• Data on wrong way (“på avvei”), 2009, t+5 

• Right to contribute to treatment - §3-1 Act on Patient and User Rights, 2009, t+5 

• “Unauthorized” user, 2009, t+5 

• “Misuse”, 2009, t+5 

• “Snoking” - §21a Act on Health Personnel, 13a Act on Health Registries, 2009, t+5 

• Health as human right - Art.12 of Conv. on economic, social and cultural rights, 2009, t+5 

• Private life - Art.8 European Convention on Human Rights, art. 17 Convention on Political and Civil Rights, 

2009, t+5 

• Health services at individual level, 2009, t+5 

• Health services at social level, 2009, t+5 

• Respect for human life, 2009, t+5 

• Human dignity, 2009, t+5 

• Kant's thing in itself, 2009, t+5 

• Objectives of Act on Health Registries - §1 Act on Health Registries, 2009, t+5 

• Tension of interests and ownership of requirements, 2009, t+5 

• Electronic form of patient journal - §46 Act on Health Personnel, §6 Act on Health Registries, 2009, t+5 

• Priority of international law, 2009, t+5 

• Third persons, 2009, t+5 

• The Act on Biobank as an issue, 2009, t+5 

• Duty to patient journal - §33, §39, 40 Act on Health Personnel, 2009, t+5 

• No allowance from the Data Inspectorate, 2009, t+5 

• Content of patient journal - §40 Act on Health Personnel, 2009, t+5 
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• Other treatment of health data - §5 Act on Health Registries, §8, 9 Act on Personal Data, 2009, t+5 

• Data processor (“databehandler”) - §2 nr 9 Act on Health Registries, 2009, t+5 

• No secrecy by health personnel - § 35, 36, 38, 30 Act on Health Personnel, 2009, t+5 

• Access to data within one organization - § 13 Act on Health Registries, 2009, t+5 

• Silent patient consent - §4-2 Act on Patient and User Rights, 2009, t+5 

• Absolute necessity to provide health service - §7 Act on Health Personnel, §7 Bylaw on National Core 

Journal, 2009, t+5 

• Right to choose a hospital, 2009, t+5 

• Following patient, data, 2009, t+5 

• Anonymity, 2009, t+5 

• NAV, 2009, t+5 

• Education of health personnel, 2009, t+5 

• Sensitivity of health data - §2 nr 8 Act on Personal Data, 2009, t+5 

• Expenses, 2009, t+6 

• Moratorium against new health registries, 2009, t+6 

• Proper health care - §4 Act on Health Personnel, 2009, t+8 

• Diagnostics, 2009, t+7 

• Safety for patient and health personnel, 2009, t+7 

• Amount of patient data, necessary only, 2009, t+8  

• Procedural rules, 2009, t+8 

• Patient involvement, 2010, t+10 

• Emergency medical chain central service, AMK (“akuttmed. kommunikasjonssentral”), 2010, t+10 

• Control over data by patient - §6 Bylaw on National Core Journal, 2010, t+10 

• Citizen, citizenship, 2010, t+10 

• Access control - §9 Bylaw on National Core Journal, 2010, t+10 

• EEA-citizens and those with H-number living or residing in Norway, 2010, t+10 

• Authorship of health data, health personnel, 2010, t+10 

• Ownership of KJ as a project, 2010, t+10 

• Responsible for legal improvements, 2010, t+10 

• Health registry - §2 nr 6 Act on Health Registries, §6a par 3 Act on Health Registries, 2010, t+10 

• Grounds for data processing - §5 Act on Health Registries, §5 Bylaw on National Core Journal, 2010, t+10 

• KJ as a central health registry, 2010, t+10 

• KJ as a cross-organizational treatment-oriented registry, 2010, t+10 

• KJ as something third with own law, 2010, t+10 

• Cross-organizational treatment-oriented health registry is not allowed - §6, 6a, 13 Act on Health Registries, 

2010, t+10 

• National character of KJ, 2010, t+10 

• Duty to report health data - §9 Act on Health Registries, 2010, t+10 



 
 

• Norwegian Patient Registry (NPR) - §8 Act on Health Registries, §1-2 Bylaw on Norwegian Patient 

Registry, 2010, t+10 

• Transfer data to KJ is not allowed, 2010, t+10 

• Objectives with ePrescription - §1-2, 1-4 Bylaw on Receipt Mediator (“Reseptformidlerforskriften”), 2010, 

t+10 

• Patient consent taken back - §2 nr 11 Act on Health Registries, §8 Bylaw on National Core Journal, 2010, 

t+10 

• Personal identity data - §11 Act on Health Registries, 2010, t+10 

• The registered one - §2 nr 10 Act on Health Registries, 2010, t+10 

• Ownership of data is by patient, 2010, t+10 

• The Act on Archives as an issue, 2010, t+10 

• Municipal health and care services, 2011, t+11 

• No National Core Journal, 2011, t+11 

• Patient security, 2011, t+12 

• Duty to have KJ in organization, 2011, t+13 

• KJ as not the main, but the first data resource, 2011, t+13 

• Communication of health data among health personnel - §25, 45 Act on Health Personnel, 2011, t+13 

• Duty of health organization to treat data properly - §3-2 Act on Specialist Health Services, §1-3a Act on 

Municipal Health Services, 2011, t+13 

• EU Directive 95/46/EF, 2011, t+13 

• Domination of the Act on Personal Data over the Act on Health Registries - §5 Act on Personal Data, §3 

par. 3 and 4, §36 Act on Health Registries, 2011, t+13 

• Health data defined - §2 nr 1 Act on Health Registries, 2011, t+13 

• Protection of personal data (“Personopplysningsvern”), 2011, t+13 

• Personal data defined - §2 Act on Personal Data, 2011, t+13 

• The Bylaw on Personal Data as an issue, 2011, t+13 

• An own norm for KJ - §6d Act on Health Registries, 2011, t+13 

• Correct and delete patient journal - §42, 43 Act on Health Personnel, 2011, t+13 

• National data controller (national “databehandlingsansvarlig”), 2011, t+13 

• Minors - §3-4 par. 1 Act on Patient and User Rights, §30 Act on Children, 2011, t+13 

• No right to reserve against some data - a minus element, 2011, t+13 

• Receipts shall be stored for 1 year 3 months, 2011, t+13 

• Drug data shall be stored for 3 years - §10 Bylaw on National Core Journal, 2011, t+13 

• No time limitations to store references to requests of discharge summaries, 2011, t+13 

• References to requests on lab-results are stored 1 year, 2011, t+13 

• References to requests on radiology are stored 5 years, 2011, t+13 

• Patient's own responsibility, 2011, t+13 

• Data on contact information with municipal health and care is for 6 months, 2011, t+13 

• Objectives with NPR - §1-2, 1-3 Bylaw on Norwegian Patient Registry, 2011, t+13 

• Duty to report on processing of health data, 2011, t+13 
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• Conditions for access to KJ must be stated, 2011, t+13 

• Personal protection of individual interests, 2011, t+13 

• Fill in the lacking health data - §26 Act on Health Registries, 2011, t+13 

• Case and administration registries - §6c Act on Health Registries, 2011, t+13 

• Important health information, 2011, t+14 

• “Serious”, 2011, t+14 

• General definition is needed, 2011, t+14 

• Duty to report about patient's contacts with healthcare, 2011, t+15 

• Long-term data storage - §2, 9, 12 Act on Archives, 2011, t+17 

• Transfer of data to employers, research, investigation and insurance organizations is not allowed - §11 

Bylaw on National Core Journal, 2011, t+17 

• National guidelines for creation, use and access to KJ, 2011, t+18 

• Right of patient to decide on creation of KJ for himself, 2011, t+18 

• Right of patient to require deletion of KJ - §6 Bylaw on National Core Journal, 2011, t+18 

• Right of patient to reject creation of KJ regardless consequences for himself/herself and economics, 2011, 

t+18 

• Who is responsible for consent, 2011, t+18 

• Skills of patient to use Internet or incapability, 2011, t+18 

• Rights to access (“innsyn”) by varied health personnel groups, 2011, t+18 

• KJ as a treatment health registry only, 2011, t+19 

• Logging data shall be stored for 10 years, 2011, t+19 

• Birth of a person, 2011, t+18 

• Signing journal data - §3 Bylaw on National Patient Journal, 2011, t+20 

• Access to locked receipts - §3-1, 3-3 Bylaw on Receipt Mediator (“Reseptformidlerforskriften”), 2011, t+20 

• The Act on Population Registry & Bylaw on Population Registry as issues, 2011, t+20 

• Blocking of data by health personnel to reject the access (“innsyn”) by patient - §5 Act on Patient and User 

Rights, 2011, t+20 

• Time-limitations for the given patient consent, 2011, t+21 

• Organization of healthcare decides about data sharing within KJ, 2011, t+21 

• Informed health personnel, 2011, t+22 

• People whose legal migration status is unclear, 2011, t+23 

• Data shall be stored maximum 3 years, 2011, t+23 

• Treating health personnel, 2011, t+25 

• Data on X-ray analysis is to be stored for 5 years, 2011, t+25 

• Responsibilities of health organization, 2011, t+24 

• Responsibilities of separate health personnel, 2011, t+24 

• Relevant or necessary data for healthcare provision, 2011, t+25 

• Quality control of health data for KJ, 2011, t+24 

• Responsible for technical improvements, 2011, t+26 



 
 

• Right of patient to require correction of data in KJ - §6 Bylaw on National Core Journal, 2011, t+26 

• To store – define, 2011, t+28 

• To refer – define, 2011, t+28 

• Contact with healthcare shall be stored max 3 years, 2011, t+27 

• Additional information about patient otherwise, 2011, t+27 

• Duty to allow access (“innsyn”) to references to health data, 2011, t+29 

• No duty to allow access (“innsyn”) to references to health data - a minus element, 2011, t+29 

• Informed right to reserve - §8 Bylaw on National Core Journal, 2011, t+29 

• Elderly and chronically sick patients, 2011, t+30 

• Core Data (“Kjerneopplysninger”), 2011, t+30 

• Data is not stored, 2011, t+30 

• Responsible for quality control of the health data in KJ, 2011, t+30 

• Not patient journal responsibility - §39, 40 Act on Health Personnel - a minus element, 2011, t+30 

• Responsibility for EPJ by GP - §7 Bylaw on General Practitioners, 2011, t+30 

• User of IT solution, 2011, t+30 

• User of health services, 2011, t+30 

• Responsibility for the whole infrastructure, 2011, t+30 

• Use of health data in KJ, 2012, t+32 

• KJ as an ordinary patient journal, 2012, t+32 

• No time-limitations to store critical health data, 2012, t+32 

• No time-limitations to store contact history, 2012, t+32 

• Data on contact history with varied healthcare is for 3 years, 2012, t+32 

• Data on visits, appeals to hospitals to be stored 1 year, 2012, t+32 

• Treatment responsible health personnel, 2012, t+32 

• Right of patient to require correction of data in patient journal - §5, 7, 8, 26, 28 Act on Health Registries, 

2012, t+32 

• Right of patient to require deletion of data in patient journal - §5, 7, 8, 26, 28 Act on Health Registries, 

2012, t+32 

• KJ does not substitute a patient journal, 2012, t+33 

• Completely own branch of regulation for KJ, 2012, t+33 

• Responsibility for accessibility and correctness is on those in primary data resources, 2013, t+34 

• Responsibility for accessibility and correctness is on health personnel that registered data, 2013, t+34 

• Responsibility on health personnel that updated data the last, 2013, t+34 

• All who are included in the Act on Patient and User Rights - §3 Bylaw on National Core Journal, 2013, t+34 

• Health personnel can reserve patient from creation of KJ - §4-6 Act on Patient and User Rights, 2013, t+34 

• No interpretation of critical health data, 2013, t+34 

• KJ as a public archive - §2a,b, §12 Act on Archives, 2013, t+34 

• Possibility to a bylaw towards authorized health personnel over duty to secrecy (“taus”) - §37 Act on Health 

Registries, 2013, t+34 
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• Specialist treating doctors only, 2013, t+34 

• Nurses at specialist service, 2013, t+34 

• Health personnel with drug responsibility in nursing homes and home care, 2013, t+34 

• Patient's physical and psychological condition, 2012, t+32 

• A concrete healthcare worker, 2013, t+34 

• A group of health personnel, 2013, t+34 

• The Bylaw on Health Information Security (“Helseinformasjonssikkerhetsforskriften”), 2013, t+34 

• Responsibility of health personnel that wrote down the patient data and sanctions of not doing this, 2013, 

t+34 

• Patients shall know whom to refer to for correction of information, 2013, t+35 

• Routines to issue personality identifiable data shall be improved in Norway, 2013, t+35 

• Colliding meanings of norms, 2013, t+35 

• Data on contact history with varied healthcare shall be stored without time-limitations or at least for 5 years, 

2013, t+35 

• Dentists, 2013, t+36 

• Limitations are required, 2013, t+35 

• Principle that data shall be recorded only once is breached, 2013, t+35 

• Clarification is required, 2013, t+35 

• Responsibility of the Norwegian state and governance, 2013, t+35 

• Registration of patient information in KJ, 2013, t+36 

• Responsible for patients getting full information about their rights, 2013, t+37 

• Notification that the data has been accessed/seen shall be optional to choose, 2013, t+38 

• Responsible for problem-shooting, 2013, t+39 

• Data from KJ as evidence in legal procedures, 2013, t+39 

• Ethical, practical and quality challenges, 2013, t+42 

• Access to health data for research objectives on the consent - §35 Act on Research in Health, 2013, t+42 

• National guidelines for objectives, content and routines in KJ, 2013, t+43 

• Primary resources for patient data have to be clarified and stated, 2013, t+43 

• Individual information about KJ to users, 2013, t+43 

• Serious danger for patient's life, 2013, t+43 

• Block data against some receivers, 2013, t+43 

• Employees at the Patient Travel, 2013, t+44 

• Partner groups in primary healthcare, 2013, t+46 

• Children to refugees, 2013, t+46 

• Refugees are excluded, 2013, t+46 

• Refugees with unique personal identifications are included, 2013, t+46 

• Threat to data leaks, 2013, t+47 

• National guidelines for information and the right to reserve, 2013, t+49 

• Guidelines to health personnel about situations when access to the blocked data is possible, 2013, t+50 



 
 

• No new terms, than those in design work, shall be introduced, 2013, t+50 

• Routines to fulfil duty to report data to KJ, 2013, t+50 

• Euthanasia or reservation against health treatment, 2013, t+50 

• Informed choice, 2013, t+51 

• Other vulnerable groups of patients, 2013, t+51 

• Eligible for access to data in KJ, 2013, t+51 

• Pharmacists, 2013, t+53 

• Radiographers, 2013, t+54 

• Ownership of data by health organization, 2013, t+55 

• No time-limitations to share patient data via analog means of connection, 2013, t+55 

• Organizations can state in KJ duration the data is recommended to be stored, 2013, t+55 

• Duty to contact with legal representatives, 2013, t+56 

• Internal data analysis and research within the health organization, 2013, t+56 

• No duty to report particular information elements to KJ, 2013, t+56 

• Re-name, 2013, t+56 

• Duty of the Norwegian Directorate for Health (“Helsedirekroratet”) to correct patient data if it was 

registered wrong by health personnel, 2013, t+56 

• Local healthcare organization, 2013, t+56 

• National Digital Priority Plan, NDPP, 2013, t+59 

• Shared responsibilities, 2013, t+59 

• Data is to be deleted after patient receives healthcare, 2013, t+59 

• Right to information and cooperation of patient, 2013, t+61 

• Procedural rules of how the quality control takes place, 2013, t+61 

• Legal consequences regarding incorrect or outdated patient data, 2013, t+61 

• Gap, 2013, t+61 

• Duties of health personnel to behave in case of data collision from different information systems sources, 

2013, t+61 

• Duty to open KJ by GP for his patient, 2013, t+61 

• Assistant personnel, 2013, t+62 

• No agreements (“avtaler”) - a minus element, 2013, t+63 

• Requirement of universal design, 2013, t+63 

• Governmental digitalization program, 2013, t+63 

• Physiotherapists, 2013, t+63 

• Manual therapists, 2013, t+63 

• Changings in treatment routines, 2013, t+64 

• Value criteria for critical health data standardization, 2013, t+64 

• Effective work processes, 2013, t+64 

• Interoperability, 2013, t+64 

• The Bylaw on Norwegian Patient Journal, 2013, t+64 
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• Presentation and display of information, 2013, t+64 

• Responsibility to state seriousness of patient data is on the person who registered it, 2013, t+64 

• Complete sickness history, 2013, t+64 

• Duty to open KJ when having a patient and responsibility of not doing this, 2013, t+65 

• Properly provided health care as a professional value, 2013, t+65 

• Data on image-based examinations are stored for 5 years, 2013, t+66 

• Sparing, 2013, t+67 

• Proxies, 2013, t+69 

• Applications to the Health Inspectorate, 2013, t+69 

• Firing health personnel, 2013, t+69 

• Blocking (“sperring”) against Internet as a patient right, but data is accessible to health personnel, 2013, 

t+69 

• Law prioritizes privacy protection more than patient security, 2013, t+69 

• Notification system about proper treatment needs, 2014, t+70 

• Exam to gain the right of user, 2014, t+72 

• Full time of reservation to happen is 30 days, 2014, t+73 

 

 



 
 

Appendix B: Figure 14 (sec. 4.2.2) 
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Appendix C: all elements of “events” with time 
tags, Figures 16 and 17 (sec. 4.2.2) 
 

In “event” (1) marked dark orange, there are: Documented drugs, t+7; Documented drugs, t+13; EPJs, t+13; KJ 
as access to patient information (“Kjernejournal”), t+13; Transfer of patient data, t+13; Update data, t+13; 
Identification of patient, t+13; Confirmation of relations in treatment between a patient and health personnel, 
t+13; Patient information and EPJ-document, t+13; Classification of drugs at levels of healthcare, t+14; 
Treatment code with common standards, t+14; Personal qualified certificate, t+14; Create KJ, t+15; Trust, t+15; 
Log, t+16; Authentication of organization, t+18; Health personnel number, t+18; ePrescription, t+18; 
Centralization of information, t+18; Update data, t+18; Block some type of data, t+19; ePrescription, t+19; 
CAVE or contraindicated drugs, t+19; Synchronization, t+20; ePrescription, t+21; No direct registration of 
patient data in KJ, t+21; Update data, t+22; Manual fill in, t+22; Overview over all drugs in use, t+24; EPJs, 
t+24; KJ as access to patient information (“Kjernejournal”), t+24; Information systems of car- and air 
ambulances, t+24; Function of KJ to collect data, t+24; EPJs, t+26; Authentication of health personnel, t+26; 
Automatic update, t+26; No manual routines at all, t+28; Trust, t+30; Digital signature for health personnel, 
t+32; Digital signature for patient, t+32; Overview over all drugs in use, t+32; Access control system, t+32; 
ePrescription, t+32; Framework for critical information, t+32; Authentication of user, t+32; Free text field, t+32; 
Log, t+32; Event-registering, t+32; Update data, t+32; Documented drugs, t+32; CAVE or contradicted drugs, 
t+32; Previous and chronical diseases and standards for them, t+32; Contact details of GP, t+32; Structured data 
and colors, t+33; Integration of information systems, t+33; Block some type of data, t+33; EPJs, t+34; 
Automatic update, t+34; Information about patient, t+34; Data on reservation, t+34; Treatment that should not 
be, t+34; Other critical data, t+34; Integration of information systems, t+37; Blocking of transferring some 
sensitive data to KJ is not possible, t+48; No manual routines at all, t+57; Professional systems of health 
personnel, t+58; Structured data and colors, t+58; Integration of information systems, t+58; Automatic update, 
t+58; Connection technology between local systems and KJ, t+58; Issue of the real-time data, t+58; Allergy data, 
t+64; Data on medical state, t+64 

In “event” (2) marked red, there are: Cross-over organizations, t+5; Cooperation, t+5; Right to choose hospital, 
t+5; Privacy protection (“personvern”), t+6; Privacy protection (“personvern”), t+13; To exercise medical help, 
t+13; Bylaw on KJ, t+13; Cross-over organizations, t+13; Access to own patient data/viewing (“innsyn”), t+13; 
Logging as guarantee, t+13; Minors, t+13; Patient consent, t+13; Information security, t+15; Privacy protection 
(personvern), t+15; Patient security, t+15; Access control, t+16; Conditions for access to KJ must be stated, 
t+16; Bylaw on KJ, t+16; Access to own patient data/viewing (“innsyn”), t+17; KJ as a central health registry, 
t+18; Privacy protection (“personvern”), t+18; Transfer of data to employment etc. is not allowed, t+19; Control 
over data by patient, t+19; Logging data shall be stored for 10 years, t+19; Data controller 
(“databehandlingsansvarlig”), t+20; Blocking of data by health personnel to reject the access (“innsyn”) by 
patient, t+20; Healthcare service levels, t+22; Patient security, t+22; Cross-organizational treatment-oriented 
health registry is not allowed, t+25; Logging as guarantee, t+25; Patient security, t+25; Logging as guarantee, 
t+26; Privacy protection (“personvern”), t+26; No consent required, t+26; The Norm, Quality and effectivity, 
t+26; Research activity, t+26; Rights to access (“innsyn”) by varied health personnel groups, t+28; Transfer of 
data to employers etc. is not allowed, t+29; Confidentiality, t+29; Control over data by patient, t+29; Patient 
consent, t+29; Objectives with ePrescription, t+30; Vital and personalized health information, t+30; Objectives 
with KJ, t+30; Creation of KJ, t+32; Use of health data in KJ, t+32; Access to own patient data/viewing 
(“innsyn”), t+32; Logging as guarantee, t+32; Cross-organizational treatment-oriented registry, t+32; §6d own 
norm for KJ, t+32; Case and administration registries, t+32; Treatment responsible health personnel, t+32; 
Patient consent, t+32; Duty to report data to KJ, t+32; Secrecy (“taus”), t+32; Access control, t+32; No consent 
required, t+32; The Norm, t+32; Access to data within one organization, t+33; Right of patient to require 
correction of data in patient journal, t+33; Control over data by patient, t+33; Data for delivering to KJ, t+33; 
Grounds for data processing, t+33; Duty to report health data, t+33; Amount of patient data – necessary only, 
t+33; Patient consent, t+33; User of IT solution, t+33; Relevant or necessary data for healthcare provision, t+34; 
Quality and effectivity, t+34; To exercise medical help, t+34; Proper health care, t+34; Patient security, t+34; 



 
 

Treating health personnel, t+34; Access to own patient data/viewing (“innsyn”), t+34; Logging as guarantee, 
t+34; Reserve against, t+34; Block health data (“sperre”), t+34; Right of patient to require correction of data in 
KJ, t+34; Patient consent, t+34; Transfer of data to employers etc. is not allowed, t+34; Research activity, t+34; 
Objectives with ePrescription, t+34; Update – actuality of patient data, t+35; Right of patient to decide on 
creation of KJ for himself, t+36; Registration of patient information, t+36; Dentists, t+36; Reserve against, t+37; 
Information security, t+38; Clarification is required, t+39; Confidentiality, t+40; Accessibility, t+40; Minors, 
t+40; Clarification is required, t+42; Content of KJ, t+42; Ethical & practical and quality challenges, t+42; 
Proper healthcare, t+49; Communication of health data among health personnel, t+49; Silent patient consent, 
t+49; Informed right to reserve, t+50; Unplanned healthcare situations, t+50; Critical health information, t+50; 
No consent required, t+56; Sensitivity of health data, t+56; Limitations are required, t+56 

In “event” (3) marked crimson, there are: Authorization of health personnel, t+7; Structured data and colors, t+7; 
Contact history, t+7; Contact history, t+13; NPR, t+13; Require data correction and deletion, t+13; Patient's own 
field to fill in, t+13; Health personnel registry, t+13; General Practitioners Registry, t+13; Contact details of GP, 
t+13; Structured data and colors, t+13; Kinds of data allowed to fill in, t+14; Contact history, t+15; KUHR and 
reimbursement, t+15; KJ as a national project, t+16; Structured data and colors, t+16; Patient's own field to fill 
in, t+17; Structured data and colors, t+18; Distributed storage of health data, t+18; Contact history, t+19; 
Registration of blocking, t+19; Kinds of data allowed to fill in, t+20; “MinSide”, t+20; Standards for EPJ and e-
messages, t+21; First priority information, t+21; Unstructured field for critical information, t+21; Data about 
municipal health and care services, t+21; Stronger requirements for NPR update, t+21; Authentication of 
organization, t+21; Anesthesia data, t+24; Centralization of information, t+29; No service bus, t+29; Standards 
for the whole infrastructure, t+30; To change legislation might be necessary, t+30; Patient's own field to fill in, 
t+32; KUHR and reimbursement, t+32; Contact history, t+32; NPR, t+32; Structured data and colors, t+32; 
CAVE or contraindicated drugs, t+34; References to image-based examinations, t+34; Data on previous allergic 
reactions, t+34; Data on changes in treatment routines, t+34; Data on professional grounds for changes in 
treatment routines, t+34; Data on patient's will on changes in treatment routines, t+34; Data on medical state, 
t+34; Data on ongoing treatment, t+34; Data on infection diseases, t+34; Information in KJ as a copy of local 
EPJs, t+34; Administrative data, t+34; NPR, t+34; References to discharge summaries at specialist healthcare, 
t+34; Implant data, t+34; Stronger requirements for NPR update, t+35; Data on date and name of the medical 
institution or policlinics, t+38; Automatic update only for critical information – otherwise optional manual 
update, t+41; Data on patient's transport needs or other needs, t+44; Issues of real-time data, t+44; Centralization 
of information, t+60; Classification of implants, t+60; Implant data, t+64 

In “event” (4) marked rose, there are: Logging as guarantee, t+5; Bylaw on information security, t+6; Treatment 
cycle, t+7; Safety for patient and health personnel, t+7; Diagnostics, t+7; Access to own patient data/viewing 
(“innsyn”), t+8; Critical health information, t+13; Emergency health services, t+13; Proper healthcare, t+13; 
Deletion of patient data, t+13; Time-limitations for stored data, t+13; Municipal health and care services, t+13; 
Content of KJ, t+13; Update – actuality of patient data, t+13; Block health data (“sperring”), t+13; Reserve 
against, t+13; Drug data shall be stored for 3 years, t+13; Treatment cycle, t+14; GP, t+14; Important health 
information, t+14; Snoking, t+18; Vital and personalized health information, t+18; Critical health information, 
t+18; Time-limitations for stored data, t+18; Patient security, t+19; Objectives with KJ, t+19; Reserve against, 
t+19; Privacy protection (“personvern”), t+19; “Serious”, t+20; Duty to report data to KJ, t+21; Reserve against, 
t+21; Duty to evaluate health data for KJ, t+21; Patient security, t+24; Rights to access (“innsyn”) by varied 
health personnel groups, t+24; Informed health personnel, t+24; Update – actuality of patient data, t+24; Amount 
of patient data – necessary only, t+24; Data for delivering to KJ, t+25; Creation of KJ, t+25; No consent 
required, t+25; Creation of KJ, t+26; Right of patient to require deletion of KJ, t+26; Right of patient to require 
correction of data in KJ, t+26; Transfer of data to employers etc. is not allowed, t+26; General definition is 
needed, t+28; To refer – define, t+28; Treatment cycle, t+28; Privacy protection, t+29; Creation of KJ, t+29; 
Access to data within one organization, t+30; Data for delivering to KJ, t+32; Amount of patient data – 
necessary only, t+32; KJ as a central health registry, t+32; KJ as a cross-organizational treatment-oriented health 
registry, t+32; Reserve against, t+32; Right to protection against data sharing, t+32; Informed right to reserve, 
t+32; Objectives with ePrescription, t+32; Drug data shall be stored for 3 years, t+32; Data on visits and appeals 
to hospitals to be stored for 1 year, t+32; References to requests on lab-results are stored 1 year, t+32; 
References to requests on radiology are stored 5 years, t+32; No time-limitations to store contact history, t+32; 
Objectives with KJ, t+32; KJ as not the main but the first data resource, t+32; Patient security, t+32; Critical 
health information, t+32; First choice treatment, t+32; To exercise medical help, t+33; Cross-over organizations, 
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t+33; Access to own patient data/viewing (“innsyn”), t+33; KJ does not substitute patient journal, t+33; §6d own 
norm for KJ, t+34; Objectives with KJ, t+34; Vital and personalized health information, t+34; Unplanned health-
help situations, t+34; Absolute necessity to provide health service, t+34; Specialist treating doctors only, t+34; 
Nurses at specialist services, t+34; Health personnel with drug responsibility in nursing homes and home care, 
t+34; No interpretation of critical health data, t+34; No time-limitations to store critical health data, t+34; 
Emergency health services, t+34; Treating health personnel, t+34; No consent required, t+34; A group of health 
personnel, t+34; A concrete healthcare worker, t+34; Limitations are required, t+35; General definition is 
needed, t+35; Colliding meanings of norms t+35; Patient involvement, t+37; Content of KJ, t+38; A group of 
health personnel, t+38; Patient security, t+43; Patient involvement, t+43; Vital and personalized health 
information, t+43; Cooperation, t+43; General definition is needed, t+43; Access to own patient data/viewing 
(“innsyn”), t+47; Responsibilities of health organization, t+47; Proper healthcare, t+47; Threat to data leaks, 
t+47; Content of KJ, t+48; Limitations are required, t+48; Patient's right to decide what data to include, t+52; 
Update – actuality of patient data, t+53; Treatment cycle, t+53; Patient security, t+53; Emergency health 
services, t+53; Bylaw on KJ, t+53; AMK, t+53; Clarification is required, t+54; Relevant or necessary data for 
healthcare provision, t+58; Data is to be deleted after patient receives healthcare, t+59; Unplanned healthcare 
situations, t+59; Critical health information, t+59; Amount of patient data – necessary only, t+59 

In “event” (5) marked violet, there are: The Public Health Portal Helsenorge.no, t+10; Framework for critical 
health information, t+10; ePrescription, t+11; Integration of information systems, t+11; Standards for the whole 
infrastructure, t+11; Contact details of legal representatives, t+13; The Public Health Portal Helsenorge.no, t+13; 
Professional systems of health personnel, t+13; Lab-results or references to lab-results, t+13; Authentication of 
user, t+13; Patient's own field to fill in, t+14; Allergy data, t+14; CAVE or contradicted drugs, t+14; Contact 
details of legal representatives, t+16; Access to data in KJ, t+16; Simplicity, t+16; Contact details of GP, t+16; 
Simplicity, t+18; Overview over all drugs in use, t+19; No lab-results, t+24; Discharge summaries, t+24; 
References to discharge summaries at specialist healthcare, t+24; KJ accessible from health personnel via tab or 
field or button, t+24; Communication systems between patient and health personnel, t+26; Overview over all 
drugs in use, t+26; Synchronization, t+28; Trust, t+30; Electronic health card, t+30; Contact details of legal 
representatives, t+32; KJ as access to patient information (“Kjernejournal”), t+32; Distributed storage of health 
data, t+32; References to discharge summaries at specialist healthcare, t+32; Service-oriented architecture, t+32; 
Architecture for KJ, t+32; Allergy data, t+32; Professional systems of health personnel, t+32; Personal security 
number and D-number, t+32; Professional systems of health personnel, t+35; Storing data in the local 
professional systems shall be the same as in KJ, t+35; Ready results and areas of analysis, t+38; Update data, 
t+49; Prescribing module, t+49; Second implementation phase, t+49; Integration of information systems, t+49; 
ePrescription, t+49; Access to data in KJ, t+50; Data on medical state, t+53; Framework for critical information, 
t+54; Bad technological suggestion, t+56; Technically possible to access data about several patients regardless of 
treatment relations, t+56; Anesthesia data, t+64; Data on specific sicknesses, t+64 

In “event” (6) marked light blue, there are: Confidentiality, t+5; Integrity, t+5; Cross-organizational treatment-
oriented health registry, t+10; GP, t+10; Responsible for KJ, t+11; Content of KJ, t+11; National character of 
KJ, t+13; Accessibility, t+13; Data sharing among registries, t+13; Objectives with KJ, t+13; Data for delivering 
to KJ, t+13; Right to protection against data sharing, t+13; §6d own norm for KJ, t+13; Data for delivering to 
KJ, t+16; Patient consent, t+16; Transfer of data to employers etc. is not allowed, t+17; Data controller 
(“databehandlingsansvarlig”), t+17; Long-term data storage, t+17; Quality and effectivity, t+18; Patient consent 
taken back, t+20; Informed consent, t+20; Patient's right to decide what data to include, t+20; Access to locked 
receipts, t+20; Research activity, t+20; National character of KJ, t+21; GP, t+21; Data controller 
(“databehandlingsansvarlig”), t+24; Objectives with ePrescription, t+25; Research activity, t+25; Data for 
delivering to KJ, t+26; Control over data by patient, t+27; KJ as a central health registry, t+29; Self-
determination (“selvbestemmelse”), t+29; Responsible health personnel, t+32; Right of patient to require 
correction of data in KJ, t+32; Right of patient to require deletion of data in patient journal, t+32; Responsible 
for KJ, t+32; Responsible for legal improvements, t+32; Data controller (“databehandlingsansvarlig”), t+32; 
Research activity, t+32; Transfer of data to employers etc. is not allowed, t+32; EEA-citizens and those with H-
number residing in Norway, t+32; KJ as not the main but the first data resource, t+32; Right of patient to require 
deletion of data in patient journal, t+33; Bylaw on KJ, t+33; Absolute necessity to get health data, t+34; Patient 
involvement, t+34; KJ does not substitute a patient journal, t+34; All who are included in the Patient and Users 
Rights, t+34; GP, t+34; Data controller (“databehandlingsansvarlig”), t+34; Duty to report data to KJ, t+34; 
Clarification is required, t+35; Patients shall know whom to refer to for correction of information, t+35; Content 



 
 

of KJ, t+36; Update – actuality of patient data, t+36; Clarification is required, t+36; EU Directive 95/46/EF, 
t+42; GP, t+43; Unplanned healthcare situations, t+43; Serious danger for patient's life, t+43; Access to own 
patient data, t+43; The registered one, t+43; Right of patient to require correction of data in patient journal, t+43; 
Right of patient to require deletion of data in patient journal, t+43; Responsibility for accessibility and 
correctness is on those in primary data resources, t+43; Primary resources for patient data have to be clarified 
and stated, t+43; National guidelines for objectives and content and routines in KJ, t+43; De-identification, t+45; 
Anonymity, t+45; Sensitivity of health data, t+45; Specialist health services and specialists, t+46; Emergency 
health services, t+46; Treating health personnel, t+46; Nurses at specialist healthcare, t+46; Health personnel 
with drug responsibility in nursing homes and home care, t+46; Partner groups in primary healthcare, t+46; 
Emergency health services, t+47; Silent patient consent, t+47; Specialist treating doctors only, t+47; Nurses at 
specialist healthcare, t+47; Health personnel with drug responsibility in nursing homes and home care, t+47; 
Routines to fulfill duty to report data to KJ, t+50; Emergency health services, t+54; Specialist treating doctors 
only, t+54; Nurses at specialist healthcare, t+54; Radiographers, t+54; Objectives with ePrescription, t+56; 
Transfer of data to employers etc. is not allowed, t+56; Creation of KJ, t+57; Colliding meanings of norms, t+57; 
The registered one, t+59; General definition is needed, t+59; Limitations are required, t+59; No consent 
required, t+59; Patient consent taken back, t+59; AMK, t+59; Content of KJ, t+59 

In “event” (7) marked dark blue, there are: Double storage of health data, t+13; Distributed storage of health 
data, t+13; Event-registering, t+13; Integration of information systems, t+13; Block the whole KJ, t+13; Block 
some type of data, t+13; Manual fill in, t+13; KJ accessible from health personnel via tab or field or button, 
t+13; Not a channel “from patient to healthcare”, t+13; KUHR and reimbursement, t+13; Access and sharing 
systems for KJ, t+13; Automatic update, t+15; Access to KJ all time possible, t+15; Access control system, t+15; 
Information to patient about technical side of KJ, t+16; Authorization of user, t+18; Authentication of user, t+18; 
No block of some data, t+18; Core data (“Kjerneopplysninger”), t+18; EPJs, t+18; Information to patient about 
technical side of KJ, t+19; Access to the blocked health data if necessary, t+19; Activity data, t+20; EPJs, t+21; 
No special identification of user, t+21; No block of some data, t+21; Access control system, t+22; Information to 
patient about technical side of KJ, t+22; Automatic update, t+22; Integration of information systems, t+22; 
Reading files, t+24; Professional systems of health personnel, t+24; X-ray examinations data, t+25; Referred 
information category, t+25; Contact history, t+25; Service bus, t+25; Integration of information systems, t+26; 
Block some type of data, t+27; Notification to health personnel that some patient data is blocked, t+27; 
Notification to health personnel that some data was filled in by patient, t+28; Structured data and colors, t+28; 
Connection technology between local systems and KJ, t+29; No Internet/web, t+29; Block the whole KJ, t+29; 
Block some type of data, t+29; Access to KJ all time possible, t+32; Block the whole KJ, t+32; Block some type 
of data, t+32; Not a channel “from patient to healthcare”, t+32; Format of the transferred data to KJ, t+32; Health 
personnel registry, t+32; Communication standards XML and PKI, t+32; Block the whole KJ, t+33; Notification 
to health personnel that some patient data is blocked, t+33; Authorization of user, t+34; Access to data in KJ, 
t+34; Integration of information systems, t+34; Manual fill in, t+34; Synchronization, t+34; ePrescription, t+38; 
EPJs, t+38; Double storage of health data, t+40; First implementation phase, t+40; Access of blocked data if 
necessary, t+45; Critical health data cannot be blocked, t+56; Simplicity, t+56; Information about consequences 
to reject KJ shall be given to patients, t+56; Storing data in the local professional systems shall be the same as in 
KJ, t+56; Information to patient about technical side of KJ, t+56; Log of time and identity and profession and 
previous data, t+56; Correct document, t+56; Double storage of health data, t+58; No receiver, t+59; Transfer of 
patient data, t+59; No manual fill in, t+59; Double data registration and weak routines for handling journals, 
t+59; Routines for duty to report data to KJ, t+59; Interface, t+59; Notification to health personnel that some 
patient data is blocked, t+59; Notification to health personnel that some patient data is deleted in KJ, t+59; 
Central reservation registry, t+59; Structured data and colors, t+60; Automatic update, t+60; Automatic control 
over data that is transferred to KJ, t+60; Data on changes in treatment routines, t+64; Infection data, t+64 

In “event” (8) marked light green, there are: Sensitivity of health data, t+5; Citizen and citizenship, t+13; EEA-
citizens and those with H-number residing in Norway, t+13; KJ as a cross-organizational treatment-oriented 
health registry, t+13; Duty to report health data, t+13; KJ as a treatment health registry only, t+19; Expenses, 
t+21; Data controller (“databehandlingsansvarlig”), t+21; Duty to report data to KJ, t+22; People whose legal 
migration status is unclear, t+23; Diagnostics, t+25; Treating health personnel, t+25; Data controller 
(“databehandlingsansvarlig”), t+26; Amount of patient data – necessary only, t+29; Control over data by patient, 
t+32; Data processor (“databehandler”), t+34; Access control, t+34; Misuse, t+35; Use of health data in KJ, 
t+35; Responsibility of the Norwegian state and governance, t+35; Confidentiality, t+37; Employees at the 
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Patient Travel, t+44; Patient consent, t+52; Local healthcare organization, t+56; Regional piloting, t+60; To 
exercise medical help, t+62; No consent required, t+62; KJ does not substitute patient journal, t+62; Eligible for 
access to data in KJ, t+62; Assistant personnel, t+62 

In “event” (9) marked dark green, there are: Data about weight and height of the patient, t+18; Data shall be 
dated, t+18; Simplicity, t+19; Notification to health personnel that some patient data is blocked, t+21; Requests 
for patient data sharing, t+21; Automatic update, t+23; No manual fill in, t+23; No contact history with specialist 
healthcare, t+23; Other critical data, t+27; References to discharge summaries at specialist healthcare, t+28; e-ID 
and electronic identification mechanisms of population, t+33; Access control system, t+34; Professional systems 
of health personnel, t+34; Access blocked data if necessary, t+34; No manual fill in, t+47; Connection 
technology between local systems and KJ, t+47; Format of the transferred data to KJ, t+47; Confirmations of 
relations in treatment between patient and health personnel, t+50; Stating grounds for access to data in KJ, t+50; 
Personal security number & D-number, t+56; Contact history, t+56 

In “event” (10) marked brown, there are: Vital and personalized health information, t+7; Duty to have KJ in 
organization, t+13; No time-limitations to store references to requests of discharge summaries, t+13; Objectives 
with NPR, t+13; Duty to report on processing of health data, t+13; No time-limitations to store references to 
requests of discharge summaries, t+17; Bylaw on KJ, t+18; Patient consent taken back, t+18; Patient consent, 
t+18; Control over data by patient, t+18; Conditions for access to KJ must be stated, t+19; Minors, t+19; Patient 
security, t+20; Signing journal data, t+20; Update – actuality of patient data, t+20; NPR, t+20; Transfer of data 
to KJ is not allowed, t+20; Data for delivering to KJ, t+21; Privacy protection, t+22; Reserve against, t+22; 
Creation of KJ, t+22; Time-limitations for the given patient consent, t+22; Patient consent taken back, t+22; 
Patient consent, t+22; Bylaw on KJ, t+25; Contact with healthcare shall be stored max 3 years, t+27; Drug data 
shall be stored for 3 years, t+27; Objectives with NPR, t+29; Patient security, t+31; No time-limitations to store 
references to requests of discharge summaries, t+32; Bylaw on KJ, t+32; Blocking of data by health personnel to 
reject the access (“innsyn”) by patient, t+32; Objectives with NPR, t+32; Patient consent taken back, t+34; 
Municipal health and care services, t+34; KJ as not the main but the first data resource, t+34; Duty to report data 
to KJ, t+36; Data controller (“databehandlingsansvarlig”), t+37; Informed right to reserve, t+37; Responsible for 
patients getting full information about their rights, t+37; Who is responsible for consent, t+37; Skills of patient to 
use Internet or incapability, t+37; Duty to report data to KJ, t+38; Specialist health services, t+38; Update – 
actuality of patient data, t+52; Data controller (“databehandlingsansvarlig”), t+60; Clarification is required, t+60; 
National guidelines for information and the right to reserve, t+60 

In “event” (11) marked medium grey, there are: Data shall be stored max 3 years, t+23; No service bus, t+24; 
Function to compare drugs stated in KJ with those in EPJs by GP, t+24; Notification that the data has been 
accessed/seen, t+33; Sms or e-mail communication, t+34; Consent data, t+34; Multi-levels, t+34; Notification 
that the data has been accessed/seen shall be unified in case of hospitalization, t+35; Function to add the patient's 
will for organ donation, t+37; Helseportalen Helsenorge.no, t+50; To contact data controller 
(“databehandlingsansvarlig”), t+50; Communication channel between patient and KJ as a system, t+50; 
Functionality to state frequency of getting responses from the KJ system, t+51; Analog or digital form, t+51; No 
notification that the data has been accessed/seen, t+51; Authentication of user, t+52; Sms or e-mail 
communication, t+52; Electronic messaging between patient and KJ administration, t+61 

In “event” (12) marked dark grey, there are: Treatment-oriented health registry, t+25; Responsible for technical 
improvements, t+26; Right of patient to decide on creation of KJ for himself, Data shall be stored max 3 years, 
t+27; Reserve against, t+30; Right of patient to require correction of data in patient journal, t+32; Criteria for 
delivering data to KJ, t+32; Informed consent, t+32; Sensitivity of health data, t+32; Right of patient to require 
deletion of KJ, t+34; Objectives with ePrescription, t+43; Amount of patient data – necessary only, t+43; 
Research activity, t+43; Patients shall know whom to refer to for correction of information, t+43; Limitations are 
required, t+48; Primary resources for patient data have to be clarified and stated, t+56; Additional information 
about patient otherwise, t+56; Patient involvement, t+56; Cooperation, t+56; Clarification is required, t+59; 
Primary resources for patient data have to be clarified and stated, t+59; Third persons, t+63; Access to own 
patient data/viewing (“innsyn”), t+63 



 
 

In “event” (13) marked black, there are: Data on previous serious allergic reactions, t+32; Automatic control 
over data that is transferred to KJ, t+34; No professional medical control over patient data transferred to KJ, 
t+34; Format of the transferred data to KJ, t+34; Information about consequences to reject KJ shall be given to 
patient, t+34; Central registry with municipal health and care service data, t+34; Stating grounds for access to 
data in KJ, t+34; Stating grounds for access to data in KJ shall be done not later than the access (“innsyn”), t+35; 
Contact history, t+46; Colliding data in KJ, t+50; Control over data by patient, t+52; Ready results and areas of 
analysis, t+54; Data on date and name of medical institution or policlinics, t+54; Automatic update, t+56; EPJs, 
t+56; Criteria for seriousness, t+60; Content of health data, t+63; Analog or digital form, t+63; Notification that 
the data has been accessed/seen, t+63 

In “event” (14) marked light grey, there are: Data on contact history with varied healthcare to be stored for 3 
years, t+32; Logging as guarantee, t+33; Data on contact history with varied healthcare shall be stored without 
time-limitations or at least for 5 years, t+35; Routines to issue personality identifiable data shall be improved in 
Norway, t+35; Children to refugees, t+46; Registration of patient information, t+54 
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Appendix D: relocation of the extracted elements, 
Figure 18 (sec. 4.2.2) 
 

t+5 – red: Cross-over organizations, Cooperation, Right to choose hospital; rose: Logging as guarantee; light 
blue: Confidentiality, Integrity; light green: Sensitivity of health data 

t+6 – red: Privacy protection (“personvern”); rose: Bylaw on information security 

t+7 – dark orange: Documented drugs; crimson: Authorization of health personnel, Structured data and colors, 
Contact history; rose: Treatment cycle, Safety for patient and health personnel, Diagnostics; brown: Vital and 
personalized health information 

t+8 – rose: Access to own patient data/viewing (“innsyn”) 

t+10 – violet: The Public Health Portal Helsenorge.no, Framework for critical health information; light blue: 
Cross-organizational treatment-oriented health registry, GP 

t+11 – violet: ePrescription, Integration of information systems, Standards for the whole infrastructure; light 
blue: Responsible for KJ, Content of KJ 

t+13 – dark orange: Documented drugs, EPJs, KJ as access to patient information (“Kjernejournal”), Transfer of 
patient data, Update data, Identification of patient, Confirmation of relations in treatment between a patient and 
health personnel, Patient information and EPJ-document; red: Privacy protection (“personvern”), To exercise 
medical help, Bylaw on KJ, Cross-over organizations, Access to own patient data/viewing (“innsyn”), Logging 
as guarantee, Minors, Patient consent; crimson: Contact history, NPR, Require data correction and deletion, 
Patient's own field to fill in, Health personnel registry, General Practitioners Registry, Contact details of GP, 
Structured data and colors; rose: Critical health information, Emergency health services, Proper healthcare, 
Deletion of patient data, Time-limitations for stored data, Municipal health and care services, Content of KJ, 
Update – actuality of patient data, Block health data (“sperring”), Reserve against, Drug data shall be stored for 3 
years; violet: Contact details of legal representatives, The Public Health Portal Helsenorge.no, Professional 
systems of health personnel, Lab-results or references to lab-results, Authentication of user; light blue: National 
character of KJ, Accessibility, Data sharing among registries, Objectives with KJ, Data for delivering to KJ, 
Right to protection against data sharing, §6d own norm for KJ; dark blue: Double storage of health data, 
Distributed storage of health data, Event-registering, Integration of information systems, Block the whole KJ, 
Block some type of data, Manual fill in, KJ accessible from health personnel via tab or field or button, Not a 
channel “from patient to healthcare”, KUHR and reimbursement, Access and sharing systems for KJ; light green: 
Citizen and citizenship, EEA-citizens and those with H-number residing in Norway, KJ as a cross-organizational 
treatment-oriented health registry, Duty to report health data; brown: Duty to have KJ in organization, No time-
limitations to store references to requests of discharge summaries, Objectives with NPR, Duty to report on 
processing of health data 

t+14 – dark orange: Classification of drugs at levels of healthcare, Treatment code with common standards, 
Personal qualified certificate; crimson: Kinds of data allowed to fill in; rose: Treatment cycle, GP, Important 
health information; violet: Patient's own field to fill in, Allergy data, CAVE or contradicted drugs 

t+15 – dark orange: Create KJ, Trust; red: Information security, Privacy protection (personvern), Patient 
security; crimson: Contact history, KUHR and reimbursement; dark blue: Automatic update, Access to KJ all 
time possible, Access control system  

t+16 – dark orange: Log; red: Access control, Conditions for access to KJ must be stated, Bylaw on KJ; crimson: 
KJ as a national project, Structured data and colors; violet: Contact details of legal representatives, Access to 
data in KJ, Simplicity, Contact details of GP; light blue: Data for delivering to KJ, Patient consent; dark blue: 
Information to patient about technical side of KJ 



 
 

t+17 – red: Access to own patient data/viewing (“innsyn”); crimson: Patient's own field to fill in; light blue: 
Transfer of data to employers etc. is not allowed, Data controller (“databehandlingsansvarlig”), Long-term data 
storage; brown: No time-limitations to store references to requests of discharge summaries 

t+18 – dark orange: Authentication of organization, Health personnel number, ePrescription, Centralization of 
information, Update data; red: KJ as a central health registry, Privacy protection (“personvern”); crimson: 
Structured data and colors, Distributed storage of health data; rose: Snoking, Vital and personalized health 
information, Critical health information, Time-limitations for stored data; violet: Simplicity; light blue: Quality 
and effectivity; dark blue: Authorization of user, Authentication of user, No block of some data, Core data 
(“Kjerneopplysninger”), EPJs; dark green: Data about weight and height of the patient, Data shall be dated; 
brown: Bylaw on KJ, Patient consent taken back, Patient consent, Control over data by patient 

t+19 – dark orange: Block some type of data, ePrescription, CAVE or contraindicated drugs; red: Transfer of 
data to employment etc. is not allowed, Control over data by patient, Logging data shall be stored for 10 years; 
crimson: Contact history, Registration of blocking; rose: Patient security, Objectives with KJ, Reserve against, 
Privacy protection (“personvern”); violet: Overview over all drugs in use; dark blue: Information to patient about 
technical side of KJ, Access to the blocked health data if necessary; light green: KJ as a treatment health registry 
only; dark green: Simplicity; brown: Conditions for access to KJ must be stated, Minors 

t+20 – dark orange: Synchronization; red: Data controller (“databehandlingsansvarlig”), Blocking of data by 
health personnel to reject the access (“innsyn”) by patient; crimson: Kinds of data allowed to fill in, “MinSide”; 
rose: “Serious”; light blue: Patient consent taken back, Informed consent, Patient's right to decide what data to 
include, Access to locked receipts, Research activity; dark blue: Activity data; brown: Patient security, Signing 
journal data, Update – actuality of patient data, NPR, Transfer of data to KJ is not allowed 

t+21 – dark orange: ePrescription, No direct registration of patient data in KJ; crimson: Standards for EPJ and e-
messages, First priority information, Unstructured field for critical information, Data about municipal health and 
care services, Stronger requirements for NPR update, Authentication of organization; rose: Duty to report data to 
KJ, Reserve against, Duty to evaluate health data for KJ; light blue: National character of KJ, GP; dark blue: 
EPJs, No special identification of user, No block of some data; light green: Expenses, Data controller 
(“databehandlingsansvarlig”); dark green: Notification to health personnel that some patient data is blocked, 
Requests for patient data sharing; brown: Data for delivering to KJ 

t+22 – dark orange: Update data, Manual fill in; red: Healthcare service levels, Patient security; dark blue: 
Access control system, Information to patient about technical side of KJ, Automatic update, Integration of 
information systems; light green: Duty to report data to KJ; brown: Privacy protection, Reserve against, Creation 
of KJ, Time-limitations for the given patient consent, Patient consent taken back, Patient consent 

t+23 – light green: People whose legal migration status is unclear; dark green: Automatic update, No manual fill 
in, No contact history with specialist healthcare; medium grey: Data shall be stored max 3 years 

t+24 – dark orange: Overview over all drugs in use, EPJs, KJ as access to patient information (“Kjernejournal”), 
Information systems of car- and air ambulances, Function of KJ to collect data; crimson: Anesthesia data; rose: 
Patient security, Rights to access (“innsyn”) by varied health personnel groups, Informed health personnel, 
Update – actuality of patient data, Amount of patient data – necessary only; violet: No lab-results, Discharge 
summaries, References to discharge summaries at specialist healthcare, KJ accessible from health personnel via 
tab or field or button; light blue: Data controller (“databehandlingsansvarlig”); dark blue: Reading files, 
Professional systems of health personnel; medium grey: No service bus, Function to compare drugs stated in KJ 
with those in EPJs by GP 

t+25 – red: Cross-organizational treatment-oriented health registry is not allowed, Logging as guarantee, Patient 
security; rose: Data for delivering to KJ, Creation of KJ, No consent required; light blue: Objectives with 
ePrescription, Research activity; dark blue: X-ray examinations data, Referred information category, Contact 
history, Service bus; light green: Diagnostics, Treating health personnel; brown: Bylaw on KJ; dark grey: 
Treatment-oriented health registry 

t+26 – dark orange: EPJs, Authentication of health personnel, Automatic update; red: Logging as guarantee, 
Privacy protection (“personvern”), No consent required, The Norm, Quality and effectivity, Research activity; 
rose: Creation of KJ, Right of patient to require deletion of KJ, Right of patient to require correction of data in 
KJ, Transfer of data to employers etc. is not allowed; violet: Communication systems between patient and health 
personnel, Overview over all drugs in use; light blue: Data for delivering to KJ; dark blue: Integration of 
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information systems; light green: Data controller (“databehandlingsansvarlig”); dark grey: Responsible for 
technical improvements 

t+27 – light blue: Control over data by patient; dark blue: Block some type of data, Notification to health 
personnel that some patient data is blocked; dark green: Other critical data; brown: Contact with healthcare shall 
be stored max 3 years, Drug data shall be stored for 3 years; dark grey: Right of patient to decide on creation of 
KJ for himself, Data shall be stored max 3 years 

t+28 – dark orange: No manual routines at all; red: Rights to access (“innsyn”) by varied health personnel 
groups; rose: General definition is needed, To refer – define, Treatment cycle; violet: Synchronization; dark 
blue: Notification to health personnel that some data was filled in by patient, Structured data and colors; dark 
green: References to discharge summaries at specialist healthcare 

t+29 – red: Transfer of data to employers etc. is not allowed, Confidentiality, Control over data by patient, 
Patient consent; crimson: Centralization of information, No service bus; rose: Privacy protection, Creation of KJ; 
light blue: KJ as a central health registry, Self-determination (“selvbestemmelse”); dark blue: Connection 
technology between local systems and KJ, No Internet/web, Block the whole KJ, Block some type of data; light 
green: Amount of patient data – necessary only; brown: Objectives with NPR 

t+30 – dark orange: Trust; red: Objectives with ePrescription, Vital and personalized health information, 
Objectives with KJ; crimson: Standards for the whole infrastructure, To change legislation might be necessary; 
rose: Access to data within one organization; violet: Trust, Electronic health card; dark grey: Reserve against 

t+31 – brown: Patient security 

t+32 – dark orange: Digital signature for health personnel, Digital signature for patient, Overview over all drugs 
in use, Access control system, ePrescription, Framework for critical information, Authentication of user, Free 
text field, Log, Event-registering, Update data, Documented drugs, CAVE or contradicted drugs, Previous and 
chronical diseases and standards for them, Contact details of GP; red: Creation of KJ, Use of health data in KJ, 
Access to own patient data/viewing (“innsyn”), Logging as guarantee, Cross-organizational treatment-oriented 
registry, §6d own norm for KJ, Case and administration registries, Treatment responsible health personnel, 
Patient consent, Duty to report data to KJ, Secrecy (“taus”), Access control, No consent required, The Norm; 
crimson: Patient's own field to fill in, KUHR and reimbursement, Contact history, NPR, Structured data and 
colors; rose: Data for delivering to KJ, Amount of patient data – necessary only, KJ as a central health registry, 
KJ as a cross-organizational treatment-oriented health registry, Reserve against, Right to protection against data 
sharing, Informed right to reserve, Objectives with ePrescription, Drug data shall be stored for 3 years, Data on 
visits and appeals to hospitals to be stored for 1 year, References to requests on lab-results are stored 1 year, 
References to requests on radiology are stored 5 years, No time-limitations to store contact history, Objectives 
with KJ, KJ as not the main but the first data resource, Patient security, Critical health information, First choice 
treatment; violet: Contact details of legal representatives, KJ as access to patient information (“Kjernejournal”), 
Distributed storage of health data, References to discharge summaries at specialist healthcare, Service-oriented 
architecture, Architecture for KJ, Allergy data, Professional systems of health personnel, Personal security 
number and D-number; light blue: Responsible health personnel, Right of patient to require correction of data in 
KJ, Right of patient to require deletion of data in patient journal, Responsible for KJ, Responsible for legal 
improvements, Data controller (“databehandlingsansvarlig”), Research activity, Transfer of data to employers 
etc. is not allowed, EEA-citizens and those with H-number residing in Norway, KJ as not the main but the first 
data resource; dark blue: Access to KJ all time possible, Block the whole KJ, Block some type of data, Not a 
channel "from patient to healthcare", Format of the transferred data to KJ, Health personnel registry, 
Communication standards XML and PKI; light green: Control over data by patient; brown: No time-limitations 
to store references to requests of discharge summaries, Bylaw on KJ, Blocking of data by health personnel to 
reject the access (“innsyn”) by patient, Objectives with NPR; dark grey: Right of patient to require correction of 
data in patient journal, Criteria for delivering data to KJ, Informed consent, Sensitivity of health data; black: 
Data on previous serious allergic reactions; light grey: Data on contact history with varied healthcare to be stored 
for 3 years 

t+33 – dark orange: Structured data and colors, Integration of information systems, Block some type of data; red: 
Access to data within one organization, Right of patient to require correction of data in patient journal, Control 
over data by patient, Data for delivering to KJ, Grounds for data processing, Duty to report health data, Amount 
of patient data – necessary only, Patient consent, User of IT solution; rose: To exercise medical help, Cross-over 
organizations, Access to own patient data/viewing (“innsyn”), KJ does not substitute patient journal; light blue: 



 
 

Right of patient to require deletion of data in patient journal, Bylaw on KJ; dark blue: Block the whole KJ, 
Notification to health personnel that some patient data is blocked; dark green: e-ID and electronic identification 
mechanisms of population; medium grey: Notification that the data has been accessed/seen; light grey:lLogging 
as guarantee 

t+34 – dark orange: EPJs, Automatic update, Information about patient, Data on reservation, Treatment that 
should not be, Other critical data; red: Relevant or necessary data for healthcare provision, Quality and 
effectivity, To exercise medical help, Proper health care, Patient security, Treating health personnel, Access to 
own patient data/viewing (“innsyn”), Logging as guarantee, Reserve against, Block health data (“sperre”), Right 
of patient to require correction of data in KJ, Patient consent, Transfer of data to employers etc. is not allowed, 
Research activity, Objectives with ePrescription; crimson: CAVE or contraindicated drugs, References to image-
based examinations, Data on previous allergic reactions, Data on changes in treatment routines, Data on 
professional grounds for changes in treatment routines, Data on patient's will on changes in treatment routines, 
Data on medical state, Data on ongoing treatment, Data on infection diseases, Information in KJ as a copy of 
local EPJs, Administrative data, NPR, References to discharge summaries at specialist healthcare, Implant data; 
rose: §6d own norm for KJ, Objectives with KJ, Vital and personalized health information, Unplanned health-
help situations, Absolute necessity to provide health service, Specialist treating doctors only, Nurses at specialist 
services, Health personnel with drug responsibility in nursing homes and home care, No interpretation of critical 
health data, No time-limitations to store critical health data, Emergency health services, Treating health 
personnel, No consent required, A group of health personnel, A concrete healthcare worker; light blue: Absolute 
necessity to get health data, Patient involvement, KJ does not substitute a patient journal, All who are included in 
the Patient and Users Rights, GP, Data controller (“databehandlingsansvarlig”), Duty to report data to KJ; dark 
blue: Authorization of user, Access to data in KJ, Integration of information systems, Manual fill in, 
Synchronization; light green: Data processor (“databehandler”), Access control; dark green: Access control 
system, Professional systems of health personnel, Access blocked data if necessary; brown: Patient consent taken 
back, Municipal health and care services, KJ as not the main but the first data resource; medium grey: Sms or e-
mail communication, Consent data, Multi-levels; dark grey: Right of patient to require deletion of KJ; black: 
Automatic control over data that is transferred to KJ, No professional medical control over patient data 
transferred to KJ, Format of the transferred data to KJ, Information about consequences to reject KJ shall be 
given to patient, Central registry with municipal health and care service data, Stating grounds for access to data 
in KJ 

t+35 – red: Update – actuality of patient data; crimson: Stronger requirements for NPR update; rose: Limitations 
are required, General definition is needed, Colliding meanings of norms; violet: Professional systems of health 
personnel, Storing data in the local professional systems shall be the same as in KJ; light blue: Clarification is 
required, Patients shall know whom to refer to for correction of information; light green: Misuse, Use of health 
data in KJ, Responsibility of the Norwegian state and governance; medium grey: Notification that the data has 
been accessed/seen shall be unified in case of hospitalization; black: Stating grounds for access to data in KJ 
shall be done not later than the access (“innsyn”); light grey: Data on contact history with varied healthcare shall 
be stored without time-limitations or at least for 5 years, Routines to issue personality identifiable data shall be 
improved in Norway 

t+36 – red: Right of patient to decide on creation of KJ for himself, Registration of patient information, Dentists; 
light blue: Content of KJ, Update – actuality of patient data, Clarification is required; brown: Duty to report data 
to KJ 

t+37 – dark orange: Integration of information systems; red: Reserve against; rose: Patient involvement; light 
green: Confidentiality; brown: Data controller (“databehandlingsansvarlig”), Informed right to reserve, 
Responsible for patients getting full information about their rights, Who is responsible for consent, Skills of 
patient to use Internet or incapability; medium grey: Function to add the patient's will for organ donation 

t+38 – red: Information security; crimson: Data on date and name of the medical institution or policlinics; rose: 
Content of KJ, A group of health personnel; violet: Ready results and areas of analysis; dark blue: ePrescription, 
EPJs; brown: Duty to report data to KJ, Specialist health services 

t+39 – red: Clarification is required 

t+40 – red: Confidentiality, Accessibility, Minors; dark blue: Double storage of health data, First implementation 
phase 
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t+41 – crimson: Automatic update only for critical information – otherwise optional manual update 

t+42 – red: Clarification is required, Content of KJ, Ethical & practical and quality challenges; light blue: EU 
Directive 95/46/EF 

t+43 – rose: Patient security, Patient involvement, Vital and personalized health information, Cooperation, 
General definition is needed; light blue: GP, Unplanned healthcare situations, Serious danger for patient's life, 
Access to own patient data, The registered one, Right of patient to require correction of data in patient journal, 
Right of patient to require deletion of data in patient journal, Responsibility for accessibility and correctness is 
on those in primary data resources, Primary resources for patient data have to be clarified and stated, National 
guidelines for objectives and content and routines in KJ; dark grey: Objectives with ePrescription, Amount of 
patient data – necessary only, Research activity, Patients shall know whom to refer to for correction of 
information 

t+44 – crimson: Data on patient's transport needs or other needs, Issues of real-time data; light green: Employees 
at the Patient Travel 

t+45 – light blue: De-identification, Anonymity, Sensitivity of health data; dark blue: Access of blocked data if 
necessary 

t+46 – light blue: Specialist health services and specialists, Emergency health services, Treating health 
personnel, Nurses at specialist healthcare, Health personnel with drug responsibility in nursing homes and home 
care, Partner groups in primary healthcare; black: Contact history; light grey: Children to refugees 

t+47 – rose: Access to own patient data/viewing (“innsyn”), Responsibilities of health organization, Proper 
healthcare, Threat to data leaks; light blue: Emergency health services, Silent patient consent, Specialist treating 
doctors only, Nurses at specialist healthcare, Health personnel with drug responsibility in nursing homes and 
home care; dark green: No manual fill in, Connection technology between local systems and KJ, Format of the 
transferred data to KJ 

t+48 – dark orange: Blocking of transferring some sensitive data to KJ is not possible; rose: Content of KJ, 
Limitations are required; dark grey: Limitations are required 

t+49 – red: Proper healthcare, Communication of health data among health personnel, Silent patient consent; 
violet: Update data, Prescribing module, Second implementation phase, Integration of information systems, 
ePrescription 

t+50 – red: Informed right to reserve, Unplanned healthcare situations, Critical health information; violet: Access 
to data in KJ; light blue: Routines to fulfill duty to report data to KJ; dark green: Confirmations of relations in 
treatment between patient and health personnel, Stating grounds for access to data in KJ; medium grey: 
Helseportalen Helsenorge.no, To contact data controller (“databehandlingsansvarlig”), Communication channel 
between patient and KJ as a system; black: Colliding data in KJ 

t+51 – medium grey: Functionality to state frequency of getting responses from the KJ system, Analog or digital 
form, No notification that the data has been accessed/seen 

t+52 – rose: Patient's right to decide what data to include; light green: Patient consent; brown: Update – actuality 
of patient data; medium grey: Authentication of user, Sms or e-mail communication; black: Control over data by 
patient 

t+53 – rose: Update – actuality of patient data, Treatment cycle, Patient security, Emergency health services, 
Bylaw on KJ, AMK; violet: Data on medical state 

t+54 – rose: Clarification is required; violet: Framework for critical information; light blue: Emergency health 
services, Specialist treating doctors only, Nurses at specialist healthcare, Radiographers; black: Ready results 
and areas of analysis, Data on date and name of medical institution or policlinics; light grey: Registration of 
patient information 

t+56 – red: No consent required, Sensitivity of health data, Limitations are required; violet: Bad technological 
suggestion, Technically possible to access data about several patients regardless of treatment relations; light 
blue: Objectives with ePrescription, Transfer of data to employers etc. is not allowed; dark blue: Critical health 
data cannot be blocked, Simplicity, Information about consequences to reject KJ shall be given to patients, 
Storing data in the local professional systems shall be the same as in KJ, Information to patient about technical 



 
 

side of KJ, Log of time and identity and profession and previous data, Correct document; light green: Local 
healthcare organization; dark green: Personal security number & D-number, Contact history; dark grey: Primary 
resources for patient data have to be clarified and stated, Additional information about patient otherwise, Patient 
involvement, Cooperation; black: Automatic update, EPJs 

t+57 – dark orange: No manual routines at all; light blue: Creation of KJ, Colliding meanings of norms 

t+58 – dark orange: Professional systems of health personnel, Structured data and colors, Integration of 
information systems, Automatic update, Connection technology between local systems and KJ, Issue of the real-
time data; rose: Relevant or necessary data for healthcare provision; dark blue: Double storage of health data 

t+59 – rose: Data is to be deleted after patient receives healthcare, Unplanned healthcare situations, Critical 
health information, Amount of patient data – necessary only; light blue: The registered one, General definition is 
needed, Limitations are required, No consent required, Patient consent taken back, AMK, Content of KJ; dark 
blue: No receiver, Transfer of patient data, No manual fill in, Double data registration and weak routines for 
handling journals, Routines for duty to report data to KJ, Interface, Notification to health personnel that some 
patient data is blocked, Notification to health personnel that some patient data is deleted in KJ, Central 
reservation registry; dark grey: Clarification is required, Primary resources for patient data have to be clarified 
and stated 

t+60 – crimson: Centralization of information, Classification of implants; dark blue: Structured data and colors, 
Automatic update, Automatic control over data that is transferred to KJ; light green: Regional piloting; brown: 
Data controller (“databehandlingsansvarlig”), Clarification is required, National guidelines for information and 
the right to reserve; black: Criteria for seriousness 

t+61 – medium grey: Electronic messaging between patient and KJ administration 

t+62 – light green: To exercise medical help, No consent required, KJ does not substitute patient journal, Eligible 
for access to data in KJ, Assistant personnel 

t+63 – dark grey: Third persons, Access to own patient data/viewing (“innsyn”); black: Content of health data, 
Analog or digital form, Notification that the data has been accessed/seen  

t+64 – dark orange: Allergy data, Data on medical state; crimson: Implant data; violet: Anesthesia data, Data on 
specific sicknesses; dark blue: Data on changes in treatment routines, Infection data 
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Appendix E: the complete sequence of micro-
narratives, Figure 18 (sec. 4.2.2) 
 

When built manually, micro-narratives are the following:  

(1) in order to encourage “cooperation” [t+5] “cross-over organizations” [t+5], an IT-solution for “KJ as access 

to patient information, ‘Kjernejournal’” [t+13] was proposed. This information system implied “update data” 

[t+13] taken as “patient information and EPJ-document” [t+13], and use of this technology had been primarily 

based on conditions “to exercise medical help” [t+13] with access on “patient consent” [t+13]; (2) since 

“emergency health services” [t+13] must exercise “proper healthcare”, they need “patient consent” to do that 

[t+13]; (3) a “patient consent” [t+13] is required because then the information system will show the “critical 

health information” [t+13] of a person; (4) to “block the whole KJ” [t+13] is a form of expressing “patient 

consent” [t+13] as negative; (5) to “block some type of data” [t+13] is also a form of expressing “patient 

consent” [t+13] as negative; (6) “content of KJ” [t+13] is to be determined by “data for delivering to KJ” [t+13]; 

(7) “right to protection against data sharing” is grounding for the elaboration of a “patient consent” [t+13] norm 

for the National Core Journal; (8) “duty to have KJ in organization” [t+13] would be grounding for realization of 

the technological concept, which implies “KJ as a cross-organizational treatment-oriented health registry” 

[t+13], which would start “integration of information systems” [t+13] in its architecture; (9) to “create KJ” 

[t+15] means exactly to process “important health information” [t+14], since other information systems did not 

had this function as primary; (10) “control over data by patient” [t+19] would have been exercised by the “log” 

functionality [t+16]; (11) “control over data by patient” [t+19] should have been in “simplicity” [t+16] to the 

user just as the very “access to data in KJ” [t+16]; (12) ePrescription [t+18] is an example of successful 

“centralization of information” [t+18] as an information system, since it communicates with the system “CAVE” 

[t+19], and such “centralization of information” demonstrates implication of “privacy protection” [t+18]; (13) 

this “privacy protection” [t+18] will be realized within “control over data by patient” [t+19] within the National 

Core Journal by the right to “reserve against” [t+19] the National Core Journal; (14) “centralization of 

information” [t+18] would be possible on achieving “structured data and colors” [t+18], which will reflect “vital 

and personalized health information” [t+18] understood also as “critical health information” [t+18] or also “core 

data called ‘Kjerneopplysninger’” [t+18]; (15) since data should be organized as “structured data and colors” 

[t+18], then it should be possible for the patient to “block some type of data” [t+19], which would influence, in 

return, “patient security” [t+19]; (16) it was suggested having “no direct registration of patient data in KJ” 

[t+21], just as in ePrescription [t+21], which should be together in “synchronization” [t+20] with the National 

Core Journal in respect to “stronger requirements for NPR update” [t+21]; (17) there should be “kinds of data 

allowed to fill in” [t+20] for patients, which would require designing an “unstructured field for critical 

information” [t+21] that would likely undermine trust that such data is “serious” [t+20]; (18) anyway, an 

“informed consent” [t+20] should have been required from patients so that it would be possible for “patient 

consent [to be] taken back” [t+20] because of the “patient’s right to decide what data to include” [t+20]; (19) 

“standards for EPJ and e-messages” [t+21] were mentioned to be used in communication of the National Core 

Journal with “EPJs” [t+21] for compatibility reasons due to the “national character of KJ” [t+21], where those 

“EPJs” [t+21] had a “duty to report data to KJ” [t+21]; (20) the ideas of “no block of some data” [t+21] was 



 
 

based on a concern for “patient security” [t+20], which the “update, actuality of patient data” [t+20] and solving 

a technical issue at the moment when “transfer of data to KJ is not allowed” [t+20] because of a legal issue that 

“cross-organizational treatment-oriented health registry is not allowed [t+25]; (21) “overview over all drugs in 

use” [t+24] should be included in “KJ as access to patient information ‘Kjernejournal’” [t+24] and accessible via 

“information systems of car- and air ambulances” [t+24]; (22) “function of KJ to collect data” [t+24] should 

employ “automatic update” [t+26] in relation to “authentication of health personnel” [t+26], and this “function of 

KJ to collect data” [t+24] should be exercised via “professional systems of health personnel” [t+24] and provide 

comparisons such as a “function to compare drugs stated in KJ with those in EPJs by GP” [t+24]; (23) “creation 

of KJ” [t+25] should take place with “no consent required” [t+25], which would require instead formulation of 

the “right of patient to require deletion of KJ” [t+26] and also the “right of patient to require correction of data in 

KJ [t+26]; (24) “research activity” [t+26] as well as “transfer of data to empl., res., inv., etc. is not allowed” 

[t+26] due to “privacy protection, personvern” [t+26], which is ensured by “logging as a guarantee” [t+26]; (25) 

“trust” [t+30] of users to the National Core Journal should be considered in the development of “rights to access 

(“innsyn”) by varied health personnel groups” [t+28] and creation of “notification to health personnel that some 

patient data is blocked” [t+27], and this need of “trust” [t+30] is caused by processing of “vital and personalized 

health information” [t+30] in accordance with “objectives with KJ” [t+30]; (26) “objectives with ePrescription” 

[t+30], which must be considered for legislation on the National Core Journal, require also that “transfer of data 

to empl., res., inv., etc. is not allowed” [t+29] because of “confidentiality” [t+29], which should be ensured by 

“control over data by patient” [t+29]; (27) “creation of KJ” [t+29] was caused by the need of “centralization of 

information” [t+29], which would require “standards for the whole infrastructure” [t+30], and because of 

“creation of KJ” [t+29] “to change legislation might be necessary” [t+30] from “access to data within one 

organization” [t+30] to other, more advanced norms; (28) realization of ideas about “block the whole KJ” [t+29] 

and “block some type of data” [t+29] would guarantee “self-determination” [t+29], but they would refer to 

presence or “no Internet/web” [t+29] connection, which requires building proper “connection technology 

between local systems and KJ” [t+29]; (29) measures of “digital signature for health personnel” [t+32] and 

“digital signature for patient” [t+32] would determine “access control system” [t+32], which would guarantee 

“authentication of user” [t+32] and provide “log” information [t+32]; (30) “framework for critical information” 

[t+32] and its availability should bring clarification on what falls into “data for delivering to KJ” [t+32], which 

will ensure better “control over data by patient” [t+33], because patient will be aware of this information, and 

this would be “critical health information” [t+32] on having passed “criteria for delivering data to KJ” [t+32]; 

(31) a designed “free text field” [t+32] should be “not a channel ‘from patient to healthcare’” [t+32], but just 

“patient’s own field to fill in” [t+32]; (32) “event-registering” [t+32] in the National Core Journal would require 

“case and administration registries” [t+32]; (33) “overview over all drugs in use” [t+32] in the National Core 

Journal should consist of “documented drugs” [t+32], data on “CAVE or contradicted drugs” [t+32], data on 

“previous and chronic diseases and standards for them” and “contact details of GP” [t+32]; (34) “block some 

type of data” [t+33] because of the “right of patient to require deletion of data in patient journal” [t+33] 

guarantees “control over data by patient” [t+33]; (35) “integration of information systems” [t+33] has been 

inspired by hearings taking place before about “central registry with municipal health and care service data” 

[t+34], so it now happens for the National Core Journal; (36) “use of health data in KJ” [t+32] must imply that 

“transfer of data to empl., res., inv., etc. is not allowed” [t+34] even for “research activity” [t+34], because of 

“objectives with KJ” [t+34] in healthcare services; (37) such mechanisms as “access to own patient data, 

viewing (“innsyn”)” [t+32] and “logging as a guarantee” [t+32] should ensure “control over data by patient” 

[t+33]; (38) “cross-organizational treatment-oriented registry” [t+32] should be regulated in “§6d own norm to 
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KJ” [t+32]; (39) “duty to report data to KJ” [t+32] should be exercised by “treatment responsible health 

personnel” [t+32] and their responsibility for “secrecy, (“taus”)” [t+32]; (40) “KJ as a central health registry” 

[t+32] and “KJ as a central health registry” [t+32] in its specificity grounds the concept that “KJ as not the main, 

but the first data resource” [t+32] and stipulates “objectives with KJ” [t+32], but it is necessary to consider also 

that “KJ does not substitute patient journal” [t+33], though both types of information systems are used “to 

exercise medical help [t+33]; (41) the right to “reserve against” [t+32] the National Core Journal should be in 

itself a “right to protection against data sharing” [t+32], which would require the “informed right to reserve” 

[t+32], because of “sensitivity of health data” [t+32], which the National Core Journal contains; (42) “distributed 

storage of health data” [t+32], if chosen, should serve for “KJ as access to patient information, ‘Kjernejournal’” 

[t+32]; (43) “service-oriented architecture” [t+32] may be the proper way to design “architecture of KJ” [t+32]; 

(44) understanding who would be “KJ-responsible” [t+32] would come from understanding who should 

eventually be “data controller” [t+32]; (45) “research activity” [t+32] about the National Core Journal would 

follow under regulation that “transfer of data to empl., res., inv., etc. is not allowed” [t+32]; (46) “duty to report 

health data” [t+33] would ensure generation of “data for delivering to KJ” [t+33], which would cause regulation 

of “amount of patient data, necessary only” [t+33]; (47) the National Core Journal, which would be used “to 

exercise medical help” [t+34], should stipulate “quality and effectivity” [t+34] characterizing “proper health 

care” [t+34], which leads to eventual “patient security” [t+34], whereas simultaneously the presence of “relevant 

or necessary data for healthcare provision” [t+34] would lead to reduce “treatment that should not be” [t+34], 

and even if a patient reserved/opted themselves out from the National Core Journal, then “data on reservation” 

[t+34] should anyway include basic “information about patient” [t+34]; (48) “logging as guarantee” [t+34] for 

“access to own patient data, viewing (“innsyn”)” [t+34] are causes of the grounding value of “control over data 

by patient” [t+33], which the National Core Journal has to provide; (49) a patient/common user can “block 

health data, ‘sperre’” [t+34] against “a group of health personnel” [t+34] and/or “a concrete healthcare worker” 

[t+34]; (50) “data on ongoing treatment” [t+34] should contain “data on medical state” [t+34] and, if applicable, 

“data on changes in treatment routines” [t+34] with “data on professional grounds for changes in treatment 

routines” [t+34]; (51) emergency situations, when there is “absolute necessity to provide health service” [t+34], 

should be grounding for formulation of “§6d own norm for KJ” [t+34], because in this case there might be 

provision of “access to blocked data if necessary” [t+34] via the “access control system” [t+34]; (52) “KJ does 

not substitute a patient journal” [t+34], because there must be conducted “synchronization” [t+34] of the 

information systems; (53) “authorization of user” [t+34] should provide grounds to “access to data in KJ” [t+34] 

with a necessity that “access to KJ all time possible” [t+32], which must be possible after “synchronization” 

[t+34] of the information systems; (54) “multi-levels” [t+34] of the information systems should work for their 

“synchronization” [t+34]; (55) “automatic control over data that is transferred to KJ” [t+34] with “no 

professional medical control over patient data transferred to KJ” [t+34] would require elaboration of “format of 

the transferred data to KJ” [t+34]; (56) the principle of “update, actuality of patient data” [t+35] might lead to 

collection of too much data, and that is why “limitations are required” [t+35]; (57) since there should be the 

“right of patient to decide on creation of KJ for himself” [t+36], then the “patients shall know whom to refer to 

for correction of information” [t+35]; (58) “storing data in the local professional systems shall be the same as in 

KJ” [t+35], because this would contribute to proper “synchronization” [t+34]; (59) “registration of patient 

information” [t+36], as comes from “duty to report data to KJ” [t+36], should be exercised in accordance with 

the principle “update, actuality of patient data” [t+36], which would eventually determine “content of KJ” 

[t+36]; (60) “informed right to reserve” [t+37] against the use of the National Core Journal requires finding and 

assigning a person “responsible for patients getting full information about their rights” [t+37], which, as 



 
 

previously suggested, can be set into “responsibility of the Norwegian state and governance” [t+35], so that it is 

the Norwegian government who is responsible for providing full information to patients about their rights; (61) 

“confidentiality” [t+40] and “accessibility” [t+40] should be ground for “information security” [t+38]; (62) 

“ready results and areas of analysis” [t+38] might also become “content of KJ” [t+38]; (63) “duty to report data 

to KJ” [t+38] should be also spread to “specialist health services” [t+38]; (64) however, what is actually “content 

of KJ” [t+42] and what should be there is still unclear and, therefore, “clarification is required” [t+42], which 

should seriously address “ethical, practical and quality challenges” [t+42] in relation to “patient security” [t+43] 

in high “patient involvement” [t+43] in the use of the National Core Journal as first priorities; (65) “cooperation” 

[t+43] in design of the National Core Journal is not possible without solving the issue that “patients shall know 

whom to refer to for correction of information” [t+43]; (66) “the registered one” [t+43] should expect getting 

healthcare in case of “unplanned healthcare situations” [t+43] and when there is a “serious danger for patient's 

life” [t+43], and also “the registered one” [t+43] should have “access to own patient data” [t+43], what would 

also stipulate a “right of patient to require correction of data in patient journal” [t+43] and “right of patient to 

require deletion of data in patient journal” [t+43], when both of these rights would require from the designers 

that the “primary resources for patient data have to be clarified and stated” [t+43], and in reality exercising those 

rights of “responsibility for accessibility and correctness is on those in primary data resources” [t+43]; (67) 

“blocking of transferring some sensitive data to KJ is not possible” [t+48] to “content of KJ” [t+48] regardless of 

existing “threat to data leaks” [t+47], because anyway “access of blocked data if necessary” [t+45] may take 

place in the National Core Journal due to the core quality of the transferred data – “sensitivity of health data” 

[t+45] – describing health that is a grounding human value, or asset, just like life, which needs protection; (68) 

“de-identification” [t+45] was suggested to protect “sensitivity of health data” [t+45]; (69) “anonymity” [t+45] 

has been introduced to guarantee “sensitivity of health data” [t+45]; (70) “specialist health services, specialists” 

[t+46] and “emergency health services” [t+46], and “treating health personnel” [t+46], and “nurses at specialist 

healthcare” [t+46], and “health personnel with drug responsibility in nursing homes and home care” [t+46] all 

together as users of the National Core Journal must exercise their job responsibilities with respect to “sensitivity 

of health data” [t+45]; (71) “communication of health data among health personnel” [t+49] is allowed only for 

provision of “proper healthcare” [t+49] with respect to the “informed right to reserve” [t+50] of the patient, 

which may be used anytime; (72) “critical health information” [t+50] may be accessed by health personnel in 

“unplanned healthcare situations” [t+50] acknowledging the difficulty of the patient to provide consent, which 

would be considered as a “silent patient consent” [t+49], since health personnel cannot leave the patient in 

danger for their health and life, which would be ground to “access to data in KJ” [t+50], and, while getting this 

“critical health information” [t+50], the health personnel have to state in the National Core Journal information 

about the “confirmations of relations in treatment between patient and health personnel” [t+50], which would 

mean in what healthcare relation this health personnel stays to the patient, and also to explicitly “state grounds 

for access to data in KJ” [t+50] by describing the situation; (73) in realizing the actual workload, it has been 

decided that “integration of information systems” would have planned for the “second implementation phase” 

[t+49]; (74) “the Public Health Portal Helsenorge.no” [t+50] should be considered a “communication channel 

between patient and KJ as a system” [t+50] and means “to contact a data controller” [t+50]; (75) due to all the 

data protection measures in the National Core Journal, there should be “no notification that the data has been 

accessed/seen” [t+51] by treating health personnel at all in case there would not be a properly elaborated 

“functionality to state frequency of getting responses from the KJ system” [t+51], and this particular 

functionality should also consider the fact that there would also be “control over data by patient” [t+52] that the 

National Core Journal has to provide simultaneously, and, in the case of such control from the patient, there 
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might be “sms or e-mail communication” [t+52]; (76) the principle of frequent “update, actuality of patient data” 

[t+53] would be also based on the “patient’s right to decide what data to include” [t+52], because the data 

collected in accordance with this principle would be used in the actual “treatment cycle” [t+53], which has 

always to pursue “patient security” [t+53], especially in exceptional situations, when “emergency health 

services” [t+53] and “AMK” [t+53] have to immediately get actual “data on medical state” [t+53] of the patient; 

(77) because of “sensitivity of health data” [t+56], situations when “no consent required” [t+56] from the patient 

to access health data need to be better understood, so “limitations are required” [t+56] to listing such situations, 

because in the end it can lead to a “bad technologic suggestion” [t+56], when it would be “technically possible to 

access data about several patients regardless of treatment relations” [t+56]; (78) “objectives with ePrescription” 

[t+56], which should become a part in the infrastructure of the National Core Journal, ground a legal norm that 

“transfer of data to empl., res., inv., etc. is not allowed” [t+56] because of the “sensitivity of health data” [t+56]; 

(79) “critical health data cannot be blocked” [t+56] because of the “sensitivity of health data” [t+56]; (80) 

“storing data in the local professional systems shall be the same as in KJ” [t+56] due to the need for “automatic 

update” [t+56] for the National Core Journal; (81) “information about consequences to reject KJ shall be given 

to patients” [t+56] as well as “primary resources for patient data have to be clarified and stated” [t+56] in order 

to ensure “patient involvement” [t+56], since it is grounding for “cooperation” [t+56] at large; (82) to strive for 

“no manual routines at all” [t+57] should be an aim, because the National Core Journal should run on “automatic 

update” [t+58]; (83) the “connection technology between local systems and KJ” [t+58] should employ 

mechanisms of “automatic update” [t+58], while the “automatic update” [t+58] should also be a guarantee in 

solving the “issue of the real-time data” [t+58], which is highly “relevant or necessary data for healthcare 

provision” [t+58], especially in cases of “unplanned healthcare situations” [t+59] when there is “no consent 

required” [t+59] from the patient; (84) “routines for duty to report data to KJ” [t+59] would improve the 

mechanism of “transfer of patient data” [t+59] to the National Core Journal and would help to avoid “double 

data registration and weak routines for handling journals” [t+59] with “no manual fill in” [t+59] causing more 

errors than clarity in data; (85) the need to have mechanisms of “notification to health personnel that some 

patient data is blocked” [t+59] and “notification to health personnel that some patient data is deleted in KJ” 

[t+59] stipulates the need of  a “central reservation registry” [t+59] within the infrastructure of the National Core 

Journal; (86) “classification of implants” [t+60] as data about what implants the patient has requires elaboration 

of clear “criteria for seriousness” [t+59] of those, because not all implants are critically important for life and 

treatment; (87) in order “to exercise medical help” [t+62] there is “no consent required” [t+62] if the help is 

provided even by only “assisting personnel” [t+62], because they are “eligible for access to data in KJ” [t+62]; 

(88) “analog or digital form” [t+63] has been discussed for implementation in “notification that the data has been 

accessed/seen” [t+63] by third persons, but the core ambition was, rather, to improve “electronic messaging 

between patient and KJ administration” [t+61]. 





 
 

Basic abbreviations used 

AI – Artificial Intelligence 

DSS – Decision Support System 

EPJ – Electronic Patient Journal 

HPR-number – Health Personnel Number 

ICT – Information and Communication Technologies 

IDSS – Intelligent Decision Support System 

IS – Information Systems (as a research field) 

GP – General Practitioner in healthcare 

KJ – National Core Journal in abbreviation from the original “Nasjonal Kjernejournal” 

NHN – Norwegian Health Network 

NLP – Natural Language Processing 

NPR – Norwegian Patient Registry 

RHO – Regional Health Organization 
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Ethical declaration 

Collection of empirical material and its processing for this research is sanctioned by the 
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