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Abstract 

The current model for how personal data is stored, managed and processed in an online 

environment has many characteristics. One of them being that there is a clear imbalance when 

it comes to the amount of control the service providers has over the user’s personal data. 

Because of this imbalance, many users are not aware of what their personal data is being used 

for or who has access to it. Additionally, many users also find it difficult to exercise their 

rights as defined by the European Data Protection Directive. This is obviously because if the 

users do not know who has their personal data or what it is used for, it is also difficult to act 

on their rights as defined by different regulations. However, because of the above, more and 

more users are also starting to explore alternative methods for protecting their online privacy. 

In this thesis we will focus on Personal Data Store (PDS) and Privacy by Design (PbD). 

Personal Data Stores is an information architecture that tries to shift control over personal 

data from service providers to the users. While Privacy by Design on the other hand can be 

considered a concept which aims to protect the user’s privacy by changing how service 

providers collect and manage the user’s personal data. 

This thesis has three main contributions. First, we create a general framework for analysing 

how personal data is stored, managed and processed in different models. Second, we use this 

framework to analyse three different models for personal data; the current model, a PDS-

model and a model for personal data based upon PbD. Finally, by comparing how personal 

data is stored, managed and processed in the current model, with how personal data is stored, 

managed and processed in the alternative models, we are able to identify their enabling and 

constraining properties. I.e., we identify which properties of the alternative models that either 

contribute positively or negatively to more convenient storing, management and processing of 

personal data.  
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1. Introduction 

During the last couple of years there has been an increasing discussion towards online 

privacy, and how the users online privacy is challenged as a result of emerging technologies 

(Riofrio, 2013). The above is partly due to an increasing amount of personalized software, but 

also due to the fact that we as users are becoming more dependent on smartphones, tablets and 

laptops (Linshi, 2015). A side effect of increasing amounts of smartphones is that more 

personal data is being captured than ever before (Velasquez, 2016). Which again presents 

privacy concerns among the users.  

In addition to privacy concerns, some have also argued that the current model for storing, 

managing and processing personal data is holding back the value of personal data (Cooper, 

LaSalle, & Wei, 2015). Imagine a new online application where the main functionality is to 

provide movie suggestions based on movies you have previously watched and enjoyed. Now 

obviously this being a new service it will need some data on each user before it can start 

recommending movies. Therefore, the first time you start this application you will need to 

select movies that you have previously watched and enjoyed. At this stage of the process, the 

future of the application is in your hands. You might decide to fill in something random to see 

what happens, you might leave because you lose interest or finally, you might of course take 

your time and fill in properly. Now imagine a different scenario with the same application. 

Instead of asking you for movies that you previously watched and enjoyed, the application 

could gain access to this information with far less interaction from your side. In reality there is 

no need to imagine such services. In reality, alternative models for how personal data is 

stored, managed and processed based upon Personal Data Stores or Privacy by Design makes 

such services real and possible.  

The above example regarding the movie application can be seen as a general example of how 

the current model for storing, managing and processing personal data comes short in realizing 

the full value of personal data. The challenge being that the users do not control their own 

personal data. This study aims to contribute to this discussion by identifying the enabling and 

constraining properties of alternative models for storing, managing and processing personal 

data based upon Personal Data Stores and Privacy by Design. 

1.1. Motivation  

The European Consumer Commission has described personal data as the new oil (Kuneva, 

2009), and the World Economic Forum has described personal data as a new asset class 

(World Economic Forum, 2012). For the first time, almost 25 % of the world’s population has 

a smartphone, and by 2018, eMarketer estimates that over one-third of the world’s population 

will have one (eMarketer, 2014a). As mentioned earlier, with the rapid amount of 

smartphones increasing, we are also seeing an explosive growth in the creation of personal 

data (Valasquez, 2016). This creates both new forms of economic value, and interesting 

challenges in regards to how personal data is currently being stored, managed and processed.  
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In combination with increasing amounts of smartphones, we are also seeing that more users 

are becoming increasingly worried about their personal data and how it is controlled and used 

by different service providers (Mirani, 2015). Additionally, due to the revelations made by 

Edward Snowden, an increasing number of users are looking towards technology that helps 

them manage their own personal data at their own privacy comfort-levels (Macaskill & 

Dance, 2013). This represents a shift in ownership of personal data “from a world where 

organizations gather, collect and use information about their customers for their own 

purpose, to one where individuals manage their own information for their own purpose – and 

share some of this information with providers for joint benefits” (Ctrl-Shift, 2011).  

The main focus of this thesis is on exploring two different approaches to protecting the user’s 

personal data in an online environment; Personal Data Stores and Privacy by Design. Personal 

Data Store is a platform that tries to help the users get an overview of their personal data, help 

the users store their personal data in one place and make the users aware of just how much 

personal data is being collected. Some have also taken word that the PDS-platform has the 

potential to revolutionize how the different service providers gather and use personal data 

(Brochot, Brunini, Eisma, Larsen, & Lewis, 2015). Privacy by Design on the other hand can 

be seen as more of a framework which service providers could adopt in their business 

operations and software development, which in turn would improve the privacy for the user. 

Further, both Privacy by Design and the Personal Data Store possesses the ability to change 

the current model for how personal data is stored, managed and processed to a more “user-

centric” model. This model may allow the users more control over their own personal data 

and increased transparency towards what the users personal data is being used for.   

The reason why we argue that there is a need for a change in how personal data is stored, 

managed and processed, is because the current model for personal data poses many challenges 

for the users. One of them being that if the user wants insight into data about themselves, they 

will need to ask permission from the service providers. We argue that a more “user-centric” 

model for personal data could rebalance the level of control between the service providers and 

users. Not only this, but it could also enable new and innovative services, like the movie-

recommending application we mentioned in the introduction. By allowing service providers 

access to already created and stored personal data, we are enabling service providers to create 

not only more, but also better-targeted personalized services to the user. Which in today’s 

model for personal data would not be possible. We therefor argue that a more “user-centric” 

model could provide economic growth, increased consumer trust and improved personalised 

services.  
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1.2. Research question and objectives 

The purpose of this thesis is to analyse alternatives to the current model for how personal data 

is stored, managed and processed in an online environment. Further, to compare the 

alternative models with the current model for personal data. The research question we will 

answer in this thesis is: 

- What are the enabling and constraining properties of models for storing, managing and 

processing personal data in an online environment based upon Privacy by Design and 

Personal Data Store?  

The main objectives for this thesis is to: 

- Create a framework for analysing different models for storing, managing and 

processing personal data in an online environment.    

- Compare the current model for storing, managing and processing personal data with 

two alternative models based upon Personal Data Stores and Privacy by Design.  

- Identify how a new model for storing, managing and processing personal data can be 

relevant for all the stakeholders.   

 

1.3. Expected contribution 

My expected contribution with this thesis is that I have created a general framework for 

analysing different models for storing, managing and processing personal data. I have also 

tried to highlight alternatives to the current model for personal data, namely models based 

upon Personal Data Stores and Privacy by Design. By doing a comparative study I have then 

tried to identify the enabling and constraining properties of alternative models for personal 

data based upon PDS and PbD. Finally, I have also tried to highlight how the alternative 

models can be attractive not only for the users, but also for the different service providers.  

 

  



4 

 

1.4. Chapter overview 

 

Chapter 2 – Background 

Introduces what personal data is, and some background information regarding the usage of 

personal data.  

 

Chapter 3 – Research approach 

Introduces the research approach, methodology and methods used for conducting the research 

within this thesis. We also reflect upon strength and weaknesses with the research. Finally, we 

reflect upon why we selected to investigate models for personal data based upon PDS and 

PbD. 

 

Chapter 4 – Framework 

Introduces the framework used for analysing different models for personal data.  

 

Chapter 5.1 – Model 1: The current model for storing, managing and processing personal 

data 

Presents the current model for personal data in light of the pre-defined framework.  

  

Chapter 5.2 – Alternative Model 1: Personal Data Stores 

Introduces the Personal Data Store-platform and its functionality. In addition, highlights some 

of the limitations with the technology. Finally, presents an alternative model for storing, 

managing and processing personal data based upon the PDS-platform.  

 

Chapter 5.3 – Alternative Model 2: Privacy by Design 

Introduces the Privacy by Design concept, and highlights some of the critique towards the 

concept. Finally, presents an alternative model for storing, managing and processing personal 

data based upon Privacy by Design.   

 

Chapter 6 – Findings  

Compares the current model for personal data with the two alternative models based upon 

PDS and PbD.  

 

Chapter 7 – Discussion  

Summarizes the findings presented in Chapter 6 and discusses the research question for this 

thesis. The last section provides a reflection upon the framework used for analysing different 

models for personal data.  

 

Chapter 8 – Conclusion and future work  

Summarizes the discussion of the main research question. In addition to also providing some 

insight and reflection upon future work within this field.  
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2. Background 

Before starting on the objective and research approach used in this thesis, a brief overview of 

the research area will be given. The current model for storing, managing and processing 

personal data contains many different stakeholders, as well as different types of personal data. 

In addition, there is also need to clearly define what personal data actually is and what the 

term encompasses. We will in this chapter given an overview of these subjects, as well an 

introduction to why there is need for an alternative model for storing, managing and 

processing personal data in an online environment.   

2.1. What is personal data 

Directive 95/46/EC describes personal data as the following (European Union, 1995):  

“'personal data' shall mean any information relating to an identified or identifiable natural 

person ('data subject'); an identifiable person is one who can be identified, directly or 

indirectly, in particular by reference to an identification number or to one or more factors 

specific to his physical, physiological, mental, economic, cultural or social identity;”  

The above directive was made for the purpose “to protect the liberties and fundamental rights 

of individuals and in particular their right to privacy with respect to the processing of 

personal data about them” (Fuster, 2014). The above definition of personal data clearly 

shows the willingness of the European Union to design a broad concept of personal data. This 

is because the wording used in the definition calls for a wide interpretation of what personal 

data actually is (Data Protection Working Party, 2007). Moreover, in terms of where the 

personal data is stored, the above directive covers personal data stored on a wide range of 

formats. The concept of personal data includes “information available in whatever form, be it 

alphabetical, numerical, graphical, photographical or acoustic, for example. It includes 

information kept on paper, as well as information stored in a computer memory by means of 

binary code, or on a videotape, for instance”(Data Protection Working Party, 2007).  

When it comes to the content of the information, the concept of personal data covers a large 

aspect of information relating to a living individual. The term personal data includes 

information about ones private and family life, and also any information regarding any 

activity undertaken by the individual. The definition encompasses information of individuals 

regardless of their position (costumer, patient, employee, consumer etc.). In addition, for any 

type of data to be considered personal data, it is not necessary that the data is true or proven 

(Data Protection Working Party, 2007). And finally, every service provider, non-profit or 

profit, must respect the right of the data subject. These rights are defined in the Data 

Protection Directive as the following: the right to obtain information, the right of access, the 

right to object (European Union, 1995).   
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The problem however is that in the current model for storing, managing and processing 

personal data, fulfilling what these rights require can be almost unrealistic due to the high 

volume of personal data being collected, and the globalised flow of personal data (Robinson, 

Graux, Botterman, & Valeri, 2009).  

2.2. Three types of personal data 

In a paper published by the World Economic Forum in 2012 named Rethinking Personal 

Data: Strengthening trust they define three different ways personal data is created (World 

Economic Forum, 2012) . In this thesis we will focus on all three types of personal data, and 

how the storage, management and processing of the different types vary in the different 

models for personal data.  The different types of personal data are:  

1) Volunteered data:  

Personal data created and explicitly shared by the user. This can happen when the user is 

registering for an online service and needs to provide personal information to complete the 

registration. Another example of volunteered data is if the user enters credit card information 

for an online purchase. 

2) Observed data  

Personal data captured by actions done by the user. For example, location data when using a 

device that is connected to the internet.  

3) Inferred data  

Personal data based upon advanced computational analytics and machine learning. For 

instance, when the user is browsing an online stone and is receiving recommendations based 

upon what the user has clicked and watched.  One could also take it one step further and 

combine it with observed data, giving the user a recommendation based on what others have 

purchased, who lives in the same area.  

2.3. Stakeholders 

When it comes to operating on personal data there are many different stakeholders. In order to 

get an overview, we will use a list created by the World Economic Forum. In a report 

published by the World Economic Forum in 2011 named Personal Data: The Emergence of a 

New Asset Class they highlight the following stakeholders: Private sector, Public sector and 

Individuals (explained below). However, when analysing the different models for personal 

data, the scope of this thesis is limited to including the private sector and individuals. This 

was done in order to not pollute the findings.  The stakeholders highlighted by the World 

Economic Forum are (World Economic Forum, 2011): 
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1) Private sector (or companies/businesses/service providers) 

Private sector refers to the companies and organizations that aims to earn profit through its 

operations and is concerned with its own interest, and not those of the public. The 

characteristics of the private sector in the current model for storing, managing and processing 

personal data is the involvement in analysing personal data in order to develop new user-

personalized services. 

2) Public sector 

The public sector refers to governments and other non-profit public organisations that play a 

vital role when it comes to influencing and shaping the current model for personal data. The 

public sector plays a vital role because of its involvement in passing new laws and regulations 

that regulate the collection and usage of personal data within their separate jurisdictions. In 

addition to shaping the current model, the public sector also plays an active part. This is 

because many different governments are using personal data to deliver a wide range of 

services within health care, welfare and law enforcements.  

3) Individuals (or the users/consumers) 

Individuals refers to the users who’s the personal data is about. The users play a passive role 

in the current model for personal data. This is because in the current model for personal data, 

the users has little or no control over their own personal data (Madden, 2014). Additionally, 

actions from the users generated about 70 % of the digital data created in 2010. This is 

because actions such as sending an email or posting content on social media generates huge 

amounts of personal data (Gantz & Reinsel, 2010). 

2.4. Growing concern 

According to the European Justice Commissioner Vivian Reding, 72% of European citizens 

have concerns about the usage of their personal data (Reding, 2012). The report mentioned 

above from World Economic Forum (WEF) points to that the concern is a result of two 

things. First, the fact that users have very little control over what happens to their personal 

data. Second, very little knowledge about how their personal data is being used by the 

different service providers (World Economic Forum, 2012).  

WEF also points to that more and more users are concerned as to how to manage their digital 

identity. In the current model for storing, managing and processing personal data, the only 

way for users to keep different parts of their digital lives separate is by using different email-

addresses, names and contact information for different services. This however is becoming 

more and more difficult seeing as new and modern data mining techniques have resulted in 

the possibilities of connecting different profiles together (Kaplan, 2011).  
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As the users concerns grows, more governments are reviewing regulations to protect the 

citizen’s personal data. In 1993, four countries had regulations that regulate personal data. As 

of 30 September 2013, this number has increased to 101 (Greenleaf, 2013). We are also 

seeing that governments are defining regulations that promote stricter data diligence, which 

again has an effect on a world-wide scale. For examples, the German government has decided 

that foreign IT providers must explicitly guarantee that they will not give third parties access 

to confidential data. German Interior Ministry spokesman Johannes Dimroth said: “Before 

being awarded a contract, foreign tenders now have to declare whether they have legal or 

contractual requirement to pass information on to third parties that would affect data in the 

project concerned” (Severin & Rinke, 2014). If this turns out to be the case, the German 

authorities can makes use of a special right of termination. Equally, in Russia the Data 

Localization Law 242-FZ amends several provisions to the current Russian Data Protection 

Law. One article worth mentioning is the new article 18(5), which states that data about 

Russian residents must be stored in Russia (Gilbert, 2015): 

- When collecting personal data, including collection via Internet information and 

telecommunication network, an operator shall provide a record that the organization, 

accumulation, storage, update and retrieval of personal data of citizens of the Russian 

Federation is held on databases located within the Russian Federation. 

We argue that all these regulations have a significant impact on the service provider’s ability 

to provide their services. A survey conducted by Accenture also conclude that “governments 

implement stricter data protection regulations (e.g. requiring in-country physical data 

storage)” can be considered as the number one disruptor when it comes to operating on 

personal data. With the second disruptor being “high-profile instances of cyber-crime/data 

breaches” (Cooper et al., 2015). All this combined makes it so there is a demand not only 

from the users, but also from the different service providers for an alternative to the current 

model for storing, managing and processing personal data.  

2.5. Summary 

The focus of this chapter is the concept of personal data. We have highlighted what the term 

personal data encompasses when used within this thesis. Moreover, we have highlighted 

different types of personal data and how they are created, either volunteered, observed or 

inferred. We have also discussed the different stakeholders involved in the current model for 

personal data. Lastly, we have seen why there is a need for a discussion about alternatives to 

the current model for personal data. 
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3. Research approach 

This thesis compares how personal data is currently stored, managed and processed, with how 

personal data is stored, managed and processed in alternative models for personal data based 

upon Personal Data Stores and Privacy by Design. The purpose of this chapter is to introduce 

the research approach and research methodology used within this thesis. We will further 

explain the choice of methodology, both for finding articles used in this paper and for 

conducting the comparison.  

3.1. Research methodology: Comparative research 

The research methodology used within this thesis has been Comparative Research (CR). 

Comparison can be seen as a fundamental tool when it comes to analysis. David Collier 

argues that comparison “sharpens our power of description, and plays a central role in 

concept-formation by brining focus suggestive similarities and contrasts among cases” 

(Collier, 1993). Lijphart has further defined the comparative methodology as “a method of 

discovering empirical relationships among variables” (Lijphart, 1971). Lijphart further writes 

that the comparative methodology is a research methodology that is commonly used for 

analysing a small number of cases, entailing at least two observations. Based on the above we 

can therefor commonly define comparative research as the act of comparing different 

variables with the goal of discovering something unknown.  

A central part of comparative research is to discover new relationships among variables. This 

means that it is crucial to identify the right variables to compare. When it comes to increasing 

the validity of the research, (Lijphart, 1971) argues that one should focus the comparative 

analysis on what is called key variables. Meaning variables that are central to the research. 

Lijphart further writes that one of the key problems with comparative research is the problem 

of too many variables. According to (Lijphart, 1971) “comparative analysis must avoid the 

danger of being overwhelmed by large numbers of variables, and as a result, losing the 

possibility of discovering controlled relationships, and it must therefore judiciously restrict 

itself to the really key variables, omitting those of only marginal importance”.  
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3.2. Models 

A model is defined by (Münch, Armbrust, Kowalczyk, & Soto, 2012) as an abstract and 

simplifying representation of an object or phenomenon of the real world. (Münch et al., 2012) 

further writes that the characteristics of models are:  

 

- They describe only those aspects of the object or phenomenon that are (believed to be) 

relevant for understanding and intended usage of the model  

- They encapsulate experience and allow for an explicit representation of experience 

 

Based on the above we can therefor commonly define a model as a representation of an object 

or phenomenon which is used to help individuals gain knowledge about the subject the model 

represents. (Münch et al., 2012) further argues that there are several downsides with using 

models, including that “models only represent a limited number of real-world aspects and 

detail. The challenge lies in capturing sufficient real-world aspects and details in a model so 

that the model can be used for its purpose”.  

3.3. Research approach 

The research methodology used within this thesis is comparative research. We started our 

process by creating a general framework for analysing different models for storing, managing 

and processing personal data. The process of creating the framework is presented in Chapter 

4. Framework. Further, based upon market reports, market trends and user surveys, we then 

used the framework to analyse how personal data is currently stored, managed and processed.  

Additionally, based on official documentation of the PbD-concept, and previously done 

research of the PDS-platform, we then used the framework to analyse how personal data is 

stored, managed and processed with the use of Personal Data Stores and Privacy by Design.  

 

After analysing all three models for personal data, we then began the process of comparing 

the different models. When comparing all three models, we compared the same property in 

each model for personal data. In addition, when comparing all three models, we used how 

personal data is currently stored, managed and processed as a basis for comparing with the 

alternative models. This was done because it allowed us to compare different aspects of how 

personal data is currently being stored, managed and processed, with how it could be stored, 

managed and processed in alternative models. Finally, based on this comparison we are then 

able to identify the enabling and constraining properties of the alternative models for personal 

data. Alternatively, properties of the alternative models that contributes to more convenience 

and properties that contributes to more inconvenience, when compared to the current model 

for personal data.  
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3.4. Data Collection 

In this section the framework for how data was collected will be presented. The first part 

introduces the goals for the data collection. Next, a brief overview of the different data 

collection methods used in this thesis. Last, we discuss the strength and weaknesses with the 

data collection.  

3.4.1. Goals 

The data collection had two primary goals: First, it was necessary to get in depth knowledge 

of how personal data is currently being stored, managed and processed in an online 

environment. Second, gain an understanding of how the Personal Data Store-platform works 

and functions. Finally, gain an understanding of what Privacy by Design is and what it 

encompasses.  

3.4.2. Data collection methods 

Information source Where/Who Information 

Digital sources - Google scholar 

- IEEE Xplore  

- ACM Digital Library 

Previously done research 

 

Semi-structured interviews - Regular user 

- Subject with insight in 

how personal data is being 

managed currently  

 

Personal experience and 

knowledge on topics related 

to personal data.  

Table 1 Overview of the information sources 

The above table (Table 1 Overview of the information sources) shows in short the empirical 

sources used in this thesis. Our main source of information was digital sources, namely IEEE 

Xplore and ACM Digital Library. We also used interviews together with discussions in order 

to verify our findings and as a supplement to our findings. In the following subsection we will 

describe the document analyses and literature reviews, and also explain how we conducted 

our interviews.  
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3.4.2.1. Document analysis and Literature review 

The data collection methods used in this study has been both qualitative and quantitative. In 

order to gain a deeper understanding of the Personal Data Store-platform and Privacy by 

Design-concept, the data collection has been qualitative. In regards to Privacy by Design we 

mostly focused on official documentation of what the concept encompasses. In regards to the 

PDS-platform, we used a limited number of well recognized sources in order to gain an 

understanding of the platform. Seeing as there is no standard for the PDS-platform, and each 

PDS-provider can choose to customize their own platform, we had to compare a small number 

of different platforms and draw conclusions based upon similarities among them. When it 

comes to understanding the current model and how personal data is stored, managed and 

processed, we on the other hand relied on quantitative research such as market analysis, 

market reports and user surveys.  

When it comes to the actual process of gathering information it started as a structured search 

where I used the string personal data, in combination with privacy, management, Privacy by 

Design and Personal Data Stores. After finding relevant reports I supplemented the search by 

going through some of the articles that were referenced in the reports I found. The area of 

personal data has been and is today a highly discussed area, it was therefore no problem 

finding sources, the problem was however limiting the search results. In addition, throughout 

the years, profit and non-profit organisations such as the World Economic Forum, have 

published several reports of trends in the current model for storing, managing and processing 

personal data. These reports helped greatly to get an overview of the research area.  

3.4.2.2. Interviews 

As a supplement to the online research, I conducted several interviews to get a better 

understanding of what factors are shaping the current model for how personal data is stored, 

managed and processed. It also allowed me to get a better understanding of the general user’s 

perspective on the topic. And finally, the interviews were also used to verify and add to the 

information found while gathering information.  

Interviews are divided into three categories that depend on the level of control the interviewer 

possesses over the interview, namely unstructured and structured. The characteristic of 

unstructured interviews is that they feel very much like a normal conversation between the 

interviewer and the interviewee. The questions in this type of interview are often shaped 

openly, meaning that they can lead to many different answers depending on the interviewee. 

This also leads to that the interviewee can answer freely, fully and also to take the lead in the 

interview (Preece, Sharp, & Rogers, 2015; Sommer & Sommer, 1991). Another characteristic 

of unstructured interviews is that they do not have a fixed plan. This leads to that the 

interviewer can improvise. Which again causes the interviewer to be more independent and 

thereby gathering the most relevant data. It should also be mentioned that unstructured 

interviews also lead to unstructured data, meaning that it often requires time to analyse and 

structure afterwards.  
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The second type of interviews are called structured interviews. The characteristics of this type 

of interview is that the interviewer has prepared structured questions before the interview. 

This type of interview is commonly used with large amounts of participants. This is because 

the structured format and structured questions that are made before the interview, makes the 

interviewer obtain consistency from one situation to another (Sommer & Sommer, 1991) . 

Unlike the questions in the unstructured interview, the question in this type of interview are 

often “closed question”. Meaning that  the questions limits the freedom of the interviewee 

(Preece et al., 2015).  

The third type is a mixture between the structured and unstructured interviews, and are called 

semi-structured interviews. This is also the most common type of interviews. This is because 

it allows the use of functions from both structured, and unstructured interviews.  

The interviews we conducted were of the type semi-structured. During the interviews we 

followed a basic script of questions to make sure that the topics we wanted looked into were 

covered, but we also supplemented with follow-up questions (Appendix A). Some example 

questions are:  

- Do you have a good overview over which service providers has access to your personal 

data? 

- What are your thoughts on technology like the PDS-platform? 

- Are you worried about how your personal data is used? 

The main goal for our interviews was to investigate the current model for how personal data is 

stored, managed and processed. Additionality, to get ideas for what properties to include in 

our framework. Most of the interviews were audio recorded, and later transcribed. The reason 

for audio recording the interviews were to allow us to focus on the discussion, instead of 

taking notes. Additionally, some of the participants talked fast, which meant it would have 

been difficult to both take notes and take part in the discussion.  

3.4.3. Strength and weaknesses with information gathering 

There are plenty of other online libraries available for finding relevant articles. When I started 

the information gathering I primarily used IEEE and ACM, and later used Google Scholar. 

Google Scholar is a search engine that lets the user search for both physical and digital 

articles. It uses multiple sources, including academic publishers and university libraries. 

Therefore, I assume that by using ACM and IEEE in combination with Google Scholar that I 

found the most relevant and up-to-date articles.  

Another weakness with the online searches might be the strings used when searching in the 

online libraries. To avoid overlooking important articles I tried multiple combinations to 

capture the most relevant research. However, it is obviously difficult to know if I overlooked 

previously done and relevant research.  
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3.5. Strength and weaknesses with comparative research 

Our approach to answering the research question has been comparative research. According to 

(Lijphart, 1971) one of the weaknesses with this kind of research is “the principal problems 

facing the comparative method can be succinctly stated as: many variables, small number of 

cases”. He further argues that these two problems are closely interrelated. In response to both 

these problems, one can argue that the approach to finding variables is crucial. As a 

precocious, our findings when it came to what variables to include and what variables to 

dismiss, was not only dependent on research done by other researches. We also conducted our 

own interviews in order to verify and add to the findings, making sure we selected the right 

variables.  

3.5.1. Alternative research approach 

Our research question was: What are the enabling and constraining properties of models for 

storing, managing and processing personal data in an online environment based upon 

Privacy by Design and Personal Data Store? This question allows for several approaches 

when it comes to identifying the properties. Our study is a theoretical study where we first 

identify relevant properties, and among those identify which properties that can be described 

as either enabling or constraining of the alternative models. One limitation is therefor that 

some relevant properties might have been neglected. Instead of only working with a subset of 

properties, one could have gone with a more explorative approach and done a survey among 

experts and users about their thoughts on the current model, a PDS-model and a PbD-model. 

Further, based on the results of the survey one could then draw conclusions whether a 

property is enabling or constraining.  The problem with this type of study is that it can be 

difficult for the users to evaluate different scenarios based on a completely theoretical 

explanation. Meaning that we would have to do live-tests in order to evaluate the PDS-

platform and Privacy by Design. Which again would have increased the complexity of the 

research.  
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3.6. Explanation of selected models 

The reason we selected to analyse models for personal data based upon the Personal Data 

Store-platform and Privacy by Design-concept, is because in recent times, privacy issues has 

caught the media’s attention. Because of this there is currently increased focus on the user’s 

ability to control their own personal data. Therefore, seeing as the ability for the user to 

control their own personal data is a central aspect within both these models, it thus makes 

analysing these two alternative models highly compelling and relevant.  

 

The specific reason we chose a model for personal data based around Privacy by Design is 

because of the upcoming EU General Data Protection Regulation, which many have argued 

will force Privacy by Design in companies with European clients. An analyst at 

KuppingerCole said the following: “Privacy by design will play an increased role for any 

company that produces software as the new law will make them liable for any data protection 

breach related to using the software,” and that “the drive for privacy by design will also 

come from end user organisations because they will also be liable for breaches related to 

using the software” (Ashford, 2015). Therefore, by analysing a model for personal data 

centred around Privacy by Design, we are also examining what the future might be with the 

new EU regulations.   

 

When it comes to the PDS-model, it can in many ways been seen as a follow-up to Privacy by 

Design. Meaning that it takes privacy and control one step further. This is also what makes it 

interesting to examine. In addition, some has also argued that the platform “has the potential 

to revolutionize the way the different stakeholders gather and use personal data” (Brochot et 

al., 2015). Finally, the European Commission has also announced interest in exploring the 

PDS-platform as a means to empower individuals with greater control over their own personal 

data, stating that: “the Commission will launch a consultation process on the concept of user-

controlled cloud-based technologies for storage and use of personal data (European 

Commission, 2014). Based on the above it is therefore clear that this study contributes to an 

ongoing discussion about the future of personal data, and by highlighting these models we are 

able to identify what the future of personal data might become.  
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4. Framework 

A theoretical framework is often used to guide the researchers when it comes to preforming 

the actual research. Meaning it determines what properties to measure and what relationships 

to analyse. In this chapter we will give an introduction to the theoretical framework used for 

analysing the different models for storing, managing and processing personal data, and how 

we selected the properties that were included in the framework.  

4.1. Introduction 

Our research objective was to find the enabling and constraining properties of alternative 

models for storing, managing and processing personal data.  Based on that, we approached the 

problem of defining a general framework by starting with a literature review of the current 

model for personal data. The goal was to discover trends that show how personal data is 

currently stored, managed and processed.  The literature review concluded with four different 

reports, each of which highlights different trends that represents how personal data is 

currently being stored, managed and processed. We will below give a brief summary of the 

four reports, before we define the scope of each property.  

A central report when it came to creating the framework for analysing different models for 

personal data was written by Ann Cavoukian and is titled Privacy by Design and the 

Emerging Personal Data Ecosystem.  In the report Ann Cavoukian argues that “the current 

model is fragmented and inefficient for the following reasons” (Cavoukian, 2012): 

- Users have limited control over the management and usage of their data 

- Each of the services has different privacy policies and settings 

- Users have little or no ability to manage privacy settings 

- Each online service requires users to establish a password and a username, as well as to 

share detailed personal information (e.g. address, date of birth) specifically for that service, 

duplicating sensitive data and increasing exposure risk. 

- Each online service must independently attempt to verify the online identity of the user to 

their required level of assurance.  

- Each online service ends up with only a partial view of each user, leading to guesswork, 

error and waste.  

Many of the above bullet points are also highlighted in a report published by the World 

Economic Forum named Rethinking Personal Data: A new Lens for Strengthening Trust. In 

the report the authors argue that the current approach for personal data is (World Economic 

Forum, 2014):  

- Focused on disclosure and often overwhelming individuals with details.  
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- Oriented towards the front-end of the value chain with risks and responsibilities residing 

with the individual.  

 

- Focused on maintaining information differential among a concentrated set of actors.  

The third report that became conclusive for creating the framework is a report published by 

Accenture, and is named Guarding and growing personal data value. The authors highlights 

some of the challenges for service providers in context to how personal data is currently 

stored, managed and processed (Cooper et al., 2015). The report argues that the emergence of 

new technologies and increased amount of smartphones could present significant 

opportunities for service providers that are currently operating on personal data. However, the 

report argues that “Governments implement stricter data protection regulations (e.g. 

requiring in-country physical data storage)” can be seen as the number one disruptor for 

service providers wanting to realize these opportunities. With the second disruptor being 

“high-profile instances of cyber-crime/data breaches”. The report concludes that personal 

data represents significant value, but due to different trends more service providers are finding 

it difficult and costlier to operate on personal data.  

Finally, in a report published by The Boston Consulting Group named The value of our 

personal data, the authors highlights different statistics when it comes to how personal data is 

currently being stored, managed and processed (The Boston Consulting Group, 2012). The 

reports states that with an increasingly digitalized society, one of the biggest challenges that 

service provider’s face is to establish the required trust to make the users share their personal 

data.  The report argues that “two-thirds of potential value generation – €440 billion in 2020 – 

is at risk if stakeholders fail to establish a trusted flow of data”. The backbone of this 

argument are reports suggesting that there is an increasing amount of users that are worried 

about their online privacy and how their personal data is being used. Which again is resulting 

in users becoming more restrictive in their personal data sharing habits.  

4.2. Selected properties 

Based on the above trends, we are now able to isolate the following properties that contributes 

to concern in regards to how personal data is currently being stored, managed and processed. 

From a user perspective, the selected properties are: control over personal data, complexity 

regarding terms of service, concern regarding privacy management and finally, fragmentation 

of personal data. Seen from a service-provider’s perspective the selected properties are: risk 

related to operating on personal data, cost related to operating on personal data, and last, how 

the flow of personal data affects the service provider’s ability to operate on personal data.  In 

the rest of this chapter we will present the scope of each property, and also present a 

definition of each property.  
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- Control 

When it comes to control over personal data and the rights of the user, we will make use of 

the definitions presented in the European Data Protection Directive to limit the scope. The 

European Data Protection Directive 95/46/EC defines data controller as: “the natural or legal 

person, public authority, agency or any other body which alone or jointly with others 

determines the purposes and means of the processing of personal data. “ Further, processing 

of personal data is defined as to include: “obtaining, holding, or recording data or carrying 

out operations such as disclosure, retrieval, consultation, organisation and ultimately erasure 

or destruction of the data” (European Union, 1995).  

The directive further defines several requirements towards the data controller, examples of 

these requirements being (European Comission, 2015b):  

- Personal Data must be processed legally and fairly  

 

- It must be adequate, relevant and not excessive in relation to the purposes for which it is 

collected and/or further processed 

 

- It must be collected for explicit and legitimate purposes and used accordingly 

Additionally, data subjects are defined by the same directive as: “an individual who is the 

subject of personal data”. Or in other words, the directive defines the term data subject as the 

individual whom the personal data is about. Equally as the data controller, the Data Protection 

Directive defines several rights of the data subject, examples of these rights being (European 

Union, 1995):  

- right to obtain information: the controller must provide the data subject from whom data 

are collected with certain information relating to himself/herself (the identity of the 

controller, the purposes of the processing, recipients of the data etc.) 

 

- the data subject's right of access to data: every data subject should have the right to obtain 

from the controller; 

 

- the right to object to the processing of data: the data subject should have the right to object, 

on legitimate grounds, to the processing of data relating to him/her. He/she should also have 

the right to object, on request and free of charge, to the processing of personal data that the 

controller anticipates being processed for the purposes of direct marketing. He/she should 

finally be informed before personal data are disclosed to third parties for the purposes of 

direct marketing, and be expressly offered the right to object to such disclosures 

Based on the above we can summarize by saying that the directive does not only set clear and 

strict limits on the collection and use of personal data, but does also contain the rights of the 

data subject. When we highlight this property in each model for storing, managing and 

processing personal data, our goal will therefore be to investigate the ability for the data 

subject to exercise their rights as defined in the Data Protection Directive.  

  



19 

 

Second, we will also identify who can be referred to as the data controller, and to what extent 

the data controller allows the data subject the ability to control their own personal data.   

 

Property Definition 

Control The ability for the users to decide what kind of personal data is 

collected, how much personal data is collected and the ability to exercise 

their rights as defined by the European Data Protection Directive.   

 

- Terms of service 

Terms of service are rules and guidelines which the user must agree upon in order to continue 

usage of a specific service. It should be noted that terms of services are sometimes referred to 

as Terms and Conditions, Disclaimer or Terms of Use. Generally, terms of service cover a 

large area of issues such as copyright notices, marketing policies of the service provider and 

acceptable user behaviour etc. Moreover, based on the terms of service, the service provider 

can restrict or terminate the users access to the service if violations of the agreements are 

detected.  

The reason why terms of service is an important property to investigate in the different 

models for storing, managing and processing personal data, is because these agreements 

explain and sets the legal relationship between the data subject and the data controller. By 

agreeing to a terms of service, the data subject is bound to the content of the agreement. 

Therefore, seeing as these agreements defines the user’s rights and responsibilities, it is 

interesting to investigate to what extent these agreements cater towards the expectations of the 

users in terms of rights, privacy policies and accountability.  

 

Property Definition 

Terms of service Rules and guidelines which the user must agree upon in order to 

continue usage of a specific service. 

 

- Privacy management 

Privacy is described by (Westin, 1970) as “the claim of individuals, groups, or institutions to 

determine for themselves when, how, and to what extent information about them is 

communicated to others”. Based on this we can say that privacy is the ability for the user to 

control how their personal data is used, and how it is acquired. This is also recognized by  

(Fried, 1968) who argues that the ability to maintain control over personal information is 

crucial, stating that “privacy is not simply an absence of information about us in the minds of 

others; rather it is the control we have over information about ourselves”.  
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Based on the above definitions of privacy, it is clear that privacy can be seen as a property 

that is directly connected to the amount of control the users have over their personal data. This 

is because greater amount of control over personal data enhances the feeling of privacy 

because the users is allowed to decide what happens with their own data. One can also say 

that privacy depends on the ability to gain insight when it comes to what personal data is 

shared with different stakeholders, and what the stakeholder is using the data for. Finally, 

according to (Nissenbaum, 2004) privacy also depends on different selectors, such as how 

much does the data tell about the user, or for how long would the service provider have access 

to it. To conclude one could there say that that control over personal data in many ways 

enables the right to privacy.   

The reason why privacy is an important property is because privacy is about respecting the 

users wishes (or data subjects in this context). If a user wishes to keep something private, it is 

in many ways disrespectful to ignore that users wish. And finally, what makes privacy 

management interesting is that the users privacy is a property that often can be in conflict with 

the data controllers interest. Therefore, when we highlight this property in the different 

models for storing, managing and processing personal data, our focus will be on the user’s 

ability to decide their own privacy settings. In addition, the ability for the user to get insight 

towards the usage of their personal data and to what extent the default privacy settings caters 

towards the expectations of the users. 

 

Property Definition 

Privacy management The ability for the users to get insight into what their personal data 

is being used for, and the ability to manage their own privacy 

settings.  

 

- Fragmentation of personal data 

In computer science, fragmentation is a phenomenon where information is stored in several 

separate areas of memory. In terms of personal data, we define fragmentation of personal data 

to be how many copies of the user’s personal data is stored in different databases among 

different data controllers.  

Equally as with computer science, where fragmentation causes storage space to be used 

inefficiently, our claim is that fragmentation of personal data also has several repercussions. 

For example, fragmentation of personal data affects the ability for the data subject to get an 

overview of who has their personal data. Fragmentation also affects the data subject’s ability 

to control their own personal data. Based on this we aim to investigate the amount of 

fragmentation that is present in each model for personal data, and how this affects the data 

subject’s ability to control and get an overview of their personal data 
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Property Definition 

Fragmentation of 

personal data 

The number of copies of the user’s personal data that is spread among 

different service providers, and how this affects the users.   

 

- Operational risk 

Operational risk is commonly defined as a “form of risk that summarizes the risks a company 

or firm undertakes when it attempts to operate within a given field or industry” (Operational 

Risk, 2007). Additionally, as briefly mentioned above, the Data Protection Directive sets 

many requirements towards the data controller in regards to the collection of personal data. 

Some of which include (European Comission, 2015b; European Union, 2011):  

-  Data controllers must protect personal data against accidental or unlawful destruction, 

loss, alternation and disclosure, particularly when processing involves data transmission over 

networks.  

   

-   Security: once collect, personal data should be kept safe and secure from potential abuse, 

theft or loss.  

     

-   Accountability: subjects should be able to hold personal data collectors accountable.  

All of the above requirements set by the Data Protection Directive makes it so seen from a 

service provider’s perspective, there is a definite risk when it comes to operating on personal 

data. This is because failure to comply with the above requirements could lead to fines, or 

even more important, loss of user trust. However, when applying operational risk to personal 

data, the operational risk is not limited to regulatory compliance. Operational risk also 

encompasses different trends that are affecting the service provider’s ability to operate on 

personal data. Meaning how a combination of new technology and consumer attitude are 

either increasing or decreasing the operational risk.  

 

Property Definition 

Operational risk The risks involved for service providers when operating on personal 

data, including regulations and different trends that affects the service 

provider’s ability to operate on personal data.  

 

- Cost 

In economics, cost refers to the expenses made by the service provider in order to reach a 

specific goal. In the context of personal data, cost refers to the expenses related to operating 

on personal data in the given model for personal data. As mentioned above, the data controller 

is responsible for handling the personal data, and according to the European Data Directive 

the data controller must (European Comission, 2015b):  

- Implement the appropriate security measures; These protection measures must ensure a 

level of protection appropriate to the data.  
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Based on the above requirement and the definition of cost, it is clear that operating on 

personal data can become a costly affair for the data controller. This cost is primarily related 

to infrastructure, but also encompasses the process of acquiring personal data from the data 

subject. We therefore aim to investigate the total cost of operating on personal data in the 

different models for storing, managing and processing personal data.  

 

Property Definition 

Cost The service provider’s costs operating on personal data, including 

infrastructure, acquisition costs and regulation compliance. 

 

- Flow of personal data 

Flow of personal data refers to how a combination of the above properties affects the service 

provider’s ability to operate on personal data. Meaning that if a combination of the above 

properties either introduces more challenges and requirements towards the service provider. 

Or, if a combination of the above properties introduces less challenges and contributes to ease 

for service providers when operating on personal data.   

 

Property Definition 

Flow of 

personal data 

How a combination of control, privacy management, cost, fragmentation 

and operational risk affects the service provider’s ability to operate on 

personal data.  
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4.3. Summary 

 

Framework for analysing models for personal data 

Property Definition 

Control The ability for the users to decide what kind of personal 

data is collected, how much personal data is collected and 

the ability to exercise their rights as defined by the 

European Data Protection Directive.   

 

Terms of service Rules and guidelines which the user must agree upon in 

order to continue usage of a specific service. 

 

Privacy management The ability for the users to get insight into what their 

personal data is being used for, and the ability to manage 

their own privacy settings.  

 

Fragmentation of personal 

data 

The number of copies of the user’s personal data that is 

spread among different service providers, and how this 

affects the users.   

 

Operational risk The risks involved for service providers when operating 

on personal data, including regulations and different 

trends that affects the service provider’s ability to operate 

on personal data.  

 

Costs The service provider’s costs operating on personal data, 

including infrastructure, acquisition costs and regulation 

compliance 

 

Flow of personal data How a combination of control, privacy management, cost, 

fragmentation and operational risk affects the service 

provider’s ability to operate on personal data.  
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5. Model analysis 

5.1.  Current model for storing, managing and processing 

personal data 

In this chapter we will use the predefined framework to analyse how personal data is currently 

stored, managed and processed.  As a summary, we will present a theoretical model that 

represents how personal data is currently stored, managed and processed.  

5.1.1. Properties 

- Control: 

The trend we are seeing currently is that personal data is collected, stored and managed by the 

different service providers that the user interacts with, instead of the users themselves. This is 

resulting in a highly asymmetrical power distribution between the user and the service 

providers. A consequence of this asymmetrical power distribution is that the user themselves 

often do not know who, beside the service provider, has access to their personal data. A recent 

study published by Technology Science named Who Knows What About me? A survey of 

Behind the Scenes Personal Data Sharing to Third Parties by Mobile Apps, found that a 

number of popular Android and iOS applications share personal data to third-party service 

providers without the users knowing (Zang, Dummit, Graves, Lisker, & Sweeney, 2015). The 

study also showed that a significant portion of the user’s personal data is shared with third 

parties without Android or iOS requiring additional approval from the user.  

Another report published by SINTEF found a similar trend (Pultier, Harrand, & Brandtzæg, 

2016). The report found that a number of popular Norwegian applications (such as Vipps and 

VG.no) collects location and use-pattern data, and sends this to third-party services in the US. 

The problem is however not that these personal data are collected, it is instead that the 

different service providers are collecting and sharing personal data without the users being 

properly informed. The reason why automatic collection of user behaviour itself is not a 

problem is because this type of personal data can tailor services to optimise the user 

experience. Resulting in a better service for the user. The problem being however, that this 

personal data is also at the same time being used by different advertisers and other unknown 

commercial actors (Brandtzaeg & Lüders, 2009; Schmugar, 2008).  

A report published by the European Commission shows what we can describe as the general 

trend in the current model for personal data (European Comission, 2011). The report states 

that “74 % of the Europeans see disclosing personal information as an increasing part of 

modern life”. While at the same time only 26 % of the users of a social network, and only 18 

% of individuals who buy items from online stores feel in complete control over their personal 

data. These two statistics combined makes for the trend that we see in the current model for 

personal data.   
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Meaning that once the user has made an account on a social networking site, or bought an 

item form an online store, the user has very limited access and control over the usage of their 

personal data. 

It is however not all black. In recent times we are seeing a shifting trend. We are now seeing 

personal data giants like Google and Facebook moving towards a more open and user friendly 

policy. For example, in late 2015 Google released their new service “About me”. The aim is 

to provide more context around how much personal data Google has collected, and what it is 

used for (Gaudin, 2015). The service further allows the user to manage the information that 

Google’s services can access, and decide which applications and sites can connect to the users 

account. However, many have also pointed out that while this site is being presented as an 

online tool to put the user back in control over their personal data, it also has hidden benefits 

for Google. This is because by enabling the user to review all personal data and make 

corrections, one is also helping Google consolidate more personal data about the user (Perez, 

2015).  

To summarize we can say that despite this shifting trend, it is clear that personal data is 

collected and controlled by the different service providers. We are also seeing a trend where 

personal data is being automatically collected behind the scenes in order to create a 

personalised experience. Which again is hindering the user’s ability to act on their rights as 

data subjects (Datatilsynet & Teknologirådet, 2016). And finally, we are also seeing that the 

users are only allowed as much insight when it comes to the usage and collection of their 

personal data, as the service provider allows.  

 

Control Personal data is collected and controlled by the different service 

providers that the users interacts with.  The users are only allowed as 

much control over their personal data as the service providers allows. 

 

- Terms of Service: 

In order to collect and operate on personal data the different service providers need to acquire 

each user’s approval. A study from Carnegie Mellon found that the average user sees almost 

1500 agreements in one year, and that each agreement averages about 2500 words in length 

(McDonald & Cranor, 2008). In the current model for personal data, the users have little or no 

choice but to accept lengthy and complex terms of services in exchange for using the service. 

Seeing as these agreements presents a legal contract between the users and the service 

providers, one can argue that they should be read thoroughly. However, research shows that 

most users do not read the content of the term of service before they accept (World Economic 

Forum, 2012). There are obviously multiple reasons why these agreements remain unread. 

One of them being discovered by (McDonald & Cranor, 2008). The authors concluded that it 

will take the average internet user about 244 hours per year to read all terms of service 

agreements that the user is presented with. Put into context, 244 hours per year would average 

40 minutes each day, which again is estimated to be about 50 % of the time spent online by 

the user.  
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In addition, Terms of Service agreements can also be troublesome because they can change at 

any moment. Making the work of understanding and reading Terms of Service almost 

unbearable. These agreements are also usually written and developed by the service providers 

themselves. As a result of this, they tend to be one-sided in the favour of the service provider, 

instead of the user. Further, seeing as each service provider has their own agreements, the 

users are in some ways bombarded with agreements, and will automatically accept these. This 

is because what is called consent apathy. Meaning that the more agreements the user is 

presented with, the more likely the user is to agree without reading (Hordern, 2013). There is 

also currently nothing preventing service providers from creating “wide” agreements. 

Meaning that service providers can create agreements that are far from user friendly, with the 

hope that they will not get read by the user, and then proceed to process personal data as they 

wish. A report from the Norwegian Data Authority argues that leaving processing of personal 

data dependent on these types of agreements often work against their purpose (Datatilsynet & 

Teknologirådet, 2016). This is because by allowing each user to decide for themselves, one is 

also leaving the user alone facing service providers that can dictate what each user must agree 

upon.  

As a consequence of the above, we are now seeing a new type of service being developed 

which aims to help the user understand what they are agreeing to. One of them being Terms 

of Service Didn’t Read. The service is non-profit project dedicated to provide transparency 

towards the users of online services. As stated, Terms of Services often remain unread due to 

the length and complexity. This service aims to change that by analysing the Terms of Service 

agreements of online services, and presenting them in a plain and easily understandable 

format for the user. The service ranks services according to its terms of service agreements, 

ranging from A to E. Where A refers to services with terms of services that treats the users 

fairly and wont abuse their data, and E where the terms of services are extremely unbalanced. 

The founder of the site said in an interview with Times that “there’s a systemic problem there, 

and it boils down to the fact that relationships between users and services are very uneven, 

and sometimes also unfair.”(Luckerson, 2012) 

To summarize we can say that due to a lack of user-friendly agreements, both in terms of 

readability and when it comes to the content itself, that the users are left vulnerable. As a 

result, we are seeing new start-ups which are aimed at helping the users understand what they 

are agreeing to. Based on the above it is therefore safe to say that terms of service agreements 

are currently a source of frustration for the users. 

 

Terms of Service The users have to navigate through complex and lengthy terms of 

services for each service provider they interact with. These 

agreements are often unbalanced in the favour of the service 

providers.  
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- Privacy management: 

As we mentioned in the introduction of privacy management, privacy refers to the user’s 

ability to get insight into what their personal data is being used for, and being able to control 

their own personal data. Further, under -Control we saw that the current model is heavily 

imbalanced when it comes to the amount of control the service providers has over the user’s 

personal data. Meaning that the service providers has full knowledge about the users, but the 

user knows little or nothing about the usage of their personal data. According to a report 

published by the Norwegian Data Authority, this imbalance has five downsides (Datatilsynet 

& Teknologirådet, 2016):  

-  The lack of control makes it hard if not impossible to practice the privacy rights as defined 

by different regulations. The problem boils down to the fact that each user has limited ability 

to get insight into the different service providers and the collection of personal data. This 

again makes it difficult to practice the right to be forgotten or correct wrongful data. The 

above is argued with a report stating that nine out of ten service providers share personal data 

with third-parties without the user’s approval (Libert, 2015).  

- The lack of transparency present in the current model is creating an imbalance not only 

when it comes to control, but also when it comes to the amount of power between service 

providers and the users. The service providers are currently hording massive amounts of 

personal data with the goal of analysing the users attributes and preferences. Which again is 

used towards personalised marketing. The report argues that this challenges the users right for 

privacy and the users right for self-determination.  

- The lack of control is causing what the report refers to as market failure. Meaning that when 

the users does not have knowledge about the usage of their personal data, then they cannot ask 

for services that improve their privacy. Which again is leading to the service providers not 

developing more privacy friendly solutions.  

- The lack of transparency makes the users more vulnerable to hidden discrimination. The 

report states that in the current model, the larger service providers are developing what is 

called hidden user profiles about each user. These profiles are again used for creating a 

personalised experience. This can cause what the report argues is hidden discrimination. 

Meaning that the user gets an (unwanted) experience based on age, location, gender etc.  

Another example of a widely adopted trend in the current model deals specifically with 

privacy settings. When Windows 10 was released, it came with deep integration with cloud 

services and by default shared personal data with different services and applications in order 

to create a personalized experience (Sarkar, 2015). This is an example of another trend in the 

current model. Meaning that many service providers include default privacy settings that are 

not in the user’s best interest when it comes to privacy. We are seeing more and more service 

providers include a wide range of privacy settings, but these are in most cases set by default in 

favour of the service providers. Leaving the burden of changing these settings to the users. In 

regards to the Windows 10 example, it was left to the user to disable all these settings if the 

user wanted. Meaning that if the user was not aware of what was going on behind the scenes, 

the default settings would share personal information with many third-party services.  
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In regards to the default privacy settings matching the users expectations, in a paper named 

Analysing Facebook privacy settings: user expectations vs reality they found that 36 % of the 

participant’s personal data remains shared with the default privacy settings (Liu, Gummadi, 

Krishnamurthy, & Mislove, 2011). They further write that “We also find that, overall, privacy 

settings match users' expectations only 37% of the time, and when incorrect, almost always 

expose content to more users than expected”.  

Even though we have only presented two cases, we argue that this can be seen as a more 

general problem. Meaning that the default privacy settings are often customized to create the 

best user experience, at the cost of privacy. Another problem related to privacy settings is 

obviously the user’s ability to change their privacy settings. In a study named Predicting 

privacy settings with a user-centred approach, they argue that “users struggle to manage 

their privacy settings as they are quite complex and the structure of the settings changes 

frequently”(Watson, 2015). Finally, the user can obviously only manage privacy settings 

supplied by the service providers. Meaning that if the functionality to manage privacy settings 

is not supplied by the service providers, the user has limited privacy management.  

 

Privacy 

Management 

Privacy settings are often set by default to increase the personalized 

experience, at the cost of privacy. The users are limited by the 

privacy settings provided by the service providers, and finally, the 

users have limited insight into what their personal data is being used 

for.   

 

- Fragmentation of personal data 

Fragmentation of personal data is related to how many copies of the user’s personal data is 

spread out among the different service providers that the user interacts with. The trend we are 

seeing today is that many of today’s online services requires that the user make an account if 

they want to experience the full functionality of the service. When the user creates an account, 

they usually give away some personal data like date of birth, address, name etc. This will not 

only leave fragments of personal data among different service providers, since every website 

requires an account. But it also makes it harder for the user to manage and control what 

source has their personal data. This is again causing unprecedented amounts of personal data 

about the user to being stored in an isolated fashion (Narayanan, Toubiana, Barocas, 

Nissenbaum, & Boneh, 2012). The problem of fragmentation can therefore somewhat be 

translated into two separate issues. First, having multiple accounts on different online 

services, and second, each service having their own copy of the personal data.  

In addition to the above, another reason why fragmentation is an important property is 

because we argued in the introduction that personal data has yet to reach its full potential. We 

undermine this statement by saying that in today’s model every service provider is working 

for themselves, and storing their collected and aggregated data in their own repository. This 

type of fragmentation makes it impossible for developers to know what is stored, and therefor 

impossible to develop new innovative services based on this data.   
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The reason why this is a problem is because, even though the data is fragmented, many have 

argued that there is a high degree of correlation between this fragmented data (Wang & 

Wang, 2014). Meaning that one needs to combine all fragments in order for personal data to 

reach its full potential. On the other hand, as we have seen, fragmentation also makes it much 

harder for the user to get a full overview of just how much data is being stored, and where it is 

stored.  

A recent study from Dashlane reports that the average UK consumer who is online has no less 

than 118 online accounts (Merchant, 2015). Obviously, managing information on all these 

accounts is not a trivial task.  This will eventually leave many created accounts (with personal 

information attached to them), vulnerable. Guillaume Desnoes, Head of European Markets at 

Dashlane said the following: “Discarded accounts are a ticking time bomb. For every 

account that falls by the wayside and is forgotten about, a door opens for hackers to slip in 

undetected, grab your private data and wreak havoc. No one would leave their bank card or 

ID on the kitchen table before going away on holiday, yet we show much more carelessness 

when it comes to what we leave unprotected in the digital world.”(Merchant, 2015) . Based 

on the above it is therefore clear that unused user profile poses a great risk in the current 

model for storing, managing and processing personal data. This risk is also set to increase as 

the amount of services the users interact with increases.  

As a summary we can say that there is high amount of fragmentation present in the current 

model. This is a result of each service provider acquiring personal data when interacting with 

the users. Moreover, the fragmentation is making it difficult for the user to manage and 

control their own personal data, eventually increasing the chances of personal data being 

exposed.  

 

Fragmentation of 

personal data 

Personal data is being stored in a fashion among the different service 

that leads to high amounts of fragmented personal data. This is 

causing the users to loose overview. As a consequence, the service 

providers have unprecedented amounts of personal data on the users.  

 

- Operational risk: 

From a service provider’s perspective, it is widely understood that the collection of large 

amounts of personal data is expensive and damaging towards user trust. This is because from 

a user standpoint, the collection of personal data is seen as a threat, a risk towards privacy and 

is a source of frustration with breaches of privacy ranging from minor to sever 

(Clearinghouse, 2005). In addition to this, the fines related to data breaches has significantly 

increased. This was revealed in the 2014 Cost of data breach study: Global analysis. The 

study found that the average fine for a service provider was 3.5 million dollars in 2014, 

meaning 15 % more than what it was in 2013 (Ponemon, 2014).   
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Additionally, many reports also suggest that users will avoid or opt-out of services that they 

perceive do not protect their personal data adequate enough. A survey from Ponemon Institute 

argues that one out of five will terminate their relationship with service providers that has had 

a privacy intrusive event (Ponemon, 2009). While another report found that nearly 65% of 

respondents would never, or were very unlikely to, shop or do business again with a service 

provider that has experienced a data breach where financial data was stolen (SafeNet, 2014). 

As we said earlier, under the EU Data Protection Directive, the data controller is made 

responsible for any personal data it holds. The directive has several requirements towards the 

controller, such as the need to have appropriate organisational and technical measures in place 

to protect personal data against loss or unauthorized processing. Failure on the controller’s 

parts to comply with the directive can result in fines or criminal sanctions. In addition, with 

the new EU directive approaching, some have also drawn the conclusion that the increased 

global regulations surrounding personal data are increasing the stakes when it comes to 

operating on personal data (Ernst & Young, 2014). 

In addition to the constant fear of data breaches, a report published by Accenture named 

Guarding and growing personal data value has identified a new trend in the current model 

that increases the risks related to operating on personal data (Cooper et al., 2015) . The report 

mentions that there is a growing number of organizations with the sole purpose of scrutinizing 

service providers and the way they operate on personal data. For example, Fair Data in the 

United Kingdom. These organizations are established to help the users get an overview of 

different service providers and whether they are managing personal data according to given 

regulations. These companies are getting more and more traction among the users and also 

influencing user’s decisions in picking services. By empowering the users with knowledge, 

these services are increasing the risk of operating for personal data, seeing as it could lead to 

negative press. The above report from Accenture also strengthens the surveys mentioned by 

SafeNet and Ponemon saying that there is an increasing crisis of trust. The report states that 

users are not willing to use services provided by service providers that they don’t trust with 

their personal data.  

In addition to the above, service providers do not only need to make themselves familiar with 

laws and regulations that regulate storage of personal data in their founding country, but also 

the operating company, making this task quite complex. There is also the burden for service 

providers to keep up with the newest and most secure methods for storing personal data in 

order not to have someone break into their databases. And finally, several of the above reports 

mentions that operating on personal data can be seen as corrosive towards user trust. Meaning 

that operating on personal data itself in the current model could lead to loss of users if the 

service providers are not careful in regards to their approach when it comes to usage, 

collection and processing of personal data. 

 

Operational risk Service providers operating on personal data are vulnerable to 

compliance risk and the loss of trust among the users.  
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- Costs: 

As we have seen, the current model can be described as a heavily fragmented where each 

service provider operates for themselves. This means that each service provider that operates 

on personal data also need to the supporting infrastructure, which again introduces costs like 

hosting costs, development costs and maintenance costs. Further, as mentioned in -

Operational risk, more of the regulations that are being made to protect the user’s personal 

data are also placing more restrictive guidelines on service providers than ever before. An 

example of this is Russia’s new personal data regulation that requires personal data about 

their citizens to be held domestically rather than stored and managed abroad. In the case of 

Russia, the government has set a timetable to introduce data localization by 1. September 

2015 (Gilbert, 2015). Reports suggest that large technology companies might have to pay as 

much as 200 million dollars to build data centres in Russia (Khrennikov & Ustinova, 2014). 

Moreover, to comply with the EU data protection directive as a data controller, the service 

providers does not only need to invents in infrastructure, but also additional security and other 

measures to prevent breaches. Also, seeing as each service provider operates independent in a 

fragmented fashion, the cost related to data acquisition is high. Meaning that service providers 

need to invest time and resources into gathering personal data that is already stored within 

other service providers.  

In addition to infrastructure, the different trends described above in the other properties, such 

as new start-ups aimed at enlightening the user of how service providers are using their 

personal data, are also affecting the cost related to operating on personal data. This is because 

these trends will make it more difficult and costlier for service providers to gather the same 

amount of personal data that they are currently accustomed to. Which is a result of the users 

becoming aware of what is happening, therefor making the users more sceptical when sharing 

personal data.  

To summarize, one could say that the cost related to operating on personal data is somewhat 

related to the fact that each service provider is operating for themselves in a fragmented 

fashion. Meaning that every service provider needs their own infrastructure. Although this 

price can be seen as neglectable as a result of new technology that is making infrastructure 

less costly, it is still present.  

 

Cost Operating on personal data comes with high expenses related to 

infrastructure, regulatory compliance, and finally, cost related to data 

acquisition.  
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- Flow of personal data: 

Personal data can in many ways be compared to the e-history of a person (Wang & Wang, 

2014). The problem is however as we have highlighted that personal data is produced and 

managed by various different service providers and stored in a fragmented fashion. This 

means that if a person uses twenty different services in his daily life, information about the 

user’s routines is fragmented among twenty independent providers. The fragmentation of 

personal data is leading to isolated data between the services. Which in the current model for 

personal data, the user has very limited ability to share among service providers, and if 

sharable, it is within the service provider’s boundaries.  

The above is not only an issue concerning the user, but it can also be translated to an issue 

concerning different service providers. For example: If the user has to create a new account 

for each website they sign up for. Then if the user suddenly changes email-address, the user 

might remember to change email-address on some of the services, but might forget on others. 

This is resulting in some service providers sending emails to an email-address that is wrong, 

or some service providers operating on personal data that is no longer up to date. Seeing as 

personal data is collected by service providers and stored into the service provider’s database, 

this will in the long term result in massive amounts of out-dated personal data. This is because 

there is no automatic data synchronisation (Mydex, 2010). If the service providers want to 

updated their information, they depend on the user to update their profile settings, and in some 

cases the user forgets. This generates economic waste on two fronts (Mydex, 2010):  

- Service providers has to invents time and money in trying to update their personal data.  

- Service providers ends up taking decisions and actions based on out-dated data, incorrect 

data.  

The problem with fragmentation is that in most cases, a person uses more than one service, 

and the fragmentation of personal data hinders innovative collaborations between different 

service providers. This is because, even though the personal data is fragmented, some argue 

that there is a high level of connection between different parts of personal data, which 

originally was created by different services providers (Wang & Wang, 2014). This is because 

all generated personal data describes some parts of a person’s life from different sides and 

aspects. And to get the complete overview, one needs to combine them all. We argue that 

because of fragmentation and lack of overview of personal data, many business opportunities 

are concealed and unreachable. The big tech-companies (Google, Facebook, and Twitter etc.) 

are collecting more and more personal data. This combined with the fragmented storage of 

personal data makes it so we can only imagine the different type of data intensive applications 

that could be made if developers had access to all this personal data.  
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In the current model there are concerns from both the individuals and the service providers 

alike. For the individuals there are concerns around privacy and control over their own 

personal data. While for service providers it is clear that operating on personal data comes 

with some risk, and there is a fear of compromising the position as a trusted service provider.  

Some have also taken the word that the current model is corrosive towards user trust. 

Meaning that users are becoming more sceptical when sharing data, which again is damaging 

towards the service provider’s ability to provide different services. The problem is that in the 

current model, each service provider is responsible for protection the user’s personal data 

themselves. This means that some service providers might decide against lucrative data 

gathering opportunities to avoid any future privacy cost. This can be seen as a waste, seeing 

as opportunities are lost before they even started. This is also highlighted in a press release by 

the European Commission where they state that: “The complexity of the current legal 

environment together with the insufficient access to large datasets and enabling 

infrastructure create entry barriers to SMEs and stifle innovation” (European Comission, 

2015d). Meaning that a combination of fragmentation of personal data, cost and operational 

risk is damaging towards the current flow of personal data.  

Additionally, in a report by the Boston Consulting Group they found that there is a deep lack 

of trust towards the service providers among the individuals (The Boston Consulting Group, 

2012). The report states that nearly 90 % on the participants considered one industry sector a 

threat to their privacy, while at the same time 82 % agreed that an independent entity should 

monitor and make sure the different service providers ensure adequate data security. 

Moreover, 79 % thought service providers should be more transparent about their use for 

personal data. The report further argues that the less privacy controls the users have over their 

own personal data, and the less transparent the service providers is with their operations, the 

more concerned the user will be about sharing their personal data.   

One could therefor draw the conclusion that because of a decreasing trust towards the service 

provider, in combination with the users are becoming more restrictive towards the service 

provider, that this is damaging towards innovation. This is because the more restrictive the 

users are about sharing their personal data, the less personal data the service provider can get 

access to, which again damages the possibilities for new and innovate services. In addition, 

one can argue from a service provider’s standpoint, that having to worry about personal data 

regulations also hinders innovation in the way that it sets barriers for new startup companies. 

To summarize we can say that there are three areas that can be seen as challenging for the 

different service providers in today’s model for personal data. First, having personal data 

fragmented between many different service providers is making data acquisition harder. More 

importantly, it is placing barriers on new personalized services. Second, a combination of lack 

of control, privacy issues and lack of overview is damaging towards user trust. Which again is 

leading to the user becoming more restrictive when it comes to sharing personal data.    
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Finally, the cost of safely operating on personal data is high. The barrier might seem 

impenetrable for smaller companies. Which in turn could lead to lost opportunities. This is 

because service providers might decide against or be prevented by creating services based 

upon personal data due to the operational risk or the cost related to data acquisition and 

related infrastructure.  

 

Flow of personal 

data 

High amounts of fragmentation and lack of user trust is affecting the 

service provides ability to operate on personal data. Users are 

becoming more restrictive when it comes to sharing personal data. A 

combination of cost and operational risk is also damaging towards the 

service provider’s ability to operate on personal data.  
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5.1.2. Summary 

In this chapter we will present a summary of how personal data is managed, stored and 

processed in the current model for personal data.  

 

Model 1: The current model for personal data 

Property Description 

Control  Personal data is collected and controlled by the different service 

providers that the users interacts with.  The users are only allowed as 

much control over their personal data as the service providers allows. 

 

Terms of Service  The users have to navigate through complex and lengthy terms of 

services for each service provider they interact with. These agreements 

are often unbalanced in the favour of the service providers.  

 

Privacy 

management  

Privacy settings are often set by default to increase the personalized 

experience, at the cost of privacy. The users are limited by the privacy 

settings provided by the service providers, and finally, the users have 

limited insight into what their personal data is being used for.   

 

Fragmentation of 

personal data 

 

Personal data is being stored in a fashion among the different service 

that leads to high amounts of fragmented personal data. This is causing 

the users to loose overview. As a consequence, the service providers 

have unprecedented amounts of personal data on the users.  

 

Operational risk Service providers operating on personal data are vulnerable to 

compliance risk and the loss of trust among the users.  

 

Cost Operating on personal data comes with high expenses related to 

infrastructure, regulatory compliance, and finally, cost related to data 

acquisition.  

 

Flow of personal 

data 

High amounts of fragmentation and lack of user trust is affecting the 

service provides ability to operate on personal data. Users are 

becoming more restrictive when it comes to sharing personal data. A 

combination of cost and operational risk is also damaging towards the 

service provider’s ability to operate on personal data.  
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5.2. Alternative Model 1: Personal Data Stores 

The first alternative to the current model for storing, managing and processing personal data 

in an online environment we will discuss is based upon the Personal Data Store-platform 

(PDS). This chapter is divided into three parts. We will first identify and discuss the main 

capabilities of the PDS-platform, in addition to some of the challenges with the platform. 

Second, based on the identified capabilities, we will then use the framework to analyse how 

personal data is stored, managed and processed with the PDS-platform. And finally, we 

present a theoretical model of how personal data is stored, managed and processed in an 

online environment with the use of the PDS-platform.  

5.2.1. Personal Data Store 

The idea behind the PDS-platform is for the user to be able to take control over their own 

personal data, help the user store their personal data in only one place and make the user 

aware of what their personal data is being used for. Some have argued that the PDS-platform 

has the potential to revolutionize how different stakeholders gather and use personal data 

(Brochot et al., 2015). The above is also why we have chosen to analyse a model for storing, 

managing and processing personal data based upon the PDS-platform.  

We can compare the PDS-platform with a highly secure vault where the user can store and 

manage their personal data. The user can freely add and delete data from the vault, and 

instead of having to type in personal data each time the user register for an online site, the 

service can query the users PDS, where the user can approve the request. This will allow the 

user to get a complete overview of which service providers has access to their personal data. 

Meaning it is the responsibility of the PDS to inform the user which service providers e.g. 

knows the user’s birthday. And obviously, the more personal data stored in the PDS, the more 

can be shared. Another benefit of the PDS is the ability to have all personal data generated by 

service providers stored within the platform.  For example, each time the user makes an online 

purchase, data about the purchase (e.g. the digital receipt) can be automatically stored inside 

the PDS.  

5.2.1.1. Key functionality and capabilities 

There are today many different providers of the PDS-platform. Moreover, seeing as each 

provider has customized their own platform to their needs it can be difficult to get an 

overview of what the PDS-platform actually encompasses. To get an overview of the main 

capabilities of the PDS-platform, we will use a list compiled by (Haddadi et al., 2015). The 

list defines three capabilities and features that should be key components in any PDS. We will 

below highlight the three capabilities identified by (Haddadi et al., 2015): 
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- Trusted platform 

The PDS should include functionality so that the user can manually insert personal data into 

the PDS, as well as the PDS automatically capturing and storing personal data generated by 

other services. This makes it much more knowledgeable and intrusive (but also more useful) 

than current data silos such as Amazon, Spotify and Google. Therefore, because of the 

amount of personal data within the PDS, it imposes equally, if not stricter requirements for 

protecting the user’s privacy.  

Furthermore, over time the PDS will contain the user’s digital life. This is because any 

personal data generated by third parties will automatically be stored, managed, and controlled 

within the PDS. This means that the user will need to put their trust into the system. Trust in 

the platform requires that the system is reliable and available whenever the user needs to 

access it. At the same time, it must provide adequate functions for the user to cancel 

collection of personal data within the PDS. Finally, the PDS must also support pervasive 

logging so that the user and potentially third party auditors can verify that the system operates 

as expected in the case of errors.  

- Controlled access 

The point of the PDS is not only to gather all the user’s personal data is one place, but also to 

give the user the ability to control who has access to their own personal data. Additionally, the 

user should also have fine-grained control over the access third parties has to their personal 

data. Meaning how much and what kind of personal data the different service providers are 

allowed to access.  

One important functionality to be considered by the PDS providers is the ability for the user 

to give access to their personal data to different service providers, over a period of time. More 

specifically, the need to revoke previously granted access. If the user grants access for 

processing of personal data locally inside the PDS, but not to take copies out of the PDS. The 

PDS could easily revoke the access to the personal data after the period has ended. However, 

if the service has access to take copies out of the PDS, it is no longer possible for the PDS to 

revoke the access. The service provider is then required to implement something like a time-

to-live function for the data. The challenge obviously being that it is difficult if not impossible 

for the PDS to maintain information about potential third parties that did or did not delete the 

personal data. Either way, a PDS-platform should include ways for the user to exit any data 

sharing agreement.  

- Data management 

As mentioned earlier, the main functionality of the PDS-platform is that it allows the user to 

store their personal data in one container, and further give controlled access to third party 

service providers. Equally important is it that the PDS must provide means for the user to 

reflect upon personal data stored within the PDS. The reason why this is important is because 

it will allow the user to make a better and more informed decision about sharing their personal 

data with different service providers. Finally, the user should also be able to freely edit and 

delete data from their PDS as the users see fit.   
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5.2.1.2. Challenges 

With the first providers of the PDS-platform surfacing early 2005, a relevant question is why 

the platform has not yet reached critical mass. (Oliver, Marwell, & Teixeira, 1985) defines 

critical mass as “a small segment of the population that chooses to make big contributions to 

the collective action while the majority do little or nothing”. Or in other words, the minimum 

group of people needed for the service to become self-sustaining and create further growth. 

We argue that the popularity of the PDS depends on whether the users sees the need for such 

technology. Moreover, it will also depend on the flexibility, robustness and trust towards the 

platform. An article published by (Haddadi et al., 2015) conclude that there are several 

reasons why PDS-platform has not reached a wider audience. He further writes that “there are 

fundamental barriers, technical and social, that have yet to be successfully addressed”. 

According to (Haddadi et al., 2015), the barriers are:  

- Availability 

If the PDS is going to be widely accepted, it needs to be accessible from anywhere. This 

means that the PDS needs to be securely accessible, no matter where the user is. Many of 

today’s PDS providers have focused on use of the cloud to ensure connectivity. This allows 

the user to access their stored data from anywhere, but it also raises questions like, where is 

the data located? In addition, who has access to it? These are example of questions the PDS 

provider needs to answer in order to gain the users trust.  

- Trust in the PDS provider 

An important aspect of the PDS-platform is that the users need to put their trust in the PDS 

provider. If the users are going to store all their personal data inside the PDS, they need to be 

sure that the PDS-provider has the user’s best interest in mind in regards to storing, protecting 

against breach of data and who has access to it. It is also the responsibility of the PDS-

provider to ensure that services that interact with the PDS does not violate the integrity of the 

PDS.  

- Complexity 

One of the problems we are facing is implicitly shared data. One example of this is the use of 

cloud email services such as Gmail. Even if one user decides that he does not want to use the 

service anymore, there is a very high chance that the recipient of the mail is using Gmail (Hill, 

2014). This makes it so that the user who opted out of Gmail, actually cannot prevent Google 

from reading the content of their messages (Gibbs, 2014). To contextualize this example with 

the PDS-platform, the challenge would then be to make sure that personal data is actually one 

stored within the PDS, and not also stored locally within the service provider’s infrastructure.  
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- Usability 

Usability refers to the complexity of the system design. The PDS-providers need to design the 

PDS with the users in mind, and it needs to be understandable for the general population. The 

users’ needs to understand the consequences when accepting to share or export personal data 

and what outcomes that action could lead to.   

In regards to usability, a report published by The Boston Consulting Group (BCG) found an 

interesting contradiction between the user’s wishes for more control and the users will to do 

more. The report also clearly shows why it is important to design for the user. The report 

showed that 82% of the participants expressed wishes that they wanted more control over 

their personal data. However, at the same time, 63 % reported that they dislike if the same 

website asked for the same information every time they opened it (The Boston Consulting 

Group, 2012). To summarize we can say that the users indeed want more control, but not at 

the cost of convenience. The report concluded that control and convenience are important 

aims, “but balancing the goals will not be easy, but critical to reach critical mass”.  

- Cost 

As with any new service, the acceptance of the users depends on the cost for the user. This 

further means that the providers of the PDS must keep the operational costs low, so the price 

the user has to pay can also stay minimal. There are also the questions about how the users 

will respond to maybe having to pay for services that under the previous model were free-to-

use services. This is based on that services might need to find an alternative source of income 

once they are not able to make profit on the user’s personal data.  

It also remains to see if the users are even willing to pay for services such as PDS. Studies 

show that the price the consumers are willing to pay depends on what kind of personal data 

they can protect (Skatova et al., 2013). In the study, 70 % of the participants chose to pay the 

maximum possible price (£20) for storing their personal bank statements etc. Moreover, only 

20 % of the participants considered personal data like internet browsing history, search-

history, online purchase history and demographic information to be high risk to share, and the 

majority willing to pay a very small amount, or nothing at all to protect these data.  The study 

concluded that the participants are willing to protect some types of personal data, depending 

on if the participants perceived the data as risky/non-risky to share.  

Based on the above it is therefore clear that for the PDS-platform to be seen as needed, and to 

reach critical mass, the PDS-providers needs to communicate the value of personal data in 

order to raise awareness and demand for the PDS-platform.  
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- Interoperability 

In addition to the five points mentioned by Haddadi, another challenge is related to 

interoperability. Interoperability is defined as “the intentional design of technology product or 

system, which allows it to cooperate with other products or system without restriction or 

difficulty, thus producing a reliable outcome and resource optimization. The main goal of an 

interoperable system is to facilitate interaction between different software applications and to 

enable sharing and re-use of information among non-homogenous systems” (Aliprandi, 

2011). We believe that an essential part of an alternative model for personal data is obviously 

the right of the user to exercise data portability. This means that we need to discuss 

interoperability not just among the different stakeholders, but also interoperability among the 

different providers of the PDS. Interoperability is an essential feature of an alternative model 

for personal data based upon the PDS-platform, because, who would want to use a PDS that 

only worked on some type of services, and you needed to set up another PDS for a second 

type of service.  

A report from the University of Cambridge argues that there are two problems when it comes 

to interoperability among the providers of PDS (Brochot et al., 2015). In the early stages of 

the emergence of a new user-centric model for personal data, they argue that there are 

common economic incentives for a standard among the PDS-providers. This is because the 

stakeholders that want to enrich their services with data only found inside the PDS might be 

more willing to accept the PDS and use resources on developing compatible applications if 

there is a common standard they can adapt. A common standard might work as an insurance 

towards stakeholders that chooses to adopt the platform that the resource they are using on 

developing the compatible application will not go to waste if one PDS provider goes down. 

One common standard can therefore be seen as something that will help the platform reach 

critical mass among service providers faster. 

Once the PDS providers has achieved interoperability, the problem of keeping the 

interoperability among the providers might become a problem. This is because once a 

provider has reached critical mass, and has a growing user base. The incentives for 

interoperability might disappear and be replaced by incentives for monopolisation. Which 

means one provider trying to dominate the market to the exclusion of others. This uncertainty 

might keep both the users and service providers from adopting the PDS. 
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5.2.1.3. Personal Data Store providers 

There are currently numerous different implementations possible of the PDS-platform, these 

different implementations have also tried to solved many of the same questions differently. 

Such as, where is data stored, local or cloud? A key question is also what incentives does the 

different implementations offer to the stakeholders, and what is discouraging the stakeholders 

from adopting the PDS implementation? In the following subsection we describe two 

implementations of the PDS-platform, namely openPDS and Mydex PDS. The reason we 

chose these two platforms is because both platforms are well established, in addition to being 

some of the more popular PDS-platforms.  

5.2.1.3.1. OpenPDS 

OpenPDS was developed by a group of researchers from the MIT Media Labs Human 

Dynamics group and ID3, with the purpose of allowing the user to collect, store, and give 

fine-grained access to their data, all while protecting their privacy. As any other PDS, 

openPDS allows personal data to reside in on place, which will give the user greater control 

over what data is stored, where it is, and whom is processing it. In terms of who has 

ownership over the personal data, the group behind the PDS-platform believes that the user 

should be able to “own” their own personal data. The group has stated the following: “When 

it comes from data, "ownership" should to be thought of according to the old English common 

law. Data ownership would therefore be defined as the rights of possession, use, and disposal 

instead of a literal ownership” (OpenPDS, 2015).  

The feature that makes OpenPDS unique is the feature that allows the service no access to raw 

data, but rather summarized data. For example, with OpenPDS service providers can ask the 

PDS a simple yes or no question about the owner of the PDS, e.g. “Are you in Norway?” 

Instead of returning raw data to the service, the service will get an “yes” answer returned. 

Thus, you can tell different services that you are in Norway without revealing specific 

information, such as coordinates.  

To achieve the question/answer mechanism described above, OpenPDS uses a framework 

called SafeAnswer. SafeAnswer allows different applications to ask specific questions to the 

user’s data. This way the applications can send questions to the users PDS. Afterwards, the 

PDS will return summarized data instead of raw data. Moreover, seeing as the PDS will 

handle the computations inside the PDS and not hand over the raw data to the service for 

processing, no raw data will leave the boundaries of the PDS.   
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(Figure 1 How summarized data is made using openPDS) shows how SafeAnswer works in 

regards to when a service sends a question to the PDS, and the PDS returns summarized data. 

The framework is divided into two parts. First, all processing of personal data is limited to the 

boundaries of the Personal Data Store. Second, different services can query the PDS frontend 

with a request, and relevant summarized data is returned instead of raw data.  

  

Figure 1 How summarized data is made using openPDS 

Source: http://openpds.media.mit.edu/ 
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5.2.1.3.2. Mydex CIC 

The second PDS-platform we will mention is developed by a company based in Scotland 

named Mydex CIC. The team behind the PDS has stated that their mission “is to empower 

individuals to manage their lives more effectively through convenient, trustworthy access and 

control of their personal data and how it is used by them and others” (Mydex, 2014). The 

PDS platform developed by Mydex CIC relies on cloud infrastructure to assure that their 

users can get access to their personal data at any time. In terms of pricing, the PDS-platform is 

free of charge for the users. However, service providers storing personal data inside the PDS, 

or wishing to access the user’s personal data, needs to pay “a small annual support fee” 

(Mydex, 2014).  The PDS platform further enables that all personal data sharing is undertaken 

with a standard data sharing agreement where “the specific data to be shared and the uses that 

can be made of it are defined and agreed between both parties with the individual being in 

control of the permissioning process.”(Open Identity Exchange, 2015) Meaning that the PDS-

platform does not only enable the user to store and control all personal data within the PDS, 

but also define rules towards service providers on what their personal data can be used for. 

What makes the PDS-platform provided by Mydex CIC somewhat special is that the PDS- 

platform has been approved as one of eight official identity providers by the UK Government 

(Alexander, 2012). This means that once the users have registered for Mydex they can use the 

platform to prove their identity when accessing other UK public sector services. And finally, 

Mydex has also been constituted as a Community Interest Company under UK Law, this 

means that (Mydex, 2010): 

- Mydex is legally required to pursue its social purpose of helping individuals realise the 

value of their personal data 

- Most profits made by the company have to be reinvested in pursuing this social purpose. 

- The company’s core assets are also legally ‘asset locked’ which means they can never be 

acquired by another entity not similarly asset-locked. 
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5.2.2. Properties 

We will in this subsection use the predefined framework to analyse how personal data is 

stored, managed and processed with the use of the PDS-platform. Seeing as there are many 

different PDS-providers, and each provider has customized their platform independently, 

when we are referring to PDS-platform we will not be referring to a specific provider such as 

Mydex or openPDS. Instead, we will refer to PDS as the architectural implementation that 

empowers the users to take control over their own personal data.   

- Control 

The capabilities of the PDS-platform in regards to control can be divided into three parts: 

First, the main functionality of the PDS-platform is that it enables the user to collect, store and 

control access to their own personal data within the PDS-platform. Second, the system allows 

processing of personal data to take place within the PDS-platform. Third, the PDS-platform 

enables the user to manage fine grained authorizations of their personal data. Meaning that the 

user is in full control over who has access and what the service providers can do with their 

personal data. All of the above combined is argued to make it so the user is in full control 

over their own personal data. 

Based on the above mentioned capabilities of the PDS-platform, and how it allows the user to 

take full control over their own personal data. Some have argued that the platform is leading a 

way for a new paradigm where the users have full control over their own personal data 

(JOLSKILADMIN, 2014). Which again allows the user to use their personal data for their 

own purpose, and not those of the different service providers. Since all personal data is stored 

in one place, the user can from the PDS-platforms interface get in-depth knowledge about 

what their personal data is being used for, and can at any time limit or restrict access to their 

personal data. The functionality of strict access control and allowing the user to control their 

personal data is not based on the idea that it should limit the amount of personal data the 

different service can access. Rather, the idea is to only give access to personal data when 

service providers can show the usefulness. The user also has the choice of controlling to what 

extent the service provider can have access to their personal data. By this we mean that the 

user can either allow the service access to copy personal data out of the PDS, or only give 

read access within the PDS. And finally, in terms of the users being able to act on their rights 

as defined by different regulations, it is clear that the PDS-platform does not only enable the 

user to act on their rights as data subjects, but also makes it much easier for the users to act on 

their rights.  

To summarize one can say that the PDS-platform is a middleware or intermediate between the 

users and the service providers. The role of the PDS-platform is to enable the user to make 

educated choices as to who gets access to their personal data. The PDS-platform further 

allows the user to take full control over their own personal data.  
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Control Allows the users to take full control over their own personal data. This 

means that the users can decide how much and what kind of personal data 

is shared with service providers.  

 

- Terms of service 

Seeing as all personal data is stored within the PDS-platform, and the user has full control 

over access to their personal data, the PDS-platform enables what is called permission based 

exchange. Meaning that the PDS-platform enables the users to define their own agreements, 

which the different service providers must agree upon in order to get access to personal data 

stored within the PDS. In that sense, the PDS-platform enables a shift in who is in charge 

making the Terms of Service. From the service providers creating them, and the users 

agreeing, towards the users making their own rules and the service providers having to agree 

to them.  

Based on the above one can also say that the PDS-platform tries to enable a privacy friendly 

exchange of personal data. Meaning that it’s the user themselves that decide the boundaries 

towards the processing of their own personal data. Finally, seeing as the user is in full control 

over their own personal data, the PDS-platform also enables that the user may at any time opt-

out of any service that they do not feel enough value in return.  

 

Terms of service Allows the users to create their own terms of services which the service 

providers must agree upon before accessing personal data stored within 

the PDS.  

 

- Privacy management 

A natural side-effect of the user being in full control over their personal data, is that the user 

also has full control over their own privacy management. This is however not limited to 

setting boundaries as to what their personal data might be used for, and what personal data is 

shared with how many service providers. This also includes the PDS-platforms ability to 

provide reassurances towards the user that their personal data is being handled with care. As 

we said earlier, privacy is not only dependent on how much control the user has over their 

personal data, but also how much insight the user is allowed towards what their personal data 

is being used for. In this sense it is therefore clear that the PDS-platforms ability to provide 

full transparency towards how the personal data is used, is enabling for privacy. Also, in light 

of privacy, the PDS platform tries to help the user not only with collecting and storing their 

personal data in one place, but also understanding and more efficiently managing their 

privacy settings. 
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In addition, the PDS-platforms ability to log and display statistics and information of how the 

user’s personal data is being used is crucial for enabling privacy for the users. This is because 

the PDS-platform can contribute to privacy insurances by helping the user understand what 

they are agreeing to share. In many ways a PDS-platform can therefore be seen as a system 

that helps the user make sense of what they are sharing and thereby increasing the privacy. 

Also, seeing as the user is in full control over their own personal data within the platform, the 

user can easily restrict or set boundaries towards what their personal data can be used for and 

what to share with different service providers. This is believed to greatly increase the privacy 

feeling among the users of the platform over time. Some have also said that because of 

Internet of Things, that a well-designed PDS platform can be seen as a solution to a growing 

problem of information overload  (Hudson, 2012). 

An example of the PDS-platforms ability to preserve the user’s privacy can be seen with an 

application called Bikestatic. The application can “transforms your smartphone into a top-

quality bike computer, boasting over 50 cycle features and compatible hardware. With the 

Road Bike cycling app, you can enjoy and analyse your bicycle rides, treks and trainings in a 

completely new way” (Runstatic, 2014). Obviously the above application requires GPS 

tracking etc. With the PDS-platform, the user can enable the application to collect data 24/7 

inside the PDF, but only share with the application when the user is actively cycling. The idea 

behind this fine-grained access control is that many applications does not necessarily need to 

gather information during periods when the user is not active. Moreover, the reason fine-

grained access control is relevant for privacy management is because many have argued that 

privacy risk will be decreased when the sampling frequency of personal data goes down 

(Castell, Viana, Minguillón, Guerreiro, & Querol, 2013).  

To summarize we can say that the PDS-platform tries to give the user full control over their 

own privacy management. Meaning that it’s the user who sets the boundaries in regards to 

what the service provider has access to, and what they can do with the personal data. Further, 

the PDS-platform provides different ways for the user to make informed choices, and finally, 

the PDS-platform enables full insight towards what the personal data is being used for.  

 

Privacy management Allows the users full control over their own privacy management. 

The users can themselves set boundaries when it comes to the usage 

of their personal data. Allows full insight when it comes to what the 

personal data is being used for.  
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- Fragmentation of personal data 

As mentioned above, the PDS-platform allows the user to take full control over their own 

personal data. In the case of the PDS-platform, this is achieved by offering a centralized 

repository where the user can store their personal data. We earlier referred to the PDS-

platform as a middleware. As a middleware, the PDS-platform enables personal data to be 

collected through passive monitoring, which over time with the centralized repository will 

greatly reduce the amount of fragmented personal data. 

Seen from a user-standpoint it is clear that having one point of access when it comes to 

updating their personal data is one of the benefits of centralized storage. Another benefit is 

that the user via the PDS-interface has full overview of what personal data is stored and what 

is shared with different service providers. We can imagine the following scenario with the 

PDS-platform: When the user engages with a new services provider, this new service provider 

can get access to personal data stored within the PDS. More interesting is it that personal data 

generated from this service provider will also be stored within the PDS. This means that the 

PDS-platform enables a completely centralized storage of personal data, without any 

fragmented personal data among the different service providers. Which again means that the 

user has full overview and control over what service providers has access to their personal 

data.  

Another functionality provided by the PDS-platform that has an effect on the fragmentation of 

personal data is the ability for the user to preform selective disclosure. Meaning that the user 

can decide if they want to share personal data on a one-time basis or automatically. One-time 

information is permission granted to read data one single time. Meaning that the user needs to 

approve each request from the service provider independently. The second type, automatic 

can be compared to as a “subscribe” function. Meaning that service provider can subscribe to 

gain access and updates from the users PDS. The idea behind this type of function is that 

every time the user updates their PDS with new data, the subscribing service provider are 

alerted of this, and can gain access to new and updated data.  

To summarize we can say that the PDS-platform enables a completely centralized storage of 

all personal data, without any fragmentation. This means that all of the user’s personal data is 

stored in one place. Since all personal data is stored within the PDS, one can argue that the 

user will make more an effort to keeping it up-to-date. Which again would mean that the user 

would knowingly and intentionally reveal more up-to-date personal data to the different 

service providers. And finally, seeing as all personal data is stored within the PDS, the user 

has complete overview over which service provider has access to their personal data. 

 

Fragmentation of 

personal data 

Enables centralized storage of personal data. This means that all 

personal data generated by different service providers is stored in one 

place, under the users control. Resulting in the users having complete 

overview of their personal data.  
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- Operational risk 

In terms of the PDS-platform, we argue that the PDS-platform itself can be seen as a risk 

reduction mechanism. This is because of the PDS-platforms ability to act as a middleware 

between the user and the service provider, managing and storing all personal data. The fact 

that the PDS-platform acts as a middleware, makes it so the service providers can bypass the 

regulations concerning storing, managing and processing personal data.  Seeing as personal 

data is stored within the PDS, the concern with regulatory compliance from storing personal 

data is not on the service provider, this is instead shifted towards the PDS-provider. Also, 

seeing as the user is able to get a full overview and control over their own personal data from 

the PDS-platform, the diminishing trust that comes from storing and operating on personal 

data is also argued to be removed. Finally, one can also draw the conclusion that the PDS-

platform can revolutionizes how multinational service providers operates. This is because the 

legal overhead regarding operating on personal data in different regulative zones would be 

removed with a PDS-platform. This is a side-effect of having all personal data stored centrally 

within the PDS-platform.  The above is also verified in a report published by Cambridge 

University: “If a PDS system were implemented in a way to allow providers to easily base 

data transfer on consent (perhaps even in an automated fashion), this could cut down on 

compliance overhead and allow providers to more easily expand into different regulatory 

regimes” (Brochot et al., 2015). In this context one could therefor argue that the PDS-

platform can be seen as a mechanism that allows service provider more ease when it comes to 

operating on personal data.  

Further, seeing as the PDS-platform introduces permission based exchanged of personal data, 

initiated by the user and agreed upon by the service providers, it might give confidence 

towards service providers operating on personal data. This is because in a PDS-model, service 

providers do not need to worry about consent from the user seeing as the user would have 

given explicit and unambiguous consent via the PDS-platform. One can therefore argue that 

based on the above, that the operational risk related to personal data could in theory be 

removed with the PDS-platform. This is a result of personal data being held by the users, and 

not the service providers, more importantly, personal data is shared with the user’s 

permission.  

 

Operational 

risk 

Compliance risk is moved from the service providers towards the PDS-

providers. Provides functionality that enables the users to trust the service 

providers, therefor also removing the diminishing trust towards service 

providers.   

 

  



49 

 

- Cost 

Seeing as the Personal Data Store acts as a middleware, storing and managing all personal 

data, one can argue that this could lead to enormous cost savings for service providers. With 

the use of PDS, service providers could rely on personal data stored inside the PDS, as 

opposed to their own databases. Thereby completely removing the need for the service 

providers to have their own infrastructure. Additionally, seeing as the user has full control 

over their own personal data, and the user can freely transfer personal data between service 

providers, it also makes data acquisition much cheaper.  

An example of the above can be found in a report from the team behind Mydex (Mydex, 

2010). They argue that in the UK, the average user is in contact with around 200 different 

online services in their lifetime. Each of these services are independent and have their own 

infrastructure, moreover they also have their own processes to keep customer data up to date 

etc. The paradox according to the report is that in many cases these processes are the same, 

and the services are handling exactly the same piece of information. The above is resulting in, 

according to the report, economic waste on an enormous scale.  

To summarize we can say that by removing the need for the service providers to have their 

own infrastructure, the PDS-platform tries to lower the total cost of operating on personal 

data.  Additionally, seeing as all personal data is stored in one place, under the users control, it 

will also have several repercussion towards the cost of acquiring personal data. This is 

because by allowing the user to control and freely transfer personal data between service 

providers, one is drastically lowering the cost of acquiring personal data.   

 

Cost Lowers the cost related to storage infrastructure for the service providers. 

Also lowers the cost related to data acquisition seeing as the users can 

freely transfer data between service provider.  

 

- Flow of personal data 

With the centralized storage and full user control, the PDS-platform tries to revolutionize the 

flow of personal data. This is because with the centralized storage, the PDS-platform tries to 

allow a new breed of data intensive services access to previously untouchable historical data. 

Seeing as all personal data is stored within the PDS, and the right to give access is in the 

user’s hands, it will in theory allow third-party services access to operate on data generated by 

other services. Which again would result in smaller service providers, as well as the larger 

service providers access to more personal data. A centralized storage of personal data also 

makes it so that the data received by the service provider is not only more accurate, but also 

more up-to-date than any personal data that could result from data mining. One could 

therefore say that the above would not only be profitable for the service provider who could 

deliver more and better targeted services to the user, but also for the user who could gain from 

a wider variety of personalised services. 
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Obviously one could argue that the users might use the Personal Data Store to store, instead of 

share their personal data. This would obviously be negative for the development of new and 

innovative services. Even though it’s hard to foresee the future, there are some reports which 

concludes that users are “more willing to share information when giving explicit assurances 

about how the data will be used” (Ctrl-Shift, 2014). Further, in a report from World 

Economic Forum named Unlocking the Value of Personal data: From collection to Usage 

they say that “A new approach to personal data is needed that is flexible and adaptive to 

encourage innovation, but also protects the rights of individuals. Notice and consent need to 

be reconsidered to be equipped for this changing world” (World Economic Forum, 2013).  In 

many ways, a PDS-platform might cater towards this need.  

When looking at the functionality provided by the PDS-platform, it is clear that the 

centralized storage offers significant advantages to smaller service providers. Instead of data 

being fragmented among many service providers, which in turn can be seen as something that 

is slowing innovation, all personal data will be stored centrally within the PDS. This will in 

theory allow a free market for personal data, where smaller service providers can get access to 

the same amount of personal data as the more established service providers. Further, by 

reducing the operational risk and cost related to operating on personal data, the PDS-platform 

also lowers the entry barrier for service providers wanting to operate on personal data.  

To summarize one could say that the PDS-platform introduces a flow of personal data that is 

premised on the user’s approval, and not on the service providers.  In the centre of the PDS-

platform lies user control, and that the user should be in full control over their own personal 

data. This is believed to increase the amount of personal data the users share because they are 

in control over their own privacy settings and personal data. Moreover, with the PDS-

platforms centralised storage of personal data, the platform tries to enable a new wave of 

more targeted and better personalised services. Service providers can also benefit from 

cleaner, accurate and more up-to-date personal data with the platform. By removing many of 

the costs related to operating on personal data, and reducing the operational risk related to 

personal data, the PDS-platform also enables smaller service providers the ability to operate 

on personal data.  

 

Flow of 

personal data 

Limits the amount of fragmentation of personal data and tries to enable a 

flow of personal data premised on the user’s approval. Thereby also 

making the users more comfortable sharing more personal data. Finally, 

lowers the entry barrier related to operating on personal data.  
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5.2.3. Summary 

In this chapter we will present a summary of how personal data is managed, stored and 

processed in an alternative model for personal data based upon Personal Data Stores.  

 

 Alternative 1: PDS 

Property Description 

Control  Allows the users to take full control over their own personal data. This 

means that the users can decide how much and what kind of personal 

data is shared with service providers.  

 

Terms of Service  Allows the users to create their own terms of services which the 

service providers must agree upon before accessing personal data 

stored within the PDS.  

 

Privacy 

management  

Allows the users full control over their own privacy management. The 

users can themselves set boundaries when it comes to the usage of 

their personal data. Allows full insight when it comes to what the 

personal data is being used for.  

 

Fragmentation of 

personal data 

 

Enables centralized storage of personal data. This means that all 

personal data generated by different service providers is stored in one 

place, under the users control. Resulting in the users having complete 

overview of their personal data.  

 

Operational risk Compliance risk is moved from the service providers towards the 

PDS-providers. Provides functionality that enables the users to trust 

the service providers, therefor also removing the diminishing trust 

towards service providers.  

 

Cost Lowers the cost related to storage infrastructure for the service 

providers. Also lowers the cost related to data acquisition seeing as the 

users can freely transfer data between service provider. 

 

Flow of personal 

data 

Limits the amount of fragmentation of personal data and tries to enable 

a flow of personal data premised on the user’s approval. Thereby also 

making the users more comfortable sharing more personal data. 

Finally, lowers the entry barrier related to operating on personal data. 
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5.3. Alternative model 2: Privacy by Design 

The second alternative to the current model for storing, managing and processing personal 

data we will analyse is based upon Privacy by Design. We will first give an introduction to 

what Privacy by Design is, and what the seven foundational principles encompasses. We will 

then briefly mention some of the criticism that Privacy by Design has received. Based on the 

seven foundational principles, we will then use the framework to analyse how personal data is 

stored, managed and processed with the PbD concept. And finally, we present a theoretical 

model for how personal data is stored, managed and processed in an online environment with 

the wide-spread of Privacy by Design.  

5.3.1. Privacy by Design 

One of the most recognized approaches when it comes to protecting the user’s privacy in a 

proactive manner is Privacy by Design (PbD). It was developed by Dr. Ann Cavoukian in the 

late 1990s as a response to the growing information overload and concern among the users 

(Cavoukian, 2011a).  Privacy by Design presents a set of foundational principles to guide 

service providers when it comes to protecting the users privacy in a way that is consistent 

with Fair Information Practices (Cavoukian, 2006). In short, the foundational principles can 

be seen as a roadmap on how to implement a fair privacy strategy when offering services to 

the users. These principles are meant to remove many of the privacy concerns and increase 

data protection. The idea is that privacy cannot be given with regulatory frameworks alone, 

rather software developers need to take privacy into account throughout the whole 

development process. Meaning that privacy assurances must come from the service providers 

themselves.  The objective of Privacy by Design is from a user perspective, that the user 

should gain control over their own data, and from a service providers perspective, that the 

service could gain a sustainable competitive advantage by practicing the seven foundational 

principles (Cavoukian, 2011a). The principle has in later years been widely adopted as a 

resolution by other policy makers at the 32. Annual International Conference of Data 

Protection and Privacy commissioners meeting in Israel (Cavoukian, 2011b). 

Cavoukian argues that Privacy by Design is relevant for all types of IT systems that are meant 

to store or be used for processing of personal data. Many also argue that it should be a crucial 

requirement for products or services offered to users (Davies, 2010). This is because many 

users have limited IT skills and could therefore greatly benefit from security measures that 

protect their personal data by default. It should be noted that adding technological data 

protection into IT system is far from new. Recital 46 of Directive 95/46/EC of the European 

Union requires appropriate technical and organizational measures when designing systems 

that are meant to process personal data (European Union, 1995). The difference lies however 

that Privacy by Design goes further than maintaining security as the Directive 95/46/EC. 

Privacy by Design is based on the idea that IT systems need to be designed to protect the 

user’s privacy.  
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Based on the above it is therefore clear that Privacy by Design is not about the use and 

implementation of privacy enchanting tools or security tools. Instead Privacy by Design is 

about the general requirements towards the system and its designers, and the requirements 

towards the definition of its architecture. As a short summary, one can say that by taking a 

Privacy by Design approach when developing new IT-systems one can minimize privacy risks 

and build trust between the users and the service provider.  

5.3.1.1. Seven foundational principles 

As mentioned above, Privacy by Design presents seven foundational principles. These 

principles are meant to ensure privacy and control for the users, while at the same time create 

an environment for the service providers to gain a competitive advantage. The seven 

foundational principles are (Cavoukian, 2011a):  

Proactive not Reactive; Preventative not Remedial 

The essence of the first principle is that one should be proactive and not reactive when it 

comes to preventing privacy-invasive events. Meaning that one should anticipate and prevent 

privacy-invasive events before they actually happened. Or in other words, PbD does not wait 

for risks to become a reality, nor does it offer advice after a privacy invasive event has 

happened. The goal is instead that one should try to prevent them from occurring in the first 

place.  

Privacy as the Default Setting 

The second principle argues that the default privacy settings in a system should be in the best 

interest of the user. Privacy by Design tries to deliver the maximum degree of privacy to the 

user from the start. Meaning that if the user does nothing, the users privacy is still considered. 

In reality, there should be no need for the users to change their privacy settings, privacy 

should be by default built into the system.  

Privacy Embedded into Design 

The third principle deals with how privacy is embedded into software or business practices. 

Privacy by Design argues that privacy management should not be embedded as an add-on, 

after the functionality is completed. Instead, privacy management should become an essential 

component of the core functionality.  

Full Functionality – Positive-Sum, not Zero Sum 

The idea is that adding privacy management should not require removing security, usability, 

efficiency or other desirable functions or attributes. Privacy by Design argues that 

dichotomies such as privacy vs functionality are false, and it is completely possible to have 

both. Designers should instead try to accommodate all legitimate interests and objects, instead 

of trade-offs such as the above.  
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End-To-End Security – Full Lifecycle Protection 

Strong security measures are essential for privacy, from the collection of personal data, to the 

destruction of personal data. This is meant to provide assurances to all stakeholders that 

personal data is securely collected, and evenly important, that its securely destroyed at the end 

of the process.  

Visibility and Transparency – Keep it Open 

Privacy by Design assures that all involved stakeholders keeps their stated promises and 

objectives in regards to data processing and data sharing. By having visible and transparent 

business practices, to users and other providers alike, service providers can increase user trust. 

This includes that users should have a clear understanding over data management and what 

third-parties will have access to their data. In addition, for the user to fully control their own 

personal data, transparency is a crucial factor. Without transparency the user can never have 

full control over their own personal data.  

Respect for User Privacy – Keep it User-Centric 

The last principle can be seen as a summary of the above principles. Respect for User Privacy 

requires that developers and service providers keep the users interest in mind above all other 

parties. This includes when offering default privacy settings and keeping the user notified of 

what’s happening with their personal data. Keep it User-Centric also means that one should 

design for the user, anticipating the users’ needs and interests, not those of the service 

providers or its staff. 

5.3.1.2. Problem areas 

One of the main critics towards Privacy by Design addresses the “vagueness” of the principles 

and argues that Privacy by Design “leaves many open questions about their application when 

engineering systems” (Gürses, Troncoso, & Diaz, 2011; Rest, Boonstra, Everts, Rijn, & 

Paassen, 2014). However, the same type of vagueness is not unique and can also be found in 

the EU Data Protection Directive (Kuner, 2007). A disadvantage of this vagueness is that if 

each service provider can decide for themselves what PbD means and encompasses in their 

application domain. Then the users will have to understand the differences between how each 

service provider interprets PbD. Meaning that the issue we raised earlier regarding reading 

and understanding Terms of Service can thus be translated toward this. In other words, it 

would be difficult and time-consuming for the users to understand what each service provider 

means with their interpretation of Privacy by Design. Another issue is that many of the 

current business models are built around personal data gathering and user surveillance. This 

makes it so many of the above principles are in conflict with the todays business models, and 

therefor makes compliance towards the principles is highly unlikely (Rubinstein & Good, 

2012).  
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Some also argue that despite its comprehensiveness, it is not clear from Ann Cavoukians 

document what Privacy by Design actually is and how it should be translated into engineering 

practices (Gürses et al., 2011). (Gürses et al., 2011) further writes that in the official 

document clarifying the principles, the term “Privacy by Design” is in the explanation of the 

principles itself. For example, privacy embedded into design: “Privacy by design is embedded 

into the design and architecture of IT systems [...]. It is not bolted as an add-on, after the fact. 

The result is that privacy becomes an essential component of the core functionality being 

delivered. Privacy is integral to the system without diminishing functionality”. (Gürses et al., 

2011) argues that this recursive definition communicates to the reader that “something needs 

to be done about privacy from the beginning of systems development, but it is not clear what 

exactly this privacy matter is nor how it can be translated into design.”   

Another weakness is that the principles within PbD treats the role of the system designers as 

an active stakeholder, and puts less focus on the actual data controller. In the different 

regulations concerning personal data, the designer of the system is not recognized as an active 

role. Some have therefor said that this undermines the trust by data subject, data controllers 

and regulators (Rest et al., 2014). Besides the above, Privacy by Design receives little 

criticism. The principles are well formulated and there are obvious benefits for the users if 

Privacy by Design and the different principles were to be widely adopted by the different 

service providers. However, seeing as there is no current requirement towards service 

providers to implement the PbD principles, the concept has not reached critical mass.  

5.3.2. Properties 

Seeing as Privacy by Design is no more than a set of principles, and it is up to the specific 

service provider themselves to interpret the meaning and to what extent to adopt the 

principles, it is difficult to imagine how Privacy by Design affects the properties. Therefore, 

when we below analyse how personal data is stored, managed and processed with Privacy by 

Design, it is based on our interpretation of Privacy by Design and the seven foundational 

principles. 

- Control 

Even though the wording “control” is not mentioned in the official report regarding the seven 

foundational principles, the principles do set guidelines for how service providers as data 

controllers should handle the user’s personal data. Equally important, how much control the 

users should have over their own personal data. In a clarification document about Privacy by 

Design and its seven foundational principles, Ann Cavoukian argues that Use, Retention and 

Disclosure Limitation, Purpose Specification, Access, Data minimization and Openness are all 

important keywords in regards to control over personal data (Cavoukian, 2006). Based on the 

above keywords it is therefore clear that Privacy by Design and the principles would have 

several repercussions towards control over personal data. We will below give our 

interpretation of how the principles could have an effect in regards to how much control the 

users have over their own personal data.  
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The principle Visibility and Transparency – Keep it Open can be interpreted towards that the 

purpose of which the personal data is collected and what it is used for should be visible for the 

user at all times. By following this principle one can therefor also take a large step towards 

allowing the users insight into what their personal data is used for. Further, the second 

principle relevant for control is End-to-End Security — Full Lifecycle Protection. This 

principle clearly sets limitation on how long service providers can store the given data. 

Meaning that service providers should only store personal data as long as necessary to fulfil 

the purpose, and then destroyed. This will enhance the users control over their own personal 

data seeing as personal data will no longer be siloed within service providers.  

The final principle that is relevant when it comes to control is Privacy as the Default. The 

principle can be interpreted to have several repercussions that could affect how much control 

the users have over their personal data. One of the repercussions being that in order to 

preserve the user’s privacy, the service provider should abide to data minimization. Meaning 

that service providers should not collect more personal data than strictly needed. One could 

also interpret it towards that the service provider should clearly signal the intent of why the 

personal data is collected, used and stored. In addition, the principle could also mean that the 

users should be granted full access to their own personal data and be able to act on their right 

to be forgotten, right to transfer the personal data and challenge the accuracy of the personal 

data. And finally, the above principle of Privacy by Design could also be interpreted towards 

that the collection and usage of personal data should be fair towards the user’s privacy. 

Moreover, in the official documentation of Privacy by Design, Ann Cavoukian states that the 

“objectives of Privacy by Design – ensuring privacy and gaining personal control over one’s 

information, may be accomplished by practicing the following 7 Foundational Principles” 

(Cavoukian, 2011a). It is therefore clear that even though control is not mentioned explicitly 

in the official seven foundational principles, one can argue that control is an important aspect 

of Privacy by Design.  

To summarize we can say that Privacy by Design encourages service providers to provide 

means for the user to control what happens with their personal data. This includes informing 

the user of what personal data is collected, and the purpose for collecting the personal data. 

Further, service providers should only collect personal data to be bare minimum of what is 

necessary. The principles do however not change what can be referred to as “data controller.  

PbD merely encourages enhanced ability for the user to get insight and control within the 

service providers parameters.  

 

Control Argues that service providers should incorporate practises so that the 

users can control their own personal data. Further, service providers 

should practise full transparency towards the users when it comes to 

collecting personal data.   
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- Terms of Service 

As with the above property, the seven foundational principles do not mention the wording 

“terms of service” explicitly. There are however strong guidelines for how service providers 

should approach the user when it comes to acquiring the user’s approval for operating on 

personal data. When analysing the principles, there are two principles that can be interpreted 

towards this property, namely Respect for User Privacy — Keep it User-Centric and Visibility 

and Transparency — Keep it Open. When analysing these two principles, the two keywords 

that stand out are Openness and Consent. These two combined are important goals practised 

by Privacy by Design which the service providers should strive towards.   

The first principle mentioned above, named Respect for User Privacy, can be interpreted in 

many ways that would affect how terms of service agreements are managed in a model for 

personal data based around PbD. A central part of respecting the user’s privacy is designing 

and creating a system where the user’s privacy rights and interests are considered. This means 

that one should strive to design terms of services that puts the user’s interests and expectations 

first. Respecting the user’s privacy also means that service providers should create user-

friendly terms of services, which again has three outcomes. First, service providers should 

create terms of services that benefits the user and not the other way around. Second, the terms 

of service agreements should be understandable for the common user. Finally, an important 

part of consent and respecting the user’s privacy is that the greater the sensitivity of the 

personal data, the clearer and more visible consent should be required. Respecting the user’s 

privacy can also be interpreted towards that the user should be able to withdraw consent at 

any time.  

The principle named Visibility and Transparency can also be interpreted in many ways that 

would affect how service providers acquire consent. An important part of transparency is 

openness. Meaning that business practices and business policies should be made clear and 

available for the user.  Ann Cavoukian also argues that accountability is central when it comes 

to operating on personal data, stating that:  “responsibility for all privacy-related policies and 

procedures shall be documented and communicated as appropriate, and assigned to a 

specified individual” (Cavoukian, 2006). Meaning that the service providers should not hide 

their operations from the users.  

To summarize we can say that both of the above principles can be interpreted towards that 

terms of services should be generated in a way that is understandable and fair. In addition to 

not containing any hidden elements that could be seen as favourable for the service providers.  

 

Terms of Service Service providers should strive towards user friendly and privacy 

friendly terms of service.  
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- Privacy management 

Ann Cavoukian argues that the user’s privacy is a central aspect of Privacy by Design, stating 

that “privacy must become integral to organizational priorities, project objectives, design 

processes, and planning operations. Privacy must be embedded into every standard, protocol 

and process that touches our lives” (Cavoukian, 2006). Based on this quote, it is therefore no 

surprise that Privacy by Design and its foundational principles promotes guidelines that 

affects the privacy management property. Guidelines regarding the property can be found in 

the following principles: Privacy as the Default Setting and Respect for User Privacy — Keep 

it User-Centric. In addition, one can also make a case for that the following principals sets 

guidelines for this property: Full Functionality — Positive-Sum, not Zero-Sum and Privacy 

Embedded into Design.  

In its core, Privacy by Design encourages service providers to build and design around the 

interest and needs of the users. The second principal, Privacy as the Default Setting, sets clear 

guidelines on how privacy settings should be designed and implemented. Privacy by Design 

encourages service providers to ensure that personal data is protected automatically in any 

given IT system or business practice. Meaning that the user should not need to actively 

change their privacy settings to get the maximum level of privacy.   

The seventh principle, Respect for User privacy, encourages a user-centric design towards 

privacy. Meaning that one should anticipate the users’ needs and desires, and implement 

privacy settings that cater towards the needs of the user. The importance of this principle is 

also highlighted by Ann Cavoukian, who said the following: “The best Privacy by Design 

results are usually those that are consciously designed around the interests and needs of 

individual users, who have the greatest vested interest in the management of their own 

personal data” (Cavoukian, 2006). One can also identify a slight overlap between this and the 

second principle, seeing as both can be interpreted towards that when offering default privacy 

settings, one should keep the users best interest in mind.  

The fourth principle, Full functionality, encourages to create a “win-win” situation, where 

privacy is not affected by the functionality. Meaning that the service provider never should 

lower the privacy levels in favour of functionality. Instead, one should try to accommodate 

both needs. Additionally, the third principle, Privacy Embedded into Design, means that 

privacy is not something your add-on in later stages, it is something that should be present in 

all stages of the development. This will result in privacy becoming an essential component of 

the service that is being delivered.  

Based on the above it is clear that many of the Privacy by Design principles can be seen as 

commitments towards the user. However, this is according to Ann Cavoukian not the case, 

she states that: “Privacy by Design does not simply involve the making of declarations and 

commitments − it relates to satisfying all legitimate objectives − not only the privacy goals. 

Privacy by Design is doubly-enabling in nature, permitting full functionality − real, practical 

results and beneficial outcomes to be achieved for multiple parties” (Cavoukian, 2006).  
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And finally, as we saw under the property -Control, Privacy by Design encourages full 

transparency in regards to operations regarding personal data, and also full insight into the 

collection and usage of personal data. To summarize we can therefore say that the principles 

encourage service providers to ensure that the users personal data is automatically protected 

with the default privacy settings. The official principles go as far as saying that no action 

should be required on the user’s part to protect their privacy, it should be built into the system. 

The principles further encourage business operations that increases the level of privacy for the 

user, meaning to practice full transparency and allow insight into operations regarding 

personal data.  

 

Privacy management PbD practises strong privacy as a default setting, no action should 

be necessary on the user’s part. Encourages to allow the users to 

manage their own privacy settings and allow insight into what their 

personal data is being used for.   

 

- Fragmentation of personal data 

Fragmentation of personal data is something that not is mentioned in the seven foundational 

principles. However, when analysing the foundational principles, we can identify several 

principles that sets guidelines towards the collection of personal data. Which again could be 

interpreted as to have repercussions to the fragmentation of personal data.   

We argue that a central aspect of Privacy by Design and respecting the user’s privacy is 

abiding to data minimization. Meaning that service providers should strive to collect and store 

only the required amount of personal data. Leading to a scenario where less personal data is 

collected and therefor also less fragmented. Additionally, the first principle, Proactive Not 

Reactive; Preventative not Remedial, encourages that service providers should take measures 

to avoid privacy intrusive events. We argue that one of these measures could be to not store 

personal data in a fragmented fashion. This is because the more locations and the higher 

amounts of the personal data that is stored, the higher is the likelihood of a privacy intrusive 

event. Finally, the principle End-to-End Security — Full Lifecycle Protection as we have seen 

encourages that personal data that is no longer in use should be deleted. Based on the above it 

is therefore clear that by following the principles promoted by PbD, one is also reducing the 

amount of fragmented personal data.  

Additionally, as discussed above under -Control, Privacy by Design promotes strict guidelines 

towards how personal data should be collected, and under what circumstances it should be 

collected. One can argue that stricter guidelines would result in less personal data being 

collected, which again would lead to less fragmentation of personal data. Also, Privacy by 

Design encourages that the users should have full access to their personal data, including the 

right to transfer and delete their personal data. This could also result in an environment with 

less fragmented personal data seeing as the user with ease can delete personal data from 

service provider’s.   
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Finally, the sixth principle named Visibility and Transparency — Keep it Open (6) can be 

interpreted in many ways that would have repercussions towards the property fragmentation 

of personal data. For example, visibility means for the service providers to create a user-

friendly environment when it comes to what and how much personal data is collected. While 

transparency means for the service provider to be transparent in regards to what personal data 

is collected. Which again can be argued to have a positive effect on the user’s ability to get an 

overview of their personal data.  Based on this one can therefor argue that Privacy by Design 

and its principles will not only create an environment where less personal data is collected, 

but also an environment where the user has full overview and control over their own personal 

data.  

To summarize we can say that fragmentation is not directly mentioned in the official 

principles. However, adoption of several of the principles could have several repercussions 

towards the fragmentation of personal data. This is because by advocating stricter guidelines 

towards the collection of personal data, and allowing the user to delete their own personal 

data, one is creating an environment where there is less fragmented personal data.  

 

Fragmentation 

of personal data 

Personal data is collected and stored with the service providers. 

However, with increased user control and increased restrictions towards 

collection, it is believed to limit the amount of fragmentation and 

increase the overview for the users.   

 

- Operational risk 

The foundational principle named Proactive Not Reactive somewhat addresses the issue of 

risk when it comes to operating on personal data. The principle argues that one should 

anticipate any privacy invasive events before they actually happen and try to solve them. The 

goal should therefore be to prevent any privacy invasive attacks from arising. Moreover, all of 

the Privacy by Design principles also incorporate the Fair Information Practice Principles 

(Cavoukian, 2006). This means that service providers that follow PbD can more easily meet 

the regulators expectations when it comes to operating on personal data in a responsible 

manner. One can therefor also draw the conclusion that if a service provider can demonstrate 

the use of PbD, it will likely put the service provider in a better light among the users. Further, 

in the case of a privacy intrusive events, the outcome will not be as bad as in other cases. This 

is because Privacy by Design encourages that service providers only store as much personal 

data as strictly needed. This will in turn lower the damage in the case of a privacy intrusive 

event, seeing as the less data that is stored, the less damaging the breach will be.  

The third principle named “Privacy Embedded into Design” also directly addresses how 

service providers can limit the risk related to operating on personal data. The third principle 

states that privacy measures are not something you only add in the IT systems, but also adopt 

into the business practises. This is argued to create more sustainable business operation.  
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In addition, the principle End-to-End Security — Full Lifecycle Protection sets guidelines 

towards how to handle personal data. The principle argues that one should make sure the 

system follows all the Privacy by Design principles before collecting the first piece of 

personal data. This will ensure that personal data is securely managed throughout the entire 

lifecycle of the personal data.  

Based on the above we can therefore say that following Privacy by Design and its principles 

could lead to the following: (Commissioner for Privacy and Data Protection, 2014):  

- Help service providers meet their legal responsibilities when it comes to privacy, and 

therefore also less likely to breach the Data Protection Directive. 

- Very likely lead to less privacy intrusive actions. Moreover, any privacy intrusive actions 

will have a less negative impact on the individuals.  

To summarize we can say that the operational risk related to personal data, after adopting 

Privacy by Design is argued to be lower. This is because several of the principles set 

guidelines for to handle personal data, which in turn will lower the chances of a privacy 

intrusive event. However, if a privacy intrusive event were to happen, the outcome is believed 

to be better than without privacy by Design. 

 

Operational risk Lowers the operational risk by supporting service providers with best-

practise principles, which will increase user trust and decrease 

likelihood of compliance risk.    

 

- Cost 

The cost of operating on personal data is not directly mentioned in the foundational principles. 

However, it can be said that several of the principles does affect the cost related to operating 

on personal data. This is because many of the principles revolve around protection the user’s 

personal data and privacy, which in turn can lower the cost related to fines etc. As we saw 

under -Operational risk, one of the main ideas in Privacy by Design is that one should not 

only embed privacy into the design, but also into the business practices. Moreover, that 

service providers should be proactive when it comes to implementing security features. This 

is clearly stated in the first principle, Proactive Not Reactive; Preventative not Remedial, 

which argues that one should anticipate any privacy invasive events and prevent them for 

happening before they actually happened. By adopting Privacy by Design one is also therefor 

adopting an approach that highlights the value of looking into the future, and this could 

benefit service providers in many ways. Additionally, as we have discussed earlier, the 

foundational principles within Privacy by Design are consistent with the Fair Information 

Practises. This means that service providers adopting Privacy by Design at the same time are 

following best practise guidelines regarding fair usage of personal data. Which one can argue 

makes the development process less costly.  
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This is because it is considered less expensive to implement a feature into a system in the 

early stages, and not go back later and implement it as an add-on in response to criticism or to 

follow regulations (Casper, 2013). In a study there have also been reports that service 

providers that have adopted Privacy by Design and the principles managed to reduce their 

development costs (Cavoukian, 2013). This is because regulations surrounding protection of 

personal data in an international environment is complex, and by adopting best-practise 

principles one is assured to be in-line with international regulations.  

From a business management standpoint, it is also clear that by adopting Privacy by Design 

one can gain a competitive advantage. This is because by actively supporting strong user 

privacy and transparency of personal data, one is likely to gain the public’s confidence when 

it comes to the businesses operations, which again could lead to more users. Some also argue 

that when IT leaders adopt Privacy by Design, “privacy and security work in harmony with 

each other to transform compliance into a business advantage” (Casper, 2013). Meaning that 

PbD will over time create a more scalable and secure ecosystem, while at the same time 

lowering operating cost without compromising on data privacy.   

To conclude we can say that the cost of operating on personal data is not a central aspect in 

Privacy by Design, but some of the principles could potentially lower the cost of operating on 

personal data. By following the principles one can argue that the service providers are “well 

suited” for privacy invasive events, and the aftermath of such event will be less costly. The 

principles also address how to create a more secure ecosystem, which in time can lead to a 

more sustainable ecosystem within the service provider. Finally, as we have seen under -

Control, by actively promoting user control over personal data, one is also allowing for easier 

data acquisition.  

 

Cost Does not directly affect the cost of operating on personal data. Does 

however reduce the repercussions of privacy intrusive events. Finally, 

Privacy by Design also enables easier data acquisition.  

 

- Flow of personal data 

As we have seen above, many of the principles sets guidelines towards to what extent the user 

should be able to control their own personal data, and how the service providers should use 

personal data. Privacy by Design and its seven foundational principles further emphasizes the 

need for service providers to respect the user’s privacy and the need to include privacy as a 

default condition. Seen from a user-perspective it is therefore clear that the Privacy by Design 

would mean a more privacy-friendly environment for personal data. One can however argue 

that the seven foundational principles favours the user’s privacy in such a way that the focus 

on privacy will stifle innovation. In a report however the author says this is no more than a 

wrongful myth (Cavoukian, 2011b). The author even goes as far as saying that the reverse 

might be true, claiming that “delivering on the promise of fully functional systems (including 

strong privacy protection), demands the highest level of innovation imaginable”.   
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What might be true however, is that early adopters might be able to gain some advantage and 

media attention from being “the first”, giving them an advantage over the others. Privacy by 

Design also emphasises the need for trust between the service providers and the users. If the 

users trust the different service providers, this is believed to increase the amount and 

willingness for the user to share personal data with different service providers. Which over 

time obviously would benefit the different service providers. In addition, by providing service 

providers with best-practise principles on how to manage personal data safely and according 

to regulations, one is also enabling more ease for service providers in regards to operating on 

personal data.  

Even though the users are not in explicit control over their own personal data, Privacy by 

Design encourages that the users should be able to exercise the right to be forgotten and the 

right to transfer their own data. These two combined could have enormous repercussions to 

how the users try different service providers and the flow of personal data between service 

providers in general. With the right to transfer personal data and the right to be forgotten one 

could argue that the users would be more willing to try different services, seeing as there is 

nothing that holds the users back to one particular service. Seen from a user standpoint, with 

increased transparency one would also have a more privacy-friendly ecosystem for personal 

data, seeing as service providers would strive to not misuse personal data. This is because a 

natural consequence of more transparency is that collection of personal data needs be kept to 

the minimum, and strictly limited to the necessary for the given purposes. This is natural 

because with full transparency the users will avoid services that collect unnecessary amounts 

of personal data.  

There are however some unanswered questions in relation to Privacy by Design and the 

requirement of full transparency. It is yet to see if full transparency over what is happening 

with the user’s personal data will lead to the user becoming more willing to share personal 

data, or more restrictive. To conclude one can say that privacy in some cases might drive 

innovation, and not the opposite, seeing as privacy challenges service providers to think 

differently in order to find solutions that serve multiple functions. Finally, the result of service 

providers adopting Privacy by Design has yet to be seen in large scale, but one of the selling 

points of Privacy by Design is that by increasing the focus on privacy and allowing the users 

to control over their own personal data, the different service providers could gain a 

sustainable competitive advantage. 

 

Flow of 

personal data 

Creates a flow of personal data where the user is informed. Further, 

enables a privacy friendly environment where the users are comfortable 

sharing personal data. Provides best-practise principles towards service 

providers, therefor enabling confidence when operating on personal 

data.  
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5.3.3. Summary 

In this chapter we will present a summary of how personal data is stored, managed and 

processed in an alternative model for personal data based upon Privacy by Design.  

 

 Alternative 2: Privacy by Design 

Property Description 

Control  Argues that service providers should incorporate practises so that the 

users can control their own personal data. Further, service providers 

should practise full transparency towards the users when it comes to 

collecting personal data.   

 

Terms of Service  Service providers should strive towards user friendly and privacy 

friendly terms of service.  

 

Privacy 

management  

PbD practises strong privacy as a default setting, no action should be 

necessary on the user’s part. Encourages to allow the users to manage 

their own privacy settings and allow insight into what their personal 

data is being used for.  

 

Fragmentation of 

personal data 

 

Personal data is collected and stored with the service providers. 

However, with increased user control and increased restrictions 

towards collection, it is believed to limit the amount of fragmentation 

and increase the overview for the users.   

 

Operational risk Lowers the operational risk by supporting service providers with best-

practise principles, which will increase user trust and decrease 

likelihood of compliance risk.    

 

Cost Does not directly affect the cost of operating on personal data. Does 

however reduce the repercussions of privacy intrusive events. Finally, 

Privacy by Design also enables easier data acquisition.  

 

Flow of personal 

data 

Creates a flow of personal data where the user is informed. Further, 

enables a privacy friendly environment where the users are 

comfortable sharing personal data. Provides best-practise principles 

towards service providers, therefor enabling confidence when 

operating on personal data.  
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6. Findings 

The purpose of this chapter is to conduct a comparison between all three models for personal 

data as presented in Chapter 5.1 – Current model for storing, managing and processing 

personal data, Chapter 5.2 - Alternative Model 1: Personal Data Stores and Chapter 5.3 – 

Alternative model 2: Privacy by Design, and to highlight differences among all three models.  

When comparing all three models for personal data we will compare the same property in 

each model, and based on this comparison discuss the results in the next chapter.  

6.1. Control 

Current Personal data is collected and controlled by the different service 

providers that the users interacts with.  The users are only allowed as 

much control over their personal data as the service providers allows. 

 

Personal data 

Stores 

Allows the users to take full control over their own personal data. 

This means that the users can decide how much and what kind of 

personal data is shared with service providers.  

 

Privacy by 

Design 

Argues that service providers should incorporate practises so that the 

users can control their own personal data. Further, service providers 

should practise full transparency towards the users when it comes to 

collecting personal data.   

 

 

In context of control, when comparing the two alternative models with the current model for 

personal data, it is clear that both alternative models represents a shift in how much control 

the user has over their own personal data. The difference between the alternative models 

comes down to explicit control in the PDS-model, versus implicit control in the PbD-model.  

Meaning that the PDS-model represents a true shift in data controller, from the service 

provider to the users themselves. When it comes to the PbD-model however, we identified 

that it advocates many of the same features as we see in the PDS-model. Meaning that the 

PbD-concept emphasises the right to be forgotten, right for transferability and right to access, 

which in total can be seen as allowing the users to control their own personal data.  The key 

difference is however that the data controller remains the same, meaning that the service 

providers still has explicit control over the personal data. Privacy by Design merely advocates 

that the users should have increased control over their personal data than what is currently 

available.  
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When comparing both the alternative models together it is clear that both models emphasize 

the need for the user to control their own personal data. Which numerous reports based on the 

current model for personal data show is a valid concern. One report published by The 

European Commission states that 70% of EU citizens are worried about misuse of their 

personal data (European Comission, 2015c). Another report found that “85 % of consumers 

want to know more information about the data companies collect and 86 % want to exercise 

greater control over the data companies have about them” (Roderick, 2015). And finally, a 

report published by PcW found that: “Consumers want honesty and transparency. In our 

surveys, 80% of respondents said they were willing to share personal information if the 

company lets them know upfront how they are going to use it. Consumers feel more 

comfortable sharing information if they understand the benefits to them individually or as 

part of a larger group” (Bothun, Lieberman, & Tipton, 2012).   

Based on the above reports it is therefore clear that both alternative models cater to a valid 

concern in the current model. More specifically that the user does not have control over their 

own personal data, and as a consequence therefor also lacks the ability to act on their rights as 

defined by different regulations. Furthermore, based on the analysis one could also say that 

the alternative models go beyond addressing the above concern. The two alternative models 

build on the idea that by enabling the users with control and the ability to get insight into the 

usage of their own personal data, one is also creating what is known as a “win-win” situation. 

This is because by enabling the users with more control over their own personal data, the 

users would be more willing to engage in personal data sharing agreements with different 

service providers. Therefor resulting in more personal data to service providers, and better 

services for the users.  

However, against the argument that increased control will remove the concern that is present 

as a result of the users lack of control, a report published by The White House shows a 

contradicting result. The report named Big Data: Seizing opportunities, preserving values 

argues that the focus instead should be on how personal data is used by the different service 

providers (The White House, 2014). The report suggests that focusing on the users control 

over the personal data is not the right focus, instead one should focus on the need for service 

providers to review internally the consequences that might come from collecting personal 

data, and the importance of the user’s privacy. This approach, meaning increased focus on 

business operations instead of user control is however nothing new. In a book named Big 

Data: A revolution that will transfer how we live, work and think the authors emphasises the 

need for service providers themselves and independently to review and evaluate the impact of 

how they are operating on the user’s personal data, and how it affects the user’s privacy 

(Mayer-Schönberger & Cukier, 2013). In this context, one could therefore argue that the users 

wish for more control is actually not a result of wanting to control their own personal data. It 

is instead a wish for more transparency towards the usage of personal data, and stricter 

boundaries towards what their personal data can be used for.   
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The above, meaning more focus on business operations rather than the user’s ability to control 

their own personal data was also the focus of a study conducted by Forbes (Shah, 2015). The 

study showed that participants related strongly with the following statements about concern in 

the current model: Where they keep my data, If/where they sell my data, how long they have 

my data and finally, who sees and analyses the data. One could therefore argue that in light of 

growing concern that is present in the current model, another viable solution besides explicit 

control over personal data, is increased focus on business operations and how the service 

providers collect and use personal data. 

Based on this, meaning increased focus on business operations and less focus on explicit user 

control, it is clear that only one of the two alternative models addresses this issue. This is 

because while the PDS-model focuses on a hands-on approach where the users are inn full 

control. Meaning it actively takes away personal data from the service providers. The PbD-

model on the other hand, as we have seen, emphasises more on the service provider’s 

operations, and how they should act according to the user’s best interest. One could obviously 

make an argument towards that if the users were to adopt the PDS-platform, that it would 

force a way for change in business operations. This is because the PDS-platform would allow 

the users insight into what is happening with personal data.  Therefor also forcing service 

providers to change their operations in order to get access to the user’s personal data. 

Nevertheless, the PbD-model is the only alternative model guaranteed to fulfil this need.  

While Privacy by Design and the Personal Data Store-platform share many key points when it 

comes to how much control the user should have over their own personal data, they also share 

some of the downsides. One can argue that if the approaches taken by the PDS-provider or the 

service providers overwhelms the users in regards to control over their own personal data. 

That this could introduce a new number of privacy risks, such as the users oversharing 

personal data due to insufficient knowledge. An extreme example can be taken with the PDS. 

Seeing as the PDS contains all the user’s information and activities, it could very likely be 

used as a surveillance tool by many of the stakeholders. This is because, even though the 

users are in full control over the personal data inside the PDS, it does not hinder the users 

granting third-party applications access to all this data. The above is however not limited 

towards the PDS-model. This is because, as we have seen, the PbD-model also emphasises the 

users need to control and transfer personal data.  This means that when it comes to 

empowering the users with more control, one also need to enlighten the users about the risks 

of sharing personal data.  

Another argument that can be seen as a negative when it comes to the PDS-model is that the 

PDS-platform requires far more user interaction than the current model. This is also why we 

can argue that the adoption rate and popularity of this model will depend on if the users see 

the need for empowering solutions such as PDS. The same problem is however not present in 

the PbD-model. This is because the PbD-model puts equally much focus on the business 

operations and how service providers should operate on personal data, as it does on the user’s 

ability to control their own personal data. In this context it is therefore clear that a model such 

as the PbD-model, where the user’s personal data is proactively protected by the service 

providers, without any user interaction can be seen as a more viable solution.    
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In the start of this chapter we mentioned several reports which concluded that high amounts of 

users are concerned about the usage of their personal data, moreover, that a majority of users 

expressed wishes for more control over personal data.  However, at the same time, other 

reports show a conflicting trend. In a recent study published by the Norwegian Data 

Protection Authority and The Norwegian Board of Technology they found some interesting 

numbers in regards to the current model for personal data, and if a change towards an 

alternative model is wanted (Datatilsynet & Teknologirådet, 2016). The survey asked if the 

users of online services had noticed that they receive targeted advertisement after preforming 

actions online, and almost 8 out of 10 answered yes to this question. The same amount also 

said it was uncomfortable that these online services collect and analyse personal data, for then 

to display targeted advertisement based on this analysis. The paradox was however that at the 

same time, only two out of ten would want to pay for services such as Facebook, Gmail and 

Hotmail that are free today, if they could receive an ad-free and tracking free service. One can 

therefore conclude that most people are aware of what’s going on, but at the same time, not 

many are willing to pay for a more privacy friendly service. Additionally, while many users 

have expressed wishes for more control, very few actually want to take an active part in 

controlling their own personal data (The Boston Consulting Group, 2012). However, the 

above report also mentions that almost half the respondents said that they were using these 

services because there are no other good alternatives.   

It is obviously hard to draw a conclusion from this, but one could argue that if there was a 

viable solution where the service providers embraces Personal Data Stores or the Privacy by 

Design concept, that some users might be interested in switching towards a more user friendly 

alternative. However, increased user participation in regards to control over personal data can 

be seen as a major obstacle discouraging many from switching. Another challenge in regards 

to both alternative models is also that that many of the most popular services today are only 

viable and realizable because of big data, and the collection of personal data (Spiekermann, 

2012). Meaning that “high privacy standards can restrict the collection and use of data for 

further analysis, limit strategic options, and impact a firm’s bottom line. Consider advertising 

revenues boosted by behavioural targeting practices and people’s presences on social 

networking sites: without personal data, such services are unthinkable” (Spiekermann, 2012).  

However, at the same time, in regards to a possible switch of models for personal data, many 

have drawn the conclusion that in the age of big data, companies who fail to gain the users 

trust will have a hard time adopting new users. This is because service providers that are 

transparent about what information they gather, allows the users to have control over their 

own personal data, and offer fair value in return can be favoured to get more personal data, 

seeing as the users trust them. While those who conceal their operations from the users would 

in this scenario slowly loose the users trust and get very limited access to the user’s personal 

data. This is based on plenty of studies that found that transparency about the collection and 

usage of personal data increases the users trust, which again leads to the users being more 

comfortable sharing personal data (Morey, Forbath, & Schoop, 2015).  
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There has also been a study that found a direct correlation between the users wishes for more 

transparency and the service providers ability to gain a competitive advantage, stating that 

“the companies that win will be the ones that listen to their consumers' preferences and use 

data accordingly to build mutually beneficial relationships” (Aimia survey, 2014). In this 

context it is therefore clear that both the PDS-platform and PbD serve a compelling need 

among the service providers. 

6.2. Terms of Service 

Current The users have to navigate through complex and lengthy terms of 

services for each service provider they interact with. These 

agreements are often unbalanced in the favour of the service 

providers.  

 

Personal data 

Stores 

Allows the users to create their own terms of services which the 

service providers must agree upon before accessing personal data 

stored within the PDS.  

 

Privacy by 

Design 

Service providers should strive towards user friendly and privacy 

friendly terms of service.  

 

When analysing the property terms of service in the current model we identified four primary 

problems. First, the complexity when it comes to actually reading and understanding the 

content of the agreement. Second, the content of the terms of service agreements are in the 

current model often unbalanced and unfair seen from a user standpoint. Third, each service 

has their own Terms of Services.  Finally, one can argue that the user actually has no choice 

in the current model. Meaning that the user is forced to accept the agreements, or not use the 

service at all.  

When comparing the PDS-model with the current model, we see that the PDS-platform tries 

to solve the challenges that are present in the current model for personal data by making it so 

the users themselves can create their own boundaries. This includes how much personal data 

is shared, and under what circumstances personal data is shared. The result of this is argued to 

be that the users are able to decide for themselves how they want their personal data to be 

used. Resulting in the users becoming more aware of what is happening with their personal 

data, and therefore also more comfortable with sharing their personal data. More importantly, 

the PDS-model creates an environment where the user’s personal data is argued to not be 

abused by the different service providers. 

In terms of the PbD-model we see that the model offers a different, but equally viable solution 

to the above challenges. In terms of the PbD-model we see that the principles promoted by the 

concept leaves the responsibility of creating the agreements on the service providers. 

However, the service providers should strive towards creating a user-friendly environment.  
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This include agreements that protects the user’s privacy and does not misuse the users trust. 

Evenly important, create agreements that are understandable for the users. Based on the above 

it is therefore clear that both alternative models offer solutions to the above problems. The 

difference again, as with under -Control, lies with who should be responsible for addressing 

the problems. The users in the PDS-model, or the service providers in the PbD-model.  

In addition to the above four problems, another area of challenge we identified in the current 

model for personal data, in context to the property Terms of Services, deals with the 

enforceability of the agreements. In a case stemming back from 2012 named Schnabel v. 

Trilegiant Corp., a US court ruled in favour of the user in a case regarding the enforceability 

of the Terms of Service (Practical Law, 2012). The aftermath of the above case resulted in 

many practical implications for service providers when presenting online Terms of Services to 

the users.  In an article published by Forbes, the author applied the courts decisions to Terms 

of Services and made a list of what service providers should do in order to maximize the 

likelihood of enforceability (Herzfeld, 2013): 

- provide clear and conspicuous notice of all terms; 

- require counterparties to scroll through to the bottom of the terms and then type in their 

name in a signature box, click an “I Agree” button or otherwise expressly and actively 

manifest their assent to the terms; 

- prohibit any use of the website or commencement of the relevant services prior to such 

express and active manifestation of assent; and 

-  periodically have counterparties reconfirm their agreement to the terms. 

Based on our analysis of the alternative models, it is clear that both alternatives offer solutions 

to this challenge. One could argue that by simplifying terms of services like the PbD-model 

advocates, that this could make terms of services not only more user friendly and readable, 

but as a side-effect, could also make terms of services more enforceable. In the case of the 

PDS-platform, seeing as the PDS-model allows a new flow of personal data, initiated by the 

users themselves, and agreed upon by the service provider. One could argue that any issues 

regarding enforceability would be obsolete. This because it is the user who makes the 

guidelines and boundaries, and the service provider who agrees to them. This is also why we 

argue that a PDS-platform might give confidence towards service providers operating on 

personal data. To conclude one could therefor say that seen from the service provider’s 

standpoint, that both alternative models bring reassurances when it comes to operating on the 

user’s personal data. 

However, seen from a service provider’s standpoint, one could obviously draw the same 

conclusions as we did under the property Control. Meaning that if the users themselves were 

to create their own boundaries to their personal data, which is the case with the PDS-platform. 

That this could severely impact the service provider’s ability to provide services to the users. 

The above is obviously a valid concern seeing as the problem lies in that many of the biggest 

services today are only realizable because of agreements that are one-sided towards the 

service provider. It is therefore highly uncertain what an adoption of PDS would result in.  
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Also, when it comes to the PDS-model one need to take into consideration that a PDS-

platform would mean increased user-interaction and how this makes the PDS-platform 

somewhat unwanted. Finally, enabling the user to create their own boundaries could also be 

seen as a privacy risk, seeing as this could very likely be abused.   

Therefore, based on the above downsides surrounding the PDS-platform, one could therefor 

argue that this makes the PDS-platform less viable. When it comes to the PbD-model 

however, it can be seen as an approach that is in-between the current model and the PDS-

model. This is because the PbD-model can be seen as something that takes the best from both 

sides. It would allow service providers to create their own terms of services, but at the same 

time those Terms of Services should be in the user’s best interest.  

To conclude we could therefor say that seen from the standpoint of the user, it is clear that 

both the alternative models serve a compelling need where the current model fails, which is 

that they create a user friendly environment. We earlier showed statistics that the user is 

overwhelmed by the length and complexity of these agreements. Based on the analysis of the 

PDS-model and PbD-model we argue that both the alternative models try to solve this issue. 

In the case of PbD the usability comes from guidelines towards how service providers should 

approach the creation of user-friendly agreements. While in the PDS-model there is a 

complete switch, from the user agreeing on agreements, towards the users creating their own 

agreements.  

6.3. Privacy management 

Current model Privacy settings are often set by default to increase the personalized 

experience, at the cost of privacy. The users are limited by the 

privacy settings provided by the service providers, and finally, the 

users have limited insight into what their personal data is being used 

for.   

 

Personal Data 

Stores 

Allows the users full control over their own privacy management. 

The users can themselves set boundaries when it comes to the usage 

of their personal data. Allows full insight when it comes to what the 

personal data is being used for.  

 

Privacy by 

Design 

PbD practises strong privacy as a default setting, no action should be 

necessary on the user’s part. Encourages to allow the users to manage 

their own privacy settings and allow insight into what their personal 

data is being used for.  

 

In regards to privacy management, our analysis of the current model for storing, managing 

and processing personal data shows primarily three problem areas: First, the users only have 

as much privacy and insight as the service providers allows the users to have. Resulting in 

headache among the users who are demanding more privacy controls and insight over the 

usage of their personal data.   
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Second, the default privacy settings are also set to increase the personalized experience, at a 

cost of privacy. We have however seen many of the more popular service providers in the 

current model allowing the users to take a more active part in their own privacy management, 

enabling a wider set of privacy settings and increasing transparency of what they are doing 

with the personal data. The problem regarding default privacy settings is still however very 

much intact. This is because as long as the service provider themselves can manage the user’s 

privacy settings, one can argue that the default always will be in favour of the service 

provider’s interests. Third and finally, when analysing the current model for storing, 

managing and processing personal data in an online environment we identified that most users 

feel like their privacy is being violated. The paradox then being as we saw under -Control, it 

is also widely known that increased transparency and the more privacy controls the users 

have, the more the users will be willing to share with different service providers. A report 

from PwC concluded with the following: “Businesses need to be explicit, clear and direct in 

stating what personal information will be used, how it will be collected and what the 

consumer will get in return. When consumers perceive transparency and have the option to 

control what and how information will be shared (such as through privacy settings), they are 

more willing to share information” (Bothun et al., 2012).  

When comparing the current model for personal data with the two alternative models, it is 

clear that they both contain drastic changes when it comes to privacy management. As 

mentioned earlier, privacy management is directly connected with how much control the users 

have over their personal data. Therefore, seeing as both the PDS and PbD-model offer more 

control and insight over personal data to the users, they also offer more privacy management 

to the users.  

When comparing the PDS-model with the seven foundational principles, we see that the PbD-

model encourages many of the same ideologies as the PDS-model, but on a lighter scale. The 

PbD-model encourages user friendly and privacy friendly settings by default, but does not go 

as far as allowing the users to completely manage their own settings as in the PDS-model. The 

PbD-model further encourages full transparency and openness by the service provider when it 

comes to operating on personal data. This is again believed to remove the privacy concerns 

that are present in the current model. This is because as we identified earlier, questions like 

Where they keep my data, how long they have my data and Who sees and analyses the data 

are highly rated questions among users when it comes to privacy concerns in the current 

model (Shah, 2015). The fact that PbD instead of allowing the users full control over their 

own privacy settings, encourages the service providers to act on the user’s best interest is 

however not a downside.  This can also be seen as an up-side towards PbD. This is because 

the whole aspect of how the users will react to having to manage their own personal data is 

still somewhat unanswered. Finally, one of the biggest benefits with the PbD-model, in 

contrast with the current model, is that it encourages service providers to create default 

privacy settings that are user friendly. 
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Meaning that the users themselves does not need to take an active part in changing their own 

settings. One could therefore argue that the PbD-model is favoured above the PDS-model and 

the current model when it comes to privacy management. This is because the PbD-model 

requires less user interaction, but provides the same level of privacy as the PDS-model.  

Furthermore, when comparing the PDS-model and the PbD-model we can quickly identify 

that both of them share an ideology that the user should be informed in all phases of the 

operations. Meaning that the service provider should provide enough transparency for the 

users to be informed about the operations. What shares them apart is that whilst the PbD-

model leaves the responsibility of acting on the user’s best interest on the service provider. 

The PDS-model can be seen as more of a hands-on solution, allowing a complete shift, 

towards the user being able to completely control their privacy management themselves. The 

problem with this however, as we have seen, is that this again depends on user’s ability to 

perceive what is good for their own privacy and what could possibly become a security risk. 

Seeing as the users would be in full control over their own personal data, the users are also in 

a position to make the wrong choices.  

In terms of the two alternative models ability to solve privacy issues in the current model, we 

will use a list compiled by Altimeter Group. In a report titled Consumer Perceptions of 

Privacy in the Internet of Things the authors draws the following conclusions (Groopman, 

2015): 

- Consumers’ top concern: Who is seeing my data? Consumers are highly anxious about 

companies sharing their data: 78% of consumers are highly concerned about companies 

selling their data to third parties. 

- At least half of consumers express heightened discomfort with the use and sale of their data 

in connected ‘real world’ environments. While older generations show higher concern, strong 

discomfort with the use and sale of connected device data is pervasive across all age groups, 

including millennials. 

- Consumers want more information and more engagement around privacy. While trust and 

understanding of standard data collection and privacy protections are low, consumers are 

highly interested in deeper information and more frequent notifications. 

Based on the analysis of the PDS-model and the PbD-model it is clear that both models 

satisfy the above needs highlighted by the Altimeter report. In the case of the PDS-model the 

reassurances comes from the fact that the PDS-platform is acting like a middleware between 

the user’s personal data and the service provider. Allowing the user full insight into what the 

service providers are doing with their personal data, and also allowing the user to control how 

service providers may operate on personal data. When it comes to the PbD-model, by 

encouraging full transparency and openness when it comes to personal data, one is also 

satisfying the above needs.  
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As we mentioned earlier, one of the big unanswered questions in response to control was how 

the ability for the users to control their own personal data would affect the service providers. 

This question can also be transformed into a question relevant for privacy management.  If the 

users can set boundaries on what their personal data can be used for, or if the service provider 

should prioritize privacy friendly default settings over functionality. Then this might lead to a 

scenario where there are too many boundaries on the service providers when it comes to 

operating on personal data. In response to increased transparency and privacy management 

being a negative aspect that limits the service provider’s ability to deliver a personalized 

service, there have however been several good examples of this working the other way 

around.  

One example of privacy friendly setting as the default being a success story can be taken from 

Microsoft and their internet browser Internet Explorer. When Microsoft announced that their 

newest version of Internet Explorer would have the “do not track” feature enabled by default, 

it was seen by many as an intended move to steal users from competing browsers (Ludwig, 

2013). More importantly, it was perceived as an extremely good PR move from Microsoft that 

reportedly increased their market share (Oswald, 2012). The decision was however retracted 

in later versions of the internet browser (Lardinois, 2015).  

We have above mentioned some of the clearer benefits from the users having more control 

over their own privacy management, but seen from a user-standpoint there are also some 

hidden benefits. One of these hidden benefits was revealed by (Zettelmeyer, Morton, & Silva-

Risso, 2001). The authors argue that if the users are in complete control over their own 

personal data, that the users could benefit greatly from this. This is based on the general 

assumption that in the current model, different service providers use personal data to deliver 

not only a wide range of personalized service, but also personalized advertisement. 

(Zettelmeyer et al., 2001) argues that users can benefit when some personal data is not 

revealed towards the service providers. Such as information about the user’s willingness to 

buy certain products.  

An example of this can be taken from Amazon. Back in September 2000 there was a case 

surrounding Amazon.com’s dynamic price experiments that lead to an enormous PR scandal. 

An amazon.com user had purchased Julie Taymor’s DVD for $24.49. However, in the 

following weeks when he found that the price had gone up to $26.24. The problem was that 

after the user deleted his cookies and logged out of his amazon account, he found that the 

price went down to $22.74 (Streitfeld, 2000).  

The above is an example of what is called price discrimination. Meaning where service 

providers alter the price depending on personal data collected on the users, such as 

willingness to buy a certain product. (Hannak, Soeller, Lazer, Mislove, & Wilson, 2014) 

argues that this type of price discrimination is almost impossible to detect seeing as service 

providers does not reveal if the price is dependent on personal data that is collected in the 

background. This is also supported by a report published by The Norwegian Data Authority. 

The report argues that this type of discrimination is only present due to the lack of 

transparency and openness that is present in the current model (Datatilsynet & 

Teknologirådet, 2016).   
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Meaning that because the users have little control over what personal data is collected and 

how it is used, that this makes the users vulnerable to price discrimination. In this context one 

could therefore argue that both the PDS-model and the PbD-model serve a compelling need 

for transparency, either it be from the PDS-interface or from the service providers itself. 

Finally, in context of the PDS-platform we have seen that it has the potential to solve many of 

the privacy issues that we highlighted in the current model. But at the same time, it might 

aggregate many of the issues. This is because the PDS-platform allows for more storage and 

analytics of personal data. An example can be seen with big data, big data does not only pose 

many great opportunities in terms of research and innovation, but with big data also comes 

some of the biggest privacy risks (Tene & Polonetsky, 2012). The privacy risks in big data 

relate to the storage of personal data. This is because big data allows for a much greater 

insight and prediction over the user’s routines. Further, big data allows the businesses to 

create even more detailed and predictive user profiles that can infringe on many of the privacy 

rights of the users. In this context, one could therefor argue that while the PDS-platform 

solves many of the current privacy issues, it does also present new issues.  

To summarize one could say that in the current model the users lacks the ability to truly 

manage their own privacy settings, and that the default privacy settings are often set to 

improve the experience. The PDS advocates a full change, very much like with control, that 

the users should be in full control over their own privacy settings, and the service providers 

needs to abide those. The PbD can be seen as a friendlier solution towards the service 

provider, advocating the need for default settings that are privacy friendly, a full-functionality 

ideology and full transparency when it comes to operating on personal data. 

6.4. Fragmentation of personal data  

Current Personal data is being stored in a fashion among the different service 

that leads to high amounts of fragmented personal data. This is 

causing the users to loose overview. As a consequence, the service 

providers have unprecedented amounts of personal data on the users.  

 

Personal data 

Stores 

Enables centralized storage of personal data. This means that all 

personal data generated by different service providers is stored in one 

place, under the users control. Resulting in the users having complete 

overview of their personal data.  

 

Privacy by 

Design 

Personal data is collected and stored with the service providers. 

However, with increased user control and increased restrictions 

towards collection, it is believed to limit the amount of fragmentation 

and increase the overview for the users.   
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When analysing the two alternative models for personal data, it is clear that there are 

mechanisms in both the alternative models that could reduce the amount of fragmentation that 

is present in the current model. More importantly, the two alternative models also introduce 

mechanisms that has the potential to remove many of the downsides we identified in the 

current model for personal data.   

When comparing the PDS-model with the current model there is a clear shift of paradigm. 

The PDS-platform, as we have seen, enables a fully centralized storage of personal data. The 

repercussions of this would be that instead of each service provider storing personal data 

about the users in their own infrastructure, the service providers would use the PDS-platform. 

Based on the above one could therefore argue that the PDS-model could completely remove 

any fragmentation of personal data. Instead of the users manually typing in personal data 

when registering for a new service, the service provider could automatically get data from the 

PDS. The PDS-platform further allows service provider to monitor for changes within the 

PDS-platform, and therefor get the latest updated personal data.  This would mean that if the 

users change their email inside the PDS, each service provider with access to the PDS could 

monitor for this. Meaning that the users no longer needs to manually change their email with 

each service provider.  A centralized storage of personal data, under the users control also 

means that the users can freely share personal data between service providers.  However, as a 

downside of centralized storage, one also need to take into account that the centralisation and 

one-point-of-access will almost definitely lead to an excessive amount of trust and control 

concerns. Nevertheless, the PDS-model offers direct solutions for limiting the amount of 

fragmentation that is present in the current model.  

When comparing the PbD-model with the PDS-model, it is clear that the PbD-model does not 

address the issues of fragmentation in an equally direct manner.  As we have seen, the seven 

foundational principles do not mention fragmentation of personal data. Therefore, when 

analysing how the PbD-model would affect the fragmentation of personal data, we need to 

analyse how the principles would affect the amount of personal data collected. The PbD-

model encourages service providers to store less personal data and delete outdated data, which 

in turn could lead to less fragmented data. One could also make an argument towards that the 

PbD-model’s strict guidelines towards how much and under what circumstances personal data 

should be collected, could lead to less fragmentation of personal data. Keywords such as data 

minimization and user-access are also all argued to have an impact on the amount of 

fragmentation that is present in the model. In addition, seeing as service providers are 

encouraged to operate within the user’s best interest, one could be argued that also this will 

lead to an environment where there is less fragmented data. Therefore, by actively promoting 

to delete outdated personal data, and stricter guidelines towards the collection and storage, the 

PbD-model could have enormous repercussions towards the amount of fragmented personal 

data.  And finally, by enabling the users with the ability to act on their rights to be forgotten, 

which in today’s model is almost non-present due to the hidden collection of personal data, 

one is also enabling the users themselves to limit the amount of fragmentation (Druschel, 

Backes, & Tirtea, 2011).  
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In our analysis of the fragmentation of personal data, we mentioned that seen from a user-

standpoint, one of the largest issues in the current model, in regards to fragmentation of 

personal data, was the lack of overview for the users themselves. Both the alternative models 

try to solve this issue in different ways. A side effect of a centralized storage such as the PDS-

platform is that the users have full control over what personal data is stored, and who has 

access to it. Therefor also giving the users a complete overview of their personal data. In 

terms of the PbD-model, a central aspect of the model is data minimization, meaning that one 

should not collect more data then strictly needed. In addition, PbD also encourages service 

providers to rapidly delete any data that is no longer needed or is found outdated.  This will in 

turn also lead to better overview seeing as old personal data would be deleted by the service 

provider by default, without any action from the users. Furthermore, seeing as PbD 

encourages openness, full transparency and full user access when it comes to personal data, 

one could argue that this will lead to a model for personal data where the users have better 

overview of their personal data.  

Based on the above, it is therefore clear that a centralized solution such as the PDS-platform 

offers many advantages, both for the users and also for the different service providers. A 

relevant question is there for why the PDS-platform has not yet gained traction among users 

in this context. According to (Narayanan et al., 2012) a variety of cognitive factors hinder 

adoption of these kinds of systems. First, a PDS-platform would obviously require software 

installation, which the authors argues to be a significant barrier. Second, more control over 

personal data will, as we have discussed earlier, also lead to the users making more decisions, 

leading to what the authors call cognitive overload. Third and finally, the authors argue that 

the users lack expertise in software configuration, which could result in security 

vulnerabilities. The above points are however not limited towards the PDS-platform in the 

context of fragmentation, but can also be seen as a more general downside with the PDS-

platform. In this sense, one could therefor argue that a solution like the PbD-model, where the 

service providers are encouraged to act within the user’s interest can be seen as a more 

favourable model.  

To summarize we can say that both the PbD-model and the PDS-model provide solutions for 

many of the challenges that are present in the current model. By providing a centralized 

storage opportunity and providing ways for the users to see who has access to their personal 

data. One can argue that the fragmentation and the concern that is present because of the 

fragmentation, would be removed. The PbD-model does however, as we have seen, not 

directly address the issue of fragmentation. Although, several of the foundational principles 

does address how personal data should be stored, how it should be collected and when it 

should be deleted. Which in turn could lead to the same results as the PDS-model, meaning a 

model where there is less fragmented personal data, and the users have better overview of 

their personal data.  
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6.5. Operational risk 

Current Service providers operating on personal data are vulnerable to 

compliance risk and the loss of trust among the users.  

 

Personal data 

Stores 

Compliance risk is moved from the service providers towards the 

PDS-providers. Provides functionality that enables the users to trust 

the service providers, therefor also removing the diminishing trust 

towards service providers.  

 

Privacy by 

Design 

Lowers the operational risk by supporting service providers with 

best-practise principles, which will increase user trust and decrease 

likelihood of compliance risk.    

 

 

When analysing the two alternatives to the current model for personal data, it is clear that both 

models contain different mechanisms that has the potential to reduce or limit the risk 

associated with operating on personal data. In terms of the PDS-model we saw that the PDS-

platforms ability to act as a middleware between the users and the service providers is argued 

to remove much, if not all the operational risk from the service providers. This is because of 

the PDS-platforms ability to extract personal data from the service providers, resulting in 

service providers shying away from regulatory demands and scrutiny from users.  In terms of 

the PbD-model we identified that the risk reduction comes as a result of increased 

transparency and creating a privacy friendly environment, not only in the products offered to 

the user, but also within the business operations. We further saw that by following the seven 

foundational principles one is also following best-practise guidelines which is believed to 

increase regulatory compliance and increase user trust.   

In our analysis of the current model, we identified that there is a trend where service providers 

collect massive amounts of personal data on the users, for then to analyse and predict user 

behaviour etc. As a consequence of this collection, more and more users are concerned about 

what is happening with their data (eMarketer, 2014b). Because of the users growing concern, 

and the service providers misuse of the current regulations, governments are rewriting the 

rules and legislation concerning personal data. One example of the above is the new General 

Data Protection Regulation (European Comission, 2016b). The General Data Protection 

Regulation can be seen as a comprehensive reform of the EU’s 1995 data protection rules that 

is meant to increase the privacy rights, in addition to boosting Europe’s digital economy 

(European Comission, 2015a). The General Data Protection Regulation increases the 

requirements towards service providers in terms of documentation, risk and consequence 

evaluations and in form of better privacy solutions. And finally, the new regulation also 

focusses on strengthening the user’s privacy, right for transferability and right to control their 

own personal data, which as we have identified in the current model is lacking.   
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After the announcement of the new General Data Protection Regulation, many have taken 

word that it will increase the stakes for service providers when it comes to operating on 

personal data, stating that “with the proposed EU Data Protection Regulation set to be 

introduced in 2016, the stakes will get even higher for businesses”(Porter, 2015). We will 

below give some direct examples of how the new regulation will affect service providers. 

Further, explain how the alternative models can ease the burden for service providers when it 

comes to operating on personal data under the new regulations (Dunn, 2015):  

- Under the GDPR, organisations that believe they have suffered a breach with data 

protection implications will have 72 hours to report it to the local information commissioner 

from the point at which it is discovered (this might be reduced to 24 hours in future). 

Breaches of data protection (of which a full breach is only the most serious example) will 

result in fines of at least two percent of global turnover or 1 million Euros, whichever is 

greater. 

- All data must be gathered with explicit rather than assumed consent and the right for data 

subjects to withdraw that communicated and explained as part of its lifecycle. In future there 

it won’t be possible simply to accumulate and hold on to data because there is no policy for 

disposing of it. 

- Organisations must identify which data held by them qualifies as personal, where this is 

physically stored and in what state. Because this introduces a management overhead, it will 

be in the interest of businesses to minimise the data they collect in future, ensuring its 

accuracy.   

First, when analysing the PbD-model in regards to the above requirements, it is clear that the 

PbD-model is fully intact with the upcoming General Data Protection Regulations. This is 

because the seven foundational principles promoted by Privacy by Design are widely 

acknowledge as “de facto best practises” when it comes to protecting the user’s privacy. 

Additionally “several core principles have been adopted by U.S. government 

agencies”(Green, 2015). Based on the analysis of the seven foundational principles it is also 

clear that by adopting the seven foundational principles, one is also following principles 

which are putting the user’s privacy rights first. Which again can be seen as a privacy 

reduction mechanism. Further, by following the seven principles, one is also far above the 

limit when it comes to the protecting and allowing the user to act on their rights, this is 

because “privacy by Design (PbD) has had a large influence on security experts, policy 

makers, and regulators. “. In addition, “It’s referenced heavily in Article 23, and in many 

other places in the new regulation. It’s not too much of a stretch to say that if you implement 

PbD, you’ve mastered the GDPR” (Ng, 2015). Meaning that by adopting Privacy by Design 

and its seven principle, service providers can be assured they are intact the upcoming changes. 

In this context one could also say that the principles promoted by PbD can be seen as 

guidelines which can help service providers be compliant with the upcoming General Data 

Protection Directive.  
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The PDS-platform on the other hand can be seen as middleware that helps the service 

providers comply with the new EU regulations. The new EU regulations emphasises the need 

for the user to be in full control over their own personal data, need for strengthen security 

measures and transparency when it comes to personal data. In this context one could therefor 

say that service providers that are choosing to adopt the PDS-platform, are also automatically 

aligning themselves with the requirements presented in the upcoming General Data Protection 

Regulation. This is because of the PDS-platforms ability to act as a middleware, where 

personal data is stored, ensuring maximum level of security while at the same time enabling 

the user to act on their privacy rights.  The above was also the result of a study conducted at 

Cambridge where the authors concluded that the PDS-platform is fully compatible with 

regulations surrounding personal data, stating the following about the PDS-platform: 

“Alignment with the fundamental rights of European citizens enshrined in the Data Protection 

Directive (DPD) and the upcoming General Data Protection Regulation (GDPR)” (Brochot et 

al., 2015). 

To conclude one could therefor say that both alternative models are compatible with the 

upcoming General Data Protection Regulation. In terms of the PDS-platform, by acting as a 

middleware the PDS-platform ensures safely storage of personal data, and allows the users to 

act on their rights as defined by different regulations. More importantly, service providers 

adopting the PDS-platform are also distancing themselves from storing personal data, therefor 

as we said, also shying away from much of the liability. When it comes to the PbD-model, by 

promoting guidelines which are intact with the upcoming regulations, one is also helping 

service providers towards compliance with regulations surrounding personal data.   

In addition to compliance risk, we introduced in our analysis of the operational risk that is 

present in the current model a report published by Accenture named Guarding and Growing 

Personal Data Value. The report mentions that “there is a crisis of trust in data security” and 

as a result users are shying away from service providers that they do not trust with their 

personal data (Cooper et al., 2015).  Or evenly important, the report highlights that 

“Customers are acting on their privacy concerns”, meaning that simply operating on personal 

data in the current model could be seen as a risk. As a countermeasure to the above, the report 

from Accenture argues that in order to regain the users trust, service providers should:  

1 Demonstrating openness in how businesses use personal data  

2 embrace industry-level self-regulation schemes and seek out independent accreditation.  

3 Giving customers greater control over their data 

4 Clarifying and potentially increasing the benefits customers receive in exchange for sharing 

their data.  

Based on the above report from Accenture it is therefore interesting to see how the alternative 

models caters to the necessities presented in the report. We will therefor in the following 

paragraphs analyse how the alternative model solves the above four requirements. 
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Based on our findings in relations with the PDS-model and the PbD-model, it is safe to say 

that both the alternative models goes far in achieving the above results. By adopting the PDS-

platform, the service providers demonstrate (via the PDS-interface) how personal data is used 

(1), gives users full control over their personal data (3), clearly demonstrates what the return 

is of sharing personal data (4). And finally, the PDS-platform can be seen as an independent 

actor, acting on the user’s best interest, therefor giving the users peace in mind (2).  

In terms of the PbD-philosophy, the principles are also clearly intact with the above list 

presented by Accenture. In our analysis of the PbD-model we saw that transparency and 

openness are important keywords in PbD (1,4).  PbD further presents a philosophy that is 

centred around the user and that users should be in control over their own personal data (3). 

Seeing as the principles promoted by PbD are considered intact with the upcoming GDPR, 

one is also embracing best-practise principles in regards to privacy (2). Finally, seeing as PbD 

is widely acknowledge as a philosophy to empower the user with control and privacy. Service 

providers that adopt the principles might also gain traction among the users because of 

adopting a philosophy that is privacy friendly towards the users (Information and Privacy 

Commissioner of Ontario, 2016).    

To summarize one could say that the risk reduction in the PDS-model comes from the PDS-

platform itself.  This is because of the PDS-platforms ability to work as a middleware where 

personal data is protected. The PDS-platform would therefore remove any liability towards 

the service providers. When it comes to the PbD-model, the risk reduction comes from well 

recognized principles such as data minimization and increased focus on privacy. Additionally, 

service providers adopting the principles are also adopting best-practise guidelines when it 

comes to privacy. Therefor reassuring service providers that they complaint with regulations 

concerning personal data.   

6.6. Cost 

Current Operating on personal data comes with high expenses related to 

infrastructure, regulatory compliance, and finally, cost related to data 

acquisition.  

 

Personal data 

Stores 

Lowers the cost related to storage infrastructure for the service 

providers. Also lowers the cost related to data acquisition seeing as 

the users can freely transfer data between service provider. 

 

Privacy by 

Design 

Does not directly affect the cost of operating on personal data. Does 

however reduce the repercussions of privacy intrusive events. Finally, 

Privacy by Design also enables easier data acquisition.  
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When analysing the current model for personal data we identified several issues that 

contributes to increased cost for service providers operating on personal data. The issues can 

be divided into three categories: infrastructure, regulatory compliance and data question.  

Furthermore, when analysing the alternative models, it is also clear that both models 

addresses the above issues.  In terms of the PDS-model, it is clear that a natural side effect of 

change in who can be referred to as data controller, is that the service providers can bypass 

the cost related to infrastructure. This further means that the cost related to storing personal 

data would be the PDS-provider’s responsibility.  The PDS-model also enables service 

providers to easily expand into new regulatory zones much easier than currently possible. 

This is because, as we have seen, expanding into different regulatory zones can be a costly 

affair when it comes to following the regulations in the different zones and cost related to 

additional infrastructure. Therefore, by providing service providers with the ability to store 

personal data centrally within the PDS, one is also enabling service providers to easily expand 

their operations into different zones. This is again because personal data is stored within the 

PDS, and the responsibility of storing personal data according to given regulations is on the 

PDS-provider.  

When it comes to the PbD-model, seeing as we do not have a direct change in data controller, 

the cost of storing personal data is still very much present in the PbD-model. However, when 

analysing the PbD-model we did conclude that several of the principles could have 

repercussions towards cost. One can argue that by increasing the focus on privacy and 

removing false dichotomies such as privacy vs functionally, that this could lead to different 

types of cost reductions. This is because by addressing problems early in the project it will in 

some cases often be simpler and cause less of an interruption on the overall project. 

Moreover, by not downplaying the importance of privacy in order to improve functionality, 

one is also better suited for a privacy intrusive event.  

One issue we identified in the current model is that the risk of a privacy intrusive events is 

causing service providers to invest more and more into security measures. There have been 

several reports that found a direct correlation between the service providers investments into 

security and operational measures, as a result of liability costs (law, 2007). In addition, some 

reports also suggest that service providers may decide to over-invest in security measures to 

ensure they follow the given legislative (Acquisti, 2010). 

Based on the above it is therefore clear that the cost related to operating on personal data is 

somewhat related to the operational risk surrounding personal data. Furthermore, as we 

identified earlier, the PDS-platform allows service providers to shift form data controllers 

towards data processors. This also means that the responsibility of safely storing the personal 

data is on the PDS-provider. Meaning that the different service providers can focus on the 

functionality of the service instead of adequate security measures. In terms of the PbD-model, 

by providing service providers with a roadmap containing best-practise principles, one can 

also be assured to be in-line with regulations concerning personal data. Therefor achieving the 

same results as the PDS-model, where concern arounds fines related to regulations are 

removed.   
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In addition to security breaches, another problem we identified in the current model is that in 

the large data sets are currently held and controlled by the large service providers, with the 

obvious exception of public datasets. Obtaining access to these datasets in order create new 

services can be an expensive adventure for smaller service providers. This is because the 

process of collection and building datasets is not only costly, but also time-consuming.  

When comparing the alternative models in the context of the above issue concerning data 

acquisition, it is clear that both models addresses the issue. In terms of the PDS-model we saw 

that it tries to introduce a user-centric model. Meaning that the users have full control over 

who has access to their personal data, and further have the ability to grant access to their 

personal data. Therefor also effectively resolving any issues resolving data acquisition. One 

could therefor say that by lowering the cost related to operating on personal data, the PDS-

model tries to lower the entrance barrier for new startup companies. This is because a 

combination of removing the requirements for infrastructure, while at the same time removing 

the cost related to data acquisition could make it easier for smaller service providers to 

operate on personal data. In terms of the Privacy by Design-model, it is clear that the concept 

has increased focus on user control and the users right to transfer their personal data. Which 

again can result in the same scenario as with the PDS-model, where the cost of acquiring 

personal data is decreased.   

To summarize we can say that there is without doubt benefits from operating on personal 

data, but the benefits of operating on personal data must be compared with the cost of 

investments necessary to collect and store personal data. The cost of operating on personal 

data in terms of following given regulations etc., might be justifiable for some service 

providers, but others may find it not. Therefor opportunities are lost before they even started. 

We argue that both the PDS-model and the PbD-model in some way can lower the entry 

barrier. One obviously needs to take into account that the cost of storing personal data has 

been decreasing due to new technology, but implementing systems that make efficient use of 

these storages are still not trivial, and the cost of liability is very much still present. Therefor 

making both alternative models relevant. 

6.7. Flow of personal data 

Current High amounts of fragmentation and lack of user trust is affecting the 

service provides ability to operate on personal data. Users are 

becoming more restrictive when it comes to sharing personal data. A 

combination of cost and operational risk is also damaging towards the 

service provider’s ability to operate on personal data.  

 

Personal data 

Stores 

Limits the amount of fragmentation of personal data and tries to 

enable a flow of personal data premised on the user’s approval. 

Thereby also making the users more comfortable sharing more 

personal data. Finally, lowers the entry barrier related to operating on 

personal data. 
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Privacy by 

Design 

Creates a flow of personal data where the user is informed. Further, 

enables a privacy friendly environment where the users are 

comfortable sharing personal data. Provides best-practise principles 

towards service providers, therefor enabling confidence when 

operating on personal data.  

 

 

When analysing the two alternatives to the current model for personal data, it is clear that they 

both introduce a new flow of personal data premised on the user’s comfort and privacy. Not 

only this, but to some extent the alternative models also enables a new market for personal 

data. This is because both alternative models try to put the users in control over their own 

personal data. Moreover, by allowing the users to control their own personal data, one is also 

enabling the users to transfer their data between services, therefor also creating a single digital 

market for personal data. Finally, by allowing the users more control over their own personal 

data, it is argued that this will increase the user’s willingness to share personal data, or evenly 

important, increase the comfort of sharing personal data.  

One could obviously argue that by allowing the users to control their own personal data, that 

this will create an environment where the users become more restrictive with their personal 

data. However, in a report published by Boston Consulting Group where they say that 

“Having easy-to-use privacy controls and sharing options can substantially increase a 

consumer ‘s willingness to share personal data. BCG ‘s survey found that consumers who are 

able to manage and protect their privacy (through common actions such as changing privacy 

settings in a social network or opting out of certain data uses) are up to 52% more willing to 

share information than those who aren‘t ”(The Boston Consulting Group, 2012). The report 

further states that there is a direct relationship with the amount of control and the amount of 

personal data the users are comfortable with sharing: “willingness to share declines as the 

methods for collection and use move toward the outer boundaries, where consumers feel they 

have less control over the collection and use of their data; and The “right to be forgotten 

“has a small but consistently positive impact on the willingness to share, increasing it by 10% 

to 18%” (The Boston Consulting Group, 2012).  

When comparing the current model for personal data, with the two alternative models in 

context to the flow of personal data, it is clear that there are many differences. However, the 

aspect that stands out the most in both alternative models, and the aspect that also could have 

the most repercussions, is the user’s ability to control and transfer their own personal data. 

One of these repercussions then being that by enabling the user to share and control their own 

personal data, the PDS-model and the PbD-model are also enabling a single digital market for 

personal data. Meaning an environment where the flow of personal data is independent from 

service providers. The importance of a single digital market is also highlighted by the 

European Commission, stating that: “A fully functional Digital Single Market would bring 

many benefits to European businesses and consumers. It would promote innovation, 

contribute €415 billion to the EU economy each year and create hundreds of thousands of 

new jobs.”(European Comission, 2016a)  
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The reason why a single digital market can contribute to €415 billion for the EU economy is 

because it will enable smaller and medium sized service providers the same ability to operate 

on personal data as the more well established. This is highlighted by the European 

Commission where they state that allowing the users to control and transfer their own 

personal data will make it so “start-ups and smaller companies will be able to access data 

markets dominated by digital giants and attract more consumers with privacy-friendly 

solutions” (European Comission, 2015d). In addition, with the right to transfer one can also 

argue that the users will be more inclined in trying new services seeing as they have the 

ability to transfer and delete all personal data from previous service providers. 

However, at the same time, in order to fully unlock a single digital market one needs to 

establish a trusted flow of personal data. In a report by the Boston Consulting Group they 

concluded by saying that in the current model for personal data, enormous value is lost due to 

the flow of personal data: “BCG estimates that two-thirds of the potential digital identity 

value – or about €440 billion in 2020 alone – is at risk if stakeholders fail to establish a 

trusted flow of personal data” (The Boston Consulting Group, 2012).  Meaning that service 

providers operating on personal data must provide measures so that the users can trust the 

service providers. The report mentions three points in which the service providers must 

comply with in order to unlock the full value of personal data.   

1.  They must handle personal data responsibly, ensuring an adequately high level of security. 

2.  Next, they should act transparently.  

3.  Finally, there must be user control. 

When comparing the PDS-model’s functionality with the above requirements set by BCG, 

one could argue that the PDS-model goes far, if not all the way in achieving the above points. 

With the centralized storage the users are in full control over their own personal data (3). 

Seeing as personal data is stored within the PDS, and not in the service providers, the users 

can rest assured that personal data is handled responsibility, and with high level of security 

(1). Finally, seeing as all personal data is stored within the PDS, the users have full 

transparency in regards to what is happening to their personal data (2).  

Further, when comparing the PbD-model and the above requirements, it is clear that also this 

model archives the requirements set out by the BCG. As we have seen, a central aspect of 

PbD is that the service providers are encouraged to give full control over the personal data to 

the users (3). Further, transparency is a key argument within Privacy by Design. PbD argues 

that privacy only can be accomplished with full transparency in operations regarding personal 

data (2). And finally, the Privacy by Design-model emphasises the need for security 

mechanisms from the start, and to act proactively not reactively. Meaning that privacy and 

security should not be downplayed at the stake of functionality. PbD removes false 

dichotomy’s such as the one above, and argues that it is completely possible to have both (1).  

Based on the above it is therefore clear that both alternative model satisfies the requirements 

towards creating a trusted flow of personal data. Further, in addition to the above challenges 

related to privacy and control, another area of challenge is related to cost and operational risk.   
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Meaning the service providers ability to operate on personal data in a model with high costs 

related to infrastructure and data breaches, additionally, compliance risk and user scrutiny. In 

addition, as we have seen, operating on personal data in different regulatory zones is a highly 

complex task in the current model for storing, managing and processing personal data. This is 

because different zones have different requirements for notification, consent and localisation 

of personal data. The above is argued to be resulting in a highly fragmented model that is not 

only placing barriers for potential economic growth, but also hinders innovation seeing as 

service providers might be discouraged form operating on personal data.  

The above is also highlighted by the European Commission’s own press release regarding the 

new General Data Protection Directive. The press release argues that if a chain of retail stores 

with headquarters in France and retail stores in 14 other EU countries decides to operate on 

personal data, that this could be a costly affair. This is because the service provider does not 

only need to comply with the laws present in France, but each individual store would also 

need to comply with their national laws (European Comission, 2015d). Which over time 

obviously is a barrier for innovation, in the sense that it denies smaller service providers the 

ability to operate on personal data due to costs and operational risks.  

When comparing the current model with the two alternative models in context of the above 

challenges, it is clear that they both present different, but equally viable solutions that could 

ease the risk and cost of operating on personal data. In regards to the PDS-model, it is clear 

that the PDS-model presents the most drastic solution. The PDS-model enables the service 

providers with the ability to store personal data within the PDS. This will not only remove the 

need for infrastructure, but also remove the burden of regulatory compliance. Based on the 

above one could therefor say that a PDS-platform might also give confidence and lower the 

entry barrier for service providers when it comes to operating on personal data.   

In light of the PbD-model one could also make a strong case that it solves many of the issues 

present in the current model for the service providers. First, seeing as the principles advocated 

by PbD are argued to be the best-practice and in-line with the General Data Protection 

Regulation, one could argue that service providers adopting the principles are well suited 

when it comes to regulatory compliance. Additionally, by promoting guidelines towards 

service providers in regards to how one should manage personal data safely, one could argue 

that it will result in the same effect as the PDS-model, meaning that it could give confidence 

towards operating on personal data.  

Finally, the last area of challenge we identified in the current model is related to how service 

providers operate on personal data. In the current model, service providers analyse large 

amounts of personal data to predict trends and the user’s preferences. The goal of this would 

then be to minimize the risks associated with inventory and in order to maximising retunes on 

market investments. Or evenly important, to offer useful recommendations to their users 

(Bennett and Lanning, 2007). In addition, by observing and operating on personal data, the 

different service providers can re-design or take advantage of customer opinions. However, 

personalised marketing is in some cases also very similar to guesswork, meaning that the 

different service providers do not actually know if they are targeting the right customers.   
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In regards to the above challenge, meaning in terms of providing service providers with more 

up-to-date personal data, it is clear that only one model presents a solution. With a centralized 

access point to all personal data, like the one offered by the PDS-platform, the user can freely 

and with more ease update their personal data. Which over time can be shared with different 

service providers. One could obviously make an argument towards the PbD-model that with 

increased transparency and control over personal data, that the users might be more inclined 

to update their personal data. It does however not provide the same type of ease as the PDS-

platform.  

We have above mentioned some of the more obvious benefits related to the PDS-platform. 

However, based on the above benefits one could obviously make an argument towards that 

the PDS-platform is more or less only attractive for the smaller service providers, who’s in 

today’s model are unable to collect and finance operating on personal data. Or equally 

important, as advocated by both the alternative models, the right for the user to transfer 

personal data between service providers would mean that the smaller service providers could 

access much more personal data. While at the same time, one can argue that the bigger service 

providers do not have any of the same benefits from the alternative models. However, as we 

discovered throughout this thesis, operating on personal data in today’s model is corrosive 

towards the users trust. As a result, more users are becoming restrictive when it comes to 

sharing personal data, which over time is damaging even for the larger service providers. 

Meaning that even though many of the benefits from the PDS-model and the PbD-model does 

not apply for the larger service providers, the core idea of empowering the users with control 

is much needed.  

Based on our analysis of the alternative models it is clear that they both encourage the idea 

that one should restrict or set boundaries towards the service providers ability to operate on 

the user’s personal data. It is therefore no surprise that seen from a service provider’s 

perspective, that storing personal data within a platform like the PDS or following guidelines 

set by the PbD, could impose many restrictions when it comes to operating on personal data. 

Which further could mean potential loss of income due to boundaries set by the users when it 

comes to processing the personal data. However, in a report by Tsai et.al (2007) the author 

writes “consumers tend to purchase from online retailers who better protect their privacy. In 

fact, our study indicates that when privacy information is made more salient and accessible, 

some consumers are willing to pay a premium to purchase from privacy protective websites. 

This result suggests that businesses may be able to leverage privacy protection as a selling 

point.”  Meaning that, if some conditions are met, users are more attracted to service 

providers who value the user’s privacy, even if that suggest paying more than the other 

service provider. One could therefore argue that by demonstrating towards the users that 

personal data is stored within the PDS or that the service provider follows guidelines set by 

the PbD, that users would be more willing to adapt the service.  
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To summarize one could say that there is demand among users for more transparency, control 

and privacy from the different service providers that operate on personal data. As a result of 

this some have argued that if not corrected, huge amounts of value could be lost. Moreover, 

when analysing the two alternative model, we identified that they go far, if not all the way in 

archiving just what the BCG report suggested in order to realize this value. Further, by 

enabling the users with control over their own personal data, one is also enabling a single 

digital market for personal data. Which again would result in a whole new array of 

personalized services. Finally, by enabling the service providers with confidence in regards to 

operating on personal data, both alternative models try to allow smaller service providers the 

ability to operate on personal data.  
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7. Discussion 

Within this chapter, the different models for personal data and findings will be discussed in 

light of our research question, presented below. We will also discuss whether the framework 

used for analysing the different models was sufficient enough for providing a good overview 

of how personal data is stored, managed and processed in the respective models. Additionally, 

we will also discuss changes that could be made to the framework. Finally, we reflect upon 

the Personal Data Store-platform and the Privacy by Design-concept.  

- What are the enabling and constraining properties of models for storing, managing and 

processing personal data in an online environment based upon Privacy by Design and 

Personal Data Store? 

7.1. Enabling and constraining properties of alternative models 

for storing, managing and processing personal data based upon 

PbD and PDS 

Before discussing the research question, we will define what an enabling and constraining 

property is when used within this thesis. Enabling is commonly defined as to make something 

(new) possible. Based on this definition of enabling, we will then define an enabling property 

in the context of personal data as the following: An enabling property of an alternative model 

for personal data is a property that contributes positively to more convenient storing, 

management and processing of personal data. Further, constraining is commonly defined as to 

restrict the usage of something. Therefore, when it comes to a constraining property in the 

context of personal data, we then define a constraining property as the following: A 

constraining property of an alternative model for personal data is a property that places 

barriers and contributes to less convenient storing, management and processing of personal 

data.  

 Current-model PDS-model PbD-model 

 

Control Constraining Constraining Enabling 

Terms of Service Constraining Constraining Enabling 

Privacy Management Constraining Enabling Enabling 

Fragmentation of 

personal data 

Constraining Constraining Enabling 

Operational risk Constraining Enabling Enabling 

Cost Constraining Enabling Enabling 

Flow of personal data Constraining (uncertain) Enabling 

Table 2 Summary of enabling and constraining properties 
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7.1.1. Control  

In section 5.1.1 an analysis of control in the current model is conducted. This analysis 

highlights three issues concerning control in the current model: First, an asymmetrical power 

distribution between the users and the service providers. Second, undisclosed collection of 

personal data. Third and finally, the users have limited ability to get insight into what personal 

data is collected, which again is resulting in most users also finding it difficult to exercise 

their rights as defined by different regulations. As a consequence of the above, more and more 

users are concerned about the amount of personal data that is being collected. Therefor also 

making the property control highly relevant.  

In section 6.1 a comparison between the current model for storing, managing and processing 

personal data and the two alternative models are presented. The comparison reveals that in 

terms of the property control, that there are several aspects of the PDS-platform which 

contributes to control being a constraining property of the PDS-model. The comparison 

further reveals that the PbD-model and the foundational principles presented by Privacy by 

Design can be seen as a model that caters more towards the user’s needs, demands and 

requirements than what is presented by the PDS-model. Therefor making control an enabling 

property of the PbD-model.  

One of the reasons we selected to investigate the viability of the PDS-platform, not only when 

it comes to control, but also as a platform where the users can manage their own personal 

data, was because of the European Commission’s interest in exploring the platform (European 

Commission, 2014). Stating that “digital tools have the potential to help users to better 

control and secure their data”, and further, “the Commission will launch a consultation 

process on the concept of user-controlled cloud-based technologies for storage and use of 

personal data ("personal data spaces")”. Therefore, based on the theoretical findings of how 

the PDS-platform works, we can with serenity say that a PDS-platform could remove much of 

the concern that is present in the current model for storing, managing and processing personal 

data. A PDS-platform could remove trust issues seeing as the users are in full control over 

their own personal data. A PDS-platform could also normalize what is today a highly 

imbalanced model when it comes to who has control over personal data. Finally, a PDS-

platform could also allow more ease when it comes to the user’s ability to exercise their rights 

as defined by different regulations. 

However, based on our findings one can also argue that the PDS-platform increases some of 

the risks that are present in the current model. Seeing as all personal data is stored under the 

users control, it will without doubt be a target for exploitation. Additionally, what makes 

control a constraining property of the PDS-model is because of statistics and reports that 

indicate that explicit control, very much like offered by the PDS-platform, is not an ideal 

approach when it comes to empowering the users with control over their own personal data.   
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This is because the PDS-platform would disturb the convenience and ease of performing an 

action online for the users. The reason why the above is a problem is because even though 

most users have expressed wishes that they want to control their own personal data, most 

users also agree that added workload and the convenience of preforming an action online 

without much hassle trumps the wishes for more control (The Boston Consulting Group, 

2012). However, as pointed out by the Boston Consulting Group: ”control is important to 

consumers – but so is convenience. Balancing these often conflicting aims will be tricky but 

critical.” (The Boston Consulting Group, 2012). Therefore, despite the fact that the PDS-

model does offer the users full control over their own personal data, and the added benefits of 

this, our findings suggest that control can be considered a constraining property of the PDS-

model. 

In terms of the PbD-model, our analysis of the model shows that it advocates many of the 

same changes as the PDS-model. However, the difference lies between how a change is 

executed. Whilst the PDS-model executes a “forced” changed of control over personal data, 

the PbD-model advocates that service providers themselves should implement means that 

allows the users to control their own personal data. More importantly, the PbD-model does 

not only advocate different principles for how much control the users should have over their 

own personal data. PbD also advocates user friendly principles towards how personal data 

should be collected and used. Meaning that whilst the PDS-model makes it so the users 

themselves needs to restrict and decide how much personal data is collected, the PbD-model 

presents principles towards the service providers in regards to how personal data should be 

collected and used. The PbD-model therefor eases the burden on the users, in contrast to the 

PDS-model. In addition, by allowing the user greater insight and control over their own 

personal data, the PbD-model also allows the user the ability to act on their rights as defined 

by the different regulations. Meaning that the outcome can be argued to be the same as with 

the PDS-model, but without requiring additional user interaction.   

Finally, increased focus on business operations, very much like promoted by PbD, was also 

the focus of a report published by The White House. As we mentioned under our findings, the 

report argues that change in control is not the important aspect or method for solving the 

issues we have discovered in the current model for personal data. The report argues that one 

should instead focus on the service provider’s methods for collection (The White House, 

2014). According to this report, it is therefore clear that only one of the two alternative 

models can be seen as sufficient. This is because when it comes to the PbD-model, it does not 

only advocate for increased control mechanisms for the users, but also guidelines for how 

personal data should be collected by service providers. Meaning that service providers are 

encouraged to independently review their own collection methods, and how this affects the 

user’s rights. With strict guidelines towards how personal data should be collected and 

processed, it can be argued that this type of control can be seen as more ideal when it comes 

not removing the convenience of preforming an action online for the users. Therefore, seeing 

as the PbD-model addresses the issues regarding control without disturbing the convenience 

related to preforming actions online, or even requiring additional interaction from the users, it 

is clear that control is an enabling property of the PbD-model.    
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7.1.2. Terms of service 

In chapter 6.2 we presented a comparison between all three models for personal data in the 

context of terms of service agreements. This comparison shows that both the PDS-model and 

the PbD-model offer solutions that addresses the challenges that we highlighted in the current 

model. 

In terms of the PDS-model we identified that it offers a “hand-on” approach, equally as it 

does with control. Meaning that it offers a complete switch. From the service providers 

making agreements, towards the users themselves creating their own boundaries of how they 

want their personal data used. This will obviously remove the burden for the user to read each 

service providers agreements individually, in addition to also addressing the rest of the issues 

were identified in the current model. However, in terms of the PDS-model, the same issues 

we raised above in the property control concerning user participation can be introduced her. 

Meaning that any change that requires increased user participation would also raise the bars in 

terms of adoptions. In addition, by allowing the users to create their own agreements, one is 

also introducing a number of privacy concerns. Finally, in a report published by the 

Norwegian Data Authority they argue that in the current model, one of the challenges is that 

the users are left alone when deciding to accept these agreements.  In this sense we argue that 

the PDS-model does not offer not offer a valid solution. This is because the users are still left 

alone in the PDS-model. Meaning we might see a scenario where the users are pressured into 

creating agreements that favour the service providers. Therefore, if we overlook increased 

user participation and the added privacy concerns, a PDS-model would without doubt be a 

valid solution to the concern that is present in the current model. However, due to the 

uncertainties with user participation and privacy concerns, terms of service can be considered 

a constraining property of the PDS-model.  

When analysing Privacy by Design in chapter 5.3.2, we saw that Terms of Service is not a 

central aspect within the principles promoted by Privacy by Design. However, based on the 

comparison conducted in chapter 6.2 it is possible to identify changes that would occur in a 

model for personal data based around Privacy by Design. As with the property Control, the 

PbD-model attacks the problem of solving the issues regarding Terms of Service not from the 

user-side, but instead from the service providers side. Meaning that in context of the PbD-

model, the service providers themselves are encouraged to create a user-friendly environment 

when it comes to terms of services. This includes agreements that are fair when it comes to 

the usage of personal data, and also readable and understandable for the users. This is argued 

to remove many of the downsides that are present in the current model. Therefore, if looking 

at the complete picture and how Privacy by Design addresses issues concerning readability, 

complexity, fairness and convenience, our findings suggest that terms of service can be 

considered as an enabling property of the PbD-model.  
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7.1.3. Privacy management  

In our analysis of privacy management in the current model presented in chapter 5.1.1, we 

identified that there are serious privacy concerns among the users. This concern stems from, 

but not limited to, lack of insight in what their personal data is being used for, lack of 

transparency and lack of being able to decide their own privacy settings. The above was 

summarized to not only make it close to impossible for the user to act on their rights as 

defined by different regulations, but a lack of privacy management also makes the users 

vulnerable to hidden discrimination and is causing what was called a market failure. In 

addition to the above we highlighted a trend in the current model where service providers 

customize privacy settings to increase the personalized experience, at the expense of privacy.  

Based on the comparison presented in 6.3 it is clear that both the alternative models go far, if 

not all the way, in terms of creating a model for personal data where the issues concerning 

privacy management are resolved. First, a natural consequence of the shift in data controller is 

that the users via the PDS-platforms interface are in full control over their own privacy 

management. However, the PDS-platform offers more than just the ability for the users to 

decide what to share and under what conditions. The PDS-platform also enables full 

transparency and insight towards what personal data the service provider has access to and 

how it is used. The above is argued to remove many of the privacy concerns that are present 

in the current model. This is also highlighted by (Shah, 2015) who argues that privacy 

concerns only can be removed with full transparency. Based on this we therefor argue that 

despite increased user interaction, the PDS-platforms ability to act as a middleware providing 

full transparency and insight towards what the personal data is being used for, makes privacy 

management an enabling property of the PDS-model.   

In terms of the PbD-model, we can draw the same conclusion as we did with the PDS-model, 

meaning that privacy management is an enabling property of the PbD-model also. The reason 

for this is because of the PbD-models focus on creating what is called a privacy-friendly 

model. This includes default privacy settings that cater towards the users’ needs and 

requirements, and a full-functionality ideology that does not downplay the importance of the 

user’s privacy. Moreover, equally as with the PDS-model, Privacy by Design also encourages 

full transparency and insight in regards to operations on personal data. Based on the above it 

is therefore clear that privacy management can be considered as an enabling property of the 

PbD-model.  

However, when comparing both alternative models there is one crucial difference between the 

alternative models. As we have seen, the PbD-model addresses the issues surrounding privacy 

management by encouraging the service providers to act on behalf of the users. Meaning that 

it should be no need for the user to take an active part in managing their own privacy. In this 

context one could therefor argue that even though both models achieve the same results, that 

the PbD-models approach is more attractive.   
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Nevertheless, in our findings we saw that both alternative models satisfy the requirements set 

out by (Groopman, 2015) in terms of solving the privacy concerns that are present in the 

current model. Based on this we therefor argue that both models are also enabling when it 

comes to privacy management. One can also draw the conclusion that both the PDS-model 

and the PbD-model are very similar when it comes to privacy management. The difference 

lies in who should be responsible for making sure the users privacy is intact, the PDS-

platform or the service provider themselves on behalf of the users.  

7.1.4. Fragmentation of personal data 

The analysis presented in 5.1.1 concluded that the current model contains high amounts of 

fragmented personal data. The above is not only a source of frustration for the users, but is 

also causing the users to loose overview of their personal data. This reason why fragmentation 

is a source of frustration is because seen from a user standpoint, having to manage the same 

personal data on many different services can be seen as wasteful. Moreover, the reason why 

overview is important to consider is because if the users loose overview of their personal data, 

the user’s personal data will be stored with service providers that the user is no longer 

interacting with. Which again is an issue because discarded accounts presents a security risk 

(Merchant, 2015).   

In chapter 6.4 we presented a comparison between the current model and the two alternative 

models. Based on this comparison it is clear that both alternative models present solutions that 

address the challenges that are present in the current model. However, despite the fact that 

both models address the challenges that are present in the current model, we argue that 

fragmentation of personal data can only be considered as an enabling property of the PbD-

model, and not the PDS-model.  

The above is because while our findings suggest that the PDS-platform in theory could 

completely remove any fragmentation of personal data, it would it would also at the same 

time introduce plenty of security and privacy challenges. This is a result of what (Narayanan 

et al., 2012) calls cognitive factors. Meaning that enabling the user to have a centralized 

storage of their own personal data would “almost inevitably translates to more decisions, 

which leads to cognitive overload”. Based on this we therefor argue that a centralized storage 

like the PDS-platform, would not only be a security risk, but would also depend too much on 

the user’s expertise and comfort with technology. Or in other words, a centralized solution 

like offered by the PDS-platform does not fit the requirements of the general population. The 

above is also verified in another report where they state that: “Even if data is not centralised 

in its physical storage, the apparent centralisation via a single interface will almost certainly 

lead to a plethora of trust and control concerns. This is greatly because of diversity: of users, 

their attitudes, their needs, and of the many contexts of data processing” (Davos, 2014). In 

this context we therefor argue that the PDS-model, despite that fact that it addresses the issues 

that are present in the current model, is not a viable solution. Therefor making fragmentation 

of personal data a constraining property of the PDS-model.    
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When analysing the PbD-model and its principles we saw that fragmentation of personal data 

is not a central aspect within PbD. Therefore, when it comes to the amount of fragmented 

personal data in the PbD-model, we need to analyse the repercussions the principles would 

have on the amount of personal data collected and stored. Therefore, as we have identified, 

the PbD-model does not only advocate much stronger guidelines towards the collection of 

personal data, but does also encourage service providers to create a user-friendly 

environment. This means that the users should be able to delete and transfer their own 

personal data, in addition to service providers actively deleting personal data that is no longer 

in use. Based on the above it is therefore clear that the PbD-model would lead to an 

environment where less personal data is collected and stored, and therefor also less 

fragmentation of personal data. Additionally, a combination of several of the principles 

promoted by Privacy by Design also makes it so the user would have a much better overview 

of their personal data than what is currently available. Therefor also making fragmentation of 

personal data an enabling property of the PbD-model.  

7.1.5. Operational risk 

Our analysis of operational risk presented in chapter 5.1.1 highlights many aspects of the 

current model that contributes to increased risk for service providers storing, managing and 

processing personal data. First, the low amount of user-control and transparency in the current 

model is affecting the user’s behaviour, causing service providers operating on personal data 

to be a target for scrutiny. Second, service providers are exposed to legal penalties as a 

consequence of regulatory liabilities. Meaning liability that could stem from data breaches or 

wrongful handling of personal data etc. Third, the current model can in many ways be 

discouraging towards service providers wanting to operate on personal data because of the 

high risk present.  

Based on the comparison presented in chapter 6.5 it is clear that operational risk can be 

considered an enabling property of both the alternative models. In terms of the PDS-model the 

risk reduction is a result of the PDS-platforms ability to act as a middleware between the users 

and the service providers. The PDS-platforms ability to provide a secure storage and 

operational space for personal data means for the service provider to shy away from 

regulatory compliance. This would in turn result in two side-effects: The increasing lack of 

trust towards the service provider would be removed. This is because the personal data is held 

within the PDS, not the service provider. Any regulations that concerns storing or managing 

personal data would not be the service provider’s responsibility, this would be shifted towards 

the PDS-provider. Our findings also suggest that the more control and trust the users has in 

the service providers, the more willing they are doing interact with the service providers. This 

is also why one could argue that in terms of providing a secure storage place for the personal 

data, the PDS-platform satisfies both the needs from the users and the service providers. 

Meaning the user’s needs for reassurances that their personal data is managed safely, and the 

service providers needs for reduced risk when operating on personal data.  
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In context of the PbD-model it is clear that the Privacy by Design-concept and its principles 

can in many ways be compared to a roadmap. Moreover, by following this roadmap, service 

providers are argued to be better suited managing the operational risk related to personal data. 

This is because the principles promoted by the concept have by many been argued to be best-

practise principles when it comes to operating on personal data. Additionally, seeing as the 

principles are fully intact with the upcoming EU personal data directive, it is also safe to say 

that service providers are more likely to meet any legal requirements. Based on the above it is 

therefore clear that PbD can be seen as a concept that helps service providers meet their legal 

responsibilities, therefor also reducing the risk related to operating on personal data. 

Additionally, with an increased focus on privacy within the business operation, as well as the 

product, one could also argue that this could lead to less privacy invasive events. Moreover, 

with an increased focus on creating a user friendly environment, Privacy by Design can also 

be seen as an equally viable solution as the PDS-platform as a response to the diminishing 

trust that the users have towards the different service providers. Therefor also have the same 

outcome as the PDS-model where the users more comfortable with sharing personal data. 

Finally, seeing as the principles can function as a roadmap, guiding service providers to be 

complaint with different regulations, it might also give service providers more confidence in 

operation on personal data. Based on the above it is therefore safe to say that operational risk 

can be considered an enabling property of both the PbD-model and the PDS-model. 

7.1.6. Cost 

When analysing the current model for storing, managing and processing personal data in 

chapter 5.1.1 we identified several factors that contributes to an increased cost for service 

providers. First, costs related to the infrastructure needed to analyse, store and operate on 

personal data. Second, cost related to the liability stemming from personal data regulations. 

The reason why liabilities are contributing to an increased cost is because our findings suggest 

that the risk of liability and negative publicity is creating an environment where service 

providers overinvest into security measures. The overinvesting can be seen as a direct 

countermeasure to the increasing fines and negative publicity. At the same time, our findings 

also suggest that cost is not limited to the above, but also very present in terms of acquiring 

personal data. Meaning that acquiring personal data in the current model is expensive due to 

that each service provider is isolated and working independently. Based on our findings one 

can therefor say that the current model is a barrier for startup companies that need to operate 

on personal data. This is because the costs related to storing and acquiring personal data in the 

current model can be considered as high. 

Based on the findings presented in chapter 6.6 it is clear that out of the two alternative 

models, it is the PDS-model that offers the most definite cost reductions for service providers. 

This can again be seen as a direct side-effect to the PDS-platforms ability to act as a 

middleware between the users and the service provider’s. By allowing personal data to reside 

inside the PDS-platform, service providers are removed of the costs related to storage 

infrastructure, security measures and also costs related to following different personal data 

regulations. Additionally, in terms of data acquisition, the PDS-model also reduces, if not 

completely removes the cost for service providers to acquire personal data.   



97 

 

This is a natural side-effect of having the personal data stored within the PDS, where the users 

can freely transfer personal data between the service providers. Based on the above it is 

therefore clear that the PDS-platform as a whole can be seen as a mechanism that contributes 

to reduced costs for service providers. Therefor also making cost an enabling property of the 

PDS-model. 

In terms of the PbD-model, our findings are not as definite as with the PDS-model. There are 

however different aspects that could lead to different types of cost reductions.  Our findings 

suggest that by having increased focus on privacy, and being proactive instead of reactive 

when it comes to security, that this could very likely lead to less costly operations. This is 

because identifying problems in an early stage is considered less costly then to do it at later 

stages. By following best-practise principles towards how to handle personal data, service 

providers are also guaranteed to be in line with different regulations when it comes to 

operating on personal data. Which again could result in less costly investments into security 

measures. Finally, equally as with the PDS-model, by allowing the users to control their own 

personal data, it is clear that also the PbD-model and its increased focus on user control will 

make data acquisition less costly for different service providers. Therefore, even though the 

above findings are not as definite as we saw under the PDS-model, we argue that the findings 

presented in chapter 6.6 do suggest that the PbD-model could lead to cost reductions. 

Therefor making cost also an enabling property of the PbD-model.  

7.1.7. Flow of personal data 

Our findings in context to the flow of personal data in the current model shows the following: 

First, there is an increasing lack of trust towards the service providers. This makes it so that 

the users are not comfortable with sharing personal data. Which again is hindering the service 

provider’s ability to access more personal data that again can be used to create even better 

personalized services. Second, having personal data fragmented as it is in the current model, 

makes it so each service provider is left with a partial view of the user. This makes it so a 

whole area of personalized services is left untouched in the current model. And finally, due to 

the risk, complexity, regulations and costs of operating on personal data in the current model, 

service providers are discouraged from operating on personal data.  

Based on our findings presented in chapter 6.7 it is clear that both alternative models 

represent a complete shift compared to the current model. The most drastic change in flow of 

personal data is identified in the PDS-model.  This is because the responsibility of actually 

storing the personal data is removed from the service providers in the PDS-model. As we 

have seen, the PDS-platforms ability to act as a middleware has several repercussions. First, it 

will lower the entry barrier for new startup companies wanting to operate on personal data. 

This is because the need for infrastructure and adequate security measures would be removed. 

Second, the diminishing trust the users has towards service providers operating on personal 

data would be gone, allowing service providers access to more personal data. Third, the 

burden of regulatory compliance would be eased. Finally, the PDS-platform enables a free 

flow of personal data premised on the user. By this we mean that the PDS-platform enables 

the users to transfer personal data between service providers.   
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Therefor also breaking down the current “silo-solution”. Allowing for a wider range of 

personalized service, and also allowing smaller service providers access to more personal 

data.  

However, when it comes to the PDS-model and the ability for the user to fully control their 

own personal data, one can argue that this can be seen from two sides. First, the user can 

transfer data between different service providers, allowing for easy data acquisition for 

smaller service providers. Second, the user has the ability to fully restrict personal data from 

service-providers all together. One can therefore argue that a full change of data-controller 

could very likely damage the service provider’s ability to operate on personal data. 

Additionally, if looking at the findings under cost and operational risk isolated they might 

seem as attractive even the well-established service providers. However, if looking at the 

findings in combination with findings under control, privacy management and fragmentation 

of personal data. It can be said that this creates a flow of personal data that favours smaller 

and medium sized service provider’s, while at the same time limits or places barrier for the 

well-established service providers. This is because obtaining personal data is expensive. 

When small and medium sized service providers try to collect and store personal data in their 

own databases, they face high compliance and security risks. However, in the PDS-model, the 

acquisition of personal data is much easier for smaller service providers. This is because 

smaller service providers could acquire and safely operate on the same amount of personal 

data as the larger service providers, and also acquire personal data generated by larger service 

providers. Based on the above one could therefore argue that the PDS-models creates a flow 

of personal data that benefits the smaller and medium sized service providers, while at the 

same time does not benefit the well-established service providers.  

Additionally, as pointed out by a report by (Brochot et al., 2015), the “PDS also potentially 

pose risks for small and medium sized enterprises. If PDSs were to enhance consumers trust 

in the multinational, for instance, small and medium enterprises might find it even more 

difficult to compete. Additionally, the PDS-enhanced transparency might lead to price was 

that disadvantage small and medium sized enterprises, based on easier price, product and 

service comparisons.” Therefore, seen from the standpoint of a small to medium size service 

provider, it is clear that the PDS-platform offers many benefits, but at the same time might 

also introduce some disadvantages. To conclude we therefore argue that the findings 

presented in chapter 6.7 are somewhat inconclusive. Meaning that it is somewhat uncertain if 

the flow of personal data is an enabling or constraining property of the PDS-model.  

In terms of the PbD-model there is also a clear paradigm shift in flow of personal data. 

However, unlike the PDS-model, the focus is not only on allowing the user to control their 

own personal data, but equally as much on how the service providers should operate on 

personal data. We identified in the PbD-model, that the service providers are still considered 

data controller. Meaning it still gives freedom to operate on personal data as the current 

model, but at the same time addresses the growing concern among the users.  
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We therefore argue that the above diplomatic solution makes the flow of personal data an 

enabling property of the PbD-model. With the adoption of Privacy by Design the users would 

get insight in how their personal data is being used, and also get more control as to what their 

personal data can be used for. Which over time would present the same results as the PDS-

model, but in a lighter scale. One could obviously argue that by adopting the principles 

presented by PbD one is also restricting the usage of personal data too much.  However, as we 

identified, there is a lack of trust in the current model resulting in enormous value being lost. 

Therefore, seeing as the PbD-model passes the requirements presented by The Boston 

Consulting Group for creating a trusted flow of personal data, we argue that the flow of 

personal data in the PbD is not only enabling, but also a necessity.  

7.2. Reflection upon research conducted 

7.2.1. The framework 

In chapter 4 we presented the framework used for analysing the different models for personal 

data. As mentioned, a framework is often used to limit the area of research, determining what 

properties to investigate and the relationships among those properties. Based on our findings, 

we argue that our framework and the selected properties provides a rich overview of how 

personal data is stored, managed and processed in the different models. By creating accurate 

definitions of each property we were able to analyse each model efficiently. Moreover, by 

having accurate definitions it also made the comparison easier. This is because it allowed the 

comparison to be focused on specific aspects within the properties. If we were to create wider 

definitions, we might have seen a scenario where the findings could have become 

overwhelming or inaccurate, resulting in less viable findings.  

In hindsight, there are however some downsides with the created framework. Our findings 

show that transparency is an important property in regards to the user feeling comfortable 

with sharing their personal data. Even though we touched upon transparency within the 

selected properties, it might have been better to extract transparency and make it a separate 

property. In addition, when looking over the findings within -Control and -Privacy 

Management, it is clear that there is some overlap. This is however not unexpected seeing as 

we mentioned earlier, control over personal data enables privacy. In this context, the 

framework could have benefited from a stricter separation among these two properties.  

In terms of other limitations with the framework, one could obviously make an argument that 

by only including six properties in the framework, we are also limiting the scope of personal 

data too much. Studying only these six properties might have led to a less reliable result than 

if we included more properties into the study. However, in the times of “big-data” and “the-

internet-of-things” one can argue that the properties included in our framework are the most 

relevant properties because they are some of the most challenged properties in the current 

model. The above is also why we wanted to see what the outcome would be in the alternative 

models. Meaning if the alternative models offers solutions to properties that are under strain 

in the current model.  But nevertheless, one can argue that we could have had a more open 

approach when selecting properties.   
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However, when deciding to include more properties into the framework one needs to be 

careful. This is because, as mentioned in the introduction of models and comparative research, 

one of the challenges related to both is to restrict the amount of properties in the comparison 

so it is not overwhelming. In the context of this thesis, the way we dealt with this issue was to 

be restrictive when deciding upon what properties to include. We conducted an in-depth 

analysis that resulted in different trends related to how personal data is currently being stored, 

managed and processed. Moreover, how these trends are affecting the users and service 

providers. Further, based upon the identified trends we then extracted properties and defined 

the scope of each property.  

Finally, one of the apparent downsides that became clear afterwards was that the framework 

does not differentiate between the size of the service providers. Meaning for example that the 

framework does not take into account how a change in control over personal data affects the 

larger and the smaller service providers. The problem regarding the size of the service 

providers was something that was not discovered whilst creating the framework. However, 

based on our findings it is clear that this is something that should have been added to the 

framework. This is because, as we saw in our discussions, it is clear that some of the 

functionality provided by the alternative models are only attractive towards the smaller 

service providers, while at the same time can be seen as uninviting for the larger service 

providers. Therefore, if we distinguished between the size of the service providers, our 

findings might be more complete.  

7.2.2. Selected models 

The two alternative models we selected are in what can be referred to as “early phase”. 

Meaning that neither the PDS-platform or the PbD-concept has yet reached critical mass. The 

above can be said to have several repercussions towards the findings within this study. In 

respect to the PDS-platform it is highly uncertain how the users will adopt or react to the 

technology. Additionally, it is also uncertain how service providers would react to such a 

massive change in ownership of personal data. When it comes to Privacy by Design and the 

seven foundational principles one also need to remember that the principles are only 

guidelines towards how service providers should operate on personal data. This means that it 

is up to the service providers themselves to interpret the actual meaning and how to convert 

them into business operations.  

Because of the above uncertainties, when we examined the outcome of the PbD-model and 

the PDS-model we are limited to our own interpretation of how the seven foundational 

principles could be interpreted or how the PDS-platform could be used. Meaning that if our 

understanding of the PDS-platform or the PbD-concept is lacking, it would also damage the 

findings within the alternative models. Additionally, because of the above uncertainties with 

PbD and PDS, one can also not rule out different models than the two we have highlighted in 

this thesis. Meaning that the alternative models presented and highlighted within this thesis 

represent one possible outcome of having personal data stored, managed and processed in the 

PDS-platform or the PbD-concept respectively. This is because other interpretations of the 

PbD-concept or other understandings of the PDS-platform might lead to different outcomes.   
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In regards to other models that could have been possible to analyse, there are several good 

alternatives. One of the most prominent and that also have gained somewhat traction in the 

media is based on the Blockchain technology. In a paper published by (Zyskind, Nathan, & 

Pentland, 2015) they combine blockchain and off-blockchain storage to construct a personal 

data management platform with focus on privacy. It could therefore be interesting to apply the 

framework for analysing personal data on the platform presented by (Zyskind et al., 2015). 

Further, too compare the outcome of the analysis with the two alternative models presented in 

this thesis.  
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8. Conclusion and future work 

The purpose of this chapter is to conclude the work done in this thesis according to our 

research questions, in addition to also presenting thoughts on future work. 

8.1. Conclusion 

Our findings suggest that there are several enabling and constraining properties to consider in 

the alternative models for personal data. When analysing the PDS-model in context of 

properties relevant for the users, we identified that the only property that contributes to more 

convenience and ease for the users is privacy management. Meaning that the following 

properties contributes to more inconvenience and hassle for the users in the PDS-model: 

control, terms of service and fragmentation of personal data. The reason for this is because 

our findings suggest that any property that requires additional user interaction would also 

come at the cost of convenience. Therefor also making them constraining. At the same time, 

our findings suggest that in the PbD-model, all properties affecting the users are enabling. 

Meaning that all of the following properties contributes to more ease and convenience for the 

users in the PbD-model: control, terms of service, privacy management and fragmentation of 

personal data. The findings in relation with Privacy by Design can however not be marked as 

unexpected. This is because Privacy by Design is well known for protecting the user’s 

privacy, while at the same time placing the burden of actually preserving the user’s privacy on 

the service providers.  The above is also the key difference between both alternative models. 

Meaning that while in the PDS-model, the users themselves need to play an active role to 

protect their rights, the users can remain in a passive role in the PbD-model, assured that their 

privacy is upheld by the service providers.  

Further, when analysing the PDS-model and properties relevant for the service providers, we 

identified that the following properties can be considered enabling: operational risk and cost. 

While in the PbD-model, the enabling properties relevant for service providers are: 

operational risk, cost and flow of personal data. When it comes to the constraining properties 

of the alternative models, our findings suggest that none of the properties contributes to more 

hassle or inconvenience for service providers in either of the alternative model. However, our 

findings suggest that in the PDS-model, there are some uncertainties with the flow of personal 

data. This is because our findings show that the PDS-platform creates a flow of personal data 

that highly benefits the smaller service providers, while the well-established service providers 

does not share the same benefits.   

Finally, with the upcoming EU General Data Protection Regulation which is argued to 

increase the stakes when it comes to operating on personal data, one might see both the 

alternative models we have analysed become more relevant. This is because both alternative 

models contain mechanisms that eases the stakes when it comes to operating on personal data.  

Therefor also making them more attractive towards service providers. Based on this we 

therefor argue that this thesis has contributed to highlight and exploring what the future of 

personal data might become.    
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8.2. Future work 

First, as mentioned earlier, one of the limitations with this study is that we restricted the 

framework to a limited number of properties, and among those identified who can be 

considered enabling or constraining. Future work on this subject could therefore be to 

investigate more properties to mark as constraining or enabling of the alternative models for 

personal data based upon Privacy by Design or Personal Data Stores.  

Second, our findings suggest that some of the properties are only enabling for the small and 

medium size service providers, while the larger and well established service providers do not 

share the same enabling properties. Thus there is need to identify why the well-established 

service providers should welcome a new paradigm when it comes to storing, managing and 

processing personal data.  

Third, we identified that increased user participation makes the PDS-platform somewhat 

unwanted.  The unanswered question one therefor need to answer is how much control is too 

much control. Or evenly important, how does one design the PDS-platform so it suites the 

requirements of the users.  
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Appendix 

Appendix A 

 

Personal Data 

 

- Two keywords often mentioned in context to how the user’s personal data is stored are 

fragmented and limited control. Do you agree with this representation?  

- Are you worried about how your personal data is used?  

- Do you believe that control over personal data is something the general population 

cares about? Or is this only for the population with special interest into the topic. 

- What are your thoughts on personalised advertisements? 

- If you could decide, personalized experience or no personalization? 

- Do you have a good overview over which service providers has access to your 

personal data? 

 

 

Control over Personal Data 

 

- What are your thoughts on technology like the PDS-platform? 

- Do you believe the PDS-platform can reach critical mass? If not, what are some 

challenges that prevents the platform from gaining traction? 

- What are your thoughts on concepts such as Privacy by Design? 
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