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Introduction

0.1.Background to thesis

As the title hints, this paper analyses the data protection law in Eurasia As an introduction,

we explain the choice of topic.

This paper focuses on personal data protection, which is relatively young and evolving
branch of the law. In short, data protection is a part of privacy laws, and we use the term
‘personal data’ in the meaning of Convention 108, which defines it as ‘any information
relating to an identified or identifiable individual’’. Accordingly, data protection policy
refers to choice of regulatory instruments to address the issues of data protection. We use
Eurasia to refer to non-Baltic former Soviet countries. To sum up, the focus is on the
choice of regulatory instruments available in global arsenal employed by selective coun-
tries to fashion their data protection frameworks. Now, we explain the topic choice in more

detail.

There are a number of reasons behind the choice of the topic. To start with, for the last for-
ty years, states all over the world have been attempting to regulate the collection, use, stor-
age, and dissemination of individually identifiable personal data in recognition of the pow-
er of new information and communication technologies in the hands of large public and
private persons. My genuine interest in ‘informational self-determination’ of human-beings
is the driving force of the research and this research offers me a stimulating ‘brain exer-

cise’.

! Article 2, Convention for the Protection of Individuals with regard to Automatic Processing of Personal
Data.



Secondly, the data protection laws are analysed for specific range of countries (ie Eurasia).
The term ‘Eurasia’, in geographic sense, refers to Europe and Asia taken together. Howev-
er, in this paper we use it as a short and easy grouping of the non-Baltic former Soviet

countries?:

1. Azerbaijan;

2. Armenig;

3. Belorussia;

4. Georgia;

5. Kazakhstan;

6. Kyrgyzstan;

7. Moldova;

8. Russia;

9. Tajikistan;

10. Turkmenistan;

11. Ukraine;

12. Uzbekistan.
Now, we turn to explain why these countries have been selected. There are a number of

reasons:

a. Common legal tradition. For almost 70 years or more, these countries had the same
legal system and legislation, sharing unified legal tradition. The traces of history

can still be observed on laws of these countries which somewhat resemble each oth-

% In its sense, ‘Eurasia’ in this paper corresponds to geopolitical meaning accorded to the word by Russia. The
‘Russian’ Eurasia consists of the territory between Europe and Russia, reflecting Russia’s interests that un-
derpins foreign policy in that part of the world. See Finn A., ‘The Concept of Eurasia - Part I’
<http://commentandoutlook.blogspot.fr/2014/04/the-concept-of-eurasia-part-i.html> accessed 30 Oct 2014.
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er. To that extent, we analyse the data protection laws of these countries in order to
spot common approaches (if any). It is worth to note, additionally, that three Baltic
states were also in the Soviet Union, yet they are not listed above. The reason is
simply their EU membership: having them included, this paper would engage in
writing about EU data protection regime on which a large number of scholarship is
already available;
Little comparative research on this group of countries. While a large number of pri-
vacy studies have been carried out in advanced economies of the world, few schol-
arship exist for the given group (both comparatively and individually (for certain
countries)). As such, this study is contribution to scholarly discussion in the area for
the specified group of countries;
Limited availability of research in English. Apart from the common legal tradition,
these countries also share common language - Russian (use of which varies from
country to country). This paper is a result of research in two languages, namely
English and Russian (which comparatively has more research for Eurasian countries
than the former);
Relative advantages of the author. The author has two advantages in relation to the
selected countries: knowledge of Russian and home jurisdiction is Uzbekistan. They
are expected to contribute to the accuracy of the analysis in the paper.
I.  During the research, original texts of legislation have been studied (as these
countries (except Georgia) make laws in both local and Russian languages).
This helps to avoid the pitfalls of translated texts, and allows more depth

analysis of the legislative texts;



ii.  The author’s home jurisdiction is Uzbekistan and he is familiar with com-
mon legal tradition (which is shared to different extents by the Eurasian

countries).

0.2.Research gquestions and methodology

The main research question that directs the analysis in this paper is: which regulatory in-
struments do Eurasian countries employ to design their data protection policy? This ques-

tion consists of the following subguestions:

1. What regulatory instruments are used? We consider the role of transnational, do-
mestic legal, self-regulatory and technological instruments.

2. To what extent Eurasian countries have common approaches in data protection
laws? We have mentioned that the countries shared common legal tradition for a
long period of time (see 0.1. Background to thesis above).

3. Is the data protection policy a ‘race to the top’ or a ‘race to the bottom’? This ques-
tion reflects the two broad global trends: ‘race to the top’ where countries progres-
sively increase the standard of protection and ‘race to the bottom’ where countries
deregulate in order to gain competitive advantage over the former countries.

The structure of the thesis is built based on these research questions. Chapter 1 addresses
the first research question. The second and third research questions are directly answered in
conclusions part, based on the findings of the analysis in chapters 2-4. In chapters 2, 3 and
4, we analyse the concept of personal data, transborder data flow regulation and national
regulatory authorities (respectively) in Eurasia. We compare these three items among Eura-
sian countries, as well as against transnational instruments. This comparison will allow us
to establish the extent to which Eurasian countries have common approach in data protec-

tion area (i.e. research question 2). Furthermore, in Conclusion, we will sum up the find-



ings of the whole paper and attempt to answer to the last research question, based on those
findings. Finally that leads us to the thesis statement that Eurasian countries mostly regu-
late the information privacy through general (framework) data protection acts, which they
develop independently from each other yet they have commonly followed the European
model of data protection. In other words, data protection is regulated by lex specialis act of
parliament, and there is no such thing as post-Soviet approach (given the historical com-

mon statehood of the Eurasian countries) to data protection issues.

To answer the research questions, we involve mostly qualitative methods. The major part
of the research is carried out using inductive approach. Once the necessary body of infor-
mation and opinions has been accumulated, we will attempt to anticipate the future trends

in the region with regard to data protection legislation.

The study will essentially follow a theoretical research methodology, by text analysis of
primary legal sources (data protection legislation of the countries), and other relevant legal
literature. As the paper studies a group of countries, we follow comparative analysis ap-

proach, in particular in chapters 2-4 and conclusion.

0.3.Challenges and impact

The major challenges encountered while writing this thesis was the scarce literature in Eng-
lish on the topic. Legal scholarship mainly reviews by comparison the European or Ameri-
can privacy policies, or studies the data protection regime in the Eurasian countries country

by country.

The impact of this study would be to contribute to a further discussion on the privacy poli-

cies in the Eurasia. This analysis can be useful, in particular, for the following purposes:

1. To understand the policy choices made in the data protection area in the region;



2. To determine the level of protection for personal data available in the given coun-
tries. Although this paper does not seek to analyse the national data protection laws
with scrutiny, yet comparison of the definition of personal data, of provisions on
transborder data flows and of national regulatory authorities can prove helpful in
assessing the level of protection, in particular for the purposes of establishing EU
‘adequacy’ level (see chapter 3 on transborder data flows);

3. To identify possible future trends in the selected countries. This is possible if we
find out which policy approach the countries follow (ie 'race to the top' or 'race to

the bottom’).



Chapter 1. Policy instruments

1.1 Introduction

In this part we analyse the various policy instruments that now occupy the data protection
landscape. We subgroup the inventory of instruments into obvious, but imperfect categories
of transnational, legislative, self-regulatory, and technological ones. This grouping is based
on the assumption that data protection is international and global issue with social, organi-
zational, political and technological dimensions. We discuss the various instruments in or-

der to assess their features and to identify their use by Eurasian countries.

1.2 Transnational instruments

By transnational we mean the instruments whose rules apply to more than one country.
Here we do not address if transnational dimension is generally necessary for data protec-
tion. We stem from the assumption that the information society that we live in creates a
regulatory interdependence as ‘the ability of any one jurisdiction is inescapably linked with

the actions of organizations that operate outside its borders’®,

A large number of international organizations have been involved with the privacy issue”.
Results of their activities vary from legally binding conventions and down to declaration of
principles, to formal guidelines. Transnational instruments were a reflection of convention-
al wisdom and legal activity in several countries in the 1970s, and they powerfully influ-
enced policy and legislation from the 1980s to the present’. In a transnational dimension,

¥ Bennett C.J. and Raab Ch.D., The Governance of Privacy: Policy Instruments in Global Perspective, (MIT
Press 2006), p.xvi

* Bygrave L., ‘Privacy protection in a global context: a comparative overview’ in Wahlgren P. (eds) IT Law
(Stockholm Institute for Scandinavian Law 2014).

® Note 3, p.121.



three arenas are important to note®: Council of Europe, the Organisation for Economic Co-
operation and Development (OECD) and the European Union (EU).

1.2.1 Council of Europe’s Convention 108

The organization was founded in 1949 to strengthen democracy, human rights, and the rule
of law throughout its member states. Since 1989, it expanded to Central and Eastern Eu-
rope and as of 2014 it has 47 member states. From the Eurasian countries, Armenia, Azer-

baijan, Georgia, Moldova, Russia and Ukraine are its members’.

In 1980, Convention for the Protection of Individuals with Regard to the Automatic Pro-
cessing of Personal Data® (Convention 108) was adopted and opened for ratification in
January 1981. In short, Convention 108 is a treaty as defined by the 1969 Vienna Conven-

tion on the Law of Treaties.

Although we do not pursue to analyse the Convention in detail, its short account is never-
theless useful for our discussion. The Convention is the first international text to set out
basic privacy principles (Article 5), but applies only to ‘automatically processed’ data. It
also requires appropriate security measures (Article 7), and empowers data subjects with
certain rights (Article 8). The Convention seeks to establish an equivalent level of protec-
tion among its contracting parties to assure the free data flow. It leaves the question of data
transfers from contracting states to non-contracting ones up to national law. This gap un-
dermines the mutual confidence of its members in one another as safe destinations for per-
sonal data. Therefore, as an instrument to regulate the international flow of personal data,
the Convention is limited, and has since been overshadowed by the EU Directive (see 1.2.2

below).

® Recently, two more arenas started gaining important role in data protection policy. One with the standard-
setting and certification, and the other with wider process of international trade negotiation . Policy role and
identity of these arenas are out of scope of this paper.

7 See http://www.coe.int/en/web/portal/country-profiles.

8 Strasbourg, 28.1.1981.
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The Convention has acted as a template for those countries without data protection legisla-
tion®, rather than as a binding instrument of international law. The Council of Europe does
not have institutional framework in place to enforce the Convention. Hence, one cannot
assume that the Convention actually implemented a common minimum standard of data

protection®.

Nevertheless, the Convention has had influence on the data protection policy in Eurasia.
All 6 Eurasian countries named above, that are members of the Council of Europe, have
ratified the Convention®. In practice, they incorporated the Convention into their domestic
laws. In Chapters 2-3 we see, in the examples of the concept of personal data and the data

transfer provisions, how the Convention influenced the national data protection legislation.

1.2.2 Guidelines of the Organisation for Economic Cooperation and Development

Organisation for Economic Cooperation and Development (OECD) comprises of countries
with big influence in the world and focuses primarily on trade and economic cooperation. It
‘provides a setting where governments compare policy experiences, seek answers to com-

mon problems, identify good practice and coordinate domestic and international policies’*2.

Given that none of the Eurasian countries are members of the OECD, we contain ourselves
to a short account of OECD activity relevant for our discussion®. In particular, three doc-

uments worth mentioning:

1. Guidelines on the Protection of Personal Privacy and Trans border Flows of Person-
al Data (1981). In short, the Guidelines have been an influential instrument. Green-

leaf notes that Turkey is the only OECD member country, other than the USA in re-

% Note 3, p.85-87.
19 Bainbridge, D., The EC Data Protection Directive, (Butterworths 1996), p.9.

11 See the Chart of signatures and ratifications at
http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=108&CM=8&DF=28/10/2014&CL=ENG.
12 OECD, ‘The OECD’, (2008) <http://www.oecd.org/newsroom/34011915.pdf> accessed 3 Nov 2014, p.7

13 Even though none of the studied countries are OECD members, this mere fact does not mean lack of influ-
ence. Therefore, we analyse in Chapters 2-3 if OECD Privacy Guidelines has had any influence on the Eura-
sian data protection policy. As to the Guidelines in points 2 and 3, our study has not found their influence in
Eurasian policy, and we shall not discuss them further in the text. Yet, they can serve as a good starting point
in addressing relevant issues under national laws.
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lation to the private sector, which does not have a data privacy law implementing
the Guidelines. Its influence might further increase if its enlargement plans are real-
ized (through adoption of data protection laws by joining countries). In 2013, the

Guidelines were updated:;

2. A set of guidelines on Security of Information Systems (1992 and 2002). These
guidelines addressed the availability, integrity, and confidentiality of information
systems. They advise a range of policies, laws, codes of conduct, technical
measures, management and user practices, and public education and awareness ac-

tivities at both national and international levels;

3. Guidelines for Cryptography Policy (1997) concern the export of cryptographic
products for civilian use. This voluntary agreement seeks to identify the basic issues
that countries should consider in designing cryptographic policies at national and

international level.

Despite the influence that OECD exerted on data protection policies, its activity was serv-
ing to justify self-regulatory approaches as opposed to promoting good data protection
practices. The situation changed with the EU Directive, as we discuss below.

1.2.3 The European Union Directive

In 1995, the Directive on the Protection of Personal Data with Regard to the Processing of
Personal Data and on the Free Movement of Such Data (EU Directive) was adopted™. It is
referred to as ‘by far the most influential international policy instrument’ so far™. It was
driven by the underlying assumption that data protection and free flow of data complement
each other rather than conflict. It recognized that the free flow of data is as important as
other flows on which European single market is based: freedom of movement of capital,

goods, labour and services.

! Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995.
5 Note 3, p93.
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In comparison to preceding the Directive Convention 108 and OECD 1981 Guidelines, it
makes a number of innovations. Firstly, it updates the concepts used, for example it abol-
ishes some artificial differences, by covering both public and private sector, and applying
to both automated and non-automated (i.e. filing systems) processing. It simply unifies data
collection, use and disclosure under ‘data processing’ term. Secondly, the Directive pro-
vides for the creation of independent supervisory authority (Article 28(1)), which is meant
to achieve better levels of compliance. Thirdly, the Directive sets up an advisory Working
Party to give to European Commission advice on divergences among national laws, on the
level of protection in third countries, on codes of conduct, and on proposed amendments to
the Directive (Articles 29-30). In addition, by far the most extraterritorial effect of the Di-
rective was the prohibition to transfer personal data outside the EU, if the recipient country

did not have an adequate level of protection™.

As we will see in Chapters 2-4, EU Directive has had an influence on the data protection
legislation of some Eurasian countries. In particular, its strong influence can be seen on
those countries which are in the Eastern partnership agreement'’ (namely, Armenia, Azer-
baijan, Georgia, Moldova and Ukraine (European Commission 2014)). In some countries,
EU Directive is explicitly recognized as the standard to achieve'®. This influence is ex-
pected to increase in those countries who are signing Association agreements with the EU
(Georgia, Moldova and Ukraine®). And obviously, in case if they join the EU, the EU data

protection regime will apply in them.

16 Currently, the EU data protection framework is being reformed. However, in this paper we do not discuss
the proposed changes.

" For more information see http://eeas.europa.eu/eastern/index_en.htm.

'8 See Georgian DPA (Personal Data Protection Inspector), Report on the State of Personal Data Protection in
Georgia, (2014) <personaldata.ge/res/docs/anual report%28eng%29 %284%29.pdf> accessed 30 Oct 2014,
p21, recommending the Government of Georgia to bring domestic legislation ‘in full compliance with Euro-
pean standards’.

9 EU External Action, 2014, EU forges closer ties with Ukraine, Georgia and Moldova, [accessed on Oct 13
2014], available at: http://eeas.europa.eu/top stories/2014/270614 association_agreement_en.htm.

11
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1.2.4 Commonwealth of Independent States Model Law

The Commonwealth of Independent States (CIS)? is a regional organisation whose partici-
pants are ex-Soviet countries (except Baltic states and Georgia)®*. As an organization, it has

only few supranational powers.

CIS does not legislate or work on data protection direction among its participants. It devel-
ops model laws which are meant to serve as templates for legislators and also has the mod-
el law ‘On Personal Data’®®. The common statehood that its participants shared over the
twentieth century has an impact on their legal systems in the post-Soviet era. In Soviet era,
they had the same laws and now the traces of the soviet legal tradition can be found in their
legislative thinking.

The Model Law on Personal Data was approved by the CIS Inter-Parliamentary Assembly.
Chronologically, it precedes all the general data protection laws in Eurasian countries, and
as such we wonder if it has had any influence on the legislative drafting in Eurasia. We do
this in this Chapters 2-4, where we discuss the concept of personal data and cross-border
data transfer provisions, as well as the national regulatory authorities in the data protection
field.

1.3 Regulatory instruments

As we talk of ‘regulatory’ instruments, we need to clarify what is meant by that. We use it
in a broad sense to embrace a variety of instruments that aim to control the processing of
personal data and its consequences. Here we refer to ‘regulation’ broadly as Baldwin and
Cave do: it is not only Selznick’s idea of regulation as ‘sustained and focused control exer-
cised by a public agency over activities that are valued by a community’, but also a specific

set of commands (when a specific agency imposes binding rules), deliberate state influence

% |n Russian: Coxpyxectso Hesapucumbix Iocymapers, CHT .

2! http://en.wikipedia.org/wiki/Commonwealth_of Independent_States

22 Adopted at the fourteenth plenary meeting of the Interparliamentary Assembly of the CIS Member-States
(decree 14-19 dated 16.10.1999)

12



(actions that go beyond commands and influence industry or society), and all forms of so-
cial control or influence (whether by the state or the market)?.

Data protection can be taken as an example of regulation by the state. Baldwin and Cave
(1999, p.2) note that regulation may be seen as both an enabling and facilitating activity, as
well as one that constrains actions; it can empower as well as prevent. There are a variety
of legal routes that are available for regulating data protection. They can be general or sec-
tor specific laws, constitutional provisions (the Fourth Amendment in the US), privacy
torts, contractual remedies and privacy protective restrictions in other laws (e.g. control of
wiretapping)®.

Since the 1970s, comprehensive and general data protection laws have been regarded as
essential tools for regulating the use of personal data through the law?®. Greenleaf provides
short survey of the data protection laws history?’. Until 1980s data privacy laws were a
European phenomenon (Sweden, Germany, Austria, Denmark, France, Norway and
Luxembourg, UK, Ireland, Iceland, Finland, San Marino and the Netherlands, and three
UK territories had data protection laws), other than the US which regulated only the public
sector. In 1981 Israel was the first non-European state to enact, with Australia, Japan and
Canada providing ‘public sector only’ legislation. Most remaining western European coun-
tries (EU and EEA) enacted laws (Portugal, Belgium, Spain, Switzerland, Monaco, Italy
and Greece) in 1990s. They were joined by former ‘eastern bloc’ following the collapse of
the Soviet Union (Slovenia, Czech Republic, Hungary, Slovakia, Poland and Albania), and
the first ex-Soviet-republics (Lithuania and Azerbaijan) did likewise. In this way, the trend

spread outside Europe to other parts of the world.

i Baldwin, R., and Cave, M., Understanding Regulation: Theory, Strategy, and Practice, (OUP 1999), p.2
Ibid.

2 Gellman, R., ‘Conflict and Overlap in Privacy Regulation: National, International, and Private’ in B.Kahin

and C.Nesson (eds), Borders in Cyberspace (The MIT Press 1997).

%% Note 3, p.125.

%" Greenleaf G., ‘Global data privacy laws: 89 countries, and accelerating’, [2012] Privacy Laws & Business

International Report, I1ssue 115 Special Supplement, February 2012.

13



Bennett attempts to explain the spread of data protection that started from the 70s of the
last century (yet he does not examine the changes in the content of the laws)?. As prerequi-
site factors, he mentions the growth of big governments and consequent public perceptions
of the decline of accountability and the increase of state intrusiveness in private lives. He
shows that these factors are insufficient to explain the passage of legislation, and mark oth-
er factors as important, such as patterns of diffusion and policy-learning through the inter-
actions of a policy community or ‘network or policy experts that enjoyed constant commu-
nication through informal personal meetings, international organizations, conferences, arti-
cles, and books’?. He further refers to effects of penetration into domestic policy agenda
by external sources and obligations (such as, Convention 108 or EU Directive).

In Eurasia, all but four countries have general data protection laws in place. The Table 1

summarizes their regulatory instruments™:;

Table 1. Legislative Instruments

Country Act Year Sector Convention 108*
Armenia Law on Personal Data 2002 Both RC; RP;
Azerbaijan Law on Personal Data 2010 Both RC

Belarus No specific law

Georgia* Law on Personal Data Protection | 2012 Both RC; SP

Kazakhstan Law on Personal Data and its | 2013 Both

Protection
Kyrgyzstan Law on Personal Data 2008 Both
Moldova Law on Personal Data Protection | 2007 Both RC: RP

%8 Bennett, C., ‘Understanding Ripple Effects: The Cross-National Adoption of Policy Instruments for Bu-
reaucratic Accountability’ (1997) 10 Governance: An International Journal of Policy and Administration 213.
2 |bid., p.227.

%0 The data is taken from Greenleaf, 2013.

31 RC = Member and has ratified the Convention;

RP = has also ratified the optional protocol;

SP = Member and has signed but not ratified Additional Protocol;
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Russia Federal Law on Personal Data 2006 Both RC; SP

Tajikistan No specific law

Turkmenistan | No specific law

Ukraine Law on Personal Data Protection | 2012 Both RC: RP

Uzbekistan No specific law

We can make several observations from the information on the table. First, half of the
countries are members to the Convention 108 and within the Convention’s framework are
obliged to incorporate its rules into their domestic laws. Accordingly, we can see with a
degree of certainty that the Convention 108 was also affluent, at the least in motivating the
countries that have ratified it to adopt general data protection laws (we will question

whether Convention 108 had any effect on its content in Chapters 2-4).

Second, most of the countries (eight out of twelve) have chosen to address the data protec-
tion issues in a general law. These countries are six Convention 108 ratifiers plus Kazakh-

stan and Kyrgyzstan.

Thirdly, four countries do not have general data protection laws, namely, Belarus, Tajiki-
stan, Turkmenistan and Uzbekistan. However, this paper anticipates that these countries
will also adopt general data protection laws. In particular, Uzbekistan is believed to have
already ready draft of comprehensive law, but not adopted*2.

Fourthly, all of the countries have enacted their laws after 2000. The chronology allows us
to wonder whether transnational instruments discussed above could have had an impact on

the legislation in Eurasian territory.

Furthermore, the post-2000 adoption also allows us to assume that Eurasian countries have
mostly designed their frameworks ab initio: a relatively blank slate has allowed compre-

hensive legislation to be introduced in both public and private sectors.

%2 Russian DPA (Federal Service for Supervision of Communications, Information Technology and Mass
Media), ‘Information on Authorized Bodies of Other Countries’ (2010)
<http://pd.rkn.gov.ru/authority/p119/> accessed 3 Nov 2014.

15
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A number of Eurasian countries regulate specific sectors with separate legislation, along
having a general data protection law. The limits of this thesis do not allow to comprehen-
sively embrace all sectoral legislation of each Eurasian country. Therefore, we only sum-
marize here the main purposes of sector specific regulation as well as examples of areas

regulated sectorally in global practice.
Sectoral laws may be employed for various reasons such as**:
1. to deal with special problems and to grant specific individual rights;
2. to empower public agencies or to legalize certain functions for which personal data
are processed with privacy safeguards;
3. to clarify rights and responsibilities;
4. to restrict the application of privacy principles in order to accommodate policies that

are considered more important (for example, internal security, organized crime and

antidrug activities in Switzerland.

A number of countries with general data protection laws also regulate specific industries
and technologies sectorally. Examples of such countries are Netherlands, Germany, Aus-
tria, Finland, Norway, Sweden, and Denmark and the laws cover diverse set of issues, such
as the census, public service ‘one-stop-shops’, public order, telecommunications, video
surveillance, sensitive data registers, credit cards, public archives, the media, data matching
in the field of taxation, and the collection of personal data for payroll wage-deduction®*.

In the following subsections, we consider the instruments that are not purely legal.

% Note 3, pp.131-132.
% Ibid., pp.131-132.
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1.4 Self-Regulatory instruments

Legal instruments have been the dominant way of data protection regulation since the
1970s. Now we turn to analyse the instruments without statutory force. They can be in the
forms of codes, guidelines, standards and other titles. Generally, they are made to “influ-

9935

ence, shape, or set benchmarks for behaviour in the marketplace””, with range of incen-

tives and sanctions for compliance.

Data protection laws of Eurasian countries do not provide for self-regulatory instruments®.
Therefore, the purpose of this section is to offer policy-makers the pros and cons of self-
regulatory instruments. We believe that self-regulatory instruments should be encouraged
as a complimentary tool to laws. In the EU, for instance, Article 27 of the EU Directive
explicitly requires the European Commission and Member States to ‘encourage the draw-
ing up of codes of conduct intended to contribute to the proper implementation of...national

provisions...taking account of the specific features of various sectors.’

Self-regulatory instruments can be useful in a number of ways. Netherlands Data Protection
Authority suggests (in the example of privacy codes of practice) that self-regulatory in-
struments are developed with four motivations: to avoid legislation, to anticipate legisla-
tion, to implement legislation, and to supplement legislation (Hustinx 1991). Given the
condition that self-regulation should be complementary to a general data protection law, we
can slightly rephrase them. First, self-regulatory instruments can help organizations to
avoid further legislation for sector-specific issues. For instance, financial institutions in
country A might agree on a code of practice, which is based on a general data protection

law that would deal with data protection in data sharing area. This might help them avoid

35 1hi
Ibid..
% During the course of this research, we have found only self-regulation example in Ukraine. Article 27(2) of

Ukrainian Data Protection Act allows associations and legal entities are allowed to draw-up codes of conduct,
which are subject to approval of the data protection authority. Such codes are used in Ukraine by mobile
companies, payment data exchange companies, by members of the American and European Chambers of
Commerce in Ukraine (Kozak V., Personal data protection in Ukraine: Practice and problems, (2013) 60

Journal of Personal Data 7).
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statutory regulation provided that the code of practice effectively operates. Second, they
can be used to anticipate the legislation. Most of the Eurasian countries, even those that
have general data protection laws, do not specifically regulate use of cookies. Popular
online businesses might work out a solution that can strike the balance between the need to
protect privacy of web-site users and their own commercial interests. There is a good
chance that businesses, being market insiders might come up with a viable solution as op-
posed to those sitting in public offices. Such solution could be taken up by policy makers
and spread to the whole sector. Third and fourth, self-regulation might assist implementing
and supplementing the legislation, by filling in the gaps.

It is worth to note that data protection authorities could act as negotiators with data control-
lers in drawing up, for example, codes of practice. Furthermore, they could themselves
publish template instruments ready for use by data controllers. UK Information Commis-
sioner’s Office, as an example, has published codes of practice for anonymisation, big data,

CCTV, employment, privacy notices and other issues®’.

Unlike laws, self-regulatory instruments are not subject to statutory enforcement. For that
reason, it is important to have the necessary mechanisms in place to ensure their efficacy.

Bennet&Raab, in particular, identify the four items®:
a) there should be an agreement and commitment to an organizational policy;
b) that policy should be codified throughout the organization or sector;

c) some external and independent conformity assessment process should be set up to
verify the practices; and

d) a ‘seal of good house-keeping’ (i. e. compliance) can be assigned based on the find-

ings of the assessment process.

More often than not, however, self-regulatory instruments lack the second and third ele-
ments. Moreover, there is often a presumption that self-regulatory instruments are more

symbolic than real as those who are interested in data processing carry the responsibility to

% UK DPA (Information Commissioner’s Office), Topic Guides for Organisations, (2014)

<http://ico.org.uk/for_organisations/data_protection/topic_quides> accessed 4 Nov 2014.
% Note 20, pp151-176.

18


http://ico.org.uk/for_organisations/data_protection/topic_guides

implement the instruments. Likewise, some scholars have argued that capitalists enterpris-
es* or, generally, bureaucratic organizations*® might inherently have, in their logic, the
urge to collect and process bigger number and more refined types of personal data. This
and other criticisms drive us to disfavour self-regulation as self-sufficient alternative to
legal regulation. As we have mentioned above, Eurasian countries’ data protection laws do
not provide for self-regulatory instruments. Yet we believe that self-regulatory instruments
should be encouraged as a complimentary tool to laws, and above discussed advantages

and shortcomings of self-regulatory instruments should taken into consideration.

1.5 Technological instruments

Today’s war on privacy is intimately related to the dramatic advances in technology. Ben-
nett&Raab shortly analyses this truism, by questioning the extent to which technology op-
erates as an autonomous or deterministic force. For the purposes of this paper, we avoid
this heavy debates and content ourselves with the view that if one accepts that at least part
of the privacy problem is caused by the properties inherent in the design of certain infor-
mation technologies, then it follows that the same tool can be employed to protect privacy,
rather than invade it. We, furthermore, do not address the technologies itself available in

Eurasian countries, but rather focus on how they can be used as policy instruments.

Likewise to self-regulatory instruments, the present study has not found practical examples
of technological instruments that are used to address data protection problems in Eurasian
countries. Therefore, this subsection recommends Eurasian policymakers to consider the

use of technological instruments and is meant to serve as a starting analysis point.

To begin with, in the area of data protection, it is usually referred to PETs - privacy-
enhancing technologies, which need to be differentiated from data security technologies.
Data security refers to making data processing safe regardless of the legitimacy of pro-
cessing (eg with passwords). By contrast, PETs “seek to eliminate the use of personal data

altogether or to give direct control over revelation of personal information to the person

% Gandy, O.H., The panoptic sort: A political economy of personal information (1993 Westview Press).
“* Rule et al, The Politics of Privacy, (New American Library 1980).

19



concerned”*!. To illustrate, a company can store personal data of highly sensitive nature

extremely secure. This is an example of data security, but not a PET, which would ques-

tion, rather, if such data should be collected in the first place (or undergo other types of

processing). As such, data security is an important element, and many legislative instru-

ments require data processors to put in place the necessary data security measures. Yet,

data protection is definitely broader than data security, and looks at the legitimacy of data

processing in the first place.

Having clarified the difference from data security, we can move on to their use as policy

instruments. Policy-makers can consider the following uses**:

As systemic instruments - those that are created as a result of decisions made by en-
gineers (both hardware and software). This group corresponds to Lessig’s (1999)
Code® and Reidenberg’s (1998) Lex Informatica®®. A privacy-friendly example is the
Internet Protocol (IP) address, which is designed to identify the machines exchanging
data packets, but not the users®. A privacy-unfriendly example are the cookies that

allow organizations to maintain and profile data on users of a website;

As collective instruments - those that are created as a result of government policy
which envisages building privacy into services and goods. A good example is the de-

velopment of public-key infrastructures (PKI);
As instruments of individual empowerment - those that require end-users to make the

choice. Examples are encryption, anonymity and pseudonymity, filtering and other

tools.

It is possible to reach three conclusions:

* Burkert, H., ‘Privacy-enhancing technologies: typology, critique, vision’ in Agre P.E. & Rotenberg M.
(eds), Technology and Privacy (The MIT Press 1997), p125.

*2 Bennett&Raab 1997, pp177-202.

*3 Lessig L., Code: Version 2.0, (2006)

* Reidenberg, J: “Lex Informatica: The Formulation of Information Policy Rules Through Technology”,
Texas Law Review, 1998, volume 76, pp. 553-593.
** Note 44, pp32-33.
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1. PETs complement, rather than replace, regulatory and self-regulatory approaches. On
a policy level, Eurasian governments can encourage the development of PETSs
(through research funding, procurement, legislation etc.) or discourage (e.g. Levy
2001 notes the attempts by US law enforcement and security agencies to restrict the

availability of free encryption);

2. PETs can serve as a standard or a condition in service delivery systems. Eurasian
regulators might, for instance, require advanced encryption technologies in biometric
data processing.

1.6 Findings

We broadly reach three conclusions. First, European data protection instruments have been
the most affluent in Eurasian countries. A number of them (Armenia, Azerbaijan, Georgia,
Moldova, Russia and Ukraine) are ratifiers of the Convention 108 and as a result have in-
corporated its rules into their domestic legislation. Furthermore, some countries are in the
pursuit of closer integration with the EU, including in legislative framework, and have en-
acted laws resembling the EU Directive. This resemblance can especially be seen in Geor-
gia, Moldova and Ukraine, which also have institutional framework (ie data protection au-

thorities) alike to European Union model.

Second, like in most parts of the world, Eurasian countries recognize data protection values
(through the notion of privacy, in general) on a constitutional (‘the right to privacy’) and a
statutory level. Most of the countries in region have data protection laws in place. Other
countries are either drafting their general data protection laws, or addressing the issues
through sector-specific laws. Furthermore, those countries with general laws also regulate

certain area/types of data processing sectorally (in particular, in law enforcement area).

Third, there is currently no studies conducted to assess the level of use in these countries of
self-regulation and technology as policy instruments. Similarly, there is a lack of studies in
practical implementation of data protection laws, in other words, the extent to which they
provide protection to data subjects in reality. These three issues require further research and
are not within the scope of this paper.
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2 Chapter 2. Concept of personal data

In this part, we analyse the scope of data protection regulation in Eurasian countries in the
example of ‘personal data’ definition. We look at the concept of personal data - the central
concept in data protection laws which directly affect their scope of application. In particu-
lar, we identify the core elements, as well as discuss certain ambiguities in the used terms.

2.1 Introduction

The data protection regulation aims to protect personal data. As such, all types of data but
personal fall outside the regulatory scope. The central question is, thus, what data is per-
sonal? During our study, we analyse eight Eurasian countries (see Table 4 and Annex A)
which have general data protection laws, as well as three transnational instruments dis-
cussed in Part I, as these instruments have had considerable influence in global data protec-
tion policies.

To start with, Eurasian law, like most of the laws in the world do not define ‘data’ and its
exact meaning, together with the term ‘information’ is usually “taken for granted in the
regulatory discourse™®. The laws usually stress on the link between data and persons, as

we discuss in the next section.

As we can see from the Table 4, which provides the statutory definitions, the core of the
‘personal data’ definition is information/data that relates to an identified or identifiable
natural person. This basic definition is also contained in Convention 108 (Article 2(a)) and
OECD Guidelines (para 1(b)), and the EU Directive (Article 2(a)). Georgia and Moldova
offer more clarification by defining further who an ‘identifiable person’ is. According to
their laws, the person is identifiable if they can be identified, directly or indirectly, in par-
ticular by reference to an identification number or to one or more factors (eg physical,
physiological, mental, economic, cultural or social). This definition matches with the text
of the EU Directive (Article 2(a)) and demonstrates that these countries adopted the Euro-

pean approach.

“¢ Bygrave L., Data Privacy Law (OUP 2014), p126.
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Based on these definitions, it is possible to identify two requirements for finding of person-

al data. First, the data must be about or linked to a natural person. As such legal persons’

data is not afforded protection under data protection legislation. Similarly, all eight Eura-

sian countries that have general data protection laws recognize only natural persons as sub-

jects of personal data (See Table 2 and Annex A). Second, the personal data allows identi-

fication of a natural person. We discuss this condition separately, as identifiability has a

number of issues that needs broader analysis.

Table 2. Definition of Personal Data*’

Country Definition

Armenia any data fixed in writing or other otherwise on tangible medium containing
facts, events and circumstances a natural person, in a form that allows or may
allow to identify the individual

Azerbaijan | any information that allows directly or indirectly to identify a person

Georgia any information relating to an identified or identifiable natural person.
An identifiable person is the one who can be identified directly or indirectly,
in particular by reference to an identification number or to the factors specific
to his/her physical, physiological, mental, economic, cultural or social identi-
ty

Kazakh- information relating to an identified or identifiable thereof data subject rec-

stan orded in electronic, paper and (or) any other tangible medium

Kyrgyz- information recorded in tangible form about a specific person, matched with a
specific person or that can be matched with a specific person, allowing to

stan LR ; ) o !
identify this person directly or indirectly by referring to one or several factors
specific for his/her biological, economic, cultural, civil or social identity.
Personal data include biographic and identifying data, personal characteris-
tics, information on the marital status, financial position, state of health, etc.

Moldova any information relating to an identified or identifiable natural person (‘per-

sonal data subject’).

47 Eor full text of concerned articles, see Annex A.
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An identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identification number or to one or more factors
specific to his physical, physiological, mental, economic, cultural or social
identity

Russia any information related directly or indirectly to an identified or identifiable
natural person

Ukraine information or aggregate information about a natural person who is identified
or may be identified

Convention | any information relating to an identified or identifiable individual
108

OECD any information relating to an identified or identifiable individual (data sub-
Guidelines | ject).

EU Di- | any information relating to an identified or identifiable natural person (‘data
rective subject”);

an identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identification number or to one or more factors
specific to his physical, physiological, mental, economic, cultural or social
identity

CIS Model | information (recorded in a tangible medium) about a particular person, that is
Law related or can be related to him.

Biographical and identifying data, personal characteristics, information on
family, social status, education, profession, business and financial situation,
health and others are considered to be personal data.

2.2 ldentifiability

In general, identification means the ability to distinguish a person from others by linking
them to collected data. In this sub-section, we discuss some of the issues related to the
identifiability criterion.

The starting point is that personal data is generally given broad interpretation. The confir-

mation can be found in the language used in Eurasian laws which refer to any data (see
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Table 4). In the EU, for instance, data is usually presumed to be ‘personal’, unless it can
be clearly shown that it would be impossible to tie the data to an identifiable person (ie the
data is truly anonymous)*. Bearing this broad interpretation approach in mind, we analyse
some of the characteristics of identifiability that affect the application scope of data protec-

tion laws.

First, a natural person can be distinguished from others directly or indirectly. Name is an
obvious example of direct identification, while indirectly it is possible to identify a person
with one piece of data, such as via identification numbers (eg passport number, car registra-
tion number, social security number) or a set of data ‘which allows ... to be recognized by
narrowing down the group to which [the person] belongs (age, occupation, place of resi-

**%, An example of the data set would be when we look at ‘all males over 50 liv-

dence etc)
ing in city X who are physicians, have two daughters, listen to Verdi operas and have vaca-
tion houses in the south of France’. In this example, if we consider each fact separately
from others, it will not be possible to identify, however, taken together there is a possibility
to link this description with a specific person or persons. The EU Directive expressly co-
vers both direct and indirect forms of identification (Article 2(a)). Similarly, Azerbaijan®?,
Georgia>, Kyrgyzstan®*, Moldova®®, and Russia>® expressly mention in their laws both
types of identification. The rest of the Eurasian countries (Armenia, Kazakhstan, Ukraine)

are silent and do not offer clarification on the issue.

Second issue is the level of identification, i.e. how easily a person must be identified from
data in order for it to be regarded as ‘personal’. Eurasian countries do not set the level of

identification applicable under their legal frameworks. The level of identification is im-

*® This paper has not studied any public report or case law confirming or denying broad interpretation ap-
proach in the Eurasian countries.

* Kuner Ch., European Data Protection Law: Corporate Compliance and Regulation (2nd edn, OUP 2007),
para 2.76.

*% European Commission (COM(92) 422 final - SYN 287) 9.

*! Note 50, para 2.75.

>2 Article 2.1.1, Azerbaijani Data Protection Act.

> Article 2(a), Georgian Data Protection Act.

> Article 3, Kyrgyz Data Protection Act.

% Article 3, Moldovan Data Protection Act.

% Article 3(1), Russian Data Protection Act.
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portant as data protection laws safeguard individuals against potential of identification, as
opposed to actual achievement of identification. In other words, it is irrelevant whether data
controllers do/did identify the natural person, mere capability of identification bring the
laws into operation. Two international instruments offer some guidance on this question.
Explanatory Report for Convention 108 (para28) refers to ‘easy’ identification and pro-
vides that identification by means of ‘very sophisticated methods’ is not covered under the
term ‘identifiable person’. Bygrave® criticizes this approach as it is based on the false as-
sumption that as sophistication level increases, ease of identification decreases®®. In prac-
tice, advanced sophistication often allows to identify a data subject easily. By contrast to
Convention 108, the EU Directive takes account of ‘all the means likely reasonably to be
used’ for identification purposes (Recital 26). As such, the Directive sets two interlinked
criteria: likelihood (or probability) and reasonableness (or difficulty) of identification. In
general, it seems that the main focus should be on the reasonable means available for iden-
tification, and such ‘reasonableness’ might change over time, in particular with advance-

ment of technologies.

Third related issue to the previous identification level question is whose capability the laws
consider for the purposes of identifiability criteria. In other words, should do we assess
only the abilities of the data controllers/processors who are processing the data or should
we take into account the possibility of identification by any person? Unlike most laws that
are silent on this issue® (including Eurasian laws), the EU Directive specifies that any per-
son can be the legally relevant agent. Nevertheless, the standard of ‘any person’ should be
weighed against the ‘reasonable’ likelihood, which excludes use of illegal means (eg hack-

ing) for identification.

Fourth, most of the data protection laws assume individuation of data - that is, that the data

is linked to one person as opposed to a number of them (eg family, social group)®. The

> Note 47, p131.

*® Subsequent recommendations of Council of Europe instead refer to factors of reasonableness, time, re-
sources, and cost of identification. See note 47, p131 where he refers to a number of such recommendations.
% Note 47, p132.

% ibid. p135.
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definitions contained in Eurasian laws also use individuation language and do not grant
protection to collective personal data. By contrast, some countries also protect data that can

be linked to ‘family’ or ‘household’ (Finland), yet such provisions are rare®".

Finally, it is worth to note that the above discussed identifiability issues are not simply aca-
demic exercises, and carry practical weight. They affect the extent to which data can be
classified as personal, and consequently determine the scope of application of data protec-

tion laws.

2.3 Datain medium

A number of Eurasian laws also include a requirement that the personal data need to be
recorded in a tangible medium. Such requirement can be found in Armenia®?, Kazakhstan®,
Kyrgyzstan®, and the CIS Model Law®. However, these laws do not provide clarification
as to what tangible medium is. Some guidance is available as to the forms such medium
can take. Two of the laws give examples of tangible mediums, such ‘in writing or other-
wise’ (Armenia), and ‘in electronic, paper and (or) other tangible medium’ (Kazakhstan).
These examples suggest that any medium fulfils the requirement as long as it is tangible
(phrases ‘otherwise’ and ‘other”). As such, the reason behind the requirement of ‘tangible
medium’ seems to be the intention of the legislator to exclude data in purely oral form. If
the oral personal data is recorded in audio or video format for example, electronically, such
data might become subject to data protection rules.

Georgia, Moldova, and Ukraine, by contrast, do not use ‘tangible medium’ requirements.
Similarly to the European approach, they instead apply ‘automated’ and ‘non-automated’
data classifications and do not refer to ‘tangible medium’. Statutory provisions defining the
scope of application cover ‘the processing of data wholly or partly by automatic means, as

well as to the processing otherwise than by automatic means of data which form part of a

® ibid.

®2 Article 3, Armenian Data Protection Act.
% Article 1(2), Kazakh Data Protection Act.
% Article 3, Kyrgyz Data Protection Act.

% Article 2, CIS Model Law.
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filing system or are processed to form part of a filing system’®. The filing system means
that non-automated data is covered only when it is structured according to a specific crite-
ria, thereby excluding unstructured records (e.g. manual records). As such, they specify two
types of data: any data processed automatically and non-automated data in a filing system.
These provisions resemble those under the EU Directive®”, and demonstrates the adoption
of the Directive’s approach by Georgia, Moldova, and Ukraine with regard to the concept

of personal data.

There are several implications that follow depending on whether a legislator adopts ‘tangi-
ble medium’ requirement or ‘automated/non-automated’ data classification. First, ‘tangible
medium’ requirement covers both the automated and non-automated structured data, as
well unstructured non-automated data (i.e. any data). This means, on the one hand, that data
subjects are granted comparatively wider protection than under the latter approach. On the
other hand, it places relatively greater burden on data controllers, for example, if data sub-
jects request to disclose their personal data that data controllers hold, the controllers might
have to check all their files, both automated and non-automated and non-structured. In oth-
er words, they will have to ‘leaf through files, possibly at great length and cost, and fruit-
lessly, to see whether it or they contain information relating to the person requesting infor-

»68

mation and whether that information is data’™" subject to data protection laws.

Perhaps these are the reasons why Russian law uses both criteria. Its law applies to ‘activi-
ties related to the processing of personal data ... both automatically ... and manually, pro-
vided that manual data processing is by its nature similar to automatic data processing, i.e.
allows users to search personal data recorded in tangible medium or contained in filing
systems or other systematized collections of personal data in accordance with the specified

algorithm...”®. In this way, the Russian law excludes oral forms of data and also addresses

% Article 3 of Georgian, Article 2 of Moldovan, and Article 1 of Ukrainian Data Protection Acts.

*7 Article 3(1).

% Durant vs Financial Services Authority [2003], EWCA Civ 1746, Court of Appeal (Civil Division) paras
47-48.

% Article 1(1), Russian Data Protection Act.
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the shortcomings of not differentiating structured non-automated data from the unstruc-

tured one.

2.4 Findings

In this chapter, we have analysed the concept of personal data under Eurasian data protec-

tion laws.

First, all Eurasian countries apply the same basic standard to categorisation of data as per-
sonal (see2.1. above). The origin of this approach lies in Convention 108, and we can con-
clude, in the example of the ‘personal data’ concept, that Convention 108 has had an im-
portant influence in Eurasian data protection framework. Moreover, clear adoption of the
European data protection model (specifically, the EU Directive) can be found in the laws of
Georgia and Moldova. In particular, we have observed this when we discussed who an
‘identifiable person’ is, and in classification of personal data to automated and non-

automated ones.
Second, most of the Eurasian laws do not offer guidance on deeper issues surrounding the
key criterion of the concept, namely identifiability (see 2.2 above).

Thirdly, unlike European data protection laws, some Eurasian countries also require per-
sonal data to be in a tangible medium (Armenia, Kazakhstan, Kyrgyzstan, and Russia) (see
2.3 above). These countries (except Russia), furthermore, do not differentiate between ‘au-

tomated’ and ‘non-automated’ data.
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3 Chapter 3. Transborder dataflow regulation

3.1 Introduction

We have mentioned earlier that development of data protection laws have been continuing
since the 1970s, as a response to privacy risks posed by new technologies. The invention of
Internet has increased these risks, expanding the problem transnationally, allowing data to
flow through jurisdictional barriers. We particularly choose to compare the laws of Eura-

sian countries in relation to transborder dataflow regulation for the following reasons:

A)  Economic globalization. Advanced technology, as well as communications, services,
transport, industry, economic and institutional innovations (such as World Bank)
have increased the pace of world integration. The result was the increased flows of
data, amongst other things (such as capital, goods, services, labour). Eurasian coun-
tries are obviously also part of economic globalization and are experiencing higher

levels of data transfers than they did before;

B) Economic importance. It was estimated in 2010, as an illustration, that data analytics
industry alone was worth more than 100 billion USD, with annual growth rate of al-
most 10%"°. Given the economic importance, it is assumed that Eurasian states would
also be keen to develop and benefit from industries connected with data processing;

C) Social and cultural importance of online activity. People, irrespective of their geolo-
cation, experience online social and cultural exchange with each other. Online activi-
ty might also have political implications, as it was in ‘Arab Spring’ in 2011"*. Eura-
sian states, as any other, might be interested in facilitating and/or controlling this pro-

Cess,

" The Economist, ‘Data, data everywhere—A special report on managing information’, (2010)

<http://www.economist.com/node/15557443> accessed 5 Nov 2014.
71

Journalist’s Resource, ‘The Arab Spring and the Internet: Research roundup’, (2013)
<http://journalistsresource.org/studies/international/global-tech/research-arab-spring-internet-key-studies>
accessed 5 Nov 2014.
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D)

E)

Ubiquity of data flows. Data packets do not flow according to jurisdictional division
rules. They are devised to find the optimal route through network. Such flow happens
naturally, without the awareness of its senders and recipients, not mentioning the law
enforcement agencies. Regulation of data transfers is an example of how domestic

laws are dealing with global phenomena;

EU adequacy test. Article 29 Working Party explicitly acknowledges the relevance of
data transfer provisions for ‘adequacy’ assessment’2. As such, the comparative analy-
sis here could be useful for the purposes of ‘adequacy’ studies of Eurasian states, at

least in relation to data transfer provisions.

In this chapter, we analyse the regulation of transborder data flows in Eurasian countries

under data protection laws (see Annex B). Apart from data protection law, it can be a sub-

ject of regulation under telecommunications, import-export regulations and other laws,

which we do not cover due to the focus of this paper on privacy law. The followings are the

key aspects of the transborder dataflow regulation:

1)

2)

definition. The definition of ‘transborder data flow’ directly affects the extent to
which the law applies. The challenge is to strike the balance between covering too lit-

tle and extending to everything;

grounds. Data controllers should have the grounds broad enough to facilitate free
flow of data (which brings economic, social and cultural benefits), and narrow

enough to protect privacy rights of data subjects;

This chapter will be organised accordingly under two respective headings.

"2 Article 29 Working Party (Working Party on the Protection of Individuals with regard to the Processing of

Personal Data), Transfers of personal data to third countries : Applying Articles 25 and 26 of the EU data

protection directive (1998).
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3.2 Definition

In general, there is a lack of clarity as to its meaning as a term’®. To illustrate, the EU Di-
rective refers to ‘transfer to a third country of personal data’ without addressing what ‘data
transfer’ is (Article 25(1)). Convention 108 refers to ‘transborder flows of personal data’,
defining the term as ‘the transfer across national borders, by whatever medium, of personal
data undergoing automatic processing or collected with a view to their being automatically
processed (Article 12(1)). OECD Guidelines refer to ‘transborder data flows’, defining the

term as ‘movements of personal data across national borders’ (§1(c)).

Furthermore, there are different approaches in wording of the phrase. To illustrate, in most
of the Eurasian data protection laws (five out of eight) we see ‘transborder transfer’”*. This
can be compared with the EU Directive which refers to ‘transfer to a third country’ (Article
25) and Armenian (Article 13), Georgian (Article 41), and Ukrainian (Article 29) laws -
‘transfer to foreign states/organizations/persons’, the Convention 108 - ‘transborder flows’
(Article 12), and OECD Guidelines referring to - ‘transborder data flows’ (para 17). Other
instruments might use different phrases, for example ‘international transfer’, ‘information
flows across borders’, ‘cross-border information flow’, and ‘cross-border data transfer’
(used interchangeably in APEC Privacy Framework), or ‘data transfer’ (Canadian
PIPEDA). For the purposes of this paper, we use the terms interchangeably.

The various wording and lack of clarity reflects the difficulty of defining it. As a starting
point, ‘data transfer’ can take active form (organization A sending data to Organization B
in third country) and passive form (data being made available to recipients in other coun-
tries, for example on a web-site). Kuner claims that current laws see transborder data flows
only in active form, where it is initiated by a person (public or private)”. It is not entirely

clear if this is the explicit choice of law-makers.

" Kuner Ch., Transborder Data Flows and Data Privacy Law (OUP 2013), pp11-14

™ Azerbaijan (Article 14), Kazakhstan (Article 16), Kyrgyzstan (Article 25), Moldova (Article 32), Russia
(Article 12), CIS Model Law (Article 10).

> Note 74, p11.
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On the other hand, if passive data transfers are also covered by the term ‘transborder data
flows’, then its regulation would apply to the whole Internet (for example, data on a web-
site can be accessed from any place in the world with Internet access). This view was
acknowledged in the EU by the European Court of Justice in Bodil Lindqvist case’. The
Court found that there is no data transfer to a third country within the meaning of Article 25
of the EU Directive where a person in the EU loads personal data onto a web-page hosted
by a natural/legal person established in the EU. The Court based on the fact that the infor-
mation was not being sent automatically from the server to other Internet users (‘target-
ing’).

In Eurasian context, ‘targeting’ seem to take primary role, or at the least more explicit one.
While most of the laws do not define ‘data transfer’, four instruments that have the defini-
tion use the phrase ‘provision’. It supposes that data controller provides or makes the data
accessible for processing to third persons (or ‘targets’ them), thereby referring to the active
form of transfer. Three of these (Azerbaijan’’, Kyrgyzstan® and CIS Model Law’®) refer to
provision of ‘data’ and Kazakhstan® refers to provision of ‘access to data’, although this
difference in word choice is insignificant, as provision of ‘data’ unavoidably involves pro-
vision of ‘access’ to it and the vice versa. Although other Eurasian countries’ data protec-
tion laws do not clarify what ‘data transfer’ is, we assume that they understand the term in

its active form whereby the transfer would be targeted at specific recipients.

Yet it should be kept in mind that technological developments in the future could blur the
distinction between active and passive transfers up to a ‘point where it can no longer be
maintained’®. As such, it is not possible to rely solely on ‘targeting’. Kuner notes that es-
tablishing ‘data transfer’ may depend on the facts of the particular case®. In particular, he

mentions three circumstances, namely establishment, targeting, and degree of control,

’®C-101/01 [2003] ECR 1-12971.

"7 Article 2.1.13, Azerbaijani Data Protection Act.

"8 Article 3, Kyrgyz Data Protection Act.

 Article 2, CIS Model Law.

8 Article 1(15), Kazakh Data Protection Act (the definition of the term “data dissemination’).
8 Note 74, p13.

% Ibid., p14.
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which can be used to determine if ‘data transfer’ took place and if, as a result, transfer pro-
visions apply. He contrasts, for instance, the occasion where the data controller has an es-
tablishment® in the country where the data subject resides with the situation when the con-
troller does not have any operations in the country. Similarly, the ‘data transfer’ is more
likely to be found when the controller in some way targets the individual, rather than when
the individual initiates the contact with the controller without being targeted. The probabil-
ity of finding ‘data transfer’ is also high when the controller has some degree of control
over the means used by the individual to process the data, but less likely when the control-
ler does not exercise control over the purpose or means which the individual uses to pro-

cess the data.

Furthermore, it is necessary to differentiate between data transfers and ‘mere transits’. An
example of such transit is where data is routed on the Internet according to technical pa-
rameters, based on the best path for a data packet to travel, irrespective of geographic plac-
es it crosses. Transborder data flow regulations usually do not apply to situations where
data only transits through territories. For instance, as we read this paper, huge number of
data packets could be crossing the country of our location, without our awareness. Neither
are regulators nor do they need to be aware (as the ‘transit’ does not create legal implica-
tions in the country it crosses). As a matter of clarity, however, interpretation of ‘transit’ is
usually construed narrowly®, and the extent of the distinction between transfer and transit
remains uncertain. Only two Eurasian countries (Georgia®™ and Moldova®) explicitly ex-
clude ‘mere transit’ from the scope of their data protection laws, with very similar wording
to the text of the EU Directive. Similarly to the EU Directive text, they do not draw clear

line between data transfer and transit®’.

8 For a recent example, see Google Spain case (C-131/12 (2014) not yet published), ppara 45-60.

8 Article 29 Working Party 2010, p23.

8 Article 3(2)(b), Georgian Data Protection Act.

8 Article 2(2)(c), Moldovan Data Protection Act.

8 ibid. Acts apply ‘to the processing of personal data carried out by controllers that are not established on
[their] territory ..., making use of equipment situated on [their] territory ..., unless such equipment is used
only for purposes of transit through the territory...”.
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Finally, most of the Eurasian countries refer to ‘territorial’ or, in other words, physical
crossing of borders in their transborder data flow provisions. This is the case in the laws of
Armenia®, Azerbaijan®, Kazakhstan®™, Georgia®™, Moldova®, and Russia®™. Kyrgyzstan®,
CIS Model Law® and Ukraine do not use “territorial’ division, instead the first two refer to
‘foreign jurisdictions’ whereas Ukraine® takes the foreign recipient as the criterion for ap-
plication. Perhaps, the majority preference for ‘territorially’ based application reflects the
challenges that regulators with traditional legal tools face in the environment of modern

technologies.

To sum up, transborder dataflow rules apply to cases where the data is transferred actively
across borders, save for ‘mere transits’. However, the regulators envisage the circumstanc-

es where the data should or should not flow, as we see further.

3.3 Grounds for transfer

Data transfer regulations might target broadly recipients based on two criteria: their geo-
graphic location or the organizations themselves. Table 3 summarises the grounds for
cross-border transfer available under Eurasian countries legislation. We use the information
on the table to analyse their regulatory approaches in comparison with each other, as well
as with transnational instruments discussed in 1.2. above (i.e. Convention 108 (as well as
Additional Protocol to it), the EU Directive, OECD Guidelines, and CIS Model Law). We
use the information in the table in order to determine whether the Eurasian countries have
adopted adequacy approach, or accountability approach, or a combination of them (see
3.3.1-3.3.2 below).

8 Article 13, Armenian Data Protection Act.

% Article 2.1.16, Azerbaijani Data Protection Act.
% Article 16(1), Kazakh Data Protection Act.

% Article 41, Georgian Data Protection Act.

% Article 32(1), Moldovan Data Protection Act.
% Article 3(11), Russian Data Protection Act.

% Article 3, Kyrgyz Data Protection Act.

% Article, CIS Model Law.

% Article 29(3), Ukrainian Data Protection Act.
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Table 3. Grounds for cross-border data transfers (simplified)®’

Country Grounds
Armenia international treaties.
Azerbaijan absence of threat to national security;
equivalent level of legal protection in the recipient country;
irrespective of the level:
with the consent of the data subject;
to protect the life and health of the data subject.
Georgia adequate safeguards provided in a recipient state or international or-
ganization;
international agreement;
agreement with adequate safeguards.
Kazakhstan protection of personal data in foreign country;
without such protection:
based on the consent of the data subject;
without such protection, based on international treaties;
in order to protect the constitutional order, public order, the rights and
freedoms of human and citizens, health and morality of population;
in order to protect the constitutional rights and freedoms of humans
and citizens, if the consent cannot be obtained.
Kyrgyzstan an international treaty between the parties by virtue of which the re-

7 Eull texts of concerned articles in Annex B.
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cipient ensures an adequate level of protection;

2. irrespective of the level of protection:

a.  with the consent of the data subject;

b.  for the protection of vital interests of the data subject's;

c. inrelation to data stored in a public databases.

Moldova 1. Pursuant to special law or international treaty;

OR

2. DPA authorization; AND

3. adequate level of protection in the recipient country; OR

4.  without protection, but with contractual safeguards;

AND

5. without protection in one these cases:

a.  data subject’s consent;

b.  for the conclusion or performance of an agreement or contract con-
cluded between the personal data subject and the controller or be-
tween the controller and a third party in the interest of the data sub-
ject;

c. inorder to protect the life, physical integrity or health of the data sub-
ject;

d.  if transfer is made from a public register;

e.  public interest (eg national defense, public order or national security),
carrying out in good order a criminal trial or ascertaining, exercising
or defending a right in court.

Russia 1. if no threat to the constitutional system, to morality, health, rights and

lawful interests of citizens, to national defense and state security;
AND
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adequate protection in foreign countries:
Convention 108 countries;

other countries ‘approved’ by DPA; OR
without protection:

data subject’s written consent;

pursuant to international treaties;

pursuant to federal laws, provided that it is necessary in order to pro-
tect the constitutional system, national defense and state security, as
well as the security of sustainable and safe functioning of the
transport system to protect the interests of individuals, society and the
state in the sphere of transport complex of acts of unlawful interfer-

ence;
for the performance of a contract, to which a data subject is a party;

in order to protect vital interests (eg life, health) of the data subject or
other persons when it is impossible to obtain the written consent of

the data subject.

Ukraine

pursuant to international treaties; OR

pursuant to the law or international treaties; AND
adequate level of protection in the recipient countries:
EEA countries;

Convention 108 countries;

countries ‘approved’ by the Government (Ukrainian Cabinet of Min-

isters);
without protection:
data subject’s explicit consent;

for the conclusion or performance of an agreement concluded be-
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tween the personal data subject and the controller or between the con-
troller and a third party in the interest of the data subject;

to protect the vital interests of the data subject;

to protect the public interest, the establishment, implementation and

enforcement of legal requirements;

where the data controller provides appropriate safeguards regarding

non-interference in private and family life of the data subject.

Convention to Convention 108 countries, except:
108 special categories of data;
if Convention 108 country is a ‘transit’ country to third countries.
Additional Convention 108 country;
Protocol to non-Convention 108 country or organisation with adequate protec-
Convention tion:
108 without adequate protection:
specific interests of the data subject;
legitimate prevailing interests, especially important public interests;
safeguards provided by data controller which are authorized by a reg-
ulator.
EU Di- EU/EEA country;
rective

other countries with adequate level of protection;
without protection:
unambiguous consent of the data subject;

for the performance of a contract between the data subject and the
controller or the implementation of precontractual measures taken in

response to the data subject's request; or
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for the conclusion or performance of a contract concluded in the in-

terest of the data subject between the controller and a third party; or

the transfer is necessary or legally required on important public inter-
est grounds, or for the establishment, exercise or defence of legal

claims; or
to protect the vital interests of the data subject; or

the transfer is made from a public register.

OECD country which:

Guidelines substantially observes Guidelines; or
sufficient safeguards exist, including effective enforcement mecha-
nisms and appropriate measures put in place by the data controller, to
ensure a continuing level of protection consistent with these Guide-
lines.

CIS Model no threat to national security; and

Law

adequate level of protection:
international treaty;

domestic legislation.

without protection:

explicit consent of the data subject;

for the conclusion and/or performance of a contract between data sub-
ject and data controller or controller and third person in the interests
of the data subject;

to protect the vital interests of the data subject;

data from public register.
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3.3.1 Adequacy approach (geographical targeting)

The first approach regulates data transfers based on the standard of data protection in the
country of import. Out of eight Eurasian countries that have general data protection laws
(all included in the Table 3), seven (i.e. all except Armenia) require certain level of protec-
tion as a basis of cross-border data transfer. This approach can also be found in Convention
108, the EU Directive, a number of European, Latin American, African and Asian coun-
tries®®. The required standard of data protection varies from country to country, some of the

examples are the followings:

e ‘an adequate level of protection’ (EU Directive®, Additional Protocol to Convention
108"%);

e ‘an equivalent protection’ (Convention 108'%%);

e ‘the same principles of data protection’ (Bosnia and Herzegovinaloz);

e ‘a sufficient level of protection for privacy rights, rights and freedoms of data sub-

jects in relation to the processing of personal data’ (Senegallog).

Similarly, there is no consistency in the standard of protection required by the Eurasian

laws. While most refer to ‘adequate level of protection’ (Kyrgyzstan104, Moldova'®,

108

Ukraine’®, also CIS Model law'®") or ‘adequate protection’ (Russia’®) or ‘adequate safe-

% Kuner (note 74, p64) names all EU member states, as well as Albania, Andorra, Bosnia and Herzegovina
and Russia (from Europe), Argentina (from Latin America), Benin, Morocco, Senegal (from Africa) and
Macau (from Asia).

% Article 25(1).

100 Article 2(1).

101 Article 12(3)(a).

1921 aw on the Protection of Personal Data, Article 8.

103 aw No. 2008-12 of January 25, 2008, on the Protection of Personal Data, Article 49.

104 Article 25(1) of Kyrgyz Data Protection Act.

105 Article 32(3) of Moldovan Data Protection Act.

106 Article 29(3) of Ukrainian Data Protection Act.

97 Article 10(3) of CIS Modal Law.

198 Article 12(1) of Russian Data Protection Act.
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109 110

), others require equivalency (Azerbaijan
111).

guards’ (Georgia ) or merely ‘protection of

personal data’ (Kazakhstan
‘Adequacy’ can be understood differently by different regulation. None of the Eurasian
laws clarify how the adequacy will be established or what level of protection constitutes
‘adequate’ (except Russia, who refers to the Convention 108 protection standard™?). Half
of the countries named in the Table 3 do not appoint the actors who decide on ‘adequacy’
finding, except for Georgia, Moldova, Russia, Ukraine. Among these four countries, three
appoint their special data protection authorities as the ‘adequacy’ finding bodies, except for
Ukraine which saves this power with its Cabinet of Ministers (note that Ukraine has a spe-
cial data protection authority). As to the ‘adequacy’ finding mechanism, the two (Russia
and Ukraine) put into operation ‘white-listing” method whereby the authority determines
the list of countries deemed to provide the required protection level. The other two prefer
‘case by case’ approach, where their data protection authorities review each data transfer
and determine whether the recipient country ensures the required level of protection. The
rest of the countries who require certain level of protection (Azerbaijan, Kazakhstan and
Kyrgyzstan) do not specify the body responsible for confirming the protection level. Nei-
ther do they determine the criteria or procedure. Finally, all the laws except Georgian, tar-
get the level of protection existing in the recipient country. This shows the preference of
the countries in favour of ‘territorial’ jurisdiction in the matters of data transfer which more
often is carried out electronically. This reflects the challenges to the traditional jurisdiction

schools posed by new technologies.

By contrast, the situation in the EU is clearer. The EU ‘adequacy’ approach requires not
only existence of a certain level of data protection under the laws of the recipient country

(‘content’ requirements), but also the actual compliance with content requirements (‘proce-

109 Article 41(1) of Georgian Data Protection Act.

10 Article 14.2.2 of Azerbaijani Data Protection Act.

11 Article 16(2) of Kazakh Data Protection Act. See Loskutov (2011), who mentions that earlier drafts of the
Act required ‘adequate’ protection.

12 Article 12(2) of Russian Data Protection Act.
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dural/enforcement’ requirements)'*. ‘Content’ requirements include adherence of the legal
system to six basic data processing requirements (i.e. principles of purpose limitation, data
quality and proportionality, transparency, security, rights of access, rectification and oppo-
sition, and restrictions on onward transfers), as well as to other ‘additional’ principles (e.g.
restrictions on processing sensitive data, on direct marketing, on automated individual deci-
sions)**. The second part of analysis checks the procedural/enforcement mechanisms
(vaguely termed as ‘good level of compliance, support and help to individual data subject,

115 As it can be seen, a finding of adequacy is a complex and

and appropriate redress’)
time-consuming process. Furthermore, it is politically sensitive, as delays (in the example
of Israel) or non-finding (in the example of Australia) of adequacy might cause tensions

between involved states'®.

There can be a number of aims that a regulator pursues by choosing an adequacy approach.
Firstly, the regulator intends to ensure that its privacy protections cannot be avoided simply
by engagement of third countries that do not provide data protection. Secondly, the regula-
tor might be motivated to encourage such states to adopt data protection rules. This was the
case in the EU Directive, and States interested in attracting data exports from the EU and
support thus their data processing industry were motivated to legislate in data protection

area'’.

There are a number of things that a regulator should consider in implementing the adequa-

cy approach'*®

. First, it is necessary to define what constitutes an ‘adequate level of protec-
tion, in particular the standards and procedures used to determine it. Secondly, the regulator
should consider what exemptions should apply to transfers to countries without ‘adequate’
protection. Third, the regulator should determine how it will deal with onward transfers

from a country with ‘adequate’ protection. These third issues are challenging, as the mech-

113 Article 29 Working Party (Working Party on the Protection of Individuals with regard to the Processing of
Personal Data), Transfers of personal data to third countries : Applying Articles 25 and 26 of the EU data
protection directive (1998), p5.

14 ibid., pp6-7.

1 ibid., p7.

118 Note 74, p66.

" ibid.

18 ibid. p70.
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anism chosen might weaken protection or, by contrast, make data transfers stringent (eg
thus business unfriendly).

3.3.2 Accountability approach (organizational targeting)

The second approach focuses on data exporters and importers, making them accountable
for ensuring protection of transferred data irrespective of geographic direction. The ‘origi-
nal’ data controllers are expected to comply with the ‘original privacy framework that ap-
plied when and where the data was collected’*, irrespective of its onward transfers (to
different countries or organizations). This approach operates, for example, under OECD
Guidelines'®, in Canada and Mexico, while Colombia allows both first and second ap-

proaches®?.

As such, this approach does not restrict transborder data flows as in the adequacy approach,
which prohibits transfers unless adequacy is in place. By contrast, accountability approach
imposes compliance responsibilities on those who transfer data. In practice, it means that
organizations need to take steps to comply with their responsibilities, such as implementing
internal privacy policies; conducting trainings for its employees; putting in place internal
oversight and external verification mechanisms; ensuring transparency to individuals (as to
policies and their implementation); and adopting appropriate enforcement mechanisms*?.
EU Directive also indirectly recognizes the principle of accountability in the example of
standard contractual clauses'®® and binding corporate rules. The uptake of adequate safe-

guards is not popular in Eurasia, with only three countries (Georgia, Moldova and Ukraine)

19 Crompton M., Cowper Ch. and Jefferis Ch., ‘The Australian Dodo Case: An Insight for Data Protection
Regulation’, (2009) 9 Bloomberg BNA Privacy & Security Law Report 5, p181.

120 ppara. 14 and 16. The latter states: “A data controller remains accountable for personal data under its con-
trol without regard to the location of the data”

121 Note 74, p64, also see Moerel L., Binding Corporate Rules: Corporate Self-Regulation of Global Data
Transfers, (OUP 2012), pp177-227.

122 Centre for Information Policy Leadership, ‘Data Protection Accountability: The Essential Elements, A
Document for Discussion’, (2009)
<http://www.huntonfiles.com/files/webupload/CIPL_Galway Accountability Paper.pdf> accessed 8 Nov
2014, pp11-14.

12 Wojtan B., ‘The new EU Model Clauses: One step forward, two steps back?’ (2011) 1 International Data
Privacy Law, 1, p80.
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explicitly providing contractual clauses as a ground for data transfer to non-adequate coun-

tries.

Kuner suggests that the widespread use of accountability can replace more bureaucratic
mechanisms of data protection, such as registration/authorization by data protection author-
ities®. Importantly, adequacy and accountability are not opposing approaches, they can
function in parallel and often overlap. However, Kuner notes that the former may mean
different things to data controllers and regulators: the former may see it as a way to relieve
them from bureaucratic requirements, whereas for regulators it is an extra layer of protec-
tion'?. Regulators should consider using both approaches in order to cope with complex

data transfer issues, which can be increased with new technological developments.

3.4 Findings

In this chapter, we have analysed the understanding of ‘transborder data transfers’ and the
legal bases for cross-border flows. The definition of ‘transborder data transfer’ under Eura-
sian laws, similar to global data protection regulations, covers the active form of transfers.

None of the laws explicitly or impliedly regulate passive transfers.

Regulatory approach towards transborder transfers under Eurasian laws clearly demonstrate
the preference of European ‘adequacy’ approach. Accountability approach is less common,
and furthermore, those countries that explicitly mention them resemble the relevant provi-

sions of the EU Directive on ‘adequate safeguards’.

Thirdly, it is possible to spot the influence of traditional ‘territorial’ jurisdiction theory in
Eurasian legislation. As we have mentioned earlier, Internet is structured to transit data
based on optimal technical parameters. As such, Internet, unless restructured, transfers data
irrespective of jurisdictional borders, and chooses the most optimal route available from all
possible options. So it can be assumed that the route to be taken for a data transit is practi-

cally unpredictable. This led Kuner to suggest that ‘it may no longer be feasible to differen-

124 Note 74, pp75-76.
125 |bid.
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tiate between transborder data flows and those that do not cross national borders'?. Thus,
the regulatory framework for transborder data flows in in effect the same as that for data
transfers on the Internet, and for the Internet itself.” Eurasian rules favouring traditional
‘territoriality’ principle of jurisdiction will continue to struggle with modern challenges

brought by technologies, as is the case in other legal systems of the globe.

126 Note 74, p6.
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4 Chapter 4. National regulatory authorities

This chapter briefly analyses an element of institutional data protection framework of Eura-

sian countries, namely national regulatory authorities for protection of personal data.

To start with, data protection laws are enforced mainly through three types of agencies:
specialized agencies (e. g. data protection authorities, privacy commissioners), central co-
ordinating agencies (e. g. law enforcement) and courts or specialized tribunals. As we have
mentioned above, on a transnational level, the EU Directive innovated with introduction of
specialized supervisory bodies for data protection (see 1.2.3 above). These bodies do not
only ensure implementation, but also work to establish the culture of privacy. We have also
mentioned that the data protection laws in Eurasia were adopted post-2000 (see 1.3 above).
These two facts allow us to assume that if Eurasian countries have provided for creation of

such independent supervisory authority, then they have followed the European model.

Functionally, data protection authorities may perform different roles that the law-maker
assigns to them. Flaherty lists ‘oversight, auditing, monitoring, evaluation, expert
knowledge, mediation, dispute resolution, and the balancing of competing interests™'?’.
Bennet&Raab name seven different roles: of ombudsmen, auditors, consultants, educators,

negotiators, policy advisers, and enforcers'?.
The Table 2 summarizes the supervisory authorities in Eurasian countries.

Table 2. Regulatory Authorities'*®

Country Data Protection Authority Central Coordinating Agencies

Armenia Ministry of Transport and Commu-

nications**’: Police

27 Flaherty, D., ‘Controlling Surveillance: Can Privacy Protection Be Made Effective?’ in P.Agre and

M.Rotenberg (eds), Technology and Privacy: The New Landscape (MIT Press 1997), p175.
128 Note 3, pp133-143.
129 Based on the information from Russian DPA (Federal Service for Supervision of Communications, Infor-

mation Technology and Mass Media), ‘Information on Authorized Bodies of Other Countries’ (in Russian)
(2010) <http://pd.rkn.gov.ru/authority/p119/> accessed 3 Nov 2014.
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Azerbaijan Ministry of Communications and | Ministry of Justice
Information Technology™*

Belarus Operative and Analytical Center un-
der the President'*? (authorized body
on data security)

Georgia Office of the Personal Data Pro-

tection Inspector'®®

Kazakhstan Ministry of Transport and Commu-
nications*®*; Ministry of Justice

Kyrgyzstan State Registration Service under

the Government'*
Moldova National Center for Personal Data
Protection'*®
Russia Federal Service for Supervision of
Communications, Information
Technology and Mass Media
(Roskomnadzor)™*’
Tajikistan information not available information not available

Turkmenistan

Ministry of Communications

Ukraine

State Service of Ukraine on Per-

sonal Data Protection®:

130 hitp://www.mtc.am/main.php?lang=1&page id=595.

131 http://www.mincom.gov.az/activity/information-technologies/personal-data/.

132

http://oac.gov.by/.

133 http://personaldata.ge/en/home.

133 http://mtc.gov.kz/index.php/en.

135 http://grs.qov.ka/rul/.

136 http://datepersonale.md/en/start/.

137 http://eng.pd.rkn.gov.ru/.

138 http://zpd.gov.ua/dszpd/en/index.
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Ombudsman™”®

Uzbekistan National Security Service

A number of observations can be made based on the table. First, half out of twelve coun-
tries have data protection authorities. Four of them (Azerbaijan, Georgia, Moldova and
Ukraine) are in EU Eastern Partnership Agreement and three of them (Georgia, Moldova
and Ukraine) have signed Association Agreements with the EU. These agreements show
that the named countries are seeking closer integration with the EU. It is possible that these
countries might join the EU in the future (in particular the latter), in which case the EU data
protection regime will apply in them.

Secondly, countries assign different levels of functions to data protection authorities. While

Azerbaijan'*® and Kyrgyzstan'**

tasks their DPAs as registries of databases, and assigns
some enforcement rights, others grant broader powers. In Georgia'*?, the DPA fulfils con-
sultative, educative, auditing, ombudsman, advisory, enforcement (in particular registra-
tion) and reporting roles. Moldova prefers notification system, and assigns auditing, om-
budsman, and enforcement roles to its DPA'. Russian DPA assumes ombudsman, audit-
ing, enforcement, policy advisory, and educative roles'**. Ukrainian DPA is tasked with

ombudsman, auditing, enforcement, policy advisor educative, consultative roles.

Based on this short analysis, it is difficult to state that the EU Directive had significant role
in creation of data protection policy in Eurasian countries. Nevertheless, it is plausible to
conclude that the EU Directive has clearly influenced data protection legislation in Geor-

gia, Moldova, Russia and Ukraine.

As to CIS Model Law on Data Protection, it simply offers the possibility of establishing
data protection authorities (Article 16). The Model Law itself was drafted after the EU Di-

139 http://www.ombudsman.gov.ua/en/index.php?option=com_content&view=article&id=1105.
140 Azerbaijan Data Protection Act, Chapter V.

11 Kyrgyz Data Protection Act, Chapter V.

142 Georgian Data Protection Act, Chapter V.

13 Moldovan Data Protection Act, Chapter V.

144 Russian Data Protection Act, Chapter V.
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rective, and as such one can assume that the Article 16 of the Model Law is inspired by the
Article 28 of the EU Directive. This assumption is further confirmed by the resemblance of

rights and responsibilities incorporated into the Model Law with those under EU Directive.

In general, the countries without data protection authorities might introduce them in the

future. For instance, it has been recommended in Armenia establish an independent, na-

tional data protection authority*.

¥ EU Advisory Group to the Republic of Armenia, ‘Analysis of EU legislation on Personal Data Protection
and Recommendations for Approximating the Armenian Legal and Institutional Framework’, (2012),
<http://www.euadvisorygroup.eu/sites/default/files/Policy%20Paper%200n%20Analysis%200f%20the%20E
U%20legislation%200n%20Personal%20Data%20Protection.pdf> accessed 10 Oct 2014, p20
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5 Conclusions
This paper has been driven by one central question: which regulatory instruments do Eura-
sian countries employ to design their data protection policy? For the purposes of analysis,

we have broken it down to three subquestions.

Question 1. What regulatory instruments are used?

In chapter 1, we analysed the various policy instruments that now occupy the data protec-
tion landscape. In particular, we scrutinized transnational, legislative, self-regulatory, and
technological instruments. This grouping is based on the assumption that data protection is
international and global issue with social, organizational, political and technological di-
mensions. We attempted to assess these instruments’ features and to identify their use by
Eurasian countries and broadly reached three conclusions.

First, European data protection instruments have been the most affluent in Eurasian coun-
tries. In particular, we see its strong influence on those countries which are in the Eastern
partnership agreement (namely, Armenia, Azerbaijan, Georgia, Moldova and Ukraine). In
Georgia, the EU Directive is explicitly recognized as the standard to achieve. Furthermore,
some countries are in the pursuit of closer integration with the EU, including in legislative
framework, and have enacted laws resembling the EU Directive. This resemblance can
especially be seen in Georgia, Moldova and Ukraine, which also have institutional frame-
work (ie data protection authorities) alike to European Union model. This influence is ex-
pected to increase in those countries who are signing Association agreements with the EU
(Georgia, Moldova and Ukraine). And obviously, in case if they join the EU, the EU data
protection regime will apply in them.

Second, like in most parts of the world, Eurasian countries recognize data protection values
(through the notion of privacy, in general) on a constitutional (‘the right to privacy’) and a
statutory level. Most of the countries in region have data protection laws in place (except

four). Based on our study we have established a number of findings.
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Firstly, half of the countries with general data protection laws are members to the
Convention 108 and within the Convention’s framework are obliged to incorporate
its rules into their domestic laws. Accordingly, we can see with a degree of certain-
ty that the Convention 108 was also affluent, at the least in motivating the countries
that have ratified it to adopt general data protection laws (we will question whether
Convention 108 had any effect on its content in Chapters 2-4).

Secondly, most of the countries (eight out of twelve) have chosen to address the da-
ta protection issues in a general law. These countries are six Convention 108 ratifi-

ers in Eurasia plus Kazakhstan and Kyrgyzstan.

Thirdly, four countries do not have general data protection laws, namely, Belarus,
Tajikistan, Turkmenistan and Uzbekistan. However, this paper anticipates that these
countries will also adopt general data protection laws. In particular, Uzbekistan is

believed to have already ready draft of comprehensive law, but not adopted.

Fourthly, all of the eight countries, that have general data protection acts, have en-
acted their laws after 2000. The chronology allows us to wonder whether transna-
tional instruments discussed above could have had an impact on the legislation in
Eurasian territory. Furthermore, the post-2000 adoption also allows us to assume
that Eurasian countries have mostly designed their frameworks ab initio: that is, a
relatively blank state has allowed comprehensive legislation to be introduced in

both public and private sectors.

Finally, a number of Eurasian countries regulate specific sectors with separate legis-
lation, along having a general data protection law. The limits of this thesis do not al-
low to comprehensively embrace all sectoral legislation of each Eurasian country.
Therefore, we only summarized the main purposes of sector specific regulation as

well as examples of areas regulated sectorally in global practice.

Third, we could not find any literature/studies assessing the level of use of self-regulation

and technology as policy instruments in Eurasia. Similarly, there is a lack of studies in

practical implementation of data protection laws, in other words, the extent to which they

provide protection to data subjects in reality (as opposed to provisions on paper). These

three issues require further research and are not within the scope of this paper.
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Question 2. To what extent Eurasian countries have common approaches in data protection
laws?

In the introduction, we have mentioned that the countries shared common legal tradition
during former Soviet Union. Having analysed the choice of policy instruments employed
by Eurasian countries, we moved on, in the subsequent chapters, to determine whether
there are any common approaches in data protection frameworks of the studied countries.
We attempted to answer this question by examining selective issues of data protection
framework: a) the concept of personal data, which is key to the scope of application of the
laws; b) transborder dataflow regulations, as data protection laws need to strike the balance
between the protection of personal privacy and facilitating the free flow of data; and c) na-
tional regulatory authorities, the design of which directly impacts the enforcement and
compliance levels. Each of the issues were dealt individually with in chapters 2, 3, and 4

(respectively).

Chapter 2 inquired into the concept of ‘personal data’ and produced three main findings.
They lead to somewhat mixed result: Eurasian laws apply a requirement of ‘tangible medi-
um’ which cannot be spotted in the European approach, yet the basic criteria for ‘personal

data’ is adopted from the European instruments.

First, all Eurasian countries apply the same basic standard to categorisation of data as per-
sonal (see 2.1. above). They all accept ‘personal data’ as any data/information that relates
to identified/identifiable person The origin of this approach lies in Convention 108, and we
can conclude, in the example of the ‘personal data’ concept, that Convention 108 has had
an important influence in Eurasian data protection framework. Moreover, clear adoption of
the European data protection model (specifically, the EU Directive) can be found in the
laws of Georgia and Moldova. In particular, we have observed this when we discussed who
an ‘identifiable person’ is, and in classification of personal data to automated and non-

automated ones (see 2.2. above).

Second, most of the Eurasian laws do not offer guidance on deeper issues surrounding the

key criterion of the concept, namely identifiability (see 2.2 above).
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Third, unlike European data protection laws, some Eurasian countries also require personal
data to be in a tangible medium (Armenia, Kazakhstan, Kyrgyzstan, and Russia) (see 2.3
above). These countries (except Russia), furthermore, do not differentiate between ‘auto-
mated’ and ‘non-automated’ data. We have also analysed a number of implication flowing

from these requirements (see 2.3 above).

In chapter 3, we have compared the transborder dataflow regulation in Eurasian countries
under their data protection laws. We focused on two key aspects, namely (a) definition of
‘transborder data flow’ and (b) grounds for data transfer. The former is essential for the
purposes of delimiting the scope of application for transborder dataflow regulations. The
latter is important in the context of balancing ‘personal privacy’ interests against the prin-
ciple of ‘free flow of data’. In relation to both issues, we have found the influence of Euro-

pean approach in Eurasia.

First, the definition of ‘transborder data transfer’ under Eurasian laws, similar to global
data protection regulations, covers the active form of transfers. None of the laws explicitly

or impliedly regulate passive transfers.

Second, the analysis of the grounds revealed that regulatory approach towards transborder
transfers under Eurasian laws clearly demonstrate the preference of European ‘adequacy’
approach. Accountability approach is less common, and furthermore, those countries that
explicitly mention them resemble the relevant provisions of the EU Directive on ‘adequate

safeguards’.

Chapter 4 contains a short analysis of national regulatory authorities for protection of per-
sonal data in Eurasian countries. On a transnational level, the EU Directive innovated with
introduction of specialized supervisory bodies for data protection (see 1.2.3 above). Also,
the data protection laws in Eurasia were adopted post-2000 (see 1.3 above). Based on these
two facts, we assumed that if Eurasian countries provided for creation of such independent

supervisory authorities, then they followed the European model.

Our analysis resulted in two findings. First, six Eurasian countries have specialized data
protection authorities. Four of them (Azerbaijan, Georgia, Moldova and Ukraine) are in the
EU Eastern Partnership Agreement and three of them (Georgia, Moldova and Ukraine)

have signed Association Agreements with the EU. These agreements show that the named
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countries are seeking closer integration with the EU. It is possible that these countries (es-
pecially the latter) might join the EU in the future, in which case the EU data protection

regime will apply in them.

Secondly, Eurasian countries assign different levels of functions to data protection authori-
ties. While few of them grant limited roles (e.g. registries of databases, some enforcement
rights), others grant broader powers (e.g. consultative, educative, auditing, ombudsman,
policy advisory, enforcement (in particular registration), reporting roles). Based on this
short analysis, it is difficult to state that the EU Directive had significant role in creation of
data protection policy in Eurasian countries with regard to national regulatory authorities
(only six countries have special institutions for data protection purposes and two of these
six have limited functions). Nevertheless, it is plausible to conclude that the EU Directive
has clearly influenced Georgia, Moldova, Russia and Ukraine (which assign broad powers).

Question 3. Is the data protection policy a ‘race to the top’ or a ‘race to the bottom’?

This question reflects the two broad global trends: ‘race to the top’ where countries pro-
gressively increase the standard of protection and ‘race to the bottom’ where countries de-
regulate in order to gain competitive advantage over the former countries.

To sum up, Eurasian countries show clear preference of domestic legislation as a tool of
regulating protection of personal data. Initially, they started designing their data protection
frameworks from relatively blank state. Eurasian states (except for Belarus, Tajikistan,
Turkmenistan, and Uzbekistan who do not have any general law) have enacted their gen-
eral data protection laws after the year 2000. Among global data protection models, clear
influence of the European model (ie Convention 108 and the EU Directive) can be ob-
served in the Eurasian laws. In particular, this paper has established such influence in rela-
tion to the concept of personal data, transborder dataflow regulation, and national data pro-
tection authorities. Likewise to European model, Eurasian countries are expected to pro-

gressively increase the standard of data protection.
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Annex A. Definition of personal data

Country Definition
Russian English (unofficial translations)
Armenia Cratbs 3. OCHOBHBIC TIOHATHS, UCIIONB3yEMbIC B 3aKOHE Article 3. Main definitions used in the law
nepcoHalbHbIC JaHHbIe — I00bIe AaHHbIe 0 (hakTax, ciaydasx, 00CTOATeNbCTBaX, oTHO- | @) Personal data: any data fixed in writing or other otherwise on tangible
camyecs K GU3MIECKOMY JIMIY, 3aKpeIUICHHbIE HA MaTepUaibHOM HOCHUTENe mucbMeH- | medium containing facts, events and circumstances a natural person, in a
HO WK UHBIM 00pa3oM, B TAKOM BHJE, KOTOPBIH JaeT WM MOXET AaTh Bo3MoxkHocTh | form that allows or may allow to identify the individual
I/IZ[GHTI/I(I)I/ILII/IpOBaTL JIMYHOCTh MHAWBUAYMA;
Azerbaijan | Cratbs 2. OCHOBHbIC TIOHSATHS, HCIIONB3yeMbIE B 3aKOHE Article 2. The basic concepts used in the Act
2.1.1. mepcoHasbHbIC TaHHBIE — IF06as HH(OpMaIHs, O3BoIIsoNIas mpsimo win koc- | 2.1.1. personal data - any information that allows to directly or indirectly
BEHHO OTIPE/ICITUTD JIUIIO; identify a person;
Georgia Article 2. Definition of terms
a) personal data (hereinafter — data) — any information relating to an identi-
fied or identifiable natural person. An identifiable person is the one who can
be identified directly or indirectly, in particular by reference to an identifi-
cation number or to the factors specific to his/her physical, physiological,
mental, economic, cultural or social identity;
Kazakhstan | Crates 1. OCHOBHBIE MOHSITHS, HCIIOJIB3YEMbIE B HACTOSIIIIEM 3aKOHE Article 1. The basic concepts used in this Act
2) TepcoHaNbHbIE JaHHBIC - CBEACHHMS, OTHOCSIINECS K OTpeieieHHOMY 1ian onpenensi- | 2) personal data - information that is related to identified or identifiable
€MOMY Ha UX OCHOBaHWM CYOBEKTY IEpPCOHAJBbHBIX JaHHBIX, 3apukcupoBaHHble Ha | thereof data subject, recorded in electronic, paper, or other tangible medi-
3NEKTPOHHOM, OyMa)KHOM U (WJIM) HHOM MaTepHalbHOM HOCHUTETIE; um;
Kyrgyzstan | Crartbs 3. TepMuHBI 1 OIIpeAeIeHUS Article 3. Terms and definitions

Hudopmanus nepcoHaNbHOTO XapakTepa (IepCOHANBHBIC JaHHBIC) - 3a()UKCUPOBaHHAS
“HpOpPMANU HA MATEPUAILHOM HOCHUTENIC 0 KOHKPETHOM YeJIOBEKE, OTOXKACCTBICHHAS
C KOHKPETHBIM YEJIOBEKOM HIIH KOTOpas MOXET OBITh OTOXKIECTBJICHA C KOHKPETHBIM
YEJIOBEKOM, MTO3BOJISIIONIAS UACHTH()DUIIMPOBATH ATOTO YEJIOBEKa MPSIMO MIJIM KOCBEHHO,
MTOCPEJICTBOM CCBUIKH Ha OJIMH WU HECKOJBKO (PaKTOPOB, CHEIUPUIHBIX JIJISI €ro Ono-

Information of a personal nature (personal data) — information recorded in
tangible form about a specific person, matched with a specific person or that
can be matched with a pecific person, allowing to identify this person di-
rectly or indirectly by referring to one or several factors specific for his/her
biological, economic, cultural, civil or social identity.




JIOTUYECKOM, 3KOHOMHUYECKOH, KyJIbTYPHOH, TPaXKIaHCKON WM COLUAIbHON HMIEHTHY-
HOCTH.

K mepcoHanbHBIM JaHHBIM OTHOCATCS OMOTpaUUYECKHe W OMO3HABATCIbHEBIC JaHHBIC,
JINYHBIC XaPAKTECPUCTHKH, CBEICHUS O CEMCHHOM MOJIO0XKCHUHU, (PMHAHCOBOM IOJIOXKE-
HUU, COCTOSIHUU 3JI0POBBS U MpoUee.

Personal data include biographic and identifying data, personal characteris-
tics, information on the marital status, financial position, state of health, etc.

Moldova Cratbst 3. OCHOBHBIC TIOHATHS Article 3. Definitions
nepcoHalbHbIC JaHHbIC — Jr00as uHpopMaius, cBs3aHHas ¢ uaeHTHduMpoBanHsM | personal data - any information relating to an identified or identifiable natu-
win uaeHTuUIUpyeMbiM Gu3ndeckuM JUIoM (cyObeKTOM MepcoHaNbHbIX maHHbIX). | ral person (‘personal data subject’). An identifiable person is one who can be
WnenTudunupyeMsiM JTUIOM SBISETCS U0, KOTOpoe MOXKeT ObiTh naeHTuunuposa- | identified, directly or indirectly, in particular by reference to an identifica-
HO OPSIMO MM KOCBEHHO, B YaCTHOCTH, TIOCPE/ICTBOM CCBHUIKK Ha maeHTuUKanuoHHbIi | tion number or to one or more factors specific to his physical, physiological,
HOMep JTHOO0 Ha OJMH WM HECKOJbKO (akTopoB, cnenuduuHbix s ero gusndeckoi, | mental, economic, cultural or social identity;
(U3NOTOTHYECKON, TMCUXUYECKOH, AKOHOMHYECKOH, KYIBTYpHOW WM COIHMATBHON
HUICHTHIHOCTH,;

Russia Cratbs 3. OCHOBHBIE TIOHSATHSI, HCIIOJIb3yeMbIe B HacTosiieM DexepaibHOM 3aKOHE Article 3. The basic concepts used in the Federal Law
1) mepcoHanbHble TaHHbBIC - T06as HHpOpMAIHs, OTHOCSIIA’CS K mpsaMo ik kocBenHo | 1) personal data is any information relating to, directly or indirectly, identi-
OTpeIeTIEeHHOMY WMJIM omnpejenseMomMy (usudeckomy iy (cyowsekry nepconanbhbix | fied or identifiable natural person (data subject);
JTAHHBIX );

Ukraine Crarbs 2. Onpe/eneHue TepPMHUHOB Article 2. Term Definitions
MepcoHalbHbIE JIAHHBIE — CBEACHHS HWIIM COBOKYITHOCTH CBeiaeHuit o ¢usuueckom | Personal data shall mean information or aggregate information about a natu-
JIIE, KOTOPOE UACHTH(DUIIMPOBAHO WIIK MOXKET ObITh KOHKpeTHO uaeHTuduimposano; | ral person who is identified or may be identified;

Convention | Crates 2 — OnpeneneHus Article 2 — Definitions

108 a) «ImepCoHANBHBIC JAaHHBIC» 03HAYAIOT M00YI0 mHpopMarmio 06 ompenenenHom win | “personal data™ means any information relating to an identified or identifia-
TOJJIAFOIIEMCST OTIPENENIEHHIO (DH3MUECKOM JIHIIE (CYOBEKT JaHHBIX); ble individual ("data subject");

OECD Definitions

Guidelines 1. For the purposes of these Guidelines:

b) “Personal data” means any information relating to an identified or identi-
fiable individual (data subject).

EU Di- | Crates 2(a) Article 2(a)

rective JI00Yy10 HH(POPMAIIHIO, OTHOCAIIYIOCS K ONpPeNeIeHHOMY MK onpesenseMomy ¢Gusude- | any information relating to an identified or identifiable natural person (‘data
ckomy nuity ("'cyOBeKTy maHHBIX"); subject’);

OIIPEACIIACMBIM ABJIACTCA JIUIO, KOTOPOC MOXKET OBITh OIpEACIICHO, ITPAMO WM KOC-

an identifiable person is one who can be identified, directly or indirectly, in
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BEHHO, B YaCTHOCTH, 4depe3 MACHTH(PHKAIMOHHBIA HOMEp MO0 Yepe3 OAWH WU He-
CKOJIBKO TIPU3HAKOB, XapaKTEPHBIX IS €0 (PU3MIECKON, ICUXOIOTHIECKOM, YMCTBEH-
HOM, 9KOHOMHUYECKOH, KyJIbTYPHOU WJIM COLIMAIbHON UIEHTUYHOCTH;

particular by reference to an identification number or to one or more factors
specific to his physical, physiological, mental, economic, cultural or social
identity

CIS Model
Law

Cratbs 2. OCHOBHBIE TEPMHHBI U ONPEICICHUS

[epcoHanbHbIe NaHHbIE - HHPOpMaNKs (3apUKCUPOBaHHAS HAa MaTepPHAILHOM HOCHUTE-
JIe) 0 KOHKPETHOM YEJIOBEKE, KOTOPasi OTOX/ICCTBICHA MM MOKET OBITH OTOXKAECTBIIC-
Ha C HUM.

K mepcoHanbHBIM JaHHBIM OTHOCATCS OMOTpaUUecKe W ONO3HaBaTeJIbHBIC JTaHHBIC,
JIMYHbIE XapaKTEPUCTHKHU, CBEJICHUS O CEMEHHOM, COLMAIbHOM TIOJIOKECHUH, 00pa3oBa-
HUH, TPOoQecCur, CIy’>kKeOHOM M (PMHAHCOBOM IIOJIOXKECHUH, COCTOSIHUH 3JO0POBBS U
TIpoYHe.

Article 2. Basic terms and definitions

Personal data - information (recorded in a tangible medium) about a particu-
lar person, that is related or can be related to him.

Biographical and identifying data, personal characteristics, information on
family, social status, education, profession, business and financial situation,
health and others are considered to personal data.




Annex B. Grounds for cross-border data transfers

Country Grounds
Russian English

Armenia Crates 13. Tlepeaaya repcoHANbHBIX JaHHBIX B HHOCTPAHHBIE TOCYAAPCTBA Art 13. Transfer of personal data to the foreign countries
[epconanbHbIe TaHHBIC MEPEIAOTCS B WHOCTPAHHBIC TocyaapcTBa B cootBercTBum | Personal data are transferred to foreign countries according to internation-
¢ MEXIYHapOJHBIMH [TOroBopamMu PecrmyOnuku Apmenus win 1o ocHoBanusM, | al treaties of Armenia and on the basis stipulated under Articles 6 of this
MPEeyCMOTPEHHBIM CTaThel 6 HACTOSIIEro 3aKoHa. Law.

Azerbaijan Cratbs 14. TpancrpaHudHas nepeava MepcoOHANbHBIX JaHHBIX Article 14. Cross-border transfer of personal data
14.1. TpancrpanuuHas Tepeiada NEPCOHANBHBIX AaHHBIX ocymectsisiercs npu | 14.1. Cross-border transfer of personal data is carried out in compliance
COOJIIO/ICHUN YCTAHOBJICHHBIX HACTOSIIUM 3aKOHOM TpeOoBaHmii U ¢ yderoM ycra- | with the requirements established by the Law and taking into account
HOBJICHHBIX HACTOSIIEH CTaTbeil 0COOCHHOCTEH. established in this article special provisions.
14.2. TpancrpanudHas nepejaada MePCOHANBHBIX JAHHBIX 3ampernaercs B cieayro- | 14.2. Cross-border transfer of personal data is prohibited in the following
MUX ClIy4dasx: cases:
14.2.1. npu HaMMYMK yrPO3bI TS HAIIMOHABHOW Oe3omacHocTn Asepbaiimkanckoii | 14.2.1. If there is a threat to the national security of the Azerbaijan Repub-
Pecry0inukuy; lic;
14.2.2. ecnu 3aKOHOIATENBCTBO CTPaHBI, B KOTOPYIO Tepemarorcsi mepcoHanbHbie | 14.2.2. If the legislation of the country, to which the personal data is trans-
JlaHHBIE, He 00OecrevnBaeT MPaBOBYIO 3aIMTY ITHUX JAHHBIX Ha yposwe, ycmanos- | ferred, does not provided legal protection of these data at the level estab-
JIEHHOM 3aKoHoOdamenbcmeom Asepbaiimkanckoi Pecryomuku. lished by the legislation of Azerbaijan Republic.
14.3. TpancrpanuuHas mepefadya NepCOHANBHBIX JaHHBIX MOXeT ocyinecTBisithes | 14.3. Cross-border transfer of personal data may take place irrespective of
HE3aBHCHMO OT YPOBHs UX MPABOBOM 3alllUTHI B CIy4asx, korjaa cyosekt aai corna- | the level of legal protection in cases when the subject has given consent to
CHe Ha TPAaHCTPAaHUYHYIO MEpeavy ePCOHANBHBIX IaHHbIX, a TaKkke eciu nepenada | transborder transfers of personal data, as well as if the transmission of
MEePCOHATBHBIX JAHHBIX HEOOXO0MMA JIJIsl OXPAHbI )HU3HU U 3[0POBbs CYOBEKTA. personal data is necessary for the protection of life and health of the data

subject.
Georgia Article 41. Transfer of data to another state and international organization

1. Transfer of data to another state and international organization shall be
allowed, if the grounds for the processing of data envisaged by this Law
are present and if adequate safeguards for the protection of data are en-
sured in a respective state or international organization.

2. Transfer of data to another state and international organization, except
for Paragraph 1 of this Article, shall also be allowed, if:

a) transfer of data is envisaged by an international agreement of Georgia;
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b) data processor provides adequate safeguards for the protection of data
and the protection of the fundamental rights of a data subject on the basis
of an agreement concluded between a data processor and a respective
state, a natural or legal person of that state or an international organiza-
tion.

3. Transfer of data on the basis of Subparagraph “b” of Paragraph 2 of this
Article shall be allowed only after the permission of an inspector.

Article 42. Establishing adequate safeguards for the protection of data
Presence of adequate safeguards for the protection of data in a foreign
state and/or in an international organization shall be assessed and decided
upon by an inspector, on the basis of an analysis of the processing of data
legislation and practice.

Kazakhstan

Cratbs 16. TpancrpanuyHas nepegaya nepcoHaIbHBIX JAHHBIX

1. TpaHcrpaHu4Has nepejgadya MEpCOHANBHBIX JAHHBIX - Ieperada MepCOHATbHBIX
JTaHHBIX Ha TEPPUTOPHIO MHOCTPAHHBIX TOCYIAapCTB.

2. B coOTBETCTBUHU C HACTOAMIMM 3aKOHOM TPAaHCTPaHHWYHAS Iepefada IMepcoHalb-
HBIX JJAHHBIX HA TEPPUTOPUI0 MHOCTPAHHBIX TOCYAAPCTB OCYIIECTBISAETCSA TOJIBKO B
cirydae obecneuenus Smumu 2ocy0apCmeamuy 3auumsl IEPCOHATBHBIX JaHHbIX.

3. TpaHcrpaHu4Has Iepenada NMEpCOHAIBHBIX JAHHBIX HA TEPPUTOPHIO MHOCTPaH-
HBIX TOCYIapCTB, HE OOECHEUMBAIOMIMX 3AIINTY IEPCOHAIBHBIX JAHHBIX, MOXKET
OCYIIECTBIISITHCS B CIydasiX:

1) Haymums cornacusi CyObeKTa WM €ro 3aKOHHOTO IPEICTaBUTENs Ha TpaHCTpa-
HUYHYIO [Iepeaavy ero nepcoHaJbHBIX JaHHBIX;

2) mpeayCMOTPEHHBIX MEXAyHapOIHBIMH JIOTOBOPaMH, paTu(uIupoBaHHEIMU Pec-
mybnukoit Kazaxcran;

3) mpeaycMoTpeHHBIX 3akoHaMu Pecryonmuku KazaxcraH, ecinu 370 HE0OX0auMoO B
HENAX 3Tl KOHCTUTYIIMOHHOTO CTPOS, OXpaHB! OOIIECTBEHHOTO MOPSAIKA, MIPaB
1 cBOOO YeTIOBEKA U TPaXKTaHMHA, 37J0POBbS M HPABCTBEHHOCTH HACEIICHHUS;

4) 3amuTHl KOHCTHTYIIMOHHBIX TPaB M CBOOOJ YeJIOBEKA U I'paskAaHUHA, €CIIN MOITy-
YeHHUe coryiacusi cy0ObeKTa WM ero 3aKOHHOTO NPEICTABUTEISI HEBO3MOXKHO.

4. TpaHcrpaHudHas nepejada MEepPCOHAIBHBIX AAHHBIX Ha TEPPUTOPUI0 MHOCTPAH-
HBIX TOCY/IapCTB MOJKET OBITH 3alpellleHa WM OrpaHuueHa 3akoHamu PecrryOnuku
Kazaxcran.

Article 16. Cross-border transfer of personal data

1. Cross-border transfer of personal data — is a transmission of personal
data to foreign States.

2. In accordance with this Law, cross-border transfer of personal data to
foreign States shall be carried out only in the case of the protection by
these States of personal data.

3. Cross-border transfer of personal data to foreign States, without ensur-
ing the protection of personal data, can be carried out in the following
cases:

1) with the consent of the subject or his or her legal representative on
transborder transfers of personal data;

2) where stipulated by international treaties ratified by the Republic of
Kazakhstan;

3) under the laws of the Republic of Kazakhstan, if this is necessary for
protection of the constitutional system, the protection of public order, the
rights and freedoms of man and citizen, public health or morals;

4) for the protection of constitutional rights and freedoms of man and
citizen, if obtaining the consent of the subject or his or her legal repre-
sentative is impossible.

4. Cross-border transfer of personal data to foreign States may be prohib-
ited or restricted by laws of the Republic of Kazakhstan.




Kyrgyzstan

Cratps 25. TpancrpannyHas nepeaada nepcoHaIbHBIX JAHHBIX

1. Ilpu TpaHCrpaHWYHOHN Iepenade IEPCOHANBHBIX JAHHBIX Oepkarend (obimaxa-
TeJlb) MacCHBa MEPCOHANBHBIX JaHHBIX, HAXOAAIIUNCA oA opucaukuueil Keiprais-
ckoii PecryOnuku, nepeaaromuil JaHHbIE, UCXOJUT U3 HAIWYUS MEKAYHAPOIHOTO
JOTOBOpa MEXAY CTOPOHAMH, COIVIACHO KOTOPOMY IOJIydarolas CTOpoHa obecre-
YUBACT A0eK8amHbulll yposeHb 3aujumsl IpaB U cBOOO] CyOBEKTOB MEPCOHAIBHBIX
JAaHHBIX M OXpaHbl MEPCOHAJIBHBIX TaHHBIX, YCTaHOBJIEHHBIN B KoIpreizckoit Pec-
my6unke.

2. Ksipreisckast PecrryOimka obecrieunBaeT 3aKOHHBIE MEPBI OXPAaHBl HAXOISAIINXCS
Ha e€e TEPPUTOPHH WM MEpeaBacMbIX Uepe3 e¢ TEPPUTOPUIO IEPCOHANBHBIX JaH-
HBIX, HCKITIOYAIOIINE UX NCKAKCHNE W HECAaHKIIMOHUPOBAHHOE HCIIONb30BaHHE.

3. Ilepenaua mepcOHANBHBIX AaHHBIX B CTPAaHBI, HE 0OECICUMBAIOIINE a/ICKBATHBIN
YPOBEHb 3aIIUTHI IPaB U CBOOO CYOBEKTOB NEPCOHAIBHBIX AAHHBIX, MOXKET UMETh
MECTO IPH YCIIOBUH:

- cornacusi cyObeKTa epCoOHAIBHBIX JAHHBIX HA 3Ty Nepeaavy;

- €CJIM Iiepesiadya HeoOX0JMMa JUTS 3aIlUThI XXM3HEHHO Ba)KHBIX HHTEPECOB CYOBEKTa
MEPCOHAIBHBIX JTAaHHBIX;

- €cIM IEePCOHANIbHBIE JAaHHBIE COJEpXKAaTca B OOIIENIOCTYITHOM MAacCHBE IIE€pCo-
HAJIbHBIX JAaHHBIX.

Article 25. Cross-border transfer of personal data

1. In cases of cross-border transfer of personal data, the holder (owner) of
the personal data, who is under the jurisdiction of the Kyrgyz Republic,
which transmits data, shall be guided by the existence of an international
agreement between the parties, pursuant to which the receiving party pro-
vides an adequate level of protection of the rights and freedoms of data
subjects and the protection of personal data established in the Kyrgyz
Republic.

2. Kyrgyz Republic provides legal protection for personal data in its terri-
tory or across its territory transmitted, to exclude their distortion and unau-
thorized use.

3. Transfer of personal data to countries that do not provide an adequate
level of protection of the rights and freedoms of data subjects may take
place if:

- the consent of the subject of personal data to that transfer is obtained,;

- the transfer is necessary to protect the vital interests of the subject of
personal data of;

- if the personal data is contained in publicly available database of per-
sonal data.

Moldova

Cratbs 32. TpaHcrpaHuuHas nepeada nepcoHalbHbIX JaHHBIX

(1) Hacrosimas cratest npuMeHsieTCsl B clydae Hepefadd B JAPYroe rocyaapcTBO —
HE3aBHUCHMO OT HCIIOJIb3YEMbIX HOCHUTENIEH WIIM CPEICTB — NEPCOHANBHBIX IAHHBIX,
KOTOpBIE COCTABISIOT MpeaMeT 00pabOTKH MM COOMPAIOTCS C LENbIO MOJBEPTHYThH
ux oopaboTke.

(2) MepcoHanbHBle AaHHBIE, NPETHA3HAYCHHBIE IJIs MEpeladu APYromMy rocyaap-
CTBY, 3aI[MIIAIOTCS B COOTBETCTBUH C HACTOSIIIUM 3aKOHOM.

(3) Tpancrpann4Has nepenada MEPCOHATBHBIX JaHHBIX, KOTOPHIE SBISIIOTCS MPEJ-
MeTOM 00paboTKM WiIn moaiexaT o0paboTKe TOCie meperadyn, MOXKET OCYIIEeCTB-
JATBCA ¢ paspemieHus LleHTpa B yCTaHOBICHHOM 3aKOHOM MOPSAKE, JHIIL €CIIN
TOCYAapCTBO Ha3HAYEHUsI 00ECIIEUNBACT a0eK8AMMbIU YPOBEHDb 3aLUmbl TIPaB CyOb-
€KTOB MEPCOHATBHBIX JaHHBIX U JaHHBIX, IPEIHA3HAUYEHHBIX Ul epeladH.

(4) YposeHs 3amuTsl onpeaensercs LIeHTpoM ¢ y4eToM yclIOBHM, B KOTOPBIX OCY-
HIECTBNIAETCS Tepefadya MEePCOHANbHBIX JAHHBIX, B YaCTHOCTH, HPUPOABI IEPCO-
HaJIbHBIX JAHHBIX, IIEJIH W MPOJIOJDKUTEIBHOCTH TMPEIolaraeMblXx 00paboTKu Wil
00paboTOoK, TrocyapcTBa Ha3HAUCHMS, €r0 3aKOHOJIATENIbCTBA, a TaKXKe Ipodeccno-
HaAJILHBIX HOPM B Mep 0e30I1aCHOCTH, COOJIIOJaeMBIX B TOCYIapCTBE HA3HAUCHUS.

Acrticle 32. Transborder transfer of personal data

(1) This article shall apply to the transfer to another state, regardless of
used medium or means, of personal data undergoing processing or are
intended for processing.

(2) Personal data intended for transfer to another state shall be protected in
accordance with this law.

(3) Transborder transmission of personal data undergoing processing or
are intended for processing after transfer may take place only with the
authorization of the Centre, as provided for by law, and only if the country
in question ensures an adequate level of protection of personal data sub-
jects’ rights and of data intended for transfer.

(4) The level of protection shall be established by the Centre taking into
account the conditions in which personal data transmission takes place,
especially the nature of data, the purpose and duration of proposed pro-
cessing operations, the country of destination, the legislation in force in
the country in question and the professional rules and security measures
which are complied with in that country.




(5) Ecrnt LleHTp yCTaHOBHT, YTO YPOBEHB 3aIIUTHI, 00ECTIEYNBACMEBIH TOCYIapPCTBOM
Ha3HAuCHMsI, HEYIOBICTBOPUTEIICH, OH 3alpelIaeT Iepeaady TaHHbIX.

(6) LleHTp MOKET pa3pelIuTh B YCTAHOBJIEHHOM 3aKOHOM IOPs/IKE Nepesiauy nepco-
HAIILHBIX JJAHHBIX B TOCYJAapCTBO, 3aKOHOJATEIBCTBO KOTOPOTO HE MpeIycMaTpUBa-
€T YPOBHSI 3allUTHI, 110 MEHBIICH Mepe PaBHO3HAYHOTO MPEOCTABISIEMOMY 3aKOHO-
JarenscTBoM Pecny0Oivkn MonioBa, eciid KOHTpOJIEp MPEeICTaBIsieT JOCTaTOYHbIE
TapaHTUU 3allUThl U OCYINCCTBICHHUS MNpPaB CYOBEKTOB MNEPCOHANBHBIX aHHBIX,
YCTaHOBJICHHBIC B 3aKJIFOUCHHBIX MEKIY KOHTPOJICPaMHU U (HU3UUCCKUMH WM FOPU-
JTUYECKUMH JINIIaMU TOTOBOPAX, HA OCHOBAHMH KOTOPBIX POM3BOJUTCS IIepeIaya.
(7) Honoxenns gacreit (3)—(6) He MPUMEHSIOTCA, €CIH IIepenavya MepCOHANBHBIX
JMAHHBIX MPOU3BOIUTCA HA OCHOBE TOJOKCHUH CIIEHANFHOTO 3aKOHA WM MEXKIY-
HApOJIHOTO JOTOBOpa, paTuuIupoBaHHOTO Pecmybnmkoit MonmoBa, B 4aCTHOCTH
eCIIi TIepelnava OCYIISCTBISICTCS B LENSAX IMPEIOTBPAIICHHUS WIH PACCICIOBAHUSL
npectyruieHui. CHenuanbHBI 3aKOH FUIH MEXIYHAPOIHBIA OTOBOP JOJDKHEI
MpeyCMaTPUBATh TAPAHTUH 3AIIUTHI IPAB CYOBEKTOB NEPCOHANBHBIX TAaHHBIX.

(8) Ilonoxenus yacteit (1)—(6) He MPUMEHSIOTCS B Ciy4ae 00pabOTKU MEPCOHANb-
HBIX JAHHBIX, OCYIIECTBIIAEMON HMCKIIOYHUTEILHO B IHESIX JKYPHAIUCTUKHA I B
LEJSIX XYH0KECTBEHHOTO HIIM JIMTEPATypHOrO TBOPYECTBA, €CJIM 00padaThIBAIOTCS
JIaHHBIE, JOOPOBOJBHO M SIBHO CJAENaHHBIE OOIIETOCTYMHBIMU CYOBEKTOM IEpCo-
HaJIbHBIX JIAHHBIX JINOO TECHO CBSI3aHHBIE CO CTATYCOM MyOINYHON (UTYpbI CyOBeK-
Ta TMEPCOHANBHBIX JaHHBIX WM IyOJHMYHBIM XapaKTepoM ICHCTBHI, B KOTOPHIE OH
BOBJICYCH.

(9) [epenaua mepcoHaNBHBIX TAaHHBIX B TOCYIAapCTBa, HE O0ECIICUMBAIOIINE alCK-
BaTHBIH YPOBEHP 3alIUTHI, MOXKET UMETh MECTO TOJBKO B CITyYasx:

a) HAIMYHS COTJIACHS CYOBEKTa MEPCOHATBHBIX TaHHBIX;

b) HeoOX0MUMOCTH 3aKITIOUEHHMS UM MCTIOJHEHUS COTIIAIICHHUS HITH JOTOBOPa MEX-
JIy CyOBEKTOM MEPCOHAIBHBIX JJAHHBIX U KOHTPOJIEPOM JINOO MEXKIY KOHTPOJIEPOM U
TPEThEH CTOPOHOH B MHTEpEcax CyObeKTa MepCOHATBHBIX JaHHBIX;

C) eclii 3TO HEOOXOAMMO JUIS 3aIIUTHI KU3HU, GU3HMIECKON IETOCTHOCTH WU 3710-
POBbSI CyOBEKTa IEPCOHAIBHBIX TAHHBIX;

d) ecnu mepeaava MPOU3BOAUTCS M3 PETHCTPa, KOTOPBIN MpenHazHadeH st uHdop-
MHUpPOBaHHS OOLICCTBEHHOCTH W KOTOPBIM OTKPBIT U1 O3HAKOMIICHHS OO oOrie-
CTBCHHOCTHU B IIEJIOM, JINOO JTFOOOMY JIHIy, MPOSBISIOIIEMY 3aKOHHBIA HHTEpEC, B
TOW Mepe, B KaKOW YCIIOBHS, MPEIYCMOTPEHHBIEC 3aKOHOM IJIsi 03HAKOMJICHUS, BBI-
MOJHSFOTCSI B KOHKPETHOM CIy4Yace;

€) ecIl 3TO HEOOXOIUMO UIS YIAOBICTBOPEHUS BaXKHOTO OOIIECTBCHHOTO MHTEPECa,
TAKOTO0 KaK HaIMOHAlbHas 00OpOHA, rocylapCTBEHHAs Oe30MacHOCTh WK oOrie-

(5) Where the Centre considers that the country of destination does not
ensure an adequate level of protection, it shall prevent any transfer of data.
(6) The Centre may authorise, as provided for by law, the transfer of per-
sonal data to another state, which legislation does not ensure at least the
same level of protection as the one offered by the law of the Republic of
Moldova, where the controller provides sufficient guarantees regarding the
protection and the exercise of the personal data subjects’ rights, that are
laid down by contracts concluded between controllers and natural or legal
persons, on which provision the transfer is carried out.

(7) The provisions referred to in paragraphs (3)-(6) shall not apply where
the transfer of personal data takes place in terms of the provisions of a
special law or of an international treaty ratified by the Republic of Moldo-
va, in particular if the transfer is necessary for the purpose of preventing
and investigating crimes. The special law or international treaty must
contain guarantees regarding the protection of personal data subject’s
rights.

(8) The provisions referred to in paragraphs (1)-(6) shall not apply where
the processing of personal data is carried out solely for journalistic, liter-
ary or 20artistic purposes, if such data are voluntarily and manifestly made
public by the personal data subject or if they are closely related to the
personal data subject’s status of a public person or to the public nature of
the acts in which he is involved.

(9) Transmission of personal data to states that do not ensure an adequate
level of protection may take place only:

a) with the personal data subject’s consent;

b) if the transfer is necessary for the conclusion or performance of an
agreement or contract concluded between the personal data subject and the
controller or between the controller and a third party in the interest of the
personal data subject;

c) if the transfer is necessary in order to protect the life, physical integrity
or health of the personal data subject;

d) if transfer is made from a register which according to the law is intend-
ed to provide information to the public and which is open to consultation
either by the public or by any person who demonstrates a legitimate inter-
est, to the extent that the conditions for consultation in particular cases laid
down in law are fulfilled;

e) the transfer is necessary for the accomplishment of an important public
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CTBEHHBIH MOPSIOK, U1 HOPMAJIBHOTO OCYIIECTBICHHS YTOJIOBHOTO CYIOIPOU3BOI-
CTBa TMOO OIIPEAEIEHUs, OCYIIECTBICHHS WIN 3aIUTHI IPaBa B CyIeE, PH YCIOBHH,
YTO NEepPCOHANbHbIE JaHHbIE 00pabaTHIBAIOTCS B CBS3HM C ATUMHM LIEISIMHU U TOJBKO B
TEUEHHE CPOKa, HEOOXOIUMOTO ISl TOCTHKEHUSI ITUX LEeTICH.

interest, such as national defense, public order or national security, carry-
ing out in good order a criminal trial or ascertaining, exercising or defend-
ing a right in court, on the condition that the personal data is processed
solely in relation to this purpose and only for longer period is necessary to
achieve it.

Russia

Cratbs 12. TpancrpanuyHas nepegaya nepcoHaIbHBIX JAHHBIX

1. TpaHcrpaHu4Has nepeada NEPCOHANBHBIX JaHHBIX HA TEPPUTOPUU HHOCTPAHHBIX
TOCyAapcTB, sBistronuxcs croponamu Konsennun Cosera EBpomnsl o 3amure ¢pusu-
YEeCKUX JIMI PY aBTOMAaTH3UPOBAaHHON 00pab0TKe MEpCOHAIBHBIX IAHHBIX, a TAKKE
WHBIX HHOCTPAaHHBIX TOCYJapCTB, OOECHEUMBAIOIINX aOeKEAMHYIO 3aujumy TIpaB
CyOBEKTOB NEPCOHAIBHBIX TaHHBIX, OCYIIECTBIIETCS B COOTBETCTBHU C HACTOSIINM
DenepanbHBIM 3aKOHOM M MOYKET OBITH 3allpellieHa MIM OTPaHMYCHA B LEINAX 3aIIH-
Tbl OCHOB KOHCTUTYLMOHHOIO cTposi Poccuiickoii ®enepanuu, HpaBCTBEHHOCTH,
3JI0POBBSI, NIPAB U 3aKOHHBIX MHTEPECOB TpaxkJaH, obecrieueHnsi 000OpOHBI CTPAHBI U
6e30macHOCTU rocyJapcTBa.

2. Vnonnomouenmwilli opean TO 3alIUTE NPaB CyOBEKTOB IEPCOHATBHBIX ITAHHBIX
YTBEpKIaeT IMepedeHb HMHOCTPAHHBIX TOCYAAPCTB, HE SBISAIOUINXCS CTOPOHAMHU
Konsenuuu Cosera EBponbl o 3amure GU3HYECKUX JIUIL P aBTOMATU3UPOBAHHOMN
00paboTKe MepCOHANBHBIX AAHHBIX M 00ECIICUMBAIONINX aJEKBATHYIO 3aIIUTY IIpaB
CyOBEKTOB IEPCOHAIBHBIX AaHHBIX. ['ocynapcTBo, He sBisronieecs: cropoHoit Kon-
Bennun Cosera EBpomsl o 3ammre (U3MYECKHX JIMI] NIPU aBTOMAaTH3UPOBAHHOM
00paboTKe MepCOHANBHBIX JaHHBIX, MOKET OBITh BKIIIOUEHO B NEpeUeHb HHOCTPaH-
HBIX TOCYJapcTB, OOCCIICUNBAIONINX A/IEKBATHYIO 3aIUTY MpPaB CyOBEKTOB IEPCO-
HAJIBHBIX JTAHHBIX, TIPH YCIIOBUH COOTBETCTBHUS HOJI0KEHUAM yKazaHHONH KoHBeHIIMN
JICHCTBYIOIMX B COOTBETCTBYIOIIEM IOCYIapCTBE HOPM IIpaBa M IPUMEHSIEMBIX Mep
6e30MaCHOCTH IEPCOHANBHBIX TaHHBIX.

3. OnepaTop 00s13aH yOeIUThCSA B TOM, YTO HHOCTPAHHBIM T'OCYIapCTBOM, Ha TEPPH-
TOPHIO KOTOPOTO OCYIIECTBIISIETCS MEpeAada MepCOHAIbHBIX JaHHBIX, oOecreunBa-
eTCsI aZieKBaTHAs 3alllMTa MpaB CyOBEKTOB IMEPCOHAIBHBIX JAHHBIX, 10 Hadaja OCy-
HIECTBJICHUS TPAHCTPAHUYHOH Mepeiady NEPCOHANBHBIX JaHHBIX.

4. TpaHcrpaHn4Has Ieperadya NepCOHANBHBIX JaHHBIX HA TEPPUTOPUU HHOCTPAHHBIX
TOCYAapcTB, He OOecIeuMBAIONIMX aJE€KBATHOW 3aIUTHI MpaB CyOBEKTOB IEpCo-
HaJIbHBIX JAaHHBIX, MOXKET OCYILIECTBIATHCS B CIIydasX:

1) Hanmuums coriacus B IMHCHbMEHHOM (opMe CyOBeKTa NMepCOHAIbHBIX JAaHHBIX Ha
TPAHCTPAaHUYHYIO Iepeiady ero NePCOHANBHBIX JaHHBIX;

2) npeayCMOTPEHHBIX MEXIyHapOAHEIMHU T0roBOpaMu Poccuiickoit depepannu;

Article 12. Cross-border transfer of personal data

1. Cross-border transfer of personal data to the territory of foreign States
that are parties to the Council of Europe Convention on the protection of
individuals with regard to automatic processing of personal data, as well
as to other foreign States that ensure adequate protection of the rights of
subjects of personal data is carried out in accordance with this Federal
Law and may be prohibited or restricted in order to protect the foundations
of the constitutional system of the Russian Federation, morality, health,
rights and legitimate interests of its citizens, ensuring the defence of the
country and the security of the State.

2. The authorized body for the protection of the rights of subjects of per-
sonal data approves list of foreign States that are not parties to the Council
of Europe Convention on the protection of individuals with regard to au-
tomatic processing of personal data and that ensure adequate protection of
the rights of subjects of personal data. State who are not party to the
Council of Europe Convention on the protection of individuals with regard
to automatic processing of personal data may be included in the list of
foreign States that ensure adequate protection of the rights of subjects of
personal data, subject to compliance with the provisions of the said Con-
vention established under that State’s legislation and measures of personal
data security.

3. The operator must ensure that the foreign State to the territory of which
the transfer of personal data is made adequately protects personal data
subjects rights, prior to the implementation of the cross-border transfer of
personal data.

4. Cross-border transfer of personal data to foreign States not providing
adequate protection for the rights of subjects of personal data can be car-
ried out in the following cases:

1) with the written consent of the subject of personal data to transborder
transfers of his personal data;

2) pursuant ot international treaties of the Russian Federation;
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3) mpenycMOTpeHHBIX (enepanbHBIMUA 3aKOHAMH, €CIH 3TO HEOOXOIWMO B MEINSIX
3aIIUTHEl OCHOB KOHCTUTYHHOHHOTO cTposi Poccmiickoit deneparnmu, obecriedeHus
00O0pOHBI CTpaHBl U OE30IACHOCTH rOCYJapCcTBa, a Takxke obecnedeHus: 0e30nacHo-
CTH yCTOWYMBOTO M Oe30macHOro (hyHKIMOHWPOBAHUS TPAHCIIOPTHOTO KOMILIEKCA,
3alIMTHl HHTEPECOB JIMYHOCTH, OOIIECTBA U rocylaapcTBa B cdepe TpaHCIOPTHOTO
KOMIUIEKCa OT aKTOB HE3aKOHHOT'O BMEIIATEIbCTBA;

4) UCNONHEHUs JOrOBOPa, CTOPOHOM KOTOPOTO SIBJIAETCS CYOBEKT MEpCOHANIBHBIX
JAHHBIX;

5) 3amMTHl KU3HU, 3J0POBBsI, NHBIX )KU3HEHHO BA)KHBIX WHTEPECOB CYOBEKTa MEp-
COHAJIbHBIX JAHHBIX WIM APYTHX JHIl P HEBO3MOXHOCTH ITOJIYYEHHS COTJIAcHs B
MICbMEHHOH (popMe CyOBEKTa IEpCOHANBHBIX JaHHbIX.

3) pursuant to a federal law, if this is necessary to protect the foundations
of the constitutional system of the Russian Federation, the national de-
fense and security of the State, as well as the security and sustainable
functioning of the transport system, the protection of the interests of the
individual, society and the State in the transport industry against acts of
unlawful interference;

4) for the performance of the contract to which the subject of the personal
data is a party;

5) for the protection of life, health, and other vital interests of the subject
of personal data or other persons if it is not possible to obtain written con-
sent of the subject of personal data.

Ukraine

Cratbs 29. MexnyHapogHOE COTPYJHHUYECTBO U NEpeaada NePCOHAIbHBIX JAHHBIX
1. CoTpytHUYECTBO C WHOCTPAHHBIMH CYOBEKTaMH OTHOLICHUH, CBSI3aHHBIX C IEp-
COHANIBHBIMU JJAHHBIMH, peryiaupyercsi Konctutymuel YkpauHsl, HaCTOSIIKUM 3aK0-
HOM, JAPYI'MMH HOPMAaTHBHO-IIPABOBBIMHU aKTaMU U MEXAYHAPOTHBIMH JOTOBOPaMHU
Yxpaussl.

2. Ecnu MeXAyHapOIHBIM JOTOBOPOM YKpPaWHBI, COTiIache Ha 00s3aTelbHOCTh KO-
TOporo AaHo BepxosHoll Panoll YkpauHbl, yCTaHOBJIEHB! IPYrue NpaBuila, HEXEIN
T€, KOTOpBIE NPEAYCMOTPEHBI 3aKOHOAATENLCTBOM YKpPaWHBI, TO MPUMEHSIOTCS
MpaBUIa MEXIYHAPOIHOTO JOrOBOpa YKpauHBL.

3. Ilepenaya mepcOHANBHBIX JAHHBIX MHOCTPAHHBIM CYOBEKTaM OTHOLIEHHH, CBS-
3aHHBIX C IIEPCOHAIBHBIMH JaHHBIMH, OCYIIECTBIIETCS TOJIBKO MPHU YCIOBUU obec-
MEYCHUS] COOTBETCTBYIOIINUM TOCYIAPCTBOM Haoiedcawell 3auumyl TIepCOHANBHBIX
JIaHHBIX B CIy4asiX, YCTAHOBJICHHBIX 3aKOHOM HJIM MEXAYHapOIHBIM JIOIOBOPOM
Ykpaunsl. ['ocynapcTBa — yuyacTHUKU EBpONECKOro 3KOHOMHUYECKOIO MPOCTPaH-
CTBa, a TaKke rocyxapcTsa, noamucasimue Kousenuuio Cosera EBpomsl o 3ammre
JIMII B CBSI3U C aBTOMAaTH3MPOBAHHON 00pabOTKON MEepCOHANBHBIX JaHHBIX, IPU3HA-
IOTCSl 00ECTICYMBAIONIMMH HAJUICKAIIHH YPOBEHD 3aIUTHl MEPCOHANBHBIX JAHHBIX.
Kabunem Munucmpos YKpauHbl ONIpeeiseT epedeHb ToCy1apCcTB, KOTOpbIe odec-
MEYNBAIOT HAJEXKHYIO 3aIlUTy MEPCOHAIbHBIX JAHHBIX. [lepcoHalbHbIE NaHHBIE HE
MOT'YT PaclpOCTPaHATLCS C APYTOH IEIbI0, HEXKEINU Ta, ¢ KOTOPOH OHM ObUTH coOpa-
HBL.

4. IlepcoHasbHbBIE TaHHBIE MOTYT NIepeIaBaThCsl HHOCTPAHHBIM CyObEeKTaM OTHOIIE-
HU, CBSI3aHHBIX C IEPCOHAILHBIMU JaHHBIMMU, TAKXKE B CIyYae:

1) npenocraBneHns: CyObEKTOM MEPCOHAIBHBIX JaHHBIX OJHO3HAYHOI'O COTJIacus Ha
TaKylo nepenady;

Article 29. International Cooperation and Transfer of Personal Data
1.Cooperation with foreign subjects of relations related to personal data
shall be regulated by the Constitution of Ukraine, this Law, other norma-
tive and legal acts and international treaties of Ukraine.

2.If the international treaty of Ukraine which was made binding by the
Verkhovna Rada of Ukraine establishes other regulations than those stipu-
lated by legislation of Ukraine, the regulations of the international treaty
shall apply.

3. Personal data may be transferred to foreign parties having relation to
personal data in the cases stipulated by law or an international treaty of
Ukraine only on condition that an adequate level of personal data protec-
tion is ensured by the relevant foreign state. Member states of the Europe-
an Economic Area as well as states signatory to the Council of Europe
Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data., shall be assumed to ensure an adequate level
of personal data protection. The Cabinet of Ministers of Ukraine shall
compile a list of the states that ensure an adequate level of personal data
protection. Personal data may not be distributed for the purpose other than
the one for which they have been collected.

4. Personal data may also be transferred to foreign parties having relation
to personal data in case of the following:

1) a personal data subject’s explicit consent to the transfer;

2) the need to conclude and perform a legal agreement between a personal
data controller and a third party who is a personal data subject for the
benefit of the personal data subject;




2) He0OXOAUMOCTH 3aKIIFOUCHUS WM BEITIONHEHUS CIEIKH MEXIY BIaleibleM mep-
COHAJNBHBIX ITaHHBIX W TPETHUM JIUIOM — CYOBEKTOM IEPCOHAIBHBIX JAaHHBIX B
MOJIb3y CYOBEKTa MEPCOHANBHBIX TaHHBIX;

3) HEOOXOMUMOCTH 3aIUTHI KU3HEHHO BaXKHBIX WHTEPECOB CYOBEKTOB HEPCOHANB-
HBIX JAHHBIX;

4) He0OXOIMMOCTH 3aIUTHI OOIIECTBEHHOTO HHTEPECa, YCTAHOBJICHUS, BHIIIOJHCHUS
1 00ecIieueHus MPaBOBOTO TPEOOBAHUS,;

5) mpenoctaBieHus BIaJeIbleM MepCOHATBHBIX TaHHBIX COOTBETCTBYIOIIUX TapaH-
THH OTHOCHTEIHHO HEBMEIIATEIECTBA B JIMYHYID M CEMECHHYIO JKHU3Hb CYOBEKTa
MEPCOHAIBHBIX JaHHBIX.

3) the need to protect vital interests of personal data subjects;

4) the need to protect public interests, or establish, pursue and enforce a
legal claim;

5) a personal data controller has provided the required guarantees of non-
intrusion into the private and family life of the personal data subject.

Convention 108

Cratbs 12 — TpaHCcrpaHUYHBIE ITOTOKH NIEPCOHATBHBIX JAHHBIX U BHYTPCHHEE 3aK0-
HOZATENILCTBO

1. B oTHomeHNM Iepeayu uyepe3 HallMOHANbHbIE T'PAHUIBI C MOMOIIBI0 KaKUX OBI
TO HU OBUIO CPENICTB IIEPCOHANBHBIX JAHHBIX, MMOJBEPTaIOIIUXCS] aBTOMAaTH3UPOBaH-
HOM 00paboTKe WJIM COOpaHHBIX C LENBI0 MX aBTOMAaTU3UPOBAaHHON 00paboOTKH,
MIPUMEHSIOTCS HIDKECIIEAYIOIINE TIOI0KEHNUS.

2. CtopoHa He JIOJDKHA 3allpelaTh WK 00yCIOBIUBATh CHEIHAILHBIM pa3pelIeH -
€M TpPaHCTPaHWYHbIC IOTOKHM IEPCOHANBHBIX JAaHHBIX, HAYIIME HAa TEPPUTOPHIO
JIpyroit CTOpOHBI, C €IMHCTBEHHON LENbIO 3alIUThl YACTHOW XKHU3HU.

3. TeMm He MeHee kaxaas CTOpOHa BIIpaBe OTCTYINATh OT MOJIOKEHUM MYHKTa 2:

@) B TOH CTENeHH, B KaKOi ee BHYTPEHHEE 3aKOHOJATEIbCTBO BKIIIOYACT CIICIHAITb-
HbIE TIPaBHJIa B OTHOILICHHUH OIIPEAEICHHBIX KaTeTOPH MEPCOHAIBHBIX JaHHBIX HIIH
aBTOMATH3MPOBAHHBIX 0a3 MEPCOHAIBHBIX AAHHBIX B CHIIYy XapakTepa 3THX JaHHBIX
WM 3THX (ailiIoB, 32 HCKIIIOYEHHEM ClydaeB, Korjga HOpMbl japyroil CTOpOHSI
MPeIyCMaTPUBAIOT TAKYIO XKeE 3alIHTY;

b) xorma mepenaya ocyiecTBISETCS € €€ TEPPUTOPHUH Ha TeppuTopHio I'ocymapcTsa,
He sBisonierocs CtopoHoil Hactosmied KoHBeHIMH, depe3 TEppUTOPHIO IPYToit
CTOPOHBI, B LENIAX HEJOMYIEHU TaKOH mepeadn, KOTopas Mo3BOJIUT 000MTH 3aK0-
HojatenscTBO CTOPOHBI, YIIOMSHYTOH B Hadajle TaHHOTO ITyHKTA.

Article 12 — Transborder flows of personal data and domestic law

1. The following provisions shall apply to the transfer across national
borders, by whatever medium, of personal data undergoing automatic
processing or collected with a view to their being automatically processed.
2. A Party shall not, for the sole purpose of the protection of privacy,
prohibit or subject to special authorisation transborder flows of personal
data going to the territory of another Party.

3. Nevertheless, each Party shall be entitled to derogate from the provi-
sions of paragraph 2:

a. insofar as its legislation includes specific regulations for certain catego-
ries of personal data or of automated personal data files, because of the
nature of those data or those files, except where the regulations of the
other Party provide an equivalent protection;

b. when the transfer is made from its territory to the territory of a non-
Contracting State through the intermediary of the territory of another Par-
ty, in order to avoid such transfers resulting in circumvention of the legis-
lation of the Party referred to at the beginning of this paragraph.

Additional
Protocol to
Convention 108

Cratbst 2 — TpaHcrpaHuuHbBIE MOTOKM JAHHBIX JIMYHOTO XapaKTepa IMOJydaTelto,
KOTOpBII He sABJsIeTCs CyObeKTOM opucankiuuu Ctoponsl B KoHBeHIIMH

1. Kaxxgass Ctopona Oyner oOecrieunBaTh Mepeaavy JaHHBIX JMYHOTO XapakTepa
MOJTy4YaTeNnio, KOTOPBIA He SBISETCS CyOBEKTOM IOPUCIMKIMH TOCYIapcTBa HWIIU
opraHu3aiyy, kotopas He sBisercss CtopoHoi B KoHBeHIINH, TOIBKO B TOM CiTydae,
€CJIM TOCYIapCTBO WIIM OpraHW3anys 00ecrevyaT COOTBETCTBYIOMINN YPOBEHD 3alllH-

Article 2 — Transborder flows of personal data to a recipient which is not
subject to the jurisdiction of a Party to the Convention

1. Each Party shall provide for the transfer of personal data to a recipient
that is subject to the jurisdiction of a State or organisation that is not Party
to the Convention only if that State or organisation ensures an adequate
level of protection for the intended data transfer.
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THI TIPH TAKOH Iepeiade JaHHBIX.

2. B xauectBe nckiroueHus u3 myakra 1 Crateu 2 K HactosmeMy [IpoTokomy kaxk-
nast CTopoHa MOKET pa3pelInTh Nepeady JaHHbIX JINYHOTO XapakTepa:

a. €CJIM 3TO pa3pelLIeHO HAI[OHAJIBHBIM IIPAaBOM, C YUETOM

— KOHKPETHBIX HHTEPECOB, CBA3AaHHBIX C IPEIMETOM JAaHHBIX, HIIU

— 3aKOHHBIX MPeo0JIaIaoIUX WHTEPECOB, 0CO00 BaKHBIX OOIIECTBEHHBIX MHTEpe-
COB, WA

b. ecnn koHTponepoM, OTBETCTBEHHBIM 3a Iepefady AaHHBIX, 00CCICYHBAIOTCS
rapaHTHH, KOTOpBIC, B YAaCTHOCTH, MOTYT BBITEKaTh W3 JOTOBOPHBIX YCIIOBHUI, H
KOTOpBIE PACCMATPUBAIOTCSI KOMIIETCHTHBIMH OpPTaHAMH KaK COOTBETCTBYIOIIHUE, B
COOTBETCTBHHM C BHYTPEHHUM ITPABOM.

2. By way of derogation from paragraph 1 of Article 2 of this Protocol,
each Party may allow for the transfer of personal data :

a. if domestic law provides for it because of :

— specific interests of the data subject, or

— legitimate prevailing interests, especially important public interests, or
b. if safeguards, which can in particular result from contractual clauses,
are provided by the controller responsible for the transfer and are found
adequate by the competent authorities according to domestic law.

EU Directive

I'masa IV Ilepenava nepcOHANBHBIX TaHHBIX B TPETHH CTPAHBI

Cratbs 25 [TpuHIHUIIBL

1. TocymapctBa-unensl EC mpemycMmarpuBaioT, 4To mepefadya B TPEThIO CTpaHy
MEPCOHAIBHBIX JAHHBIX, KOTOPHIE MOABEPraroTcsi 0O0pabOTKe MM MperHa3HAuYeHBI
JUTIst 00pabOTKH TOCTe Tiepejaun, MOXKET OCYIIECTBIATHCS TOIBKO eciu, 6e3 yepoa
JUI COOIIONICHHS HAITMOHAJIBHBIX HOPM, IPUHSTHIX B COOTBETCTBUH C WHBIMH HOD-
MaMH HacToAuied JMpeKTUBBI, COOTBETCTBYIOWIAsl TPEThsl CTpaHa oOecleYnBaeT
JIOCTaTOYHBIA YPOBEHB 3aIUTHI.

2. JlocTaTOYHOCTH YPOBHS 3aIUTHI, IPEAOCTABISEMOTO TPEThEH CTPAHOM, OIICHUBA-
€TCsI B CBETE BCEX OOCTOSATENBCTB, CBSI3aHHBIX C OMNEpaIieil 1Mo mepenade Wil ¢ mo-
CJIEZIOBATEIIFHOCTRIO OTEpalnii 1o Iepeaade JaHHBIXK, 0c000¢ BHIMAHUE yIIEIICTCS
XapakTepy HOaHHBIX, ETH W TPOJOJDKUATEIFHOCTH IpeIaracMoil OIepamud TN
onepaiuit 1o 06paboTke, CTpaHe MPOUCXOXKIEHUS U CTpaHE KOHEYHOTO Ha3HAYEHUS,
3aKOHOJATEIbHBIM TpPaBUIaM, KaK OOIIMM, TaK W OTPAciEBBIM, NEHCTBYIOIIUM B
COOTBETCTBYIOIIEH TpeTheil cTpaHe, a Takxke NMPOo(eCcCHOHATBHBIM IpaBMWIaM U Me-
pam 6e301acHOCTH, COOJII0TaeMBIM B 3TOH CTpaHe.

3. T'ocymapcta-unensl EC u EBporneiickas Komuccust uHQOpMHPYIOT APYT ApyTa O
CiIydasix, KOTrJla OHM CYHUTAIOT, YTO TPEThsl CTpaHa HE 00ECHeunBaeT JOCTATOUHBII
YPOBEHB 3alIUTHI IO CMBICITY maparpada 2.

4. Ecmu Espomnelickas Komuccusi yCTaHOBUT, B COOTBETCTBUHM C MpPOLEIypOH,
npexycmorpero B Ctathe 31 (2), 4TO TpEeThs CTpaHa HE 00CCIIEYNBACT TOCTATOTHBIH
YPOBEHB 3alIUTHI IO CMBICITY Taparpada 2 Hactosmeid Cratsu, ['ocyaapcTBa-diieHbI
EC npuHMMaOT HEoOXOIUMBIE MEpBI, YTOOBI NPEIOTBPATHTH JIOOYIO IMepenady
JIAHHBIX TOTO K€ TUIIA B COOTBETCTBYIOLLYIO TPETHIO CTPaHY.

5. B noaxoasmuii MmomeHT EBponeiickas Komuccust Bcrynaer B neperoBopsl ¢ Iie-

Chapter IV Transfer of personal data to third countries

Article 25 Principles

1. The Member States shall provide that the transfer to a third country of
personal data which are undergoing processing or are intended for pro-
cessing after transfer may take place only if, without prejudice to compli-
ance with the national provisions adopted pursuant to the other provisions
of this Directive, the third country in question ensures an adequate level of
protection.

2. The adequacy of the level of protection afforded by a third country shall
be assessed in the light of all the circumstances surrounding a data transfer
operation or set of data transfer operations; particular consideration shall
be given to the nature of the data, the purpose and duration of the pro-
posed processing operation or operations, the country of origin and coun-
try of final destination, the rules of law, both general and sectoral, in force
in the third country in question and the professional rules and security
measures which are complied with in that country.

3. The Member States and the Commission shall inform each other of
cases where they consider that a third country does not ensure an adequate
level of protection within the meaning of paragraph 2.

4. Where the Commission finds, under the procedure provided for in Arti-
cle 31 (2), that a third country does not ensure an adequate level of protec-
tion within the meaning of paragraph 2 of this Article, Member States
shall take the measures necessary to prevent any transfer of data of the
same type to the third country in question.

5. At the appropriate time, the Commission shall enter into negotiations
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JBI0 MCHPABJICHHUS CUTYalluH, 0OYCIOBICHHON 3aKIIFOUYCHHEM, CICTaHHBIM COTIACHO
naparpady 4.

6. Epomeiickas Komuccuss MOXXeT yCTaHOBHUTb, B COOTBETCTBHU C IPOLELYPOH,
ynomsnytoit B Cratbe 31 (2), 4To TpeThs cTpaHa 00ecredrBaeT JOCTaTOYHbIH ypo-
BEHb 3alIUTHI 110 cMbICKTy maparpada 2 Hacrosieit CTaTby, B CUIIy €€ BHyTPEHHEro
3aKOHOJATENIbCTBA MM MEXIYHApOAHBIX 00s3aTENIbCTB, KOTOPBIE OHA Jaja, OCo-
OeHHO MocIe 3aBeplIeHHs MEePEroBOPOB, YIOMSHYTHIX B maparpade S5, 1mo 3amure
YaCTHOW KM3HHU, OCHOBHBIX CBOOOJ M IpaB (pU3UUECKHUX JHI. ['ocynapcTBa-usieHbl
EC npuamMaioT Mepbl, HEOOXOIWMBIC IS WCIONHEHHs pemeHus EBpomneiickoit
Komuccun.

Cratbs 26 OrpaHndeHus

1. B nopsinke oTcTymieHus oT nojoxkeHud Ctatbu 25, U €ClIM HHOE HE MPENyCMOT-
PEHO BHYTPEHHHM 3aKOHOAATEIHCTBOM, PEryJIUPYIOIINM KOHKpETHBIE cirydaun, ['oc-
ymapctBa-uieHsl EC mpenycMmarpuBaioT, 4To nepegada WM IOCIIE0BATENbHOCTh
nepeaay NepCOHANBHBIX JAHHBIX B TPEThIO CTpaHy, KOTopas He oOecreduBaeT J0-
CTaTOYHBIA ypOBEHH 3aIUTHI MO cMbIcTy Ctatbu 25 (2), MOXKET COBEpIIAThCS MPH
YCIIOBHH, YTO:

(2) cyOBeKT maHHBIX OJHO3HAYHO JaJl CBOE COTIACHE Ha MPENOoIaracMyo repeaauy
JIAHHBIX; WITH

(b) nepenava HeoOXoaMMAa AJIS UCTIOJTHEHUSI IOTOBOPA MEXAY CyOBEKTOM JaHHBIX U
OTIEPaTOPOM HJIM OCYIIECTBIICHHUS NPEAIOTOBOPHBIX MEp, IPHHUMAEMBIX 110 MPOCh-
6e cyObeKTa TaHHBIX; WIN

(c) mepenaya HeoOXomuMa JUTS 3aKITIOYCHUS MM MCIIOIHEHHS JOTOBOPA, 3aKIHOYCH-
HOTO B MHTEpeCe CyOBEKTa JaHHBIX MEXIy OIIEpaTOPOM M TPETHUM JIMIIOM; WIIN

(d) mepenaua HeoOX0oaMMa MM TPEOYETCS HA OCHOBAHMH 3aKOHA IO COOOPAKEHUAM
Ba)XHOTO OOIIECTBEHHOTO MHTEpeca, JTMOO A YCTAaHOBICHMS, OCYIIECTBICHUS WU
3aIUTHI TPABOBBIX TPEOOBAHUH; HITH

(e) mepemaya HeOOXOMMMA B IIEIISIX 3AIUTHI YKA3HEHHO BaXKHBIX HHTEPECOB CyOBEK-
Ta JAHHBIX; I

(f) mepemaya ocymiecTBiseTCs U3 peecTpa, KOTOPbIA, B COOTBETCTBHH C 3aKOHAMH
WIN TOA3aKOHHBIMH aKTaMH, TNpeAHa3Ha4yeH JUIl MNpEeJoCTaBlICHHsS WHpOpMannuu
0OIIIECTBEHHOCTH U KOTOPBIA OTKPBIT VISl IOCTYIa KaKk OOIIECTBEHHOCTH B LEJIOM,
TaK ¥ JII00O0T0 JIMIA, MOTYILEro IPOJEMOHCTPUPOBATh 3aKOHHBIH MHTEpeC, B TOU
Mepe, B KaKOi B KOHKPETHOM CiIydyae BBINOJIHSIOTCS YCJIOBHUS, YCTAaHOBJICHHBIE 3a-
KOHOJIAaTEJIECTBOM O JIOCTYTIE.

2. be3 ymep6a s nmonoxenuit naparpada 1, I'ocynaperBo-unen EC moxer paspe-

with a view to remedying the situation resulting from the finding made
pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred to
in Article 31 (2), that a third country ensures an adequate level of protec-
tion within the meaning of paragraph 2 of this Article, by reason of its
domestic law or of the international commitments it has entered into, par-
ticularly upon conclusion of the negotiations referred to in paragraph 5,
for the protection of the private lives and basic freedoms and rights of
individuals. Member States shall take the measures necessary to comply
with the Commission's decision.

Acrticle 26 Derogations

1. By way of derogation from Article 25 and save where otherwise pro-
vided by domestic law governing particular cases, Member States shall
provide that a transfer or a set of transfers of personal data to a third coun-
try which does not ensure an adequate level of protection within the mean-
ing of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed
transfer; or

(b) the transfer is necessary for the performance of a contract between the
data subject and the controller or the implementation of precontractual
measures taken in response to the data subject's request; or

(c) the transfer is necessary for the conclusion or performance of a con-
tract concluded in the interest of the data subject between the controller
and a third party; or

(d) the transfer is necessary or legally required on important public interest
grounds, or for the establishment, exercise or defence of legal claims; or
(e) the transfer is necessary in order to protect the vital interests of the data
subject; or

() the transfer is made from a register which according to laws or regula-
tions is intended to provide information to the public and which is open to
consultation either by the public in general or by any person who can
demonstrate legitimate interest, to the extent that the conditions laid down
in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a
transfer or a set of transfers of personal data to a third country which does
not ensure an adequate level of protection within the meaning of Article

12




MIUTH TIEpefavy WM MOCIEAOBATEIbHOCTD Mepeiad MepCOHANBHBIX JAaHHBIX B Tpe-
TBIO CTPaHy, KOTOpasi HE 00ECIICUYNBAET JOCTATOUYHBIN YPOBEHb 3aAIIUTHI IO CMBICITY
Cratbu 25 (2), xoraa oneparop IpeAcTaBIseT JOCTaTOYHbIE FapaHTHH B OTHOLIEHUU
3aIIMTHl YaCTHOW KM3HU M OCHOBHBIX NPaB U CBO0OJA (PU3MYECKHX JIUI] U OTHOCH-
TEJIBHO OCYIIECTBICHUS COOTBETCTBYIOIINX MPaB; TaKUe rapaHTHHU MOTYT, B YaCTHO-
CTH, CJIEZIOBaTh U3 COOTBETCTBYIOIIUX YCIOBUH JTOTOBOPA.

3. T'ocynapcrBo-aiieH EC unpopmupyer Esponeiickyro Komuccuro u apyrue ['ocy-
nmapctBa-wieHsl EC 0 pasperieHusx, KOTopsle OHO BBIJaeT B COOTBETCTBHHU C Mapa-
rpadom 2.

Ecmu T'ocymapctBo-unen EC wnm EBpormeiickas Kommcecus Bo3paxaer mo o00cHO-
BaHHBIM TIPUYHMHAM, CBS3aHHBIM C 3alUTON YacTHON XM3HM M OCHOBHBIX NPaB M
cBobox ¢msmueckux sm, EBporeiickas Komuccus npuHrMaeT Haanexame Mepbl
B COOTBETCTBHH C MPOLEAYPOH, ycTaHoBiIeHHOU B CTtathe 31 (2).
Tl'ocynapcrBa-unenst EC npuHUMaOT HE0OXOOMMBIE MEPHI AJIS UCTIONHEHUS pele-
Hust EBponeiickoit Komuccun.

4. Korna EBpomnetickas Komuccus perraer, B COOTBETCTBHH € HPOIEAYpOH, ycTa-
HoBJIeHHOH B CraTthe 31 (2), 4TO OTAENBHBIE CTAaHAAPTHBIE JOTOBOPHBIC YCIIOBHS
IpeJyIaraloT JOCTaTOYHbIE FapaHTHH, IpeaycMOoTpeHHble naparpadom 2, ['ocynap-
ctBa-wieHs! EC MpHHUMAIOT HE00X0IMMBIE MEpPhI JJIS UCIIOTHEHUs peuieHus EBpo-
nerickoit Komuccun.

25 (2), where the controller adduces adequate safeguards with respect to
the protection of the privacy and fundamental rights and freedoms of indi-
viduals and as regards the exercise of the corresponding rights; such safe-
guards may in particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member
States of the authorizations it grants pursuant to paragraph 2. If a Member
State or the Commission objects on justified grounds involving the protec-
tion of the privacy and fundamental rights and freedoms of individuals,
the Commission shall take appropriate measures in accordance with the
procedure laid down in Article 31 (2). Member States shall take the neces-
sary measures to comply with the Commission's decision.

4. Where the Commission decides, in accordance with the procedure re-
ferred to in Article 31 (2), that certain standard contractual clauses offer
sufficient safeguards as required by paragraph 2, Member States shall take
the necessary measures to comply with the Commission's decision.

OECD Guide-
lines

16. A data controller remains accountable for personal data under its con-
trol without regard to the location of the data.

17. A Member country should refrain from restricting transborder flows of
personal data between itself and another country where

(a) the other country substantially observes these Guidelines or

(b) sufficient safeguards exist, including effective enforcement mecha-
nisms and appropriate measures put in place by the data controller, to
ensure a continuing level of protection consistent with these Guidelines.
18. Any restrictions to transborder flows of personal data should be pro-
portionate to the risks presented, taking into account the sensitivity of the
data, and the purpose and context of the processing.

CIS Model Law

Cratss 10. TpancrpannuHas nepegaya NepcoHaIbHBIX JAHHBIX

1. He moxer 3amperiarscsi MM CTABUTHCS MO CHENHUaIbHBII KOHTPOJb TpaHCrpa-
HUYHAs Tepefadya MepcoHaNbHBIX JTaHHBIX, 32 UCKIIOUYEHHEM CIy4aeB, CO3MAIOMINX
yrpo3y HallMOHAIbHOW 06€30MacHOCTH, W MPU HEOOECHEUEHNH aJeKBATHOTO YPOBHS

Article 10. Cross-border transfer of personal data

1. Cross-border transfer of personal data cannot be banned or be placed
under special control, except in cases of threat to national security, and the
failure to provide an adequate level of protection of personal data.

13




3aIUTHI IEPCOHATHHBIX JaHHBIX.

2. l'ocymapcTBo obecniednBaeT 3aKOHHBIE MEPHI 3aIIUTH HAXOIAIIUXCSA Ha €T0 Tep-
PUTOPHH WM TIEPEIaBacMbIX Yepe3 €ro TEPPUTOPUIO NMEPCOHAIBHBIX JaHHbBIX, HC-
KIIFOYAIOIINe UX UCKa)KEHUE U HECAaHKI[MOHUPOBAHHOE UCIIOIb30BaHUE.

3. Ilpu TpaHCrpaHMYHOI Tepenade NEPCOHANBHBIX JAaHHBIX IEpeiarolas CTOpPOHA
HUCXOJIUT U3 TOTO, YTO B COOTBETCTBHUH C MEXKIOCYNAapPCTBEHHBIMH COTJIAIICHUSMHU
100 HAIMOHANBHBIM 3aKOHOJIATEIbCTBOM JPYTasi CTOPOHA 00ECTIeUHBAeT adeKkeam-
Hblll YPOBEHb 3aIUTHI NPaB CYyOBEKTOB IMEPCOHAJBHBIX JaHHBIX M OXPaHBbl ITHX
JTAaHHBIX.

4. Tlepenava mepcOHANBHBIX JAHHBIX B CTPaHBI, HE 00ECTICUYMBAIOIINE aICKBATHBIN
YPOBEHB 3alIUTHI ATHX JAaHHBIX, MOXKET HIMETh MECTO TIPH YCIOBUH:

- IBHO BBIP@XCHHOT'O COTJIACHS CYOBEKTa IMEPCOHATIBHBIX JAHHBIX HA 3Ty Iepenady;
- HEOOXOIMMOCTH TIepeaddl epCOHANBHBIX JaHHBIX U 3aKTIOUeHHUS U (WIIH) HC-
TIOJTHEHUS TOTOBOPA MEXIY CYOBEKTOM U JAeprKaTelleM IepCOHATBHBIX JaHHBIX JIH00
MEXAy JepKarelieM M TpeThbell CTOPOHOW B MHTEpecax CyOBEeKTa MepCOHAJbHBIX
JIAHHBIX;

- ecIi Tepeaya HeoOXoAuMa IS 3aIIUThl )KU3HEHHO Ba)KHBIX MHTEPECOB CYOBEKTa
MEePCOHAJIBHBIX JJAHHBIX;

- €CJIM IIepCOHANIBHBIE JaHHBIE COAEP)KATCs B OOIIEOCTYITHOW 6a3e MepCOHaIbHBIX
JIAHHBIX.

2. The State shall guarantee the legal protection of the personal data on its
territory or passing through its territory, in order to exclude their distortion
and unauthorized use.

3. In a cross-border transfer of personal data, transferring party shall be
guided that, in accordance with international agreements or national law,
the other party ensures an adequate level of protection of personal data
and the protection of these data.

4. Transfer of personal data to countries that do not provide an adequate
level of protection of such data, may be carried out if:

- the express consent of the subject of personal data to that transfer is
obtained;

- the transfer of personal data is necessary to conclude and/or perform an
agreement between the subject and the holder of the personal data, or
between a holder and a third party in the interests of the subject of person-
al data;

- the transfer is necessary to protect the vital interests of the data subject;

- the personal data are contained in a publicly available database of per-
sonal data.
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