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1 I ntroduction

1.1 Overview

This introductory chapter aims to stress thelléggues at hand by providing a short,
contextualized legal and scholarly examination lod £lectronic identity theft in relation to
existing legal background. The examples from nagdrom the jurisprudence of the United
States of America (USA) to the European Union (EH presented in this thesis work. The
second aim of this chapter is to present and revtevpublic criminal laws of Republic of
Lithuania and propose a specific penal norm regardhe electronic identity theft for the
Criminal Code of Lithuania (CC). In addition to shithe thesis provides the reader with a
specific overview of the legal issues and interestscerning cybercrimes and particularly the
theft of identity in the electronic environment. dnder to arrange the proposals for cybercrime
section to the CC of Lithuania, the legal atteni®focused on revealing all the existing relevant

issues regarding this cybercrime area.

1.2 Background and problem definition

1.2.1 The adequacy of the penal legislation of leaimg cybercrime in the EU and
Lithuania

Cybercrime is a relatively novel legal spherejomowadays faces a number of legal

challenges. One of the most vulnerable areas is thieft of identity in the electronic



environment. With the growth infrequency of the exdrimes, identity theft has become one of
the most prevalent crimes, used in collaboratiaoit wther crimes in order to reach the criminal
aims. However, due to the novelty of these eleatrorimes, not every legal system is able to
provide efficient legal background to fight agaiitsOne of these is the member of the European
Union, Lithuania. In addition to these issuesjsithighly necessary to enhance the legal
background of those national states, which arklatking specific judicial regulation due to the
transnational nature of cybercrimes resulting i@ tiegative legal consequences being spread
worldwide. For these reasons, it is important talyre e technical and legal issues as well as
already existing legal background, which hindeesldgal fight of these malicious electronic acts
in order to propose effective criminal regulation the countries with relatively less active legal
development in comparison to the legal systensstliat of the United States of America. The
differences in the legal backgrounds and framewogleals that the understanding of electronic
identity theft differs in different continents aitdis illustrated by the amount of legal criminal
acts enhancing the legal protection from identigft in electronic environment. The leader in
fighting these acts is the USA, despite the faat tuge number of cybercrimes still occur in the
country. At the same time efficient legal reguwdatin the electronic environment supports the
stability and legal certainty in this area. Howeviere regional unit, the European Union, as
further chapters indicate, , has not provided prdegal attention to the issue of electronic
identity theft compared to the USA. The legal ®an these legal gaps only started receiving
attention in 1995, when the first directive of pmral data protection was adopted in the EU.
These were later followed by " a first legislatme®posal, measures against credit card-fraud or
fraud and forgery of non-cash means of paymentrevtitee Commission took action as early as
1998, although the Council did not conclude itsibdhtions until 28 May 2001, when the
Framework Decision on Combating Fraud and Countergeof Non-.Cash Means of Payment
was adopted'"However, EU legal measures of the EU to combahesi regarding payment
instruments related with the offline world were yradopted in 200%.Therefore, all these
comparatively late concluded legal initiatives hatected, smaller and less, lawfully developed
states, which has faced its legal gaps in the@eacit cybercrimes, as a regional leader the EU

has not provided efficient legal specific propogalgarding the legal measures to be legislated

! Erik Wennerstrém. EU-legislation and Cybercrim®gécade of European Legal Developments
<http://www.scandinavianlaw.se/pdf/47-21.pdf> Acexd 5 October 2012
% EU Council Decision. Article 6



and implemented, in order to strengthen the camioh to the international legal fight against
cybercrimes. Only in the last decade the EU ha®dathe proposals for the Parliament of the
EU, hence the legal efforts to fulfill the legal pgawill measure up to the legal reality.
Furthermore, due to the harmonization of the lawghe European Union the EU
member states, such as Lithuania, have to applyetial penal norms, which are concentrated,
more general and not specifically focused on théatelegal problem. Due to this reason, the
efficiency is usually lost, or not achieved progers a result of the existing legal gaps, which
produce a perfect environment for the cybercringrial perform their illegal electronic attacks.
The diverging approaches to the necessity to cahizi@ electronic identity theft are clearly
revealed as throughout the decades, the USA hadaped efficient legal background against
these electronic threats, while the EU is justtistgito formulate the necessity of criminalization
of these issues. Despite the legal disputes onhghé¢e criminalization of the identity theft is
necessary at all, this thesis work reveals the mdges of the criminalization as well as the
necessity for this type of electronic threats tachminalized and regulated by the EU directives

and national penal acts in the nearest future.

1.3 Limitations and Purpose

This thesis predominantly envisages the EuropeaioriJlegislation as well as the
proposals and the legal experience applying taatka of cybercrimes. The legal focus is only
based on the public laws, without specific attamtio the private laws. The legal review and
analysis is based on the Communications of the Gesiom to the EU Parliament and Council,
Community directives, international legal instrurtsersuch as the Convention on Cybercrimes,
public national penal laws and public criminal lafvthe Republic of Lithuania together with
other specific public legal measures. All the legaliew is linked to reveal the problematic
issues concerning the theft of identity in the eteac environment, as the main aim of the thesis



is to mark the legal drawbacks of non-efficientdlegenal regulation on the regional (the
European Union) and national levels (the RepuMiicithuania). In order to arrange a proposal
for the Criminal Code of Lithuania of the specifienal imperatives for fight against the
electronic identity theft, the analysis of the éxig legal measures will be taken in the first

place.

1.4 Thesis Overview

First chapter provides a brief overview of the @anms rising from the lack of
criminalization of specific cybercrimes. Specifigalthe section will consider identity theft in
the electronic environment. It envisages the lemgbects as the whole problematic issue,
regarding the identity theft and the theft of idignin the electronic environment. It gives the
reader the formulation of the abstract legal pnoblevhich will be specifically presented in the
further chapters of this thesis work. In accordatwet, the first chapter also provides the

parameters of the thesis work.

Chapter two provides a brief theoretical parttloé question of the personal
identity personating the definition of the persorntity, its types and forms. It also provides
the scholarly summaries regarding this issue. Tmgetvith these aspects, the identification
process is presented, which is highly relevant ndigg the further discussed aspects of
electronic identity theft. Further this chapterydes the reader with a presentation of the novel
part of the criminal world- cybercrimes, it alsovgs the information on the victims of the
cybercrimes, as well as the types of these crihagviews the legal background of the USA
and the EU legal efforts to the fight with illegdéctronic acts.

Chapter three presents the identity theft as bl@naatic issue, indicates the main trends
for the identity theft and electronic identity théd occur. This chapter also envisages the legal
efforts of different regions to combat with thispéy of electronic crime, presenting the
international and regional legal instruments togettvith the legal analysis and comments
aiming to demolish these malicious electronic tteea



Chapter four analyses the specific European Umember state Lithuania as a research
object in order to reveal the drawbacks of lackiegal norms in the main national legal criminal
instrument — the Criminal Code. With a short ovewiand analysis of its specific sections of it,
together with the analysis of the previous chapgter,remarks and conclusions are being made,

which will be relevant for the proposal establisirethe chapter five.

Chapter five builds on chapter four providing theoretical aspects of why there is a
necessity of criminalizing the electronic theftpmrsonal identity. It stresses the inadequacies of
the current main legal penal act of Lithuania almel tonsequences of the absence of specific
objective penal regulation. In addition to this lgses, the end of this chapter proposes a project
of a specific penal imperative as a possible suggefor the legal and legislative institutions of

Lithuania for the nearest amendment of the mairapact of Lithuania.



2 Cybercrimes

21 Overview

This chapter aims telucidate the new international problem in cybecspaybercrimes.
Firstly, it will briefly illustrate the major issgeconcerning this nationally and internationally
performed crime. First it presents the definitiowd dhe scope of this chapter, and considers the
trends and practices for facilitating cybercrimegether with providing their classification. In
addition to this, targets and victims of these esmwill also be indicated. This chapter will then
look into the regulatory issues of the United Staté America and the European Union area,
providing the necessary legal information, whichthe first measure seeking to prevent these

malicious electronic actions.

2.2.  Introduction

Cybercrimes are already considered to be one efntiajor legal problems of the
information society. These electronic crimes haweaaly shown that the electronic environment
might be as dangerous area for crimes as the effkiorld, where until the end of the 20th
century the vast majority of the crimes were perfed. The Internet's rapid diffusion and
digitalization of the economic activities have kedthe emergence of a new breed of criminals.
"Economic, political, and social impacts of thesdar-criminals’ activities have received a

considerable amount of attention in recent yeath@sndividuals, businesses, and governments



rightfully worry about the security of their systepmetworks, and IT infrastructuresAs most
scholars agree, cybercrime is quite novel areapiethat, it is shocking, how fast it absorbs all
kind of spheres of the public society life: stagtitom the financial aspects and ending with
moral issues. "The understanding of a cybercrimma &orm of illegal economic activity could
inform the development of strategies for crime preion in the future was suggestédt'has
also been noticed that "organized cybercrimesiaked to other criminal activities such as drug
trafficking, gambling, prostitution, and terroristh.These issues strengthen the concern that
cybercrimes are not only electronically orientatledt also aim to be connected to the offlinel
world, causing even wider disharmony and legal @mam the electronic environment. In order
to prevent cybercrimes, it is necessary to estalaisufficient legal background, which would
combat against them. The United States of Ames@me of the world leaders in the level of the
legal measures already adopted by the federal goeart to combat cybercrime. It already has a
brief and structured plan of how the legal batfjaiast these types of crime should be addressed.
At the moment, the USA might still be consideredaaggulation leader in this area, therefore
the vast majority of examples of the legal adoptexhsures will be demonstrated from its legal

background for the regulation of cybercrimes.

2.2.1 CybercrimeVictims and Tar gets
2.2.2. Businesses

The USA Federal Bureau of Investigation (FBI) répdrthat "cyber-criminals have attacked
almost all of the Fortune 56@ompanies*According to the market research firm International
Data Corporation (IDC), "39% of Fortune 500 comparsuffered a security breach in 2003 and

j N. Kshetri.The Global Cybercrime Industry. Economical, Ingtitonal and Strategic Perspectives. USA., 2(1.6,
Ibid.,, p.6

> Antonopoulos, A. 2009. ATM hack: Organized crintawarket forces? Network World.

Southborough, 26(8), p. 20

® Fortune 500 - An annual list of the 500 largest panies in the United States as compiled by Fortnagazine

<http://www.investopedia.com/terms/f/fortune500#ixpz2DHgkxFgu> Accessed 1 October 2012

" Pollock, J., & May, J. 2002Authentication Technology Identify Theft and Ac¢diakeover

The FBI Law Enforcement Bulletins, 71(6), Unitedt®s Department of Justice Federal Bureau

of Investigation<http://www2.fhi.gov/publications/leb/2002/june02lptf>. Accessed



40% of global IT managers have rated security &r thumber one priority® Likewise,
according to the FBI, 9 out of 10 US companieseegmced computer-security incidents in
2005 which led to a loss of US $67.2 billidbrin comparison to this, "an estimate of the
European Network Information Security Agency (EN)Sidicated that cybercrimes cost
businesses in the European Union 65 Euros billimmually, while a survey conducted among
Irish businesses in 2007 revealed, that 98% oforedgnts indicated that they were cybercrime
victims."*? As it is seen from the public research, the growftaybercrimes in the USA and the
EU has been growing rapidly, concluding that theeze not been enough legal measures

provided in order to prevent these illegal actions.

2.2.3 Consumers

There is a fact that many consumers have weak ¢dmical and behavioral defenses against
cybercrimes, which makes them vulnerable to suzhes™ According to a report released by
the FBI in January 2006, "the respondents believadynof the incidents did not rise to the level
of criminal activity or that reporting them wouldtlead to a positive outcon®. A review of
VeriSign has shown that most of the Australian wslers lacked skills and ‘knowhow’ in

protecting their personal informatioft"Due to the fact that, "businesses and consumers ar

8 Ibid., 71(6)

° United States Government Accountability Office020Cybercrime: Public and Private Entities
Face Challenges in Addressing Cyber Thre@&80-07-705, June.< http://www.gao.gov/htext/
d07705.html.>

10 cybercrime outranks other crimes on Europeans:

worry list: Almost half of German PC users belighey will eventually fall victim.
<http://www.darkreading.com/document.asp?doc_id2066> Accessed

' N. Kshetri. TheGlobal Cybercrime Industry. Economical, Institutidrmnd Strategic PerspectivedSA., 2010, p.
15-16

2pid., p. 15-16

13 Countries with the most cybercrime. 2009.



taking some measures in protecting themselves fsenoming victims and targets by cyber-
criminals, they are getting help and support froovegnment agencies and online security
companies* As it is indicated, the consumers and businessesstarting to take some
measures against cybercriminals, however the remgmtrience also reveals that such actions
are usually taken after the consumer has beerkattatt could be proposed that higher public
general education about the cyber crime activitvesild lead to enforcement of the effective

protective measures would before these maliciotssaur.

2.24 Worldwide concern

The legal concern regarding cybercrimes has ayreadched its high levels. It is not
only the concern, but also a huge challenge foryesgstem of law, national or international. As
this comparatively new branch of crimes has appme#re worldwide legal and technological
methods were not developed efficiently even thoiigh completely necessary due to the fact
that the vast majority of cybercrimes are committetrnationally. The area of cybercrimes
does not have any abstract physical point. In otfeds, this type of electronic crimes usually
does not accept the principle of land jurisdictithhas no physical boundaries. This aspect
makes cybercrimes even more complex for the inyatirs and easier for the worldwide online
world criminal performers. Legal background in miajegal societies such as the USA, the
European Union, Russia and Asian countries, hasdyr developed some of the legal measures.

Nevertheless, diversity in the legal systems, ropiaé levels of legal regulation in different

<http://images.businessweekim/ss/09/07/0707_ceo_guide_security/17.hthccessed 1 October 2012

14 N. Kshetri.The Global Cybercrime Industry. Economical, Indtitnal and Strategic PerspectivddSA., 2010, p
16-17



continents provides an easy access to the illelgatrenic actions for the cybercriminals to
perform. Another major legal problem is that thegarcutors of the national states usually find it
to difficult as well as time consuming to start §w@secution process due to the fact that the
cybercrime sphere sometimes does not belong tao phesdiction. There might be several
options how a prosecutor could silently reject fretarting a prosecution process (due to the
limited nature of this thesis they are not goindpéospecified). In addition to this, the advantage
is felt by the cybercriminals, who are and will bemmitting the crimes with less judicial
surveillance to the cybercrimes they will be contimgj.

2.3 Definitional |ssues

During the wide analysis of the academic literatirased on cybercrimes, | have
observed that the specific or universal definitadna cybercrime does not exist, as it varies in
different scholarly sources, just a few were sel@diy this thesis work to reflect the meaning of
the cybercrime. Cybercrime generally is defined'asriminal activity in which computers or
computer networks are the principal means of cotmgitan offense or violating laws, rules, or
regulations.*> Additionally might be mentioned, that "examplescgbercrimes include denial-
of-service attacks, cyber-theft, cyber-trespasfecpbscenity, critical infrastructure attacks,
online fraud, online money laundering, criminal a18é¢ Internet communications, ID fraud, use
of computers to further traditional crimes, and eybxtortions.*® Another scholar, D. Parker
proposed a categorization based on the role ofmguater during the performance of a crime:
"computer as an object of a crime; computer asgestiof a crime; computer as the means for a
crime; and computer as a symbbl.The last categorization might be easier to undedsfor the

practitioners such as prosecutors, investigataxs, €As it is indicated in this definition, a

15N. Kshetri. Positive externality, increasing resiand the rise in cybercrimes.

Communications of the ACM, 52(12). 2009.

6 N. Kshetri.. The simple economics of cybercrimM&&EE Security and Privacy (%), 33—-39

" parker, D. BCrime by ComputeNew York: Charles Scribner’s Sons, 1976; ParReB. Fighting Computer
Crime New York., 1983.



computer itself is categorized in several positi@ording to the manner this electronic device
is used in. Official acts of EU, cybercrimes defiupgite general as " criminal acts committed
using electronic communications networks and infron systems or against such networks

and systems'®

2.3.1 Classification of cybercrimes

There are many existing classifications of cyderes. They can be classified by various
criteria. One way to classify cybercrimes is to ider whether they are: "directed against an
intended target, in targeted attacks, specificst@k used against specific cyber targets, these
attacks are carried out by skilled hackers withegtipe to do serious damagés."In other
sources cybercrimes are also classified into caiegdased on whether they are predatory or
market-based. Predatory cybercrimes can be def@isédlegal acts in the cyberspace in which
someone definitely and intentionally takes or otflidamage on the person or their property,
examples of which include stealing money from someéo bank account and intellectual
property infringement, hence it could be conclutleat these acts do not produce new goods or
services.™ This type of cybercrime is considered to be corteditvhen the bank card is stolen
and according to its information illegal acts h&een performed.

2.3.2. Trendsthat facilitate cybercrimes

18 Communication COM (2007) 267 final. Brussels

Y9 N. Kshetri.The Global Cybercrime Industry. Economical, Ingiitnal and Strategic Perspectivd$SA., 2010, p.
32

# Glaser, D. Social deviance. Chicago, IL: Markhd®71. p. 4



Three factors that have had an impact on the grosfthmalicious electronic acts: "(1)

infrastructural susceptibility, (2) increased staiedependence on the Internet, and (3) the
increasing availability of informatioA® and also "today’s highly interconnected computing
infrastructure represents a vast population of mmashthat is highly susceptible to a digital

pathogen.®

The computing infrastructure is actually a collectof one type machin&s "in essence,
a monoculture, hundreds of millions of computers ndentical operating systems and
applications, implying uniformly similar vulneraliés, while the homogeneity in the computing
infrastructure has brought great benefits to modewiety and has been extremely important to

the growth of the computing industry, it has alstndduced a serious vulnerability.”

The growth of Internet use during the last dechde led to an international legal
problem: "A number of critical business operatiamsl government functions are nowadays
controlled through the internet, including trangpton, business supply chain management,
government services, business-to-consumer salggicah infrastructure control, and even
healthcare, moreover, internet adoption has rewulied the business world, however, at a
significant price, as virtually each and every afi¢he business systems have become potential

targets for a malicious program attaék."

The third aspect indicated is: "the increased @niduitous availability of information is
greatly facilitated by non-experts to synthesizelicrus computer software, hence novice
programmers can easily locate and download virastcoction “toolkits” and pre-instilled self-
mutation logic, enabling them to create computeusgs with polymorphic (self-mutating)
capabilities.® These three general indicators have shown thatmitiimg a cybercrime has
become increasingly easy even for non-experts iefgphere. Due to intensive use of internet
services, the growth of cybercrimes performed Hdyecycriminals is believed not be decreasing,
but opposite it will systematically search for itseaximum, as legal and technical enhancing

measures still suffer from regulation inadequacies.

2 Ghosh, S., Turrini, E. 2010. Cybercrimes. A Mukiiplinary Analyzis. Springer., p.47
22 i
Ibid., p. 47
> bid., p. 47
*|bid., p. 47
% Ghosh, S., Turrini, E. 2010. Cybercrimes. A Mditplinary Analysis. Springer., p.47



2.4 Regulation on Cybercrimes. Compar ative per spectives.
2.4.1 Review of the Legal Practicesin the United States of America

Legal regulation against the egbenes is very important. However, different sgate
and even different continents put different effddsestablish proper legal background for the
legal fight against cybercriminals. One of the lagan leaders in the world is the United States
of America. In the 1980s, the federal governmenisezl the US criminal code "to address the
nation’s cybercrime problem, Congress chose toemsdfederal computer-related crimes in a
single new statute rather than to add new provistorexisting criminal laws for the first tinfé"
[...] "Among the government's most significant nsiienes in this regard was the Computer
Fraud and Abuse Act (CFAA) of 1986, which crimizall unauthorized access to certain
computers and computer networkS.Moreover, this legal act was amended multiple $irire
order to reflect the changing backgrodfitHowever, even though the United States of America
started the regulation against the cybercrime coatpaly early, during following decades the

US was still finding legal gaps while regulatingldenly evolving cybercrimes.

% Ghosh, S., Turrini, E. 201Q@ybercrimes. A Multidisciplinary Analysis. Springgr.238 -239
27 |bid., p. 239
2 |bid., p. 239



2.4.2 Password and Access Device T heft

"The trafficking of passwords and theft of othecess devices in computer networks is a rapidly
increasing cybercrime threatening the global ebextr security systerf™* As it is indicated
"passwords and access device theft can culminat&lantity theft and provide criminals
unfettered access to computer systefisThe USA has provided laws against this criminal
activity. Ten separate activities relating to asag@svices are criminalized in 18 USC 1323he
same legal instrument, specifically § 1030, pratdam trafficking in computer passwords, and
all other illegal acts regarding fraud and reladetivity in connection with computers, such as
unauthorized accessing of a computer or exceeditigeoauthorized accedSEven though the
presented sections of this legal act are not rfigdthe new issues of electronic crimes in the
sphere of password and access device theft, anahat a new form of cybercrimes, it should be
having a significant impact on the EU serving as edficient legal example for its legal
institutions when arranging proposals to the EUli&aent according to the descriptive and

efficient legal imperatives of the US legislation.

% pid., 239

% Ghosh, S., S., Turrini, E. 2010ybercrimes. A Multidisciplinary Anlysis. Springgr.274

31 <http://www.gpo.gov/fdsys/pkg/USCODE-2011-titlep8f/USCODE-2011-title18-partl-chap47-sec1029.pdf>
Accessed 12 October 2012

% Ibid., § 1030



3 Identity Theft: Background, International legal diversity and

Problematic I ssues

3.1 Overview

In order to thoroughly discuss electronic identingft issues in this thesis work, this
chapter aims to provide the reader a brief ovenasd definition of identity together with its
systematic classification and allocation issuesweiger, the central focus of this chapter is to
provide necessary and relevant information abositfélst growing electronic criminal activity -
the theft of identity in the electronic environmemnb reflect all the issues that it is necessary to
reveal, the reader will first be provided with dhefinitions of identity, identity theft, the scopé
this issue. Then the reader will be presented Whiéhtrends, as well as the ways in which this
type of criminal theft is performed. Finally, theternational, national and regional legislative
issues will be indicated in order to reveal theaadages as well as legal gaps that could still be a

point for further discussions.

3.2 The Rationale, classifications, definition of 1dentity

The analysis of the methodological literature belp reveal personal identity as such,
together with existing definitions and classificas of it. The concepts of the personal identity
contribute in keeping the correct delimitation froine irrelevant issues. It is recognized that an



exact definition provides a great advantage foreteanch of law, as they play important legal
role in the proper legal/illegal recognition andatiication processes. They provide accuracy to
public relations, authority and judicial institut® They also ensure the legal stability as well as
confidence among the society as precisely develdgedbranch with its stated definitions,
protects from every type of fraud and legal abds@wever, it is not always possible to have
legal precision, as this precision could later ealegal controversy and leave major legal gaps.
In order to avoid such legal disharmony in the mubfe concerning personal identity and the
issues of its recognition, it is necessary to idigihe concerning issues of personal identity such

as classification of it, legal recognition, varialefinitions.

The identity has two main perspectives from whicbould be seen and further development of
concerning issues could be proceed. All the andlyehors, such as Summit Ghosh, Sandra K.
Hoffman or Tracy G. McGinley, develop the samedtite of two perspectives how the identity
should be recognized and understood, however th& stauctured points are declared by T.
Nabeth, who divided identity into two main perspezs:

1. A structural perspectiveldentity as a representatioridentity is seen as a set of

attributes characterizing the persdh.

According to this suggested perspective "it isduse refer to a set of attributes
(permanent or temporary) describing the charatiesisf the person in the context of practical
activities. It also refers to "a set of attributgsermanent or temporary) describing the
characteristics of the person in the context o€focal activities [..] In the working context these
attributes may relate to the competency of a peimmh the function of the person in the
organization (such as the positiofj.’As it is necessary to acknowledge, this perspedtv
related to the environment in which the individusl connected with social, ethnical, or a
religious group for instance, and could easily ¢dentified by its members or the whole group.
There is no necessity to have any other additiadeitification, such as name, personal code,

social security code, passport or other legal desunthat is generally issued by the national

*bid., p. 26
3 Thierry Nabeth The Future of the Identity in the Information Sogiep. 26



state. The social group can easily identify indiad without any additional legal tools.
According to this definition, representation is yrinked to show or to prove that specific

individual belongs to one or another social gramj could be recognized by its members.

2. A process perspectivielentity for identification Identity is considered "according to a
set of processes relating to disclosure of inforomatabout the person and usage of this

information.’®®

The second category is more focused on identityhénperspective of disclosure of the
information for identification purposes (Thierry b&h) "so as to define the boundaries of
peoples’ actions’According to this perspective, "identity referstie elements that can be used
to identify the person and to link her to some ati#ation, for instance, the I.D. card is a good
illustration of this." The elements that may beluded in this identity include (T. Nabeth) "the
name of a person, her position in the organizatiphptograph, fingerprints, genetic
characteristics and even behavioral patterimsthe case of the working context, for instance,
this identity (T. Nabeth) "may be used in the idfgsdtion process to grant a person access to a
resource (such as a building or an information esy$tor give her the right to execute a

transaction (such as signing a contratl)".

In addition to this, the prevailing opinion is tHat the public relations it is necessary to have
such personal identity model where legal identifara procedure would be determined and
approved by the state. Personal data, which liaks $pecific individual would be provided in
the states’ registers :"In such legal way, it maydssumed that the information gathered and
stored in the registers of the state could be dansd as the legal assumption of the personal
identity, because it would be revealed accordintheoprocedures based on the legal norms of
the national state which would provide the indiatlspecific digital codes and would be
straightly connected with the identified persore.(ipersonal codes, social security numbers,
personal identification codes)’"This legal identification procedure has alreadyni its way in

a vast majority of the democratic states and issiclemed to be one of the most proper in a

democratic as well as properly secure society. {@ei#ain, for instance, acknowledges three

* Thierry Nabeth The Future of the Identity in the Information Sogiep. 26
% Thierry Nabeth The Future of the Identity in the Information Sogiep. 26
37 Cane P., ConaghanThe new Oxford Companion to Law. Oxford UniverBitgss Inc.



different types of identity cards as a legal instemt, and which helps in to identify the

subordination of the individuaf:

» the identity card for British citizens

* the identification card for European Economic &o&tizens living in the UK
« the identity card for foreign nationls

Historically, personal identity has been usedydd uniquely identify persons, and "such
identity was meant to refer to somebody without muiby."*° Official identities, which are
usually ensured and developed by the national ,staié "the corresponding official identity
documents could be utilized to create a bank ad¢cooiment a room in a hotel, or to find a job,
the uniqueness of the identity also permits themeiment of the legal rights and duties of each
individual (citizen or foreigner, consumer, empleyeetc).** Oxford dictionary describes
identity as "1) the fact of being who or what agwer or thing is [..] 25erving to establish who
the holder, owner, or wearer is by bearing them@and often other details such as a signature
or photograph®* Throughout the analysis of the scholar literatitingas noticed that personal
identity has many allocationeational, regional, profession, person&cholars argue that "such
allocations connect individual with some social ugro(religion, profession, ethnic, cultural),
which have the same features as the person, indivigho is related to one of these social

groups, and according to these features could &iéy édentified."*

Identity is also defined as
"the specification about the individudf"According to one of the most respected reseascher’
identity theft area "personal identity basicallyoyides an explanation of the person - wife,
pianist, author [..] however, if we are focused mothe specific identity, but also in the privacy
and the theft of such identity, then all the legéntion has to be concentrated on the identity

n45

which is related with personal data and the praiecof it"*, or in other words, to an

% |dentity cards. <http://www.findlaw.co.uk/law/gesnment/other_law_and_government_topics/8793.html>
Accessed 12 October 2012
3 |bid., Identity cards
;‘2 David-Olivier Jaquet-Chiffelle. The Future of Idignin the Information Society. 2009. Springer.7.
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“2 Oxford Dictionaries.<http://oxforddictionaries.cfugfinition/english/identity> Accessed 10 NovemBed.2
“3 D.stitilis., P.Pakutinskasldentity theft in Cyberspace. The aspects of Sptiegal and Electronic Business.
Vilnius, 2011 p.18
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information regarding the individuals that connettism with states institutions, organizations,
or other private or public entities. The United t8¢a Electronic Authentication Guideline
provides interesting definition of personal identitt defines personal identity "as individual,
unique name of the specific persdfi.'However, in comparison to the aforementioned
definitions of a personal identity it could be sthdt last definition from the USA Authentication
Guideline does not provide clarity. A description"oenique name of the specific person” does
not suffice as the uniqueness of the name doeassote the efficient level of briefness, nor does
it assure that the individual will be always recagd without any fail. In comparison with the
definitions provided by afore mentioned authors NlBbeth, D. Olivier, D. Stitilis), where the
definition of identity is arranged in structuredidfly indicating points, which actually leaves no
variations regarding the recognition process. Atbke, specific features of the individual make
them recognizable to the social group to which timeght belong.

Hence, even though the construction of the ideilgynition might vary, the basis of it remains
the same in most of proposals presented by thelasshand could thus be described as the
existence of the specific features about the sigepdrson as well as legal, official facts that

systematically represent and recognize one or anatdividual.

It is possible to distinguish various types of ntites, as for instance: professional
identity, legal identity, social identity, electiondentity. The specific circumstances determine,
which personal identity appears and applies in $patific environment. In this thesis work, we

are mostly interested in the electronic identity.

"With the appearance of the internet, the secleitgl of personal identity has decreased,

due to the risk of cybercriminals and their illegativities.*’

Electronic identity is basically a
novelty compared to other types of identitiessisiill developing and evolving sub-identity of
personal identity. According to scholars, "the apicof the virtual or electronic identity has

been raised in order to better describe and uradetsiew forms of identities in the information

*% Electronic Authentication Guideline. Recommendagiof the National Institute of Standards and Tetday.
NIST special publication 800-63 Version 1.0.2, 16p.
<http://www.usda.gov/egov/egov_redesign/intraneile®sP800-63V6.pdf>. Accessed 15 September 2012
™ The history of Identity Theft"<http://www.spamlaveom/id-theft-history.html> Accessed 9 Novembet 20



society, in relation to rights, duties, obligatipa®d responsibilities coming from f2"Official
identity, which is issued by the state and recagphiby its legally verified methods and "the
corresponding official identity documents couldrthge exploited to create a bank account, to
rent a room in a hotel, or to find a job [..] itsSigueness also permits the enforcement of the legal
rights and duties of each individual (citizen orefgner, consumer, employee, ef2.1t is
recognized that "sometimes facing persons in thi@@mworld that, while having an identity, are
not real persons, but artificial (intelligent) agemoving avatars in video games, and expert
systems administering forums or dealing on thekseo@hange As it can be seen, virtual or
electronic identity is a complex electronic noveky it serves as a tool to describe a real person
in the electronic environment. Artificial e-commeragents, for instance, might be considered as
artificial instruments of a physical identity ofethoffline world, which perform for simple
commercial practices instead of the real persohs. dnalysis of concerning issues reveals that
the importance of this type of identity has no ledaubts, however in order to have this
electronic identity functioning properly and safeityis necessary to ensure legal standards, of

the legal protection.

Before further discussing the electronic identitgft and its legal issues, it is necessary
to familiarize the reader with the identificatioropess in the online world, as the vast majority
of the electronic crimes regarding the electrodantity theft is performed due to the negligence,
the lack of information of how to use the issuedrseinformation properly and other negligent
ways, which will be discussed under this sectiorthef thesis. This section reveals the major
legal and technical mistakes concerning the idieatibn process. This section will mostly pay

its attention to the acts performed in the onlirceld/

Offline world: The identification process in offline world is thas complex as it is
considered to be in cyberspaéeAn individual person may be identified using suelgal
measure as passport, which is issued by the natgiate, and provides the insurance that

specific person pictured in the passport will benidfied in real time and space, however it is

“8 David-Olivier, J. Chiffelle, E. Benoist, R. HaerfiWenger, H.Zwingelberg. The Future of Identitytie
Information Society. Challenges and Opportunitg)9 p. 92-95
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*1 Cyberspace require individual's identification e¥er the least important procedure, that is bee@very time a
specific person must be identifies and confirmedhgyelectronic system, which the individual isngsi



necessary to indicate, that official documents &lan be fabricated by the criminals. Moreover,
such identification process "where legally issuadividual document is used to identify a
specific individual is usually named - official idfication.”®® As a comparison with most of
European identification systems, United Statedacig a large amount of identity theft for the
reason that there is a very flexible identificatispstem, allowing the usage a variety of
identifying personal documents. Hence, the idesdifon process is basically very similar in the
offline world as it essential to provide a legalbgued personal document, assure that such

document is not fraudulent.

Electronic Environment : Identification process in electronic environmeas tbecome
essential. This is in part due to the heavy o$eyberspace including increased commercial
transactions, voting, and use of social netwoflksre is a notice in academic literature, that
identification in cyberspace is several times higinethe level of risk in comparison offline
world. Due to that, it is logical observation thabre identity theft occurs in cyberspace,

compared to real time and space offline wafld.

The online world is also more specific compariagtffline world due to the reason that
identification process does not require the persobe present, as online world provides an
opportunity to perform a wide variety of actionsaiigh great distance and time. These actions
might include "data transaction, data saving, asel of the data, with the help of the technical
measures, usually with the help of computéfsMoreover identification process in the
electronic environment is considered to be moregemcomparing to real space, as electronic
environment usually has many intermediaries whiekerthe identification even more complex,
and it is facing with the mechanism of the idengtion of the specific person, as well as with
the rights of consumers and data protection, pyiaotection>> The electronic environment
sphere where it is required to identify the induadl differs: electronic commercial services,
administrative services and etc, in addition te tthie methods of identification also vary, "An

individual might be recognized and identified usthg electronic signature, the address of the

*2 |bid., p. 20

3 Higgins H.E. 2010Cybercrime: An Introduction to an Emerging PhenomévicGraw-Hill, p. 74
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computer IP, wireless station address, domain nato&® The definition and classification, as
well as the structure of identity definition remaiary important in understanding the relevant
issues of the identity theft in online world, agde analysis in this chapter reveals, that the
approaches regarding this definition still différ.order to have a perfect legal background for
national, regional, international legal regulatafrcybercrime area and its specific crime identity
theft, it is necessary to establish one main thealeapproach for identity, which would reflect
all the necessary legal aspects and points, tleatredevant and necessary to reach efficient
legislative aims and legal harmony in this area.

3.3 Identity Theft

3.3.1 Important compar ative statistics of | dentity theft

It would suffice to start a presentation of idgntheft with a simple survey conducted in
the United States of America: "ldentity theft i tfastest-growing worldwide financial crime,
the United States is considered to a leader inatt@a: several years ago CBS News reported that
someone’s identity is stolen every 79 seconds, uwhatore, the Federal Trade Commission
(FTC) survey in 2006 found that 8.3 million Amemcadults were victims of identity theft, that
same study estimated the total identity theft Isgsebe $15.6 billion> Whatever are the exact
losses, the growth of identity theft has been trahoes. Kiplinger's Personal Finance magazine
in its July 1995 edition reported, that "the credporting bureau Experian received 600 to 700
identity theft complaints each day, additionallyasterCard International reported that identity
theft represented 96 percent of member banks fiegagks in 1997, identity theft losses grew
from 450 million in 1996 to over 2 billion in yed©99.®® As it is indicated, "the identity theft

has become one of the most beneficial crimes, yberriminals to commit, among the other

%5 |P (Internet Protocol) - computer identificationthe network, a unique number that is used totifieth the
sender and receiver of the data flow.
" Martin T. Biegelman.2009dentity Theft HandboolDetection, Prevention, and Security. p. 1
58 i
Ibid., p. 1



crimes.®®

These simple statistics and public informationesdvan outstanding damage being
made to the international environment, ranging freconomic aspects to humanity issues and
human rights, ensured by the European Conventiotdaman Rights Article 8 declaring: "
Everyone has the right to respect for his private damily life, his home and his
correspondencé® This type of electronic crime has major negagispects. The reason for that
is the breach of one of the basic constitutiorgtits - the Right of Privacy, together with a huge

economic and social damage for the individualsiastitutions, both private and public ones.

3.3.2 Factorsand Trends

The usage of electronic environment together withinternet has grown rapidly during
the past decades. First of all, it is necessameation that many economic subjects have fully
or at least partly moved their economic activiii@® the electronic environment, as "electronic
services have become truly related and complexsysdgether with internet.” According to the
recent survey in Lithuania, during the years 20022 the consumer usage of the electronic
services has almost doubled and, compared to epdi@ds, is up 69percefit. The numbers of
electronic services users are rising enormouslyaAssult, it can be concluded that unless the
efficient legal protective measures are implemeimietie near future, the identity theft as illegal
activity will increase even more, due to numbeusérs of services that are provided through the
electronic environment and the number of cybererats acting in this sphere. Organization for
Economic Cooperation and Development has indicdtedmportance of electronic transactions
performed via internet for the public and commetoayever this organization has also raised
the concern about the drawbacks that will predlgtappear very soon due to the growing
number of electronic services users, as the ecangetations in the electronic environment are
performed without knowing each other in a physgmdce, making the possibility of fraudulent

acts is highly predicteff. It is basically clear that a vast majority of r@sshers of this criminal

*9Higgins G.E., 2010Cybercrime: An Introduction to an Emerging Phenoorea McGraw-Hill, p. 67

9 European Convention on Human Rights. Article 8
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area agree that "the usage of electronic identityjudates the amount of identity thefts
performed in electronic environmeft"This aspect has also been repeated by the Digital
Agenda of Europe 2010 claiming that in relatiorthie high usage of the internet services the

amount of the identity theft's has increaSd.

3.3.3What isldentity theft?

The study of academic resources indicates a yaokbpinions of how identity theft
should be described, as the definition is not didynly important for academic research, but also
provides a huge benefit for legal practices as aglthe legislative process, which is the main

legal measure in the fight against cybercrime.

The process of identity theft is recognizedewh"criminals acquire key pieces of personal
identifying information- such as name, address,edat birth, mothers maiden name,
employment information, credit information, and etlvital facts in order to impersonate and
defraud the victim, this stolen information enabiles thief to commit numerous forms of fraud,
including taking over the victim’s financial accdanapplying for loans, credit cards, and Social
Security benefits, purchasing homes and cars atalehing services with utility and phone
companies for instanc&™ Other resources repeatedly indicate almost theesaituation:
"Identity theft occurs when a criminal steals kegces of personal identifying information to
gain access to a person’s financial accoufitsi’ comparison to this, the United States Secret

83 Rannenberg K., Royer D., Deuker A.,2008e Future of Identity in the Information Socie®pringer-Verlag, p.
316

® Digital Agenda of Europe2010
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% United States Postal Inspection Service, Pubtica2i80.
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Service defines identity crimes as “the misus@e@fsonal or financial identifiers in order to gain

something of value and/or facilitate other crimiaativity."’

An interesting summary of many scholar resources @inions is provided by the US
President’s Identity Theft Task Force Report issmedpril 2007. It declares: "although identity
theft is defined in many different ways, it is, damentally, the misuse of another individual's
personal information to commit fraud, as this régmes on further: “Criminals must first gather
personal information, either through low-tech metftosuch as stealing mail or workplace
records, or through complex and high-tech fraudshsas hacking and the use of malicious

computer codes>®

All these definitions firstly indicates the nes#g to acquire the information legally or
illegally, the method is not so important, becatlsepurpose in such cybercrimes is still illegal-
to gain the benefits from person, who owns thesqmal information related to his finance or
medical status, for instance. The impersonatiocgss is the part of the crime as it provides the
ability for the fraudster to pretend to a specperson and commit his illegal intellectual and
physical actions. Usually the final step is, "whHerancial accounts have been taken over, the
identity theft crime is considered to be finishedmpletely, for instance, the acquired
information was used to apply for a loan, purchasedr, a house ant ef®.Without a specific
legal regulation and technical enhancing measures very easy for criminals to obtain our

personal information and our identities.

Consequences. Victim will be already suffering from this dangesoerime even though the

cybercrime will be revealed shortly, they will berded to go into the process of the litigation,
provide evidence to the courts and other instihgian order to prove that the acts were not
performed by the victim:" many variables determthe effect that identity theft has upon
victim: financial, social, medical, psychologicand familial costs may be associated with

victimization, upon discovery of the crime, victinase forced to confront and resolve the

67 United States Secret Service, Financial Crimes,
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problems surrounding the theft of their identitig®y must act quickly to stop the victimization,

to clear their names of fraudulent activities amdetluce the risks of being victimized agaif."

Hence, this type of cybercrime if one of the muostlicious and dangerous, because once
the victim has suffered, the usage of electronimmerce, or electronic services in the future
will be obviously reduced, due to the lack of trakthese services. This type of crimes leaves an
impression for the users that no electronic sergrceommerce is be reliable and, what is more,
the following t electronic purchases or commersiaivices will probably be replaced by the
physical performance in order to reduce the riskh&s minimum. In accordance to this, with
every identity theft, the enormous drawbacks ocaironly for the specific individual, but also
for the whole worldwide electronically based ecogpas well as efforts dedicated to easy and
less expensive electronic services. The importaricstopping these types of cybercrimes is

vital.

3.34 Classification of Identity theft

The methodological classification of identity thiefight indicate the problematic issues

more easily. Classification provided by the schalar

1. Personal Identity theft" Personal identity theft is the use of an indual's personal
identifying informatiori* without his or her knowledge and with the intem@id or abet in any
unlawful activity such as the fraudulent obtainofgervices, merchandise, money, and/or credit,

it also occurs when an individual’s identifying anfnation is used to file for bankruptc$"

The most severe form of identity theft is" a contplelentity take over: this occurs when a key

piece of personal identifying information is stolend used by a thief to take control of every

9 Sandra K. Hoffman., Tracy G. McGinleldentity Theft. A Reference Handbo®@10. p. 41
"I personal identifying information such as persoaisie, passport number, biometric data and etc
2 Sandra K. Hoffman., Tracy G. McGinleigentity Theft. A Reference Handbgok. 1 ,2



aspect of the victim’s life, hence a complete idgribke over usually begins with a stolen SSN
or mother’s maiden name, either piece of persamfatination can be used to obtain a breeder
document, a government-issued identification redbwt leads to the issuance of additional
identification documents’® As "social Security numbers are another key pietgersonal
identifying information, each number is unique getmanently assigned to one individual, a
stolen SSN can facilitate a complete identity taker in the same manner as a stolen mother’s
maiden name, unfortunately, victims have very feptians if their numbers are stolen and used
to commit fraud and/or other crimes, they may ratjaenew number, however, the process for

securing a new number requires an extensive anuftime and paperwork’®

2. Business Identity theft.hieves also steal the identities of businesstb& term businesses
refers to small companies, corporations, finantiatitutions, healthcare related organizations,
and government entities, business identity thefoives the use of a business identifier without
permission and with the intent to aid or abet iry amlawful activity such as fraudulently
obtaining services, merchandise, money, and/or itcrékis also occurs when business-
identifying information is used to file for bankmey."”® In some cases, the identifying
information of businesses is stolen in order "tngacess to the company’s financial accounts,
business checking accounts are often targeted datitg thieves, for example, criminals may
steal a business check and duplicate it electrtiypjche checks are often cashed or used to make
purchases without being detected because theyadéagitimate account number or business
name, hence the business owner may not find outtabe fraud until they balance the accounts,
verify the account activities online, or receivetification that the account is overdrawf."

Therefore, identity theft is a malicious threatiethencompasses not only single individuals, but
also the entities of business structure. Nowadastsonal or identifying information is at a high
risk of theft at any moment, as it later can bedufa “fraudulent obtaining of services,
merchandise, money, and/or creflit'These reviews of the possible victims of identtgft
indicate the high risk of possible threats thathmige committed by the criminals. Stronger legal

3sandra K. Hoffman., Tracy G. Mcginlelglentity Theft. A Reference Handbo2R10, p. 2,3
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attention on this crime area is also expected dulee vulnerability of rights of privacy, together
with a conclusion, that the defense against sugl ¢f crimes is much more difficult comparing
to other type and forms of theft crimes. These espeequire specifically orientated legal
attention, as well as efficient technological andgal measures to be implemented into the

national public laws.

3.3.5 The Way of Committing Electronic I dentity Theft

Identity theft in electronic environment is a darmus, structurally developed illegal act,
performed by the cybercriminal, who has the airadquire personal electronic information,
which is issued by a financial institution, an adisirative institution, social network page and
etc. Usually it has a further incentive to useahquired information for committing other crimes
or to distribute stolen information. As the clagsifion of the identity has been previously
discussed above in this thesis work, the classifina of identification or allocations of this
process will not be analyzed in this chapter. Taltity theft in the offline world will be also
considered an irrelevant issue in this thesis @rapt

In addition to this, it is necessary to estabiisi clear view of what are the illegal
ways of collecting personal information. Due toidagrowth of internet use, and fast developing
software, which makes the way even easier illeggdiyher personal information. It is becoming
enormously hard to stop the process of electrat@ntity theft. In order to develop significant
technological and legal measures against thess tfpelectronic crimes it is necessary to
indicate, what are the most popular ways to gatieprivate electronic information. It is also
important to indicate, that often people "sellinglan information online and do not personally



steal that information but rather purchased it framother thief.”® Buying stolen information

from the cybercriminals is believed by the fraudste be more secure, also it is does not require
to commit primary criminal acts yourself, and thaspects usually are the stimulation to
purchase the stolen electronic information fromdileer criminals.

It is indicated that identity theft is usually f@med, "while the user is in the process of
the electronic authentication, due to the factf thaorder to get the access to the electronic

information system, the users have to provide ifigng information."*

Basically, almost all the reviewed scholar researprovide the same classification of
performing the electronic identity theft, the mémhous ways of committing the identity theft is
presented®
1. Phishing "This well-known tactic typically involves setgjrup a fraudulent Web site designed
to look like the legitimate Web site of a bank ¢her financial institution, and then spamming

out e-mails that appear to be sent from that iegité institution ®

2. Network Intrusion "Another common method of stealing financial mmh@tion involves

directly breaking into the network of a retailerather possessor of such informatigf."

3. Trojan Horses "One of the most sophisticated types of malicicodge is a “key logging
Trojan horse”, this program automatically instatielf on the victim’s computer and remains
dormant until the victim visits one of a predetaned strings of Web site URLs (for example, a
banking Web site), the key logger then “activatasd stores the first few dozen or so keystrokes
entered by the victim (a string that will includes lor her login and password) and then sends it
back to the attacker (typically via an IRC chanri&)

4. “Real-World” Theft. This type of identity theft, related with a reabnd, is exceptionally
presented here, due to the connection of the wieteewed context. "This is still the most

8 Cyber Fraud: Tactics, Techniques and Procedutesd&. 2009. p 27
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popular means of stealing financial informationnitludes such tactics as installing “skimmers”
on ATM machines that record information from camdserted in the machine and waiters at
restaurants stealing the information from creditlsaused to pay for meals, often, the thief does
not directly exploit such information but insteadls it online in batches of dozens, hundreds, or

even thousands of compromised accoufits."

5. Spoofing of biometric sensorslHe identification process is performed without ithéividual
who has the legitimate right to act so in accordat@ such biometric measures. First the
information is gathered from the individual, fostance, the photography and it is illegally used

later.'8®

6. Pharming. "Pharming attacks are similar to phishing attarkshat they are designed to
extract confidential data from victims by preterglito be a trusted source and requesting
information, the difference between pharming anghghg is that pharming attacks resolve the
victim’s DNS to a malicious server when attemptiagisit a legitimate Web site, as opposed to
a phishing attack, which requires that victims beked by social engineering into visiting the

fraudulent Web site®®

It would be dangerous to state, that one or twafofesaid methods of acquiring personal
electronic information are dangerous, systematicall of them are negatively affective and

damaging.

Furthermore, in order to prevent identity theftellectronic environment, and stop these
mentioned illegal acts, as a malicious, it is 8seey to establish specific legal regulation on
these issues, providing legal dispositions in thgal norms, specifically establishing the
complex of actions which should be considered aslactronic crime, and how would it be
recognized, evaluated and qualified through thpatigions of the legal norms. However, due to
the novelty of these type of acts, and the fashgimg public national and international relations,
the vast majority of the new developing democratiantries, such as Lithuania, has not been
able to pay adequate amount of legal attentionhesd legal issues, neither it corresponded to
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these criminal acts, nor established proper legamhinal response against fast evolving
cybercrime sphere. Before reviewing the Lithuanigal penal background regarding
cybercrime area, first of all it is necessary tdigate, what regional and international legal
measures and tools have been already adoptedranekpected to be properly ensuring the
security in this criminal area. According to whgpés of legal instruments it is possible to find
and what is the scope of them, they could be divito two group$’ "a) legal documents,
which has only recommendation value, b) legal doents, which are binding." The Lithuanian
criminal law system, regarding cybercrimes and esgflg identity theft is considered to be
inadequate to ensure legal protection in this aylee area. The lack of legal attention to the
cybercrime area in the CC, and the penal regulategarding the threats performed via
computer systems or with the help of the computéiees made the Lithuania's legal system to
be insufficient to react to the new emerged crindes;ussed above. The current penal regulation

extensively will be declared in the chapter four.

3.4 Legal Response

United StatesThe efforts to stimulate the criminal legislatiowas widely recognized
even before the year 2000, the worldwide leadergaadtest sufferer from these types of crimes
was the US, due to that it has provided huge lge efforts to fight against this cybercrime as
early as 1998. Much of the legislation that hasnbeeracted in United States, for instance,
regarding identity theft focuses on large-scaleegomental and corporate responsibility to

protect citizens and consuméfs.

Identity Theft and Assumption Deterrence Act 0i8L99he enactment of the Identity Theft and
Assumption Deterrence Act of 1998 made identitytthdelony, the Act amended and enhanced

existing federal criminal code, the 1998 Act maida federal crime for a person to knowingly

87 D. stitilis,P. Pakutinskas. Identity theft in Gybpace. The Aspects of Social, Legal and EleatrBosiness.
Vilnius, 2011 p. 120
8 Sandra K. Hoffman., Tracy G. Mcginl@p10, Identity Theft. A Reference Handbopk64



transfer or use the personal identifying informatad another with the intent to commit a crime

or to aid in the commission of other crinfg."

Identity Theft Penalty Enhancement Act. 2004e Act created the offense of “aggravated
identity theft” and introduced mandatory senteniesthe crime: Aggravated identity theft is
defined as the unlawful transfer, possession, eraisanother person’s identifying information
related to the commission of specific felonies,oawction for wire, bank, or mail fraud, for
example, involving stolen personal information tesin two sentences (i.e., one for the fraud

conviction and an additional mandatory two-yeareece for aggravated identity thetf).

International legal documentConvention on Electronic Crimesis one of such legal
international tool, which ensures adequate legatkegtion in the area of cybercrimes. According
to the scholar literature, this international instent is considered to be one of the most
successive international legal measures in theagainst cybercrimes, as well as against identity
thefts in electronic environment, using computemasnstrument to perform these attghis
convention is signed by 30 different states, bug ratified only by 17 of them. The act has been
in force since 2004, but it could be easily noticdet perfect results using this legal tool wi b
not achieved one hundred percent, further morelégal tool could be very important, however
it should not be the only orfé. As it is necessary to pay legal attention, that first section
(Article 2 to Article 6) of this Convention providethe material legal imperatives which is
binding for the parties. This section ensure, ttetessary legislative and other measures would
be adopted in the national level, as may be negessastablish as criminal offences under its
domestic law, when committed intentionally, theesscto the whole or any part of a computer
system without right®> Other sections of this main legal regional insteninare also relevant,
they indicate, what kind of illegal electronic affees should be criminalized and what legal

measures should be adopted by the national stati ifight against them. The act focuses on

8 Theft and Assumption Deterrence Act. 1998

% |dentity Theft Penalty Enhancement Act. 2004
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such areas as: detection, investigation and présecat both the domestic and international

levels and by providing arrangements for fast aidble international co-operatich.

It has to be mentioned, that comparing to othergggmhic regions, such as United States,
European Union, has started to focus its crimirgtitsan these criminal offences comparatively
late. Due to this reason, there are not so manyresd and adopted legal measures, except afore
mentioned Convention on Cybercrimes. However, dutie research, it is able to indicate a few
existing legal proposals to the European Parliamenthe fight of electronic crimes, also

involving ldentity theft in electronic environment.

31 May 2006. Communication from the Commission to the Coutiod, European Parliament,
the European Economic and Social Committee an€tmamittee of the Regions.

This Communication announced, that the Commisssomyiting interested parties to
take the initiative, catalyzing such goods as agiafogues, partnership, empowerment as these
goods are the main tools in order to prevent thiegral identification data theft, or other illegal
electronic offences which highly damage the coustibal right - the right to human privacy.
According to this Communication his partnership would build on mutual interests, identify
respective roles and develop a dynamic framework to promote effective public policy-

making and private sector initiatives."9>

26 August 2012. Communication from the Commission to the Council and the European
Parliament, and Social Committee and the committee of the Regions. A Digital Agenda for
Europe.

This proposal form communication indicate the main aim of the Digital Agenda,

which is to deliver sustainable economic and social benefits from a digital single market

% Ibid., Preamble of the Convention.

31 May 2006. Communication from the Commission to the Council, the European Parliament, the European
Economic and Social Committee and the Committee of the Regions. COM(2006) 251 final.
<http://eur-lex.europa.eu/LexUriServ/site/en/com/2006/com2006_0251en01.pdf> accessed 10 October 2012



based on fast and ultra fast internet and interoperable applications.?® As well as the main
objective of this electronic legal measure: "Agenda is to chart a course to maximize the
social and economic potential of ICT, most notably the internet, a vital medium of economic
and societal activity: for doing business, working, playing, communicating and expressing
freely.?” What is more, the Commission has identified the seven most significant
weaknesses, where the attention has to be focused with a priority.?8

It is stressed that due to the high growth of thésv type of criminality- digital
criminality, which is related with cyber attacksdamostly with identity thefts on electronic
environment, and what is more, due to that in otdestart solving these issues, the new legal

mechanism has to be provid&d.

28 March 2012. Communication from the Commission to the Council d@me European
Parliament.Tackling Crime in our Digital Age: Establishing aiopean Cybercrime Centre.
The concern in this communication is focused onréwelution of digital environment. As it is
indicated, that no crime is as borderless as cyinee¢ requiring law enforcement authorities to
adopt a coordinated and collaborative approachsaanational borders, together with public and
private stakeholders alike, and in addition to this here that the EU which is able and does,
add significant valué®

This Communication indicates the EU initiatives tackle cybercrimes, as well as
identity theft with the establishment of a new iitgion for the fight against cybercrimes -
European Cybercrime centre. It is stressed in dmencunication that one of many functions of
this centre would be providing support to Membeat&t for cybercrime investigations. Among
the other many functions this would definitely hétpmake the investigation and prosecution

process easier and approachable. To have the wietv of this communication done, it is

% 28 March 2012. Communication from the Commissiothe&Council and the European Parliament, and Socia
Committee and the committee of the Regions. A Rigkgenda for Europe
<http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:PDF> accessed 10 October 2012
bid., p. 3
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necessary to mention, that this proposal has amehte value, as in the near future all the EU
member states would have the central institutiomiciv would collaborate in revealing
cybercrimes and, especially, rapidly evolving crisueh as electronic identity theft. As directly,
there has been not mentioned about the fight aigalastronic identity theft, however, it could

be noticed that all the legal efforts of this ihgion would also help to reveal this type of crime

22 May 2007. Communication from the Commission to the Europeariiament, the Council
and the Committee of the Regiohewards a general policy on the fight against cytx@me.

This Communication might be evaluated as the gmatéegal proposal for the fight of
cybercrimes, including electronic identity thefin the section 1.2.2 it is declared that: "most
crimes can be committed with the use of electroetevorks, and different types of

fraud and attempted fraud are particularly commmhgrowing forms of crime on electronic
networks, instruments such identity theft phishing2, spam and malicious codes may be

used to commit large scale fradd™It is highly important to notice, that this sectimdicates
the identity theft (among the other electronic @#h as an instrument to perform other
fraudulent acts. What is more, the section 3.Jisfdocument declares that: "A particular

issue which may require legislation relates taw@asion where cyber crime is committed in
conjunction with identity theft**> As it is indicated, "in most of Member States, raminal
would most likely be prosecuted for the fraud, apther potential crime, rather than for the
identity theft; the former being considered a meeeous crime [..] Identity theft as such is not
criminalized across all Member Staté$"This 3.3 section of Communication reveals the
dispute, whether identity theft itself is a dangergerformance and comes with a suggestion,
basically not to focus on national penal law legisins to criminalize this type of electronic
crime, adding that the vast majority of EU membavénnot done that yet. However, the vast
majority, does not mean absolute ruling, and oHEidrlegislative proposals, as well as scholars

stands with a different approach.

10122 May 2007. Communication from the Commissioth® European Parliament, the Council and the Coteenit
of the Regions. Towards a general policy on thktfagainst cyber crime.
<http://eur-lex.europa.eu/LexUriServ/LexUriServ.dd2COM:2007:0267:FIN:EN:PDF> accessed 17 October
2012
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It should be highlighted, until these legal propssad initiatives, the personal data and
protection of privacy issues were only protectgddata protection Directive (95/46/E€&)and
telecommunications Directive (97/66/E€%) The data protection Directive was considereleto
more general legal instrument, that protects pedsdata, which encompass various spheres of
data. However, neither Directive 97/66/EC nor Dliree (95/46/EC) was helpful against the
fight with the new innovative cybercrime area, sashdentity theft, as its sphere is to regulate
the specific data area's regarding the telecommatiait sector. Only the Council Framework
Decision 2005/222/JHA has started to focus EU lpgakl attention to the frauds and electronic
threats committed via information systems, togethi#r fraud and counterfeiting of non- cash
means of paymenf® And it might be considered that this legal decis®one of the first

significant regional legal measure against the wyiree in EU jurisdiction.

To sum up, what has been reviewed and revealeahight be stressed that EU has
already provided legal efforts for the productivght of cybercrime, with the issue of specific
legal proposals, decisions, which will contributethe fight against cybercrimes and electronic
identity theft. The only international instrumehat is already enforced and has a judicial power
for its signed parties is only the Convention orb&yrimes, in addition to this the number of
proposals from the EU Commission has been publishearder the strategic issues against
cybercrimes could be seen and evaluated systeriatitdas already given its legal fruits in the
EU, as the position on the necessity to estabtistter laws regarding cybercrime area has been
indicated in all aforementioned initiatives, espdgi in EU Communication COM (2007)
267final, where the specific cybercrime spherehsas identity theft is concerned as malicious
and has a significant role in committing furthermguuter-related crimes or other type of crimes.
These initiatives also indicate that " approximataf penal laws is necessary for establishing
common minimum levels of protection in the EU [ag it also concerns the procedural law

aspects of fighting the cyber crime- fighting [plsactical co-operation at international level,

104 EU Directive 95/46/EC
105 Fy Directive 97/66/EC
106 Council Framework Decision 2005/222/JHA., 2005ides 2-6; 7-8



jurisdiction in procedural issue&’* According to what has been discussed, | wouldttikstress,
that expanding the scope of conventions, suchea€tmvention on Cybercrime is not necessary.
In order to achieve legal goals established inGbenmunications and other EU initiatives it is
rather better for EU to concentrate on the pergislation directions for the EU member states,
even more, these directions has to be specific vaeldl orientated, according to the cyber
criminal reality and reflect all the necessary ledefense against these type of crimes. The
international legal instruments such as ConventanCybercrimes is of course very much
important and relevant, however usually establiglonly general provisions in these type of
legal acts are not sufficient enough to have aessfal combat against cybercrimes, moreover
the signatory parties are usually deciding theweselwhat specific legal regulation will be
implemented into the national laws, and they vaonf state to state. Moreover, only these
discussed initiatives, as such, are not sufficembugh to absorb all types of cybercrimes,
including electronic identity theft, which is becmmg more and more popular among the cyber
criminals, neither they are legally influencing niman states, before these initiatives become
mandatory directives and regulations . Hence, |Isig)aation, regarding this sphere in EU right
now shows its drawbacks, as the regional regulatiadequacies reveals major legal problems.
Compared to the United States, EU is still quiteafaay from the sufficient regional regulation
which could provide the guarantees of safe usedawdlopment of electronic market in the
cyberspace, however recently provided legal effamtgegulating such malicious threats is

believed will be implemented in the near future.

197 Erik Wennerstrom. EU Legislation and CybercrimeDécade of European Legal Developments. Stockholm.
2010., p. 10



4 Electronic Identity Theft and Penal Laws in Lithuania

4.1 Overview

This chapter aims to indicate the specific penal law gaps, that are specifically
connected with cybercrime area in the Republic of Lithuania. It will lead the reader to the
public penal law system of this State, declaring the drawbacks that can, and usually do
occur, when the absence of specific legal penal laws are missing in the system. It will be
declared, what are the main reasons that do not let the state to legislate the necessary legal
provisions in its Criminal Code (CC) in order to contribute in helping stop one of the most
dangerous forms of electronic crimes. The specific section, which provides the penal issues
in the CC of Lithuania, will also be reviewed, revealing what norms have already served in
solving other types of electronic crimes. In addition to this, the reader will also have the
ability to notice the necessity of legal provision to be incorporated into this national legal
penal instrument, in order to contribute in the fight against the growing specific electronic
threat. Moreover, at the end of this chapter some of the legal alterations will be proposed in

order to change current legal situation.



4.2 Specific Penal Lawsfor thefight against Identity Theft

4.2.1 The Criminalization of the Identity T heft

Through the review of public penal laws in Lithiait is clearly seen that there are
basically limited specific criminal regulation,fadeng cybercrimes as illegal activities. The only
national legal penal document is the Criminal Cadehe Republic of Lithuania (CC). As
democratic penal legislative initiatives startedyoafter Lithuania got its independence in the
1990s, the legal gaps were always felt. Throughatmendments of CC made in the year 2000,
there have been important changes implemented Tiné section for cybercime in the Criminal
Code is comparatively small comparing to the basithe criminal laws in other democratic
countries, especially in the United States, whheefight against the electronic identity theft is
criminalized by various penal acts. However, Lithiags first initiatives to criminalize computer
related frauds were in the year 1994. The seafd®C which is linked to the crimes performed
in electronic environment or with the help of cortgruconsists of only 5 articles, these articles
will be discussed in further sections of this cleapThe disadvantage of absence of the amount
of the specific legal formulations or dispositiomgiich would describe specifically the illegal
electronic activity, in this case identity thefgshalready led legal institutions for the problamat
criminalization of the investigated acts. Moreovier,order to criminalize the identity theft, a
prosecutor has to apply penal norms that are rtabkeshed in the section for cybercrime, it
suppose the situation when Article 166 of ther@@st be applied, which protects the privacy of
the use of communication networks and establish lidglity for illegal use of personal
information%® However this general Article is not specific enbiig encompass all the action

regarding identity theft.

198 Criminal Code Of Lithuania. Article 166



4.2.2 Legal concernin Stateof Lithuania

The Constitution of Lithuania, at Article 22, iedies general imperative for the national
legislators to provide such legal penal imperatiweBich would ensure the stability for the
constitutional right of the independence of humamaey.*°® Scholars provide the opinion, that
the national legislator always has a duty to tdktha necessary legal measures, and legislate the
needed public laws, hence, the public criminal lawot the exception. What is more, it is
marked, that the national legislator is only aldetiminalize (legislate penal imperatives) such
illegal activities which are known for the gengpablic and law experts at that specific period of
time, and are considered to be doing serious harrthé goods protected in the main act of the
state- Constitution of Lithuari& This is not a legal factor, which stops the furtievelopment
of public laws, however, with the contribution dfet public relations, law experts and
practitioners, where is always a legal possibiiityegislate and propose such penal imperatives,
which would absorb more illegal electronic actsowsdver, the pure generalization might and
usually cause the dysfunction, or inappropriatellef legal regulation against some specific
illegal acts. This situation currently appear ine tCriminal Code of Lithuania. The
generalization of legal imperatives regarding cghere sphere are linked to provide more
general penal regulation for illegal electrorficeiats, however such general and not specific
regulation is not able to provide the necessargllef legal protection and ensure legal stability

in this criminal area..

Despite the fact that Lithuania's main Penal NeticAct - Criminal Code's section for

the electronic crimes has been developed with legal efforts and attention as it actually

199 The Constitution of the Republic of Lithuania. iake 22
10D, stitilis,P. Pakutinskas,M. Laurinaitis,|. Dawgite. Identity theft in Cyberspace. The Aspects of Sodiabal
and Electronic Business. Vilnius, 2011 p. 261-262



should, for the last twenty years, after Lithuagd its independence from the Soviet Union, it
has been indicated, that legal disadvantages af fegulation insufficiency still occur. The lack
of legal development and innovation in the secfimnthe electronic crimes, have led to the
inability of specifically qualifying the illegal ettronic acts, such as electronic Identity theft.

On the other hand, Lithuania has adopted the regjal instrument Convention on
Cybercrimes and it is bound by Convention fromyear 2003. The Convention was ratified by
the Lithuanian Parliament on 18 March 2004 andredtéto force on 1 July 2004 Lithuania
has already implemented the vast majority of thenv@ation legal provisions, which were
binding, after the signing this international legalcument. However, as the last amendment of
the Criminal Code (CC) of Lithuania has been adbjntethe year 2000, with the comparison of
the Convention which got its binding power in theay 2004, other illegal activities under the
Convention such as access and misuse of devicesohaeit for another amendment to be
criminalized**?
in the CC by Article 162 and its force together hwihe new amendments of the E€.

Even though internet related crime such as cholch@graphy was criminalized

However, computer related forgery crimes, togethdn the identity theft, have not been
implemented into the new amended Criminal Codes Tdgal gap has been negatively affecting
the process of the investigation and finally thesprcution of electronic crimes. With the
absence of the specific legal norms in the CC,llggps occur. With the efforts to criminalize
electronic identity theft, the prosecutor has dhly ability to search for the indirect laws, which

would define the illegal electronic act at its @st

However such criminalization process is not omlstihg, but also not specific enough to
qgualify the illegal acts. The potential legal saat when criminalizing electronic identity theft,
according to the CC of Lithuania is to adapt severasting legal penal imperatives which
elements of its complexity would be relevant toniily theft as the crime itself, but not the
complex part of the other electronic or non eleutr@rimes. Scholars indicate, that in Lithuania,
as in other many European countries the identigftthas not been criminalized, as also, for
instance, in UK, Estonia, Russia, Finland, etc. Teason for that is that the legal penal

1P, sauliunas. 2010. Legislation on Cybercrimeitiiania: Development and Legal Gaps in Comparisioi
the Convention on Cybercrime. p. 217
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imperatives are implicated in other more generabpaorms in the national penal acts, however

it is marked, that criminal liability still occurlven the general norms are applied correifly.

Legal norms that are related to the frauds peréorthrough the internet are provided in
CC Atrticle 198, which indicates that: "The perswmo has observed, kept, took over, spread or
in over way has used this personal non-public madron will be punished with the fine, or
sentenced for up to four years in prisoft Article 198 (1) stress the liability for illegateess to
the information structures: "The person who hasgdlly accessed the information structure,
breaking the security enhancing measures, willlrgghed with the public work, fine, arrest or
sentence up to one year in prisotf'The Criminal Code of Lithuania also indicate lefigbility
for the possession of the devices, illegal softwpasswords, connection codes stating that: "The
person, who illegally produced, transported, salanoother illegal way has disseminated these
aforesaid devices, personal information, for theppse to perform illegal activities, will be
punished with public work, fine or will be sentedagp to three years in prisot.

With the review of the main legal provisions iret@riminal Code of Lithuania, it has
been noticed, that legal regulation for the fight €omputer or information systems related
fraud, especially in identity theft sphere, is mpranary than specific and is seen to be more
general than specific. Due to this reason it iglltarcriminalize such electronic acts performed
by the fraudsters, because the criminalization ggeanight not be as effective as it could be
with the specific penal norms provided in the CThese legal gaps should not only be filled
with prosecutor's judicial decision combining tleeual criminal situation with the existing penal
norms, but rather the whole state problem, as hitiaiis one of the signatory states the Article 8
of the Convention on Cybercrimes and it is bindimgthe state**® "Each party shall adopt such
legislative and other measures as may be necessastablish as criminal offences under its
domestic law, when committed intentionally and withright, the causing of a loss of property

to another person by:

a) any input, alteration, deletion or suppressibcomputer data,

14 b, stitilis,P. Pakutinskas,M. Laurinaitis,|. Darpite Identity theft in Cyberspace. The Aspects of Sodiabal
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b) any interference with the functioning of a cartgy system, with fraudulent or dishonest

intent of procuring, without right, an economic bénfor oneself or for another person.”

The Convention Explanatory Report points considiersd, including credit card fraud.
Credit card fraud is highly connected with the a$ehe personal information issued by the
private banking system and all the procedures daggrit are only possible with the use of
personal information (ATM banking, Electronic bami and etc.). As the example of a
problematic criminalization and applying procesaulddoe credit card fraud, which according to
the Convention on Cybercrimes has to be implemeiméa the national legal system of
Lithuania.

Scholars emphasize, that Article 207 of the Gfaldishes a provision on ‘Credit
Fraud’, but its contents appear unrelated to cieati fraud-*® "person who, by deceit, obtains a
credit, loan, subsidy, warranty or bank guarantaement or another credit obligatiori*?° The
electronic identity theft might also be qualified/ bhe existing imperative norms or its

complexity.

However, when qualifying identity theft which wased for the illegal acts described in
Article 207 of the CC, it is very often necessarycombine Article 21%*, which describes the
criminal liability of the use, manufacture, illegdisposition of the fraudulent use of electronic
paying instrument or fraudulent usage of its datacdfronic cards, for instance), these acts would
cause a fine, arrest or imprisonment up to sixg/edr the moment, combining these two penal
imperatives, the identity theft might be caught guodlified according to them, but then again,
this qualifying process is rather more difficulhah just the application of these two norms.
Article 167 indicate¥? that illegal gathering of the personal informatiaout the individual
may result in a fine, arrest or imprisonment upthoee years. Article 168 staté$ that
publishing or illegal use, of the personal inforiaatof any kind will cause a fine, arrest, public
work, or imprisonment up to three years. ArticB61provide$** a security from the loss of

material of any kind, which appeared after the didant acts, these fraudulent acts will be
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punished by the state by the fine, public worksjnoprisonment up to three years. Not less
important penal norm, which also qualifies the iitgrtheft, is Article 21%%, which indicates,
that illegal use of the electronic payment instrotar its data will cause the fine, arrest or the
imprisonment up to six years. Together with thesens, Article 308%° describes the individual
liability for the manufacture of the fraudulent @l®nic payment instrument, and disposition of

it, which will cause the arrest, fine or imprisormep to three years.

Article 178 of the Criminal Code remain the maengpl imperative, which establish the
individual liability for the theft in general. It ight be made a common mistake while qualifying
illegal electronic acts according to this penalma@s a base one. The scholars envisage a very
important aspect, that CC of Lithuania and itscétiLl78 is only applied when the object which
is secured by this imperative is material, portajpbe@d, or in other words, according to this
article legal security is only guaranteed to ohigse goods, that have physical parametéfsén
the case of electronic identity theft personal infation might not be considered as a good
which has a physical parameters. The secret pdrsoraublic information is a valuable good
though, however according to the rule of Law, du¢his, electronic identity theft could not be
gualified according to Article 178 of CC of LithuanIn decision nr. 52 of the Supreme Court
of Lithuania was stressed what are the goods tleasecured according to this article: "Property

according to Article 178 of CC are only those goatiéch have a value, physical parameters

(dimension, weight, number, quantity), such asralmause wares, personal belongings, money,

funds.?8

These penal imperatives illustrate the abstrastradsthe legal dispositions. None of the
reviewed legal imperatives have an ability to crialize the identity theft, which negative
impact, have caused legal disputes worldwide, a¥ agein Lithuania. Moreover, from the

analysis of the provided legal imperatives it ifedb indicate, that complex penal imperative has
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not been arranged after the second amendment d@rih@nal Code of Lithuania in the year

2000. This situation, without an incentives to tat, had made easier situation for
cybercriminals to steal, acquire identity electoatly and feel secure. The evidence and
gualification process is considered to be very doraged, as well as time-consuming , makes

the submission of evidence more problematic.

The penal imperatives that are single, isolatexftt norms, linked to protect one or
more valuable goods were legislated for other psgppbut not to protect from the electronic
identity theftper se The aim was not to spot and qualify the iderttigft as a vulnerable sphere,
due to the reason, that the public relations, togetwith the authoritative institutions of
Lithuania were not able to foresee the necessitthefidentity theft criminalization itself. As
later practice has shown, the vast majority ofctetaic fraud has been performed primary using
the electronic theft of the individual's identif§cholars indicate, that the legal penal imperatives
that are provided in the CC describes differentspaand different contribution of the identity

theft, however there is no specific norm, which Wddndicate this illegal electronic thre&t

On the other hand, Lithuania has adopted and amdenid penal norms, specifically
Articles 162, 166, 167, 196, 197, 198, 198(1), 298214, 215, 262, 309° These penal norms
were amended and corrected in such way, that wiusdrate the penal aims of the Convention.
This had led to a result, that some of the afor¢imead penal norms of Lithuanian CC would
reflect the international contribution against tight of cybercrimes, not even in national aspect,

but internationally as well.
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Prevent the Identity Theft." 2011., p. 73

130 Explanatory Report on the CC of Lithuania.
<http://tar.tic.lt/Default.aspx?id=2&item=resultsktaid=82D0D069-6 EC6-4C14-AE35-44FFEOA9D885>
Accessed 28 October 2012



43 TheProposal for the Criminal Code of Lithuania

43.1 Overview

This chapter will represent the necessity of thec#ic legal penal regulation in the
Criminal Code of Lithuania. The current legal sitoa has already been reviewed, so that by
the conclusion, there has been seen a necessiyfew amendments in the Criminal Code. The
proposal will be declared according to the praabicether national regulations in the states such
as United States. The reader will be informed of thossible legal alterations, or the
establishment of a new legal imperative. The nafitegislator of Lithuania might pay its legal

attention when the new amendment of the CriminaleCaf Lithuania will take place.

4.3.2 TheLegal Proposal in Responseto the Electronic I dentity Theft

The scholars of IT Law have started to disputeualibe necessity to criminalize
electronic identity theft. It is considered thatiswulnerable sphere negatively affect the users of
the electronic environment (physical, legal peryofi$ie criminalization process has to be
brought up to date, and reflect the actual realitgl situation that is situated in the public sgciet
at the moment. The theory of law indicates, thategal imperative is able to take legal roots,
before the relations between the subjects hasettéd down, and became visual and clear for
the society’*! The illegal acts have to be considered in the smamner. The national legislator

is only able to provide such penal imperativest thauld be protecting existing tangible or

131 *Theoretical Problems on the Criminal Preventid®iminology., Jurisprudence, 2003. Vilnius



intangible goods, or prohibit the illegal acts, ihis case, performed in the electronic
environment. There is no possibility for the legisk to predict totally specifically the acts, or
performances that he is not able to know abouthatlegislation moment, moreover, that
criminal laws has to be imperative and direct, hoge generalization of the illegal act might
cause the legal gaps, that will help the criminalavoid the liability or make it lighter. Hence,
according to the legal and real situation penaklaas to be legislated, or amended if necessary.
The actual afore presented situation has illustrahe necessity of the new penal law
amendments in the Republic of Lithuania, in theesphof cybercrimes, more specifically in

electronic theft of the identity.

4.3.3 The Proposal

It is important to notice that criminalization af specific illegal act has to have an
objective reason and legal aim. The illegal acticwimight be prohibited by the penal norm, has
to have incentive to commit a crime. It means, tatillegal act must not only go against
morality, but as well leave harm for the whole sbgi more specifically, the illegal drawbacks
will not only damage moral norms, but also will baxriminal initiatives. Therefore, theoretical
literature indicates the necessity to have thesuimal initiatives prevented "before the illegal
actions are committed [...], the criminal legabyention has to be linked to the levels of
national, regional, social groups, but the legahaoral prevention has to be especially focused
on specific individuals, which is defined as “spécindividual prevention*** Hence,
criminalizing electronic identity theft as suchetlegislator has to foresee which values will be
damaged and weigh whether such an illegal act rshwfor the penal norm to be established in
the main criminal act of the state. If, for instanthe performer has the incentive to steal the use

name and password of social network account tHahge to his friend in order to check some

32 Theoretical Problems of the Criminal Preventiontin@nology., Jurisprudence, 2003. Vilnius



personal messages, then, of course, the elecidmmtty theft will occur. On the other hand, the
secret theft or secret occupancy of this persarfatmation, without an incentive to commit a
felony therein will not be as injurious, as it wdube, if the infringer would have had such

incentives.

Due to the novelty of cybercrime in Lithuania amdpidly growing amount of
cybercrimes related or straightly connected with edectronic identity theft, has raised the
scholarly disputes of the necessity for establighenlegal norm, which would enhance the
protection against these type of electronic threBiswever, in my opinion, not all of the
proposal parts presented by one scholar is corsider be correct. As it was revealed in the
previous chapter, the Article 178 of the Criminadg is basically linked to protect the objects

that have physical parameters.

The current Article 178 declargd
1. "The person, who has abducted vicarious propeitybe punished with public works, fine,

restriction of freedom, or imprisonment up to thyears."

2. " The person, who has abducted vicarious prggeytinvading into the room, storage, or
private territory, will be punished with fine, asterestriction of freedom, or imprisonment up to

five years."

3."The person, who has abducted a large amourdsefts will be punished by imprisonment up

to seven years."

4. "The person, who has abducted a small amouaésts, has made a misdemeanor and will be

punished by public works, arrest, fine or restoistof freedom."

The proposal for a specific penal legislations @nésd in 2011 in one of the Lithuanian
monographs, could be evaluated as not ensuredauifis enough. One part of the proposal
was to modify the definitiomon-public datato only data in Article 198 (1), so that the
disposition of the norm would be: "The person whthaut a permission has observed, fixate,
took over, kept, spread or used not his persdatdin other form". So definitiopublic datais

would be changed with a definitiatata. However, such definition still would not reflectdan

133 Criminal Code of the Republic of Lithuania. Arécl78



establish the necessary features of electronictiigietheft, so that such disposition would not
contribute against the fight of this illegal electic threat:** The proposal finds its end by
suggestion to establish a new penal norm, \ estiblj a more specific théft, especially in the
electronic environment. However, the scholars hswggested to establish one penal norm,
which would absorb both electronic and offline idordentity theft. In addition to this,
according to the proposal, the legislated penakrmafve would be seen as follows: the liability
appears for the physical identity theft by one mdrthe penal norm, stricter liability would be
established by the second part of the penal noroweder, this abstract suggestion should be

criticized, for the following legal reasons.

Firstly, the initiative to criminalize an illegakthas to be weighed and fulfill its stated legal
aims. In order to reach the efficiency of the crniadiprevention, increased attention to the penal
norms has to be paid. The necessity for the crilzei#gon of the electronic identity theft has
more supportive legal arguments than the offlingla® identity theft. The reason of it is the
vulnerability aspect. The illegal threats performadough the electronic environment using
information and communication measures, speciawsoé and similar techniques are more
dangerous comparing to the identity theft performatth the offline world. In addition to this,
the importance of separation of these two illegas$ &y the penal norms is vital. The legal aim
of it is strict attention that would be expressediistronger manner when having an electronic
identity theft as a separate penal Article withiatlex one. The establishment of the identity
theft in a physical space is also vital, as itsatieg consequences leave no legal doubt, however,
due to the reason that defense from such formeaftity theft is much easier comparing to the

identity theft performed in the electronic envirogsmh

In accordance to what has been indicated, thewallp penal norm establishing liability for the

electronic identity theft might look as follows:

178 Electronic I dentity Theft

134 proposal for Criminal Code of Lithuania ., Artidé8 (1)
135The current Article 178 of CC establish liabiliaply for such theft, which object has physical paeters, hence
the electronic identity theft could not come inte protecting area of this article.



1. The person, who abducted, took over, stole oothrer form illegally acquired vicarious
electronic information, or personal information,igfhcould be used to acquire the access to an
individual profile or account, will be punished witine, restriction of freedom, or imprisonment

up to four years>®

2. The person, or qualified group of persons, was tommitted the illegal acts, mentioned in
the part one of this Article, with an incentive ¢ause regional, international disorder in the
electronic environment, or with an aim to perforntearorist attack, will be punished with an

imprisonment up to ten years.

136 The duration of the penalties, such as imprisorriseihe matter of the evaluation of the legal @mpsences, and
should be decided by authoritative institutionslaov experts.
137 (i

Ibid.,



5 Conclusion

The aim of this last chapter is to provide theebaverview, expressing the concluding

remarks regarding the analyzed legal topic aniggal issues.

To start with, the analyzed section of criminalvldas revealed: despite the legal
dialogues and initiatives among the EU institutidhe legal diversity still exists in the sphere of
cybercrime area - electronic identity theft. Durthg last decade, the electronic identity theft has
become one of the most notorious electronic threatse cyber environment. Due to this reason,
first, the necessity to criminalize such illegaéalonic acts has been realized in the United
States of America, which has adopted various sipatif orientated penal acts for the legal fight
against the electronic identity theft. The USA #agied penal acts have enhanced its abilities to
control cybercriminals and impose criminal penalfier the electronic identity thefts. However,
such necessity of criminalization for these typésybercrimes has not caught legal attention
among the legal institutions of the European Unimoil almost 2001, when the first binding
legal decision was adopted, the combating fraud emdhterfeiting of non-cash means of
payment in the EU 2001/413/JHA has been adoptdd,this decision EU regulation on related
crimes was basically formulated only in the initiatforms, as there has not been almost any

legal measures regarding this criminal plot.

Legal deliberations, whether at all there is aessity for a criminalization of identity
theft was in process. Nevertheless, the discussimre beneficial and starting from the year
2007 the EU Commission has started to arrange ébessary proposals to the EU Parliament
and the Council. These types of legal proposalsveesignificant impulse for the European
Union legal institutions, noticing the importanoé the rapidly growing electronic threats

performed in the cyberspace. However, these inéiatare still being concluded as theoretical



and have not given any substantial legal bendditsthe other hand, the necessity of amending
existing or establishing new legal mechanism tohtfigigainst cybercrimes is extremely

necessary, especially in electronic identity theft,the EU level was established on 22 May
2007.The identity theft as such is still being erad¢d as tool to commit other, more fraudulent
illegal acts, but not as a single dangerous threlaich should be criminalized under the specific
penal imperatives. However, it should be indicateat the review and analysis of this sphere
reveals that the necessity for criminalizing thiscgonic threat leaves no legal doubts. The
current situation has showed: without a adequa@! leenal background in the European Union
it is not able to contribute not only in regionagél fight against specific types of cybercrime,

but also international legal co-operation is codeldi to be very poor. Due to the novelty and
evolving information society, the EU has to focts legal attention regarding this area, by
proposing specific directives of aforementionediéss with a proper guidelines, which would

contribute in legally fighting with specific typd oybercrimes, within EU member states first.

The EU's legal conditional passivity has also @éd a vast majority of its member
states, which criminal legal background in the askaybercrimes is considered to be weaker
comparing to other older democratic legal systehne post-soviet countries such as Lithuania
were not able to use the proposals or directivab@EU, because before the last amendment of
the Criminal Code of Lithuania there have been bairtitiatives in this penal criminal plot. This
lack of proper legal penal background has startedeteal its drawbacks, as many of the
nowadays electronic crimes are performed with tvenér theft of identity in the electronic
environment. Due to the lack of specific penal inapiges linked to the fight against such
criminal activities in the main penal act of Litmi@, the cybercriminals have full freedom to
commit cybercrimes without being penalized and wirgenting criminal investigation and
prosecution. The reason for this is the abstrastridsnational public laws and too wide
generalization of the national public penal impees regarding these types of electronic crimes
in the Criminal Code of Lithuania. In order to ingeothe legal penal process, the national
prosecutors are forced to formulate the accusamording to the existing penal imperatives
provided in the different sections of the Crimir@bde, however as revealed in the former
chapters of this thesis work, these penal impezativave their drawbacks, such as lack of
specification of the cybercrimes or even sometimsafficiency for the electronic identity theft

to be criminalized and the accusation formed atet [paresented to the court in a proper legal



context. The inabilities and insufficiencies in thbove indicate that penal norms of CC of
Lithuania implicate the available circumventioriglee criminalization, which is of course very

helpful for the legal defense of cybercriminals

In order to provide proper legal penal regulatio the Criminal Code of Lithuania, the
necessity to implement the specific penal normbeses discussed. The proposed specific penal
norm would differ from the other norms, which alsodinked to the protection of the goods and
values from the theft, however this specific impgewould have an incentive to protect the
intangible mode of good -the personal informatiéthe individual., due to the above discussed
reason, that the scope of the Article 178 of C@atlegally able to protect this type of good,
because, according to the Supreme Court of Littayathie protective object of this penal norm is

different. %8

Moreover, the discussed suggestions to legislateh spenal norm, which would
encompass both the physical identity theft andtedatc identity theft should be and have been
criticized with the supportive arguments declaredabove section. The dangerousness of
electronic identity theft as such implicates thecsfic attention declared in the main penal act of
Lithuania. The more dangerous the illegal actiistythe higher criminalization level, place and
legal penal attention it gets in the main natiqmaxhal legal act, and Criminal Code of Lithuania
is not an exception. As an example could be pravithe Article 129, which provides the
liability for killing a person and Article 131 ohé same section, which provides much stricter
liability for killing the pregnant woman, howevérig provision of killing a pregnant woman is
not established under some paragraphs of Articlid2order to reflect the seriousness of the
criminal act. Due to this reason, the dangerousagfss illegal act, which has been discussed,
supported and proved, it would be suggested tdksttathe electronic identity theft penal norm
as single, independent with its own disposition aadction in the same article, without the
establishment of the liability for identity theft the physical space, provide this illegal activity
with another legal imperative or make it additiopatt of aforesaid Article 178 of C&°The
consideration, whether the current penal legistatd combating cybercrime in the EU and

3 23 June 2005. The Decision nr. 52 (4) of the Supr@wurt of Lithuania. "Due to Equal Judicial Preetof the
National Courts in the Cases of Theft and Robbery.
<http://www.lat.It/4_tpbiuleteniai/senos/nutartispa?id=29259>. Accessed 30 October 2012

39 Criminal Code of the Republic of Lithuania. Offiti@azette. 2000, Article 178., No. 89-2741



Lithuania is adequate has to be answered as ndbheamoment. Even though the European
Union has started to provide legal efforts to caricde on the cybercrime area quite extensively,
however it is done by the initiative form only, exting few legal instruments which already
have binding force for the whole Community. Howewee vast majority of the analyzed legal
measures in this thesis work, that are still in dieiberation process does not assure the legal
stability and harmonization in this sphere of cnaliplot and it is expected that these initiatives
will become binding acts in the very near futurksoafacilitating the penal politics for EU
member states when establishing common, adequateerd penal laws in the specific section

of cybercrimes.
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