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Abbreviations 

BIMCO – Baltic and International Maritime Council 

BMP – Best Management Practices to deter piracy off the Coast of Somalia and in the Ara-

bian Sea, often referred to Best Management Practise 

Draft articles - Draft Articles on Responsibility of States for Internationally Wrongful Acts  

EEZ – Exclusive Economic Zone 

GOA – Gulf of Aden 

HRA – High Risk Area 

ICC – International Criminal Court  

ICoC – International Code of Conduct 

ILO – International Labour Organisation 

IMB – International Maritime Bureau 

IMO – International Maritime Organization 

MLC2006 – Maritime Labour Convention  

NGO – Non Governmental Organization 

PCASP – Private Contracted Armed Security Personnel 

PMC – Private Military Company 

PMSC – Private Maritime Security Company 

PSC – Private Security Company 

RUF – Rules for the Use of Force 

SOLAS - The Safety of Life at Sea  

SOP – Standard Operation Procedure 

STCW – Standards of Training, Certification and Watch keeping  

UN – United Nations 

UNCLOS – United Nations Convention on the Law of the Sea  
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1 Introduction 

In today’s globalized world free trade of goods and services is considered self-evident. The 

industrialized world is founded on an international transport system. Goods may be trans-

ported in different ways, for large quantities the relevant ways are ships, trains, and lorries. 

The sea has always existed giving transport of goods at sea has a long history. The ships of 

today are constructed for large quantities and ports have been facilitated accordingly, mak-

ing ships an efficient method of transporting large quantities of heavy cargo and goods over 

long distances. In consequence the ocean is used for more than 90 per cent of the goods in 

global trade.
1 

This makes access to the ocean an important tenet for economic growth and 

prosperity.  

Free trade of goods at sea has faced challenges. Restriction of sea access has been 

promoted. However, the principle of the freedom of the seas has prevailed. This principle 

was recognized as early as the 16th century by the Dutch lawyer Grotius in his work Mare 

Librum. It was not until the 19th century the principle was accepted within international 

law.  

Vessels transport high value goods by virtue of their design, making them lucrative 

targets for criminals, most notably piracy and armed robbery.
2
 Piracy has been an on-going 

problem throughout history and across the globe. Despite this, piracy has been ignored in 

vast periods of time, e.g. during the codification of recognized principles with regard to the 

law of the sea, cf. 1.2.1.3.In the mid-2000s the matter got renewed interest as the piracy 

attacks increased, particularly outside the coast of Somalia. As before, piracy is a global 

challenge, but most piracy attacks occur in the Gulf of Aden (GOA), outside the Horn of 

Africa, in the Arabian Sea, in the Red Sea and have expanded to the Western Indian 

Ocean.
3
  

                                                 

 

1
 www.imo.org (03.07.12) 

2
 The formal definition of piracy is limiting the act to a geographical demarcated area; the act of armed 

robbery also has its formal definition. The definitions of these two acts are not in concordance despite the fact 

that the acts have its similarities, cf.1.1.2. 
3
 Kraska (2011), Contemporary Maritime Piracy, p. 1, and Haywood and Spivak (2011), Maritime Piracy p.6. 

See also International Maritime Bureau`s (IMB) Live Piracy Map. 

http://www.imo.org/
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Piracy is strongly undesired due to the fact that it damages the integrity of interna-

tional shipping, it is a threat to the seafarers and it requires substantial resources to avoid.
4
  

States, shipping companies, NGOs, military systems, unions etc now focus on the matter. 

Cooperation centres have been established with aim of facilitating efforts against piracy.
5
 

Even with all the resources being used, there are today reported that 118 seafarers and 11 

vessels are held hostage by Somali pirates.
6
  

The shipping industry has responded to the threat of piracy with several passive 

measures. Their experiences are shared within the industry.
7
 An increasing number of ship-

ping companies do not find these passive measures sufficient, and have started to contract 

Private Contracted Armed Security Personnel (PCASP) on board their vessels to secure a 

safe transit. PCASP have proven effective since, to date, there is not reported a single suc-

cessful attack on a vessel with PCASP on board. However, this does not mean that the use 

of PCASP is an obvious solution. There are several legal challenges connected to such ser-

vices. These challenges exist chiefly due to lack of regulations. This thesis goal is to high-

light the legal complexity of using PCASP on board merchant vessels. It focuses on public 

international law challenges with regard to State liability, the right of innocent passage and 

PCASP use of force. 

1.1 Outline of the thesis and demarcations  

1.1.1 Outline of the thesis 

The thesis is divided in 6 sections: 

1. Introduction 

2. Framework for the use of PCASP 

                                                 

 

4
 Ransom was in average approximately 5 million dollars in the year 2011. The total cost of piracy has been 

estimated to 7 billion dollars,  See www.oceansbeyondpiracy.org (3.10.2012)  
5
 International Chamber of Commerce with its subdivision IMB is an instrument to promote cooperation 

against piracy. 
6
 The listed numbers was updated 24. September 2012. (http://www.icc-ccs.org/piracy-reporting-

centre/piracynewsafigures) (7.9.2012) This is in fact not a significant number as there are approximately 

17.000 vessels passing in the Suez Canal annually (number from 2011 provided by the Suez Canal Authority). 

In addition there are vessels transiting elsewhere in the exposed area, increasing the number.   
7
 This is provided in BMP, 4 is the latest version. 

http://www.oceansbeyondpiracy.org/
http://www.icc-ccs.org/piracy-reporting-centre/piracynewsafigures
http://www.icc-ccs.org/piracy-reporting-centre/piracynewsafigures
http://www.intertanko.com/upload/89917/BMP4%20low%20res%20(2).pdf
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3. Could the use of PCASP infringe the right of innocent passage? 

4. Could the use of PCASP incur State liability? 

5. What regulates PCASP use of force? 

6. Conclusion 

1.1.2 Demarcations and presumptions 

The thesis is limited with regard to length. It is therefore found necessary to exclude certain 

areas that otherwise would be considered interesting. 

Constabulary forces provided by the flag State is not covered as this raise other legal chal-

lenges. Outsourced military services and security services on soil have resemblances to the 

topic. The legal aspects and regulations are different than at sea. Some experiences from 

this industry are included, as they are useful when describing general circumstances and 

situations.  

The right of access to ports within customary international law or within the discre-

tion of the coastal State is a relevant question, but will not be elaborated. The coastal States 

generally admit foreign ships to their maritime ports.
8
 Admission to ports is further pre-

sumed applicable. However, the coastal States may have regulated the access due to their 

right of prescriptive jurisdiction, this is mentioned. 

Piracy is defined in United Nations Convention of the law of the Sea (UNCLOS) 

article 101. The definition is internationally recognized. The definition of piracy contains 

requirements with regard to intention; “private ends”, equipment; private ship or aircraft 

directed toward private ship or aircraft also referred to as the two ship requirement and ge-

ography; “High Seas” or the global commons. The requirements have faced criticism due to 

its strict limitations of piracy. International Maritime Organization (IMO) has defined 

armed robbery against ships in Resolution A.1025 (26) Annex section 2.2. This definition 

has similarities to the definition of piracy, however, the relevant geographical area are the 

sea zones up to and including the territorial sea. The distinction between piracy and armed 

                                                 

 

8
 Yang (2006), Jurisdiction of the Coastal State over Foreign Merchant Ships in Internal Waters and the 

Territorial Sea. p. 48. This PhD elaborates on this question. 
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robbery is important, especially in prosecution. But use of PCASP is a measure to enhance 

the general security of a vessel and its crew, and the notions describing the threats in this 

regard is of little importance. The distinction between piracy and armed robbery is there-

fore of little importance in regard to the thesis topic. Further the notion piracy is for sim-

plistic reasons mostly used.
9
  

Norway is being used as an example to describe national regulations. It could be in-

teresting to compare different nation’s legislation, but that is found too extensive.  

1.2 Legal area/Conceptual clarifications 

The subject is framed by public international law. This area is diversified with several legal 

areas. In this subsection relevant legal areas are presented to give a short overview of their 

objective. The relevant regulations are given a more in-depth presentation in chapter 2.  

Conceptual clarifications with regard to security companies are given in 1.2.2. 

1.2.1 Public international law 

Public international law has several definitions creating ambiguity. Traditionally, public 

international law has been regarded as the legal position between States, thus exempting 

non-governmental organizations (NGOs) and individuals.
10

 However, the area has devel-

oped over the years, making the traditional definition incomplete.  International coopera-

tion being established may not fit under the traditional perception of public international 

law; politicians and diplomats may focus on solutions instead of which area of law the so-

lution falls under. A more contemporary definition comprises the legal position applicable 

in the international society, but also legal sources, treaties and customary law. Today inter-

national organizations are considered important legal entities. Public international law may 

also become influenced by legal individuals. Notwithstanding, States are still considered 

the primary subject for this area of law.   

                                                 

 

9
 This view in respect of reporting the actual crime is consistent in IMB`s Live Piracy & Armed Robbery 

Report 2012 (http://icc-ccs.org/piracy-reporting-centre/live-piracy-report) tracks (attempted) attacks of piracy 

and armed robbery.  
10

 Ruud and Ulfstein (2011), Innføring i folkerett chap.1. 

http://icc-ccs.org/piracy-reporting-centre/live-piracy-report
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Public international law is often divided between what is considered as hard law 

and soft law. The former consist of binding treaties, agreements etc which is applicable 

within or between States, while the latter is often complied voluntarily, cf. 1.2.1.4. 

1.2.1.1 State Responsibility 

Public international law has, as mentioned, States as its primary area. The starting point is 

that States are sovereign. States have been held responsible or liable of individuals’ acts or 

omissions of a vast period of time. This has been regulated in Draft Articles on Responsi-

bility of States for Internationally Wrongful Acts (Draft articles) issued by the United Na-

tions (UN) International law Commission (ILC). The individual can be a legal person or a 

legal entity; e.g. a company. In order for the State to be held responsible, there has to be a 

clear link between the State and the actual act (e.g. act of a State officials or State agents). 

If the State is to be held liable the requirement of link persists, but not necessarily to the 

actual act or omission.
11

  If the State fails to perform its duty, it may be held responsible or 

liable depending on circumstances. When the State is held liable, it is obliged to pay com-

pensation or in another way rectify the act or omission causing injury and/or damages, even 

though the State was not responsible for the injury or damage.  

1.2.1.2 Customary international law 

Customary international law is principally viewed as the laws that result from States prac-

tice. In order for this practice to be regarded within customary international law, it has to 

have a degree of consensus.
12

 The States practice is chiefly established by past national 

court rulings. The different States seldom have similar cases. Cases therefore require thor-

ough analysis before held consistent. When held consistent they are usually tacitly accepted 

by the States. Thus the transposition from national legal systems to the international order 

takes time. When transposed to customary international law, it is viewed binding under 

international law.  

                                                 

 

11
 Ibid. p.110 ff. See also Guilfoyle (2012),  A briefing note on relevant law and instruments regarding the use 

of privately contracted armed security personnel(PCASP). Section 2, article 7. 
12

 Bradley and Goldsmith (1997), Customary International Law as Federal Common Law: A Critique of the 

Modern Position.p.818. 
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Customary international law may be viewed as an amorphous area of law.
13

 This 

may be avoided (or diminished) if codified. UNCLOS is a codification of already existing 

customary principles with regard to the law of the sea. This work was not compiled without 

difficulties; customs and legal principles already existed, but it posed a challenge to obtain 

the compliance of some States. Certain customs and legal principles could infringe a 

State`s interest, and these States could find it expedient for these areas to still have an 

amorphous character.  

The community of nations may serve as a subsidiary source of law. This area of law 

may e.g. aid States that do not have the offense written in its legal system; the requirement 

of previous penal law in order to penalize a crime (nullum crimen sine lege
14

) may be 

maintained by turning to customary international law.  

Customary international law is excluded in some legal systems while others include it. Pi-

racy is hardly touched upon in UNCLOS, but it is one of the crimes that are viewed illegal 

by customary international law. 

1.2.1.3 UNCLOS  

UNCLOS is the most notable codification with regard to the law of the sea. The codifica-

tion entails most areas connected to the use of the ocean. Shipping was not a new industry 

in 1982, the year UNCLOS was completed and ready to be ratified. The work started due to 

a desire to codify regulations that were already recognized. The shipping industry is char-

acterized by its long traditions and is strongly influenced by major shipping nations. These 

nations had to be satisfied in order to complete the work, and it was not until 1994 the con-

vention had been ratified by 60 States and entered into force. Piracy was viewed obsolete 

and is in consequence hardly regulated. There are some provisions to this matter, such as 

the definition of piracy. This definition has, as mentioned, faced critique as being too nar-

row, cf. 1.1.2. 

The codification is recognized as customary international law, this means that the 

codification is applicable also to States that is not signatories, e.g. USA. 

                                                 

 

13
 Ibid. 

14
 See e.g. ICC article 22. 
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One of the longest lasting traditions is the principle freedom of the sea, and its value 

to the shipping industry may be viewed maintained in the Convention; vessels have a right 

to pass through foreign States territorial sea, cf. 2.1.2.3.  

1.2.1.4 Non binding regulations 

Soft law is often complied voluntarily as it refers to sources that do not have a binding 

force, but may still be taken into consideration.
15

 Customs, guidelines etc are often referred 

to as soft law. National legislation varies when it comes to considering soft law in their 

legal system.  

1.2.2 Private Maritime Security Companies  

The industry providing services to enhance security is large. The industry on land has had a 

longer period of time to establish regulations, than the same industry on merchant vessels. 

Security services on merchant vessels first gained interest when piracy attacks of the coast 

of Somalia increased in the mid-2000s. There are many terms describing security services 

and/or companies. It is therefore found appropriate to introduce and clarify them. 

Notions describing security companies in general are Private Military Company 

(PMC) and Private Security Company (PSC). These are mostly used to describe companies 

providing service on land. The terms are used to characterize very similar services, but 

PMCs are to be considered offensive in their operations, while PSCs are to be considered 

defensive. The distinction between PMCs and PSCs is viewed defunct as the differences in 

practice are minimal.
16

 

Use of security guards on board merchant ships is a relatively new service provided. 

The notion used to describe personnel contracted on board merchant ships is Privately Con-

tracted Armed Security Personnel (PCASP). These are often provided by a PMC or a PSC, 

and the notion Private Maritime Security Company (PMSC) is used when referring to these 

companies. Accordingly PMSC and PCASP will be used further in this thesis. 

                                                 

 

15
 Cordero-Moss (2010), International Commercial law. p.35. 

16
 Holmqvist (2005), Private Security Companies The Case for Regulation. p.5.  
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2 Framework for the use of PCASP 

The framework for this thesis subject consists of binding regulations and non binding regu-

lations. This chapter aims to highlight this framework as a backdrop for the thesis topic. 

This chapter is divided in two; it starts with a presentation of the binding areas within pub-

lic international law. The fact that States may incur liability for individual’s acts or omis-

sions is highlighted in 2.1.1. Afterwards relevant areas of UNCLOS are presented, see 

2.1.2; overview is given with regard to sea zones, the particularity of the flag State and the 

right of innocent passage. Use of force is briefly presented. It is found expedient to discuss 

this in a separate section, see 5. The second part presents the non binding regulation pro-

vided with regard to the use of PCASP. The IMO guidelines are emphasized as they are 

found to be the most influential non binding instruments in the shipping industry, see 2.2. 

2.1 Public international law 

2.1.1 State liability 

The State may incur liabilities for internationally wrongful acts.
17

 Pursuant to the Draft 

articles article 5 States can be held responsible for individuals’ acts and omissions. This 

article states:  

“The conduct of a person or entity which is not an organ of the State under article 4 

but which is empowered by the law of that State to exercise elements of the 

governmental authority shall be considered an act of the State under international 

law, provided the person or entity is acting in that capacity in the particular 

instance.” 

This is further provided by article 8: 

“The conduct of a person or group of persons shall be considered an act of a State 

under international law if the person or group of persons is in fact acting on the 

instructions of, or under the direction or control of, that State in carrying out the 

conduct.” 

Accordingly, if State B or its citizens get injured due to dangers within State As jurisdic-

tion, and State A has not taken all “necessary steps immediately” to prevent such damage.
18

 

                                                 

 

17
 Cf. Draft articles article 31. 

18
 Corfu Channel Case, ICJ Rep. 1949 p.4. on p.22.  See also comments to the judgement in Ruud and 

Ulfstein,op.cit., p. 279. 
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State A is “not to allow knowingly its territory to be used for acts contrary to the rights of 

other States”.
19

 In respect to the thesis subject, the flag State would, most likely, not be 

held responsible for PCASP acts or omissions. The PMSC or PCASP are weakly linked to 

the State. However, the flag State is in a particular position due to the duties provided by 

UNCLOS article 94.1. This article states that the flag State “shall effectively exercise its 

jurisdiction and control in administrative, technical and social matters”. The listed matters 

do not entail the vessels actual operation; this diminishes the probability for the State to be 

held responsible. However, it is quite clear that the State might be found liable if these du-

ties are not complied with. According to article 94, the use of PCASP on board a vessel is 

the prerogative of the vessels flag State within its national regulation.
20

 If the State ap-

proves or is aware of the use of PCASP on board vessels` flying its flag, the State risk be-

ing liable for errors committed by the PCASP, cf. 1.2.1.1. According to Guilfoyle such 

liability would, at most, rise to a standard of “due diligence”.
21

 

2.1.2 UNCLOS 

2.1.2.1 Sea zones 

UNCLOS uses different zones to regulate the sea, and which jurisdiction that is applicable 

varies within the different sea zones. In a coastal States` internal water the State has, in 

principal, the same jurisdiction as on land.
22

 The States sovereignty is further extended to 

the territorial sea; “the sovereignty of a coastal State extends, beyond its land territory and 

internal waters […] to an adjacent belt of sea, described as the territorial sea”.
23

 The territo-

rial sea has a limit up to 12 nautical miles.
24

 The coastal State`s sovereignty over this area 

is subject to the right of innocent passage, cf. 2.1.2.3, and the particular jurisdiction con-

nected with the vessels flag State, cf. 2.1.2.2. The continuous zone is the waters adjacent to 

the territorial sea and is limited to 24 nautical miles from the “baselines from which the 

                                                 

 

19
 Ibid. 

20
 UNCLOS article 94.3.b) 

21
 Guilfoyle, op.cit., p.2 section 7. 

22
 UNCLOS article 8. 

23
 UNCLOS article 2. 

24
 UNCLOS article 3. 
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breadth of the territorial sea is measured”.
25

 The coastal State may have the possibility to 

use its enforcement and/or constabulary powers in the continuous zone for infringements 

sustained in the coastal State`s sovereignty. The continuous zone is thus a prolongation of 

the enforcement jurisdiction to the coastal State, as the coastal State may only pursue the 

infringements that have sustained in its territory into the continuous zone. The jurisdiction 

at sea is therefore different from the State`s unlimited
26

 jurisdiction on land. Further out 

follows the Exclusive Economic Zone (EEZ). This zone is limited up to 200 nautical miles 

from the coastal States baselines.
27

 The exploitation of the resources in the EEZ is regu-

lated by UNCLOS and the codification provides the coastal State with limited jurisdic-

tion.
28

 The access to EEZ is regulated to maintain the principle of freedom of the seas, so 

foreign states may navigate in the EEZ.
29

 The principle of freedom of the sea is further ex-

tended into the High Seas; yet articles providing regulation here are further lessened. The 

High Seas is defined to be “all parts of the sea that are not included in the exclusive eco-

nomic zone, in the territorial sea or in the internal waters of a State, or in the archipelagic 

waters of an archipelagic State”.
30

 The freedoms in the High Seas are defined in UNCLOS 

article 87. This article states the freedom as “inter alia” and hence the article does not pro-

vide an exhaustive list. However, this thesis will focus on the “freedom of navigation”, 

UNCLOS article 87. 1. a). UNCLOS article 87 is applicable in the EEZ by reference in 

UNCLOS article 58. (This also applies for 88-115 as long as the convention does not state 

otherwise.) In the High Seas and the EEZ there are rights and obligations for the different 

States; no State may claim sovereignty of the High Seas,
31

 every State has the right to sail 

ships flying its flag
32

 and it is the ships flag that determines the exclusive jurisdiction with 

                                                 

 

25
 UNCLOS Section 4, article 33. 

26
 It is questioned if a State today actually has unlimited jurisdiction in its State due to international 

obligation. 
27

 UNCLOS article 57. 
28

 See UNCLOS article 60-73 that regulate the coastal states jurisdiction/sovereignty in the EEZ and High 

Seas. 
29

 UNCLOS article 58. 
30

 UNCLOS article 86. 
31

 UNCLOS article 89. 
32

 UNCLOS article 90. 
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regard to the vessel.
33

 The jurisdiction of the coastal State is limited in the EEZ and the 

High Seas; these areas are often referred to as terra nullius or global commons.  

2.1.2.2 Flag state 

UNCLOS article 94 establishes, as a main principle, that the flag State has the general re-

sponsibility of its flagged vessels. This article lists general areas of responsibilities, inter 

alia a register of ships, to ensure safety at sea, and to exercise jurisdiction and administra-

tive control. This article is not exhaustive. IMO and International Labour Organization 

(ILO) have provided the flag State with additional responsibilities (such as the Safety of 

Life at Sea (SOLAS) convention and Maritime Labour Convention (MLC2006) which is 

anticipated to enter into force in 2013).  

The flag State`s jurisdiction is in an exceptional position, cf. 2.1.1 The coastal state 

is exempted jurisdiction on a foreign vessel even when the offense is committed in that 

States territorial sea.
34

 This applies as long as the offense performed on board the vessel 

does not have repercussions that will affect the coastal State. Thus the vessel may sail 

around the world, far from the States enforcement authorities, and offenses performed on 

board will principally be subject to its flag State`s jurisdiction. 

2.1.2.3 Innocent passage 

Freedom of navigation was a controversial subject in the work of UNCLOS. Freedom of 

the seas is a dominant principle and the question of how to regulate it was not handled 

without difficulties.
35

 It is easy to assume that the solution provided to maintain the princi-

ple is the right of innocent passage. This right limits the coastal States sovereignty in the 

territorial sea. The right of innocent passage is stated in UNCLOS article 17 and it is appli-

cable to all ships of all States in a foreign coastal State`s territorial sea.
36

  

                                                 

 

33
 UNCLOS article 92.1. 

34
 UNCLOS article 27, cf. UNCLOS article 28. Civil jurisdiction in relation to foreign ships. Notably 

paragraph 3, which states that the State has enforcement jurisdiction in its territorial sea after the ship has left 

internal waters. 
35

 UNCLOS Commentary paragraph 17.  
36

 UNCLOS Section 3. Subsection A. 
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UNCLOS article 19 defines the meaning of innocent in this context. The objective 

test is listed in UNCLOS article 19.2. The listed activities use of PCASP might infringe 

are: 

“a)  any threat or use of force against sovereignty, territorial integrity […] in 

violation of the principles of international law… 

b)  any exercise with weapons of any kind; 

g) the loading or unloading of any commodity, currency or person contrary to the 

customs […] and regulations of the coastal State;
37

 

l) any other activity not having a bearing on passage.”
38

 

Use of PCASP on board merchant vessels may pose a threat to the coastal State, but this 

depends on various factors which may be considered different from State to State. The 

coastal State has the right to adopt regulations in order to enhance the safety and security of 

passage.
39

  

Passage is defined in UNCLOS article 18. The article gives foreign vessels the right 

to navigate through the territorial sea of a coastal State. The right of innocent passage is not 

without difficulties for the coastal States e.g. the vessels passing through their territorial 

waters have an inherent threat towards the marine environment that may materialize by an 

accident with subsequent oil leak. The right of passage may be questioned by inter alia 

force majeure events. As the use of PCASP is most likely not to affect the navigation of the 

vessel, this article is not further elaborated. This does not mean that PCASP may not affect 

this article, but that if it occurs it is very circumstantial. 

To what extent the carriage of PCASP may be construed as being an innocent pas-

sage, is further discussed in chapter 3. 

2.1.3 Use of force 

PCASP shall principally use force as a last resort. The use of force, if applied properly, is 

therefore limited to self-defence. Self-defence is viewed as a natural principle and is recog-

nized in most nations. However, this right is not regulated internationally. The criterions in 

                                                 

 

37
 Cf. UNCLOS article 21. According to UNCLOS Commentary paragraph 1 of this article “mirrors” 

UNCLOS article 19.2. 
38

 UNCLOS article 19.2. 
39

 UNCLOS article 21. 
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order to plead self-defence thus vary according to applicable law. The use of force and the 

right to self-defence is further discussed in chapter 5. 

2.2 Non binding regulations adopted by IMO 

IMO is a subdivision in the UN and is the leading organization within the international 

shipping industry; it has 160 States as members. The organization has, in addition to bind-

ing conventions, adopted recommendations/guidelines (further guidelines are used). The 

adopted guidelines often refer to matters which are not ready to be ratified by binding con-

ventions.  However, several of the binding conventions contain elements that originated 

from IMO`s guidelines.
40

 Accordingly, IMO`s guidelines are of particular interest for this 

thesis as the subject currently is viewed as a new matter, not yet with binding regulations.  

IMO`s vision is “Safe, Secure and Efficient Shipping on Clean Oceans”.
41

 Conse-

quently, the organization aims to enhance the security of the shipping industry. IMO is 

aware of the increased use of PCASP and the lack of regulations therein, and has made an 

effort to enhance the security of this practice by providing guidelines. The use of PCASP 

inflicts several parties; flag State, coastal State, PMSC/PCASP and ship-owners. IMO has 

issued guidelines targeting each of these parties. Overviews of these guidelines are pre-

sented in 2.2.1.  

The organization recognize that there are many legal challenges connected to the 

use of PCASP, this is presented in 2.2.2. Many of these challenges are referred to the States 

to be assessed in accordance with national legislation and international law. This is pre-

sented in 2.2.3. Finally the purpose of these guidelines is presented in 2.2.4.  

It is important to note that even though IMO has issued guidelines in order to en-

hance the security and to set minimum standards for the use of PCASP, the organization 

has not taken stand with regard to approving or disapproving the use of PCASP on board 

merchant ships. IMOs work is bound by hierarchy and may thus not adopt legislation in-

fringing UNCLOS or international law.  

                                                 

 

40
 NOU 2005:14 På rett kjøl. Section 4.4.2. 

41
 This vision is stated in the organizations webpage, www.imo.org. See also article 1 a) in the IMO 

Convention providing the organizations objective.  

http://www.imo.org/
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2.2.1 Presentation of the relevant IMO guidelines 

There are five guidelines specifically issued with regard to enhance the security and facili-

tate the use of PCASP in the High Risk Area (HRA). These guidelines should be read in 

conjunction with each other. Further follows overviews: 

- Interim Guidance for Flag States on Measures to Prevent and Mitigate Somalia-

Based Piracy.
42

 

The State may be liable due to errors or acts committed by PCASP, cf. 2.1.1. This liability 

may be avoided if the flag State takes “necessary steps”. There are no standards for what 

“necessary steps” actually involve. This guideline “lists recommended practices that flag 

States are encouraged to apply [...] in order to maximize their efforts to implement counter-

piracy measure”.
43

 In other words, if the flag State approves their vessels to use PCASP on 

board, the State should, as a minimum, issue a policy in order to avoid liability. 

- Revised interim recommendations for flag States regarding the use of PCASP 

on board ships in the HRA.
44

 

It is not certain that use of PCASP are permitted under national legislation, thus this should 

be considered as a first step by the flag State.
45

 It is not an evident solution to provide pri-

vate security guards with arms and in practise give them approval of constabulary authority 

which mainly is the State`s. If PCASP is found as an appropriate and lawful measure, the 

State should establish a policy which “may include, inter alia”
46

: minimum requirements 

that PCASP should comply, a process for authorizing shipping companies that are allowed 

to use PCASP, a process for authorizing the use of PCASP, the terms and conditions which 

this authorization is granted for and references to directly applicable national legislation, 

and report and record-keeping requirements.
47

 

                                                 

 

42
 MSC.1/Circ. 1444. 

43
 Ibid. Annex 1.1. 

44
 MSC.1/Circ.1406/Rev.2. 

45
 Ibid. Annex 5.1.1. 

46
 Ibid. Annex 5.2. 

47
 Ibid. Annex 5.2.1 to 6. 
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- Interim Guidance to PMSC providing PCASP on board ships in the HRA.
48

 

This document focuses on the companies providing PCASP services. The PMSC is not 

exempted the requirement of due diligence. But the standard of due diligence is difficult to 

assess, as there are no standard or regulation of the requirement. The guidelines aid by 

elaborating a minimum of precautionary measures the PMSC should consider.
49

 There are 

documents which may serve as reference points for PMSC; the Montreux Document on 

Pertinent International Legal Obligation and Good Practices for States related to Opera-

tions of Private Military and Security Companies during Armed Conflict and International 

Code of Conduct for Private Security Service Providers (ICoC). None of these are found 

applicable with regard to the use of PCASP on board merchant vessel; The Montreux 

document address States and the ICoC is issued with regard to services provided on land.  

It is recognized that the “decision to allow PCASP on board ships is the prerogative of flag 

States”.
50

 This permit requires follow-up work by the State in order to avoid State liability 

for errors committed by PCASP. Before starting a mission on board a merchant ship, the 

PMSC should seek certification “in countries in which operations are conducted or man-

aged, including countries through which PCASP may transit.”
51

 The guideline states that 

the PMSC should seek certification “with relevant national and international private mari-

time security service standards when these are established.”
52

  

The guideline lists company requirements (section 3), requirements to documenta-

tion in hiring and training of the PCASP team (section 4), and requirements and considera-

tion that should be assessed before, in and after a mission is listed (section 5).  

Use of force, subsection in section 5, has certain requirements with regard to command and 

control. It is also highlighted that laws “governing the use of force may differ over time and 

according to location.”
53

 It is important that the PMSC is aware of this and updated accord-

                                                 

 

48
 MSC.1/Circ. 1443. 

49
 Ibid. Annex 1.1. 

50
 Ibid. Annex 1.2. 

51
 Ibid. Annex 1.3.3. In addition, PMSC should also seek approval in the flag States and the PMSC country of 

registration. 
52

 Ibid. Annex 2.4. 
53

 Ibid. Annex 5. 



 16 

ingly. The laws and regulations of the flag State that PCASP operates under will principally 

be applicable. However, this determination of applicable law might change due to matters 

such as the location of incident, the nationality of the vessel, company and the individual(s) 

involved.
54

 “All reasonable steps should be taken to avoid the use of force”
55

 Use of force 

should only be used “in self defence or in defence of others”
56

 and the force “should not 

exceed what is strictly necessary and reasonable.”
57

  

- Revised interim guidance to ship-owners, ship operators and shipmasters on the 

use of PCASP on board ships in the HRA.
58

 

Shipping companies face many challenges when deciding to contract PCASP; absence of 

applicable regulation providing a highly self-regulated industry, in addition to legal re-

quirements to transport, carriage and use of firearms.  

The guideline explicitly states that use of PCASP is a supplement to the protective 

measures listed in Best Management Practices to deter piracy off the Coast of Somalia and 

in the Arabian Sea (BMP4).
59

 It is recognized that PMSCs have significant variation in 

competence and quality. The guideline attempts to assist ship-owners when contracting and 

using PCASP. 

This guideline consist of an Annex divided in 5 sections: 1. Introduction – a short 

elaboration on why choice of using and use of PCASP is challenging, 2. Definitions - of the 

terminology used in the Annex, 3. Risk assessment - presentation of areas that should be 

considered, 4. PMSC selection criteria – such as background check, suitability of PCASP 

and their level of training (also medical training) with documentary evidence, and 5. Ser-

vice provision considerations - this section is broader as several areas is commented; insur-

ance, PCASP team size and its equipment, command and control, management of firearms 

and ammunition from embarkation to disembarkation, rules for the use of force, reporting 

and record keeping, PCASP reporting, category assigned to PCASP, reporting within the 

                                                 

 

54
 Ibid. Annex 5.13. 

55
 Ibid. Annex 5.13.2. 

56
 Ibid. Annex 5.15.4. 

57
 Ibid. Annex 5.15.3. 

58
 MSC.1/Circ. 1405/Rev.2. 

59
 Often referred as Best Management Practice. 4 is the latest version. 
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HRA and familiarization for the Master and the crew. Some of these areas have a careful 

description of recommendations, whilst other serves more as a memo. 

- Revised interim recommendations for port and coastal States regarding the use 

of PCASP on board ships in the HRA.
60

 

This guideline recognize that the use of PCASP on board merchant vessels are affected “by 

the national legislation and policies of port and coastal States and in this connection there 

was also a need to address the concerns of port and coastal States with respect to the pres-

ence of PCASP [...] on ships entering, transiting or leaving their territorial sea(s).”
61

 The 

guideline is not intended to override national legislation or a States right under international 

law. 
62

 

The shipping industry need to know whether and under what conditions the embar-

kation and disembarkation of PCASP is allowed, and what requirements have to be com-

plied with when a ship carrying PCASP is under the jurisdiction of a port or a coastal 

State.
63

 The guideline recommends coastal States, particularly the ones bordering the HRA, 

to issue relevant policies and procedures. These, “[w]hilst addressing the concerns of the 

State which has promulgated them, should facilitate the movement of PCASP [...] and be 

made known to the shipping industry”.
64

 The use of PCASP is very recent and still evolv-

ing. It is recognized that national legislation may not have taken this matter into account. 

IMO recommends that if and when the national legislation is developed, this regulation 

should not contain “procedures which hinder or may hinder the continuation of maritime 

trade or interfere with the navigation of ships and should ensure that all are consistent with 

international law.”
65

   

                                                 

 

60
 MSC.1/Circ.1408/Rev.1. 

61
 Ibid. Section 2. 

62
 Ibid. Annex 2. 

63
 Ibid. Annex 2. 

64
 MSC.1/Circ.1408/Rev.1. Annex 5. 

65
 Ibid. Annex 6. 
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2.2.2 Recognition of legal challenges 

It is not an evident solution for flag States and ship-owners to arm guards on their vessels. 

The guidelines refer to several challenges connected to the use of PCASP, but further ex-

plicitly states that not all challenges are mentioned. Further follows extracts that empha-

sizes this:  

MSC.1/Circ. 1406/Rev.1 – Annex 1. “The recommendations do not address all the 

legal issues that might be associated with the use of PCASP on board ships.” 

MSC.1/Circ. 1443 – Annex 1.1 “[...] no international guidance or standards exist at 

present for PMSC providing such [i.e. PCASP for protection against attacks by So-

malia-based pirates] services.” 

MSC.1/Circ. 1408 – Annex 1. “These recommendations do not address all the legal 

issues that might be associated with the movement of PCASP [...] 2. The recom-

mendations contained in this document are not intended in any manner to override 

or otherwise interfere with the implementation and enforcement of the national leg-

islation of a State or to interfere with that State`s rights under international law.” 

MSC.1/Circ.1405/Rev.2. Annex 1.2. “The absence of applicable regulation and in-

dustry self-regulation coupled with complex legal requirements governing the le-

gitimate transport [...]” 

In short, there is not an international guidance or standards for the industry providing 

PCASP. The guidelines shall not override or interfere with the implementation and en-

forcement of the national legislation of a State or that States` rights under international law. 

There is an absence of regulation coupled with complex legal requirements. In addition 

there are legal challenges not addressed.  

2.2.3 Addressing legal challenges 

This section aims to show how IMO address the legal challenges. This is done by present-

ing extracts that show IMO referring to the flag State and its national legislation:  

MSC.1/Circ. 1443 – Annex 1.2. “It is recognized that the decision to allow PCASP 

on board ships is the prerogative of flag States and not all flag States may allow 

their use. 1.3 PMSC should acknowledge the possible existence of legal responsi-

bilities with respect to the employment of PCASP. This should include PMSC seek-
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ing the appropriate approval and prior to embarking PCASP on board ships, from 

the competent authorities in: 1 flag States; 2 countries where PMSC is registered; 

and 3 countries in which operations are conducted or managed, including countries 

through which PCASP may transit.” 

MSC.1/Circ. 1406/Rev.1 – 2 “The carriage of such personnel and their firearms and 

security-related equipment is subject to flag State legislation and policies and it is a 

matter for flag States to determine if and under which conditions this will be author-

ized.” 

MSC.1/Circ.1405/Rev.2. Annex 1.4 “...it is important to note that flag State juris-

diction and thus any laws and regulations imposed by the flag State concerning the 

use of PMSC and PCASP apply to their ships. Furthermore it is also important to 

note that port and coastal States ‘laws may also apply to such ships.” 

In short, the decision to allow PCASP is the prerogative of the flag States. There are possi-

ble legal responsibilities with respect to the employment of PCASP, e.g. seeking approval 

from flag States, country where PMSC is registered, countries in which operations are con-

ducted and PCASP may transit. The laws of coastal States may apply to the vessels carry-

ing PCASP.  

The prerogative of the flag States to allow the use of PCASP has been met by States 

differently. Some flag States clearly authorize the use, others are ignorant to the matter or 

find it better to be dealt with by the industry itself. Other flag States clearly prohibits the 

use of PCASP on board their flagged vessels.
66

 Altogether it is easy to conclude that the 

flag States have different views and interests, which complicates the achievement of inter-

national consensus. In addition their different national legislation influences the matter. 

Subsequently it is not evident that the use of PCASP is held lawful in national legislation or 

in international law. 

There may be legal responsibilities with respect to the employment of PCASP; the 

particular case determines which States that will affect this. 

                                                 

 

66
 Comparison of flag State laws which states that inter alia Japan clearly prohibits use of PCASP. 

http://www.marisec.org/ICS-

ECSA%20Private%20Armed%20Guards%20Flag%20State%20Laws%20June%202012.pdf   

http://www.marisec.org/ICS-ECSA%20Private%20Armed%20Guards%20Flag%20State%20Laws%20June%202012.pdf
http://www.marisec.org/ICS-ECSA%20Private%20Armed%20Guards%20Flag%20State%20Laws%20June%202012.pdf
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The laws of coastal States may apply to the vessels carrying PCASP. According to UN-

CLOS the coastal State has (limited) jurisdiction up to the territorial sea. Beyond this sea 

zone the flag State of the vessel has, principally, jurisdiction. The vessels have, as a general 

rule, the right of innocent passage in the territorial sea, this might be infringed by the use of 

PCASP, cf. 3. 

2.2.4 Purpose of the guidelines 

The guidelines state minimum requirements and function as a memo with respect to con-

siderations and aspects of importance when approving, contracting and using PCASP. Fur-

ther follows examples of the purpose of the guidelines: 

MSC.1/Circ. 1443 – 3 “...agreed to also develop guidance to private  maritime secu-

rity companies to complement existing guidance, and to further assist policy devel-

opment at the national level and to facilitate greater harmonization of policies at the 

international level related to the issue of private armed security on board ships.” 

MSC.1/Circ. 1406/Rev.1 – Annex 1. “These interim recommendations provide con-

siderations on the use of PCASP if and when a flag State determines that such a 

measure would be appropriate and lawful.” 

MSC.1/Circ.1408/Rev.1. – 2. ”At the same time, they recognize the concerns and 

interests of the owners and operators of ships in navigating in or through the High 

Risk Area to provide means for enhancing the security of their ships so as to protect 

the seafarers working on board, the passengers and cargo being carried and their as-

sets from being hijacked.” 

MSC.1/Circ.1405/Rev.2. Annex 1.3. “Assist ship-owners, ship operators and ship-

masters considering the use of PCASP [...] to provide additional protection against 

piracy.” 

There are four clear parties to the use of PCASP, the flag State, the ship-owners, the PMSC 

and/or PCASP and the coastal States. The guidelines targets each of them and the overall 

purpose of the guidelines may be viewed to “[...] complement existing guidance, and to 

further assist policy development at the national level and to facilitate greater harmoniza-
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tion of policies at the international level related to the issue of private armed security on 

board ships.”
67

 

The guidelines refer only to a limited area, the HRA, despite the fact that piracy is a 

global problem. The HRA consist principally of all the sea zones UNCLOS regulates, giv-

ing the matter a general feature. The particularity of the HRA is that it has a higher share of 

piracy attacks, but not so high that it would be natural to change the status of the area to an 

armed conflict, making international humanitarian law applicable. Despite the stated con-

nection to the HRA, the guidelines should also be considered when contracting PCASP 

outside the HRA.  

History shows that the challenge of piracy has persisted. This is not reflected in the 

guidelines as they do not have a permanent nature; interim is used in the headlines. This 

might change if elements from the guidelines are implemented in a binding convention at a 

later stage.  

IMO`s role is highlighted by the slogan on several IMO circulars; “Piracy - IMO 

orchestrating the response.”
68

  The slogan is descriptive. IMO does not address the legal 

challenges to regulate them. The guidelines are not legally binding, but elaborate a mini-

mum of recommendations and competences that entailed parties should take into account 

before using PCASP on board merchant vessels. 

Today there is an increasing number of States that approve the use of PCASP. This is 

also reflected by the growing number of PMSC. This tendency might strongly influence 

shipping traditions in the future. 

2.3 Conclusive remarks 

The use of PCASP is a highly unregulated area and not an evident solution. The flag State 

has, as a main rule, general responsibility for its flagged vessels. Due to this link, the flag 

State may incur liability for PCASP erroneous acts or omissions. This may be avoided if 

the flag State takes “necessary steps”. “Necessary steps” does not have a standard, and it is 

therefore uncertain what this actually implies.  

                                                 

 

67
 MSC.1/Circ. 1443 Section 3. 

68
E.g. MSC.1/Circ. 1408, MSC.1/Circ. 1406/Rev.1, MSC-FAL.1/Circ.2 
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The freedom of the sea is maintained by the right of innocent passage. Use of PCASP 

on board merchant vessel might infringe the vessels` status as innocent, and limit the right 

of innocent passage, cf. 3. 

IMO is an influential organization in the shipping industry. It has adopted several bind-

ing conventions in addition to non binding guidelines. The binding conventions often con-

tain elements from the previous guidelines. The guidelines are often issued to new matters 

not ready to be compiled in binding regulations. IMO is aware that PCASP are used on 

board merchant vessels and has adopted guidelines in this regard. They are issued with aim 

of enhancing security and to facilitate harmonization of policies on an international level. 

3 Could the use of PCASP infringe the right of innocent 
passage? 

The decisive factor for the increasing number of shipping companies contracting PCASP is 

probably the desire to keep vessels and their crew safe and secure. PCASP are formally a 

countermeasure towards piracy. However, it is found appropriate to remark that armed rob-

bery and/or hijacking are the notions used when the criminal act takes place in the territo-

rial sea or closer to the coastal State, cf. 1.1.2. Accordingly PCASP also serve in the territo-

rial sea. In the sea zones outside the territorial sea, it is clear that the use of PCASP on 

board merchant vessels depend on the regulations of the vessels flag State. The territorial 

sea is in a particular position due to the sovereignty that the coastal States have in this sea 

zone, and the limit provided by foreign vessels right of innocent passage.   

This chapter examines the binding regulation providing the right of innocent passage 

in 3.1. The most relevant for the thesis is if the use of PCASP infringes the vessels status as 

innocent, this is discussed in 3.2. 

3.1 The right of innocent passage 

Innocent passage constitutes a right to navigate in the territorial sea of a foreign coastal 

State, UNCLOS article 17. The article (and associated articles, see below) is aimed at all 

ships; the articles are under UNCLOS section 3. Innocent passage in the territorial sea, 

subsection A. Rules applicable to all ships. The right of innocent passage has to be viewed 
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in connection with article 18 and 19, as these articles define passage and the status of inno-

cent.  

The right to passage gives a flag-Stated vessel approval to traverse the territorial sea 

of a foreign coastal State.
 69

 It is found sufficient to remark that this might be questioned 

according to different circumstantial events, e.g. different force majeure incidents, which 

most likely would differ from case to case, cf. 2.1.2.3.  

The criterions to innocent may be affected by the use of PCASP. The article is di-

vided into two paragraphs. Paragraph 1 gives the primary objective; a ship is no longer 

“innocent” when it is “prejudicial to the peace, good order or security of the coastal 

state.”
70

  Paragraph 2 lists activities that are infringing the primary objective. In other 

words, paragraph 2 lists activities that would render the ship not innocent, constituting an 

“objective test”.
71

 Article 19 is interpreted in a document between US and former USSR; 

Uniform Interpretation of Rules of International Law Governing Innocent Passage. This 

formal interpretation is said to influence the practice of States. Article 19 could previously 

have been regarded as ambiguous on the essential point of whether or not paragraph 2 was 

exhaustive.
72

 This is clarified as the document states: “a ship passing through the territorial 

sea that does not engage in any of those activities is in innocent passage.”
73

 The relevant 

activities use of PCASP might infringe, and hence render the vessel not innocent, are found 

in paragraph 2.a), b), g) and l), cf. 2.1.2.3. Further these activities are discussed with regard 

to the use of PCASP on board merchant vessel.  

3.2 The status as innocent with regard to use of PCASP 

 “(a) any threat or use of force against the sovereignty, territorial integrity...”
74

  

                                                 

 

69
 The article gives vessels permission to travel from or to internal waters and to stop in the territorial sea if 

special circumstances occur, e.g. force majeure incidents. Such incidents could be interesting to discuss, but 

due to limits with regard to length they are outside the scope of this thesis, cf. 1.2.2 
70

 UNCLOS article 19.1. 
71

 See UNCLOS Commentary paragraph 19.3. 
72

 UNCLOS Commentary paragraph 19.11. 
73

 This is stated it the documents section 3.  
74

 UNCLOS article 19.2. a). 
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The purpose of the use of PCASP on board is to maintain the security of the vessels and, 

most notably, their crew. In other words, PCASP provide defensive services. This implies 

that PCASP do not have an aim or purpose to use force, but that use of force may be trig-

gered by a threat or a threatening situation. This is the main argument as to why the use of 

PCASP does not infringe the vessel`s status as innocent. If you let the vessel pass through 

your territorial sea without implications, there should be no incidents threatening the sover-

eignty or territorial integrity of the coastal State. 

However, this is not a clear cut matter as there are States that do not desire vessels 

with PCASP in their territorial sea, and is thus opposed to the use of PCASP on merchant 

vessels.
75

 

The question to ask is how use of PCASP on board a merchant ship can be a threat 

“to sovereignty or territorial integrity” of the coastal State, or perceived as such? The 

coastal States interest is keeping its territory safe. The coastal States may thus have a nar-

row interpretation to the status of innocent. This is often in opposite to the flag States, as 

their interest is to maintain a vast scope of maritime routes, in order to secure transport of 

goods at sea. States in general are diversified; there are developing countries/third-world 

countries, industrialized nations, secularized nations, non-secularized nations, multicultural 

nations, failed states, and dictator states to mention some. The countries internal affair thus 

varies on a scale from civil-war to the diametrical peaceful and stable. This shows the dif-

ferent starting points States may have.  

The interpretation of the activities rendering a vessel not innocent may thus be in-

fluenced by a States` internal challenges. Many coastal States bordering the HRA (and 

some of their neighbouring States) face severe internal challenges. These challenges have 

been realized by different internal events; protests against the government, political shifts 

and States with regime shifts to mention some. In some States there have been international 

and/or external responses due to the severity and/or atrocity of the situation.
76

 These dis-
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 MSC.1/Circ.1408/Rev.1. 2. Recognize the States different Stands. See also comparison of flag state laws 

which states that e.g. Japan clearly prohibits use of PCASP.  http://www.marisec.org/ICS-

ECSA%20Private%20Armed%20Guards%20Flag%20State%20Laws%20June%202012.pdf  (1.11.2012) 
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 Arab spring: an interactive timeline of Middle East protests 

http://www.marisec.org/ICS-ECSA%20Private%20Armed%20Guards%20Flag%20State%20Laws%20June%202012.pdf
http://www.marisec.org/ICS-ECSA%20Private%20Armed%20Guards%20Flag%20State%20Laws%20June%202012.pdf
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turbing events are close in geography and have taken place almost simultaneously, and are 

commonly called the Arab spring. However, each State has their own challenges different 

from the others.
77

 When a State has more internal challenges than it can handle, it might be 

easy to prohibit the use of PCASP in order to avoid new challenges, as an attempt to main-

tain (or increase) the integrity of the State. Conversely, it could also be viewed as a desired 

measure. The merchant vessels have their own measures to keep them safe and secure, 

levying the coastal State of constabulary control. The neighbouring State of a coastal State, 

particularly in the HRA, may e.g. have focus on embargo – and would probably not desire 

the use of PCASP on board merchant vessels as they may promote new routes for illegal 

goods e.g. weapons, again promoting challenges to the integrity of the State. 

The PMSC industry is growing. More than 200 companies are providing such ser-

vices with their own terms and regulations.
78

 As the focus on piracy started in the mid- 

2000s, the number gives a good indication of how attractive the market is. The companies 

providing PCASP are esteemed different. Some PMSC are considered to have good compe-

tence and professionalism in their work, and others may be considered “fortune hunters“. 

Consequently some companies may inter alia not hold the licenses necessary for having 

arms and/or not have sufficient training, as these measures would be cost-increasing.
79

 

The gap of legal regulations and the highly varying quality of services provided, 

could thus affect the coastal States` perception negatively i.e. the use of PCASP could be 

perceived as a threat to territorial integrity. 

The coastal States scepticism may also be supported by incidents that have hap-

pened in the security industry on land. This industry has had a longer period of time to es-

tablish traditions and customs, and it has a certain degree of regulations, e.g. ICoC and the 

Montreux document. Despite this, there are reports of security companies having acted too 

hasty. There are reports of criminals and religious extremists being employed by PSCs.
80

 

                                                                                                                                                    

 

http://www.guardian.co.uk/world/interactive/2011/mar/22/middle-east-protest-interactive-timeline 
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 Anderson (2011), Demystifying the Arab Spring. p. 3. 
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 According to the counting of such companies in BIMCOs Explanatory Note to Guardcon. 
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 Recommended by IMO in e.g. MSC.1/Circ.1405/Rev.2 Annex 1.2. 
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 Singer (2005), Outsourcing war. p. 124-125.  Also of interest is the testimony by Chatterjee: Testimony 

http://www.guardian.co.uk/world/interactive/2011/mar/22/middle-east-protest-interactive-timeline
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Such employees are clearly undesirable due to the risk of them acting on a personal agenda. 

Obviously, the PSC or PMSC cannot have a hundred percent control over its personnel at 

all times, but there should be a minimum requirement that new employees are checked 

against when hired and re-checked during their employment. The IMO Guidelines promote 

minimum requirements, cf. 2.2.1. Such requirements are cost increasing, but may prove 

worthwhile in the long run, as checks may help prevent costly errors. However, as the IMO 

guidelines are not legally binding, the risk of dealing with a short term profit seeking com-

pany is present, and this might be found threatening to a coastal State.  

There are also more general considerations to assess, for instance wrongful interpre-

tation of a situation. The coastal States may have concerns with regard to the security of 

their citizens when it comes to the use of PCASP. A typical pirate vessel is often very simi-

lar to a fishing boat. This enhances the probability to wrongfully perceive an innocent fish-

erman as a pirate. Such examples do exist. The example presented subsequently is with 

military personnel. Two Italian military mariners were guarding an Italian oil tanker out-

side the coast of India, where they shot two fishermen dead after allegedly mistaking them 

for pirates.
81

 Assuming that Italian military personnel have adequate training, the example 

shows that even trained personnel may wrongfully perceive a situation, and highlights the 

seriousness of what may occur. In the aftermath, questions have been raised to the guards’ 

interpretation of the situation and their procedures. It is also unclear which State has juris-

diction; this challenge is further elaborated in 5.  

There is a developed educational convention for seafarers, The International Con-

vention on Standards of Training, Certification and Watchkeeping for Seafarers (STCW), 

promoting safety of life and property at sea and protection of the marine environment.
82

 

The PCASP serving on board have to fulfil this educational program. The training focus on 

internal ship incidents and casualties, with purpose of setting an international minimum 

standard of competence. The convention does not focus on the external threat of piracy. 

                                                                                                                                                    

 

Before the United Nations Office of the High Commissioner for Human Rights.  
81

Italian marines in Kerala jail bailed by India court.  http://www.bbc.co.uk/news/world-asia-india-18263365  

(5.9.2012)  
82 

STCW was adopted in 1978, entered into force in 1984. 
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One could ask if such training should be implemented in the STCW, promoting a unani-

mous response from a vessel`s crew in the event of a piracy attack.  

IMO recommends that PMSC must document their training, and get national au-

thorization when such exist. Today, there is not a third party controlled educational pro-

gram focusing on the training of PCASP. Accordingly, it is difficult for ship-owners to 

compare different PMSC. Consequently International Standard Organization (ISO) and 

IMO are in the progress of developing international standards, controlled and regulated by 

third parties. This would clearly ameliorate the assessment of PMSC by ship owners. It 

might also facilitate the non professional companies to face natural resignation.  This is yet 

to come, and subsequently the coastal State may have a valid argument to avoid vessels 

carrying PCASP in their territorial sea. 

It is impossible to completely avoid wrongful interpretations. This emphasises the 

importance of escalation when it comes to use of force. This might help to clarify misun-

derstandings before more severe outcomes occur - such as wrongful use of force with sub-

sequently death of an innocent. An escalation of force is also recommended in the IMO 

guidelines, cf. 5.1.3. 

This article clearly depends on the entailed part starting point and interests as to 

how it will be perceived by the States. The main argument as to why use of PCASP should 

not be held innocent is their purpose as a defence service and that use of force shall only be 

exercised as a last resort. This argument might not be found sufficient of the diversity of 

States. The different States interest and starting points promotes ambiguity to if the use of 

PCASP is infringing the article.  

 “(b) any exercise or practice with weapons of any kind” 

PCASP may use firearms in their services. It is clear that a ship with arms has a larger in-

herent threat for use of force than a ship without arms. PCASP is a defensive service, 

which means that they shall use their weapons only when facing a threat. PCASP need to 

practice on relevant scenarios to maintain and/or increase their skills and competence. 

PCASP may also have standard operation procedures (SOP), which would be expedient to 

drill during voyage. Practice with weapons seem reasonable, and may later prevent errors. 
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Such practice is fairly easy to adapt to this article; practice may be restricted to sea zones 

outside the territorial sea of a coastal State. 

This article is linked with the security of the coastal State and its right to regula-

tions.
83

 One challenge, to the mentioned PCASP training, could be the coastal States possi-

bility to actually control that the PCASP abide by this article.  

However, warships also have the right of innocent passage due to the notion “all 

ships” embracing this right. The notion did not come about without resistance. There was a 

suggestion in the progress of codifying UNCLOS; that “all ships” was to be replaced by 

“non-military ships”.
84

 The suggestion did not get the necessary support and consequently 

“all ships” is the notion used. This clearly implies that the challenge of control is set aside 

with regard to warships; accordingly this provision should not be limiting innocent passage 

with regard to the use of PCASP.  

 “(g) the loading or unloading of any commodity, currency or person contrary to the 

customs, fiscal, immigration or sanitary laws and regulations of the coastal State” 

As this provision depends on the coastal State`s regulations which differ from State to 

State, it is not further analysed. There are some requirements that has to be met in order for 

national regulation to be applicable e.g. requirement of “due publicity”.
85

 As long as these 

are met, the embarkation/debarkation of PCASP and their equipment may be restricted by 

States regulation, and following may infringe the right of innocent passage. See also UN-

CLOS article 21.1(h) which allows a coastal state to adopt laws and regulations to prevent 

the infringement of its “custom, fiscal, immigration or sanitary laws and regulations”.  

 “(l) any other activity not having a direct bearing on passage.” 

During the work with the codification this paragraph met critic as conferring on article 19 

as a whole and “open-ended” character.
86

 However, the critic did not yield results, and the 

coastal States have some discretion in determining what activities renders passage of a for-
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eign ship not innocent. According to the Commentary it is the behaviour of the ship which 

is the determining factor, due to the reemphasize of “activity”. 

Activities that could inflict the status of innocent may actually be allowed in a coastal 

State‘s regulation. Coastal States may adopt other regulations that merchant ships have to 

abide in order to traverse the territorial of the State. However, these additional regulations 

do not inflict the vessels right of innocent passage. But by traversing territorial sea without 

abiding them, the vessel might incur penalties. 

Altogether, if the vessel is found to infringe the status as innocent, the coastal State 

has the right to “take the necessary steps in its territorial sea” in order to prevent the vessels 

passage.
87

 What is considered “necessary” is debatable. 

3.3 Conclusive remarks 

Innocent passage is a right within the codified work of customary international law, UN-

CLOS. This right is applicable as long as the vessel maintains the status as innocent. The 

use of PCASP might infringe this status according to UNCLOS article 19.2. a), b), g) and 

l). However, it is mainly the interpretation of a), “any threat or use of force against the sov-

ereignty, territorial integrity” and l) “any other activity not having a direct bearing on pas-

sage”, that may render the vessel`s status not innocent. b), “any exercise or practice with 

weapons of any kind“, and g), “the loading or unloading of any commodity, currency or 

person contrary to the customs, fiscal, immigration or sanitary laws and regulations of the 

coastal State”, may easily be adapted to. 

Different States have different internal challenges, which may affect the States inter-

pretation of UNCLOS article 19.2 a). The main argument for keeping the vessel`s status 

innocent even with use of PCASP is that they shall only use force as a last resort. However, 

this might not be held a sufficient argument by other States. The States are diverse and 

have different interests; this might affect the interpretation of this article both ways. UN-

CLOS article 19.2 l) is open ended and depends on the different coastal States regulation. 
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Altogether, the use of PCASP may infringe the right of innocent passage by rendering the 

vessel not innocent. 

4 Could the use of PCASP incur State liability? 

Public international law has States as its primary area, but the field is dynamic and States 

may now also be held liable for individual’s acts. This does not mean that a State is liable 

for all its citizens’ wrongdoings. The infringement has to be clearly linked to the State. An 

important question is: May States incur liability for acts or omissions done by PCASP on 

board merchant vessels?  

This section highlights the role of the flag State when using PCASP on board mer-

chant vessels. First the particular position the flag State is introduced (4.1), before looking 

into liability that may incur to flag States due to the use of PCASP (4.2).  

4.1 Particular jurisdiction of the flag States 

The flag State has a particular position in the shipping industry with regard to jurisdiction. 

This is proven by the provision giving the flag State prescriptive- and enforcement jurisdic-

tion for infringements performed on board according to UNCLOS articles 27, 28 and 94. 

This applies even when the vessel is in a foreign territorial sea. However, the flag State`s 

jurisdiction may be challenged if the delict has repercussions to a foreign coastal State.
88

 

The State has a duty to exercise jurisdiction and control in administrative matters 

over their flag vessels.
 89

  The State shall not allow its territory to be used for acts contrary 

to the rights of other States, and in this context the vessels may be regarded as a prolonga-

tion of the flag States territory.
90

 Guilfoyle states that “when States knowing their flag ves-

sels are carrying PCASP they are subject to some international duty to take the necessary 

steps to mitigate any risk to other States and their nationals arising from the use of 

PCASP”.
91

 However, Guilfoyle does not consider this duty to involve strict liability. At 

most it would involve a standard of due diligence. As there is no basis for comparison due 
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to lack of regulations, IMO states in its recommendations that the “Flag State should have 

in place a policy in whether or not the use of PCASP will be authorized and, if so, under 

which conditions. [...] the minimum criteria or minimum requirements with which PCASP 

should comply, [...]”
92

 The question of using PCASP on board merchant vessels is debated. 

States differ in their policies, and IMO has not helped by taking a stand. As this is an unre-

solved area, each State has to consider its own national legislation with regard to interna-

tional legislation, before deciding to approve or disallow the use of PCASP.  

4.2 Liability 

States may become liable for errors their merchant vessels inflict a foreign State. The error 

has to be connected to the flag State, e.g. administrative matters. If the flag State knew, or 

should have known, about the matter, and did not take the necessary steps to mitigate the 

risk of injury or damage, the flag State may incur liability. IMO promotes flag States to 

issue a policy regulating when and how PCASP service are authorized. This is in concor-

dance with statements from Guilfoyle. Also, UNCLOS clearly states the duties of flag 

States, promoting a link between the flag State vessel and the State. It is obvious that some 

sort of connection exist between the two. Despite this, there are flag States that do not rec-

ognize their State responsibility. The States let the industry itself decide if the use of 

PCASP is justified, and considers already existing national law sufficient regulation.
93

 

Many coastal States have a navy of warships which may sail across the seven seas. 

These vessels often carry weapons, making the distinction between a navy vessel and an 

armed merchant ship minuscule. Vessels carrying PCASP and warships pose a threat to 

induce injury or damage due to their weapons, and in both cases, the State may become 

liable. The question of liability is clear with regard to the non-merchant government vessel. 

The flag of the non-merchant government vessel is vicariously liable.
94

 The non-merchant 
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government vessel acts as one subject (even when there in fact are several
95

) and the in-

fringed part only needs to relate to the vessels flag State when claiming compensation.  

This simplifies the process of compensation for the exposed part. These vessels are most 

often administered by the State itself, giving the State predictability if and when such liabil-

ity may occur.  

Becoming liable for errors of a private shipping company is an undesired outcome 

for a flag State. The flag States predictability in such cases are minimal. There may also be 

challenges with regard to recourse, as it is not the State that has constructed the applicable 

agreements. The merchant vessel consists, in most cases, of several legal entities. In many 

cases it is difficult to find the responsible part. The vessel may have several layers of hire; 

it may be chartered as bareboat, further on time and then again chartered on a voyage char-

ter or similar mixes. These layers may have different contractual terms regulating e.g. secu-

rity of the ship and its crew. To complicate even more, there might also be a mix of nation-

alities, promoting questions of which jurisdiction that is applicable. The injured part may 

therefore find it easier to turn to the flag State for compensation, and not to the mix of pri-

vate companies. This implies that the flag States should, as a minimum, issue a policy and 

perform a minimum of control with vessels using PCASP in order to avoid State liability. 

This is assuming that the flag State approves, or does not prohibit, the use of PCASP on 

board merchant vessel.  

If the State prohibits use of PCASP the matter is prima facie clear; the State cannot 

be held liable as the use of PCASP is prohibited. However, this clarity is complicated if the 

State know that their vessels use PCASP, but do not provide any sanctions in order for the 

use to stop.  

4.3 Conclusive remarks 

Due to the particular duty a flag State has over its vessels, the State may become liable for 

acts or omissions the vessels and its crew perform. The State may face the standard of due 

                                                 

 

95
 E.g. Outsourcing military services may provide several legal entities on board a warship. Pursuant 

UNCLOS article 31 the flag State is vicarious liable, the flag State may claim recourse from the actual 

infringing part according to agreement and/or its national laws. 



 33 

diligence in respect to the use of PCASP. However, there are no international standards 

stating how these requirements are met. IMO has provided the flag State with considera-

tions and recommendations. Pursuant to these, the requirement of due diligence is likely 

met, if the State issue a robust policy that regulates the use of PCASP and perform a mini-

mum of control. Despite the clear connection between a flag State and its vessels, provided 

by UNCLOS article 94, several States do not recognize that they may become liable for 

acts or omissions committed by their flagged vessels, and leave the matter solely to the 

shipping industry.  
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5 What regulates PCASP use of force?  

According to UNCLOS it is chiefly the flag State that has jurisdiction over PCASP. The 

applicable jurisdiction may be challenged by several factors inter alia location. Hence, the 

coastal State may want to prosecute a PCASP who has used force in the country`s territo-

rial sea in their own legal system. This is supported by UNCLOS, giving the coastal State 

the right to do so when certain requirements are met.
96

 Furthermore, the coastal states’ per-

ception of self-defence may not necessarily be the same as the flag States’ perception, 

henceforth it could create a situation where use of force is justified by the flag State, but 

not by the coastal State. This shows the unpredictability with regard to applicable jurisdic-

tion for the PCASP; if errors occur they might not know beforehand which national legisla-

tion they will be prosecuted by. In other words, national legislation of the flag State is often 

only prima facie applicable. It is therefore found expedient to highlight regulations on a 

general level, before an example of national legislation is presented. 

Customary international law gives a good impression of consensus, cf. 1.2.1.2., and 

its regulation of self-defence is briefly presented in 5.1.1. The harmonization is further 

demonstrated by presenting the International criminal court (ICC) Rome statute of self-

defence in 5.1.2. This court is joined by 121 States (as of July 2012). The mentioned areas 

were the starting point for IMOs guidelines that address use of force, presented in 5.1.3.  

However, the regulation of PCASPs use of force depends on national law, Norwe-

gian legislation is used as an example. Norway is an important flag State which has ap-

proved the use of PCASP (and in consequence has issued a robust policy). National legisla-

tion is presented in 5.2.1. Contractual regulations are finally presented, in 5.2.2. 

It is important to remark that a piracy attack on a flag State vessel does not constitute 

an attack on the flag State itself. Consequently the State may not principally invoke the 

right of self-defence according to UN Charter article 51. The right of self-defence lies with 

the individuals on board the merchant vessel. 
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5.1 General instructions 

5.1.1 Customary international law 

The right of self-defence is held within customary international law. However, to be appli-

cable, the criterion of international crime has to be met. This criterion is debated with re-

gard to piracy. In respect to international crimes there are four requirements: 

“(i) the action in self-defence is taken in response to an imminent or actual unlawful 

attack on the life of the person or of another person;  

(ii) there is no other way of preventing or stopping the offence;  

(iii) the unlawful conduct of the other has not been caused by the person acting in 

self-defence;  

(iv) the conduct in self defence is proportionate to the offence to which the person 

reacts”
97

 

5.1.2 International Criminal Court 

ICC is an independent, permanent court. This court will not act if a case is prosecuted by a 

national judicial system. The court has jurisdiction in serious crimes of concern to the in-

ternational community as a whole.
98

 It is debated if piracy is a serious crime. Particularly 

due to the fact that juveniles are forced to perform piracy, but also due to the methods be-

ing used in the piracy attacks.  

The right of self-defence has been codified in the Rome Statute of the ICC in article 

31 Grounds for excluding criminal liability (c):  

“The person acts reasonably to defend himself or herself or another person 

or, in the case of war crimes, property which is essential for the survival of 

the person or another person or property which is essential for 

accomplishing a military mission, against an imminent and unlawful use 

of force in a manner proportionate to the degree of danger to the person or 

the other person or property protected. The fact that the person was 

involved in a defensive operation conducted by forces shall not in itself 

constitute a ground for excluding criminal responsibility under this 

subparagraph; 
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5.1.3 IMO Guidelines 

IMO has provided recommendations for the use of force in its guidelines, particularly in 

MSC.1/Circ.1443 which has the PMSC as objective and MSC.1/Circ. 1405/Rev.2 which 

has the ship-owner as objective, cf. 2.2.1. IMO recognize that the flag State is only prima 

facie applicable; “PMSC should recognize that the use of force may differ over time and 

according to location. The applicable national law [...] will be principally that of the flag 

State” (emphasis added).
99

 The guidelines also highlight that use of force is not a desired 

outcome, there should be an escalation and the use of force should be necessary and rea-

sonable;  

“... all reasonable steps should be taken to avoid the use of force and, if force is 

used, that force should be used as part of a graduated response plan, in particular 

including the strict implementation of the latest version of BMP. 3. The use of force 

should not exceed what is strictly necessary and reasonable in the circumstances ... 

4. PCASP should only use firearms against persons in self-defence or in defence of 

others.” (emphasis added)
100

 

Escalation of force may serve to avoid unnecessary use of force. By escalation misunder-

standings can be clarified before leading to serious consequences. If a vessel carrying 

PCASP encounters a fishing vessel, the fishing vessel can signal its innocence by behav-

ioural modifications, e.g. change of course. If the vessel encountered has in fact criminal 

intent, it can withdraw before an armed conflict results.  

According to the wording IMO does not recognize that threats to property, i.e. the 

vessel, should trigger use of force. However, the vessel is not an object the crew can easily 

abandon, without putting oneself at risk. This implies that the use of force is viewed appli-

cable if in risk of losing and/or severely damaging the vessel. 

Altogether, the mentioned general regulations are quite harmonized, and give an 

overall impression of the right of self-defence. The general instructions to the use of force 

are thus to avoid, or if no other way to avoid, to use force as a response to an imminent and 

unlawful threat. The force used shall be according to a graduated response plan and be pro-
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portionate to the offense or to the degree of danger. The force shall not exceed what is 

strictly necessary and reasonable. 

5.2 National legislation 

5.2.1 Norwegian legislation 

As stated above it is the flag of the vessel that states the applicable jurisdiction. PCASP act 

as individuals according to the national legislation of the flag State. Norwegian legislation 

has codified its penal jurisdiction to apply on vessels pursuant to the Act of 22 May 1902 

No. 10 relating to general offenses (the General Civil Penal Code) section 12 1.d) and sec-

tion 12 2. This code is the general regulation with regard to criminal offenses. This act also 

contains the general provision rendering self-defence lawful.
101

  

The starting point is that use of force most often constitutes an offense, but if per-

formed in order to save one self or others it may be considered lawful; there is a right of 

self-defence. Pursuant to the General Civil Penal code`s section 48 there are certain re-

quirements to plead the right of self-defence. If section 48 is met, the use of force, i.e. the 

self-defence, is considered lawful. In consequence there is no liability connected to such 

acts.  

The response has to avert or be a defence against an illegal offensive strike
102

. This 

provision also limits use of force towards the illegal offensive striker; the response shall not 

exceed what is considered necessary
103

 to prevent the danger, the trespass, or the legal in-

terest. In addition, there has to be actual (bona fide) belief in danger and no guilty mind 

(mens rea) by the self-defendant. 

Excess of force used due to agitation could, to some extent, be considered legal. It 

is important to remark that these requirements are stricter when it comes to self-defence of 

others. However, it is difficult to assess clear lines as the circumstances are considered in 

each case.  
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Also more specific provisions may influence the right to use force, such as the Act 

of 16 February 2007 No. 9 relating to ship safety and security (the Ship Safety and Security 

act) section 40 in conference with section 39. The general rule of self-defence has been 

inserted in Section 40. This section reiterates and extends the general rule. Pursuant to this 

section, the use of force is an act of authority within the Masters jurisdiction. However, this 

authority can be delegated to others on board, such as PCASP. Section 39 states what of-

fenses section 40 is applicable for. Due to the referral to “other illegal acts” in section 39 

subsection 1, section 40 has a vast scope.  

It is also stated that the section is, in its demarcated area, close to paralleling the Act 

of 4 August 1995 No. 53 relating to the Police (the Police Act).
104

 The Police Act section 6 

fourth paragraph gives police officers the right to use force without referring to the right of 

self-defence. The officer “[...] may use force in its service to the extent it is necessary and 

reasonable.”
105

 Accordingly the Master may use force on weaker basis than the general rule 

of self-defence. This is further extended by the preparatory works stating that pirate vessels 

and pirates may constitute a threat, even from a distance of 2 000 metres from the vessel.
106

  

Section 39 and 40 of the Ship Safety and Security act have an additional regulation con-

nected called the Security Regulations
107

. This document regulates use of force in section 

17. According to this section the force that may be applied is demarcated by public interna-

tional law.
108 

Further follows requirements for when use of force is applicable. In order to 

use force, there has to be a threat that is direct, immediate, significant and otherwise un-

avoidable.
109

 The use of force shall, to the extent possible, be avoided, and when applied, it 

shall be proportionate to the threat and conditions otherwise. Accordingly, the passive 

measures listed in BMP4 (or others) should be attempted before use of force is considered.  
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The Master is in command on board, and has the final word in decisions. This is reflected 

in the Act of 24 June 1994 No. 39 the Norwegian Maritime Code section 135, fourth para-

graph; “[...] no one… must in any way, wholly or partially, interfere with the master in 

making decisions or effectuate efforts that in the master’s professional judgement are nec-

essary for the safety of human lives at sea, or for the protection of the marine environ-

ment.” This is further reflected in the Security Regulation section 24, first paragraph; “[...] 

the use of firearms shall be approved by the master in each individual case.” 

However, to notify the master in each individual case may have impracticalities, 

e.g. during night watch. It has been stressed that this cannot be interpreted to mean that the 

master must be informed in beforehand in all cases where use of force might unfold. Stand-

ing orders regarding the use of firearms in accordance with the company’s established pro-

cedures must be sufficient when impracticalities are evident.   

Altogether the Master`s requirements to plead self-defence, are not as strict as the 

general requirements.
110

 However, the measures and use of force has to be tuned towards 

the seriousness of the situation; necessary, justifiable and proportionate still applies. 

5.2.2 Contractual regulations 

The contract serves several purposes. However, the purpose most important for the thesis 

subject is the regulation with regard to Rules for the Use of Force (RUF). The ship owner 

may become vicarious liable for offenses its servicemen commit.
111

 The PCASP are con-

tracted by ship-owners, and should accordingly be regarded as such servicemen. Guardcon 

is a standard contract issued with the relationship between shipmaster and PMSC in focus. 

Guardcon does not regulate the RUF. RUF regulations are to be implemented in the con-

tracts annex B. Baltic International Maritime Council (BIMCO) has provided guidance in 

this respect; Guidance on RUF by PCASP in Defence of a Merchant Vessel. This guidance 

aims to assist ship-owners and PMSC to review RUF, in order to provide an accurate and 

graduated level of response for employment of PCASP that is reasonable and proportion-
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ate.
112

 The guideline has the standard contract Guardcon and IMO MSC Circular 1405 

Rev1, see 2.2, as references. The guidance elaborates IMO guidelines.  

The guidance stresses that the requirement of any RUF should be that they are: 

“a) In accordance with flag state law;  

b) In accordance with regulations of any port and any Port and Coastal State laws 

which govern the storage and use by PCASP of their weapons and Security 

Equipment; 

c) Consistent with the aim of protecting and defending the crew and vessel; 

d) Consistent with the use of force only being used when essential and then using 

the minimum level necessary 

e) Part of a detailed and graduated response plan which is reasonable and 

proportionate”
113

 

The contractual regulations have to be in compliance, and should be construed complemen-

tary to a vessel`s binding regulations. However, port and coastal State may claim jurisdic-

tion based on, inter alia, the location of the incident.  

a) and b) explicitly stress that the contract should be in accordance with flag State 

law, regulations of ports and coastal States laws. The contract, also standard contracts, may 

infringe applicable law, and subsequently the contractual regulations provided are of little 

importance. It is of importance that the RUF are, as a minimum, in accordance with the 

probable jurisdictions. 

c) states the self-defence principle to the use of force and d) gives the criterion that 

use of force shall only be applied when essential, and with the minimum level necessary. e) 

puts forward an escalation of the use of force that shall be reasonable and proportionate. 

This is again stated in 7 (f), the escalation of force should be applied before lethal force is 

targeted, and 7 (g), the use of force should only be a last resort.If PCASP open fire the RUF 

should explain that 

“(i) Aimed shots should be fired to stop the attack; 

(ii) No more rounds than are necessary should be fired in order to stop the attack;  

(iii) All precautions should be taken to not injure anyone other than the targeted 

person.”
114
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The guidance also contains a section with regard to the right of self-defence, section 5. This 

section states: 

“The RUF should reflect that each of the Security Personnel shall always have the 

sole responsibility for any decision taken by him for the use of lethal force, 

including targeting and weapon discharge, always in accordance with the Rules for 

the Use of Force and applicable national law. Under most national laws individuals 

have a right to use reasonable force to prevent a serious crime and the right to use 

force in their own personal self-defence, and RUF should reflect these rights as 

appropriate.” 

 

According to Norwegian legislation the Master may delegate his authority for use of 

force, section 17.1 of the Safety Regulation states that “every person on board is obliged to 

provide assistance and abide by the measures taken.”
115

 However, to abide by the Masters 

orders by providing lethal use of force might be regarded as an extremity. If errors occur, 

PCASP has weak defence in stating that he followed orders, and accordingly the decision 

should be within the discretion of the PCASP. The Master has the authority to initiate pre-

cautionary measures that the PCASP should comply. 

The guidance gives the impression that a standard RUF easily could be placed in 

the standard contract. However, this may not be desired, as such a solution would not pro-

vide considerations and raise awareness of the matter to the contractual parties. Making the 

PMSC consider the RUF before stating them in Guardcon`s annex B therefore provides 

some sort of confidence that the legal challenges have been considered. This does not re-

move the opportunity for PMSC to have own RUFs to copy paste, but the ship-owners also 

have to agree on them. 

Some elements with regard to use of force are implemented in the standard contract 

e.g. the chain of command for the use of force, cf. 5.3.  

The contracts section 4 no 8 (c) states that: 

“Each of the Security Personnel shall always have the sole responsibility for any 

decision taken by him for the use of force, including targeting and weapon 
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discharge, always in accordance with the RUF and applicable national law.” 

 

Section 4 no 8 (d) states that: 

“Nothing in this Contract shall be construed as a derogation of the Master`s 

authority under SOLAS. Accordingly, the Master retains the authority to order the 

Security Personnel to cease firing under all circumstances. However, for the 

avoidance of doubt, nothing in this Clause shall compromise each of the Security 

Personnel`s right of self-defence in accordance with applicable law.” 

 

In order to diminish ambiguity with regard to the standard contract, Guardcon, 

BIMCO has issued an explanatory note to the contract. This states: 

“In terms of the actual use of force, Sub-clause 8(c) clearly allocates the decision to 

each of the security guards alone. This means that the Master cannot order a guard 

to shoot – each guard must act in accordance with the RUF and national law in 

deciding upon the appropriate use of force and will be held liable for the 

consequences. In this way the Master is unlikely to be exposed to any criminal 

action at a later date.  

Sub-clause 8(d) [...] Although the Master does not invoke the RUF or order the use 

of force by the security guards, he retains the right under all circumstances to order 

the guards stop firing.” 
116

 

 

Accordingly “all circumstances” as stated is debatable. The explanatory note states further: 

“...the Master`s right to order the guards to stop firing is set against the individual 

right of each guard to exercise self-defence. Simply put, an individual has the right 

to take whatever appropriate action he feels is necessary and proportionate to 

defend himself (in accordance with national law).”
117

 

 

According to the contract, the guidance, and the explanatory note, the Master is in 

charge – he is responsible for the vessel and its crew. The Master may inform PCASP when 

he feels that the vessel and crew is threatened, and may thus tell the PCASP when he feels 

that use of force may become applicable. But the use of force shall first commence when 

the PCASP feel threatened or perceive the situation as threatening. The Master remains the 

right to order the PCASP to cease fire. 
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If force is used, the PCASP have to rely on own judgement and perception of the 

situation in order to plead self-defence. The recommendation of the Master could influence 

their perception, but shall not be the sole reason for commencing use of force. If the Master 

orders to cease fire, the PCASP may continue if ceasing fire would render the PCASP in 

danger. The PCASP should cease fire when no longer threatened.  

5.3 Conclusive remarks 

The PCASP use of force is recognized to be with regard to defending oneself or others. The 

flag State has as a starting point jurisdiction for acts or omissions performed on board, but 

depending on the outcome of the act or omission, this clear jurisdiction might be chal-

lenged. This does not provide the PCASP clear predictability to what legal system errone-

ous offenses will be prosecuted by.  

The general guidelines for self-defence are strongly harmonized with Norwegian 

legislation and the contractual regulations examined. However, the requirements to the 

right of self-defence are more detailed in Norwegian legislation and Guardcon, e.g. the 

Masters authority to use force. According to Norwegian legislation, the Master has an ex-

tended discretion to use force within self-defence, and he may delegate this to others on 

board. The general requirements still apply, (to avoid, necessary, proportionate and justifi-

able), but may not be interpreted as strictly.  

The Master is the commander of the vessel. This is supported in the Security Regu-

lation section 24, stating that the Master shall approve the use of firearm in each individual 

case. This is not held as an expedient solution. It is stressed in the guidance that it should 

be the general rule, but that issuing a procedure for the use of force should suffice during, 

e.g. the night watch. 

The contractual regulations state the Masters authority, but also emphasize that if use of 

force is exercised it is the executing part that risk being liable for errors.  
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6 Conclusion 

The use of PCASP is a relatively new matter without existing binding regulations. As of 

today there are not reported a single successful attack on vessels carrying PCASP. This fact 

clearly influences the desire of shipping companies to contract PCASP. There are more 

than 200 companies providing PMSC services, giving the impression of an attractive 

marked. Despite the obvious pros, it is not an evident solution to arm guards on board mer-

chant vessels.  

IMO is aware that PCASP are being used. The organization does not endorse the 

use of PCASP, but recognize the related issues, and has consequently adopted guidelines. 

The guidelines promote minimum recommendations and considerations that should be as-

sessed before employing PCASP, with goal of enhancing the security of the industry.  

The legal challenges are not elaborated by IMO. Instead they are referred to the 

relevant States for consideration. The approval or disapproval of the use is mainly the pre-

rogative of the flag State. This is the basis for State liability due to errors committed by 

PCASP. The approval has to be held within national legislation and consistent with interna-

tional law. Flag States meet this differently, some prohibit the use of PCASP whilst others 

approve. Even with the clear link between the flag State and its vessels, some States act 

ignorant, leaving the matter to be handled by the industry itself. Because of all the different 

solutions provided by inter alia the flag States, harmonization of policies at an international 

level is yet to come.  

At the High Seas and in the EEZ, the flag State has almost exclusive jurisdiction 

over their flagged vessels. This changes in the territorial sea of foreign nations, where free-

dom of navigation is provided by the right of innocent passage, UNCLOS article 17. The 

status as innocent is obtained by avoiding activities listed in UNCLOS article 19 section 2. 

However, the use of PCASP may render the vessel not innocent. This is mainly provided 

by UNCLOS article 19.2.a) and l). 

If PCASP use force, the applicable jurisdiction is at starting point the jurisdiction of 

the flag State. There are several factors that could change this, such as the location of the 

incident, the nationality of the vessel, the company and/or the individual(s) involved. Ac-
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cordingly, PCASP do not have clear predictability to which legal system will apply if of-

fenses occur.  

Customary international law and ICC provide general instructions for the right of 

self-defence. The use of force shall be attempted avoided. If necessary, it may be applied to 

an imminent and unlawful threat. The use of force shall be within a graduated response 

plan and the force applied shall be proportionate and necessary. 

Norwegian legislation has regulated a general right of self-defence in the General 

Civil Penal Code section 48. For the Master of a ship this right is extended by specific pro-

visions in the Ship Safety and Security act section 40, providing him a higher degree of 

discretion when faced with precarious situations. The general requirements still apply, but 

they are not interpreted as strictly. Emphasis is added to the requirement of escalation of 

force, and that use of force shall, to the extent possible, be avoided. 

The Master is in command of a vessel. He may accordingly delegate his authority to 

e.g. PCASP, who are regarded as part of the crew. Despite this, the PCASP remain liable if 

lethal force has been used. 

Shipping is an international arena. The legal challenges surrounding the use of 

PCASP should be addressed at an international forum, e.g. IMO, in order to provide inter-

national consensus and increase the predictability to the matter.  
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