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1 Introduction 

The Internet developed very rapidly over the past few years and diffused in to many 

aspects of human life by way of trade, education and communication. This diffusion 

will continue to get deeper with the growth of the Internet, as will the problems that are 

caused by the usage of the Internet. Growth of the Internet caused problems such as 

spam, identity (ID) theft, viruses, violation of intellectual property rights, domain 

names, infrastructure problems about access and interconnectivity. These problems, 

which can be about technical, management or public policy issues; shows that the 

Internet needs better governance to be able to control them. These problems should be 

addressed, to take better advantage of the Internet’s potential. Internet governance is an 

initiative to handle these problems, in order to make Internet safer and more useful for 

the future. We are on the edge of a time when we have to decide about the future of the 

Internet. This decision must be given globally due to the fact that the Internet is global 

itself. This task is not easy; there are many obstacles to overcome before reaching a 

global solution. 

In this thesis I intend to argue for the importance of international cooperation for the 

Internet governance discussion with a perspective from international law and politics. 

Internet governance is an interdisciplinary subject including both technical aspects of 

engineering and governance aspects of law. The interaction of many disciplines in one 

subject makes it difficult to cover all relevant aspects in detail, especially in a short term 

work such as this thesis. Therefore, my aim is to survey the current situation of internet 

governance from the perspective of international cooperation, rather than producing a 

comprehensive study on Internet governance. 

A brief overlook to the thesis would include follows: The second chapter of the thesis 

starts by explaining self regulation which lies at the heart of Internet governance 

discussion, in order to understand the need for Internet governance and the importance 

of international cooperation on Internet governance. Third chapter explains international 

cooperation in international law, and its reflection to Internet governance and Internet 

governance models. Fourth chapter explains some of the main current organizations 

involved in Internet governance and the current situation of Internet governance. Fifth 
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chapter, which shows Internet governance as a part of a broader issue of globalization, 

binds the history and facts explained in previous chapters, with the last chapter on 

legitimacy of Internet governance. The last chapter discusses, how legitimacy can be 

achieved (its relation with democracy), and obstacles against legitimate international 

Internet governance such as digital divide and disagreements between nations on the 

subject of Internet governance. 

In the rest of this chapter, I will present some introductory concepts that needs to be 

explained with regard to the scope of this thesis.  

1.1 Internet governance 

Internet governance is a difficult subject with many aspects. The poem “The Blind Men 

and the Elephant”, by American poet John Godfrey Saxe (1816-1887), would serve as 

analogy to show this difficulty. In the poem, six blind men touch different parts of an 

elephant and each of them defines the elephant as something else. One says elephant is a 

wall, while another says it is sharp and smooth. All men are correct however none of 

them explains what an elephant is, as a whole. 

The Internet governance has many definitions by different writers due to its varying 

aspects. I prefer definitions which have a wider perspective and attempt to cover all 

aspects of the Internet governance. 

First, it should be noted that the term “governance” doesn’t necessarily mean the same 

concept as “government” in the sense of state governments. Therefore, Internet 

governance doesn’t mean any governance solely by the state governments. On the 

contrary, Internet governance should include other players such as users and private 

sector, as well as governments. In the context of Internet governance, the term 

governance refers to the agreed rules and procedures for the regulation of the Internet. 

Furthermore, Internet governance doesn’t solely mean regulating the Internet, it is a 

broader concept. “Internet governance is the development and application by 

Governments, the private sector and civil society, in their respective roles, of shared 

principles, norms, rules, decision-making procedures, and programmes that shape the 

evolution and use of the Internet.1” 

 
1 United Nations, Working Group on Internet Governance (WGIG) (2005). Report of the Working Group 

on Internet Governance [online]. Available online: www.wgig.org [Last visited 22.08.2005], p.4  
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There are two main approaches for the question of “what is Internet governance?” 

These are “Narrow vs. broad” approaches. The narrow approach focuses on the 

technical infrastructure of the Internet, such as Domain Name System, IP numbers and 

root servers. The broad approach includes public policy issues to the “Internet 

governance” definition as well as the technical issues.  

The public policy areas as defined by the Working Group of Internet Governance 

(WGIG) has four clusters: Internet infrastructure and resource management, issues 

related to the use of Internet (Spam, Cybersecurity), issues with a wider impact than the 

Internet (Electronic authentication, access protection, dispute resolution, e-government 

and privacy) and, issues with developmental aspects (Internet leased line costs). 

I support the idea that public policy issues should also be included in Internet 

governance definition. My approach to the Internet governance definition consists of 

three different aspects; public policy issues, technical governance and management of 

the Internet. I use these three concepts because I feel the need to separate the 

management aspect of the Internet (DNS, IP numbers and root servers) from the 

engineering aspect (Protocols). The management of the Internet and the organization 

responsible for this task is closer to the centre of the Internet governance debate, as the 

task may be considered as more politic than the engineering aspect. “Internet 

governance” term that I use in my thesis covers all three aspects of the term’s definition. 

1.2 International law 

International law deals with the relationships between states, or between persons or 

entities in different states. It sub-divides into "public international law" and "private 

international law". When used without an adjective, "international law" generally refers 

to "public international law." Thus, public international law "is the system of law which 

regulates the activities of entities possessing international personality.2” 

In this thesis I use the term “international law” with its meaning of “public international 

law” or also called as “conflict of laws”, referring to activities of entities possessing 

international personality, such as the states and international organizations. 

The primary sources of international law are international treaties, custom and general 

principles of law. States engage in international treaties by voluntary participation. In 

 
2 Wikipedia, The Free Encyclopedia. International law [online]. Available online: 

http://en.wikipedia.org/wiki/International_law [Last visited 25.08.2005]  
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international treaties usually there is no superior court to solve the disagreements 

between states. The enforcement mechanism is formed by the states political pressures 

upon each other. Therefore general principles of law such as “bona fide” and “pacta 

sunt servanda” provides important source for international law. On the other hand, by 

mutual agreement states can form international courts (International Court of Justice, 

International Criminal Court etc.) or international institutions with dispute resolution 

systems (World Intellectual Property Organization under the United Nations, World 

Trade Organization etc.).  

1.3 International Institutions 

International institutions facilitate the cooperation of states with common interest and 

enable the resolution of specific conflicts. A group of states conscious of certain 

interests and common values forms an international society in the sense that they 

conceive themselves to be bound by a common set of rules in their relations with one 

another. 

International institutions are created by political actors as mechanisms for legitimate 

agency structures to achieve international cooperation, by voluntary participation. 

International institutions legislates international law by multilateral agreement and on a 

non discriminative basis. States are obliged to obey this legislation due to the general 

principle of law “pacta sunt servanda” which means “promises shall be binding”. 

However the “pacta sunt servanda” rule would only be respected by the states only if 

they consider the international law as fair to the extent that rules satisfy the participants 

and to the extent that these rules are legislated and applied fairly.3

 
3 Reus-Smit, Cristian (2004). The politics of international law. Cambridge University Press, p. 14 – 44. 
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2 Self Regulation of the Internet  

2.1 Defining self regulation  

Although there is no single definition for the self regulation of the Internet, it can briefly 

be defined as a system of Internet governance where the development and 

implementation of rules and regulations governing the mechanisms and activities on the 

Internet relies on the market forces and private sector.  

A background history of the Internet along with self regulation would provide better 

understanding of the meaning of self regulation of the Internet. The history sheds light 

onto the reasons why the Internet has been self regulated from the start, and the 

underlying reasons of the political discussions over Internet governance which 

accelerated over the last years between world states, as well as the process that has been 

leading the Internet from self regulation to stricter types of Internet governance models. 

2.2 History of Internet and self regulation 

Internet’s foundational technologies first started to be developed in USA during the 

ARPAnet project. The ARPAnet project group’s task was to create a network that 

would be able to survive a nuclear attack. So that even some of the computers got 

destroyed by hostile attacks, the rest of the computer network would survive enabling 

communication for the rest of the network points. 

The invention of packet switching technology and the development of the TCP/IP 

protocol, as the back bone protocol of the Internet as a connected set of networks, are 

also major milestones in the Internet’s history. The development of the Internet 

continued with the introduction of the Domain Name System and World Wide Web. 

Those were the developments that led way to the business and media to take their place 

for the commercialization to begin.4

From a less technical point of view, the Internet began as a US government project. In 

early 90’s it also turned in to a private activity from a strictly government controlled 

 
4 Leiner, Barry M…. [et al.] (2003). A Brief History of the internet [online]. Available online: 

http://www.isoc.org/internet/history/brief.shtml [Last visited 22.08.2005] 
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network. The commercialization of the Internet after becoming a private activity 

coincides with the collapse of the USSR and the rise of liberal economies. After the 

collapse of the USSR, liberalism started to gain importance. The rise of liberalism and 

liberal thoughts, formed the background of Internet self regulation. Liberal thought 

which was suspicious of any government intervention, favoured for the Internet to be 

regulated by market forces.5

Another historical change that the Internet’s commercialization coincided is the rise of 

global economy. The world’s economy started globalizing due to the technological 

developments and industrial nation policies. With the rise of global economy, market 

forces gained importance in regulating the cooperation and conduct on the global 

economy market. Governments were slow and inadequate for the regulation of such 

cooperation and conduct.6

The concern for technological neutrality is another reason for the Internet not to be 

subjected to government regulation7; most governments were hesitant to regulate the 

new technology. They feared that too much regulation may block the development of 

the new technology. Technological neutrality is still important for the regulations in an 

area which develops too quickly and requires considerable flexibility. Current 

regulations on electronic signatures provides as an example for this concern; such as 

United Nations Model Law on Electronic Signatures (UNCITRAL) which states 

in its article 3 “Equal treatment of signature technologies” that any signature shall not 

be deprived of legal affect due to its way of  technological creation. European Union 

Framework for Electronic Signatures has a similar concern for technological neutrality, 

stated in its article 5 “Legal affects of electronic signatures”. 

To sum up, Internet started as self regulated in the beginning when it was not much 

widely used outside the USA. This beginning then influenced other nations as well. 

Countries in Europe and other parts of the world let the Internet to be self regulated. 

They too, hesitated to regulate the new technology of such complexity and accepted the 

Internet as self regulated.8

 
5 Lewis, James A. (2002) Perils and Prospects of Internet Self Regulation. In proceedings of Internet 

Societies 12th Annual Inet Conference, Washington DC, 2002. Available online: http://inet2002.org/CD-

ROM/lu65rw2n/papers/g02-d.pdf [Last visited 21.08.2005] p. 2, 3 
6 Ibid. 
7 Ibid. p.4 
8 Ibid. p.3 
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2.3 Advantages and Disadvantages of Self Regulation 

Internet survived as self regulated for a long time, however especially after the 

commercialization on the Internet, when business conduct started growing, the need for 

a better controlled Internet by way of sanction mechanisms also started to grow for 

reasons such as system security, intellectual property rights infringements and computer 

crimes. Those issues are now usually named as the “public policy issues” of the 

Internet. A sample group of public policy issues may include; intellectual property 

protection, taxation, privacy, trade, security, consumer protection, education, spam etc. 

After the commercialization on the Internet, the market forces and private sector began 

not to be able to regulate the activity on the Internet on such public policy issues. 

Internet created an alternative dimension where conduct is more free and uncontrolled 

than it is in the real world. In the offline world activities such as trade and business, 

dissemination of information are subject to various control mechanisms by way of state 

regulations or international regulations, whereas in the online world same activities are 

left to self regulation and its sanction mechanisms. Although the conduct and the 

interaction on the Internet are virtual, none of the results of these conducts and 

interactions is different than the real world. 

Due to various reasons self regulation lack in governing public policy issues. The 

“public policy issues” are generally under the responsibility of state governments. In the 

offline world, a government can regulate a public policy issue or allow it to be self 

regulated. On the Internet where there is no intervention from any kind of governance 

body, self regulation sanctions may not be enough to prevent unwanted conducts such 

as cybercrimes. Law implementation has to be backed up by sanctions to be effective; 

self regulation is unable to provide that.  

Furthermore, the fact that Internet has no clear jurisdiction is another important obstacle 

for the self regulation to be effective. Laws traditionally have been passed by 

governments that had clear jurisdictions. Legal state institutions as a part of those 

jurisdictions such as courts, which possess legitimate state power, have penalties that 

they could assess and sanctions that they could impose.  

Jurisdiction, sanction mechanisms and institutions which can impose those sanction 

mechanisms, is not clear on the online world, as they are in the offline world. Even in 

the countries where internet is subject to state regulation, same issues which create 

problems such as security, privacy, spam or pornography continues to exist. This is due 
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to the reason that no state, on its own and within its own jurisdiction can pose broad 

enough regulation and sanctions to govern the whole, global Internet.  

On the other hand, the fact that self governance lack in governing issues such as 

intellectual property protection, taxation, privacy, trade, security, consumer protection, 

education, spam etc., doesn’t mean that self regulation should totally be abandoned. The 

benefits of self regulation should not be ignored. Self regulation provides the fast, 

flexible and thus the cost effective management and solutions especially for the on-line 

business. Self regulation is also important for the freedom of speech, free dissemination 

of ideas: Internet wouldn’t develop that rapidly and became that massive information 

source if it didn’t have the freedom that the self regulation brought. However self 

regulation would work better within a framework of regulation, where the two 

supplemented each other. 
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3 International Legal Harmonization and Internet Governance Models 

Having clarified that the self regulation by it self doesn’t provide the sufficient level of 

governance of Internet and self regulation would work better within a framework of 

legislation, further discussion should focus on identifying the right model of regulative 

framework that would work best for a successful Internet governance. 

The term Internet governance, broadly refers to the standards, rules, practices, processes 

and institutions that internationally, regionally and nationally determine how the 

Internet operates and how it is used9. Internet governance models define the structure 

and operation of those standards, rules, practices, process and the institutions. As a 

result of Internet’s borderless nature, the governance model suitable for the successful 

governance of the Internet should be international. This kind of governance where 

international cooperation is crucial can be structured upon different ways of legal 

harmonization on different stages. 

Internets borderless nature and the need for international law and legal harmonization 

will also be discussed within the framework of globalization concept at the fifth chapter 

of this thesis. 

3.1 Ways of international legal harmonization  

The debate about Internet regulation has been based on the existence of two opposite 

systems; a bottom-up decentralized regime (as in self regulation) versus a top-down or 

government-managed one (as in international agreements, or supranational regulations 

such as found in the EU). 

International legal harmonization may happen in various different ways and stages 

ranging from self regulation to international treaties. Here are some examples from 

different stages:10

 
9 Australian Government, Department of Communications, Information Technology and the Arts. (2005) 

Internet Governance and the Working Group on Internet Governance (WGIG) [online]. Available online: 

http://www.dcita.gov.au/tel/international/internet_governance [Last visited 22.08.2005]  
10 Froomkin, Michael A. (1999) Of Governments and Governance. To appear in Berkeley Hi-Technology 

Law Journal. Available online: http://osaka.law.miami.edu/~froomkin/articles/governance.htm#N_38_ 

[Last visited 12.07.2005] 
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1. Legal harmonization as self regulation; when norms or usages of trade 

spontaneously develop within a transnational community. 

2. Legal harmonization as a result of regulatory competition; when one jurisdiction 

copies another's rules. 

3. Legal harmonization when governments engage in communal law reform 

projects such as United Nations Commission on International Trade Law 

(UNCITRAL), which produces model laws. 

4. Legal harmonization when nations form supra national bodies for the 

harmonization of laws such as the European Union and the North American 

Free Trade Agreement (NAFTA). 

5. Legal harmonization by International and multilateral treaties. 

The level of legal harmonization gets broader from the loose level of self regulation to 

the strict level of international treaties. An international model for Internet governance 

will be decided and structured on different levels of international legal harmonization. 

An Internet governance model is a way of international legal harmonization as it is 

based on an international harmonization model. Internet governance must be both 

global and sufficiently harmonizing. Unless the Internet is regulated with the sufficient 

model and globally, the result would be splitting and dividing the Internet in to national 

borders in order to be able to control it easily. Needless to say, in that case, Internet 

wouldn’t be ‘inter’net anymore.  

However, it is not clear which model for Internet governance will be chosen, how it will 

be chosen or which level/levels of harmonization will be suitable. The more regulated 

the Internet become doesn’t mean the more harmonized the Internet regulation is. On 

the contrary, any excessive regulation for the Internet would mean over regulation, 

which may cause the result of blocking the Internet technology and the desired conduct 

on the Internet.  

United Nations’ attempt (World Summit on Information Society) for Internet 

governance is criticized on the grounds that, if the Internet is exposed to governance 

regulation and bureaucracy, these will eventually slow it down. However it doesn’t 

necessary mean that the upper level of harmonization would automatically mean 

excessive regulation. The best way is always somewhere between the higher level of 

harmonization and minimum level of regulation. 

 This discussion leads the way to the main question of “which Internet governance 

model would be the best?” or “how much regulation does the Internet need?” 
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3.2 Current Internet Governance Models 

Internet governance task is fulfilled neither only under one organization or institution 

nor by way of only one type of legal harmonization. Existing types of Internet 

governance mechanisms vary between different forms of legal harmonization:11

• Non-Governmental Mechanisms: Non-governmental organizations private 

corporations established to carry out, or given responsibility for, management of 

certain functions. ICANN is a leading example for such organizations. It is 

incorporated under Californian law as a non-profit corporation, for ensuring that 

certain key functions on which the present-day Internet is critically dependent. 

• Development Assistance Mechanisms: Intergovernmental arrangements for 

providing assistance to developing countries with respect to particular issues 

(e.g. UNCTAD, International Trade Centre UNCTAD/WTO, UN/CEFACT).  

• Policy Coordination Mechanisms: Intergovernmental arrangements for 

coordinating national policies and providing direction to international 

organizations, but which do not create agreed norms or standards (e.g. 

UNCTAD Conferences, UNCITRAL model laws, OECD and APEC policy 

frameworks).  

• Standards-Making Mechanisms: Intergovernmental arrangements which 

establish norms and standards, but which are not subject to national ratification 

and which do not create obligations in national or international law (e.g. ITU 

Technical Recommendations).  

• Treaty-Making Mechanisms:  International treaties have three types depending 

on their sanctioning mechanisms: 

1. Regulatory treaties with teeth: These are intergovernmental agreements 

which are subject to national ratification, which create regulatory 

obligations in national and international law, and which can be enforced 

through binding international dispute resolution mechanisms. The degree 

to which such treaties have “teeth” also vary. For example, on the one 

hand, the WTO is able to make determinations on trade issues which are 

 
11 United Nations Working Group on Internet Governance. (2005) Towards a Common Understanding of 

the roles and Responsibilities of all Stakeholders in Internet Governance [online]. Past WGIG working 

papers. Available online: http://www.wgig.org/docs/WGIGpaperStakeholders.pdf [Last visited 

21.08.2005] p. 2,3 
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internationally enforceable. Through its Dispute Settlement mechanism 

it has the power to authorize retaliation when a country does not comply 

with a ruling. On the other hand there is the more common example of 

WIPO where IPR regimes depend on national legal systems, and are 

consequently only implemented to a limited extent.  

2. Regulatory treaties without teeth: These are the intergovernmental 

agreements which are subject to national ratification, which create 

regulatory obligations in national and international law, but which do not 

include binding dispute resolution mechanisms (e.g. the ITU Radio 

Regulations and International Telecommunication Regulations).  

3. Policy treaties: These are the conventions and other intergovernmental 

agreements which are subject to national ratification, and which generate 

policy commitments at the national and international levels without 

creating legal obligations (e.g. UNESCO Conventions, ITU 

Plenipotentiary Conference Resolutions).12 

3.3 Ideal Internet Governance Model 

Another difficulty in finding the right model for Internet governance is that national 

states have many diverging views that it is not easy to reach a common global 

consensus on the right model. However, it can be argued that by the time passed since 

90’s as the Internet grow larger and the problems got bigger, states got more eager to 

find a common solution, or at least, the articles written on the subject in recent years13 

gives this impression. People used to support the independent model of free Internet and 

J.P. Barlow14 more than they do today. Today they are getting closer to the idea of 

stronger Internet governance. More people and countries in the world today support the 

UN and protest less against the idea of a more controlled Internet. UN WSIS process is 

 
12 Ibid. 
13 Baird, Zoë (2002). Governing the Internet Engaging Government, Business, and Nonprofits. Foreign 

Affairs, November December 2002, Volume 81, number 6. Available on the internet, 

http://www.markle.org/downloadable_assets/06_baird_15_20.pdf [Last visited 23.08.2005]  
14 John Perry Barlow famously put it in his 1996 Declaration of the Independence of Cyberspace: 

‘Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace … 

You have no sovereignty where we gather … We have no elected government, nor are we likely to have 

one.’ 
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a good example for this change. World Summit on Information Society is a UN world 

summit where government and private sector representatives discuss the future of the 

Internet. UN and WSIS will be discussed again in fourth chapter of this thesis.  

When discussions from the WSIS are considered, there at least seems to be a consensus 

on “how should the Internet governance model be like”. The right kind of governance 

model should be international, capable of operating across borders; it should be multi-

sectoral, including a wide variety of voices and participants; and finally, in this search 

for multi-sectoral governance, civil society must be accorded an equal voice alongside 

governments and industry15. This kind of governance can be seen as a compromise 

between international model which is a way of designating civil society from the main 

representatives of private sector players, non-profit entities, users and intergovernmental 

model which brings several governments together on an equal platform such as the UN, 

which is set up by governments but are led by a mix of government, business, and 

nonprofit organizations from the developed and developing worlds.16

 
15 Baird, Zoë and Verhulst, Stefaan (2004). A New Model for Global Internet Governance. To be 

published in, Governance in the 21st Century: The Partnership Principle, Alfred Herrhausen Society for 

International Dialogue, 2004. Available online: 

http://www.markle.org/downloadable_assets/ahs_global_internet_gov.pdf [Last visited 11.07.2005] p.2 
16 Dmilaville, Loic. Which internet Governance Model? [online]. Available online: 

http://smsi.internet.gouv.fr/damilaville_dns_np_0503en.pdf [Last visited 11.07.2005] p.1,2 
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4 Organizations Involved in Internet Governance 

There exists no single organization to handle the issue of Internet governance by only 

itself, worldwide. There are many aspects of Internet governance such as the DNS 

system, protocols, communication infrastructure and public policy issues. Therefore 

there are more than a dozen of organizations that are international, intergovernmental, 

regional or national that deals with the issues of Internet governance. 

4.1 Intergovernmental Organizations 

There is a wide range of types of international and intergovernmental organizations 

involved in governance arrangements. Intergovernmental organizations’ members are 

usually only national governments representatives, and only national governments have 

full rights in decision-making processes. However, to varying degrees, these institutions 

have accreditation processes and rules of procedure that allow other stakeholder groups 

to participate in their work as observers.  

Such an organization is the ITU. International Telecommunications Union is an 

international organization within the United Nations System where governments and the 

private sector coordinate global telecom networks and services. ITU provides 

opportunities for input from the private sector, civil society, and other 

intergovernmental and international organizations on standards-making and policy 

coordination activities, through direct participation in non-binding decision-making 

processes. WTO and OECD are also examples for intergovernmental organizations, 

however they have more restrictive rules on membership that the ITU. 

4.1.1 UN and the World Summit on Information Society  

United Nations has organizations such as ITU and WIPO involved in Internet 

governance, furthermore a significant attempt by the UN to discuss the future of Internet 

governance and develop a common understanding has been the World Summit on 

Information Society (WSIS).  

What is a UN world summit? 

The recent high-profile conferences on development issues often held at the Summit 

level by the UN, by involving Heads of state and government and other high-profile 
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world leaders from intergovernmental and non-governmental organizations as well as 

from civil society and the private sector together. UN Summits have been held on a 

variety of issues that have commanded the attention of the world including the world 

summit on information society (WSIS). UN Summits provide grounds for a free 

exchange of views for its 191 member states.17

What is WSIS? 

Due to the revolution in the digital age and the need for a global discussion, following a 

proposal by the Government of Tunisia, the International Telecommunication Union 

adopted a resolution at its Plenipotentiary Conference in Minneapolis in 1998 to hold a 

World Summit on the Information Society (WSIS) and to place it on the agenda of the 

United Nations, which would be held in 2003-Geneva and 2005-Tunisia in two phases. 

The summit was scheduled as two phrases as the issue held by the summit requires 

global discussion. The first phase of the Summit held in Geneva in December 2003 laid 

the foundations of the Information Society by agreeing to a Declaration of Principles 

and a concrete Plan of Action. The second phase will review the implementation of the 

Action Plan and will set new (and more detailed) targets for the period 2005-2015. It 

will also deal with the important unfinished business of the first phase, e.g. the 

governance of the Internet.18

In other words, first phase of the Summit created the design for the information society 

and second phase will create the construction plan based on that design for 

implementing what had been decided on at the first Summit. 

4.1.2 Internet Governance and WSIS 

In the first phase of the Summit, “Internet governance” was debated by governments 

and other interested parties. Although there were agreements on some basic principles, 

there also remain divergent opinions in this area. Even now, there are widely different 

opinions as to how “Internet governance” should be defined and what the real issues 

involved in Internet governance is. In order to solve the difficulties in reaching a 

consensus due to divergent opinions of the participants, it was decided to form a 

 
17 United Nations, World Summit on Information Society (2004). Basic Information: About WSIS 

[online]. Available online: http://www.itu.int/wsis/basic/un-summits.html [Last visited 22.08.2005] 
18 Ibid. 
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Working Group on Internet Governance (WGIG), to give guidance on the issues of 

Internet issues, which would report its findings to the second phase of the Summit.19

WGIG 

Working Group is not a negotiating body, but a working group with the task of 

preparing the ground for the negotiations to be held in the framework of the World 

Summit on the Information Society20. The main activity of the Working Group on 

Internet Governance is "to investigate and make proposals for action, as appropriate, on 

the governance of Internet by 2005.", and to present the result of its work in a report 

"for consideration and appropriate action for the second phase of the WSIS in Tunis 

2005".   

“It is asked, inter alia, to deal with the following issues:  

Develop a working definition of Internet Governance; 

Identify the public policy issues that are relevant to Internet Governance;  

Develop a common understanding of the respective roles and responsibilities of 

governments, existing international organizations and other forums as well as the 

private sector and civil society from both developing and developed countries.21”  

The working group presented its final report on July 18, 2005 for the second phase of 

the summit which will be held in November 200522. The final report of the working 

group will provide basis for the further studies of the WSIS process.  

Before the submission of the final report the working group held 4 meetings and many 

consultations about its tasks.  

First task of the group was “to develop a working definition of Internet governance”. 

The debate mostly focused on two main views. One view was to make the definition 

 
19 International Telecommunication Union, Council Working Group on the World Summit on the 

Information Society (2004) Beyond Internet Governance [online]. Available online: 

http://www.itu.int/council/wsis/Geneva3_04/intgov-contribution-wg-wsis.doc. [Last visited 22.08.2005] 

p.7,8 
20 United Nations, Working Group on Internet Governance (WGIG) Meeting, Press Release (2005). 

Focus on Recommendations for Action, Adequacy of Internet Arrangements [online]. Available online: 

http://www.un.org/News/Press/docs/2005/pi1660.doc.htm [Last visited 22.08.2005] 
21 United Nations, Working Group on Internet Governance (WGIG) web site. Available online: 

http://www.wgig.org/About.html [Last visited 22.08.2005] 
22 United Nations, Working Group on Internet Governance (WGIG) (2005). Report of the Working Group 

on Internet Governance [online]. Available online: www.wgig.org [Last visited 22.08.2005] 
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from a narrow perspective namely the technical management of the Internet which 

involves organizations such as ICANN. The other view was to make the definition in a 

way that also includes other governance issues such as the public policy issues. The 

definitions made by the group favour the former and the group suggests the acceptance 

of the following definition in its background report23 which was released on July, 15 

2005 before final report itself: 

 “Internet governance is the development and application by governments, the private 

sector, and civil society, in their respective roles, of shared principles, norms, rules, 

decision making procedures and programs that shape the evolution and utilization of the 

Internet.” 

Then, the report explains the definition in the following paragraphs: 

“This working definition reinforces the concept of inclusiveness of Governments, the 

private sector and civil society in the mechanisms of Internet governance. This working 

definition also acknowledges that with respect to specific issues of Internet governance 

each group will have different interests, roles and participation, which in some cases 

will overlap. 

It should be made clear, however, that Internet governance includes more than Internet 

names and addresses, issues dealt with by the Internet Corporation for Assigned Names 

and Numbers (ICANN): it also includes other significant public policy issues, such as 

critical Internet resources, the security and safety of the Internet, and developmental 

aspects and issues pertaining to the use of the Internet.24”  

The final report of the Working Group has been successful in defining the meaning of 

Internet governance and defining the public policy issues, however the report is less 

clear on issues such as defining roles and responsibilities of the actors and action plan. 

With regard to report’s proposal for action, it reaches a consensus on the creation of a 

new multi-stakeholder forum to deal with Internet issues however doesn’t provide any 

detail on how the forum can be formed. Instead, it sets out four different organizational 

models in a very brief outline format, none specifying particular governance techniques 

 
23 United Nations, Working Group on Internet Governance (WGIG) (2005). Background Report of the 

Working Group on Internet Governance [online]. Available online: http://www.wgig.org/index.html [Last 

visited 22.08.2005] 
24 Ibid. p.4 
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or functions. The final report is also not clear in identifying and separating the national 

governments role on public policy issues from technical issues of governance.25

WGIG report wasn’t expected to come up with the perfect definitions and model of 

Internet governance yet it is considered to be a good starting point for the next WSIS 

summit which will be held in Tunisia in November 2005. 

4.1.3 UN and Internet Governance Discussion 

Although it is not yet clear, what the results of the second summit would be in 

November and how these summits would contribute to the development of the Internet 

governance issue, the UN attempts for Internet governance by organizing a world 

summit shouldn’t be underestimated. Neither the WSIS nor the WGIG provided miracle 

plans of Internet governance yet, however they provided a good starting point for the 

discussion. First of all, with the WSIS, “…heads of state and governments recognized 

the importance of the Internet, by way of acknowledging that the Internet is a central 

element of infrastructure of the emerging information society, whereas recognizing that 

there are different views on the suitability of current institutions and mechanisms for 

managing processes and developing policies for the global Internet.26” Furthermore 

WSIS provided a platform, wide enough for the world states to participate equally and 

share their ideas about the future of the Internet. States realized there are issues which 

they share the same point of view and also there are issues which they don’t.  

A wider perspective to the UN initiative for the discussion of Internet governance brings 

the question whether UN is the right platform for leading such attempts. Considering 

the fact that the task of governing the Internet needs a platform where full participation 

from states and other relevant parties (such as civil society) can be achieved; UN 

appears as an international organization capable of providing this wide platform. In the 

past, UN successfully taken initiative in leading important issues such as climate 

 
25 Mathiason, John and Mueller, Milton (2005). Concept Paper by the Internet Governance: Quo Vadis? , 

A response to the WGIG Report Concept Paper by the Internet Governance Project [online]. Available 

online: www.internetgovernance.org [Last visited 17.07.2005] 
26 Nweke, Remmy (2005). Politics of Internet Governance [online]. Available online: 

http://www.wgig.org/docs/Politics-of-Internet-Governance.htm [Last visited 17.07.2005] 
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change27 and can be successful again in paving the way for an international Internet 

governance discussion and global future plans on Internet governance. 

4.2 Non-governmental Organizations 

Non governmental international organizations are the ones usually involved in 

management or engineering governance of the Internet. The Internet Corporation for 

Assigned Names and Numbers (ICANN) is a prime example for non governmental 

international organizations involved in Internet governance. 

4.2.1 Internet Management and ICANN 

ICANN is an internationally organized, non-profit corporation that has responsibility for 

Internet Protocol (IP) address space allocation, protocol identifier assignment, generic 

(gTLD) and country code (ccTLD) Top-Level Domain name management, and root 

server system management functions.28

ICANN was created in 1998 taking over the responsibilities of its former organization 

IANA, under USA, California law. It is a non profit organization under USA law and 

created by USA government for the control of Domain Name and root server system all 

over the world. To see what power ICANN possesses and why there is a debate about 

ICANN, it is important to understand what Domain Name System (DNS) is. 

For the computers all aver the world to communicate with each other, first they have to 

find the destination computer they want to communicate over a decentralized structure. 

In order to do that, they need the address of the destination computer; which is the IP 

number. However we humans are not necessarily proficient in dealing with computer 

friendly IP numbers, instead we use human friendly Domain Names as the address of 

the destination computer. The DNS has a database of both the IP numbers and Domain 

names, and when we type the domain name the DNS turns the name into the IP number 

of that destination.  

 
27 Internet Governance Project, Concept Paper by the Internet Governance Project (2004). A framework 

Convention: An Institutional Option for Internet Governance [online]. Available online: 

http://dcc.syr.edu/miscarticles/igp-FC.pdf [Last visited 22.08.2005] p.1,2 
28 Internet Corporation for Assigned Names and Numbers (ICANN) web site. Available online: 

http://www.icann.org/general/ [Last visited 22.08.2005] 
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ICANN is the organization managing this addressing system and therefore the 

decentralized computer network is in effect by the centralized control of ICANN over 

the DNS. 

So ICANN is not actually an “Internet governance” body in the broad sense ICANN is 

only managing an important aspect of the whole framework of Internet governance. It 

has nothing to do with any public policy issues. 

ICANN is still in the centre of the Internet governance debate, which is basically on the 

question whether control over the domain name system and root server system should 

be under control of one single government or, should the government of these systems 

be somehow different than we currently have. Domain names became highly valuable 

especially after the commercialization of the Internet; therefore no government other 

than USA is much comfortable about ICANN’s sole control over these mechanisms.  

The problem about the ICANN governance is that legitimacy and accountability of 

ICANN appears to be questionable. ICANN was formed with no international 

cooperation or involvement of national states. In the beginning those states were not 

interested in governance issues of the Internet but over the years with the growth of the 

Internet they became more involved. However, ICANN leaves the other states outside 

the framework. Governments, which are the traditional regulators of communication, 

have no power on ICANN board. They are only granted a mere advisory function to be 

fulfilled by the Governmental Advisory Committee.29

Although ICANN is on the technical governance part of the picture, it does also engage 

in activities such as licensing and trademarks and dispute resolution, which would 

normally be under national governments’ authority. Furthermore, ICANN is under the 

law of USA, which is giving a higher stand point for the USA government in 

international arena. Contrary to the idea that Internet governance should be international 

by equal participation of world countries, under the law of USA, ICANN controls the 

DNS.  

During the Working Group sessions of the WGIG, especially developing country 

governments sharply criticized ICANN and suggested that International 

 
29 Hofmann, Jeanette. Globalization and Democracy – Lessons from the field of Internet regulation 

[online]. Available online: http://www.wz-berlin.de/ow/inno/pdf/zeit-29-08-02.pdf [Last visited 

22.08.2005] p.3,4 
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Telecommunications Union (ITU) should take over ICANN’s responsibilities30. 

Considering the fact that USA is a country with superior economic and diplomatic 

power and voice on international platforms, it doesn’t seem likely that the USA will 

give up on ICANN easily. Nevertheless, the international pressure from other countries, 

may force the USA to take precautions by making workings of ICANN more 

transparent, and by building on its legitimacy and accountability. 

4.2.2 Engineering Governance of the Internet and IETF 

Engineering governance defines the existing architecture, and existing protocols, and 

proposed future architecture and protocols of the Internet31. The technical management 

of the Internet has a relatively clear architectural vision with substantial input of many 

cooperative volunteers from multiple sectors through the Internet Engineering Task 

Force (IETF), which still serves as the formulating body for Internet standards32. The 

Internet Engineering Task Force (IETF) is a large open international community of 

network designers, operators, vendors, and researchers concerned with the evolution of 

the Internet architecture and the smooth operation of the Internet. 

The importance from the law perspective is that the IETF is an international community 

under the general framework of ISOC Internet Society; an international organization for 

global coordination and cooperation on the Internet, promoting and maintaining a broad 

spectrum of activities focused on the Internet's development, availability, and associated 

technologies. Furthermore it is open to any interested party and therefore can be 

regarded as more transparent than the management part of the Internet.  

The engineering governance of the Internet is not subject to vehement Internet 

governance discussion due to its technical character and the transparency of 

organizations involved. 

 
30 Drake, William J. (2004).  Reframing Internet Governance Discourse: Fifteen Baseline Propositions 

[online]. Available online: http://www.ssrc.org/programs/itic/publications/Drake2.pdf [Last visited 

22.08.2005] p. 9, 10, 11, 12  
31 Clark, R. (2002). Overview of Internet Governance [online]. Available online: 

http://www.anu.edu.au/people/Roger.Clarke/II/Governance.html [Last visited 22.08.2005] 
32 Sadowsky, George….[et al.] (2004) Internet Governance: A Discussion Document Prepared for the 

United Nations ICT Task Force [online]. Available online: 

http://www.internetpolicy.net/governance/20040315paper.pdf [Last visited 22.08.2005] p.12 
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5 Globalization of the Internet and international law 

The Internet and the issue of Internet governance can also be viewed as a part of a 

broader concept “globalization”. From this perspective, Internet governance issue is an 

aspect of globalization and needs international cooperation and international laws to be 

regulated. Understanding the meaning of “globalization” and “Internet governance as an 

aspect of globalization” helps understanding the need for international cooperation and 

legal harmonization for Internet governance. 

Globalization is a term used to describe the changes in societies and the world economy 

that are the result of dramatically increased trade and cultural exchange33. Globalization 

brings the de-nationalization of political, economic, and social issues that are 

traditionally under national states’ control. It is a process that takes place without regard 

to geographical boundaries. However de-nationalization doesn’t mean that the role of 

national states is diminishing, on the contrary states still have utmost importance as the 

actors to create the international law. 

Although globalization is an important trigger for the development of international law, 

it differs from international law making processes. International law arises between or 

among national states by national governments; whereas globalization aims the world to 

become a whole as one without national boundaries. Relation between globalization and 

international law might be summarized by saying that globalization increases the 

international relations between persons, entities, states and international law regulates 

these relations.  

Another aspect of globalization processes is that it involves flow of ideas, goods, 

services, and people, and the communications networks necessary to sustain them. The 

new communication technologies enabled the faster flow of information which boosted 

globalization. Especially the spread of the Internet throughout the world made 

significant advancement for globalization in not only economic, but also in cultural and 

ideological terms. In other terms, Internet and recent communication technologies have 

 
33 Wikipedia, The Free Encyclopedia. Globalization [online]. Available online: 

http://en.wikipedia.org/wiki/Globalization [Last visited 22.08.2005] 
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been supporting globalization and thus de-nationalization which in turn trigger the 

international law.  

A significant example for the relationship between globalization and international law is 

the cyberspace itself. Cyberspace has no territory, it is supra-territorial. No nation by 

itself has the power to have absolute sovereignty in cyberspace, however this doesn’t 

mean that sovereignty of the nations are dead. This means that for an area of supra-

territory the sovereignty must also be supra-national. Supra-national sovereignty can be 

achieved by ways of international law.34

The Internet, more specifically, helped the globalization of the information by spreading 

it through the world like a superficial bridge across the borders. Compared to other 

aspects of globalization, such as international trade of goods or migration, information 

is not as easy to neither control nor coordinate. Information travels easier without any 

control, such as copyrighted information, unwanted information or illegal information. 

In addition, any control mechanism to control the flow of information, would have some 

problems. These problems are related not only to international cooperation and 

international politics, but also to some other issues such as freedom of information. 

Therefore the globalization of information poses far complicated and sensitive problems 

than any other global issues we faced until today. 

“The central utility of today’s globalization – whether it be the pleasures of eco-tourism, 

or the availability of breakthrough drugs, or the instantaneous communication through 

the Internet – will depend on world law’s success with these issues.35” 

 
34 Zekos, G. (2002). Cyberspace and Globalization. Law, Social Justice & Global Development Journal 

(LGD), 2002 (1). Available online: http://www2.warwick.ac.uk/fac/soc/law/elj/lgd/2002_1/zekos/ [Last 

visited 15.07.2005] 
35 Bederman, David J.  Globalization and International Law. International Legal Theory Colloquium by 

Professor Carlos M. Vázquez, Georgetown University, 2005. Available online: 

http://www.law.georgetown.edu/LegalTheory/documents/MovementandCommons.pdf. [Last visited 

22.08.2005] p.40 
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6 Legitimacy of Internet Governance 

In political science, legitimacy means whether or not people accept the validity of a law 

or ruling or the validity of a governing regime. Legitimacy is considered as fundamental 

to rule: without at least a minimal amount of legitimacy, a government will deadlock or 

collapse 36. Same argument is valid for Internet governance. Although Internet 

governance does not necessarily indicate the word “government”, Internet governance 

also refers to certain kinds of rules and law for people to respect and obey. Thus, for an 

Internet governance model to be successful, legitimacy has vital importance. 

As legitimacy means people’s acceptance of the validity of the law, then the key word 

to consider would be “acceptance”: when do people accept the law as valid? Here, 

reference is made to cases where people willingly accept the legitimacy of the law and 

respect its outcomes such as in democracies and not to cases where people are made to 

accept the law as valid by force, such as in dictatorships. 

Democracy is the most important aspect to consider while investigating the legitimacy 

of Internet governance. If an Internet governance model to be successful, it has to be 

legitimate, and to be legitimate it has to be democratic in order to be accepted as 

legitimate by people. 

6.1 Democracy and International Organizations 

Internet has changed a lot over the years and looking at the current status and problems, 

it needs to be regulated somehow to be under control not to let the Internet be a chaotic 

place. These attempts for regulation should be formed by the coordination of all 

governments and related parties including civil society and private organizations, in 

order to be democratic. The idea of sharing responsibility of regulating the Internet 

stems from the fact that Internet belongs to everybody, so everybody has the right to be 

involved in its regulation; thus it’s a matter of democracy. If the Internet has become 

something global then we need global democracy for the organizations governing it. But 

how much democracy can be achieved in international arena? 

 
36 Wikipedia, the free Encyclopedia. Legitimacy (political science) [online]. Available online: 

http://en.wikipedia.org/wiki/Legitimacy_%28political_science%29 [Last visited 17.07.2005] 
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  In a simple definition, democracy can be defined as; government by the people, 

exercised either directly or through elected representatives, through majority rule. The 

ideal form of democracy is direct democracy when people exercise their power of 

governance directly from the first hand.  Today however the kind of democracy we 

have, due to mass population problem, is the second hand democracy through elected 

representatives. We respect and accept the result of democracy as an outcome of the 

majority rule even if we sometimes don’t support it37. In a group of people where 

majority rules; it is believed that the best outcome would be the ruling of the majority 

for the common good of the group. An individual who has the group consciousness 

accepts the democratic outcome of the group of which he is a member. If we observe 

today’s world through this perspective, the nation states are the major groups that 

individuals feel themselves a member of. Therefore the feeling of nationality helps 

people to accept and respect the democracy. 

The democracy concept of the international organizations is far more different. To begin 

with, even if an international organization has the qualifications of transparency, 

equality, equal representation to be democratic; there exists no group consciousness on 

that platform, such as nationality in a nation state. Therefore, it will not be as easy as it 

is in a nation state, for the people to accept and respect the outcomes from international 

organizations. Furthermore the representation in an international organization is one 

step further than the national state representation. People do not vote for those 

representatives, usually they are appointed by the state governments. An appointment 

by the elected government wouldn’t have any legitimacy problem, yet for the 

individuals it looks rather like a third hand democracy.38

Same situation exists for the current or future international institutions engaged or will 

engage in Internet governance. The countries which do not participate in Internet 

governance democratically may not easily accept the outcome of the international 

organizations which create rules and law in order to govern the Internet. In other terms, 

these countries who will also be subject to Internet governance but who didn’t have a 

voice or enough voice on the process of law or policy making for Internet governance, 

 
37 Hofmann, Jeanette. Globalization and Democracy – Lessons from the field of Internet regulation 

[online]. Available online: http://www.wz-berlin.de/ow/inno/pdf/zeit-29-08-02.pdf [Last visited 

22.08.2005] p.1 
38 Ibid. p.1,2,3 



 

 26 

                                                

would have difficulty in accepting the rules set by international organizations. 

Furthermore, the people of those countries may have difficulty in accepting the Internet 

governance rules. Even if the national state participated in international Internet 

governance decision making processes, for the people of national states, the law of an 

international organization will be like a third hand democracy which would make it 

harder for them to accept the legitimacy.  

Nevertheless, the group consciousnesses for the people to accept Internet governance as 

legitimate (a consciousness such as nationality) can be provided by the logical aim of 

the international organization. An international organization with the purpose of better 

and safer Internet for the people of the world by way of Internet governance, which is 

agreed by the majority of the countries (including not only governments but also private 

parties, civil society and Internet users), would be an important reason to accept the 

organization’s decisions and outcomes. But this may only occur only if the requirements 

of democracy (such as equal participation) are fulfilled.  

The final report of the WGIG as well as the WSIS principles acknowledges the 

importance of democracy by stating:  

“The WGIG recognized that any organizational form for the governance 

function/oversight function should adhere to the following principles: 

• No single Government should have a pre-eminent role in relation to international 

Internet governance. 

• The organizational form for the governance function will be multilateral, 

transparent and democratic, with the full involvement of Governments, the 

private sector, civil society and international organizations. 

• The organizational form for the governance function will involve all 

stakeholders and relevant intergovernmental and international organizations 

within their respective roles.39” 

6.2 Democracy and Digital Divide 

As was discussed above, legitimacy and democracy are closely related concepts. 

Another concept closely related to democracy is equal participation. However equal 

participation from all world countries on a common platform hasn’t fully been achieved. 

 
39 United Nations, Working Group on Internet Governance (WGIG) (2005). Report of the Working Group 

on Internet Governance [online]. Available online: www.wgig.org [Last visited 22.08.2005] p.12 
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The “digital divide” is a concept defining the gap between people or countries for whom 

computing and Internet technologies are within reach, and those for whom they are not. 

It is an issue that is influenced by developing country politics which do not give the 

Information and Telecommunication Technologies (ICT) priority among other problems 

such as poverty and hunger. The digital divide is due to various reasons, and affects the 

rate of participation to activities on international platforms on Internet governance and 

the future of the Internet. 

6.2.1 Digital Divide 

“The digital divide is a social/political issue referring to the socio-economic gap 

between communities that have access to computers and the Internet and those who do 

not. The term also refers to gaps that exist between groups regarding their ability to use 

ICT effectively, due to differing levels of literacy and technical skills, as well as the gap 

between those groups that have access to quality, useful digital content and those that do 

not. 40” 

 Digital divide may occur between countries as well as between people in the same 

country or community. The digital divide between individuals or groups of people in 

same country is an issue concerning state governments but not an issue related with 

international Internet governance, therefore won’t be discussed here. 

The digital divide which occurs between countries or between different regions of the 

world, is major concern for international Internet governance. The issue has also been 

discussed in the WSIS, as a developmental aspect of the Internet governance. It was 

declared that “The Geneva Declaration of Principles from the World Summit on the 

Information Society (WSIS) recognizes that the ambitious goal of bridging the digital 

divide will require strong commitment by all stakeholders at both national and 

international levels.” and a thematic meeting was held during WSIS to examine how 

governments, the private sector, civil society and international organizations can work 

together to help to bridge the digital divide.41

 
40 Wikipedia, the free Encyclopedia. Digital Divide [online]. Available online: 

http://en.wikipedia.org/wiki/Digital_divide [Last visited 17.07.2005] 
41 United Nations, WSIS Thematic Meeting on Multi-Stakeholder Partnerships for Bridging the Digital 

Divide. 23 - 24 June 2005. Seoul, Republic of Korea.  
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6.2.2 Reasons of Digital Divide 

An obvious reason for digital divide is the lack of financial resources. Few people in 

developing countries have enough money to access information technologies such as the 

Internet. Actually, it is not only the information technology these people do not have, 

but also other kinds of technologies. Information technology is only one of the facilities 

that developing country people has difficulty accessing.  

Another reason, which is related to the financial problems, is the lack of technical 

expertise needed for the introduction of the information technologies to those countries 

and people. Financial inadequacy along with lack of technical expertise also means that 

telecommunications infrastructure, which is highly important for technologies such as 

Internet, is relatively highly costly. 

Culture and education also play a role in extending the digital divide. When 

“development by employing technology” is not a part of the culture or education, 

people simply would not feel the gap of technology in their everyday life. Therefore 

they live without the advantages of such usage, unless the benefit and practice is 

introduced to them.  

The innovative force of internet has always been from the developed countries. 

Languages of those nations, especially English, have dominated the Internet from the 

outset. So, there is an imbalance of language as well, in favour of developed nations.  

Censorship, religious beliefs, and government control can also play a significant role in 

extending the digital divide. A significant example would be the so called great firewall 

of China, preventing citizens of China reaching certain kinds of information. Same case 

is happening in some Muslim countries such as Iran.42

However, developing countries will miss a critical opportunity if they remain behind. 

Information and telecommunication technologies in general can provide opportunities in 

improving the delivery of basic services such as health and education, promoting 

government transparency and accountability and fostering democratic governance. But 

unfortunately, digital divide problem don’t seem to be a priority in developing countries 

when compared to other major problems such as poverty, illiteracy and unemployment. 

Building technology and information infrastructures for developing countries will never 

 
42 [23] Singh, Jagtar.  From Atoms to Bits: Consequences of the Emerging Digital Divide in India. 

South Asian Libraries & Information Networks (SALIN) (an electronic journal). Available online: 

http://www.universitypunjabi.org/pages/dlis/salin/asist.htm [Last visited 23.08.2005] 
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take precedence over health care, starvation, and other immediate issues, unless 

measures are taken to improve the digital divide so that other issues can be remedied 

easier.43

6.2.3 Lack of Participation of the developing nations 

All countries must be able to participate with equal dignity in global Internet 

governance if they are to successfully influence Internet policies. However, not all 

countries are showing effort to participate in governance of the Internet.  

Reasons for such lack of participation are as follow:44

1. Lack of financial resources: Developing countries often lack the financial and 

human resources necessary to take part in the international platforms. 

2. Complexity of the new technologies: The technology for Internet governance is 

highly advanced: both the technical aspects and policy issues are needed to be 

dealt by experts. However the education of these experts and the financial 

support for these experts to participate on international platforms calls for 

resources most developing countries can’t afford.  

3. Complexity of international institutions: There is no single institution for 

Internet governance right now but instead there are many different international 

institutions dealing with different aspects of the Internet. For example, ICANN 

manages DNS, IETF develops and maintains architecture, UN works for a 

solution for all political and technical aspects etc. So there exists not only one 

institution for the developing countries to participate, but many. This complexity 

of organizations is also a discouraging obstacle which necessitates more 

expertise and more financial resources be invested by developing countries. 

4. Confusion between governance and government: Even while most of the 

developing nations are member of the various international organizations, their 

 
43 [30] Warfield, Steven. (2004). Divide in Other Countries [online]. Available online: 

http://www.personal.psu.edu/users/m/w/mwg142/group2/ethnicity.html [Last visited 23.08.2005] 
44 Baird, Zoë (2002). Governing the Internet Engaging Government, Business, and Nonprofits. Foreign 

Affairs, November December 2002, Volume 81, number 6. Available on the internet, 

http://www.markle.org/downloadable_assets/06_baird_15_20.pdf [Last visited 23.08.2005] p. 16, 17 



 

 30 

                                                

representation is limited to government organizations, which means private 

sector or civil societies from these countries are not represented45. 

Digital divide should also be considered as the underlying reason of the lack of 

participation by developing countries to the ongoing Internet governance discussion. 

The digital divide, insufficient participation from developing countries, democracy in 

the organizations involved in Internet governance and legitimacy of Internet governance 

are successive issues. Insufficient participation from some countries prevents achieving 

the equal participation in relevant institutions which in turn affects these institutions’ 

level of democracy and thus legitimacy. 

6.3 Leading Nations Dominance over Internet Governance 

A major consequence of the digital divide and lack of participation by developing 

nations, which is closely related with the legitimacy of Internet governance, is the 

dominance of developed nations in the decision making process regarding Internet 

governance issues. The agenda of future decisions about Internet governance which 

would eventually affect all the world countries are determined by those dominant 

developed countries. The current situation of developed countries’ dominance in the 

decision making processes affects the credibility of the decisions, and therefore affects 

the institutions implementing the decisions about global Internet governance. Any 

decision taken with global consequences but without global participation, lacks in terms 

of democracy and affects the legitimacy of the decision making body.  

On the other hand, it is also important to realize the fact that it would not be realistic to 

expect these developed countries not to take any action on the grounds that the decision 

making process is not completely democratic. However in order to increase the 

credibility, the importance of global participation should be recognized and ways of 

improving the participation should be discussed. 

Phrases like “international cooperation”, “United Nations”, “European Union”, and 

“international union” which emphasize the close coordination and relation between 

nations is relatively new, when historical development is considered. In history there 

have always been cooperation between nations, but the level of cooperation has 

accelerated quickly over the last decades. States understood the importance of 

 
45 Warfield, Steven. (2004). Divide in Other Countries [online]. Available online: 

http://www.personal.psu.edu/users/m/w/mwg142/group2/ethnicity.html [Last visited 23.08.2005]  
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coordination for solving international problems, therefore began to leave the 

westphalian model46 and seek for cooperation on international platforms. An 

interpretation of westphalian model by David Held clarifies the meaning of 

“westphalian model” and why the world states began to leave this model and seek for 

coordination: 

• “The world consists of, and is divided by, sovereign states which recognize no 

superior authority  

• The process of law-making, the settlement of disputes and law enforcement are 

largely in the hands of individual states  

• International law is oriented towards the establishment of minimal rules of 

coexistence; the creation of enduring relationships among states and people is an 

aim, but only to the extent that it allows national objectives to be met  

• Responsibility for cross-border wrongful acts is a "private matter" concerning 

only those affected  

• All states are equal before the law; legal rules do not take account of 

asymmetries of power 

• Differences among states are often settled by force; the principle of effective 

power holds sway. Virtually no fetters exist to curb the resort to force; 

international legal standards offer minimal protection  

• The maximization of impediments to state freedom is the collective priority.47” 

However it is a long term process for the world to leave westphalian model and form 

equal, democratic, international platforms. The process gained speed after the World 

 
46 International law, based on the Westphalian model is defined by the following elements: 

1. States are legally equal. 

2. Every state enjoys the rights inherent in full sovereignty. 

3. Every state is obligated to respect the fact of the legal entity of other states. 

4. The territorial integrity and political independence of a state are inviolable. 

5. Each state has the right to freely choose and develop its own political, social, economic, and 

cultural systems. 

6. Each state is obligated to carry out its international obligations fully and conscientiously and to 

live in peace with other states. (O’Donnell 2004) 
47 Caslon Analytics Pty Ltd. Australian internet research, analysis and strategies consultancy (2003). 

Geopolitics, Who’s got the big stick? [online]. Available online: 

http://www.caslon.com.au/governanceguide2.htm#stick [Last visited23.08.2005] 
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War II and still being improved. We still can not say the world has international 

platforms that are totally democratic. Even while officially all states are equal; some are 

more equal than others.  

International Internet governance platforms such as UN include both government and 

non government actors. However, some states have more power than the others and 

therefore the representatives of those states have more power than the others. Moreover, 

it is not so clear that those representatives from developed countries, who play a major 

role in decision making processes in these institutions, will develop policies that will 

afford protection for the interests of other regions of the world. The consequences of 

such behaviour could prevent Internet growth in those regions, which would exclude 

developing countries from the benefits of the Internet, therefore would further extend 

the gap between developing and developed countries. 

6.4 Disagreements over Internet governance between nations 

The goal of Internet governance discussion is to set the standards, rules, practices, 

processes and institutions that determine how the Internet operates and how it is used. 

The Internet’s borderless nature forces these rules and institutions to be international in 

order to be successful in providing a more beneficial and safer usage of Internet world 

wide. However, this is not an easy goal to achieve due to various reasons, as was 

discussed before, which affects the legitimacy of the Internet governance. 

Another important obstacle to reach an international consensus about how to govern the 

Internet is the divergences and disagreements between nations. It is not a surprise that 

countries have diverging views on matters regarding Internet governance. The matters 

(content related matters in particular) that create problems in online world are usually 

problems in the real world too, and countries solve these problems according to their 

own policies. For Internet issues where states have strong disagreements such as content 

regulation, intellectual property rights, e-taxation, and privacy rights, states have acted 

decisively to protect their interests in those areas in dispute. However for international 

Internet governance, it is essential that countries agree on common grounds. 

States’ diverging views and implementations on content control is reflected on their 

conduct about Internet content filtering. Internet content filtering is the practice of 

blocking citizens from accessing certain information on the Internet. States are blocking 

access to information online based upon its content for political, religious, and social 

reasons. Sensitivities within these categories vary greatly from country to country. For 
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example, while China is filtering a wide range of information mostly political, 

Singapore blocks only the ones with pornographic nature.48

After 1994, China's rules and regulations on the Internet became progressively more 

comprehensive, moving from efforts to regulate Internet business transactions to 

restrictions on news sites and chat rooms. These regulations give the government wide 

discretion to arrest and punish any form of expression. For example, "topics that 

damage the reputation of the State" are banned, but an Internet user has no way of 

knowing what topics might be considered injurious. As the regulatory framework 

evolved, the Chinese government shifted primary responsibility for control of the 

Internet from the Ministry for Public Security to the Internet service providers 

themselves.49

The reasons for Internet filtering are closely related with topics such as free expression, 

privacy, national security, international enforcement, and state sovereignty; issues on 

which states have diverging views. The mechanisms those countries use for filtering 

also varies among states. Some states implement a software application while others 

rely less on technology solutions and more on rules and regulations. However, none of 

the mechanisms used for filtering can be 100 % accurate, the more comprehensive 

filtering of the content, the more investment it needs for filtering mechanisms. States 

have to invest for the filtering mechanisms to be more accurate if they don’t want to ban 

everything on the Internet.50

When Internet content filtering is considered from the “Internet governance” 

perspective, the issue shows the difficulty of establishing global set of principles and 

best practices related to Internet filtering and the transparency related to filtering 

regimes. On the one hand, Internet filtering is a private matter between a state and its 

citizens. On the other hand, it is also a global matter that will decide what kind of an 

Internet we will have in the future. The current divergence between states’ filtering 

mechanisms and filtering implementations is a major obstacle for global Internet 

 
48 Palfrey, John G. (2005). Local Nets: Filtering and the Internet Governance Problem, Draft for Yale 

ISP’s Conference on the Global Flow of Information, March 30, 2005. Available online, 

http://www.islandia.law.yale.edu/isp/GlobalFlow/paper/Palfrey.pdf [Last visited 28.07.2005] p.3 
49 Human Rights Watch Background Briefings, Asia, China (1999). Freedom of Expression and the 

Internet in China [online]. Available online: http://www.hrw.org/backgrounder/asia/china-bck-0701.pdf 

[Last visited 23.08.2005] p.2 
50 Palfrey, op. cit. p.6 
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governance, especially when public policy issues are concerned. Without collective 

action, the Internet will likely continue to become balkanized51 into a series of local 

networks, each governed by local laws, technologies, markets, and norms.52

 
51 “Balkanization” is a term inspired from the political division of the Balkans in the early 20th century, it 

means: “To divide (a region or territory) into small, often hostile units.” 
52 Palfrey, op. cit. p.2 



 

 35 

7 Conclusion 

In order to understand the need for Internet governance and the importance of 

international cooperation on Internet governance, background history of the Internet and 

self regulation is helpful. By viewing the history, it is possible to see the reasons why 

the Internet started as self regulated and how self regulation is having difficulty to cope 

with the problems Internet faces today; such as intellectual property protection, security, 

spam or taxation. Current Internet governance models span a wide range from non-

governmental models (ICANN) to international treaties (WIPO). Future Internet 

governance models will also have to be international. Therefore for an international 

Internet governance model, international cooperation is essential. 

Currently there is a wide range of organizations involved in Internet governance, in 

parallel to the wide range of Internet governance models. The discussion on Internet 

governance mainly evolves around two main organizations: UN and ICANN. UN is an 

important organization facilitating international cooperation on various issue areas. As 

of the time this thesis is written, UN is leading a World Summit on Information Society 

(WSIS) in order to facilitate the international cooperation on Internet governance and 

issues about the future of the Internet. Although UN is criticized for its attempts to 

govern the internet and for including the government representatives to the Internet 

governance discussion (during WSIS), on grounds that it would cause too much 

regulation and bureaucracy on the Internet and therefore block its development. UN, 

being a legitimate international organization, provides an appropriate platform for the 

world states and relevant parties to discuss about Internet governance. As the Internet 

needs international governance models, UN WSIS becomes a positive step by gathering 

the nation states and relevant parties together to discuss about the future of the Internet. 

The nations’ prospects about Internet governance are as important as the private sector 

and civil society, considering the nature of the public policy issues which are part of 

Internet governance discussion. WSIS provides a good opportunity to establish a 

discussion platform for the future of the Internet. 

Another organization involved in Internet governance discussion is ICANN. ICANN 

actually is not an organization directly involved in Internet governance; it deals with the 
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administration of domain names. The importance of ICANN and Internet governance 

discussion stems from the fact that, ICANN is an organization under the US law, yet it 

administers an important international issue. Domain name administration is a vital 

aspect of Internet that concerns all other states in the world. As an organization of such 

importance, ICANN is criticized of not being transparent enough. During the WSIS 

process, some states even suggested that UN (more specifically ITU) should take over 

ICANN’s responsibilities. This suggestion is not very realistic since USA would be 

reluctant to give up ICANN. However it should be possible to render ICANN more 

transparent and democratic.  

As emphasized on various occasions in this thesis, international cooperation is essential 

for Internet governance as the Internet is international itself. The chapter on 

globalization presents this international character from a different point of view, as a 

part of the bigger picture of globalization. According to this point of view, Internet is 

only a part of the big picture of globalization which also includes all kinds of 

communication, trade, economy, cultural exchange throughout the world. 

The most important aspect of the necessity of international cooperation is legitimacy of 

Internet governance. Internet governance models based on international cooperation 

should involve representatives from all over the world, and create norms and rules for 

the entire Internet, and thus for the entire world to accept. However, to accept and 

respect these rules, the legitimacy of the organization involved in Internet governance is 

very important. 

In this respect, democracy is the main pillar of legitimacy for an international 

organization. However, there are some matters that affect the level of democracy. The 

digital divide is an underlying reason for the lack of participation by the developing 

countries in these international organizations related to Internet governance. Insufficient 

participation prevents satisfying the equal participation aspect of democracy. Therefore 

for an international organizations involved in Internet governance should strive to 

increase the level of participation in order to achieve legitimacy. 

Governing the Internet is not an easy task. Internet governance has to be international, 

which means it requires international cooperation, equal participation and establishment 

of agreements on the rules and norms that will shape the future of the internet despite 

the fact that countries are having difficulties in agreeing on a variety of matters, such as 

content filtering and control. 
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This thesis presents arguments in favour of international cooperation for Internet 

governance by emphasizing and explaining the necessity of cooperation, investigating 

into cooperation in current organizations, and identifying the difficulties in achieving 

international cooperation for the legitimacy of Internet governance.  

The subject of ways of international legal harmonization would require much wider 

explanation if analyzed in depth from the perspective of international law. In this thesis, 

the discussion of international legal harmonization serves for a better understanding of 

international Internet governance models therefore its discussion is limited. 

Legitimacy of Internet governance includes concepts such as democracy, digital divide, 

insufficient participation by developing countries and dominance of developed 

countries. These concepts have close relation with international politics. International 

politics is a broad subject, and including all aspects of international politics would 

exceed the purpose of this thesis. Therefore, a further study on the subject might 

continue by a research on the role of international law and politics on Internet 

governance. 
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