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Preface

This thesis is submitted in partial fulfillment of the requirements for the degree
of Philosophiae Doctor at the University of Oslo. The research presented here
was conducted at the Department of Informatics, UiO, under the supervision
of professor Frank Eliassen, professor Yan Zhang, and professor Hans-Arno
Jacobsen. This work was funded by the Norwegian Research Council under the
SmartNEM project grant number 267967.

The thesis is a collection of three papers, presented in peer-reviewed scientific
conference and journals in secure computing, machine learning, and energy. The
papers are preceded by an introductory chapter that relates them to each other
and provides background information and motivation for the work. I have been
involved as a main contributor in each one of these papers, and they were written
between 2019 and 2022 for the purpose of supporting the thesis.
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Abstract

Renewable energy sources, such as solar and wind, play a vital role in combatting
climate change and ensuring energy sustainability by reducing greenhouse gas
emissions and air pollution. The advancements in renewable technologies have
made them cost-effective and accessible, promoting a greener future. Integrating
solar panels and other distributed renewable sources into homes and communities
decentralizes and decarbonizes energy systems, while microgrids and peer-to-peer
energy trading empower communities to optimize renewable resource utilization
and engage in sustainable practices. However, there are challenges in apartment
buildings regarding onsite renewable energy adoption due to limited rooftop
space, complex ownership structures, and shared energy consumption patterns
among multiple residents. The lack of specific regulations further complicates
the situation, hindering apartment residents from accessing the benefits of locally
generated clean energy. Therefore, tailored solutions need to be developed to
overcome these barriers and ensure a more sustainable and equitable energy
future for all residents.

In the rapidly evolving energy sector, peer-to-peer (P2P) energy trading
has emerged as a promising and innovative approach for the future smart grid.
P2P energy trading enables direct transactions between energy producers and
consumers, fostering decentralized, efficient, and sustainable energy distribution.
Despite the benefits, P2P energy trading faces challenges, particularly concerning
security vulnerabilities. False data injection attacks pose a significant threat,
allowing malicious actors to manipulate data within the trading system,
disrupting its integrity and potentially causing unauthorized access or financial
losses. Addressing these security concerns is crucial to maintain the reliable
and secure operation of P2P energy trading and to ensure that this innovative
approach contributes positively to the energy landscape.

This dissertation is dedicated to studying the above-mentioned challenges
and contributes to two main categories. First, it focuses on securing energy
trading markets in the smart grid. It analyzes some possible threats that can
occur in a local peer-to-peer energy trading market and then explores the effects
of the attacks. A proper defense is needed after finding possible ways to attack
an energy trading market. Integrating detection methods into security strategies
is vital to counter modern cyber threats like false data injection attacks (FDIAs).
This thesis deploys machine learning-based techniques, which are now an effective
solution for efficient cyber attack detection, to extract valuable insights from data
to identify abnormal patterns. Second, it studies energy sharing in multi-unit
buildings. It investigates the effects of shared distributed renewable energy
sources, including PV panels and battery energy storage systems, in multi-unit
buildings. In this regard, this thesis studies the main principles of energy justice
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Abstract

and analyses how these principles can be applied in energy trading and allocation
processes to achieve fair energy sharing.

In the context of security issues in the P2P energy trading market, this
thesis concludes that the ability to identify and detect potential threats, such as
FDIAs, highlights the role of the P2P trading model as an effective motivator for
traditional energy consumers to transition into prosumers. This shift is driven
by the model’s promotion of low internal prices and the provision of substantial
utility benefits. Conversely, in the absence of robust security measures (i.e.,
machine learning-based attack detection models), prosumers may face significant
economic losses due to these attacks. Consequently, this could diminish the
incentive for participants to either continue as energy-producing prosumers or
make the transition to becoming one.

In the setting of energy sharing in multi-unit buildings, this thesis
demonstrates that developing distributed renewable energy sources in multi-unit
buildings allows different groups of residents to gain financial benefit from the
shared energy systems. Furthermore, this thesis suggests that applying the
principles of energy justice to energy sharing models enables a fair and equitable
energy-sharing system in the buildings, while also removing or reducing barriers
to the active participation of end customers (consumers/prosumers) in the future
smart and decentralized energy grid. In summary, this thesis concludes that
justice principles must be incorporated into the design of energy-sharing models
in the first step. These principles can be implemented in various ways, and their
definition may vary depending on the context or situation. The application of
energy justice principles in the proposed sharing models motivates residents
to utilize the shared DRESs (Distributed Renewable Energy Sources) of their
building, resulting in significant financial benefits for the building.

Vi
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Chapter 1
Introduction

1.1 Motivation

Conventional electricity supply systems are based on a centralized generating
facility that supplies the transmission and distribution networks [1]. Such systems
are generally costly, ineffective, and heavily reliant on fossil fuels, which are
scarce and contribute substantially to pollution [2]. The idea of decentralizing
the generation capacity of electricity supply systems has gained popularity
in recent years [3-5]. Distributed generation systems, which primarily rely
on renewable energy sources rather than fossil fuels, are more efficient. The
emergence of renewable energy resources, smart homes, and smart grids presents
an opportunity for individuals to generate energy to meet their own needs while
selling surplus energy to their neighbors for their local needs . As a result,
traditional consumers has become prosumers and peer-to-peer (P2P) energy
trading has experienced significant growth in recent years . Studies
have shown that renewable energy contributes to a country’s economic progress
[Dog+20]. A microgrid (MG) is a local energy grid with control capabilities
that can operate in conjunction with the traditional power grid in connected or
isolated modes. MG integrates distributed energy resources (DER) with storage
devices and flexible loads to form low-voltage distribution systems that facilitate
energy sharing [Ker+21]. With renewable energy resources distributed across
MG, energy traders can engage in P2P energy transactions, allowing residents
to generate, store, and trade energy in a local energy market without the need

for a third party [Bul+18§].

However, P2P energy trading requires bi-directional network communication,
making the system vulnerable to various attacks that cause integrity loss.
Therefore, energy trading raises security and privacy concerns for energy traders,
including private data leakage, data breaches, distributed denial of service
(DDoS), man-in-the-middle (MITM) attacks, and False data injection attacks
(FDIAs). The impact of FDIA has been extensively studied for the past decade,
but its impacts on P2P energy trading markets at a local level involving prosumers
have not been well investigated. Examining this aspect is crucial as the presence
of prosumers in a local energy market presents a challenge for energy sellers such
as suppliers. Hence, we are motivated to investigate the possible ways of threats,
such as FDIAs, in the local P2P energy trading markets and their impacts on
the markets. Due to this multitude of threats, it is important to implement
appropriate protection measures to secure energy trading processes in the smart
grid. The security and performance of smart grid systems heavily depend on
precise and dependable attack detection. Machine learning (ML) based attack
detection techniques have the potential to identify and categorize cyber-attacks
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accurately. They can detect unknown and known anomalies in the complex
cyber-physical data flow in real-time. In this thesis, we use cutting-edge machine
learning techniques as a defense strategy in P2P energy trading.

Although PV deployment in residential sector has mainly focused on detached
houses in most areas, there is growing enthusiasm for maximizing solar self-
consumption and self-sufficiency by installing PV panels on the roof of apartment
buildings. Engaging all apartment residents as energy consumers and every
apartment owner as an investor in PV infrastructure is crucial. However, this can
be challenging. On the positive side, it presents an opportunity to establish new
and innovative business associations among apartment owners and residents that
allow for equitable distribution of the net advantages of rooftop PV production.
Indeed, residents with different preferences and the diversity in load demands in
apartment buildings can hamper the fair and equitable distribution of energy
and benefits. Therefore, it is necessary to develop a framework to establish
an equitable and fair energy-sharing system in multi-unit buildings that allows
various groups of residents to reap the advantages of the shared DRESs within
their building. According to these challenges, we are motivated to investigate
energy sharing in multi-unit buildings and propose novel energy sharing models
considering justice and fairness.

1.2 Background

1.2.1 Smart Grid Concepts

Today, the demand for reliable energy has increased due to the increasing
global population, urbanization, and technological advancements. However, the
conventional electric power infrastructure called ‘the grid’ faces challenges that
hinder its reliability, scalability, and low-cost and effective operations. This has
led to the development of an intelligent and modern grid known as the smart grid
. Figureshows the distinct differences between the infrastructure of the
conventional power grid and the components of the smart grid. The conventional
systems operate with a one-directional flow of energy, while smart energy systems
allow for the flow of both energy and information in two directions between
the generation and distribution sides. Unlike the rigid structure of conventional
energy networks, the smart grid allows for electricity to be produced on the
consumer side through renewable power sources such as solar and wind farms or
distributed generation sources .

This innovation has revolutionized the way we consume, generate, and manage
energy. One of the significant outcomes of this evolution is residential smart
metering, which transforms our houses into smart homes and allows residents
to control and monitor their energy consumption effectively. Smart meters
enable customers to monitor their energy usage patterns, identify energy-saving
opportunities, and optimize their energy consumption to reduce energy bills. This
has enabled households to make more informed decisions regarding their energy
consumption, which results in significant savings. Additionally, smart meters
transmit the energy consumption information of customers to energy industries,

2
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Figure 1.1: (a): conventional grid, (b): smart grid. Adapted from [Ghi+23]

enabling the industries to manage energy better. The data transmitted allows
energy industries to forecast and predict energy demand, detect faults and
outages, and improve their energy distribution systems’ overall efficiency.
Environmental concerns and the efficient production and distribution of
power have become important topics. Hence, the primary objective of the
smart grid is to enhance the stability and efficiency of the grid while integrating
renewable energy resources effectively. The smart grid has enabled the effective
management of renewable energy sources, ensuring that energy generation meets
the energy demand and reducing reliance on non-renewable sources such as
fossil fuels. However, integrating digital processes and technologies into power
systems to automate and make them intelligent has also made them vulnerable

to cyber-physical attacks |Ghi+23].

1.2.2 Renewable Energy Resources

These days, the world is moving toward using renewable energy sources to supply
parts of the global energy demands. The main types of renewable are wind, solar,
biomass, geothermal, and hydro. Given that some of the renewables, such as
biomass, geothermal, and hydro, have limited scalability, solar and wind energy
are considered as important sources of renewable energy production [Esm+13].

Various factors are contributing to the growing demand for renewable energy
sources. One of the primary reasons is the growing concern over climate change
and the impact of greenhouse gas emissions on the environment. Using fossil
fuels, such as oil and gas, significantly contributes to global warming, leading to
rising temperatures, sea-level rise, and extreme weather conditions. Therefore,
governments and institutions globally are committed to decreasing carbon
emissions and promoting sustainable energy sources to mitigate the effects of
climate change. Unlike conventional energy sources that require large centralized
power plants, renewable energy systems can be deployed in smaller units, making

3
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them ideal for remote and rural areas. Furthermore, renewable energy sources
are generally more cost-effective in the long term as they do not require fuel costs
and have lower maintenance costs compared to fossil fuels. With the continuous
advancements in technology and the increasing demand for sustainable energy,
the future of renewable energy looks promising, and solar and wind energy will
continue to play a critical role in meeting the world’s energy needs .

1.2.2.1 Solar Photovoltaic (PV) Panels

Solar energy is a highly accessible renewable energy source that has become
increasingly popular recently. The energy is generated through solar PV panels
containing multiple solar cells that convert sunlight into direct current (DC)
electricity. Once the DC electricity is generated, it needs to be converted into
usable electricity that can power household appliances. This is done using
an inverter, which converts the DC electricity into alternating current (AC)
electricity that can be used throughout the home . The electricity generated
by the PV panels can be used directly in the home to power appliances or stored
in a battery for later use. In addition, excess electricity can be fed back into the
main grid, allowing homeowners to earn credits on their energy bills. This can
help reduce the overall electricity cost and make solar energy a more attractive
option for homeowners. Overall, solar energy is a versatile and sustainable energy
source that has the potential to meet a significant portion of our energy needs
while also reducing our carbon footprint.

One of the main challenges with renewable energy is that it can be intermittent
[INO20]. Solar energy sources depend on weather conditions and are not always
available when energy demand is at its highest. This issue can lead to power
outages and an unstable grid. Another significant challenge for renewable energy
is storage. Given that energy production from renewable sources is not constant,
it is crucial to establish a dependable and effective energy storage infrastructure
to ensure energy supply during periods of low generation.

1.2.2.2 Battery Energy Storage Systems

Battery energy storage systems (BESS) typically consist of one or more batteries,
a power inverter, and a control system .The batteries used in BESS can
vary depending on the application and requirements, with some of the most
common types including lithium-ion, lead-acid, and flow batteries. Lithium-ion
batteries are popular because of their ability to sustain long cycles of use, high
energy density, and minimal maintenance requirements, while lead-acid batteries
are more affordable and have a longer track record of use in energy storage
systems. Flow batteries are another type commonly used in large-scale energy
storage applications, as they can store large amounts of energy over long periods.

One of the primary benefits of BESS is that it can provide continuous power
flow during power supply fluctuations due to weather or blackouts . For
example, if a home or business has a solar panel system installed, a BESS can
store excess energy generated during the day and release it at night when energy

4
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demand is high. Similarly, if there is a power outage or grid failure, a BESS
can provide backup power to ensure the continuity of critical services. Further
applications of BESSs are peak shaving and load shifting [Hid+17].

Peak shaving is a technique to lower electricity demand during periods of
high energy use, which can reduce energy costs for consumers and utilities. It
involves using BESSs to store excess energy during low-demand periods and
release it during high-demand periods. This helps commercial and industrial
customers with high energy demands during specific times of the day.

Load shifting is a technique that battery energy storage systems can
facilitate to balance energy supply and demand, helping utilities maintain a
stable energy supply. BESS can store excess energy during off-peak hours and
release it during peak hours, reducing the need for utilities to rely on expensive
and inefficient energy sources. This technique can improve the efficiency of the
energy system, reduce energy costs, and contribute to a more sustainable and
reliable energy future.

1.2.3 Cyber Threats in the Smart Grid

Smart grids are modern electricity distribution systems that incorporate advanced
technologies, such as sensors, communication networks, and data analytics, to
monitor and manage the flow of electricity. While these technologies have
improved the efficiency and reliability of the grid, they have also increased
the risk of cyber threats . Cyber-security in smart grids is crucial
because a successful cyber-attack can disrupt power supply, cause equipment
damage, and compromise sensitive data. The National Institute of Standards
and Technology (NIST) has determined several criteria, such as confidentiality,
integrity, availability, and accountability, for providing security and protecting
information in the smart grid. Each criterion is detailed below .

Confidentiality: In general, confidentiality protects information from
unauthorized access. Confidentiality will be lost when an unauthorized disclosure
of information happens. For example, in the smart grid, information such as smart
metering data and billing information exchanged between customers and other
stakeholders must be confidential and protected from the risk of manipulation.
Some confidentiality threat examples are traffic analysis, eavesdropping, etc.

Availability: Availability in the smart grid ensures reliable access to
information and data at any time. In the smart grid, for instance, loss of
availability causes disruption in the process of controlling the system by stopping
the flow of information through the network. Therefore, availability is considered
as the most important security criterion in the smart grid. Some famous examples
of availability threats are Denial of Service (DoS), trojan horse, and service
spoofing.

Integrity: Integrity refers to protecting data against alteration or demolition
by an unauthorized user. A lack of integrity can cause credential misuse, meaning
unauthorized users are able to manipulate data for different purposes in an
undetectable manner. Examples of integrity threats are false data injection
attack, man-in-the-middle, electricity theft, and replay attack.
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Figure 1.2: The AMI network model and its main components.

Accountability: Accountability means the system is traceable and every
action is recordable, and hence helps to minimize or even prevent power theft.
For example, a lack of accountability can affect the monthly electricity bills of
users. An under attacked smart meter provides unreliable data regarding the
cost of electricity. Hence, the customer will receive two different electricity bills,
one from utility and the other one from the smart meter. Some instances of
accountability threats are a physical intrusion, repudiation, etc.

The implementation of the smart grid involves several key components,
with the Advanced Metering Infrastructure (AMI) being a crucial element
that facilitates two-way communication between electric utility companies and
their customers . Figure illustrates how the AMI integrates various
components, such as the information/communication network, smart meters, and
meter data management system (MDMS) [Wei+18]. The AMI’'s communication
network comprises three critical areas: the home area network (HAN), the
wide area network (WAN), and the utility system. Smart meters, the primary
electronic devices installed on the customer side in the AMI, transmit the
customers’ electricity consumption data to the electric utility. The utility then
uses this information to generate electricity bills, enable demand response,
forecast user electricity consumption patterns, and update pricing in real-time.

1.2.3.1 Cyber-Physical Threats in AMI

Ensuring the security of the AMI is a critical aspect of smart grid monitoring and
operation, as well as protecting customer privacy. The AMI serves as a key point
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of interaction between electric utilities and customers, and it is vulnerable to
security breaches. For instance, a malicious attacker could manually manipulate
smart meters and alter the meter readings, which would compromise the integrity
of the reported data. In addition, integrating information and communication
technologies (ICTs) with the AMI provides an opportunity for potential hackers
to launch cyber attacks that could compromise electronic devices and inject
malicious data into the communication network. The widespread deployment
of AMI devices means that these cyber-physical attacks have the potential to
not only disconnect electricity from end consumers but also cause cascading
failures in other connected critical infrastructures, such as transportation and
telecommunications. Therefore, securing the AMI against such threats is of
utmost importance. Smart meters and communication networks are the primary
attack surfaces in the AMI .

Smart Meters Smart meters are electronic devices that track energy
consumption and send the data back to the utility company at regular
intervals. These meters enable dynamic electricity pricing, smart grid system
monitoring, automated operation, and consumption-based customer services.
While traditional meters were vulnerable to physical attacks due to their
significance, smart meters provide cyber attackers with another potential point
of access. Given a large number of deployed smart meters and limited defense
resources, a number of theoretical and demonstrated attacks targeting these
meters have been identified, such as denial of service (DoS) attacks, false data
injection attacks (FDIAs), man-in-the-middle attacks, authentication attacks,
etc. [JAL15], [BWS15], and [Jia+14].

Communication Networks The AMI’s communication network plays
a vital role in connecting the devices through a wireless Frequency Hopping
Spread Spectrum (FHSS) mesh or a similar cellular network. The network also
establishes a link to the consumers’ local HAN using WiFi, Zigbee, or Z-wave
protocols. Then, the communication network connects to the utility’s wide
area network (WAN), typically an Ethernet infrastructure. In addition, the
communication network is spread across an urban area alongside the smart
grid, with the number of devices varying from a few hundred to thousands of
smart meter data collectors. Each collector can serve thousands of smart meters,
leading to thousands or even millions of devices. As a result, vulnerabilities in
the AMI communication network could be exploited or disabled through attacks
on the communication infrastructure, false user requests, unauthorized alteration
of demand side schedules, and illegal market manipulation. Such attacks can
disrupt system operations, causing power shortages, loss of trust, and negative
economic impacts. The potential attacks targeting the communication network
are distributed DoS (DDoS) attacks, FDIAs, data confidentiality attacks, and
physical attacks [Cle08], [Esm+13].

Table [[Iprovides an overview of the various cyber and physical attacks
targeting the AMI systems, including the smart meter and the communication
network.

Electricity theft is a significant security challenge for smart meters. This threat is
primarily caused by meter manipulation and FDIA, enabling malicious attackers
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Table 1.1: Cyber and physical attacks targeting the AMI

Attack Target
Smart Meter Communication Network

- Meter Manipulation

Physical Attacks
Y - Energy Fraud Attack

- Physical Attack

Availability - Denial of Service Attack (DoS) - Distributed Denial of Service Attack
Cyber Attacks Integrity - False Data Injection Attack (FDIA) | - False Data Injection Attack (FDIA)
Confidentiality | ~ I\fIan—in—t‘he—fniddle Attack - Wifi / Zigbee Attéck
- Authentication Attack - Data Confidentiality Attack

to modify consumption measurements obtained through smart meters. FDIAs
can corrupt real-time data, including frequency, in any smart grid system. FDIAs,
which involve injecting false signals, typically follow predefined attack patterns
and are usually targeted at the metering system and control channels of smart
grids.

1.2.4 Energy Markets

The electricity supply industry underwent restructuring to introduce market
economy principles and promote social benefits through free competition. This
change led to revised roles for electricity market participants. Deregulation
processes in various countries involved separating electricity generation and
retail from the natural monopoly of transmission and distribution and creating
wholesale and retail electricity markets. Deregulation brought about a more
efficient power market that facilitated power exchange between countries and
increased supply security, while also ensuring reasonable electricity prices and
optimal utilization of production resources and capacities. With the expansion
of power transmission and generation capacity, cross-border power transmission
has become more prevalent, resulting in a dynamic market where power can be
more easily bought and sold across regions and countries .

Nord Pool is a collaborative electric power exchange market in the Nordic
region, where electricity is purchased and sold at a price that reflects the balance
of supply and demand, as is typical in other markets . The Nordic
Power Market contains different price zones. The electricity prices in each area
signal whether there is a surplus or shortage of electricity in the market, thereby
providing correct price signals to producers and consumers. Consumers utilizing
the power grid are charged for both the energy they receive and their use of
the grid. The electricity bill usually includes two parts: the cost of the energy
delivered and the grid rental fee. The cost of the energy delivered is calculated
by multiplying the total amount of energy purchased from the supplier in the
billing cycle by the market spot price. The local network company charges the
grid rental fee, which covers all expenses associated with energy transfer and
government taxes, and is determined by the utility tariff. In Norway, the typical
electricity bill for residential buildings is approximately allocated as follows: 45%
for energy usage and 55% for the grid rental fee [NVE10].

Nordpool operates day-ahead and intraday markets and manages the bidding
process for these markets . The primary platform for power trading is the
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day-ahead market, where hourly spot prices are established at 12:00 CET for the
following day after all buyers and sellers have submitted their bids to Nord Pool.
These bids indicate the participants’ hourly willingness to buy or sell a specific
amount of power. The day-ahead spot prices are then determined at market
equilibrium by the operator of the market, taking into account the availability
of transmission capacity and the submitted bids . Additionally, the
intraday market complements the day-ahead market and assists in maintaining
the balance between supply and demand .

All consumers are responsible for paying a grid rent to the local utility
company in addition to the cost of the energy they receive. The utility
tariff, which contains the expenses associated with operating, maintaining, and
developing the grid and government taxes, determines this fee. The amount a
producer must pay to feed energy into the grid at a specific location is determined
by the Feed-in Utility Tariff (FiUT). The FiUT’s design varies based on the grid
level to which the producer is connected. For example, the tariff structure differs
between the distribution and regional power grid .

1.2.4.1 Local Energy Market

In a conventional power grid, the electricity produced by generators in a
centralized power generation system is transmitted to consumers through
transmission and distribution systems. In the centralized system, power is
produced by several bulk generating units and transmitted to households, and
industrial and commercial consumers . As the level of distributed energy
resources (DERs) integration on the consumer side increases, the centralized
power generation system has been complemented by distributed power generation.
In order to achieve a low-carbon energy transition, it is crucial to increase the
production of renewable energy. This means it is necessary to find new methods
of compensation for those who generate energy at home, called prosumers. This is
particularly important given the growing number of distributed energy resources
(DERs), which could have a significant impact on the energy market. To support
the increase of renewable energy at the residential level, new market approaches
are required to establish fair prices and decentralize and make the energy market
and infrastructure more flexible. It is imperative to establish local energy markets
where renewable energy can be traded directly between producers and consumers
without intermediaries .

The current power market restricts consumers from choosing their electricity
supplier and limits prosumers from utilizing their DERs or feeding energy into
the distribution grid. Consequently, prosumers generally strive for high levels
of self-sufficiency and self-consumption within their households but may still
need to procure from the wholesale market. Prosumers’ involvement in the
market creates the opportunity for a new community-based market to leverage
the potential of prosumers and their installed DERs. Local energy communities
can trade energy in two ways: by an intermediate of a global market operator,

or in a full peer-to-peer (P2P) setting [Sot+21].
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Figure 1.3: P2P energy trading model.

Full P2P market: Figure [I.3] shows a P2P energy trading model that
encourages multi-directional trading within a local area. Through P2P
collaboration within a local market, prosumers and consumers can share their
generation and consumption at internal prices before trading with a retailer to
balance any remaining electricity deficit or surplus. Typically, the local pricing
scheme for P2P energy trading is established between the feed-in grid price
and the price of grid electricity, providing benefits for all local participants. In
P2P energy trading, local prosumers have more flexibility in trading energy by
exchanging surplus energy from multiple distributed energy resources (DERs)
between themselves. This flexibility could increase the prosumers’ financial
welfare and result in significant cost savings. When prosumers generate their
consumption energy locally, power flow over long distances can be reduced, and
transformers can be replaced with smaller and cheaper equipment. Thus, local
energy generation can result in major cost savings for the system.

Community-based market: In general, communities consist of members
who share similar interests and objectives. Within a community-based P2P
market, a community manager is responsible for coordinating the trading
activities of community members. The market’s design is founded on a distributed
negotiation process between the community manager and members. The manager
acts as a mediator between the community and the broader power system.
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The literature contains a significant amount of research on the topic of
energy trading between energy companies and prosumers. The energy market is
undergoing significant changes due to the increasing number of DERs and energy
prosumers. Sousa et al. conducted a thorough assessment of P2P and
community-based markets, analyzing the opportunities and challenges associated
with these markets. Zhang et al. argue that P2P energy trading can
improve the local balance between energy generation and consumption because of
greater variety of energy generators. Furthermore, P2P energy trading supports

the decentralization of the energy market |[Men+1§].

1.2.4.2 Security of Local Energy Trading Markets

Besides the benefits of local P2P energy trading as outlined in the previous
section, a key challenge is ensuring the security of the market. In order to ensure
the security of local P2P energy trading, it is essential to address potential
challenges and implement security measures from the outset. Without such
measures, the market may become vulnerable to a range of insider and outsider
attackers who could cause damage, disrupt trading, or manipulate the system
for their benefit. It is, therefore, crucial to consider security as an integral part
of the design process and to implement a range of measures that protect against
threats and ensure the reliability and integrity of the market.

It is crucial to maintain the integrity of the data to ensure the security of
an energy trading market . False data injection (FDI) is a common
technique used to compromise the integrity of energy markets. FDI attacks
(FDIAs) typically involve deceptive actions that seek to disrupt the consistency
of the power grid or manipulate output data from power equipment for personal
gain. FDIAs can have a significant impact on the physical power system and
its economic value. Such attacks can be targeted at the power distribution
system in the smart grid, where the attacker seeks out optimal energy flow routes
through nodes connected to energy production, distribution, or consumption.
The distribution system employs several measurement tools, such as smart
meters, smart relays, and voltage control regulators, to differentiate between
nodes. These nodes communicate and share information to ensure proper
system operation. The attacker uses energy-deception tactics on different nodes
by injecting malicious energy information, response messages, or requests to
manipulate the system. Such manipulation creates an imbalanced distributed
power system based on false supply or demand, resulting in increased costs for
distributed energy. The FDI attack also affects the energy market, with smart
meters and AMI calculating energy settlement prices .

Extensive research is being focused on investigating the design and defence
measures of FDIAs since Liu et al. suggested that attackers could utilize FDIAs
against state estimation to avoid being detected by residual-based bad data
detection methods . Liang et al. conducted a comprehensive
review of construction techniques for FDIAs. Meanwhile, several approaches
using statistical and probabilistic techniques have been proposed to defend
against FDIAs, such as Kalman filter and sparse optimization [Liu+14].
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However, these techniques rely on information on state of the system operation
and distributions of measurement data, and the detection of FDIAs will become
ineffective once those prerequisites change. Due to the rapid development
of advanced metering infrastructure, which collects a large amount of data,
machine learning and data-driven techniques are now widely used in power
system operations. This is because they possess the capability to extract valuable
information and can be easily extended to different applications .

Several machine learning techniques have been utilized to detect FDIAs in
smart power grids. The most common approach involves using supervised
learning classifiers to identify false data [YTH16|], [Oza+15], |[FS17], and
[Gan+19]. These techniques leverage historical data to reflect the statistical
characteristics of the power system and enable the training model to make
better decisions if redundant power system measurements are available. Training
data may include class labels for normal and tampered data, and the model
uses this data to predict whether a new observation is false data or normal
data. In the literature, supervised machine learning algorithms, such as support
vector machine (SVM) [Oza+15] and [ZWX18], artificial neural network (ANN)
[FS17], [ref48], and [XJL19], and k-nearest neighbor (KNN) [YTH16|, have been
utilized to detect FDIAs. Supervised learning techniques have a disadvantage
in that they require a large amount of labeled data, which can be difficult to
obtain. To address this issue, semi-supervised learning techniques have been
developed, which make use of partially labeled samples. This approach aims to
label unlabeled data points by leveraging information from a limited number
of labeled data points. Semi-supervised algorithms have also been utilized in

[Oza+15] and [F517].

1.2.5 Renewable Energy Communities

As defined in the recast of the European Renewable Energy Directive (RED
II) [Par+18], a renewable energy community (REC) is a legal association that
generates, shares, and manages cost-effective renewable energy autonomously,
decreasing carbon emissions. The members of a REC can be individuals, e.g.,
people who live in the same neighborhood or building, or any public or private
entity that intends to build a REC. The establishment of more renewable energy
communities can increase both the share of renewable energy and flexibility in
electricity supply and electricity systems, respectively. According to the reviews
of Lode et al. and Bauwens et al. , the topic of REC has
achieved great attention from REC developers and the research community.
Although the RED II supports a framework to develop RECs, there are still
challenges to an extensive uptake of RECs . Ines et al. [Iné+20)|
compared the local regulations of nine different European countries. They
showed that the first challenge in developing RECs is to overcome the obstacles
of local regulations for the purpose of benefiting the advantages provided by
the legitimate framework at the EU level. In addition to the regulation issue,
another challenge is understanding a citizen’s incentive to participate in a REC.
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Conradie et al. |Con+21| showed that some of the motivators could be financial
benefits, connection with RESs, and environmental impact.

1.2.5.1 Renewable Energy Sharing in Multi-Unit Buildings

The use of renewable energy sources has been considered as a practical way to
supply some of the energy demand in buildings, particularly in urban areas,
as they can provide flexibility in electricity systems and increase the share of
renewable energy. While solar PV panels have become a popular solution for
detached houses, their implementation in multi-unit buildings has been relatively
limited . Despite the widespread adoption of distributed renewable
energy sources (DRESs) in residential settings, the lack of a legal framework
hinders the installation of PV panels and battery energy storage systems (BESSs)
in buildings with several apartment units. The main reason for the low adoption
of DRES sharing in multi-unit buildings is the absence of regulations that
ensure proper taxation, grid rent, and settlement . These challenges
highlight the need for more regulatory support to enable the implementation
of renewable energy solutions in buildings, especially in multi-unit dwellings.
Furthermore, incompatible motivations between landlords, tenants, and owner-
occupiers can prevent the deployment of PV panels in multi-unit buildings.
According to 7 barriers for multi-unit owners to not install PV panels are
the challenge of coordination with other parties, the high installation cost, and
the fear of renters of high management fees. Different energy sharing approaches
that can be applied inside buildings have been discussed by the regulatory body,
RME [59]. Equal sharing is one of the approaches studied in the RME proposal.
In an equal sharing solution, all residents receive the same share of energy
produced by shared PV panels in the buildings. The other solution is unequal
sharing, in which residents receive different shares of energy according to, e.g.,
the size of the units, the cost that each resident invests in the shared PV panels,
etc. Dynamic sharing is the third sharing solution in which residents receive
energy based on their consumption at various time slots in a day. This sharing
model attempts to maximize the utilization of the energy produced by PV panels
in buildings.

Given that the units of multi-unit buildings are occupied by different groups
of residents, e.g., tenants and unit owners with different preferences, the process
of sharing energy from shared DRESs between these groups can be unjust and
challenging. For instance, from the perspective of investing in shared DRESs,
some residents could not afford the investment economically, or there might be
a group of residents, such as tenants, who want to enjoy the benefits of shared
DRESs for a short period because long-term investment is not affordable for
them. In this regard, it is necessary to establish policy approaches to confirm
efficient, fair, and equitable allocation and distribution of energy, costs, and
benefits in multi-unit buildings, considering different groups of residents.
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1.2.5.2 Fairness in Renewable Energy Sharing

The current global conditions show an increase in inequality in different parts of
society in terms of environment, economy, and society. A wide range of energy
research is currently addressing renewables, technologies, distributed sources,
and how to achieve economic benefits for different stakeholders. However, the
"fairness" of those systems has received much less attention. Therefore, in the
energy field, more attention is needed to design systems that are "fair" for
different groups of stakeholders. The issue of fairness in energy systems has
been interpreted from different perspectives, such as sharing of benefits, energy
democracy, energy vulnerability, or public acceptance, in the literature.
Perlaviciute et al. [60] discussed that the various motives for social acceptance,
of which fairness is one, should be considered when designing a project from
scratch and during the implementation stage. One study shows that
if energy is transparently and equitably shared in a sharing method, then the
method is fair. Other studies present different interpretations |[Per+21|, [Jaf+20],

and |[Lov+20|. According to [Per+21]|, fairness is associated with the willingness-

to-pay of a prosumer, equal satisfaction is another interpretation of fairness that
is supported by Jafari et al. , and Lovati et al. proposed a
peer-to-peer (P2P) energy trading model in which fairness has been achieved
by transparency. Some works present different methods to assess fairness in the
context of energy systems. For example, the standard deviation and variance
are famous indices to quantify fairness [65]. Evelyn et al. proposed fairness
ratios based on two factors of equality and equity to assess the fairness of
the distribution of reliability between end-users in power systems. Long et al.
[LZW19| proposed several indexes, including the equality index and participation
willingness index, to evaluate their proposed P2P energy trading mechanism,
while Chakraborty et al. used the Nash social welfare index for the
same purpose. According to the literature, a common framework for evaluating
fairness and justice in energy-sharing solutions is missing. Energy justice can be
used as an evaluation framework to evaluate fairness in energy sharing models
based on its three main principles that are studied in the following section.

1.2.5.3 Energy Justice

Energy justice is crucial to our global efforts to address climate change and
transition to sustainable energy systems. It is an essential concept that
helps ensure that energy systems are equitable and just, providing access to
affordable and reliable energy to all members of society while accounting for the
environmental, economic, and social impacts of producing and using energy.
As a decision-making tool, energy justice empowers stakeholders such as
consumers and producers to make informed choices grounded in fairness and
equity considerations. By accounting for the distribution of costs and benefits
associated with energy services, energy justice helps ensure that the burdens and
benefits of energy production and consumption are equitably shared across society.
This is particularly important as we transition to cleaner, more sustainable energy

14



Research Objectives

systems, as it can help prevent the creation of new forms of energy injustice that
disproportionately affect vulnerable and marginalized communities.

In recent years, scholars have worked to develop a shared understanding
of energy justice that encompasses both the fair distribution of energy-related
costs and benefits and equitable decision-making processes [SD15]. By doing
so, they have sought to promote a more comprehensive understanding of the
issues and challenges associated with energy justice and to provide a framework
for addressing these challenges in a just and equitable manner. In general,
energy justice represents a critical step towards creating a more sustainable,
equitable, and just energy system that benefits all members of society. Energy
justice integrates three distinct but interrelated principles: distributive justice,
procedural justice, and recognition justice . Each principle addresses
a unique aspect of justice that complements the others .

Recognition justice ensures equal access to opportunities and resources in
energy systems for all stakeholders, especially vulnerable groups. The unique
needs and challenges of different stakeholder groups must be recognized and
addressed to promote recognition justice in energy-sharing models. This may
involve implementing targeted policies and programs to increase access to energy-
efficient technologies for low-income households and ensure tenants have equal
access to renewable energy technologies. Prioritizing recognition justice in
designing and implementing energy-sharing models can lead to a more just and
sustainable energy future for all.

Distributive justice focuses on ensuring a fair and balanced distribution
of benefits and risks amongst stakeholders in energy systems. This means
considering costs, profit, the deployment of DRESs, and the energy generated by
shared Photovoltaic (PV) panels and assessing how these are distributed among
all parties involved. This principle emphasizes the importance of fairness and
equity in energy systems, and calls for a comprehensive analysis of the allocation
of resources and benefits to ensure that everyone can reap the rewards of a
sustainable energy future.

Procedural justice emphasizes the need for all stakeholders affected by
energy systems to have equitable participation in decision-making. When
designing energy-sharing models for multi-unit buildings, it is crucial to prioritize
the involvement of residents using transparent procedures. By promoting
transparency and involving all relevant parties in the decision-making process,
we can create sustainable and fair energy systems that meet the needs of all
involved.

1.3 Research Objectives

Generally, this thesis targets two main objectives. The first objective focuses on
securing energy trading markets in the smart grid, while the second one mainly
targets energy sharing in multi-unit buildings.

Objective 1. Securing energy trading markets in local area in the smart
grids. As stated before, a key challenge is ensuring the security of energy trading

15



1. Introduction

markets that should be taken into consideration as a part of the original design.
Cyber-security in energy trading markets is important because a successful attack
can disrupt energy demand and supply, steal energy, and cause equipment, e.g.,
substation components, damage. We mentioned that data integrity preservation
is crucial to guarantee the security of an energy trading market. There are
different cyber and physical attacks targeting the integrity loss of energy trading
markets of which FDIAs are the most common ones. Precisely, cyber attacks
target digital systems and data, while physical attacks involve tangible harm to
people or physical infrastructure. Various methods, such as physical protection
and cyber-oriented approaches, have been used to mitigate such attacks. In
this dissertation, we aim to, first, experimentally explore the possible ways of
attacks and effects of FDIAs in local P2P energy trading markets, and then
utilize data-driven ML methods, which are powerful tools in identifying potential
threats, to detect the FDIAs.

Objective II. Effective and fair renewable energy sharing in multi-unit
buildings in the smart grids. As previously discussed, DRESs solutions for multi-
unit buildings have been relatively limited due to the absence of regulations
that guarantee electricity tax, grid rent, and settlements are in line. In this
dissertation, we aim to investigate the effects of shared DRESs, including PV
panels and BESSs, in multi-unit buildings. There are several challenges with
developing shared DRESs for multi-unit buildings. One of the main challenges
is related to the different preferences of residents, which makes the process of
energy sharing from shared DRESs unjust for some groups of residents. In
this regard, the other goal of this thesis is to develop an energy-sharing model
that enables the efficient and fair distribution of energy, costs, and benefits in
multi-unit buildings considering different groups of residents.

1.4 Research Questions

To meet the research objectives of this dissertation, we aim to respond the
following research questions:

RQ1: how to address the challenge of compromising the integrity of local
energy trading markets in the smart grid caused by FDIAs?

This question is an attempt toward Objective I to ensure the security of
energy trading markets, specifically local P2P energy trading markets. In this
regard, an initial step is to find the possible ways to attack an energy trading
market and then explore the effects of the attacks. To this end, we need to study
the following sub-questions:

e what are the situations in which a P2P energy trading market can be
attacked?

o what kind of new cyber-attacks in P2P energy trading markets can be
imagined?

RQ2: how to defend against cyber-security threats in the smart grid?
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This question complements RQ1 to achieve Objective 1. After finding possible
ways to attack an energy trading market, a proper defense is needed. There are
various techniques for defense strategies against cyber-attacks, for example,
FDIAs. The countermeasures of FDIAs can be classified into prevention-
based and detection-based methods. Prevention-based methods can help to
harden a system against attack; detection-based methods focus on detecting and
remediating threats that have breached the system. However, prevention-based
methods can manage a potential security breaches, it is not always effective.
Integrating detection-based methods to security strategy is becoming crucial
to protect against modern cyber-attacks, such as FDIAs. By detecting signs
that shows that a breach has happened, a quick response and remediation step
can take place to avoid the spread of both known and unknown attacks. Today,
ML-based techniques are performed as a good solution for efficiently detecting
cyber-attacks. ML-based methods are able to extract valuable information from
data to detect abnormal patterns. To find a proper defence solution in an energy
trading market we need to answer the following sub-questions:

e what kind of measures can be used to defend against the identified kinds
of attacks in local P2P energy trading markets?

e how can machine learning be applied to defend against the attacker both
considering existing approaches and identifying the need for new solution?

RQ3: how to address renewable energy sharing in buildings in the smart
grid related to the effects of developing DRESs and sharing energy generated by
DRESs in multi-unit buildings?

This question relates to Objective II to study renewable energy sharing in
multi-unit buildings in the smart grid. As we mentioned before, PV panels
are a settled and approved solution for detached houses, while PV solutions
for multi-unit buildings have been relatively limited. In this thesis, we aim to
show the benefits that residents of multi-unit buildings can achieve by using and
sharing energy generated from shared DRESs, such as PV panels and BESSs, in
the buildings. In this regard, we need to answer the following sub-questions:

RQ4: how to address fairness and justice in energy sharing in the smart

grid?

Along with RQ3, answering RQ4 helps us to achieve Objective II. The main
challenge in sharing DRESs in multi-unit buildings is related to fairness and
justice. This means that energy from shared DRESs should be shared fairly
among different groups of residents of the buildings. First, we need to know
what fairness could be in this situation, and then how to achieve fairness in
energy sharing in multi-unit buildings. We study the benefits of developing
DRESs and fairly sharing the DRESs in multi-unit-buildings by considering
how to define fairness in renewable energy sharing and how to apply justice to
renewable energy sharing in multi-unit buildings to achieve fair energy sharing.

The research questions solved by each paper in this dissertation are
summarized in Table [[.2
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Table 1.2: Research questions solved in this dissertation
Paper I RQ1
Paper IT RQ1, RQ2
Paper IIT RQ3, RQ4

1.5 Solving Methodologies

1.5.1 Game Theory

Game theory has gained widespread recognition as a valuable tool in various
fields, including the domain of smart grids. This section presents some key
concepts associated with game theory, including the types and structure of
games and the Nash equilibrium. Additionally, it covers different categories of
games, such as non-cooperative and cooperative games. Game theory offers
a framework to analyze and describe strategic situations by investigating the
stakeholders’ interactions and decisions.

Table 1.3: The payoffs of the prisoner’s dilemma

Prisoner 1 confesses | Prisoner 1 remains silent
Prisoner 2 confesses 5,5 1,9
Prisoner 2 remains silent 9,1 2,2

In game theory, a game is a situation where two or more individuals, known
as players, have to make decisions that will affect the outcome of the game.
Each player is provided with a range of potential actions or strategies that they
can choose from, and the payoffs or outcomes associated with each possible
combination of strategies determine the final outcome of the game. The payoffs
represent the players’ preferences or utility functions, which are mathematical
representations of how much each player values the possible outcomes of the
game. For example, in a simple two-player game, one player may prefer to win
with a high score, while the other may prefer to win with a low score. These
preferences are typically represented as numerical values, and the players aim
to maximize their payoff by choosing the best possible strategy. Payoffs are
essential in game theory, as they allow us to model and analyze the strategic
interactions between players.

To better understanding the structure of games, we consider a simple example
of the prisoner’s dilemma, which is a classic game in game theory. In this game,
two criminals (players) are arrested and interrogated separately. They are each
given the opportunity to confess and betray the other criminal or remain silent
(actions). If both remain silent, they will each receive a moderate sentence of
two years in jail. If both confess, they will both receive a severe sentence of
five years in jail. However, if one confesses and the other remains silent, the
confessor will receive a sentence of one year in jail, while the one who remained
silent will receive a severe sentence of nine years. The payoffs for each outcome
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are the years of prison sentences that are represented in Table [[.3]

To define the best strategy for the players, we need to introduce Nash
equilibrium. Nash equilibrium is a fundamental concept in the game theory
that refers to a state in which no player can increase their payoff by unilaterally
changing their strategy, given the strategies of the other players. In other words,
it is a stable outcome of the game, where each player is making the best decision
they can, given what the other players are doing. To find the Nash equilibrium
in the prisoner’s dilemma game, we need to look for a combination of strategies
where neither player can improve their payoff by changing their strategy, given
the other player’s strategy. In this case, the Nash equilibrium is (confess, confess).

In game theory, games can be categorized into different types based on
their characteristics and assumptions. Some of the most commonly studied
game types are cooperative games, non-cooperative games, and Stackelberg
games. A Non-cooperative game involves players making decisions independently
without requiring formal agreement or coordination. The Prisoner’s Dilemma
is a famous example of a non-cooperative game where two individuals must
choose between cooperating or defecting. A cooperative game involve players
being able to coordinate their decisions and create binding agreements. The
distinguishing feature of cooperative games is the formation of a coalition where
players collaborate to achieve a shared goal. In a Stackelberg game, one player
takes the lead and moves first, while the other follows and moves second. The
leader has an advantage as they know the follower’s strategy and can use this
information to make their move. This type of game is often used to model
situations where one player has more power or information than the other.

1.5.1.1 Application of Game Theory in the Smart Grid

The smart grid involves various stakeholders, including consumers, prosumers,
suppliers, and operators, whose interactions are crucial for maintaining the grid’s
stable operation. As a result, game theory has been utilized to examine the
interactions between these entities. The use of Game Theory in energy trading
has shown potential for designing pricing strategies, with both cooperative and
non-cooperative game concepts being applicable from various perspectives. The
cooperative game approach guarantees that each prosumer can earn some profit
by participating in the game, rather than acting alone. A cooperative game
solution is proposed in to distribute benefits fairly among community
members. In a non-cooperative game, each prosumer aims to maximize their
individual profit, and eventually, an equilibrium is reached among all prosumers.
In [Cui+20]Jand [WH16], a non-cooperative game was employed to represent the
interactions between buyers and sellers in an energy trading problem.

1.5.2 Optimization Theory

An optimization problem is a mathematical problem that involves finding the
best solution from all possible solutions within a given set of constraints. The
components of an optimization problem include:
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1. Decision variables: the decision variables, which need to be determined
before solving the optimization problem, are the variables that can be
manipulated and adjusted to obtain the best possible solution.

2. Objective function: The objective function defines the quantity to be
optimized. It can be a function of one or more variables, and the goal is
to maximize or minimize this function.

3. Constraints: constraints are limitations or restrictions that must be satisfied
for the solution to be considered feasible. They can be expressed as
equations or inequalities, and they limit the possible values that the
decision variables can take.

A typical optimization problem with three constraints can be expressed
generally as follows:

max f(x)
Subject to g1 (z) < by (1.1)
g2(z) > be
hl(.’IJ) = C1

In , x is the decision variable, f is the objective function to be maximized,
g1 and g9 are inequality constraints, hy is equality constraint, and by, b2, and c;
are constants. Suppose a variable x* satisfies the constraints of Problem
and has the highest objective value compared to all other choices. In that case,
x* is considered optimal or a solution of Problem . This means that for all
feasible solutions z f(z) < f(x*).

Optimization theory seeks to develop mathematical models and algorithms to
solve optimization problems, including linear and nonlinear programming, convex
optimization, etc. In this context, we focus on discussing a group of optimization
theories that are utilized for resolving convex optimization problems. These types
of problems are considered more well-defined, and thus their solution methodology
is relatively established. However, in cases where the optimization problem is
non-convex, it may be necessary to utilize transformations or approximations to
transform it into a convex optimization problem [BV04].

A convex optimization problem involves optimizing a convex objective
function subject to constraints that are also convex functions. The convexity of
the objective function depends on whether it is a minimization or maximization
problem. For minimization problems, the objective function must be convex,
while for maximization problems, it must be concave. Linear functions are a
specific type of convex function, which means that linear programming problems
are convex optimization problems. When both the objective function and the
feasible region are convex, there exists only one optimal solution that is globally
optimal. This means that any other solution that may exist will be suboptimal,
which makes convex optimization problems more attractive than non-convex
problems since it ensures that the obtained solution is the best possible one.
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1.5.2.1 Application of Optimization Theory in the Smart Grid

An optimization framework that enables the equitable allocation of DERs among
multiple consumers was utilized in . The proposed approach in
combines optimization and game theoretical models to achieve an optimal
solution. An optimization model is proposed in that assessed P2P
multi-energy trading between residential and commercial prosumers while taking
into account integrated demand-side management, including demand response
and three types of storage. The optimization model aimed to find optimal
trading prices for both electricity and heating through a Nash-type formulation
that ensured fair benefit allocation between two prosumers.

1.5.3 Anomaly Detection

Anomaly detection, also known as outlier detection, involves detecting infrequent
items, events, or observations that deviate significantly from the majority of the
data, arousing suspicion . In general, anomalous data is often associated
with some issue or uncommon occurrence. The energy trading process in a smart
grid is vulnerable to a wide range of threats, making it crucial to prioritize
its security. To this end, researchers have undertaken remarkable efforts to
identify and mitigate attacks, such as false data injection attacks (FDIAs),
in the electric power grid , , and . Various methods
have been explored, including physical protection approaches and cyber-oriented
approaches. Physical protection approaches pose challenges regarding the cost
and feasibility of implementing protection schemes for measurement devices.
The costs associated with implementing physical protection measures can be
prohibitively high, and smaller power grids may not have the necessary resources
or infrastructure to support such measures. Additionally, the feasibility of
implementing such measures may be limited by the physical layout of the grid

and environmental factors [Ahm+-19].

In recent years, data-driven machine learning (ML) methods have been
utilized for cyber-physical security analysis by predicting and identifying threats
and anomalies in a system [Esm+14]. Since physical sensors like phasor
measurement units can have flaws that result in bad or missing data, detecting
and identifying anomalies in power grid data is essential for accurate performance
analysis. By leveraging ML techniques, it is possible to improve the accuracy
of performance analysis and mitigate the impact of physical sensor flaws on
the analysis results. Effective security measures are critical for the reliable
operation of smart grids, and using ML-based techniques can be a powerful
tool in identifying and mitigating potential threats. In the following sections,
we introduce the basics of machine learning, second we study machine leaning
methods for attack detection. In the end, we study anomaly detection in the
smart grid.
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1.5.3.1 Introduction on Machine Learning

Machine learning is a vast and multidisciplinary field that encompasses multiple
areas of study, including computer science, probability and statistics, psychology,
and brain science. The primary objective of machine learning is to imitate
human learning activities using computers effectively. By doing so, machines
can automatically discover and acquire knowledge. Machine learning approaches
can be categorized into three primary groups based on the types of feedback
they receive:

e Supervised learning: supervised learning involves feeding training samples
with known category labels into classification or regression models during
the training phase . Some of the typical supervised learning
techniques include support vector machine (SVM), decision tree (DT),
artificial neural network (ANN), etc. One of the key advantages of
supervised learning is that it can achieve high accuracy if the training
data is representative and the model is appropriately designed and tuned.
However, it requires labeled data, which can be time-consuming and
expensive to obtain.

e Unsupervised learning: this technique involves inducing models using
training samples that have no corresponding category labels .
Examples of unsupervised learning techniques include clustering and auto-
encoder. These techniques can be used to discover hidden patterns,
structures, or relationships in data, which can help to gain insights
and inform decision-making. However, evaluating the performance of
unsupervised learning models can be challenging since there are no
predefined labels to compare the results against.

o Reinforcement learning: reinforcement learning optimizes behavior strate-
gies via trial and error . This learning type differs from the other
two types of techniques mentioned above, as it does not rely on a pre-
existing dataset with labeled examples. Instead, the algorithm learns
through repeated interactions with the environment, receiving feedback in
the form of rewards or penalties based on its actions.

1.5.3.2 Anomaly Detection based on Machine Learning Methods

Figure [I.4] shows a general framework for anomaly detection utilizing machine
learning ﬂRAH18 . The first crucial step is data pre-processing, which
encompasses filtering, data labeling, and feature selection. It is also critical
to understand the data to make suitable design decisions. After selecting the
features, training the model using prior knowledge of the system or data is
necessary. This prior knowledge may take the form of defining a standard
(normal) data profile to identify outliers as anomalies. After training the model,
it can be employed to categorize new data to assess its effectiveness. It is crucial
to incorporate data samples that represent the anomalous state during this step,
regardless of whether they were utilized during the training phase. Choosing

22



Solving Methodologies

Y

o
0 v T ..
g . Data Pre-Processing Classifier Training
s = Training  Feature Selection Building Classification
g Data Model
L~
(=
T
Q M i (
& Anomaly Detection Output
s .
o - Data Pre-Processing - Detection Model - Normal data
g Test Data - Decision Making - Anomalous data
2

. ~

Figure 1.4: General Anomaly Detection Framework.

appropriate metrics for the application environment is a challenge during the
evaluation phase of this algorithm, as this is necessary to analyze the outcomes
thoroughly.

The performance of attack detection algorithms can be evaluated based on
accuracy, detection (recall), precision, and false negative rates. The accuracy
rate measures the percentage of correctly predicted test samples. Precision
and recall measure the relevance of the output generated by attack detection
algorithms. Precision is calculated as the ratio of correctly classified positive
samples to all samples classified as positive. Recall is calculated as the ratio
of correctly classified positive samples to all correctly classified samples. False
negative rate is the probability that an actual attack will be missed by the test
measures. The computation for accuracy, precision, recall, and false negative
are as follows:

TP+TN
TP+TN+FP+FN
FN

FN+TP

Accuracy =

False negative rate =

TP

TP+ FP
TP

TP+ FN

(1.2)
Precision =

Recall =

where true positive (TP) and true negative (TN) represent the number of correctly
classified attack and normal data, respectively. On the other hand, false positive
(FP) and false negative (FN) represent the number of normal data and attack
data that are classified as attack and normal data, respectively.

Numerous techniques have been employed for detecting anomalies, but this
thesis will concentrate on methods that leverage computational intelligence,
particularly pattern recognition through machine learning. This approach
involves utilizing a known dataset to establish the input/output relationship of
the system, which can subsequently be used to classify an unknown dataset. In
terms of interpretability, here we study several well-known interpretable (DT
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and K-Means), semi-interpretable (SVM), and non-interpretable (Artificial NN)
machine learning classifiers.

DTs are a widely used tool for classification and prediction, characterized
by their structure consisting of nodes, arcs, and leaves. The feature attributes,
which are most informative among the attributes not yet considered in the path
from the root, are labeled on each node. The arcs out of a node are labeled
with feature values for the node’s feature, while each leaf is labeled with a
category or class. A decision tree traverses from the tree’s root to a leaf node
to classify a data point. The leaf node provides the classification of the data
points. Compared to other algorithms, DTs are highly interpretable and easy
to understand, and they need less effort for data preparation in pre-processing.
One limitation of Decision trees is that they are unstable. This means that
small modifications in the data can lead to significant changes in the model’s
predictions. Hence, they may not be well-suited for handling dynamic data that
undergoes changes over time .

K-means algorithm is a conventional clustering approach that partitions
data into k clusters, ensuring that data in the same cluster are similar while data
in different clusters have low similarities. The K-means algorithm’s sensitivity
to outliers results in a superior detection performance. These algorithms possess
low complexity and a high detection rate. Their drawback is the need to specify
k, as well as their sensitivity to noise and outlier data points [RAH18].

SV Ms are generally considered supervised learning classifiers that rely on
labeled training data to map samples to one of two classes [44]. These SVM
models are considered as binary or two-class linear models. Binary SVMs can
handle nonlinear data by transforming them into a high-dimensional feature
space utilizing the Kernel method. Unsupervised learning is frequently required
in anomaly detection approaches because of the lack of training data. In such
situations, one-class SVMs can be utilized, wherein the "normal" class is the
only class, and anything that deviates from the norm is classified as an anomaly.
The lack of training data is a significant disadvantage of binary SVMs, which is
likewise applicable to multi-class SVMs since they are an extension of binary
SVMs that enable categorizing samples into multiple classes .

ANNSs simulate the problem-solving capabilities of the biological brain to
enable computational systems to learn in a similar way. Due to their ability
to identify patterns in the input/output relationships of given datasets, neural
networks are promising candidates for anomaly detection systems. Nevertheless,
their inability to handle unseen data is a significant limitation in such applications,
and thus ANNs are rarely utilized in isolation .

Black-box anomaly detection models (e.g., ANNs and SVMs) can pose
significant risks in critical applications. Since they do not provide reasons behind
their predictions (i.e., explanations), it diminishes trust into their decision-
making mechanism. Using explainable anomaly detection models that offer clear
indications of why a particular data point is identified as an anomaly can be
effective in increasing trust into the system and avoiding wrong decisions. In
certain applications, providing such explanations can be equally vital as the
detection accuracy. However, deriving explanations from black-box anomaly
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detection models remains a challenging problem due to their complex structure.
Therefore, developing inherently interpretable anomaly detection models is
important. However, the primary challenge lies in achieving a well-balanced
trade-off between the model interpretability and the predictive performance.

1.5.3.3 Anomaly Detection in the Smart Grid

Several machine learning-based detection methods have been proposed in the
literature to perform complicated tasks such as detecting FDIAs in the smart
grid. The frequent use of SVM in detecting FDIAs is mainly related to its
simplicity, as demonstrated in several studies [Esm+14], [Jin+16], and [Wan+19].
However, the selection of the kernel function and the high memory and CPU
time requirements during training are the primary limitations of this algorithm.
Studies such as [Wan+17], [KPJ1§|, and [El +17] have utilized Feedforward neural
networks (FNNs) for FDIA detection, while Recurrent neural networks (RNN),
which mimic the dynamical behavior of smart grids through internal memory and
feedback loops, have been proposed in and . A Deep neural
network (DNN) has been employed in to improve the precision of FDIA
detection by incorporating more hidden layers. Additionally, Convolutional
neural network (CNN), a special type of DNN that extracts different features
in samples, has shown promising results in FDIA detection, as highlighted in
[Wan+19]. Another algorithm used for FDIA detection is Autoencoder (AE),
a deep neural network that compresses and expands measurement samples
nonlinearly. The detection in AE is based on the error between the input and the
decoded sample, and an alarm is raised when the error exceeds a certain level,
as demonstrated in [Zha+18b]. However, a significant drawback of using the
backpropagation method for training neural networks is the extensive amount of
time required. Other supervised learning techniques used for detecting FDIA in
smart grids are margin classifier (MC), a generalized form of SVM with more
accurate performance, as shown in [Wan+17], and structure learning (SL) ,
which is a prediction method based on the covariance of the samples’ structure
rather than their actual values. However, the main drawbacks of supervised
learning approaches are the requirement for extensive learning and labeled data.

Studies such as [Zan+17] and [VV17] have applied K-means clustering in
detecting FDIA. The main advantage of this method is its simplicity; however,
it is highly sensitive to noise in the samples, which is a significant drawback.
An extended version of K-means clustering is Fuzzy clustering (FC), or soft
clustering, where a sample can belong to multiple clusters with varying degrees
of membership. This results in a more detailed clustering process where clusters
can overlap rather than having clearly defined boundaries. FDIA detection
using FC was demonstrated in [Wan+19] and [VV17], where it yielded a slightly
improved detection accuracy compared to the K-means clustering method.The
above approaches generally suffer from a trade-off between transparency, speed,
and accuracy, limiting their ability to achieve optimal results. For instance,
some approaches that show high accuracy, such as DNNs and RNNs, suffer from
low transparency owing to their inherent complexity. Conversely, transparent

25



1. Introduction

methods such as DTs perform poorly in processing large datasets, resulting in
slow speed.

1.6 Contributions of the Included Papers

This dissertation includes three papers (papers I-III) which are briefly presented
in this section.

1.6.1 Paper |

S. Mohammadi, F. Eliassen, and Y. Zhang, "Effects of false data injection
attacks on a local P2P energy trading market with prosumers," 2020 IEEE
PES Innovative Smart Grid Technologies Europe (ISGT-Europe), The Hague,
Netherlands, 2020, pp. 31-35.

In Section 1.5.2, we mentioned that a key challenge in local P2P energy
trading is ensuring the security of the market. We also observed that FDIAs
are one of the most popular approaches to attacking an energy trading market.
There are some works that studied FDIA scenarios in P2P energy trading
markets and possible defense methods and . However, those
works considered consumers only in energy neighbourhoods. When there are
prosumers, the higher benefits that they gain from trading between themselves
rather than with the grid, encourages consumers to become prosumers. Hence,
it is a challenge for the suppliers. In this case, a malicious supplier may want
to discourage consumers from becoming prosumers. In this regard, attacks can
be orchestrated by a malicious supplier who engages an attacker acting as a
prosumer, to gain more utility. The attacker tries to modify the demands of
prosumers by increasing their energy consumption demand to increase the profit
of the energy supplier and reduce the profit of prosumers. Therefore, it is of
high interest to study the effects of FDIA on P2P energy trading where there
are prosumers and consumers.

In paper I, we study the following research questions: "RQ1.1: what kind of
measures can be used to defend against the identified kinds of attacks in local P2P
energy trading markets?" and "RQ1.2: what kind of known cyber-attacks can be
applied in P2P energy trading markets?". Therefore, in the paper, we explored
the vulnerability of local P2P energy trading to FDIAs. A threat scenario, in
which FDIAs are executed, in a P2P energy trading market including prosumers
is proposed, and the resulting benefits for the attacker is investigated. We chose
an exploratory approach to quantify threats. In particular, we investigated a
game theoretic approach to P2P trading. We analyzed the effects of FDIAs,
when there are different numbers of attacked prosumers, on the price and revenue
of prosumers and the attacker in different time slots, and compared them with
the normal situation (without attack).
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1.6.2 Paper ll

S. Mohammadi, F. Eliassen, Y. Zhang, and H. -A. Jacobsen, "Detecting False
Data Injection Attacks in Peer to Peer Energy Trading Using Machine Learning,"
in IEEFE Transactions on Dependable and Secure Computing, vol. 19, no. 5, pp.
3417-3431, 1 Sept.-Oct. 2022.

In Paper I, we assumed the attack occurs before the game starts to reap
benefits for the energy sellers (e.g., suppliers) by causing a reduction in incentives
of becoming or remaining energy selling prosumers. We observed from the
experiments that the profits of prosumers decreased after the FDIAs (when the
prosumers’ demand was increased by the attacker before the game started). This
effect (reduction in prosumers’ profits) could possibly reduce the consumers’
motivation to become prosumers. We concluded that the attacker could not gain
energy for free by only modifying the prosumers’ demand at the beginning of the
game or before the game started. This is due to the iterative nature of the game
where prosumers will update their demands based on the new price in subsequent
iterations. Subsequently, the game will converge with supply/demand balance
and there will be no extra energy for the attacker.

Extending Paper I, in Paper II, we studied how energy could be gained for
free through FDIA in local P2P energy trading scenarios. In this paper we
studied RQ1.1 and RQ1.3 which are as follows: "RQ1.1: what kind of measures
can be used to defend against the identified kinds of attacks in local P2P energy
trading markets?" and "RQ1.3: what kind of new cyber-attacks in P2P energy
trading markets can be imagined?". Accordingly, we developed a novel FDIA
model based on two threat scenarios, in which the attacker tried to gain energy
for free by intruding into the game realizing a P2P energy trading market. We
assumed the FDIA is motivated by the desire to gain free energy and reap
economic benefits for the attacker. Here, the attacker’s goal to gain energy for
free was realized by a novel way of manipulating the trading data with the effect
that, in the end, the supply was greater than the “true” demand. In such a case,
we assumed an attacker can use a “hidden” battery as a measure to prevent grid
imbalance by consuming the resulting surplus energy. The opposite case is of no
interest to the attacker as this would require the “hidden” battery to “supply”
energy (discharge the battery) to prevent imbalance.

The trading game is iterative, and in order for the attacker to gain free energy,
we found that the false data needs to be injected in all iterations. An essential
issue, which was not studied in Paper I, is that the attack should not violate
the convergence criteria of the game. Convergence happens in an iteration when
no agent tries to modify its decision from the previous iteration. Violating the
convergence condition disrupts trading. In Paper II, we referred to this problem
as the convergence issue. We mathematically proved the convergence of the
game given the injection method of the false data showing the effectiveness of
our FDIA model. In this paper, we also studied the following research questions:
"RQ2.1: what kind of measures can be used to defend against the identified kinds
of attacks in local P2P energy trading markets?" and "RQ2.2: how can machine
learning be applied to defend against the attacker both considering existing
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approaches and identifying the need for new solution?". Hence, we introduced a
highly accurate interpretable ML model together with a transparent decision-
making process which rendered the model suitable for attack detection in P2P
energy trading.

1.6.3 Paper lll

S. Mohammadi, F. Eliassen, and H. -A. Jacobsen. "Applying Energy Justice
Principles to Renewable Energy Trading and Allocation in Multi-Unit Buildings",
Energies 2023, 16, 1150.

In Section 1.6.1, we mentioned that DRESs have been widely approved at the
residential scale, especially in detached houses, but the lack of a legal framework
prevents the installation of PV panels and BESSs in multi-unit buildings. Recent
studies related to PV panel allocation in multi-unit buildings have focused more
on evaluating the technical performance [GCG21] and analyzing the economic and
technical feasibility of PV panels in microgrids [Qad22| and [WMC22]. However,
shared DRESs, including PV panels and BESSs, in multi-unit buildings have
not been investigated well.

The diversity of residents in multi-unit buildings, including tenants and unit
owners, can make it challenging to share energy from shared DRESs. This
process can be unfair for some residents, as some of them may not be able to
afford the investment or may only want to enjoy the benefits for a short time.
In this regard, in Paper III, we studied the following research questions: "RQ3.1:
what are the effects of developing DRESs for multi-unit buildings" and "RQ3.2:
how energy generated by DRESs can be shared in multi-unit buildings?". We
proposed an energy-sharing model that enabled efficient, fair, and equitable
allocation and distribution of energy, costs, and benefits in multi-unit buildings,
considering different groups of residents.

In Section 1.6.3 we concluded that energy justice provides an effective decision-
making tool that helps stakeholders, e.g., consumers and producers, to make
more rational energy decisions. In general, energy justice addresses the equitable
sharing of energy, costs, and benefits and identifies injustices within energy
systems and [Sar17]. The value of energy justice has not been studied
within the concept of energy sharing in multi-unit buildings. Therefore, a set
of steps has to be formulated to enable a fair and just energy-sharing system
in multi-unit buildings where different groups of residents can participate and
gain benefit from the shared DRESs in their building. Applying the principles of
energy justice in energy sharing models removes or reduces barriers to the active
participation of end customers (consumers,/prosumers) in the future smart and
decentralized energy grid. Therefore, it is of most interest to analyse how energy
justice’s principles can be applied in the energy trading and allocation processes
to achieve fair energy sharing.

In Paper III, we proposed a new fair energy sharing model (FESM), which
focused on energy allocation and trading inside different multi-unit buildings,
considering energy justice principles. The basis for our definition of FESM was a
network behind the meter in which the shared systems (PV panels and BESSs)
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can be owned by the main owner of a multi-unit building or a group of residents
living in the building. Although FESM and community-based microgrids have
similarities in their configurations (e.g., both rely on centralized renewable
sources), they have an important difference. In community microgrids, shared
DRESs are located in front of the meter that are controlled by utility companies
(i.e., they are controlled in an aggregate manner) that incur extra costs for the
users who use the shared systems (e.g., there will be administrative costs). Since
users of community DRESs do not own DRESSs, they are deprived of having
access to any of the tax credits and incentives of DRESs. However, in FESM,
shared DRESs are installed behind the meter and are not controlled by utility
companies; hence, additional costs are eliminated for users. Moreover, users in
FESM can own a portion of DRESs and take advantage of the tax benefits.

After allocating shared DRESs and energy to the residents by the energy
management operator (EMO) of the buildings, energy trading was enabled in
FESM with expected prominent benefits such as cost-savings and carbon footprint
reduction. The EMO of the buildings monitored and controled the trading stage
and computed the trading price. During the energy trading process, the interests
of sellers and buyers were protected, and they were given the opportunity to
determine the amount of energy they want to sell and buy based on certain
factors, such as priority factors, or after seeing the price. The priority factor
was defined as one of the main elements of FESM to retain the fairness and
interests of both buyers and sellers during energy trading. Moreover, in this
paper, we studied research questions RQ4.1 and RQ4.2 as follows: "RQ4.1: how
fairness can be defined in renewable energy sharing" and "RQ4.2: how can justice
be applied to renewable energy sharing in multi- unit buildings to achieve fair
energy sharing?"'. Hence, we analyzed justice and fairness in energy allocation
and trading processes according to the main principles of energy justice. These
analyzes helped to understand that justice can be defined differently for each
building according to the building conditions (e.g., resident preferences, types of
residents, etc.). Moreover, the revenue of the shared DRESs’ users living in the
multi-unit buildings were examined under different energy allocation processes.
In addition to fairness and justice, the experimental results showed that our
method increased the sellers’ profit by 59.7-127% and decreased the buyers’
cost by 8-21%, compared to the baseline methods. Moreover, applying the
energy justice principles in the proposed sharing models could act as an efficient
incentive for the residents of the multi-unit buildings to invest in the shared
distributed renewable energy sources.

1.6.4 Main Contributions of the Dissertation

The main contributions of this dissertation can be summarized as follows:

e Studied the security issues in the smart grid focusing on AMI and
its important components including smart meters and communication
networks;
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Studied local energy trading markets in the smart grid and analysing its
security issues focusing on FDIAs;

Analysed and experimentally explored the consequences of FDIAs in a
game-theoretic approach to P2P energy trading;

Proposed two threat scenarios based on a novel false data injection attack
model;

Presented a solution for how the attacker may gain energy for free under
the game-theoretic approach to P2P energy trading and prevent imbalance
in demand-response caused by a FDIA;

Proposed a reliable and transparent machine learning model for accurate
and interpretable detection of FDIAs;

Studied the challenges related to the establishment of renewable energy
communities;

Studied and explored the challenges of renewable energy sharing in multi-
unit buildings focusing on fairness issues;

Presented a novel fair energy sharing framework FESM plus two different
applications of it;

Studied energy justice and its main principles;

Applied the main principles of energy justice in a systematic way in the
design of energy allocation and trading processes to create justice and
fairness.

1.7 Suggestions for Future Research

In this section, we discuss possible future directions to stimulate more studies
into the extension or exploitation of the introduced methods in this dissertation.
We categorized the ideas based on the researched topics below.
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¢ Privacy-Preserving in using shared DRESs: In Paper III, a fair

energy sharing model is proposed to enable using of shared DRESs in
multi-unit buildings. However, we did not studied privacy issues related
to residents who participate in energy sharing. Privacy concerns are
dependent on the context in which they arise. Individuals have varying
areas of concern, and some privacy issues may prevent data sharing more
than other concerns. In literature, it has been found that the main privacy
issue is that sharing the details of energy consumption data could expose
home life information and intrude upon decision-making, autonomy, and
control [103]. For future research, it is of interest to explore how to achieve
trust among participants and how much information they should share
during energy trading.
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e Energy justice as an interactive tool: In Paper III, we have applied
energy justice principles in the design of energy-sharing processes to
make justice. As a future work, it might be interesting to develop the
proposed framework into an interactive tool for exploring and comparing
the effects of different approaches to energy justice. As an interactive
tool, energy justice can be used to engage stakeholders in discussions and
decision-making processes related to energy policies and projects. This tool
identifies potential energy justice issues, such as the unequal distribution
of energy benefits and burdens and the exclusion of specific communities
from decision-making processes.

e Uncertainty: Another interesting topic that could be studied in the
future is uncertainty. In this thesis, uncertainty can be explored in the
context of cybersecurity issues in P2P energy trading markets, as well as
within PV generation and consumption.

In the context of local energy trading markets, cybersecurity is critical in
ensuring the secure exchange of energy resources and data. Effective risk
management within this context involves the identification, assessment,
and mitigation of potential risks to protect the integrity of the energy
trading ecosystem. A robust cybersecurity framework tailored to these
markets can address uncertainty through various strategies, such as
risk assessment, risk mitigation, incident response, and monitoring and
adaptation. Addressing uncertainties in cybersecurity within local energy
trading markets necessitates a comprehensive strategy that includes
redundancy, resiliency, diversity, and the establishment of a robust
risk management framework. These approaches are essential for local
energy trading markets to effectively manage the constantly evolving and
unpredictable nature of cyber threats. While it is not feasible to eliminate
all uncertainties entirely, adopting a proactive and flexible approach can
substantially enhance the posture and resilience of cybersecurity operating
within these markets, helping them withstand and respond to the challenges
faced by unknown cyber threats.

There are multiple factors that affect solar PV generation, including weather
conditions, location, and the efficiency of the solar panels. When it comes
to weather conditions, events like cloud cover or storms can reduce the
amount of sunlight that can reach the solar panels, which leads to lower
energy production. Additionally, the efficiency of solar panels can fluctuate
based on factors such as temperature and shading. The instability in
solar energy production causes a challenge for grid operators, who must
continually balance supply and demand in real-time. At times, surplus
solar energy can be injected back into the grid, which may cause issues for
grid stability, and necessitates the requirement of flexible backup power
sources. On the consumption side, uncertainty in solar energy demand
patterns can be impacted by several factors, including weather conditions,
consumer behavior, and the availability of energy storage technologies. For
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instance, changes in consumer behavior, such as increased use of energy-
efficient appliances or changes in work-from-home policies, can change
overall electricity demand and energy consumption times.

Uncertainties in solar PV generation and consumption can create challenges
for the normal conduct of peer-to-peer (P2P) energy trading. One of the
significant challenges is the difference between the actual demand and
production and the predicted ones. This means that since the trading
amounts of energy consumption and generation is based on predictions
about the future, there will always be inaccuracies compared to the hour
of actual consumption and generation. This problem usually creates
some imbalance that needs to be compensated during the hour of actual
consumption/generation to maintain grid balance.

Uncertainties can happen because of different factors such as weather
conditions, deliberate changes in energy demand, or technical issues.
For example, if a prosumer deliberately overestimates their solar energy
production and sells more energy than they produce, it can create a shortage
of energy for other consumers or the grid, leading to potential reliability
issues. On the other hand, if a consumer deliberately underestimates
their energy consumption and does not purchase enough energy from
the grid or other prosumers, it can lead to potential energy shortages
for themselves and the grid. Omne possible solution to address these
intentional overestimations/underestimations, which can be categorized as
FDIAs, could be to consider penalties to discourage them. For example,
a penalty could be a higher energy price for the energy sold beyond the
actual production or purchased beyond the actual consumption. However,
these penalties could also affect the benefits of consumers/prosumers. For
example, if a consumer overestimates their solar energy production and
is penalized, it could affect their profits and savings from selling excess
energy.

Therefore, similar to the wholesale market that maintain the grid balance
using the balancing market, a solution for uncertainties in P2P energy
trading markets may be needed to balance the market and for scalability
reasons this may need to be handled locally (e.g., a role for the coordinator
of the energy trading market).
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Abstract

In the energy sector, peer-to-peer (P2P) energy trading is a promising
method for the future smart grid. Despite all the benefits, this method
is vulnerable to some malicious attacks, e.g., false data injection attacks
(FDIAs). This paper explores the vulnerability of local P2P energy trading
to FDIAs. Previous works on FDIAs in energy neighborhoods consider
consumers only, or do not consider the effect of including prosumers. We
consider the situation where an attacker tries to modify the participants’
demands to gain some benefits. Through simulations using real datasets,
we demonstrate possible effects of FDIAs on both selling and buying energy
prices in P2P energy trading involving both prosumers and local energy
suppliers. From the simulations, we learn that the best chance for an
attacker to remain undetected is to target a high number of prosumers and
only modify their demand with a small fraction. Moreover, by comparing
the results from the attack scenario with the normal situation, we observe
that an attack generally leads to less favorable energy prices and thus
reduced incentives to become or even remain an energy-selling prosumer.
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|. Effects of false data injection attacks on a local P2P energy trading market
with prosumers

.1 Introduction

Electricity markets are being enabled by new regulations to build the future grid.
Unlike centralized markets, new market models are based on decentralization of
energy resources. Local energy communities can trade energy in two ways: by
an intermediate of a global market operator, or in a peer to peer (P2P) setting.
In P2P energy trading, local prosumers have more flexibility in trading energy
by exchanging surplus energy from multiple distributed energy resources (DERS)
between themselves. This flexibility could increase the prosumers’ financial
welfare and result in significant cost savings for them. When prosumers generate
their consumption energy locally, power flow over long distances can be reduced,
and transformers can be replaced with smaller and cheaper equipment. Thus,
local energy generation can result in major cost savings for the system [Le +20].

Besides the benefits of local P2P energy trading as outlined above, a key
challenge is ensuring the security of the market. This should be addressed as a
part of the original design. If no security measures are taken, it can facilitate the
way for insider and outsider attackers to penetrate the market, or cause faulty
energy trading behaviours.

One of the most popular approaches to attack cyber physical systems is
false data injection (FDI). The concept of FDI attacks (FDIAs) mainly refers
to the deception attacks, which means that the attack aims to take down the
consistency of power grid or to gain more benefits by tampering output data
of power equipment [Zha+19a]. There are several works which studied FDIA
scenarios in P2P energy trading, as well as possible defense methods ,
[Liut14], [GCG21], and [BZ14]. However, those works considered consumers
only in energy neighbourhoods. To the best of our knowledge, there are no
works analysing threat scenarios in P2P energy trading with both prosumers and
consumers. When there are prosumers, the higher benefits that they gain from
trading between themselves rather than with the grid, encourages consumers to
become prosumers . Therefore, this is a challenge for the suppliers.
In this case, a malicious supplier may want to discourage consumers to become
prosumers.

We choose an exploratory approach to quantify threats. In particular, we
investigate a game theoretic approach to P2P trading. Game theory in P2P
energy trading can simulate participants” behaviour and their interactive trading
with each other, and easily incorporate motivation (incentives) and pricing plan
as a part of the game framework development. It can also create trust between
participants within the network, and motivate them to cooperate in a game
situation. Moreover, its potential to merge with some promising signal processing
techniques like machine learning and fuzzy logic makes it useful . In our
investigation, the behaviour of all trading participants, including their individual
preferences is modelled.

In this paper, a threat scenario, in which FDIAs are executed, in a P2P energy
trading market including prosumers is proposed, and the resulting benefits for the
attacker is investigated. We analyse the effects of FDIAs, when there are different
number of attacked prosumers, on price and revenue of prosumers and attacker
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in different time slots, and compare them with the normal situation (without
attack). We use a real dataset from Austin, Texas for doing the experiments. The
experiments show that all prices and the average utility of prosumers increase
and decrease respectively, by increasing the amount of attacked prosumers’
demands. This leads to reducing the motivation of becoming or even remaining
an energy-selling prosumer. The contributions of this paper are as follows:

e We analyse a threat scenario based on False Data Injection Attacks in a
P2P energy trading model including prosumers.

e The consequences of false data injection attacks in a game-theoretic
approach to P2P energy trading are analysed and experimentally explored.

The rest of the paper is organized as follows. Section 2 describes the system
model. Section 3 details the threat scenario. Section 4 demonstrates the
numerical simulation results followed by the conclusion in Section 5.

.2 System Model

The trading model that we explore in our work is adapted from . In
this model, a community-based P2P market is designed that includes different
market participants such as pure consumers, prosumers (with solar generation),
local suppliers (with their own energy generation from solar farms, wind parks,
or conventional power plants), and one community coordinator. The behaviour
of the participants is modelled as two non-cooperative games.

The market is modeled as a multi-agent system that consists of three types
of agents; prosumer agent (both consumers and prosumers are considered as
prosumers), supplier agent, and coordinator agent. In the game, both suppliers
and prosumers try to maximize their own profit. The coordinator’s job is to
set up two pricing models that include an external pricing model for importing
energy from suppliers to the local community, and an internal pricing model
for the internal trading between local prosumers. In the following, the different
players in the game are briefly described.

Suppliers compete with each other based on supply function equilibrium
as in [JTO06]. Let N = 1,..., N define a set of suppliers. Here, it is assumed
that supplier j € N submits a parameter w; > 0 to the coordinator. This
parameter indicates that an external price p** > 0, supplier j is willing to
supply S(p®**, w;) units of power (which is known as the supplier’s bid) given
by:

W

S, wj) = D — (peit) (1.1)

pemt — EjeMS‘,t (I 2)
YjemDj

The parameter w; may be understood as the revenue that supplier j is
willing to forgo, because when the price is p** , p®®* D is the total revenue, and
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petS(pe*t, w;) = p***D — w, is the revenue of supplier j when the price is p©**.

The external price for supplier j at time slot ¢ is given by the equation

In the prosumer side game, there are pure consumers (without generation)
and prosumers (with generation). When the difference between generation and
consumption is greater than zero, then prosumer acts as a seller. Otherwise, the
prosumer act as a buyer. The prosumers try to adjust their energy consumption
based on the internal prices (buying and selling prices) which are calculated by
the coordinator to clear the market. As proposed in the utility of the
prosumer ¢ at time slot ¢ (Utility; ,(.)) is expressed as follows:

Utilitys (1) = P mie) TP = i), Fyy =i > 0 (1.3)
B kigln(1, @) + pP(E, — xi4), B, — 20 <0
Ed _Es Ed o Eb
PP = et Pl =Nt (14)
YjemDj YjemDj

where k;In(1,x;4) is the utility that the prosumer i gets by consuming ;¢
amount of energy at time slot ¢ . k;; is the reference parameter of prosumer
i; a prosumer with high k; ; is more interested to consume more of its energy
to gain maximum utility. Ef , is the amount of energy that prosumer ¢ is able
to generate at time slot t. pj and p? are internal selling and buying prices
at time slot ¢, and p; and \; are predefined parameters. p; (Ezt — x;4) and
pé’(Ef , — x;) are the revenue that prosumer i gains by selling excess energy
and the price of buying energy at time slot ¢, respectively. Ef and E¢ are total
energy supply and demand at time slot ¢, respectively. Prosumers update their
energy buying/selling request Eit — ;¢ only by updating z;; [Liu+14].

The coordinator gathers all the bids from the suppliers, and the requests for
selling and buying energy from the prosumers. Subsequently, it calculates both
internal and external prices based on the model of internal and external pricing
respectively. Details of these pricing models can be found in [Liu+14].

In the game, first, the prosumers send their energy buying/selling requests
to the coordinator. Second, the coordinator will calculate the net load, which is
equal to the difference between the sum of energy generation and consumption
from the prosumer-side, and send it to the suppliers. Then, the suppliers send
their bids to the coordinator, and the coordinator calculates both external
and internal prices, and send them to both suppliers and prosumers. Finally,
the suppliers and prosumers update their bids based on those prices, and the
algorithm will continue until the results from all participants converge; i.e., when
the difference between the new external price and the previous one is sufficiently

small [Liu+14).

1.3 Threat Analysis

Although a local P2P electricity market based on game theory could provide
financial benefits to users and general environmental benefits, it may also bring an
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opportunity for FDIAs by insiders or outsiders to reduce their cost or maximize
their benefits. In this section, we design a threat scenario that is based on false
demands.

1.3.1 Threat Scenario

In this threat scenario, attacks can be orchestrated by a malicious supplier who
engages an attacker acting as a prosumer, to gain more utility. The attacker
aims to find the best way of modifying the prosumers’/ consumers’ demand
requests to minimize the chance of being detected.

a) Possible ways to altack

As it can be seen from Figure [[II.3] we consider two ways of attack. First,
before the game starts (before the calculation of the prosumers’ bids by their
smart meters), and second, at the beginning of the game (after the calculation of
the prosumers’ bids by their smart meters). In the first method (Figure ,
the attacker tries to intercept or modify the hardware/firmware code of the other
prosumers’ smart meters to make a disturbance in the process of calculating
consumptions (to modify the demands). There are different ways to attack a
smart meter; as explained in the following;

b) Possible threats for a smart meter

A smart meter has five main components which are control unit, smart
meter collector, metrology system, home area network (HAN), and the optical
interface . Each of these components has various targeting attacks;
e.g., the vulnerability of the control unit and metrology system are hardware
and firmware reverse engineering. The smart meter collector is a radio system
that communicates among the data collector in the AMI and the smart meter.
Here, the dedicated design of the data and the data itself could be a target for a
possible attack that may lead to an outage of the power grid, electricity theft and
denial of power. The responsibility of HAN is to transfer real-time consumption
readings from the smart meter to other devices in the user’s premises. Data theft
and denial of data are the main attack types in this context. Finally, the optical
interface is applied for configuring and installing the smart meter. A severe
denial of power and grid disruption could happen by interception or firmware
attack.

In the second way of attack (Figure [l.1(b)]), the attacker tries to connect
to the communication network in the first round of the game to disrupt the
legitimate communication between a victim prosumer and the coordinator. Here,
the attacker controls the flow of the bids information in communication links
to falsify some of the bids’ by modifying their demands, which are sent by the
prosumers’ smart meters. One other possibility is that the attacker also modifies
the bids during the game. There is, however, a risk that this would cause the
game not to converge and thus cause disruption of the trading. Although this
could be a possible approach of an attacker, we do not consider this case in the
scenario, but leave it as future work.

After the attack happened, the coordinator receives false demands from some
of the attacked prosumers, and the sum of the bids will be calculated by the
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Figure I.1: (a): attacking to some of the prosumers’ smart meters before the
game starts, (b); attacking the beginning of the game by modifying some of the
prosumers’ demands.

coordinator based on the wrong amounts. As a consequence, all the processes of
the game will be done based on the false initial demands. After finishing the
game during a time slot, the final internal and external prices and amount of
energy to sell or to buy will be sent by the coordinator to all participants.

1.4 Nummerical Results

In the simulations, a real dataset from Austin, Texas is used. The use
case focuses on the 1st day of August 2018, with efficient solar generation. The
dataset has five main features; user (prosumer/consumer) ID, generation, sum
of the loads, shiftable-load, base-load. We apply the attack data by modifying
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the shiftable and/or base loads, and by updating the sum of the loads based on
the modified shiftable/ base loads.

The P2P system model contains 50 households; 20 of them are prosumers who
are equipped with rooftop PV panels, while the remaining 30 are consumers with
zero energy generation, and one attacker that intercepts prosumer/coordinator
communication at the network level. Three companies act as suppliers in this
P2P market. A buying prosumer has larger consumption than generation, while
the opposite is the case for a selling prosumer.

We perform the simulations at a specific time slot of the dataset with different
attack configurations to learn about the effects on energy trading with our threat
scenario. We vary the attack configuration by increasing or decreasing the
demand of both prosumers and consumers by different amounts, at the same
time or separately, as well as the number of attacked prosumers/consumers.
Furthermore, for prosumers, we assume the demand should not be modified in a
way that causes its role towards the coordinator to be changed from seller to
buyer or vice versa; this would make the attack easier to detect. We did some
initial experiments to figure out how much an attacker had to change the demand
to have a significant effect on trading in terms of prices and external supply.
The range of both shiftable and base loads in the dataset is (Okw, 6kw]. When
increasing the shiftable and/or base loads by less than 2kw on different percent
of prosumers, we could not see any significant effects on the trading results.
After initial experiments we increase shiftable and/or base loads of buyers in
the experiments as described in the following. We distinguish between true
demands in the range [3kw, 6kw| and [1kw, 3kw). These we refer to as R; and
R5 respectively. Let d and d denote the true and false demands, respectively. A
small increase we define as up to three times of a true demand in R; (d/ = 3d),
and up to five times of a true demand in Ry (d = 5d). On the other hand, a
large increase we define as up to 30 times a true demand (dl =30d) in Ry and
up to 10 times a true demand (d/ = 10d) in Rsy. Increase by less than twofold are
usually used for increasing the sellers’ demands because of keeping their roles.

Besides keeping the buyers’ role, on the other hand, the attacker should not
reduce the loads to the extent that the total load turns from positive to negative.
Therefore, we decrease shiftable and/or base loads of sellers and consumers as

d

follows; at least % times of a true demand (dl = ¢)in Ry and % times of a true

demand (d' = %) in Ry we refer to as a small decrease, while a large decrease we
define as setting the false demand to at least 10% and 1% of the true demand
(d/ = 1% and d = ﬁdo) in R; and Ry respectively. Tuning the false demands
to more than 50% of the true ones are usually used for decreasing the buyers
demands to keep their roles. Table I summarizes the effects of attacks with

different configurations at time slot 10, and Table [[.2] shows the result of the

experiments in the normal situation (without attacks) in the same time slot. We
can see from Table [I.1] that the consumption data (shiftable/ base loads) are
modified based on the ways we explained and the ranges of modified data are
determined. In the different experiments, the percentage of attacked consumers
and prosumers separately and together are 20%, 50% and 70%, respectively. The

b
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Table I.1: Average utilities of prosumers (A.U.P), consumers (A.U.C), and
suppliers (SUP) under FDIAs on different number of prosumers (PR.) and
consumers (CON.) at time slot 10.

Number of Increasing demand Increasing demand Decreasing demand Decreasing demand
o (small increase) (large increase) (small decrease) (large decrease)
participants (%) AU | AU | AU s | AT AU | AU Sup AU | AU | AU Sup AU | AU | AU Sup

P c s P c s P c s P c s

20% 013 | 023 | 421 | 1104 |-162 |-04 |43.6 |409 |054 [024 |276 | 1049 | 049 | 031 |[242 | 102
Pr. | 50% 12 012 [ 722 1699 [-160.7 | -19 [ 399 | 1225 [052 [o022 |270 [1038]052 [032 |235 |96

0% 2.7 | 0.04 | 10.6 | 204.4 | 2308 | 23 | 558 | 1447 |07 [037 | 169 [885 |06 |o037 |18 |[s872

20% 053 | 028 |233 | 982 [055 |032 |239 | 1023|055 [035 | 185 |9L15| 051 | 024 |281 | 110
Con. | 50% 0.54 | 029 | 248 | 1016 | 053 |025 |275 | 1085|054 |024 |267 |1053 050 | 034 |[203 |90.1

70% 0.56 | 031 | 261 | 1066 | 050 |0.09 |3.65 | 1203 [498 |025 |268 |1069 | 055 | 034 |202 |9L7
R 049 | 017 |315 | 1121 [052 |026 | 252 | 1043|051 |028 |250 | 1035|052 | 025 |271 | 108

50% 049 | 016 |3.18 | 117.6 | 054 | 025 |277 | 1088 [0.54 |030 |224 |99.40 | 052 | 027 |[260 | 106
Com o 053 | 026 |25 | 105 [050 |029 |228 |100.9|053 [026 |269 | 1078|053 |0.28 |[248 | 104

Table 1.2: Average utilities of prosumers (A.U.P), consumers (A.U.C), and
suppliers (SUP) under normal situation at time slot 10.

A.U.P | AU.C | A.U.S | Sup (KW)
0.5019 | 0.3460 | 1.9816 94.8453

following observations can be made by comparing Table and Table

1) The attacker should increase the demands: compared with the normal
situation, the utility of the malicious supplier is higher when the attacker increases
the consumptions by both low and high amounts. The reason is that the sellers
will sell less energy and buyers will buy more when their consumptions increase;
based on the conditions in the right part of the equation [[.3] and then the
suppliers have to supply more energy (equation which leads to the higher
utility.

2) The attacker should attack just prosumers: when the attacker attacks
consumers (increases their demands), the average utility of the consumers and
prosumers decrease and increase respectively in comparison with the normal
situation. This is because sellers will sell more energy; based on equation [[.3] and
thus gain more utility. In contrast, the buyers will buy more, which results in
lower utility. This situation encourages consumers to become prosumers which is
contrary to the malicious supplier’s goal. So, by attacking just to the prosumers,
the average utility of the prosumers gets lower than the consumer’s average
utility which again may discourage consumers to become prosumers. This will
be economically beneficial for the malicious supplier.

3) The attacker should increase the demands of a high number of prosumers
with a low amount for each prosumer: Increasing the consumption by a high
amount could be suspicious and noticed by the coordinator by checking the
prosumer’s history. For this reason, the attacker should increase the demands by
a low amount i.e., with a low difference between the false demand and the real
one. The attacker in our threat scenario wants to reduce the chance of being
detected. Therefore, for being undetectable, the attacker should aim to attack a
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Table 1.3: Number of attacked prosumers at different time slots

Time slots | Percent of prosumers (%)
7:00 40%
8:00 50%
9:00 60%
10:00 70%
11:00 80%
12:00 90%
13:00 95%
14:00 85%
15:00 65%
16:00 80%
17:00 75%
18:00 70%
19:00 55%

high number of prosumers by increasing their demands by a low amount instead
of attacking a small number of prosumers and increase each of their demands by
a high amount.

We apply the attack on the different percentage of prosumers in all time slots
during the day to see the effects on both prices and utilities. Table shows
the percentage of attacked prosumers for which the most benefits are achieved
for the attacker at each time slots (from 7:00 A.M to 19:00 P.M). Both internal
and external prices under normal and attacked situations at similar time slots
with Table [[.3] are investigated in Figure [[2] As can be seen from Figure [[.2]
all prices increase after the attack; this is due to the increase in the demands.
Figure illustrates the profits of prosumers and consumers before and after
the FDIAs, showing the decrease in profits. We can see that prosumers with
solar generation get much more profits than consumers when there is no FDIAs.
This may motivates consumers to become prosumers. While those motivations
will be lost by decreasing the profits of prosumers and becoming lower than
consumers’ profits after the FDIAs; this has a high benefit for the malicious
supplier.

One lesson that we learnt from the experiments is that the game theoretic
approach by itself can contribute to security. One effect of the approach is that
an attacker cannot gain free energy by changing the demand at the beginning of
the game. When the attacker increases the demands at the start of the game,
the participants will in subsequent iterations update their demands based on the
new price as normal, and finally, the game will converge with supply/demand
balance and there will be no extra energy for the attacker. Alternatively, the
attacker could manipulate the demands in each iteration of the game. From the
experiments we observe that the game sometimes does not converge and thus
cause disruption of trading. The way the demands are modified, must therefore
be carefully considered by the attacker.
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Figure 1.2: (a): internal selling prices before and after FDIAs, (b): internal buying prices
before and after FDIAs, and (c): external buying prices before and after FDIAs at different
time slots.

I.5 Conclusion

In this paper we analyzed threat scenarios and experimentally explored the
effects of false data injection attacks in a P2P energy trading model including
their consequences on prosumers during trading. The effects were explored
by comparing the trading outcome in a normal situation with the outcome of
trading when under attack. The experimental results indicate that if the attacker
modify the demands of prosumers by increasing their consumption demand,
it will increase the profit of external energy suppliers and reduce the profit
of prosumers. This reduction in profit may reduce the incentives to become
or even remain an energy-selling prosumer. While, without FDIAs, the P2P
trading model acts as an efficient incentive for pure energy consumers to become
prosumers, due to the low internal prices and high utilities that it promotes. As
future work, we will propose a novel mitigation technique to detect such false
data injection attacks in local P2P energy trading.
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Abstract

In peer-to-peer (P2P) energy trading, the incorporation of distributed
energy resources with unprotected data, originating from sources such as
home energy management systems that are connected through the Internet,
provokes vulnerabilities that can manifest security breaches. In this paper,
two threat scenarios based on a novel false data injection attack (FDIA)
model in a local P2P energy trading system are explored. In these scenarios,
an attacker gains free energy by manipulating prosumers’ consumption
and demand. Precise and fast attack detection is needed to guarantee
suitable countermeasures to prevent potential risks. We propose a novel
instance-based machine learning (ML) classifier for detecting FDIAs. In
contrast to black-box ML models, our algorithm provides a transparent
decision-making procedure with significant predictive performance. We
apply our detection model to a real-world dataset from Austin, Texas. Our
experimental results show superior performance as compared to several
popular interpretable and non-interpretable MLL methods. On average,
we achieve a 96.10% detection rate, a 96.18% accuracy rate, and a false
negative rate of 1.97% with our approach.
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II.1 Introduction

Peer-to-peer (P2P) energy trading has emerged as a new energy
management model in which the participants of the network, the prosumers,
share a portion of their energy resources with one another without any direct
action of a central controller. One of the benefits of a P2P trading platform is
that a prosumer in need of energy can buy energy from other prosumers in the
same network who have surplus energy to sell at a lower price as compared to the
main grid selling price. Prosumers with excess energy, on the other hand, can
reap more economic benefits by taking part in P2P energy trading in contrast
to the feed-in tariff scheme .

Data integrity preservation is fundamental to certify the security of an energy
trading market . The integrity loss of an energy market is caused by
corruption of data exchanges that result from attacks like False Data Injection
Attacks (FDIAs), replay attacks, and man-in-the-middle attacks [El +19]. For
the last decade, the impact of FDIA have been extensively studied. For example,
Jiongcon et al. illustrate how FDIA can result in rescheduling of
unessential generation and in load shedding by injecting false data, which causes
unstable load conditions. Wu et al. studied the effects of FDIA on
frequency control of the smart grid and demonstrated how a simple FDIA could
spread and lead to a blackout. The impact of FDIA on electricity markets are
studied in [XMS10] and |Tajl17]. Xie et al. present an FDIA against the
state estimation with the knowledge of the system to cause financial misconduct,
while Tajer et al. proposed a new FDIA on the locational marginal prices
that can have a potential impact on the energy market without having full
knowledge of the grid. However, none of the existing approaches investigate
the impact of FDIA on a local P2P energy trading market with prosumers; this
aspect is however important to study because the existence of prosumers in a
local energy market constitutes a challenge for the energy sellers (e.g., suppliers).

Due to this multitude of threats, it is of utmost importance to secure the
energy trading process in a smart grid. Researchers have made remarkable
efforts on the identification and mitigation of FDIAs in the electric power
grid [BZ14],|AMT15|,[Ahm+19] . Some works are based on physical protection
approaches while others are cyber-oriented approaches. From the physical
security viewpoint, it poses challenges in cost and feasibility of implementing the
physical protection scheme of measurement devices. For example, Chaojun
et al. proposed a physical protection method by locking the basic
measurement devices in boxes that are cost-intensive. On the other hand, Bi et
al. proposed an optimal solution where they use a graphical method to
protect the vulnerable components. To solve the problem of identifying those
vulnerable components, Anwar et al. suggested an optimization-
based hybrid cluster technique to order components in the grid based on
their vulnerabilities to protect them. In recent years, data-driven machine
learning (ML) methods have been used for cyber-physical security analysis by
predicting and identifying threats and anomalies in a system . Since
physical sensors (e.g., phasor measurement units) often have flaws that causes
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bad or missing data and can disrupt the analysis of true event data, detecting
and identifying anomalies in power grid data is highly essential for accurate
performance . There are some anomaly detection methods that enhance
the security of a power system. Such techniques are based on support vector
machines (SVM) [FS17],[Hin+14a], naive Bayes (NB) methods [PMA15], K-

nearest neighbour (KNN) methods [FS17],[Hin+14b|, artificial neural networks
(ANN) [El 4+17], and recurrent neural networks (RNN) [FGL19| that have been

applied on different attack scenarios such as cyber and physical layer attacks and
power system disturbance attacks. However, we are not aware of any approach
that applies ML algorithms as a defense strategy in P2P energy trading.

In this paper, we extend our own prior work in which a game-
theoretic approach to P2P energy trading was adopted to analyze FDIA.
The vulnerability of local P2P energy trading, including both prosumers and
consumers, to FDIAs was discussed as well. We also analyzed the effects of
FDIAs on price and economic benefit and loss of both prosumers and attacker
after applying the proposed attack model at different time slots over a day.

In our prior work, we assumed the attack occures before the game starts
to reap benefits for the energy sellers (e.g., suppliers) by causing a reduction
in incentives of becoming or remaining energy selling prosumers. We observed
from the experiments that the profits of prosumers decreased after the FDIAs
(when the prosumers’ demand was increased by the attacker before the game
started.) This effect (reduction in prosumers’ profits) could possibly reduce the
consumers’ motivation to become prosumers. We concluded that the attacker
could not gain energy for free by only modifying the prosumers’ demand at the
beginning of the game or before the game started. This is due to the iterative
nature of the game where prosumers will update their demands based on the
new price in subsequent iterations. Subsequently, the game will converge with
supply/demand balance and there will be no extra energy for the attacker.

Extending our prior work, in this paper, we study how energy could be gained
for free through FDIA in local P2P energy trading scenarios. We develop a novel
FDIA model based on two threat scenarios, in which the attacker tries to gain
energy for free by intruding into the game realizing a P2P energy trading market,
and a novel ML model for detecting this kind of attacks. We assume the FDIA
is motivated by the desire to gain free energy and reap economic benefits for the
attacker. Here, the attacker’s goal to gain energy for free is realized by a novel
way of manipulating the trading data with the effect that, in the end, the supply
is greater than the “true” demand. In such a case, we assume an attacker can
use a “hidden” battery as a measure to prevent grid imbalance by consuming
the resulting surplus energy. The opposite case is of no interest to the attacker
as this would require the “hidden” battery to “supply” energy (discharge the
battery) to prevent imbalance.

The trading game is iterative, and in order for the attacker to gain free energy,
we find that the false data needs to be injected in all iterations. An essential
issue, which is not studied in , is that the attack should not violate the
convergence criteria of the game. Convergence happens in an iteration when
no agent tries to modify its decision from the previous iteration. Violating the
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convergence condition disrupts trading. Below, we refer to this problem as the
convergence issue. We mathematically prove the convergence of the game given
the injection method of the false data showing the effectiveness of our FDIA
model. Most importantly, we introduce a highly accurate interpretable ML
model together with a transparent decision-making process which renders the
model suitable for attack detection in P2P energy trading.

We observe from our experiments that gaining free energy by the attacker
causes an economic loss for prosumers, which means that the incentive of
remaining or becoming energy selling prosumers is reduced. Consequently, this
effect may be highly beneficial for energy sellers (e.g., suppliers). The efficiency of
the proposed detection algorithm is evaluated using several case studies available
in a real-world dataset from Austin, Texas , and it is compared with
a number of popular interpretable (DT, KNN, NB), semi-interpretable (SVM),
and non-interpretable (ensemble and deep neural network) machine learning
classifiers. Our experiments demonstrate that under the attack, all prices increase
and the average payoff (utility) of prosumers decreases. We also show how the
attacker may gain economic benefits by acquiring free energy when it adversely
increases the demand. Moreover, the experimental results illustrate that the
proposed detection algorithm has higher accuracy and lower false negative rates
as compared to the baseline ML algorithms.

The main contributions of this paper are as follows:

1. We propose two threat scenarios based on a novel false data injection attack
model. The paper proposes an attack model that is able to manipulate
the game by applying FDIAs and analyses its effects in a game-theoretic
framework for a P2P energy trading market including prosumers.

2. We present a solution for how the attacker may gain energy for free under
the game-theoretic approach to P2P energy trading and prevent imbalance
in demand-response caused by a FDIA.

3. Most importantly, we propose a reliable and transparent machine learning
model for accurate and interpretable detection of FDIAs.

The rest of this paper is organized as follows. Section 2 describes the P2P
system model. Section 3 describes the false data injection attack model, which
consists of two new threat scenarios; we then introduce our machine learning
model for attack detection in Section 4. Section 5 presents experimental results
followed by our conclusions in Section 6.

1.2 P2P energy trading system model

A community-based P2P market is designed based on the model in [MEZ20]. The
market is modeled as a multi-agent system that consists of four types of agents;
M prosumer agents modeling prosumers including pure consumers (without
generation) and prosumers (with solar generation), N supplier agents modeling
suppliers (with their own energy generation from solar farms, wind parks,
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or conventional power plants), one coordinator agent modeling a community
coordinator, and one attacker agent who acts as an attacker during the game.
In the game, both suppliers and prosumers try to maximize their own profit,
and their behavior is modeled as a non-cooperative game. In the following, the
process of trading in the game is briefly described.

The suppliers are equipped with their own energy production means. They
want to sell the generated energy to the neighborhood prosumers, such as
when the local solar generation from the prosumers cannot satisfy the demand.
Prosumers decide how much energy they should buy or sell for each hour of the
day according to their own solar power generation and load consumption. After
that, they send their demand (buying/selling requests) to the coordinator. In
the meantime, the attacker intercepts the communication to falsify the demand
from the prosumers’ side of the game.

After having received all demand requests from prosumers, including the
falsified demands from the attacker, the coordinator calculates the net load,
which is equal to the difference between the sum of energy generation and
consumption from the prosumer-side and sends it to the suppliers. The suppliers
then send their bids to the coordinator, and the coordinator calculates both
external and internal prices, which are used for trading among local prosumers
and with suppliers, respectively, and sends them to both suppliers and prosumers.
Finally, the suppliers and prosumers update their bids and demands based on
those prices. The attacker also falsifies the updated demands of the attacked
prosumers and forwards the falsified demands to the coordinator. The process
of modifying the demands by the attacker happens in each iteration of the
game such that at the end of the game, more energy than the ’true’ demand is
supplied. This extra energy can be consumed by the attacker for free through
suitable means such as a ’hidden battery.’ The procedure above is repeated until
convergence, i.e., when the difference between the last calculated external price
and the one in the previous iteration is sufficiently small.

1.3 False data injection attack models

In general, FDIA injects false data as an input or manipulates the existing data
in the power system. FDIAs can happen through a communication channel
by an adversary or a third-party attacker to manipulate information (bid or
price offers) which are exchanged among market participants (e.g., prosumers,
consumers, suppliers, etc.) to cause financial loss for them or create a disturbance
in the market process . On the other hand, an adversary could be one of
the market participants like a malicious prosumer who can directly inject false
data into the market system or attack through devices (smart meter, HEM unit,
etc.) to gain own financial benefits [DSR21],[BNK20|,[LH15|. During FDIA, the
market operator (the coordinator) makes decisions based on false information,
which do not match with the true market scenario. In this section, we design
two threat scenarios that are based on FDIA adversely changing demands.
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11.3.1 Threat scenario 1

Attack motivations: In this threat scenario, an attack can be undertaken by
a malicious energy seller like a supplier who engages an attacker in a prosumer
role. The other possible motivation can be to make a profit for the suppliers
which could be achieved by decreasing the incentives to become an energy
selling prosumer [MEZ20|. Here, the attacker attempts to find the best way of
modifying the prosumers/consumers’ demands to gain benefits or for the purpose
of sabotage while minimizing the chance of being detected.

Problem formulation: In order to satisfy the objective of the attacker and
at the same time to avoid injecting forged data randomly but rather follow a
specific pattern of FDIA behaviour, we suggest the demand falsification follows a
pattern given by Here, the falsified demand of prosumer 7 can be expressed
as a function of the prosumer’s true demand, as follows:

iy =dig(1+ B % f(diy)) (I1.1)

where d;’t is the falsified amount of energy, and d; ; is the demand declared by
the prosumer ¢ in an iteration of the game at time slot ¢, f(.) is a bounded, non-
negative monotonically increasing function and (3 is a scaling constant that can
be negative or positive depending on the attacker’s goal (increasing or decreasing
the demands). We will show that for a suitable choice of function f and S,
the game can be proven to converge. Intuitively, to make the attacker hard to
detect, the demands should only be modified by a small amount in proportion
to the true demand. In this case, a sigmoid function can be useful to model
the FDIAs’ behavior. In addition to the fact that the sigmoid function has all
the mentioned features of function f, another reason that makes it superior to
similar functions (e.g., the trapezoidal or triangular functions) is that it does
not require knowledge of historical data for its definition. We choose to use
a common type of sigmoid function, the logistic function, which is defined as

follows;
1

T ltew

It is easy to see that S(.) has codomain (0,1). We substitute into
for f(.) and get

S(x) (I1.2)

1
=) (IL.3)

In order for to be applicable to any demand profile, the value of 8 should
be determined based on the magnitude of the true demand. According to our
earlier experience 7 modifying the demand in an arbitrary way (i.e.,
selecting a random value for 3) causes the demand modification method to work
only on a specific group of household demands. Due to this, 5 should be defined
by some functional relationships with the true demand; 5 = f(demand). Here,
we choose = (demica"d) for some variable ¢. Keeping the prosumers’ role is an
important factor that is achieved by considering a suitable dependency for ¢
with the demand. If we consider ¢ as a constant value then we need to have a

diy = di (148 % (
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priori knowledge of the demand to select a proper ¢, and hence it does not work
correctly for keeping the role of the prosumers. Overall, the attacker should
learn the demand during the attack to find the right values for g and c¢. In light
of such considerations, should work well on any demand profile.

When the attacker modifies the demand during the game, the convergence
issue can be asserted by proving the uniqueness of the prosumer-side game. Let
L={1,...,1} and M = {1,...,m} where L is a subset of M denoting the
victim prosumers and all prosumers, respectively. Prosumer ¢ € M is able to
generate EY '+ and consumes z; ; amounts of energy at time slot ¢. It should be
noted that Eg '+ = 0 for a pure consumer. Prosumers use internal selling price
(p;) and internal buying price (pt) for trading with other prosumers. Internal
prices are defined to be a function of the aggregated net load (E¢ - E3) and bids
from all prosumers and suppliers, respectively. In this model, the payoff of the
prosumer ¢ at time slot ¢ (Utility; (.)) and both selling and buying prices are

expressed as follows |[JTO6]:

Utilityi,t(ii,t) =
ki,tln(l + M,t) erf(Eig,t _ ;pi’t), Ezt —zi¢ >0 (I1.4)
ki,tln(l + xi,t) +p?(Ezg,t - xii)’ Eit N xi,t S 0 ,
B ~Bfy o (BB
pg _ )\t( ) . ( ) (I1.5)

2 B 2 B

jeEM JEM

where k; (In(1 + z; ) is the utility that the prosumer ¢ gets by consuming z; ¢
amount of energy at time slot . The energy consumption z;; is bounded by

the minimum and maximum load consumptions which are denoted as x}%}" and

z " respectively. "y" is the base load that should always be supplied, while
the consumptions should not be more than z}**. k;; is the reference parameter
of prosumer 7 at time slot ¢; a prosumer with high %; ; is more interested to
consume more of its energy to gain maximum utility. p; and \; are predefined
parameters. p;(E{, — x;,) and p}(E{, — ;) are the revenue that prosumer
i gains by selling excess energy and the price of buying energy at time slot ¢,
respectively.

Second, the utility function in [[T:4] is changed by replacing the true demand
(EY, —xj+,j € L) with the falsified demand (d;,,j € L) of |L| prosumers. The

. 7,t
modified utility function for L prosumers is given by [[L.6]

mzn

Utility;,(d;,) =
kialn(L+ (B, — d,)) +p}(d;,), djy >0 (IL6)
kj,tln(l —+ (E_;],t — dj,t)) —|—p?(d ’,t)’ dj,t S 0 )

Now, we are going to prove the existence of the Nash equilibrium by showing
the uniqueness of the prosumer-side game with the presence of the attacker;
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Figure I1.1: HEM architecture with possible ways of attacks.

Let dy denote the Nash equilibrium strategies of | M| prosumers at time slot
t, and

Utllltyl’t(dt*) > (Utl.lityi’t(di’t, d—i,t*))v Vi e M. (II?)

where d” ; ; represents the set of demands (including both modified and non-
modified demands) from all other | M| prosumers who use Nash equilibrium
strategy, except prosumer i, and d;* = {d},}.

Theorem I1.3.1. The prosumer-side game, that is formulated with[II.]] and[II.6,
is an |M|-person game, and has a unique pure strategy Nash equilibrium.

Proof. There exists a unique strategy Nash equilibrium for this game if the
following optimization problem, which is the combination of the utility functions

and [[1.6] is strictly concave and has a unique solution [Ros65].

maximize  Utility; +(d;, d—; )

) , (11.8)
subject to  EY, — " < d;; < B, — a7

applies to both sellers and buyers in the following way. The constraint in
shows that the demand should not be less than the difference between the
generation and the maximum load and should not be more than the difference
between the generation and the base load for sellers (E > 0). The constraint
also indicates that the demand should not be less than the negative maximum
load and should not be more than the negative base load for consumers (E = 0).
It can be seen that the utility (payoff) function in is strictly concave as its
second order derivative is always negative. The choice of [T and the choice of
B and f(.) ensure this result. So, there exists a unique solution for [I1.8] and the
existence of the Nash equilibrium of this game is proven. |

Attack process: The threat scenario takes place in two steps; first, the
attacker intercepts or intrudes into a targeted home energy management (HEM)
system in the first round of the game to make a disturbance in the process of
calculating consumptions. Second, the attacker connects to the communication
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Figure I1.2: Sequence diagram of the proposed threat scenario 1.

network during the game to intrude into the legitimate communication between
the victim prosumer and the coordinator. The attacker intrudes into the targeted
prosumers’ HEM system as explained next.

Fig. illustrates components of the HEM system and possible ways of
attacks. The HEM unit considers priority settings for appliances and controls
the total consumption of the household. Smart plugs provide and transfer their
data to the HEM unit through a Zigbee network. The household consumption
data are provided by the HEM unit and could be shared with other households
(prosumers) and the coordinator through web services. The physical HEM system
could be threatened by an adversary to modify the household consumptions
that can happen in two ways ; an insider attack by attacking
directly the physical HEM host, or an outsider attack (that we consider in our
threat scenario) by attacking through the web network. The attacked HEM unit
(attack 1) provides false consumption data to the web server and then to the
coordinator that causes wrong demand within a neighborhood. After attacking
the HEM system, the attacker controls the flow of the demand information in
communication links between the web server and the coordinator to falsify some
of the demand sent by the prosumers’ HEM systems.

Fig. depicts the sequence diagram of threat scenario 1. As can be seen
from the figure, the attacker acts at the beginning of the game by falsifying
some of the initial consumptions (shiftable loads+base loads) of the prosumers,
and during the game by modifying the updated victim prosumers’ demands.
In the first round of the game, the attacker modifies the shiftable and/or base
loads of the targeted prosumers by attacking their HEM systems. In each game
iteration, the coordinator calculates both internal and external prices based on
the falsified demands, and prosumers update their demands based on the false
prices. As explained above, the attacker’s challenge is to modify the demand
only in such a way that the game converges. In the converging iteration, the
victim prosumers send their last updated demands to the coordinator, and the
attacker changes the demands before the coordinator receives them. Finally, the
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Figure I1.3: Sequence diagram of the proposed threat scenario 2.

coordinator sends the final prices to both suppliers and prosumers, and suppliers
supply energy based on the falsified demands.

Attack effects: At this point, the supplied amount of energy will differ
from the total true demand of the prosumers. This will generally lead to grid
imbalance. If the suppliers provide more energy than the true demand, the extra
energy will not be consumed by the prosumers. This is because the attacked
prosumers will not be aware that their last demand has been increased by the
attacker. This creates an opportunity for the attacker to consume this extra
energy for free, e.g., by installing a battery on the grid side of his house’s
smart meter. In this way, the smart meter cannot record the amount of energy
consumed by the battery storage, which provides the energy free to the attacker.

11.3.2 Threat scenario 2

Attack motivation: In this threat scenario the attack could be aimed at a
sabotage or gaining free energy similar to threat scenario 1. Since attacking
many of prosumers’ HEM systems is challenging, we present an alternative attack
scenario to gain energy for free by the attacker that does not involve attacking
individual HEM systems. This attack scenario is illustrated in Fig.
Problem formulation: In this threat scenario, the attacker manipulates
the total demand which is calculated by the coordinator. Afterward, all prices
will be changed based on the modified total demand by the attacker. We follow
the total demand falsification based on In this threat scenario, the attacker
learns just the total demand of all prosumers during the attack and thus does
not need to consider and be aware of the prosumer’s role. For this reason, in
this case, works for all demand profiles even without the variable 3. So,
for the above reasons, we set 8 equal to 1. The falsified total demand D; of all

prosumers is given by

1

Dy = Dy(1+ (m

) (IL9)
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In this case, when the attacker manipulates the total demand during the
game, convergence can be proven by affirming the uniqueness of the internal
prices JT06|. Let D;=FE¢-E; denotes the net loads of all prosumers. The
internal prices in E is changed by replacing the true total demand (D;=E¢-E})
with the falsified demand (D;). The modified internal prices are as follow,

’ ’

Dt ) s ( Dt
apt = Mt
ZjeM Bjyt ZjeM Bj,t

The uniqueness of the internal prices and hence the convergence can be
proved in the following way.

Theorem 11.3.2. The coordinator-side game, that is formulated with[IL10, is a
one person game, and has a unique pair of internal prices.

Py = Ae( ) (I1.10)

Proof. There exists a unique internal prices pair in this game if the following
price functions have unique answers at each time.

P = )\t(Dt(l + (75e=07))
ZjGM Bjt

);

(IL11)
— Dy(1+ (352=07))
— Mt
' ZjEM 6]#

Since the sigmoid function is a monotonically increasing function, here, it has a
unique value for a certain amount of total demand. Therefore, considering Dy,
and one of the pre-set coefficients (\; or 4;), a unique pair of internal prices can
be easily found. |

)

Attack process: According to Fig. the attack (attack 2) takes place at
the network level targeting the communication between the coordinator and the
suppliers. As seen in Fig. [[I.3] the attacker alters the total demand calculated
by the coordinator, then modifies both external and internal prices based on the
new total demand. Those modifications are implemented in all iterations until
the game converges.

Attack effects: At the end of the game, suppliers will provide more energy
than the real demand, resulting in grid imbalance unless the attacker consumes
the surplus energy by charging his hidden battery.

1.3.3 Attack challenges and possible solutions

Generally, getting free energy poses some challenges for the attacker. One
challenge concerns the hidden battery capability to consume all the extra supplied
energy beyond the true demand, caused by the attack. Typical capacities of
batteries that the attacker might use include EV batteries with capacity in the
range of 10 kWh to 100 kWh , and home Battery Energy Storage
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Systems (BESS) with capacity around 2-13.5 kWh . If the attacker wants
to ensure that the extra energy does not cause imbalance, the trading game needs
to be controlled in such a way that the extra energy does not exceed the battery
capacity. One possible solution to this dilemma could be fake convergence which
means that the attacker modifies the last external price to make it close enough
to the previous one. To realize the fake convergence, first, the attacker should
listen to the communication link between the suppliers, when they send their
bids, and the coordinator all the time during the game. In that way, the attacker
is able to be aware of when the surplus supplied energy is getting close to the
battery’s capacity and terminate the game at the point by modifying the last
calculated external price to a value close enough to the previous one. In this
case, the grid balance could be retained by controlling the value of surplus energy
which is provided by the suppliers through the game. If the extra supplied energy
goes beyond the battery’s capacity, there will be an imbalance in the network.
This may cause a blackout depending on the magnitude of the imbalance and
the protection mechanisms in the distribution network.

1.4 Machine learning model for attack detection

Detecting malicious activities within a P2P energy trading market is challenging
due to the various groups of participants. These systems are vulnerable toward
different attacks such as unauthorized device (e.g., HEM units, Smart Meters,
etc.) access, software vulnerabilities, and malware. These attacks are able
to spoof and interfere with transaction messages to falsify data like price, the
value of energy buying or selling requests, etc. Several approaches have been
suggested for the purpose of detecting attacks in the energy markets. Two main
methods are model-based and data-driven detection algorithms. In contrast to
the model-based algorithms, data-driven algorithms (e.g., ML algorithms) act
independently of the system’s parameters and models in the attack detection
process, making them more efficient.

Detecting malicious activities can be considered as an ML classification
problem where the duty of the ML model is to classify a new activity as either
normal or attack. The majority of the state-of-the-art ML algorithms (e.g., deep
neural networks and random forests) demonstrated a high accuracy rate while
suffering from a non-interpretable, complex decision-making process that makes
them appear as black-boxes. Recently, the accuracy and interpretability of ML
models are becoming inseparable elements. It is obvious that every machine
learning model has pitfalls when it comes to detecting new, unseen instances due
to several reasons, for example, inadequate training data, lack of expressiveness
of the model, the bias in the data, etc. Imagine a black-box model (say a deep
neural network) is used for classifying activities in a P2P energy trading system.
In this case, the model can only predict the label of the activity (normal or
attack) without providing any explanation about the prediction. Here, we only
have one choice which is to trust in the prediction which can be correct or
incorrect. In contrast, consider a transparent, interpretable ML model that
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outputs explanations along with the prediction of the new instance. In this
case, the user can look into the explanations and decide about the correctness
of the prediction. As we mentioned earlier, for many reasons, ML models may
have bugs in some regions of the decision boundary, which can lead to mis-
prediction. The provided explanations aids the expert on P2P energy trading
whether to trust the generated prediction of the model or neglect it. Moreover,
an interpretable model is considered as a knowledge extractor which reveals some
hidden patterns in the data and enhances the knowledge of the domain expert
about the system. Therefore, we are interested in a ML model that provides a
high level of prediction accuracy with a transparent decision-making mechanism.

In this section, we propose a highly accurate interpretable machine learning
classifier that benefits from a computationally-efficient training phase and
straight-forward testing phase. The proposed method consists of three main steps
including training phase, testing phase, and attack detection. The training and
testing phases are described in Algorithm 1. The created model of our algorithm
consists of clusters of ground-truth training data (e.g., Austin, Texas, July 2018
dataset) that act as prototypes for classifying new test data. Both training
and testing are reliable and simple procedures with a negligible computational
burden. The interpretability is provided in the sense that a single cluster and
eventually a single member of the cluster is decisive about the label of a new
input. Therefore, by visualizing the cluster that the new input belongs to and
comparing the input with the instance of the cluster (decisive instance), the
interpretability is provided. The main phases of the proposed algorithm are
described below.

4.1 Training phase

The output of this step is a model in the form of data clusters used to determine
the label of new inputs in the test phase. The training phase in Algorithm 1
includes five main steps (step 1 to step 5). In this algorithm, the initialization
is done as the first step. In step 2, the mutual information (MI) between each
sample and all other data points is computed. The incentive of considering MI
is its susceptibility to measure dependency between two random variables that
lead to a non-negative value and its sensitivity to both linear and non-linear
correlations . The mutual information between two discrete data point
dy and dy can be described in the following way:

MI(dy;ds) = H(dy) + H(d2) — H(dy;do) (IL12)

where H(dy) and H(dg) are information entropies. Entropy is the degree of
the uncertainty between two random variables d; and do. H(d;;ds) is the joint
entropy of dy and dy. Hence, the entropy and the joint entropy of two variables
can be described by the probability and joint probability of them, respectively.
H(dy), H(d2) and H(dy;ds) are defined as specified below:

H(dy) = —p(d1)logp(di) (11.13)
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Algorithm 1 Proposed interpretable ML classifier
1: Input : Training dataset D = {dy,ds,...,d,}, Test dataset T =
{ti,ta, .. tm}.
2: Output : A predicted class (V) for a test data t; € T.
3: [Training phase]
4: Stepl. Initialization: Set G= number of main groups, g= number of
subgroups, Candidates = &, and D,y = 9.
5. Step2. Compute MI(d;;d;), diand d; € D,i=1,...,n . j=1,...,n.
Insert the results in Matrixz;.
6: Step3. Create G groups by applying K-means clustering on M atrix,.
7: Step4. Do the following steps for each group in G:
Step4.1. Compute LCC(d;; d;),
Stepd.2. Create g subgroups by applying
K-means clustering on Matrizs.
8: Stepb. Do the following steps for each subgroup in ¢:
Step5.1. Compute:
argmaxq,(MLCC(d;;d_;)),
(d—_;: all set of data in a subgroup in g except d;.) Then, set:
Candidates = Candidates U d;,
D,ew = Candidates.
9: [Testing phase]
10: Stepl. Compute:
argmaxq,(LCC(t;;d;)), t; € T, d; € Dypew
11: Step2. Do the following step for each data d; in subgroup g that d; € g and
Diew:

Step2.1 Compute:
argming,(E = LCC(d;;d;) — LCC(t; dy)),
12: Step3. Set:
Y= class of d;

H(d2) = —p(d2) log p(d2) (IL.14)

H(dy,dy) = —p(dy,d2)logp(dy,ds) (I1.15)

p(dy) and p(ds) are probability of di and ds, and p(d;, ds) is the joint probability
of them. The results of computing MI between every data point is collected in a
matrix as follows:
T171 cee r17j
Matriz, = | . :
i1 o Ty (1116)

Ti; = MI(dl,dQ),d eD
i=1,2,..,n,j=12..n

where n is equal to the number of samples in the dataset D.
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In the next step, a K-means clustering algorithm is applied to each row of
the Matriz, to generate G groups. Then, steps 2 and 3 are repeated for data
in each G group to make g subgroups (step 4). The difference between step 2
and step 4 is in the manner in which the dependency between each data point
is determined by the Linear Correlation Coefficient (LCC) measure [Amb+16].
The simplicity and low computational cost of the LCC make it a popular method.
The linear correlation coefficient of two variables d; and dy can be defined as
follow:

Cov(dy,ds)

LCC(dl,dQ) = 0404
1 2

(I1.17)

where Cov(dy, ds) is the covariance between dy and ds; 04, and o4, are standard
deviations of d; and ds, respectively.

To discover the relation between more than two variables, all those variables
should be considered at once to promote the accuracy. Thus, in such cases, the
multivariate linear correlation coefficient (MLCC), which is able to determine the
dependency of more than two variables at the same time, has better performance
than the LCC . Here, the MLCC between each sample and remaining
samples in each subgroup in g is calculated to select a candidate data point
that has the maximum MLCC (step 5). After selecting candidate data points,
we include them in a new data (Djeq). The selection of such candidate data
through data clustering contributes to the interpretability of the testing phase.
The square of the MLCC between independent variables a,, and the dependent

variable b is obtained by
MLCC? = corr™ R, }corr,

_ T
corr = (Tay by Tag.by s Tan,b) s

(I1.18)

Tay,ar  °° Tai,an
R.o =

Tan,ar " Tay,an

where corr is the vector of correlations r,, ;, between the independent variables
a, and the dependent variable b, and corr” is the transpose of corr. Matrix
Raq shows the correlation between independent variables, and R} is the inverse
of matrix Rg,.

1.4.2 Testing phase

We determine the label of a new data point by measuring its similarity with the
created clusters in the training phase through this step. Since the dimensions of
the dataset are reduced by selecting some candidate data in the training phase,
the testing phase’s process speeds up. The testing phase has three main steps
(step 1 to step 3). First, the LCC between the test data (¢;) and each candidate
data (d;) from D, is calculated. Then, the candidate data, which has the
maximum dependency with the test data, is selected. Afterward, the evaluation
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function E for all members of subgroup g, where the selected candidate d; (in
step 1 (test phase)) belongs, and the test data is computed (step 2). In other
words, the data which has a maximum correlation with the test data ¢; and the
candidate data d; is selected, and its class is considered as the class of the test
data t; (step 3). The evaluation function E increases the labeling accuracy by
considering the relations of each selected subgroup’s member with both test data
and the subgroup’s candidate rather than comparing the test data with only
the chosen candidate data or the selected subgroup’s members. The process of
labeling explicitly states the reason for selecting the label, and it is easy to track
which label belongs to which data in which subgroup; this makes the testing
phase highly interpretable.

11.4.3 Attack detection

In this work, we have two classes of events, namely attack (FDI) event and
normal event, for decision making. After data pre-processing and applying FDI
attack, the proposed classifier will be trained to differentiate attack events from
normal ones. Specifically, it predicts the status of a new input (whether attack
or normal event) in the testing phase by measuring the similarity between the
input and a set of candidate data that is determined in the training phase of the
model. Since the label of a new input is selected according to the label of some
candidate ground-truth data, our attack detection model can be classified as a
prototype-based interpretable model. Therefore, the behavior of the model is
transparent as its decisions are made according to the similarity of the test data
to some representative ground-truth data (determined in the training phase).

The proposed ML classifier for detecting false data injection attacks in the
P2P energy trading system is described as follows. The first step is data pre-
processing, in which the relevant features are selected and/or generated. In this
work, we need six main features for each household, including the household’s
identification number (user ID), energy generation (KWh), shiftable loads, base
loads, energy consumption (shiftable loads+base loads), and household’s energy
buying or selling request. After applying the FDIAs on the dataset and before
feeding the data to the classifier, it is important to label the data. The original
dataset has one class corresponding to the normal demands and consumptions
(Normal event).

After applying FDIAs, the dataset will include an additional class corre-
sponding to the falsified data (FDI event). Now, the data is ready for the next
step, i.e., training the classifier. After the training phase, the test data is given
to the classifier for making a decision. When the prediction is an FDI event, it
means that the victim prosumer is detected. The classifier model is executed
in the first round of the game before the attack takes place in threat scenario 1
(Fig. [[.2), and during the game in threat scenario 2 (Fig. [[L.3).
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Table II.1: Average utilities of the prosumers, consumers, and suppliers, and the
supply and the true demands amounts under FDIAs at the threat scenario 1,
and the economic benefits for the attacker by adjusting 5 and ¢ at time slot 11.

Increasing demands (+7 for buyers) Increasing demands (+7 for buyers)
Increasing demands (+ for sellers) Decreasing demands (—4 for sellers)
A= consumption / (c=average of the ions) [ 3, = ion / (c=average of the consumptions)
(In the first round of the game) (In the first round of the game)
By = demand / (c=average of the demands) By = demand / (c=average of the demands)
(During the game) (During the game
3. = d/(c=0.5d) | B, = d/(c=d) | 3, = d/(c=1.5d) | B, = -d/(c=d) | B, = -d/(c=1.5d) | Bs = -d/(c=2d)
Num. of attacked prosumers 12 11 13 11 11 11
Average utility of prosumers -0.15 -0.12 -0.19 -0.36 -0.46 -0.27
Average utility of consumers -0.09 -0.10 -0.09 -0.22 -0.40 -0.13
Average utility of suppliers 1641 16.49 16.64 22.26 20.02 16.77
Internal buying price ($) 0.72 0.65 0.65 0.70 0.64 0.64
Internal selling price (S) 0.41 0.37 0.37 0.40 0.36 0.36
External buying price ($) 0.74 0.67 0.67 0.72 0.66 0.66
Final supply (kw) 130.15 136.50 135.34 150.32 144.15 142.69
True demands (kw) 80.06 64.44 54.44 56.07 54.44 54.44
Economic benefits ($) 36.06 46.84 52.59 65.97 57.41 56.48

Table I1.2: Average utilities of the prosumers, consumers, and suppliers, and the
supply and the true demands amounts under normal situation and FDIAs at
the threat scenario 2, and the economic benefits for the attacker at time slot 11.

Threat scenario 2 | Normal situation
Average utility of prosumers 0.33 0.82
Average utility of consumers 0.49 -0.50
Average utility of suppliers 5.01 4.67
Internal buying price 0.38 0.35
Internal selling price 0.23 0.20
External price 0.40 0.36
Supply 170.94 160.47
True total demand 85.47 -
Economic benefit ($) 32.48 -

I.5 Experimental Results

I.L5.1 Description of the dataset

We generated attack datasets [Moh+21

El based on real data from Austin, Texas |Tus+19|. The use case focuses on
the 1st day of August 2018, with efficient solar generation. A day is divided into
T time slots, and the length of a time slot equals one hour. The evaluation of the
model’s performance is done from 7 to 19 because there is no solar generation
during the evening. The dataset has six main features; user (prosumer/consumer)
ID, energy generation, shiftable loads, base loads, energy consumption (shiftable
loads+base loads), and household’s demand (it is equal to the difference between
the generation and the consumption). Attack data in the threat scenario 1 is
generated by modifying at least once (e.g., in the first round of the game) the
shiftable load and/or the base load of prosumers (who act as buyers), and by
updating the sum of the consumptions based on the modified shiftable/base
loads. The first day of August 2018 dataset is used for training our machine

1The attack datasets are available online at AttackDatasets-Austin-Texas-2018|
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learning classifier, and the data from the month prior (the first day of July 2018)
is chosen as testing data. Moreover, we assume that the attacker has an EV
including a battery, which is used as the hidden battery, with 100 kWh capacity.

The P2P system model contains two groups of households; group 1 contains
50 households where 20 of them are prosumers who are equipped with rooftop
PV panels that one of them is the attacker, while the remaining 30 are consumers
with zero energy generation. Group 2 includes 23 households (13 prosumers
and 10 consumers) and one attacker that intercepts prosumer/coordinator
communication at the network level. Three companies act as suppliers in
this P2P market. First, we perform the simulations at a specific time slot for
the households in group 1 with different attack configurations to learn about the
effects on energy trading with our threat scenario. Then, we apply the other
group to see the validity of the final selected attack configurations on group 1.

We vary the attack configuration by adjusting the variable ¢ (in [[1.3)) to
different values and by setting the parameter 3 (in[[L3) to positive and negative
to increase and decrease the demand of prosumers, respectively. Furthermore,
we assume the demand should not be modified in a way that causes the role of
a prosumer towards the coordinator to be changed from seller to buyer or vice
versa; this would make the attack easier to detect. We apply [[I.3]on a number of
prosumers’ energy buying or selling requests (demands), which are calculated by
subtracting a prosumer’s generation from its consumptions (shiftable load+base
load), at a specific time slot (11:00 A.M). We first do some initial experiments
to learn how much an attacker has to change the demand of prosumers to have a
significant effect on the trading result in terms of prices and external supply, by
determining corresponding values for ¢ in the definition of 3 . Due to the
fact that the magnitude of the prosumers’ demands is different at each time slot
of the day, the number of prosumers that is attacked is different at each time.
Therefore, the minimum number of prosumers that the attacker needs to attack
to gain economic benefits will be determined after some initial experiments.

11.5.2 Performance evaluation
1.5.2.1 Attack analyses

Table [l and Table [T.2] summarize the effects of the threat scenarios 1 and 2
respectively on group 1 households with different configurations of parameter
B (in threat scenario 1) at time slot 11, and the result of the experiments in
the normal situation (without attacks) at the same time slot is presented in
the Table As it can be seen from Table [[T.T] the parameter 3 is different
for sellers (3,) and buyers (8,). When 3 in[[L3]is positive, it means that the
prosumer’s demand/consumption increases, while the opposite happens when
it is negative. When the attacker changes the demand during the game (Fig
2, step 3.1), it just affects the prices in and the victim prosumer is not
aware of the modified demand and updates its demand based on its previous
unchanged selling or buying request. For this reason, it is necessary to alter the
target prosumer’s consumption at least once in the first round of the game (Fig.
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Table I1.3: Number of attacked prosumers and economic benefits of the attacker
for group 1 and group 2 households after applying threat scenarios 1 and 2 at
different time slots.

Threat scenario 1 Threat scenario 2

Num. of Num. of Economic | Economic | Economic | Economic

Time slots | attacked prosumers| attacked prosumers| benefits ($) | benefits ($) | benefits ($) | benefits ($)

(group 1) (group 2) (group1) | (group 2) | (groupl) | (group 2)
7:00 5 7 27.16 11.33 16.15 8.12
8:00 5 4 18.05 10.78 13.30 7.57
9:00 14 5 45.30 17.39 19.46 30.56
10:00 13 8 54.48 21.86 12.37 9.62
11:00 11 10 65.97 55.15 28.29 24.34
12:00 9 7 51.78 46.03 15.91 13.54
13:00 14 5 46.76 33.99 16.58 18.65
14:00 13 6 45.02 43.39 31.05 13.35
15:00 14 7 37.50 40.47 17.52 14.44
16:00 12 8 33.95 35.16 16.89 12.68
17:00 12 9 48.77 24.10 9.01 6.44
18:00 10 4 52.92 15.34 15.65 10.93
19:00 8 5 58.42 23.03 28.60 11.89

step 1). Following that, 8, depends on both consumptions and demands
in the beginning and during the game, respectively. The constant ¢ in £, and
B should not be independent of the consumption or the demand values. After
performing some initial experiments, we find that a suitable value for ¢ in the
parameter [, can be the average of the attacked prosumers’ consumptions and
demands.

As can be seen from Table[[T.] there are two main columns where the attacker
increases the demands of both sellers and buyers (left side) and increases and
decreases the demands of buyers and sellers respectively (right side). In the left
side of the table, the positive signs for 5, and (s display an increase in demands
or consumptions (by considering 48, or +f5 as ( in Three value ranges for
the constant ¢ (¢ > demand, ¢ = demand, and ¢ < demand) are tested when
both selling and buying requests are increased by the attacker. On the right side
of the table, the positive sign for 8, and negative sign for 5 depict an increase in
buyers’ demands/consumptions and a decrease in sellers” demands. In this case,
the attacker should consider positive values (¢ > demand) in 85 when decreasing
the selling requests to handle the challenge of keeping the role of the sellers,
otherwise (if ¢ < demand) the role of the seller will be changed to the buyer. In
this table, some important factors affected by the attack (including the number
of attacked prosumers, average utilities of the participants, internal and external
prices, the final supply amount, true demand, and the economic benefits for the
attacker) are investigated. Here, the number of attacked prosumers includes
the minimum numbers that lead to the lower average utility of prosumers than
consumers. The true demand in the table is the last adjusted true demand
that the prosumers (coordinator) submit(s) in the last iteration of the game
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Figure I1.4: Final supply amount and the true demand after applying the threat
scenario 1 at the last iteration of the game at different time slots for groups 1

and 2 households.

before being changed by the attacker. The difference between the final amount
of energy supply and the true demand corresponds to the amount of free energy
that the attacker can acquire. The attacker’s economic benefits are obtained by
multiplying the internal buying price (at time slot 11) by the difference between
the final total energy supply and the total true demand.

By comparing Table [[T.I] with the normal situation, the utility of the suppliers
is increased, and the attacker gains economic benefits when increasing the
demands (both selling and buying requests) or increasing and decreasing the
buying and selling requests, respectively. Hence, the suppliers have to supply
more energy corresponding to the falsified demands, which results in higher utility
for the suppliers. According to Table [[I.1] the attacker gains more economic
benefits when decreasing the selling request into the possible lowest amount
(without changing the role) by adjusting the constant ¢ in for parameter (4
to a value equal to the demand. As a result, selling less and buying more leads
to more energy being supplied by the suppliers, which causes greater utility loss
for the prosumers than the consumers (according to . This situation may
discourage consumers to become prosumers. This will be economically beneficial
for the suppliers. Regarding to the Table the similar factors from the Table
except the number of attacked prosumers are considered. This is because
the attacker only attacks the total demand (Fig 3, step 5) in the threat scenario
2. By comparing the results under FDIAs with the normal situation in Table
[[T2] suppliers supply more energy, resulting in more utility for the suppliers and
economic profits for the attacker.

We apply the FDIA to the prosumers at all time slots of the day for both
group 1 and group 2 households to see the effects on all prices, economic benefits,
demands, and supplies. The battery can not be used at all time slots, since it
needs to be discharged or consumed to be able to be charged again in later time
slots. Hence, the attacker can only attack at certain times of the day. Fig. [[T.4]
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Figure I1.5: Final supply amount and the true demand after applying the threat
scenario 2 at the last iteration of the game at different time slots for groups 1
and 2 households.
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Figure I1.6: average economic loss/ benefits of prosumers and consumers after
applying threat scenarios 1 and 2, for both Group 1 and Group 2 households.

and Fig. [[I.5] illustrate the effects of the attack, including final supply amount
and the true demand after applying threat scenarios 1 and 2 at all time slots
of the day. In some cases, the attacker has to cause a fake convergence before
the supply value rising higher than the battery capacity. Given this, the fake
convergence happens at several hours of the day (9 to 19 and 11 to 16 for group
1 and group 2, respectively) in threat scenario 1 where the difference between
the true demand and the final supply value is more than the battery capacity
(100 KWh). The convergence always happens before the supplied energy gets
higher than the battery capacity during the threat scenario 2.

The number of attacked prosumers and the economic benefits that the attacker
gains through both threat scenarios at each time slot are listed in Table [[I.3] In
this table, the economic benefits column shows the profits that the attacker can
gain by attacking the minimum number of prosumers and the coordinator over
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Table I1.4: Optimal values of hyper-parameters for baseline ML, models

Threat scenario 1

Threat scenario 2

Learners: tree

Learners: tree

Learners: tree

Methods Dataset 1 (group 1) Dataset 2 (group 2) Dataset 1 (group 1) Dataset 2 (group 2)
MLPNN hidden layer size:10 h}dden layer size:10 hidden layer size:15 hidden layer size:20
Neuron numbers:20 Neuron numbers:10 Neuron numbers:20 Neuron numbers:25
Method: AdaBoostM1 Method: AdaBoostM1 Method: AdaBoostM1 Method: AdaBoostM1
Ensemble | Number of learning cycles: 300 | Number of learning cycles: 200 | Number of learning cycles: 200 | Number of learning cycles: 250

Learners: tree

Maximum number of splits: 8

Maximum number of splits: 10

Maximum number of splits: 10

Maximum number of splits: 20

Kernel scale: 20

Kernel scale: 10

Kernel scale: 10

DT Minimum leaf size: 8 Minimum leaf size: 8 Minimum leaf size: 8 Minimum leaf size: 10
Minimum parent size: 10 Minimum parent size: 15 Minimum parent size: 12 Minimum parent size: 25
KNN Distance metric: Euclidean Distance metric: Correlation Distance metric: Euclidean Distance metric: Correlation
Number of neighbours: 3 Number of neighbours: 5 Number of neighbours: 5 Number of neighbours: 4
NB Distribution names: Kernel Distribution names: Kernel Distribution names: Kernel Distribution names: Kernel
Kernel type: Gaussian Kernel type: Gaussian Kernel type: Gaussian Kernel type: Gaussian
Kernel function: Linear Kernel function: Linear Kernel function: Linear Kernel function: Linear
SVM Box constraint level: 200 Box constraint level: 200 Box constraint level: 100 Box constraint level: 300

Kernel scale: 10

the threat scenarios 1 and 2, respectively, at each time slot of the day.
Fig. demonstrates the average economic loss (negative values) or economic

benefits (positive values) of both prosumers and consumers generated after the
FDIAs throughout the day. The figure shows that all of the prosumers make
financial losses, while some of the consumers gain economic profits after the
attack. We can see that prosumers with solar generation obtain much more
economic benefits than consumers when there is no FDIAs (normal situation).
This may motivate consumers to become prosumers, while this incentive could
be lost by decreasing the financial benefits of prosumers after the FDIAs that
cause a greater economic loss for prosumers relative to consumers.

1.L5.2.2 Classifier system evaluation

To evaluate the performance of our proposed classifier system, four performance
metrics are applied. These metrics are defined as follows:

Detection rate (DR) = TP};iPFN (I1.19)
Accuracy rate (AR) = TP+ ;iji i ?JZ\\; PP (11.20)
Precision rate (PR) = TPZ:_7PFP (I1.21)

False negative rate (FNR) = % (11.22)

where true positive (T'P) and true negative (T'N) show the number of attack
data and the number of normal data which are classified correctly, respectively.
False positive (F'P) and false negative (FIN) show the number of normal data
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and attack data, which are classified as attack and normal data, respectively. As
a mitigation solution, we apply the machine learning detection model in the first
round of the game to prevent entering the FDIAs in the game. To evaluate the
efficiency of the proposed algorithm, we conduct a comparison between some
popular interpretable machine learning algorithms (such as Naive Bayes (NB), K-
Nearest Neighbours (KNN), and decision tree (DT)), a semi-interpretable model
(support vector machine (SVM)), and also robust none-interpretable classifiers
(ensemble and multi-layer perceptron neural network (MLPNN) methods). The
proposed model has been developed in MATLAB programming language. We
used the Statistics and Machine learning Toolbox for implementing the ML
models with tuned hyper-parameters. We performed a random search method to
find optimal values of hyper-parameters for each ML model. Table [[T.4] describes
the optimal values of hyper-parameters on both datasets under threat scenarios 1
and 2. The average results of DR, AR, and F'N R of our method and the baseline
algorithms on both household groups are summarized in Table The results
indicate a better performance of our proposed algorithm. Overall, the introduced
method has a remarkable increase in DR and AR, and a decrease in F'NR in
comparison with the baseline methods. Moreover, our model’s processing time
is compared with the ML models. The training and testing time on dataset
1 including threat scenario 1’s attacks, that has more data than other attack
datasets, are available in Table [[T.6] It can be observed that our model’s testing
time is lower than other baseline methods. The reason is new data should
be tested with only one cluster of data selected in the training phase of our
model that accelerates the process. Our model’s training time is slightly slower
than other ML models which is negligible considering our model’s transparency
and the improved performance. Here the purpose is to compromise between
transparency, speed-up, and accuracy to get the best possible result.

1.L5.2.3 Interpretability of the proposed classifier

Our proposed ML algorithm follows a transparent mechanism for making
predictions. This allows us to understand the rationale behind its decision
through various techniques, for example, visualizing the distribution of a cluster
that a test sample is allocated to and extracting importance of features in
each prediction. Since our model makes decisions based on clusters of ground-
truth data, constructing a linear regression model on a cluster provides reliable
and faithful explanations concerning the cluster and the test sample. Here,
we demonstrate an example of the utility of such a model in increasing the
understandability of the prediction which consequently enhances the expert’s
trust into the model. We have selected a normal and an attack instance from
the threat scenario 1 (presented in Table that are correctly classified via
our proposed detection model. For each sample, we retrieved the cluster that
the sample was assigned to and created linear regression model using the cluster
data and its ground-truth labels. Later, we extract the coefficient of each feature
from the linear model. The intuition for applying this approach is explaining
local neighborhoods of the dataset (created clusters in the training phase) for
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Table I1.5: Summary of classification performance comparison on two datasets

Threat scenario 1 Threat scenario 2

Dataset 1 (group 1) Dataset 2 (group 2) Dataset 1 (group 1) Dataset 2 (group 2)
Methods DRY% | AR% | PR% | FNRY% | DR% | AR% | PR% | FNR% | DR% | AR% | PR% | FNR% | DR% | AR% | PR% | FNR%

Our Method | 96.41 | 91.22 | 93.36 | 2.01 | 98.12|90.97 | 94.63 | 1.88 |94.02|93.92|93.91| 2.13 |98.18|98.43 |96.15| 1.81
MLPNN 92.19 | 90.34 | 88.12 7.06 93.14 | 88.79 | 92.36 7.85 90.19 | 93.57 | 91.87 9.02 95.42 | 96.28 | 95.91 4.64

Ensemble 91.06 | 90.43 | 85.18 | 10.93 | 78.13 | 83.39 | 71.90 | 21.86 | 88.91 | 84.42 | 83.23 | 16.43 | 93.21 | 91.45 | 94.30 6.83
DT 83.35 | 91.45 | 89.96 | 16.64 | 80.59 | 85.22 | 81.73 | 18.40 | 85.32 | 81.43 | 83.16 | 16.64 | 90.25 | 91.12 | 89.37 9.21
KNN 79.78 | 90.72 | 84.33 | 20.21 76.36 | 86.56 | 82.42 | 23.63 | 90.32 | 89.65 | 88.43 9.65 94.82 | 90.32 | 95.02 6.24
NB 54.30 | 85.84 | 79.14 | 45.61 | 19.52 | 71.56 | 59.70 | 80.47 | 36.71 | 69.30 | 61.33 | 63.28 | 75.28 | 80.95 | 73.77 | 24.71
SVM 57.52 | 88.00 | 87.99 | 4247 | 77.03 | 87.09 | 81.76 | 24.96 | 83.24 | 90.23 | 90.45 | 16.85 | 79.20 | 81.62 | 78.71 | 18.40

Table I1.6: Summary of processing time comparison on dataset 1

Methods Training time (s) | Test time (s)
Our Method 3.465 0.043
MLPNN 2.783 1.642
Ensemble 2.267 1.231
DT 1.783 0.875
KNN 1.954 0.965
NB 1.451 0.721
SVM 1.398 0.652

Table I1.7: Feature values of selected instances for explanation.

Values
Features Normal sample | Attack sample
Generation 0.315 0.2274
Demand -0.1292 -1.9802
Shiftable load 0.1225 0.7023
Base load 0.3218 09891
Consumption 04443 1.6915

understanding the local behavior of the original model. The extracted coeflicients
for features are listed in Table[[I.8] For each normal and attack sample, important
features are sorted in a descending order. By observing the achieved results
it can be clearly seen that two features "Consumption" and "Demand" in the
attack instance have had the most influence in the prediction (1.744 and 1.550,
respectively) which is the result of the attack strategy that specifically targets
these two features. While for the normal sample, the top two important features
are "Demand" and "Generation".

1.6 Conclusion

In this paper, two attack scenarios are studied to model the false data injection
attack using the sigmoid function in local P2P energy trading. We considered
a game-theoretic approach to evaluate our attack scenario. In the first threat
scenario, the attacker attempts to gain economic benefits through achieving
free energy by increasing both prosumers’ consumptions (in the first round of
the game by attacking their HEM systems) and demands (during the game
by attacking the network communication between the HEM system and the
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Table I1.8: Features importance in the prediction of the selected instances.

Features importance

Attack sample Normal sample
Actual Label: 2 Actual Label: 1
Predicted Label: 2 Predicted Label: 1

High importance

Consumption = 1.774 Demand = 1.554
Demand = 1.550 Generation = 1.455
Generation = 1.408 | Consumption = 1.273

Shiftable load = 0.351 | Base load = 0.604

Base load = 0 Shiftable load = 0

Low importance

coordinator) by intruding into the game. We proposed the second threat scenario
that settled the challenge of attacking a number of prosumers’ HEM systems
by modifying the total demand, which is computed by the coordinator, before
sending it to the suppliers. The attacker uses a hidden battery to save the surplus
supplied energy, while the battery itself has some challenges like its capacity.
Due to the battery challenge, we presented how the attacker could control the
game not to cause more energy than the battery capacity. As a result of the
proposed FDIAs scenarios, all prosumers experienced a remarkable economic
loss compared with consumers, which led to a loss of incentive for participants
to remain or become an energy selling prosumer. This has a high benefit for
suppliers.

In view of the fact that stealing energy may happen in a P2P energy trading
market, an early and accurate detection of such attacks is necessary. Hence, a
reliable and interpretable classifier is proposed to increase detection and accuracy
rates while decreasing the false negative rate. The efficiency of the proposed
approach is verified in comparison to the three popular interpretable ML methods,
such as decision tree, KNN, naive Bayes, a semi-interpretable like SVM, and
two robust non-interpretable ML classifiers, such as ensemble and multi-layer
perceptron neural network, on two different groups of households from Austin,
Texas. The results illustrate higher detection rate (DR) and accuracy rate (AR)
and lower false negative rate (FNR), and fast testing time compared to the other
methods on both groups of households.

Acknowledgements. This work is supported by the Norwegian Research Council
under the SmartNEM project (project number: 267967).
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Abstract

Although rooftop PV panels and battery energy storage systems have
been well established for detached residential buildings, there is still a
lack of access to the advantages of onsite renewable energy generation
and consumption for residents of multi-unit buildings. To understand the
effects of developing distributed renewable energy sources for multi-unit
buildings, a new fair energy-sharing model in which different groups of
residents can gain benefit from the shared energy systems is proposed.
Despite the potential benefits of developing renewable technologies in
multi-unit buildings, the energy trading and allocation processes in the
buildings can be unfair for some groups of residents. Accordingly, this
work studies the main principles of energy justice and analyses how these
principles can be applied in the energy trading and allocation processes
to achieve fair energy sharing. In addition to fairness and justice, the
experimental results show that our method increases the sellers’ profit by
59.7%-127% and decreases the buyers’ cost by 8%-21%, compared to the
baseline methods. Moreover, applying the energy justice principles in the
proposed sharing models acts as an efficient incentive for the residents
of the multi-unit buildings to invest in the shared distributed renewable
energy sources.
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Ill.1 Introduction

Solar photovoltaic (PV) generation is one of the main technologies for
decentralizing and decarbonizing energy systems. To date, PV panels are
a settled and approved solution for detached houses, while PV solutions for
multi-unit buildings have been relatively limited. Recent studies focus mainly
on PV usage in single residential buildings as well as commercial
buildings [Liu+14], [Liu+17]. Although distributed renewable energy sources
(DRESs) have been widely approved at the residential scale, especially in detached
houses, the lack of a legal framework prevents the installation of PV panels and
battery energy storage systems (BESSs) in buildings that are composed of several
apartment units. The primary reason for the low uptake of sharing DRESs in
multi-unit buildings is the lack of regulations to ensure that electricity tax, grid
rent, and settlements are in line . Recent studies related to PV panel
allocation in multi-unit buildings have focused more on evaluating the technical
performance and analyzing the economic and technical feasibility of
PV panels in microgrids [Qad22], [WMC22]. However, shared DRESs, including
PV panels and BESSs, in multi-unit buildings have not been investigated well.
Given that the units of multi-unit buildings are occupied by different groups
of residents, e.g., tenants and unit owners with different preferences, the process
of sharing energy from shared DRESs between these groups can be unjust and
challenging. For instance, from the perspective of investing in shared DRESs,
some residents could not afford the investment economically, or there might be
a group of residents, such as tenants, who want to enjoy the benefits of shared
DRESs for a short period because long-term investment is not affordable for
them. In this regard, this study proposes an energy-sharing model that enables
efficient, fair, and equitable allocation and distribution of energy, costs, and
benefits in multi-unit buildings, considering different groups of residents.

Energy justice provides an effective decision-making tool that helps stake-
holders, e.g., consumers and producers, to make more rational energy decisions
. In recent years, scholars have reached a joint definition of energy justice
in which the costs and benefits of energy services are fairly distributed, and
equitable energy decision-making is provided. In general, energy justice ad-
dresses the equitable sharing of energy, costs, and benefits and identifies injustices
within energy systems , . Energy justice integrates three different,
but interconnected principles that include distributive justice, procedural justice,
and recognition justice [McC+13|. Each principle relates to a particular aspect
of justice that complements each other. Distributive justice refers to whether
all groups share equally in specific services and goods. Procedural justice deals
with the equitable participation of stakeholders in decision-making processes.
Recognition of justice gives attention to the demands and rights of different
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groups in society, especially underrepresented or vulnerable groups, to decrease
social inequalities . The value of energy justice has not been studied
within the concept of energy sharing in multi-unit buildings. Therefore, a set
of steps has to be formulated to enable a fair and just energy-sharing system
in multi-unit buildings where different groups of residents can participate and
gain benefit from the shared DRESs in their building. Applying the principles of
energy justice in energy-sharing models removes or reduces barriers to the active
participation of end customers (consumers/prosumers) in the future smart and
decentralized energy grid.

In this paper, a new fair energy sharing model (FESM) is proposed, which
focuses on energy allocation and trading inside different multi-unit buildings,
considering energy justice principles. The basis for our definition of FESM is a
network behind the meter in which the shared systems (PV panels and BESSs)
can be owned by the main owner of a multi-unit building or a group of residents
living in the building. Although FESM and community-based microgrids have
similarities in their configurations (e.g., both rely on centralized renewable
sources), they have an important difference. In community microgrids, shared
DRESs are located in front of the meter that are controlled by utility companies
(i.e., they are controlled in an aggregate manner) that incur extra costs for the
users who use the shared systems (e.g., there will be administrative costs) [WZ].
Since users of community DRESs do not own DRESSs, they are deprived of having
access to any of the tax credits and incentives of DRESs. However, in FESM,
shared DRESs are installed behind the meter and are not controlled by utility
companies; hence, additional costs are eliminated for users. Moreover, users in
FESM can own a portion of DRESs and take advantage of the tax benefits.

After allocating shared DRESs and energy to the residents by the energy
management operator (EMO) of the buildings, energy trading is enabled in
FESM with expected prominent benefits such as cost-savings and carbon footprint
reduction. The EMO of the buildings monitors and controls the trading stage and
computes the trading price. During the energy trading process, the interests of
sellers and buyers are protected, and they are given the opportunity to determine
the amount of energy they want to sell and buy based on certain factors, such
as priority factors, or after seeing the price. The priority factor is defined as
one of the main elements of FESM to retain the fairness and interests of both
buyers and sellers during energy trading. Justice and fairness are analyzed
in energy allocation and trading processes according to the main principles of
energy justice. These analyzes help to understand that justice can be defined
differently for each building according to the building conditions (e.g., resident
preferences, types of residents, etc.). Moreover, the revenue of the shared DRESs’
users living in the multi-unit buildings are examined under different energy
allocation processes. The experimental results show that our method is highly
beneficial for all participants as their revenue increases dramatically compared
to the baseline methods.

The main contributions of this work are as follows:

1. We present a novel fair energy sharing framework FESM plus two different

85



IIl. Applying Energy Justice Principles to Renewable Energy Trading and
Allocation in Multi-Unit Buildings

applications of it. In FESM energy demand of buildings is supplied by
shared distributed renewable energy sources, including PV panels and
battery energy storage systems. FESM is a behind-the-meter network that
enables energy allocation and trading inside the buildings.

2. To the best of our knowledge, this work is the first to apply the main
principles of energy justice, including procedural justice, recognition justice,
and distributive justice, in a systematic way in the design of energy
allocation and trading processes to create justice and fairness. Moreover,
we propose a novel priority factor to prioritize users to secure fair sharing
of energy generated by shared DRESs for residents.

3. A new and simple pricing mechanism is proposed that increases the profits
for sellers and decreases the cost for buyers, and makes the overall operation
of the system simple.

The rest of the paper is organized as follows. In the following section, first,
we present a brief overview of the shared renewable energy system in multi-
unit buildings by discussing the status quo of energy sharing in four countries,
including Germany, Austria, France, and Norway. Then, fairness in energy
sharing is reviewed, and we discuss how energy justice principles can be applied
in an energy-sharing process. The details of the FESM network are presented in
Section [[TI.3} then, the strategies for energy trading for all participants, such as
sellers, buyers, and energy management operators, are summarized in Section
T4 Section [[ILF] presents comprehensive experimental results, and the paper
is concluded in Section [[IL6l

lll.2 Background
ll.2.1 Shared Renewable Energy Systems

Renewable energy sources have been potentially considered as a practical solution
to supply parts of the load in buildings, especially in urban areas . The
establishment of more renewable energy communities can increase both the share
of renewable energy and flexibility in electricity supply and electricity systems,
respectively. Currently, many European countries have not fully considered the
particulars of renewable energy communities in their energy support frameworks.
However, Germany has the most experience with community energy .
In the following, we briefly review the current situation of energy sharing in
multi-unit buildings in four countries.

Germany and Austria: In Germany and Austria, shared PV systems can be
implemented legally in multi-unit buildings. Germany makes the hardest efforts
to increase the uptake of shared PVs in buildings among European countries
. In [59], a techno-economic analysis of the self-consumption of rooftop
solar panels for different types of buildings in Germany, including multi-unit
buildings, is performed. In the course of different projects in Germany, it has
been proven that energy generated from PV panels can be successfully shared
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in buildings under a novel concept called the “Mieterstrommodel” .
Under this scheme, landlords or owner communities known as ‘legal suppliers’
may generate energy from rooftop PV panels and sell it to their tenants .
Tenants receive the same feed-in tariff compensation for extra energy fed into the
grid. However, they receive an extra ‘tenant-electricity surcharge’ for their self-
consumed energy . In July 2017, Austria also adopted relevant legislation
to enable the uptake of shared PV panels in multi-unit buildings. In Austria,
suppliers are also able to supply the energy demand of residents via energy
produced by their buildings” PV panels [PD20].

France: On 8 November 2019, law no. 2019-1147 was approved in France. It
regulates collective electricity self-consumption (In French: autoconsommation
collective d’électricité) of energy and climate . In France, users willing
to contribute to a collective self-consumption (CSC) operation can establish
themselves as an Organizing Moral Person (OMP) responsible for sharing locally
produced energy among users. Moreover, each user must be connected to
the public distribution network via a meter. The OMP considers the energy
sharing ratio equal to the ratio of the total consumption of one household to the
consumption of all households. Other sharing ratios among users can be defined
by the OMP, and communicated to the distributed system operator (DSO). ,
among users and sends it to the DSO. Each user’s bill is calculated based on
the consumption of the household minus the community generation assigned to
the household by the supplier, which the user has chosen. CSC communities
can be considered platforms for creating innovation in energy sharing. However,
community-wide operating rules that adopt consumption practices for single
houses, buildings, or neighborhoods are essential for any energy community
Per+21).

Norway: In Norway, customers in detached houses, with both consumption
and production behind their connection point, can today utilize their own
production without paying grid rent and other fees . However, customers
in multi-unit buildings do not enjoy the same benefits. This means that, according
to the current regulations, it is not possible for customers in multi-unit buildings
who have several measuring points to use their own production without paying
grid rent and fees . Recently, a new regulation was proposed by the
regulating body, RME , which, if approved, will change the rule of
sharing energy in buildings. In the RME proposal, different sharing models
that can be applied inside the buildings and how energy can be allocated to the
residents who joined the sharing solution are discussed. Below, the proposed
sharing solutions are reviewed.

1. Equal sharing: the simplest way is allocating the production of shared
PV panels to residents equally. This means that all residents receive the
same share. Although this sharing model is easily managed by network
companies, it poses some weaknesses. This model is fair when all building
units have the same area, but this is not fair for units with different areas.
A larger unit requires more energy than a smaller one.

2. Unequal sharing: unequal sharing means that each resident receives
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different shares of the energy generated by the shared PV panels in the
building, e.g., based on the size of the units, the cost that each resident
invests in the shared PV panels, etc. In FESM, we focus on the unequal
sharing model as a guideline for specializations of the framework that we
explore in this paper.

3. Dynamic sharing: in this model, residents receive energy based on their
consumption at various time slots in a day. This sharing model attempts to
maximize the utilization of the energy produced by PV panels in buildings.
In this case, the energy is sent back to the grid only for hours, where
the total generation exceeds the total consumption in the building. The
dynamic share of a resident at a time slot is the ratio of the resident’s
consumption to the total consumption of the residents at that time slot.

Legalizing the shared use of PV panels in multi-unit buildings and giving the
right to the residents to trade their shared energy with neighbors inside their
building benefits the residents (e.g., financial benefits) and the environment (e.g.,
carbon reduction). To realize that, the above regulations need to be developed
with the intention of legalizing energy trading inside multi-unit buildings.

lll.2.2 Fairness in Renewable Energy Sharing

Fairness in energy sharing has been interpreted in different ways in the literature.
For example, one study shows that if energy is transparently and
equitably shared in a sharing method, then the method is fair. Other studies
present different interpretations [Pau-+18|, [Wu+16|, [Cui+20]. According to
[Pau+18|, fairness is associated with the willingness-to-pay of a prosumer, equal
satisfaction is another interpretation of fairness that is supported by Jafari et
al. , and Lovati et al. proposed a peer-to-peer (P2P) energy
trading model in which fairness has been achieved by transparency.

There are several works that use game theoretical approaches to conduct
energy sharing in buildings , . For instance, Cui et al.
proposed a non-cooperative game to manage the energy-sharing process, and
they believe that energy sharing is fair when all participants gain benefits.
A contribution-based and non-pricing energy trading mechanism between
microgrids was proposed by Park et al. , but they did not show how
to calculate the contribution factor. Jadhav et al. extended the work
in by proposing a priority factor for buyer microgrids according to
their contributions and energy demand. However, prioritizing buyers based
on their energy demand makes buyers with the highest demand receive more
energy which can be unfair. The authors in also presented an energy
trading mechanism based on Nash bargaining theory in which a trading price was
computed based on minimizing the total cost of buyer microgrids. In [LAG16],
, only the interests of the buyer microgrids are considered, which makes
the energy trading unfair to the seller’s microgrids. In this work, the energy
trading method used in is extended in such a way that the benefits of
both buyers and sellers are supported in the calculation of the energy trading
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price. In addition, the priority factor is modified and calculated for both sellers
and buyers according to the trading situations.

Some works present different energy-sharing methods and compute a proper
fairness index to evaluate the performance of their methods. For example, Long
et al. proposed several indexes, including the equality index and
participation willingness index, to evaluate their proposed P2P energy trading
mechanism, while Chakraborty et al. used the Nash social welfare
index for the same purpose. According to the literature, a common framework
for evaluating fairness and justice in energy-sharing solutions is missing. Energy
justice can be used as an evaluation framework to evaluate fairness in energy-
sharing models based on its three main principles. In the following, we will study
how justice and fairness can be achieved in energy-sharing systems through the
main principles of energy justice.

Recognition justice: This principle of energy justice takes care of different
groups of stakeholders, especially vulnerable groups, to have equal access
to opportunities and resources in energy systems [SD15|, [McC+13]. When
recognition justice is considered in designing an energy-sharing model, we have
to explore to what extent different groups (e.g., low and high-income groups,
tenants, and unit owners) have access to technologies used in the model.

Distributive justice: This principle is about benefit and risk being equitably
distributed among stakeholders in energy systems [SD15|, [McC+13]. According
to this principle, we have to evaluate how cost, profit, DRESs, and energy
generated by shared PV panels are distributed among stakeholders (e.g., residents
and owners of multi-unit buildings).

Procedural justice: This principle emphasizes that all stakeholders affected
by the energy systems have to participate equitably in decision-making [SD15],
. In designing an energy-sharing model for multi-unit buildings, we
have to focus on how residents can significantly participate in decision-making
with transparent procedures.

.3 Proposed FESM Framework

We assume a building that has an owner who can be a legal entity such as a
person, a company, a municipality, or a cooperative, etc. The energy-sharing
model is decided by the owner of the building. The energy-sharing model is
the basis for energy allocation and trading. The energy allocation and trading
processes in the building are handled by EMO, who could be the owner of the
building, a third party, or consortium of residents, etc. The building is comprised
of N units denoted by the set i = {1,2,..., N}. Each unit has an owner and can
be occupied by the owner, called unit-owner, or a tenant. Let [Uo| = No, where
Uo CU and Np < N, and [Ur| = Ny, where Ut CU —Up and Ny = N — No,
be the sets of unit-owners and tenants, respectively, who live in the building.
Each unit is characterized by a set of parameters, such as the area of the unit
and the number of members living in the unit, that can be input into the sharing
model. The building can be equipped with a number of PV panels that belong
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to the set PV = {1,..., P}. PV panels have an owner that can be the owner
of the building, a third party, or a legal entity formed by residents who each
own a share. Depending on the sharing model, the residents can lease a share of
the PV panels from the owner. Since PV panels may produce more energy than
residents need during some time slots in a day, a set of BESSs B = {0, 1, ..., B}
are shared between residents of buildings. Similar to PV panels, each BESS has
an owner that can be the owner of the building or a group of residents. Both
unit owners and tenants can lease a share of BESSs. Residents can trade their
excess energy generated by PV panels inside the building.

In FESM, the allocation process refers to the step where the EMO of the
building allocates a fair share of energy generated from PV panels or the energy
saved into the shared batteries to the residents of the building. The unequal
sharing model proposed by the RME proposal (see Section is used
for the allocation process in the building. Compared with other sharing models,
the unequal sharing model allows the owner of the building to allocate a fair and
different share of energy (i.e., 2% x Generation”V, where Generation”"V is the
total generation of PV panels) or capacity of BESSs (i.e., 2% x BESScepacity
where BES Sty is the total capacity of BESS) to the residents. The allocated
share (z%) can vary between the residents participating in the sharing solution
as long as Y« = 100, and can be based on different factors, such as the resident’s
need or the amount the resident invests in DRESSs, etc. In the allocation process,
recognition justice will be achieved when all groups of residents, including
tenants, unit owners, low-income families, etc., have the opportunity to exploit
the building’s DRESs. In the building, a fair share of energy can be allocated to
each unit of the building based on factors such as the area of the unit, family
members living in the unit, etc. Hence, in this case, distributive justice will be
achieved by distributing energy generated by DRESs among the units based
on unit characteristics. In other cases, residents can invest in DRESs based on
their ability to pay. In this situation, distributive justice is realized by allocating
energy to the residents in proportion to the cost that they have invested in
DRESs. Moreover, in the energy allocation process, residents can participate
in decision-making in which, for example, they can decide whether to invest in
DRESSs or pay only for their consumption. Therefore, procedural justice will
also be fulfilled in the allocation process.

After the allocation step, energy trading takes place in one step, where
local energy is traded between the residents of the building. During energy
trading, justice is realized so that participants, including sellers, buyers, and the
EMO of the building, can participate in decision-making processes (procedural
justice), and all groups of residents have the opportunity to participate in energy
trading (recognition justice) and gain financial benefit by selling or buying excess
energy from DRESs (distributive justice). The following sections discuss the fair
energy allocation and trading processes within the proposed framework for two
different multi-unit buildings, i.e., Building A and B, illustrating two different
approaches to applying the principles of energy justice. These two approaches
will be experimentally compared with regard to distributive justice, recognition
justice, and procedural justice.
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ll1.3.1 Building A

Building A has an owner who is a person. This building consistents of N4 units
identified by the set ¢ 4 such that {4 CU, U4 = N4, and No 4 and N 1 of the
units, where Ny o < Na and Ny = Na — Ny 0, are occupied by unit-owners
and tenants, respectively. Building A is equipped with P rooftop PV panels and
B BESSs funded by the owner of the building. The EMO of Building A is the
building owner who allocates a fair share of DRESs and energy generated by
the PV panels to each unit of the building. After the allocation process, energy
trading managed by the EMO of the building takes place in one step, where
the local surplus energy is traded between the building occupants. The possible
ways of allocating energy in Building A are discussed in the following.

Energy allocation: In building A, the EMO of the building allocates a
certain share of PV panels and BESSs to each unit of the building, giving all
residents the opportunity to enjoy the benefits of shared DRESs in their building.
The allocation process in Building A is based on the unequal sharing model
. In this regard, the EMO of the building allocates x;% of PV panels
(i.e., 2;%PVreaA4) and BESSs (i.e., ;% BESSPcity:A ) where x; is based on
the area of unit ¢ and the number of family members living in the unit. The
PV panel share (PV;"*"*) and BESS share (BESS:"* %) for the ith unit in
Building A are computed as follows:

Unit?™e4 Members{!

share,A __ o area,A
P‘/L - (a Unitarea,total, A + (1 a) Memberstotal,A)PV ’ (IHl)
VielUy
. area,A
BESS{;hare,A _ BESScapacity,A(a U’n’Zti —
2 ;tarea,total,
Unit (I11.2)

Members{!
M emberstotal,A

where PVere®A and U nit;”ea’A are the total area of the PV panels and the area

of the ith unit in Building A, respectively. Membevﬂsg4 and Memberszoml’A are

the number of members who live in unit ¢ and the total number of residents
living in Building A, respectively. In the above equations, « is a weight factor
that gives importance to the number of family members living in a unit and the
area of the unit while allocating PV panels and BESSs. In this work, the value
of a is set to 0.5 to give equal importance to both numbers of family members
and the area of the unit. In Equation BESSeracity: A i the total capacity
of the building’s battery.

If the shared PV panels in building A generate GfV’A amount of energy
at time slot ¢, unit i will receive Eelocated-A
following equation:

(1-a) ),Vi € Uy

share of energy according to the

Ezltlocated,A _ P‘/ishare,AGll_’V,A,Vi €U (1113)

In Building A, residents can decide whether to lease their share or just pay for
their consumption. The latter is most suitable for temporary residents, such as
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tenants or residents who cannot afford the lease cost. leasing PV panels/BESSs
allows residents to sell the remaining energy from their share; otherwise, the
remaining energy belongs to the building owner. The lease cost for a resident
who leases a share of a PV panel is computed as a certain percentage of the
benefit that the resident gain by using the PV panel. The percentage value is
defined by the building owner and should not be set too high to avoid loss of
benefit. Hence, the value is set to 10%.

ll.3.2 Building B

Similar to Building A, Building B has an owner who is a person and acts as the
EMO of the building. We assume that Building B does not possess PV panels
and BESSs. Hence, a group of or all building residents decide to install PV panels
on the roof of the building with the permission of the building owner. In this
case, residents who cooperate to buy PV panels or BESSs are considered owners
of PV panels or BESS, respectively. Building B has Np units; let /5| = Np,
where Up C U, be the set of the units. In the building, there are Np o and
Np 7 units, where Ng o < Np and Npr = Np — Np o, that are occupied by
unit-owners and tenants.

Energy allocation: In Building B, ny,,—, of unit-owners buy PV panels for
the building. Let U g 0 be the set of such unit-owners such that |z 0| = npv—o,
where ny,—o < Np,o. A number of those unit-owners (i.e., Mpy—o 0of Npy—,, Where
Mpy—o < Npy—o) live in the building, and the rest (i.e., npy—o — Mpy—o = Np,7)
rent their units. In this building, the EMO of the building defines an ownership
concept to distribute energy to unit-owner ¢, where ¢ € U g o, based on the size
of the unit owner’s investment in PV panels. Given that the ownership factor
varies for each unit-owner i, the EMO of the building follows the unequal sharing
model for allocating the energy generation of the PV panels in the
building. The ownership factor (Ownershipr’B) for the ith unit-owner who
owns a share of PV panels and lives in Building B, where i € U0, is equal to
the ratio of the cost (thV’B) that is invested by the unit-owner to the total

cost (CtPV:total.By “and can be written as follows:
PV,B ct; P
O’ll/ne’]"s]’lfép7 = W,Vi € Z/{B’O, (1114)

allocated,B
Ei

In addition, the amount of energy that the ith unit-owner in

Building B will receive is computed as follows:

Ezltlocated’B = OwnershipiBGfV’B,Vi € Up.0, (IIL.5)

where GfV’B is the amount of energy generated by the PV panels in Building B
at time slot t.

The investment cost (
B is given by the following Equation.

Cost!"™ !By of unit-owner 4 per day in Building

PV,B
Costz:n'uestment,B _ Ctl

! ~ PaybackB (IIL6)
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where Payback? is the period of time it will take the unit-owner i to pay off
the total cost of the PV panel share. Similar to Building A, the lease cost for
the tenant who leases a share of PV panels from their unit owner is a certain
percentage of the tenant’s benefit and is set to 10%.

Residents of Building B can also contribute to buying BESSs for the building.
Let us assume there are nj,_, unit-owners who pay for a share of BESSs, and
UB -0l = np—o, where ny_, < Np o, is the set of such unit-owners. The
ownership factor Ownership?att”y’B for the jth unit-owner who owns a share
of BESSs, where j € Up—,, is computed as follows:

Ctb'atte'r‘y,B

. battery,B __ J .
Ouwnership; = Cppaitery iotal B Vi eUBp—o, (I11.7)

In addition, the share of BESS BESS;}“”P"B that is allocated to the jth
unit-owner in Building B is:

BESS" P = Ownership}*"“"""" BESSP*"-5 j € Up,_,,  (IIL8)

Generally speaking, residents can charge their share of the battery. If some
residents have available capacity in the battery, they can allow other residents
to use their capacity at a specific time slot in a day until an agreed-upon time.

Regarding investing in PV panels and BESSs, there are some situations that
should be taken into consideration. In Building B, unit owners who do not live
in the building and own a share of PV panels or BESSs can lease a part of their
share to their tenant. In this case, tenants benefit from energy generated by PV
panels by paying for their energy consumption or a fee in excess of their housing
rent. In the latter case, tenants can sell the excess energy from their share of
PV panels. There might be residents who do not have the opportunity to use
PV panels/BESSs in the building. Examples can be tenants whose unit-owners
do not invest in PV panels/BESSs, residents who cannot afford the investment
cost, residents who just moved into the building and want to own a share of PV
panels and there is no available space on the roof of the building for installing
PV panels, etc. This issue of fairness is outside the scope of this paper.

ll.3.3 Overview of Fair Local Energy Trading in FESM

Regardless of the group of the building, the EMO of the building has the duty
to fulfill the energy demand of all residents. The residents with extra and lack of
energy are considered sellers and buyers, respectively. A non-cooperative game
takes place between buyers and sellers separately to adjust their energy demand
through the game. In contrast to cooperative energy trading games in which
participants try to maximize social benefit
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1: Sending their selling and buying requests

:\ 2: Computing the

3: g the trading price to the sellers and buyers trading price

<&

-l:\ 4: Sellers update their consumption

=

5: Sellers send their updated excess energy

hl

6: Updating buyers on total avail excess energy

7: Computing the
8: Sending the priority factors to the buyers (sellers) priority factor for each ...

:\ 9: Buyers (sellers) decide
their strartegy

10: Buyers (sellers) send their strategy

:| 11: Computing the allocated energy
of each buyer (the amount of
energy each seller should sell)

12: Allocating energy to each buyer
(Sending the determined energy
for sale by each seller)

Figure III.1: Sequence diagram for the proposed fair local energy trading in
FESM .

via cooperation based on a particular agreement, in non-cooperative games,
participants compete to maximize their own financial benefits (i.e., sellers and
buyers compete to maximize their benefits and minimize their costs, respectively)
[HL22]. Hence, defining the energy trading price is important in effective energy
trading and fair distribution of profit. In this paper, it is assumed energy trading
takes place inside the building as depicted in Figure [[IT.1]

As seen from Figure[[TI]] first, residents send their selling and buying requests
to the EMO of the building. The EMO of the building then decides the trading
price in a way that benefits sellers and buyers. The trading price should be
bound by the grid buying and selling prices. By considering this, both sellers and
buyers prefer to trade energy in the building rather than in the main grid. When
seeing the trading price, each seller is allowed to decide its strategy by adjusting
its consumption to maximize its own benefit. The sellers then update the EMO
on their excess energy, and the buyers are notified by the EMO. In the next step,
the EMO calculates the priority factor for each buyer or seller depending on the
situation (i.e., buyers are prioritized when the total energy demand of buyers is
higher than the total excess energy, and sellers are prioritized in the opposite
situation). The EMO considers the priority factor for the purpose of obtaining a
fair and stable energy trading system. The priority factor of a buyer/seller is
calculated based on the number of times the buyer/seller contributed as seller
and buyer in the previous energy trading steps until now, the ownership factor

94



Proposed FESM Framework

of the buyer, the number of family members of the buyer, the area of the buyer’s
unit, and the amount of energy the seller want to sell. In this trading model,
a participant with a higher priority factor can trade more energy than other
participants. The priority factors are sent by the EMO to the corresponding
buyers or sellers. Depending on the situation, the buyer (seller) decides on how
much energy to buy (sell) to maximize its benefits based on the buyer’s (seller’s)
priority factor and the updated total excess energy available in the building
(the total energy demand of buyers). After receiving the strategies, the EMO
allocates a specific amount of energy to each buyer (seller) based on the buyer’s
(seller’s) strategy, the priority factor of the buyer (seller), and the total energy
demand (excess energy). If, after the trading process, there is still excess energy
in the building, the energy is fed into the main grid, typically based on a pre-set
feed-in tariff, or if there is still unsatisfied demand, it is fulfilled by the main
grid at market price.

l.3.4 The Proposed Energy Trading Model

In this section, the proposed local energy trading inside the building is described
in detail.

Let C;; denote the energy demand of the ith resident at time slot t¢.
Moreover, resident ¢ can have a share in BESSs and Ei‘;”ed of energy saved in
the battery during a given time interval of the day. After allocating energy
to all residents based on their share of PV panels or ownership factors, if
Eﬁ?ocatad + Efftwed < Cj 4, the resident ¢ needs to buy energy from sellers inside
the building. Let R? be the set of residents who act as buyers at time slot t. If
ngf"cat@d + Ef,‘;”ed > () for some residents in the building, then these residents
are considered sellers. Let R} be the set of such sellers in the building at time
slot t.

In the first stage, buyers send their buying demand to the EMO of the
building. The energy demand of buyer ¢ €Ry ¢ is given by:

D;y = |(Egfecated 4 Eqved) — Oy 4], Vi € RY. (I11.9)
and the total energy demand of all buyers in the building at time slot ¢ is

D't = " Dy (I11.10)
i€ERY

The excess energy of the ith seller after fulfilling its essential needs is equal
to its minimum consumption at time slot ¢, i.e., C; ¢ = Cons; /™", is

Epgeess = (Bifecated 4 ety — Consi™, Vi € R; (IIL.11)
and the total excess energy from solar panels at time slot ¢ is given by

Efa:cess,total _ Z Ei?cess' (11112)
1ERS
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According to Step 4 in Figure [[IL]] sellers have the opportunity to manage
their energy consumption. This means that the seller ¢ € R, intends to adjust
its consumption Cons; s.t. Cons;; > Cons’”tm and sells its surplus energy
((Eﬁllocat"d + Ef,‘“"’d) Cons; ) to the neighboring buyers via the proposed
energy trading model. In this regard, the updated excess energy of the ith seller

after settling its energy consumption is as follows:
Bggees” = (Bpilocated 4 B33°e?) — Cons;y, Vi € R} (111.13)

and consequently, the total excess energy available in the building at time slot ¢
is updated as follows:

Efxcess Jtotal z EEZL’CGSS (III 14)
1ER]

Following that, available energy in the building is traded between participants.
Finally, after energy trading is completed, if there are still residents with
unsatisfied demand, the energy demand is purchased from the main grid via the
EMO of the building. In contrast, the EMO sells the extra energy to the main
grid.

.4 Players Strategies in Energy Trading

In this section, the strategies of the participants, including the EMO of the
building, buyers, and sellers, in the proposed fair energy trading model are
discussed. In the model, the purpose of each seller is to maximize its utility
by adjusting its consumption after knowing the trading price determined by
the EMO of the building. Furthermore, each seller attempts to sell as much
of its excess energy as possible when the total excess energy is more than the
total energy demand in the building. Buyers’ goal is to gain as much energy
as possible by setting their strategy to meet their own energy demands. At
the same time, the EMO of the building tries to maximize the welfare of the
building.

lll.4.1 Buyers Strategies

Buyers intend to gain as much energy as possible from the local energy market
via the EMO of the building, bounded by their energy demand. To this end,
buyers participate in a non-cooperative game where they decide their strategy
to request a certain amount of energy from the EMO. Thereafter, the EMO
allocates energy to each buyer according to their strategy, priority, and the total
amount of excess energy available in the building. To allocate energy fairly to
each buyer, the priority factor is used to prioritize buyers. The priority factor is
also used as an incentive factor to encourage local energy trading.
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lll.4.1.1 Priority Factor for Buyers

While determining the priority for a buyer in the energy trading step, three
factors are considered:

1. Total previous contributions of the buyer as seller or buyer
2. Number of family members of the buyer
3. Area of the buyer’s unit (m?)

Thus, the priority factor Prfyt of the ith buyer at time slot ¢ is calculated as
follows:
(BCs,) +CP, Unitéree Members;
Cgotal Unitarca,total Memberstotal ’

Pri, = Vie R  (IIL15)

The first part of Equation @ refers to the contribution factor, Here, C7,
and Cﬁ’, , are the number of times the buyer contributed as seller and buyer,
respectively, until the present time slot ¢, and C?°*® is the total contribution
as seller and buyer by the buyers until the present time slot ¢t. Here, § is a
scaling factor such that when g > 1, more importance is given to the past
contributions made as sellers, which will encourage participants to consume less
and save energy to act as sellers in the future. In general, the contribution
factor motivates participants to trade among themselves instead of trading with
the main grid. The second and third parts of the equation are the number
of family members for a particular buyer ¢ and the area of the buyer’s unit
(m?), respectively, which indicate that the priority factor should be a function
of the number of family members and the area of the unit. Memberst®*® and

Uniterestotal are the total number of family members of all buyers and the total
area of all buyer units who live in the building.

ll.4.1.2 Utility of Buyers

In this section, the utility function of buyer i Uﬁh living in the building at time
slot ¢, which is always a non-negative function, is defined. The utility of buyer
i is computed based on the priority factor of the buyer and the ratio between

the strategy of the buyer to the energy allocated by the EMO of the building
AE? . . -

Sb;’t”' ). There are some assumptions regarding the utility of the buyer

that must be taken into consideration. The first assumption is that Uib,t must

AE?

Sb

(i.e.,

i,t

be a strictly increasing function of —=*, which means fulfillment increases by

the ratio between the amount of energgl that is allocated to the buyer and the
required energy of the buyer as its strategy. Second, the utility function must be
a concave function of AE;’J7 i.e., as the allocated energy increases, the increasing
rate of satisfaction decreases. Since the EMO of the building allocates more
energy to buyers who have high priority, the utility function must be proportional
to the priority factor considering a weight (§ > 0) factor for the priority. The
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weight factor (), which is a dynamic value selected by the EMO of the building,
gives importance to the priority during energy trading. Therefore, the utility
function of buyer 4 (Uib,t) is computed using a modified version of the function
given in :
b
U, = (Prl,)"log(1 + AEb“t),w e R (IT1.16)
it
where Pr? + 1s the priority factor of the ith buyer at time slot . AEbt and Sb
are the energy allocated to buyer ¢ by the EMO of the building and the demand
strategy of the ith buyer at time slot ¢, respectively.

Each buyer demands a different amount of energy; however, the buyer desires
to obtain as much energy as possible, bounded by the initial demand of the buyer
(e.g., the buyer ¢ should decide its strategy from [0, D, ;]). Accordingly, buyers
participate in a non-cooperative game using Algorithm [2] to ask for a certain
portion of excess energy available from the EMO of the building. Algorithm
gives the optimal strategy (Sfyt) for each buyer i participating in the game at
time slot t. The existence and uniqueness of the Nash equilibrium solution of
the game have been proven in . The utility function of all buyers U(S®)

is defined as follows [JPG18|:

b b s AE},
U((s’) = argmax[z (Pri ;)" log(1 + 5 )]

ABY i eRp it
st. 0<AE}, <SP, VieR) (IL.17)
> AE!, < Efees
iERY

where S? '+ is the strategy of the ith buyer at time slot ¢. A non-cooperative
game is used to formulate competition among buyers.

Algorithm [3] provides the optimal solution of the problem in Equation
I11.17] which is a revised version of the famous water-filling problem .
According to the water-filling problem 7 there are N tanks, and any
two tanks are connected by a pipe. Let M = {1,2,...,N} be the set of
all the tanks, {(Prl) (Prz) ,oo o, (Pr%)P} be the set of tank widths, and

{(Prb)ﬁ’ (Pib)ﬁ e (P 2 )ﬁ} be the set of tank heights. It is assumed that tank

7 has to be on the base of height By ) for all ¢ € M. The total volume of the

water that is used to fill the set of tanks is Ei“ess . Therefore, tank i is filled
by pouring AEZ'»”t volume of water which is the optimal solution for tank i.

lll.4.2 Sellers Strategies

It is assumed that sellers are interested in selling their excess energy to
buyers at an appropriate price rather than selling them to the main grid
at a lower price. Each seller i gains a payoff by trading its excess energy
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(((E“lloc‘”ed + ES‘“’ed) —Cons; ) with neighbouring buyers and also by managing
its consumption Cons; ; subject to Cons; ; > C’onsmm after seeing the trading
price P'". The payoff of the ith seller (Uzst) at time slot ¢ is defined as follows:

U?

1’7

=1t In(l1+ Cons; ) + PfT((Eﬁltlomted + Ei%”Ed) — Cons; ),

(Bgilocated 4 gpeved) — Cons;y > 0,¥i € Rf (L)

The above equation is inspired by the utility function in [PFO05|. The first
part of the equation expresses the utility that is achieved by seller ¢ through
consuming C'ons;; amount of energy, where r; ; > 0 is the preference parameter
of the seller at time slot ¢. A seller with high r; ; is more interested in consuming
more of its energy to maximize its utility. The second part of the equation
represents the profit that the ith seller achieves by selling its excess energy to
neighboring buyers at trading price Pf", which is calculated by the EMO of the
building. Each seller ¢ has the objective of maximizing its utility by adjusting
its own energy consumption Cons; ;. Therefore, the objective of the seller ¢ at
time slot ¢ is as follows:

max (U7,)
Consie (I11.19)
s.t. Cons;y > Consmm Vi e R{

The objective in Equation [[I[.2T] can be achieved by computing the first-order
derivative of (15), which is:
SRLLI— (I11.20)
14 Cons; ¢
and hence Equation (21) is achieved by further solving Equation (20):

Tit
tr
Pt

Cons; = -1 (T11.21)

According to Equation [[TI.21] each seller’s decision on its energy consumption
is affected by the trading price, which is set by the EMO of the building. It
can also be observed that the seller’s consumption and the trading price are
inversely proportional to each other, which means that sellers are encouraged to
reduce their energy consumption and sell more energy when the trading price is
high and vice-versa. It is important to note that r; ; should be large enough in
such a way that Equation |l is always positive for all Cons; ; > Consmm.
Moreover, the lease cost or the investment cost of the seller is subtracted from
the total utility of the seller at the end of the day.

We also study the situation where the total excess energy at each trading
stage is more than the total energy demand. In this case, after the sellers adjust
their consumption, they can also decide their strategy (i.e., demand for selling
energy) by participating in a non-cooperative game to sell as much energy as
possible to the local energy market, limited by their available excess energy.
Similar to Algorithms [2] and [f] uses a non-cooperative game among sellers when
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the total excess energy is more than the total demand of buyers. In Algorithm
[4] each seller chooses its strategy based on some important factors, such as the
seller’s priority factor and its updated excess energy. The EMO of the building
then uses Algorithm [5] to decide on how much energy each seller should sell
based on the seller’s priority factor, the amount of the seller’s excess energy, and
the total demand of buyers.

Priority Factors for Sellers

For each seller i, the EMO of the building calculates the priority factor to
prioritize sellers when there is more energy to sell compared to the total energy
demand of the buyers. The priority factor of the ith seller relies on the ratio of
the number of contributions the seller has made until the present time slot ¢ as
a seller (C7;) to the total contributions of the sellers and the ratio of the excess
energy that the seller intends to sell to the total excess energy in the building.
Hence, the following equation is used to calculate the priority factor of the ith
seller at time slot ¢ Pr?,:

*
s excess
Ci,t E¢y
Ctotal E excess* total ’
t 3

Pr, = VieR; (IT1.22)

where C7; and Cfotal are the number of contributions the seller i has made and
the total contributions that have been made by sellers who live in the same
building as the seller i. Ee”e“’ and F,°7¢¢ss "1t 416 the excess energy that
seller ¢ wants to sell energy at and the total excess energy available in the
building. When the total excess energy is more than the total energy demand,
the utility function of the ith seller is directly proportional to its priority factor
and the ratio of the amount of energy decided by the EMO that the seller i can
sell and the seller’s strategy. Thus, the utility function of the seller i (U?,) at
time slot ¢ is defined as follows:

AES,
) Vi e R; (I11.23)

it

U= (Pr )’Blog(l +

where Pri, is the priority factor of seller ¢ at time slot t. AE},; is the amount of
energy to be sold by the seller i, and S}, is the selling strategy of the seller i at
time slot ¢.

l.4.3 Building’s EMO Strategy

The EMO of the building has several roles to maximize the building’s welfare,
i.e., the sum of the fulfillment of all buyers and sellers in the building. In this
regard, one of the main functions of the EMO is to determine the trading price,
P'", for energy trading inside the building. The trading price should be bounded
by the grid buying and selling prices, G»P and G*?, respectively. The EMO
should compute the trading price in a way that is at the fulfillment level of
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buyers and sellers. Hence, the objective of the EMO is defined as follows:

max| 7 + > U7l
P} C i (IT1.24)

st. GPP < PIm <GP

The above equation expresses the aim to maximize the building’s welfare.
According to Equation [[IT.24] the satisfaction of sellers and buyers is met by

simultaneously maximizing the inverse ratio ( Ct,,) of the total cost of buyers

(i.e., minimizing the total cost of buyers) and the total utility of sellers at time
slot ¢.

During energy trading, in addition to the cost of buying energy from
neighboring sellers, the total cost of buyers (Ct?) at time slot ¢ also relies
on the cost of the remaining energy purchased from the main grid to keep the
energy balance, and is calculated as follows:

Ctb _ {(Efxcess*,totalpttr) + (Dgotal B Etezcess*,total)Gs’p, if DgOtal > Ef:z:cess*,total
Dtotal ptr. otherwise
(I11.25)
Now, we can use the first-order optimality condition of the EMO’s objective
function (i.e., Equation in the cost function (i.e., Equation and in

the sellers’ utility function to obtain the trading price in trading step. Hence,
we have the following equation by using the first-order optimality of Equation

[IT:24) in Equations [[TT.25 and [[TL.1§}
5(#) 4( Z Uis,t)

cth iERm
sPir T spr

—0 (I11.26)

After solving Equation [[IT.26} we have

.

1_(D:otal_Etemcess ,total)Gs,p . total excess® total tr b

Ptr o pewceas™ total 5 if Dt > Et ’ and P' > G%P
= t

GbP + ¢, if Pt < Gbr

(1T1.27)

where € > 0 is a very small value to keep the trading price P}" higher than the
grid buying price G”P? at time slot ¢. The other main function of the EMO to
maximize the building’s welfare is to fairly distribute energy generated from the
building’s PV panels and energy stored in BESSs among residents. Moreover,
the EMO attempts to fairly allocate energy to participants during energy trading
to maximize the building’s welfare. Let U}, (AE?,) and Utility$ ,(AES ;) be the
fulfillment of buyer ¢ when the total demand exceeds the total excess energy
and the satisfaction of seller j when the total excess energy is higher than the
total energy demand, respectively, from the perspective of the EMO of the
building. ZieRg AE? and ZjeR;’ are the social welfare of the system during
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energy trading. The optimization problem to determine the amount of energy
that the seller j should sell (AE]S»’t amount of energy) at time slot ¢ is given by

AFE$
s \B J,t
max( Y (Pr3,) log(1 + —=)]

JERS Jst
s.t. 0<AE;, < S;,VjeR; (111.28)
> ABj, < D
JERS

According to Theorem 1 in [LAGI16|, the optimal amount of energy that
should be sold by each seller at time slot ¢ (AFE,** = {AE}}[j € R}), when the
total excess energy exceeds the total energy demand is computed as follows:

(h(Prs )P = S5,), if 0.<(h(Prs,)? —S5,) <S5,
AE;Y =< 83, if (h(Prs,)? —S5,)> S35, (I11.29)
0, otherwise

where h is a real number satisfying Y. AE$, = Djotl.
JER]
Similarly, the optimization problem for allocating energy to buyer 7 at time
slot ¢ is as follows:

AEY
max( Y (Pr?) log(1+ 50

AEY iERY it
st 0<AE}, <S8, Vie R} (111.30)
Z AEb < Eexcess*,total
it —= 't
i€ERY

By using Theorem 1 in [LAG16|, the optimally allocated energy AE*? =

{AE; ’tb i € RY}, when the total energy demand exceeds the total excess energy,
is given as follows:

AESP —

7,t

B .
(hPrfﬁt - Slb,t)7 if 0< (h(Pf‘f,t)’B - Szb,t) < Szb,t
St if (h(Pry,)" —St,) >8P, (IL.31)
0, otherwise

where h is also a real number such that Y AE?, = Ef zcess™ total
iERY
Problems (28) and (30) are different versions of the water-filling problem
[Zha+19], and their optimal solutions are given by Algorithms [3| and [5| by
performing a modified version of the water-filling algorithm given in [LAG16|.
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1.5 Evaluation Results

ll.5.1 Description of the Dataset

Below, two multi-unit buildings with ten units in each building are assumed,
which follow the sharing model Building A and Building B, respectively. All
units are allocated real household load profiles. To illustrate the potential of the
proposed fair energy allocation and trading, data from Austin, Texas
is used. Building A is equipped with three PV panels and one BESS. Building
B is equipped with two PV panels and one BESS. The capacity of each PV
panel is 10 kW and costs about $20,000 . Tesla Powerwall batteries with a
usable energy capacity of 13.5 kWh are considered storage systems . The
performance of the proposed energy trading model is evaluated from 9 to 19
o’clock each day because there is no solar generation during the early morning
and the evening, and the length of the time slot is one hour. The grid selling
and buying prices are set to 0.8 cents/kWh and 2.4 cents/kWh, respectively, and
the values of § and « are set to 1.5 and 0.5. The PV panels’ payback period
for Buildings A and B are assumed 12.5 and 10 years, respectively .
The proposed model has been developed in the Python programming language.
The Gurobi solver [Senb| is used to solve the involved optimization problems in

Pyomo [Opt16].

lll.5.2 Performance Evaluation
l.5.2.1 Energy Trading Analyses

Data used for allocating energy generated by PV panels to residents at time slot
10 is given in Table The Type of Residents column in the table denotes
whether a resident is a unit owner or a tenant. In Building A, Units 1-5 are
occupied by the owner of units, and Units 6-10 are occupied by tenants. Units
1-4 and 6-8 of the building lease a share of PV panels and BESSs from the
building owner, while Units 5, 9, and 10 pay for their energy consumption. In
Building B, Units 1-3 and 6-8 are occupied by their owner, and the rest are
occupied by tenants. In this building, the owners of Units 1-5 buy PV panels,
separately, while the owners of Units 6-8 cooperate in buying PV panels. The
owners of Units 9 and 10 in Building B do not contribute to buying PV panels.
All the unit owners in Building B except Units 5, 9, and 10 contribute to paying
for a share of the BESS’s cost. The EMO of the building decides the amount of
energy to be allocated to the residents of the building utilizing the resident’s
share of PV panels or the ownership factor and the total energy generated by
the PV panels of the building. After allocating energy to the relevant residents,
energy trading takes place. The overall process of our energy trading method
during time slot 10 is depicted in Table [[TT.2}
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As can be seen from Table [[II.2] units 1, 3, and 5 of Building A act as buyers
because the energy allocated to the units is less than their minimum energy
consumption at time slot 10. In contrast, units 2, 4, and 6-10 of the building act
as sellers. The EMO of the building has information, such as energy consumption
and the selling and buying energy demands of the residents, and preference
parameters of the sellers in the building. According to this information, the
EMO is able to calculate a trading price in the range [0.8, 2.4] using Equation
for the building. Trading prices calculated by the EMO of Buildings A
and B are 1.74 and 1.81 Cents/kWh, respectively. By seeing the trading price,
several sellers modified their excess energy; for example, units 4, 9, and 10 of
Building A decreased their excess energy from 3.72 kWh, 0.32 kWh, and 0.39
kWh to 2.72 kWh, 0 kWh, and 0 kWh, respectively. Therefore, the total excess
energy available from residents as sellers in Building A decreases from 9.32 kWh
to 7.61 kWh. Given that units 5, 9, and 10 in Building A and unit 5 in Building
B pay only for their energy consumption, the rest of their excess energy belongs
to the building owner and the unit owner, respectively. To this end, the total
energy that goes back to the owner of Buildings A and unit 5 in Building B are
0.71 kWh and 0 kWh, respectively.

It can be observed from Table that the total excess energy available
for sale in Building A is higher than the total buying energy demand, while
the opposite is true for Building B. Accordingly, the EMO of Buildings A and
B calculates a priority factor for each seller and each buyer of their building,
respectively. Based on the priority factor, each seller/buyer decides its strategy.
Then, the EMO of Building A decides how much energy each seller should sell,
and the EMO of Building B allocates an optimal amount of energy to the buyers
of the building. By observing the decision of the EMO, sellers and buyers with
higher priority sell and buy more energy, respectively. After fulfilling the local
demands by the EMO at time slot 10, the total energy required for Building B
is 0.29 kWh, and the total excess energy available from Building A is 6.32 kWh.

To emphasize the advantages of our method, we compared our results with
the method in , called Method 1, and the situation where energy can
only be fed into the main grid for a fixed tariff, called Method 2. All three
methods follow the energy allocation process performed in each building, while
the energy trading process is different in each method. The average utility of
sellers after subtracting the lease cost and the investment cost of sellers from

their utility throughout the day are illustrated in Figures|I11.2(a)| The

average cost of buyers after adding the lease cost and investment cost of buyers
to their cost throughout the day is shown in Figures In general,
the figure shows that the average revenue of sellers and the average cost of buyers
increases and decrease, respectively, when using our method. In comparison with
our method, Method 1 only minimizes the total cost of buyers in calculating an
energy trading price. Accordingly, the energy trading prices computed in Method
1 (see Figure are mostly close to the grid buying price, which makes sellers
prefer consuming the whole or a part of their excess energy rather than selling
them at a low price. For this reason, compared to our method, buyers have to
buy most of their energy demand from the main grid at a high price, which
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Figure IT1.2: (a): Average utility of sellers, (b): Average cost of buyers, of Building
A, (c): Average utility of sellers, (d): Average cost of buyers, of Building B using
Methods 1 and 2, and our method throughout the day.

increases the total cost of buyers in Method 1 (see Figure ??b,d). As can be
observed from Figure [[II.3] the trading prices calculated by our method are
close to the average feed-in tariff prices. This is due to considering the financial
benefits of sellers and buyers in calculating the energy trading price, which
encourages sellers to sell their excess energy to their neighbors and supports
buyers to buy energy at a lower price than the grid tariff price. Therefore, all
sellers and buyers make significant financial benefits when utilizing our method.

ll.5.2.2 Energy Justice Analyses

The proposed framework is specialized into two cases with the aim of analyzing
what is fair for each building. This means that fairness in energy sharing can
vary from building to building. Analyzing all three principles of energy justice
in the design of energy-sharing models in Building A and B helps to understand
how design choices can lead to justice. In the following, the energy allocation
and trading processes in the buildings are evaluated according to the principles
of energy justice.
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Figure II1.3: (a) Energy trading prices in Building A, (b) Energy trading prices
in Building B, which are computed by Method 1 and our method throughout
the day.

From the perspective of recognition justice, Buildings A and B support
different groups of residents with different preferences to enjoy the benefits of
shared DRESs in their building. Given that each unit of Building A has already
been allocated a specific share according to its unit characteristics, new residents
(i.e., residents who just moved into the building) have the opportunity to use the
shared DRESs of the building. Moreover, unit-owners and temporary residents
(e.g., tenants) can lease the allocated share of PV panels/BESSs as long as they
live in the building (e.g., units 1-4 as unit-owners and units 6-8 as tenants lease
a share of PV panels from the owner of Building A), or can pay only for their
energy consumption if they do not afford the lease cost (e.g., units 5, 9, and 10 in
Building A pay only for their energy consumption). In the case of Building B, the
building owner cooperates with the residents of the building by allowing them to
install PV panels on the roof of the building. The sharing model in Building B
enables residents to participate in the purchase of PV panels/BESSs either alone
(e.g., units 1-5 whose owners separately buy a share of PV panels/BESSs) or in
collaboration with other units (e.g., units 6, 7, and 8 whose owners collaborate
in buying PV panels/BESSs). The sharing model in Building B also considers
tenants whose unit owner owns a share of PV panels/BESSs and those tenants
who wish to benefit from PV panels/BESSs. In this case, tenants can lease a
part of the share from their unit owner (e.g., unit 4 in Building B) or just pay
for their energy consumption (e.g., unit 5 in Building B).

From a distributive perspective, it should be seen how energy, profits, and
costs are distributed among residents of Buildings A and B using the proposed
sharing models. The sharing model of Building A enables the EMO of the building
to allocate a specific share of PV panels and/or BESSs to the residents according
to their unit characteristics. Accordingly, the amount of energy distributed
among residents is based on the cost they pay for leasing the share of PV
panels/BESSs or their energy consumption. In this sharing model, residents gain
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financial profit by participating in energy trading in the building, and the EMO
makes financial profit by leasing the share of PV panels/BESSs to each resident,
selling energy to the residents who pay for their energy consumption, and selling
excess energy available from residents who did not lease PV panels/BESSs share.
The sharing model in Building B follows the distribution principle in distributing
PV panels/BESSs costs among residents. This means that residents in Building
B can either participate in buying PV panels/DRESs considering their ability
to pay (e.g., Units 1-5 and Units 6-8 buy PV panels/BESSs separately and
together, respectively) or lease a part of the share of PV panels/BESSs from
their unit owner (e.g., units 4 lease the share from the unit owner). In this
building, energy is distributed among residents according to their ownership
factor. In relation to justice in the distribution of profits among residents in
Building B, the sharing model in the building supports energy trading in which
participants benefit by selling their excess energy available from their share of
PV panels/BESSs or buying energy from their neighbors in the building.

With respect to procedural justice, the sharing model in Buildings A and B
encourages resident participation in decision-making during energy allocation
and trading processes. In the energy allocation process, residents in Building A
can participate in decision-making to decide whether to lease the share of PV
panels/BESSs from the building owner or pay only for their energy consumption.
The residents of Building B can also make a decision on buying PV panels/BESSs
separately or in collaboration with their neighbors. The sharing model in
Buildings A and B also supports all stakeholders, such as sellers, buyers, and the
EMO, in decision-making during energy trading. This means that sellers/buyers
are given the opportunity to decide how much energy they should sell/buy to
gain more profit. In addition to some factors like unit characteristics which
are fixed, sellers/buyers are given the opportunity to increase the chance of
selling/buying more energy by participating in previous energy trading in their
building (i.e., they can increase their priority by participating in more energy
trading). Moreover, the EMO of the building decides on the trading price and
allocates energy to participants with the purpose of maximizing their profits.

II.6 Conclusions

In this paper, a fair energy sharing framework (FESM) is proposed to enable fair
and reliable energy allocation and trading in multi-unit buildings. Two different
specializations of the framework, referred to as Buildings A and B, that followed
different energy-sharing models, are presented. An energy management operator
is used for each multi-unit building to coordinate the energy allocation and
trading processes among all residents in the building. The processes of energy
allocation and trading in our sharing model show that residents receive and trade
energy fairly using the characteristics of a unit or ownership factor and priority.
To certify fairness between buyers and sellers in all trading stages, this work
gives both groups the opportunity to decide on their strategy by participating in
a non-cooperative game to increase their financial profit. A simple trading price
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mechanism is proposed to maximize the profits of sellers and buyers and simplify
the trading stages. The efficiency of our method is verified in comparison with
the baseline methods on real data from Austin, Texas. The results illustrate
high financial profit for sellers and low costs for buyers during the day.

We also analyzed justice in the proposed energy allocation and trading
processes for both cases of the framework with respect to the main principles of
energy justice. From the recognition justice perspective, justice is achieved when
the sharing models ensure the accessibility to the benefits of shared DRESs in
the buildings for different groups of residents. For example, recognition justice is
realized in the proposed sharing models by giving tenants and low-income families
the opportunity to use the DRESs of their building via renting or investing
in a share of PV panels/BESSs individually or in cooperation with neighbors
or paying for their consumption. Justice as distribution in the sharing models
results in fair distribution of cost, benefits, and energy. To reach distributive
justice in the proposed sharing models, for example, some factors, such as the
unit characteristics, ownership factor, and priority factor, are utilized to perform
a fair distribution of energy and benefits among residents during both energy
allocation and trading. Procedural justice enables all stakeholders in the sharing
model to participate in making decisions on the distribution of cost/benefits,
accessing the shared DRESs, etc. Procedural justice is achieved in the proposed
sharing models by enabling residents to decide how to use the shared DRESs of
their building (i.e., the residents can rent or invest in a share of the DRESs) and
their buying or selling strategy. In sum, analyzing the main principles of energy
justice in this work is useful in understanding that justice principles have to be
applied in the design of energy-sharing models in the first step. These principles
can be applied in different ways, and depending on the context or situation
justice’s definition can be different. Applying the energy justice principles in the
proposed sharing models motivates the residents to use the shared DRESs of
their building, which leads to high financial benefits for the building.

Future research could explore how to achieve trust among participants and
how much information they should share during energy trading. Future research
might also be to develop the proposed framework into an interactive tool for
exploring and comparing the effects of different approaches to energy justice. It
may also be relevant to study how errors in intraday (<1 h) forecasting of PV
power generation may influence the trading results on seller profit and buyer
cost.
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Appendix .A

Algorithm 2 Optimal strategy for buyers
1: Input :

e Energy demand of all buyers (D; ;) and their priority factors (P7'f1t) at time slot t.

Dj ¢

« Two vectors, including buyers and their priority factors, sorted on the value of b in
Tit
ascending order.

2: Output :

e« The vector of the optimal strategy of buyers Sf sorted in the original order.

3: Initialization :

o Filling index j = 1;
¢ N; = Number of buyers at time slot ¢, M; =set of buyers at time slot t;

o Filling width w = Z’eM (PTft%
i t ’

o E;” = total extra energy available from sellers at time slot ¢;
o Energy height h = 0;
o For exception handling Dy41,: = oo and P"?\J+1,t =1

4: While(ES® > 0)

if (w ((P b > —h) < Ef*):
ex ex . _ _Djt .
E; E ‘*’((p,b > —h); h = (Pr;ft)’
w=w— (Pr?‘t), S],t =Dj;;i=7+1
else pex
h=h+ —Lt—; E{* =0;

End
5: Sort the optimal strategy of buyers Sf in original order.
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Algorithm 3 Allocating Energy to Buyers by EMO
1: Imput :

« Strategies of all buyers (Si’) and their priority factors (Prfyt).

e Three vectors, including buyers, their strategies, and their priority factors sorted on the

S
value of 1’; in ascending order.
(Pr? t)
2: Output :

e The vector of the allocated energy of buyers AE? sorted in the original order.

3: Initialization :

o Filling index j =1 and k = 2;
« Filling width w = (Pr} ,);
o E;" = total extra energy available from sellers;

b
STt

e Energy height h = ﬁ;
1,
o The vector of all buyers’ allocated energy AE? = 0

o For exception handling S?V+1,t = oo and PT?’VJAJ =0

4: While(BS® > 0)

25t sb . sb
if ((Pré’t) > b 5) and (w((P ; ® —h) < B{®):
s" sb
er _ pew _ k.t I
Et 7Et ((P b t h) h (PT: t)’
w:w-l—(Prz’t), kfk—i-l'
b b 2gb
elseif ( ) < & b 5 ) and (w( be,) — h) < EZ%):
b

exr exr 2S
E{" =E" —w ((Pr )*h)
ot

AEb *S]t;w_w—(PrJt)

2Sb
h= G yid =t
exr
else : h:thEfJ i BST =0
fori=j:k

b

S
AE?, = (P h — Ly,
it = ( 7Lt)( PT?,R)

End
5: Sort the allocated energy AEi’ in original order.
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Algorithm 4 Optimal strategy for sellers

1: Input :

excess

» Excess energy of all sellers (E{7 ) and their priority factors (Prj ;) at time slot .

pexcess

e« Two vectors, including sellers and their priority factors, sorted on the value of (;iis)
it
in ascending order.

2: Output :

o The vector of the optimal strategy of sellers Sy sorted in the original order.

3: Initialization :

o Filling index j = 1;
¢ N; = Number of sellers at time slot ¢, M; =set of sellers at time slot ¢;

o Filling width w = ZieMt (PTiS,t)§

o D; = total demand of buyers at time slot ¢;
e Energy height h = 0;

 For exception handling E{F7% = oo and Priy , , =1

4: While(D; > 0)

excess

if (w((g;iw —h) < Dy):
I

Dy =D i h): h = N
= D¢ — w( (Prlj,t) —h); h = (prit)-,
w=w—(Pr],); S5, =B i =7+1
else
h:h"'%;Dt:O;
fork=j:N

Si,t = h(PTISc,t)5
End
5: Sort the optimal strategy of sellers S} in original order.
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Algorithm 5 Determining energy for sale by EMO
1: Imput :

o Strategies of all sellers (S;) and their priority factors (Prj ,).

e Three vectors, including sellers, their strategies, and their priority factors sorted on the
S$
value of ﬁ in ascending order.

2: Output :

o The vector of the allocated energy of sellers AE; sorted in the original order.

3: Initialization :

o Filling index j =1 and k = 2;
e Filling width w = (Pry ,);

e D; = total demand of buyers at time slot ¢;

E height h = Sl
. nergy heig = (prit)v

o The vector of all buyers’ selling amount of energy AE; = 0
e For exception handling S¥,; , = o0 and Pry,,; , = c©

4: While(Dy > 0)

Sk Skt
zf((pr D > (pr )and( (W*h)<Dt):
ss g8
D :D,—w%—h;h:$
t t ((quﬁt) ) =4
W=t (Pri)i K= k+1;
elseif ((prs' N < (PTS t)) and (UJ((PT‘.]SV'V,t> — h) < Dy):

thDf—w((Pb) h);

AES’:SJt;w_w—(Prjt);
Y2Sjt , 1 ,
=FEs i i=7+1
)

else : h*h+—D,_0
fori=j3:k

AEis,t = (PTf.t)(h -

s
i, .
End

5: Sort the vector of determined energy for sale AE; in the original order.
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